
Title: SYSTEM FOR PROTECTING OBJECTS DISTRIBUTED OVER A NETWORK  Abstract:
A system for protecting objects (16) stored on network, or object, servers
(12) running computer software (14) that  designates which objects (16) are
to be protected and the security policy for that object (16). The object
server (12) creates an  enhanced request containing encrypted data upon
request for a protected object (16) and redirect that enhanced request to a
security  server (18) which authenticates the request, retrieves and
encrypts the requested object using a one-time encryption key, and combines



the encrypted object with mobile code, the security policy and object
controls to implement the policy. The requestor (10) receives  this package
for instantiation of the security policy and object controls on the
requestor's computer. The mobile code will execute  tests to ensure proper
instantiation of the object controls. The requested object (16) is rendered
subject to the security policy and  object controls. [err] 


