'COMMUNICATION DEVICE AND COMMUNICATION METHOD

BACKGRCUND COF THE INVENTICN
1. Field of the Invention

The present invention relates to a communication device
and a communication method, and specifically relates toc a
communication device and a communicaticon method, whereby
retention property can be maintained, and also writing
processing time used for writing can be shortened, regarding
nonvolatile memory which a wireless tag houses, for example,
such as an IC card cor IC chip or the like which performs
proximity communication with a reader/writer.
2. Description of the Related Art

In recent years, proximity communication for performing
wireless communication by noncontact at short range using IC
(Integrated Circuit) cards and the like, has been used for,
for example, electronic commuter passes, electronic money,
~and so forth, and also cellular phones having electronic
cormmuter pass functions, and electronic money functions that
take advantage of proximity communication, have come into
widespread use.

Proximity communication has been standardized as, for
example, ISO/IEC 14443, ISQO/IEC 18092 (hereafter, also
referred to as NFC (Near Fisld Communicatioﬁ)), and so forth.

Here, of communication devices for performing proximity



-communication such as communication conforming £O'the NEC
standard, or the like, communication devices such as IC
cards, IC chips, and so forth for performing proximity
communication with a reader/writer which outputs RF (Radio
Freguency) signals, in response to signals from the
reader/writer, are alsc referred to as wireless tags.

Wireless tags provide varicus Lypes cf services by
housing nonvelatile memory such as EEPROM (Electrically
Erasable Programmable Read Only Memory) or the like, and
performing reading/writing of data to be exchanged with a
reader/writer as to the nonvelatile memory by proximity
communication, for example.

Note that, of wireless tags, there are battervless
wireless tags which operate with RF signals cutput by a
reader/writer as the power source thereof. Batteryless
wireless tags operate with RFE signals cutput by a
reader/writer as the power source thereof, and accordingly
fail to obtain sufficient power at the time of being
separated from a reader/writer. Therefore, for example,
with a wireless tag, upon the wireless tag being separated
from a reader/writer while access to built-in nonvolatile
memory is perfoimed, the wireless tag fails to operate, and
memory corruption may occur, i.e., inconsistency may occur
in data stored in the nonvolatile memory.

Also, with a wireless tag having battery {(e.g., an IC



chip housed in & cellular phone) as well, memory corruption
may occur in the event that data to be written in
nenvolatile memory is prevented from being received from a
reader/writer by the wireless tag being separated from the
reader/writer. As for a way to deal with memcry corruption,
there is a process wherein, with the nonvolatile memory of a
wireless tag, the latest data is not overwritten on most
recently written data, but iz written on z recording region
separated from the storage region of the most recently
written data (e.g., see Japanese Patent Document HNo.

3702923) .

SUMMARY OF THE IRVENTION

Wireless tags can be employed for variocus types of
services in addition to the above electronic commuter passes
and electronic meney, for example, such as entering and
leaving management, inventory management, and so forth, but
in crder to provide a service which is not stressful for the
user, writing processing time used for writing data in
nonvolatile memory housed in a wireless tag has to be
shortened.

On the other hand, in order o increase a retention
property for retaining (the state ¢f) the memory cell of
nonvolatile memory housed in the wireless tag in an srased

(Erase) state in which no data is written {data is



eliminated),.or in a writtem (Write) state in which data is
written, for long time, electiric charge (eleciron or
electron hole) has to be sufficlently accumulated in a
floating gate of a transistor making up the memory csll.

Fig. 1 is a diagram for describing writing of data in
FEPROM which is nonvolatile memory. In the event of writing
data in EEPROM, erasing for changing the memory cell te an
erased state is performed, and then writing for changing tThe
memory cell in an erased state to a written state is
performed. For example, With EEPROM, in order to maintain a
certain level of retention property, electric charge
accumulation time for accumulating elesctric charge in the
floating gate is longer than time for the memory cell
proceading from the erased state to the written state.

If the electric charge accumulation time is shortened,
the writing processing time can be reduced, but upon the
electric charge accumulation time being shortened, the
retention property deteriorates. Accordingly, shortening
the writing processing time, and maintainimg the retention
property have & trade-off relation, but in the event that
the retention property deteriorates, and neither the written
state nor the erased state are maintained, the wireless tag
is in an unusable statse, and accordingly, it is undesirable
to shorten the writing processing tims by sacrificing the

retention property.



It has been found to be desirable to enable the
retention property to be maintained, and alsc to enable the

writing processing time to be shortensd.

According to a first aspect, there is provided a
communication device comprising: communication means
configured to perform proximity communication with a
reader/writer; and control means configured to control
writing of data as to nonvelatile memory in accordance with
a command from said reader/writer; wherein a portion of the
storage region of said nonvolatile memory is a user block
that is a storage region eguivalent to the minimum unit
aggigned to a service; and wherein said user block inciudes
a plurality of units; and wherein said units include one or
more pages that are the storage reglons of a predetermined
unit where writing is performed; and wherein at least one
unit of a plurality of units making up said user block is a
buffer unit that serves as a buffer to buffer data to be
written in said user block; and wherein said nonvolatile
memory stores contrel information for controlling the
gstorage region of said nonvolatile memory; and wherein said
control information includes a unit number for determining
said units; and wherein sald control means write data in
said buffer unit in accordance with a command from gaid
reader/writer, write the unit number of an object unit that
ig a unit to be written with data as the unit number of
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gaid buffer unit, and take said object unit as a new buffexr
unit, thereby performing writing of data in said object
unit; and wherein said control meansg are activated by an RF
signal being received from said resader/writer at said
communication means, and after activation, erase all of the
pages of said buffer unit during activation processing to
be performed before receiving a command from said
reader/writer.

According to a second aspect, there is provided a
communication method for a communication device including
communication means configured to perform proximity
communication with a reader/writer, and control means
configured to control writing of data as to nonveclatile
memory in accordance with a command from said
reader/writer, said method comprising the steps of: taking
a portion of the storage region cof said nonvolatile memory
as a user block that is a storage region eguivalent to the
minimum unit assigned to a service; including a plurality
of units in said user block; including cocne or more pages
that are the storage regions ©of a predetermined unit where
writing is performed, in said units; taking at least one
unit of a plurality of units making up said user block as a
buffer unit that serves as a buffer to buffer data to be

written in said user block; said nonvolatile memory storing
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contrel information for controlling the storage region of
gaid nonvolatile memory; including a unit number for
determining said units, in =aid control information;
causing said contrcl means to write data in said buffer
unit in accordance with a command from said reader/writer,
to write the unit number of an cbject unit that is a unit
to be written with data as the unit number of said buffer
unit, and to take sald cobject unit as a new buffer unit,
thereby performing writing of data in said object unit; and
activating gaid control means by an RF signal being
received from said reader/writer at said communication
means to erase all of the pages of said buffer unit during
activation processing tc be performed before receiving a

command from said reader/writer.

According to a third aspect, there is provided a
communication device including: a communicaticnn unit
configured to perform proximity communication with a
reader/writer; and a control wunit configured to control
writing of data as to nonvelatile memory in accordance with
a command from the reader/writer; with a portion of the
storage region of the nonvolatile memory being a user block
that is a storage region egquivalent tco the minimum unit
assigned to a service; with the wuser Dblock including a
plurality of wunits; with the units including one or more
pages that are the storage regions of a predetermined unit

where writing 1s performed;

_Sb_



with at least one unit of a plurality of units making up
the user block being a buffer unit that serves as a buffer
to buffer data to be written in the user block; with the
nenvolatile memory storing control information for
controlling the storage region of the nonvolatile memory;
with the control iIinformation including s unit number for
determining the units; with the control unit writing data
in the buffer unit in accordance with aza command from the
reader/writer, writing the unit number of an object unit
that is a unit to be written with data as the unit number

of
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the buffer unit, and taking the object unit as a new buffer
unit, thersby performing writing of data in the object
unit; and with the control unit being activated by an RF
signal being received from the reader/writer at the
communication unit, and after activation, erasing ail of
the pages of the buffer unit during activation processing
to be performed before receiving a command from the

reader/writer.
According te a fourth aspect, there is provided a

communication method for a communication device including a
communication unit configured to perform proximity
communication with a reader/writer, and a contrel unit
configured to control writing of data as to nonvcolatile
memory in accordance with a command from the reader/writer,
including the steps of: taking a portion of the store
reglion of the nonvolatile memory as a user block that is a
storage region equivalent to the minimum unit assigned to a
service; including a plurality of units in the user block;
including one or more pages that are the storage regions of
a predetermined unit where writing is performed, in the
unite; taking at least one unit cof a plurality of units
making up the user block as a buffer unit that serves as a
buffer to buffer datza to be written in the user block; the
nonvelatile memory storing contrcol information for
controlling the storage region of the nonvolatile memory;

including a unit number for



determining the units, in the control information; causing
the control unit to write data in the buffer unit in
accordance with a command from the reader/writer, to write
the unit number of an obiect unit that is a unit to be
written with data as the unit number of the buffer unit,
and to take the object unit as a new buffer unit, thereby
performing writing of data in the cbject unit; and
activating the control unit by an RF signal being received
from the reader/writer at the communication unit to erase
all of the pages of the buffer unit during activation
processing to be performed before receiving a command from

the reader/writer.
With the above aspects, a portfion of the storage

region of the nonvolatile memory is a user block that is a
storage region eguivalent to the minimum unit assigned to a
service, the user block includes a plurality of units, the
units include one or more pages that are the storage
regiong of a predetermined unit where writing is performed,
at least one unit of a plurality of units making up the
user block is a buffer unit that serves as a buffer to
buffer data to be written in the user block, the
nonvolatile memory stores control information for
controlling the storage region of the nonvolatile memory,
the control information includes a unit number for
determining the units, the control unit writes data in the

buffer unit in accordance with a command



from the reader/writer, writes the unit number of an object
unit that is a unit to be written with data as the unit
number of the buffer unit, and takss the obiect unit as a
new bufier unit, thereby performing writing of data in the
cbject unit. Also, the contrel unit is activated by an RF
signal being received from the reader/writer at the
communication unit, and erases all of the pages of the

during activation processing to be performed

ct

puffer uni
pefore receiving a command from the reader/writer.

Note that the communication device may be a stand-zlone
device, or may be an internal block making up part of a

single device.

1

- the present invention,

3
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According to an embodiment ©
the retention property of the nonvolatile memory can be
maintained, and zlsc the writing processing time used for

writing can be reduced.

BRIEY DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram for describing writing of data in
EEPROM which is nonvolatile memory;

Fig. 2 is a block diagram illustrating a configuration
example of an embodiment of a communication syétem to which
the present invention has been applied;

Fig. 2 1s a diagram illustrating an example of the

logical format c¢f a memory unit;



Fig. 4 is a diagram for describing writing of data as
to the memory unit;

Fig. b is a diagram for describing handling of memory
corruption;

Fig. & 1s a flowchart for describing processing of a
wireless tag;

Fig. 7 is a diagram for describing writing processing
time of the wireless tag;

Fig. 8 is a diagram illustrating another example of the
logical format of the memory unit; and

Fig. 9 is a flowchart for describing processing of thé

wireless tag.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
Empbodiment of Communication System to Which Present
Invention Has Been Applied
Fig. 2 1s a block diagram illustrating a configuration
example of an embodiment of a communication system (system
means a group wherein muliltiple devices are logically grouped,
regardliess of whether or nct each component device is
included in the same casing) to which the present invention
has been applied. In Fig. 2, the communication system is
configured of a reader/writer 10, and a wireless tag 20.
The reader/writer 10 includes an antenna 11, and

performs noncontact proximity communication with the



wireless tag 20 by outputting REF signals from the antenna 11
to steore (write) data in {a memory unit 24 housed in) the
wireless tag 20 or read out data from the wireless tag 20.

Upcn the wireless tag 20 approaching the reader/writer
16, the wireless tag 20 starts operation with RF signals
which the reader/writer 10 outputs from the antenna 11 as
power, and performs proximity communication with the
reader/writer 10.

With proximity communication, the reader/writer 10
transmits data by modulating RF signals in accordance with
the data, and the wireless tag 20 receives the data
transmitted by the reader/writer 10 using the RF signals,
and writes in a built-in memory unit 24.

Also, the wireless tag 20 reads out the data stored in
the memory unit Z4, subjects the RF signals transmitted from
the reader/writer 10 to load modulation, thereby
transmitting the data to the reader/writer 10. Specifically,
the wireless tag 20 includes an antenna 21, an RF unit 22, a
command seguencer unit 23, and the memory unit 24.

The antenna 21 is configured of resonance circuit
made up of a coil and a capacitor, for example, receives the
RF gignals from the reader/writer 10, and suppliies to the RF
unit 22. The RF unit 22 performs proximity communication
with the reader/writer 10. Specifically,-upon the RF

signals from the reader/writer 10 being received by the



reader/writer 10 and the wireless tag 20 approaching, the RF
unit 22 cobtains power serving as power supply from the RT
gsignals thereof, and supplies to blocks as appropriate.

Also, the RF unit 22 demodulates the RF signals from
the reader/writér 10 to obtaln a command or data, and
supplies to the command seguencer unit 23. Further, the RF
unit 22 subjects the RF signals from the reader/writer 10 to
load modulation in accordance with the data supplied from
the command seguencer unit 23, thereby transmitting the datsa
to the reader/writer 10.

The command seguencer unit 23 performs seguence control
in accordance with the command from the reader/writer 10,
supplied from the R¥ unit 22, thereby perfcrming control
such as reading/writing of data as to the memory unit 24,
and so forth. Specifically, in the event that the command
from the reader/writer 10 is a write command for reguesting
writing of data, the command sequencer unit 23 writes the
data transmitted from the reader/writer 10 and supplied from
the RF unit 22 alceng with the write command in the memory
unit 24.

Alzo, in the event that the command from the
reader/writer 10 1s a read command for requesting readout of
data, the command sequencer unit 23 reads out the data from
the memory unit 24, and supplies to the RF unit 22. The

memory unit 24 is nonvelatile memory such as EEPROM or the



1ike, for example, and steres data under the control
(management) of the command seguencer unit 23.
Logical Format of Memory Unit 24

Fig. 3 i1s a diliagram for describing the logical format
of the memory unit 24 included in the wireless tag 20 in Fig.
1. A portion of the storage regicn of the memcry unit 24
serves as a user block that is a storage region eguivalent
to the minimum unii assigned Lo a service, for example, such
as commuter passes, electronic money which a predetermined
service provider manages, tickets for events or the like,
and so forth.

There are provided one or mcre user blocks to the
memory unit 24. Here, one or more user blocks are assigned
to a service, and data for providing the service is stored
in the one or more user blocks therecof. The user blocks
have M+1, more than one, units (M is an integer equal to or
greater than one). Data for providing a service is written
in the units. However, one unit of M+l units making up a
user block serves as a buffer for buffering the data written
in the user block.

As described above, one unit making up a user block
serves aé a buffer, and accordingly, the user block includses
M+1, more than one, units in teotal of one unit serving as a
buffer, and M, equal to or greater than one, units storing

data for providing a service.



Hereafter, of the M+l units making up a user block, a
unit serving as a buffer will alsc be referred to as a
buffer unit, and the units other than the buffer unit will
also be referred to as data units.

In Fig. 3, of the M+l units making up a user block, the
M+1'th unit serves as a buffer unit, and the other first
through M'th units serve as data units. Note that the unit
serving ag a buffer unit changes when writing of data as to
a user plock is perfcrmed, but description thereof will be
described later. The units include K, egual to or greater
Than one, pages.

The pages are storage regions eguivalent to the minimum
unit where writing as to the memory unit 24 is performed,
and in Fig. 3, one page 1s an N-byte storage region. Here,
in Fig. 3, one page ©of pages that a unit has is used as a
page (control page) that stores control information for
controlling the storage region cof the memory unit 24. That
is Lo say, in Fig. 3, one particular page of K pages making
up a unit serves as a control page in which control
informaticon for controlling the unit thereof is stored. -

Accordingly, in Fig. 3, one or more pages (data pages)
in which data is stored, and one page serving as a control
page has to be provided to & unit, and accordingly, the
number K of pages making up & unit is more than one.. Note

that, in Fig. 3, the K'th page of K pages making up & unit



serves as a control page. The page serving as a control
page does not change (unlike the buffer unit), and is a
fixed page.

A unit number, (cne) seguence number, and an error
detection code are written in the control page as the
control information of a unit. The unit number is
information for determining a unit having a control page in
which the unit number thereof is written.

Th@'sequence number is a value regularly updated each
time data 1s written in the memcry unit 24, and there can be
empleyved as the seguence number, for example, a value
obtained by incrementing or decrementing the immediately
preceding value by a predetermined value such as one, a
value obtained by calculating a predetermined function with
the immediately preceding value as an argument, an output
value obtained with the immediately preceding value as an
input value using a table correlated with an input value and
an cutput value, or the like. Now, let'us say here that a
value to be incremented by one each time data is written in
the memory unit 24 is used as the seqguence number, for
example. The error detection code is a code for error
detection for detecting an error of data written in a unit,
and an example thereof is CRC (Cyclic Redundancy Checking).
Writing Control of Data as to Memory Unit 24

Fig. 4 is a diagram for describing data writing control



as to the memory unit 24 by the command sequencer unit 23.
In Fig. 4, a user blcck having units in which data is
written have M+1 units #1, #2, vy #M+1.  In Fig. 4,
immediately before writing of data is performed (before
writing), of the M+l units #1, #2, and so on through #M+1,
for example, the M+1l'th unit #M+1 serves as a buffer unit,
and the other first through M'th unit #1 through #M serve as
data units. Also, in Fig. 4, the unit number 5 PAD of a
data unit #m 1ls a value m before writing.

ﬁote that, the unit number S PAD is not appended to a
buffer unit, but in Fig. 4, for the sake of convenlience we
will say that the unit number & PAD cf the unit #M+1 serving
as a buffer unit is set to 0 serving as a value iepresenting
the buffer unit.

Also, in Fig. 4, the seguence number SEQ of the data
unit #1 before writing is a value ¥X. Drawing of the
seguence numbers SEQ of the other data units #2 through #UM
is cmitted.

Here, one unit #m is made up of K pages. Now, if we
say that the first page of the first unit #1 of a user blocck
is taken as the first page, the unit #m is made up of K
pages of the (m—-1)K+1'th page through the mK'th page. The
nK'th page that is the last page of gach unit #m is a
contrcel page.

Now, for example, lat us say that & write command for



requesting writing of data as to a unit of which the unit
number S PAD is a value 1 has been transmitted from the
reader/writer 10 to the wireless tag 20 along with data.

In this case, the command seguencer unit 23 writes, in
accordance with the write command from the reader/writer 10,
the data transmitted along with the write command thereof
not in an object unit that is a unit to be written, i.e.,
the unit #1 of which the unit number S PAD is a value 1 (the
unit of the unit number 3 PAD where writing is requested by
the write command} but in the unit #M+1 serving as a buffer
unit.

Further, the command seguencer unit 23 writes the same
unit number S PAD=1 as the unit number $ PAD=1 cof the unit
#1 that is an object unit, the seguence number SEQ updated
to a predetermined value Y, and error detection code in the
control page of Tthe unit #M+1 serving as a buffer unit.

Here, in Fig. 4 {the same applies to later-described
Fig. 5), drawing of the error detection code is omitted.
Also, in Fig. 4, the value Y of the sequence number SEQ to
be written in the control page of the unit #M+1 serving as a
buffer unit is a value X+1 updated by incrementing the
sequence number SEQ=X written in the control page of the
unit #1 that is an object unit by one.

As described above, the unit number 8 PAD of which the

value is 1, the sequence number SE(Q updated to a



predetermined value Y, and the error detection code are
written in the control page of the unit #M+1 serving as a
buffer unit, whereby the unit #M+1 changes from the buffer
unit to a data unit of which the unit number 5 PAD is a
value 1. As a result thereof, at this polint, the number of
units of which the unit numbers S PAD are values 1 is two of
the unit #1 and unit #M+1.

Howaver, the seguence ndmber SEQ=Y of the unit #M+1l is
a value newer than the sequence number SEQ=X of the unit #1,
i.e., a value ¥X+1 cobtained by updating the sequeﬁce number
SEQ=X. Accordingly, with regard to the two units #1 and
#M+1 of which the unit numbers S _PAD are values 1, the unit
#M+1 in which the latest data has been written, and the unit
#1 in which data was written in the past {(of data written in
units of which the unit numbers 3 PAD are values 1, a unit
storing data written immediately before the latest data) can
be distinguished by referencing the seguence numbers SEQ.

Here, in the event that there are two units having the
same unit number S PAD, of the two units thereof, a unit in
which the latest data is written {a unit having a greater
seguence number in the present embodiment) will alsc be
referred to as a new unit,, and a unit in which data was
written in the past (a unit héving a smallier seguence
number) will alsc be referred to as an old unit.

Subsequently, The command sequencer unit 232 erases the



old unit of the two units #1 and #M+1 of which the unit
numbers S PAD are values 1, i.e., the control page cof the
unit #1 that 1is an object unit, and sets to the erased stats,
thereby writing processing for writing data in the memory
unit 24 is completed with the unit #1 as a new buffer unit.

Note that, as described above, the unit number S PAD is
not appended to buffer units, but in Fig. 4, the unit number
S PAD of the unit #1 serving as a new buffer unit is set to
a value 0 representing that this unit is a buffer unit.

As described above, the command seguencer unit 23
writes, in accordance with the write command from the
reader/writer 10, data in the unit #M+1 serving as a buffer
unit, writes the unit number 3 PAD=1 of the unit #1 that is
an cbiect unift as tThe unit number of the buffer unit, and
takes the unit #1 as a new buffer unit, thereby conseguently
performing writing of data as to the unit #M+1 of which the
unit number S PAD is é value 1 that has become an object
unit.

As a result thereof, with the memory unit 24, with
regard to data stored in the units of which the unit numbers
S5 PAD are values 1, the latest data (data written in the
unit #M+1 in Fig. 4}, is written while the immediately
preceding (last) data (data written in the unit #1 in Fig.
4} remains, whereby memory corruption, i.e:, for example, a

cage where inccnsistency has coccurred in data stored in the



memnory unit 24 due to the wireless tag 20 having been
separated from the reader/writer 10 while accessing the
memery unit 24 is performed, or the like, can be handled.
Fig. 5 is a diagram for describing handling of memory
corruption. In Fig. 5, before writing, in the same way 2as
with the case in Fig. 4, the M+1'th unit #M+1 unit #M+1
serves as a buffer unit, and the other first Through M'th
units #1 through #M serve as data units. Also, before
writing, the unit number S PAD of the data unit #m has a
value m, and the unit number S PAD of the unit #M+1 serving
as a buffer unit has a value 0 representing that this unit
is a buffer unit.
Now, for example, in the same way as with the case in
Fig. 4, let us say that a write command for reguesting
writing of data with a unit of which the unit number S PAD
iz a valuve 1 as an object unit has been transmitted from the
reader/writer 10 to the wireless tag 20 along with the data.
In this case, the command seguencer unit 23 writes, as
described in ¥ig. 4, in accordance with the write command
from the reader/writer 10, the data transmitted along with
the write command in the unit #M+l serving as a buffer unit
(unit of which the unit number 8 PAD is a value 0).
Further, the command sequencer unit 23 writes, as
described in Fig. 4, the same unit number S PAD=1 as the

unit number S_PAD=1 of the unit #1 that is an cbject unit,



the seguence number SEQ cof a value Y = X + 1 obtained by
updating the ssguence number SEQ=X of the unit #1 that is an
obiect unit, and the error detection code 1in the control
page of the unit #M+1 serving as a buffer unit, and then
erases the control page of the unit #1 that i1s an object
unit to sét to the erased state, whereby the writing
processing for writing data in the memory unit 24 is
completed with the unit #1 as a new buffer unit.

Now, let us say that during the writing processing,
i.e., for example, while the unit number § PAD=1, the
sequence number SEQ updated to a predetermined value Y, and
the error detection code have been writing in the control
page of the unit #M+1l ssrving as a buffer unit, the wireless
tag 20 has been separated from the reader/writer 10, and
power has not been supplied to the wireless tag 20 (power
disconnect) .

In this case, the command sequencer unit 23 recovers
the storage content of the memory unit 24 at the time of
being activated (at the time of the next activation) by the
reader/writer 10 and the wireless tag 20 approaching, and
power being supplied.

Specifically, for example, 1f we say that of the unit
number S PAD=1, the sequence number SEQ of a predetermined
value Y, and the error detection code, at least the unit

number S PAD=1, and the sequence number SEQ updated toc a
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predeternined value Y are written in the éontrol page of the
unit #M+1 serving as a buffer unit, and then power supply is
digconnected, there are two units #1 and #M+1 of which the
unit numbers S _PAD have the same value 1.

As described in Fig. 4, with regard to the two units #1
and #M+1 of which the unit numbers S PAD are values 1, the
unit f(new unit) #M+1 in which the latest data has been
written, and the unit {(old unit) #1 in which data was
written in the past can be distinguished by referencing the
sequence numbers SEQ.

AL the time of the next activation, the command
sequencer unit 23 uses CRC serving as the error detection
code of the contrel page of the unit #M+l that is a new unit
to perform error detection, and in the event that no error
has been detected {(in the evant that the error detection
code 1s normal), assumes that writing of data In the unit
#M+1 that ig a new unit has been completed in a normal
manner, erases the control page of the unit #1 that is an
old unit Lo set to The erased state (in Fig. 5, the unit
number S PAD is set to a value 0 representing that this unit
is a buffer unit}), thereby taking the unit #1 as a buffer
unit. Subseguently, as described in Fig. 4, writing of new
data in the buffer unit is performed.

On the other hand, as a result of error detectiocn using

CRC serving as the error detection code of the control page



of the unit #M+1 that is a new unit, in the event that an
error has been detected (in the event that the error
detection code is an error), the command sequencer unit 23
returns the state cof the memory unit 24 to a state
immediately before writing of data in the unit #M+1 that is
a new unit is performed assuming that writing of the data in
the unit #M+1 that is a new unit has not been completed in a
normal manner, for example.

That is to say, the command sequencer unit 23 erases
the control page of the uhit #M+1 that is a new unit to set
to the erased state (in Fig. 5, the unit number S PAD is set

to a value 0 representing that this unit is a buffer unit),

o

thereby taking the unit #M+1 as a buffer unit. Subseguently,
as described in Fig. 4, writing of new data in the buffer
unit is performed.
Processing of Wireless Tag 20

Fig. 6 is a flowchart for describing the processing of
the wireless tag 20 in Fig. 2. HNote that hereafter,
description will be focused on one user block, and
processing as to the one user block therecof will be
cdescribed.

Upon the reader/writer 10 and the wireless tag 20
approaching, the RF signals from the reader/writer 10 being

recelved at the RF unit of the wireless tag 20, and power

sﬁppiy to appropriate blocks of the wireless tag 20 being



started, the command sequencer unit 23 is activated.
Subseguently, before receiving the command from the
reader/writer 10 after activation, the command seguencer
unit 23 starts, for example, predetermined activation
processing for performing proximity communication with the
reader/writer 10, such as initializing of an unshown
internal register, or the like.

Further, the command sequencer unit 23 erases all the
pages of the buffer unit of the memory unit 24 (performs
just processing to set to the eresed state) to set to the
erased state during the activation processing. Specifically,
in step 511, the command sequencer unit 23 confirms the unit
numbers § PAD of the contrel pages of M+l units #1 through
#M+1 making up a user block of interest of the memory unit
24, and the processing proceeds to step 512.

In step 512, the command seguencer unit Z3 determines,
based on the confirmation result of the unit number S PAD in
step 511, whether or not there are units (two units) having
the same unit number S PAD.

In the event that determination is made in step S12
that there are no units having the same unit number S PAD,
i.e., in the event that there are units of which the control
pages are in the erased state, l1.e., there are buffer units,
the processing skips steps S13 through 315 and proceeds to

step 316.



Also, in the event that determination is made in step
812 that there are units having the same unit number 3 _PAD,
i.e., for exampls, in the event that since the writing
processing last performed has not been completed, as
described in Fig. 5, there are no buffer units that are
units of which the control pages are in the erased state,
and there are two units having the same unit number S PAD,
the processing proceeds to step S13, where the command
sequencer unit 23 uses of the two units having the same unit
number S PAD, the error detection code of a unit having a
new seguence number SEQ (new unit) To perform error
detection for determining whether or not the new unit has an
Error.

In the event that determination is made in step S13
that the new unit has an error (the errcr detection code is
abnormal), the processing proceeds to step 514, where the
command seqguencer unit 23 confirms, of the two units having
the same unit number S PAD, a unit heving a older sequence
number SEQ (cld unit) as the latest unit in which the latest
normal writing has been performed.

Further, in step $14, the ccommand seguencer unit 23
confirms the other unit (new unit] of the two units having
the same unit number S PAD as a buffer unit, and the
processing proceeds to step 516.

Also, in the event that determination is made in step



S13 that the new unit has no error {(the error detection code
is normal), the processing proceeds to step 815, where the
command seguencer unit 23 confirms, of the twc units having
the same unit number S PAD, & unit having a newer seguence
number.SEQ (new unit) as the latest unit in which the latest
normal writing has been performed.

Further, in step $15, the command seguencer unit 23
confirms the other unit (cld unit) of the two units having
the same unit number S PAD as a buffer unit, and the
processing proceeds to step S516.

In step 816, the command sequencer unit 23 determines
whether or not the control page of the buffer unit is in the
erased state.

In the event that determination is made in step S16
that the contrel page of the buifer unit is in the erased
state, 1.e., in the event that erasing of the control page
of the buffer unit has been performed in later-described
step 822 of the writing processing last performed, the
preocessing skips step S17 to proceed to step S518.

Also, in the event that determination is made in step
816 that the control page of the buffer unit is not in the
erased state, i.e., in the event that erasing of the control
page of the buffer unit has not been performed in later-
described step 822 of the writing processing last performed,

and accordingly, there might not have been performed
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accunmulation of electric charge to the flcating gate
eguivalent to a level wherein a sufficient retention

property can be maintained regarding the contrel page of the
latest unit in which writing of data was performed, serving
as a buffer unit at the time of the writing processing last
performed, in step S21 performed immediately before step S22,
the processing proceeds to step 817, where the command
seguencer unit 23 performs, as to the control page of the
latest unit, rewriting of the storage content of the control
rage therecf, and processing proceeds To step S18§.

With the rewriting of the storage content of the
control page of the latest unit in step‘SET toe the control
page, the command sequencer unit 23 writes the stored
contents of the contrcl page of the newest unit te the one
control page alone, changes the control page to the writing
state, and accumulates electric charge to the floating gate
equivalent to a level wherein a sufficient retention
property can be maintained.

Thus, with regard to the control page of the newest
unit where data has been written due to having been the
buffer unit at the previous write processing, in the event
that there might not have been performed accumulation of
electric chaﬁge to the floating gate eguivalent to a level
wherein a sufficient retention property can be maintained

regarding the control page of the latest unit in which



writing of data was pérformed; serving as a buffer unit at
the time of the writing processing last performed, rewriting
of the control page of the latest unit is performed, and
accerdingly, even when accumulation of electric charge as to
the floating gate was insufficient due to the reader/writer
16 and the wireless tag 20 having been separated before
accumuiation of sufficient electric charge as to the
floating gate {accumulation of electric charge as to the
floating gate equivalent to a level wherein sufficient
retention property can be maintained) was performed, or the
like, electric charge is sufficiently accumulated as to the
floating gate according to the processing in step S17
performed during this activation processing, and the
retention property can ke maintained.

In step 518, the command seguencer unit 23 erases all
the pages of the buffer unit, and sets to the erased state.

The fellowing processing in step S11 through 518 is
performed during the activation processing. With the
wireless tag 20, upon the activation processing being
completed, the processing proceeds from step 518 to step 519,
where the wireless tag 20 proceeds to a command standby
state to wait for a command from the reader/writer 10.

ARfter awaiting for a command to be transmitted from the
reader/writer 10, the processing proceeds from step S19 to

step 220, where the RF unit 22 receives the command from the



reader/writer’lo, supplies to the command sequencer unit 23,
and the processing proceeds to step $21.

For exampie, now, let us say that the command from the
reader/writér 10 is a write command, writing processing is
perfermed in step S2Z1 and subsequent step 522 in accordance
with the write command thereof.

Specifically, in step S21, the command seqguencer unit
23 writes, in accordance with the write command from the
reader/writer 10, data transmitted from the reader/writer 10
along with the write command thereof in pages other than the
control page of the buffer unit (performs just processing
for proceeding te the writing state) to set to the writing
state.

Here, with an existing wireless tag, at the time of
writing of data in nonvolatile memory, erasing for changing
the memory cell to the erased state is performed after
reception of the write command from a reader/writer, and
fhen writing for changing the memory cell in the erased
state to the writing state is performed.

In Fig. 6, erasing of all the pages of the buffer unit
has already been performed in step $518 performed during the
activation processing, and accordingly, erasing does not
have to be performed before writing in step $521.

In step 521, the command seguencer unit 23 writes data

in pages other than the control page .of the buffer unit, and



then further writes (only writes) the unit number, seguence
number, and error detection code to the control page of the
buffer unit to set to the writing state.

Note that the unit number written in the control page
of the buffer unit in step S21 is the unit number <f an
object unit in which the data is written, and is included in
the write command from the reader/writer, for example.

Also, the seqguence number written in the control page
of the buffer unit in step $21 1s a value obtained by
incrementing the seguence number already written in the
control page of the c¢biect unit by one.

Further, the eﬁror detection code written in the
contrel page of the buffer unit in step $21 is obtained as
to data written in pages other than the control page of the
buffer unit at the command sequencer unit 23 {or the data
thereof, and the unit number written in the control page,
and the seguence number).

Upon the data being written in pages other than the
control page of the buffer unit, and further the unit number,
seqguence number, and error detection code being written in
the control page of the buffer unit, in step S5Z1 the
processing proceeds to step S5Z2Z, where the command seguencer
unit 23 erases the control page of a unit ({(data unit) having
the same seqguence number as the sequence number written in

the control page of the buffer unit in immediately preceding



step 821, and completes the writing processing.

Specifically, upon the seqguence number being written in
the control page of the buffer unit in immediately preceding
step 521, the user block in interest is in a state in which
there are two units of a new unit (a unit that has been a
buffer unit where writing of the control page was performed
in immediately preceding step 321) and an old unit that is
also an object unit as the units of the sequence number
thereof.

In step 822, the command segquencer unit 23 takes, of
the new unit and the old unit thereof, the old unit thereof
as a new buffer unit by erasing (only erasing) the control
page of The old unit (object unit).

As described above, with the wireless tag 20, the
command seguencer unit 23 is activated by the RF signals
from the read/writer 10 being received at the RF unit 22,
and erases all the pages of the buffer unit during the
activation processing perfcrmed before receiving the command
from the reader/writer 10 after the activation {step 518),
and accerdingly, after receiving the write command from the
reader/writer 10, just writing for changing the memory cell
to the writing state has to be performed without performing
erasing for changing the memory cell to the erased state,
with writing of data in the memory unit 24 which is

nonvolatile memory.



Accordingly, after recelving the write command, with
writing, even when taking the same time as with the related
art for electric charge accumulation time (time for
accumulating electric charge as to the floating gate) for
the retention property for maintaining the writing state,
time since the write command was received until the writing

rocessing for writing data in the memory unit 24 is
completed (writing processing time) can be reduced by an
amount eguivalent to the time saved by erasing being omitted.
That is to say, the same retention property as with the
related art can be maintained, and alsoc the writing
processing time can be reduced.

Note that, in the event that determination is made in
step 512 in Fig. 6 that there is no unit having the same
unit number 8 PAD, i1.e., in the event that there is a buffer
unit of which the control page is in the erased state, and
in the event that determination is made in step 813 that the
new unit has an error, and in step S14, of the two units
having the same unit number S PAD, the old unit (a unit
having an older sequence number SEQ) is taken as the latest
unit, and also the new unit is taken as a buffer unit, 1in
either case, the processing has been arranged to proceed to
step 516, but in these cases, the processing may proceed to
step 518 instead of step 316.

That i1s to say, as described above, in step S16



determination is made whether cor not the contrcl page of the
buffer unit is in the erased state.

Subsequently, in the event that the control page of the
buffer unit is not in the erased staté, there might have
been a possibility that with the writing processing last
performed, erasing of the control page of the buffer unit
was not performed in step S22, and accordingly, writing in
step S5Z1 immediately before step S22 was not completed until
accumulation of sufficient electric charge as to the
float;ng gate 1is performed regarding the control page of the
latest unit that serving a buffer unit at the time of the
writing processing last performed where writing of data was
performed, and accordingly, in step S17 rewriting of the
control page of the latest unit is performed fo maintain the
retention property of the control page of the latest unit.

Cn the cther hand, in step 512, a cass where
determination is made that there are no units having the
same unit number S PAD is a case where there is a buffer
unit of which the control page 1s in the erased state, and
in the event That there 1s a buffer unit, in step 522
serving as the writing processing last performed, erasing of
the control page of the unit serving as the buffer unit
therecf was performed, and accordingly, writing in step 521
was completed regarding the unit serving as the buffer unit

at the time of the writing processing last performed, and



accumulation of sufficient electric charge as to the
floating gate was performed regarding the control page of
the unit thereof.

Accordingly, the retention property of the control page
can pbe maintained, and accordingly, rewriting Qf the control
page does not have to be performed in step S517.

Alsc, in the event that tThere are twe units having the
same unit number S*PAD,.and the old unit of the two units
thereof is taken as the latest unit in step 514, with regard
Lo the control page of the old unit serving as the latest
unit, when the old unit was a buffer unit the last time,
rewriting of the control page was perfcocrmed in step S17
during the activation processing performed zfter data was
written as appropriate, and accordingly, the retention
property of The control page has already been maintained,
and rewriting of the contrel page does not have to be
performed in step 517 this time.

Accordingly, in the event that determination is made in
step S12 that there are no units having the same unit number
S _PAD, and in the event that the old unit of the two units
having the same unit number S PAD is taken as the latest
unit in step $14, in either case, the retention property of
the control page has already been maintained, and
accordingly, in these cases, the processing may proceed to

step $18 instead of step Sl6.



Writing Processing Time

Fig. 7 is a diagram for describing the writing
processing Time of the wireless tag ZOl Thus, with an
existing wireless tag, at the time o¢f writing of data in
nonveolatile memory, erasing for changing the memory cell to
the erased state is performed after reception of the write
command from a reader/writer, and then writing for changing
the memory cell in the erased state Lo the writing state is
performed. In this wavy, a method for perferming erasing and
writing for writing of data after reception of a write
command to write the data in the nonvolatile memory will be
referred to as a simultaneous method.

On the other hand, as described in Fig. 6, & method
wherein during the activation processing of the wireless tag
20, erasing of all the pages of the buffer unit is performed
fonly erasing of erasing and writing for writing of data is
performed), and after reception of the write command from
the reader/writer 10, writing of data is performed (only
writing of erasing and writing for writing of data is
performed) as to the buffer unit, thereby writing the data
in the memcry unit 24, will be referred to as a separation
method.

With the simultaneous method, as illustrated in Fig. 7,
upon a wireless tag and a reader/writer being in the

approaching state, and cutput of RF signals from the



reader/writef being started, the wireless tag is activated
with the RF signals thereof as power supply, and activatiocn
processing is started. Further, the wireless tag awaits
polling being transmitted from the reader/writer after
completion of the activation processing, receives the
polling thereof, and returns a response as to the polling
thereof.

Note that time after output of the RF signals until the
reader/writer transmits polling is several 10 milliseconds
or so, for example. The activation processing ends for 10
milliseconds or so, for example.

Subsequently, upon a write command'being transmitted
from the reader/writer, the wireless tag receives the write
command thereof. Further, the wireless tag performs writing
processing for writing data transmitted from the
reader/writer along with the write command in nonvolatile
memory in accordance with the write command from the
reader/writer.

Note that time since the reader/writer received the
regsponse from the wireless tag until transmission of the
next command ls started 1s Z.4 milliseconds or more, for
example.

Upon the writing processing being completed, the
wireless tag returns a response corresponding to the write

command.



As described above, with the writing processing of the
simultaneous method, after reception cof the write command,
the wireless tag performs erasing and writing.to write data
in nonvolatile memory. Accordingly, 1if we say that a unit
{buffer unit) is made up of K pages, time for erasing one
page is taken as Te second, and alsoc takes time used for
writing one page as TW second, it takes K x (Te + Tw)
seconds to perform the writing processing of the
simultaneous method.

On the other hand, with the separation method as
illustrated in Fig. 7, upon the reader/writer 10 and the
wireless tag 20 being in the approaching state, and ocutput
of RF signals from the reader/writer 10 being started, the
wireless tag 20 iz activated with The RF signals thereof as
power supply, and activation processing is started.

With the activation processing, as described in Fig. 6,
erasing of all the pages of the buffer unit is performed at
the wireless tag 20. After completion of the activation
prceccessing, the wireless tag 20 awalts polling being
transmitted from the reader/writer 10, receives the polling
thereof, and returns a response.corresponding to the pelling
thereot.

Subsegquently, upon a write command being transmitted
from the reader/writer 10, the wireless tag 20 receives the

write command therecof. Further, the wireless tag 20



performs, in accordance with a write command from the
read/writer 10, writing processing for writing data
transmitted from the reader/writer 10 along with the write
command thereof in (the buffer unit of) the memory unit 24.
Subsequently, upon the writing processing being completed,
the wireless tag 20 returns a response corresponding to the
write command.

With the writing processing of the separation method,
as described in Fig. 6; after reception of the write command,
the wireless tag 20 performs Just writing in (all the pages
0of) the buffer unit, and writes data in the memory unit 24.
.That is to say, erasing of the buffer unit has already been
performed during the activation processing, and accordingly,
erasing of the buffer unit is not performed (does not have
0o be performed) after reception of the write command from
the reader/writer 10.

With the separation method, after performing writing in
the buffer unit (step 521), as described in Fig. 6, the
wireless tag 20 performs erasing of one page that is the
control page of the object unit (step 322}, and the writing
processing is completed. Accordingly, as described above,
if we say that the buffer unit is made up of K pages, time
for erasing one page 1s taken as Te second, and also takes
time used for writing one page as TW second, time used fozr

the writing processing of the separation method {(writing



processing time) 1s Te + K x Tw secohds.

As described above, the writing processing time used
for the writing processing of the separation method is
reduced by (K - 1) x Te (= K x (Te + Tw) - (Te + K x Tw))
seconds as compared to the simultanecus method.

As described above, according the separation method,
erasing for writing is performed, as if it were, in a
preceding manner during the activation processing, whereby
the same retention property as with the simultaneous method
can be maintained, and alsc the writing processing time
since the write command was received can be reduced.
Another Embodiment of Logical Format of Memory Unit 24

Fig. 8 is a diagra

[

for describing another embodiment
of the logical format of the memory unit Z4 included in the
wireless tag 20 in Fig. 1. The logical format in Fig. 8 is
common to the case in Fig. 3 in that a portion of the
storage region of the memory unit Z4 1s one or more user
plocks assigned to a service.

However, the logical format in Fig. B8 differs from the
case in Fig. 3 where the control information 1s stored in a
page (control page)} in that another portion of the storage
region of the memory unit 24 is a control block stering the
control information.

Here, in.Fig. 3, one or more pages (data pages) in

which data is stored, and cne control page in which the



control information is stored are used for a unit, and
accordingly, a unit is made up of multiple pages, but in Fig.
8, the contrel information is stored in the control block,
and the control page is not used, and accordingly, a unit is
made up of one or more pages. In Fig. 8, a unit iz made up
of one page. Acccrdingly, in Fig. 8, a unit is egual to the
page. Also, in TFig. 8, data, CRC serving as the error
detection code of the data thereof, and so forth are stored
in a unit (egual to a page) of a user block.

The control block ig made up of M', double ¢f the
number of user blocks, units (alsc serving as pages in Fig.
.8), for example. Accordingly, 1f we sgay that the memory
unit 24 includes, for example, one user block, the control
block includes the two units. The control information for
each user block is stored in the control block. The control
information of one user bklock is stored in two units of the
contrel block.

Here, two units of the contrel block store the control
informaticon of one user block will alsoc be referred to as
two units of the control block corresponding to the user
block thereof. Now, if we focus on a certain user block,
the unit numbers S PAD of M+l units making up the user block
of interest, one seqguence number, CRC serving as the error
detection codes of these (the unit numbers S PAD of the M+l

units, and the one sequence number), and sc forth are stored



in each of two units (pages) of the control block
corresponding to the user block of interest as the control
informaticn of the user block of interest.

Here, each time data is written in the user block of
interest, after writing of data thereof, the control
informaticn of the user block of interest is alternately
written in the two units of the control block corresponding
to the user block of interest.

Accordingly, the latest control information of the user
blcck of interest is stored in one unit cof the two units of
The control block corresponding to the user block of
interest, and the control information immediately before the
latest control information thersof was written is stored in
the other unit.

As described above, each time data is written in the
user block of interest, the control information of the user
block of interest is alternately written in the two units of
the control block corresponding to the user block of
interest, and accordingly, the latest control information of
the user block of interest, and the control information
immediately before the latest control information thereof
was written are stored, whereby memcry corruption can be
handled.

Note that the stcorage region in which the unit numbers

S _PAD of the M+1 units are stored of each of the two units



{(pages) of the control block corresponding to the user block
of interest are sectioned into M+l storage regions
(hereafter, also referred to as "regicns for unit numbers'")
in which information (hereafter, also referred to as "unit
number determining information”) for determining the unit
numbers S5 PAD of the M+l units making up the user block of
interest is stored.

Subsequently, of the M+l units #1 through #M+1 making
up the user block of interest, z value m is emploved as the
unit number determining information cof the m'th unit #m, and
of the M+l regions for unit numbers, the unit number
determining information #m of the unit #m of which the unit
number 3 PAD is & value 1 is stored in the i'th region for
unit numbers from the top.

Accordingly, of the M+1 regions for unit numbers, in
the event that the unit number determining information #m is
stored in the 1'th region for unit numbers from the top, of
the M+1 units #1 through #M+1l making up the user block of
interest, the unit number S PAD of the m'th unit #m is the
value 1.

As described zbove, 1in Flg. 8, the unit number
determining information #m of the unit #m is written in the
i'th region for unit numbers, and accordingly, The unit
number S PAD of the unit #m is determined to be the value 1,

whereby 1t can be said that the unit number S PAD#1 of the



unit #m is included in the contrel information in a
substantial (eguivalent) manner. Here, in Fig. 8, as
described above, one sequence number SEQ is included in the
contreol information of the user block of interest, and
accordingly, the seguence number SEQ therecf will be updated
even 1f data is written in any unit of the user block of
interest.

That is to say, in Fig. 3, control information exists
for each unit, and one seqguence number SEQ is included in
the control information therecf, and accordingly, the
seqgquence number SEQ included in the contrel information of a
certain unit will be updated each time data ls written in
the unit thereof.

On the other hand, in Fig. 8, control information
exists for each user block, and one sequence number SEQ is
included in the control information thereof, and accordingly,
the sequence number SEQ included in the control information
of a certain user block will be updated even 1f data 1is
written in any unit of the user block thereof (will be
updated each tTime data is written in the user block). Note
that only one user block can be provided to the memory unit
24, and in this case, it can be gald that only one seguence
number SEQ exists as to the memory unit 24.

In the event that the memory unit 24 has the logical

format in Fig. 8, in the same way as with the case in Fig. 3,



the command éequencer unit 23 performs data writing control
as to the memory unit 24. Specifically, for example, let us
say that immediately before writing of data is performed
(before writing), of the M+l units #1 through #M+1 of the
user block of interest, for example, the M+1'th unit #M+1l
serves as a buffer unit, and the other first through M'th
units #1 through #M serve as data units. Alsc, let us say
that the unit number S PAD of the data unit #m has a value m,
and the seguence number SEQ (included in the control
infermation! of the user block of interest has a value X.

Further now, for example, let us say that a write
command for requesting data writing to a unit of which the
unit number S _PAD (of the user block of interest) has a
value 1 has been transmitted from the reader/writer 10 to
the wireless tag 20 along with data.

In this case, the command seguencer unit 23 writes, in
accordance with the write command from the reader/writer 10,
the data transmitted along with the write command thereof in
the unit #M+1 serving as a buffer unit instead of an object
unit that is a unit to be written, i.s., the unit #1 of
which the unit number $ PAD has a value 1 (the unit having
the unit number S PAD where writing has been requested by
the write command)}. Subsequently, the command sequencer
unit 23 updates the contrel information of the user block of

interest.



That is to say, as for the coﬁtrol information of the
uger block of interest, as described above, the latest
control information (hereafter, also referred to as "newest
control information"), and contrel information immediately
before the latest contrcol information thereof is written
{hereafter, alsoc referred to as "immediately preceding
control information") are stored in the memory unit 24.

Now, let us say that, with the memory unit 24, control
information C¥t 1s stored as the newest contrcl informaticn
of the user block of interest, and control information CHt-1
1s stored as the immediately preceding contirol information
of the user block of interest.

The ccommand seguencer unit 22 takes the control
information C#t as the control information of the updating
source {hereafter, also referred to as "updating source
control information®), and updates the updating socurce
control information so that the unit number 5 PAD of the
unit #M+1 serving as a buffer unit is set to the same unit
number S PAD=1 as the unit number 8 PAD=1 of the unit #1
that is the object unit, and the unit number S PAD of the
unit #1 serving as a new buffer unit is set fto a value 0
representing that this unit is a buffer unit.

Further, the command sequencer unit 23 updates the
sequence number SEQ included in the updating source control

infoermation, and calculates a new error detectlion code.



Subsequently, 1f we say that the updating source
control information obtained as a result of the above is
represented as control information C#t+1, the command
sequencer unit 23 writes the control information CHt+l in
the control information C#t-1 that is the immediately
preceding control information of the memory unit 24 as the
control information of the user block of interest in an
overwriting manner. Asg a result thereof, the control
information C#t+1 serves as the newest control information
of the user block of interest, and the control information
CH#t serves as the immediately preceding control information
¢f the user block of interest.

Note that, in the event that the memory unit 24 has the
icgical format in Fig. 8, the command sequencer unit 23
performs the following processing in stead of steps 511
through S18 in Fig. ¢ during the activation processing.
Specifically, the command seqguencer unit 23 uses the error
detection code of the newest control information to perform
error detection.

Subseqguently, in the event that no errcr has been
detected regarding the newest contrcl information, the
command sequencer unit 23 recognizes the buffer unit by
referencing the newest control information, and erases all
the pages (one page in Fig. 8) of the buffer unit, and sets

to the erased state.



On the other hand, in the event that an error has been
detected regarding the newest control information, the
command sequencer unit 23 references the immediately
preceding control information to recognize the buffer unit,
erases all of the pages of the buffer unit, and set to the
erased state.

As described above, the command seguencer unit 23
performs up to setting the buffer unit to the erased state
during the activation processing. Subsequently, for example,
upon a write command being transmitted from the :
reader/writer 10, the command sequencer unit 23 performs
data writing control as to the memory unit 24 as described
above.

However, in the event that an error has been detected
regarding the newest control information, the command
segquencer unit 23 performs updating with the immediately
preceding control information as the updating source control
information instead of the newest contrel information, and
writes the updating source control information cobtained as a
result thereof in the newest control information in an
overwriting manner.

Proccessing of Wireless Tag 20

Incidentally, in Fig. 6, the processing of the wireless

tag 20 has been described assuming that a write command 1is

transmitted to the wireless tag 20 only once, but a write



command may be transmitted from the reader/writer 10 to the
wireless tag 20 more than once. Fig. 9 is a flowchart for
describing the prcocessing of the wireless tag 20 in Fig. 2
in the event that a write command i1s transmitted from the
feader/writer 10 to the wireless tag 20 once c¢r more.

Now, let us say that the loglcal format of the memory
unit Z4 of the wireless tag 20 1s the format illustrated in
Fig. 3. With the wireless tag 20, in steps 541 through 8§50,
the same processes in steps 811 through 520 in Fig. € are
performed, respectively.

Subseguently, in step 550, upcn the RE unit 22
receiving the write command from the reader/writer 10, and
supplving To the command seguencer unit 23, the processing
proceeds to step 3851, where the command seguencer unit 23
determines whether or not all the pages of the buffer unit
are in the erased state.

In the event that determination is made in step S$51
that all the pages of the pbuffer unit are in the erased
state, the processing skips step 352 and proceeds to step
553.

Alsc, in the event that determination is made in step
S51 that one page or more cof the buffer unit is not in the
erased state, the processing proceeds to step 852, where the
command seguencer unit 23 erases the buffer unit, and seéts

all the pages of the buffer unit to the erased state, and



the processing proceeds to step S553.

Here, in step S32, erasing of the buffer unit may be
performed with all of the pages of the buffer unit as an
cbiect, or may be performed with, of the pages of the buffer
unit, just the pages not in the erased state as an object.

In steps 353 and Sb4, the same processes as steps $21
and S22 in Fig. & are performed, respectively.

After step 854, the processing returns to step 349,
where the wireless tag 20 1s in the command standby state to
wailt for the command from the reader/writer 10.

After awalting the next write command to be transmitted
from the reader/writer 10, the processing proceeds from step
S4% to step 550, and hereafter, in the same way, the
processing in steps S49% through SH4 is repeated.

The processing in steps 549 through 354 ends, for
exanple, in the event that power supply 1s prevented from
receiving by the wirelesgs tag 20 being separated from the
reader/writer 10, or in the event that no command has been
transmitted To the wireless tag 20 from the reader/writer 10
for a predetermined amount of time (the command standby
state in step 549 has continued for a predetermined amount
of time}.

Note that embodiments of the present invention are not
restricted to the above embodiments, and various

modifications may be performed without departing from the



essence of the present invention.

Specifically, for example, with the present embodiment,
EEPROM has been employed as the memory unit 24 which is
nonvelatile memory, but nonvolatile memory, for example,
such as FeRAM (Ferroelectric Random Access Memory) or the
like other than EEPROM may be employed as the memory unit 24.
However, the writing processing of the separation method is
particularly useful for nonvolatile memory having long
electric charge accumulation time, for example, such as
EEPRCOM.

Also, with the present embodiment, while one unit has
been taken as a buffer unit, multiple units may be employed
as buffer units.

The present application contains subject matter related
to that disclesed in Japanese Priority Patent Application JP
2010-133181 filed in the Japan Patent Q0ffice on June 10,
2010, the entire contents of which are hereby incorporated
by reference.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors inscfar as they are within the scope of

the appended claims or the eguivalents thereof.



CLAIMS
1. A communication device comprising:

communication means configured to perform proximity

communication with a reader/writer; and

control means configured to control writing of data as

to nonvolatile memory in accordance with a command from said

reader/write
wherein a portion of the storage region of said

nonvolatile memory is a user block that 1s a storage region
ervice;

equivalent to the minimum unit assigned to a

and wherein said user block includes a plurality of

units;
include one or mors pages that

and wherein sald units
are the storage regions of a predetermined unilt where

writing is performed;
and wherein at least one unit cf a plurality of units
making up said user block 1s & buffer unit that serves as a
buffer tc buffer data t© in said user block;
and wherein said nonvolatile memory stores control
information for controlling the storage reglon of said

ncnvolatile memory;

and wherein said control information includes a unit
number for determining séid units;
and wherein sald control means

sald buffer unit in accordance with

write data in

-
[=3



command from said reader/writer,
write the unit number of an object unit that is a

unit to be written with data as the unit number of said

h

buffer unit, and

take saild cbiject unit as a new buffer unit, thereby
performing writing of data in said object unit;

and wherein said contrel means are activated by an RF
signal being received from sazid reader/writer at said
communication means, and after activation, erase all of the
pages of said buffer unif during activation processing to be

;

performed before receiving a command from sald reader/writer.

2. The communication device according to Claim 1,
wherein said unit is made up of one page;

and wherein another portion of the storage region of
sald nonvolatile memcry is a control bklock for storing
control information for said every user block;

and wherein the control information of said user block
includes the unit number of each of a plurality of units
that the user block has, and one seguence number of which
the value i1s regularly updated each time data is written in

saild nonvolatile memory.

3. The communication device according to Claim 1 or 2,

wherein said unit is made up of a plurality of pages;



and wherein one page cof a plurality of pages that one
unit has is a control page that stores control information
for zaid each unit;

and wherein the control information of sald unit
includes the unit number of the unit therecf, and one
sequence number of which the value is regularly updated each
time data is written in said nonvolatile memory.

4. The communication device according to any one of
the precsding Claims, wherein said control means write data
in said buffer unit in accordance with a command from said
reader/writer, write the unit number of said object unit as
the unit number of said buffer unit, and then srase said
control page of said object unilt, thereby taking said object

unit as a new buffer unit.

5. The communication device according to any one of
the preceding Claims, wherein said control means write data
in a page other than the control page of said unit, and then
write said unit number, sald sequence number, and an error
detection code for detecting an error of data written in
said unit in said control page;

and whereiln sa2id control means recognize, in the event
that there are units having the same unit number, and of the

units having the same unit number thereof, the errcr



detection code of a unit having a newer seguence number 1s
normal, said unit having a newer seguence number zas the
latest 'unit where the latest writing has been performed, and
perform rewriting, in the control page of the latest unit

therecof, of the stored content of the control page thereof.

6. The communication device according to any one of
the preceding Claims, wherein said nonvolatile memcory 1is

EEPROM,

7. A communication method for a communication device

communication means configured to perform proximity
communication with a reader/writer, and

control means configured to control writing of data as
to nonvolatile memory in accordance with a command from saild
reader/writer,
said method comprising the steps of:

taking a portion of the storage reglon of said
nonvolatile memory as a user block that 1s a storage region
equivalent to the minimum unit assigned to a service;

including a plurality of units in saild user blcck;

including one or more pages that are the storags
regions of a predetermined unit where writing 1s performed,

in sald units;



taking at least one unit of a plurality of units making
up said user block as a buffer unit that ssrves as a buffer
to buffer data to be written in said user block;
said nonvolatile memory storing control information for
controlling the storage region of said nenvolatile memory;
including a unit number for determining said units, in
said contrel information:
causing =gaid control means
to write data in said buffer unit in accordance
with a command from said reader/writer,
to write the unit number of an obiject unit that is
a unit to be written with data as the unit number of said
buffer unit, and
to take said object unit as & new buffer unit,
thereby performing writing of data in said object unit;
and activating said control means by an RF signal being
recelved from said reader/writer at said communication means
to erase zll of the pages of said buffer unit during
activation processing to be performed before receiving a

command from said reader/writer.

8. A communication device comprising:
a communication unit configured to perform proximity
communication with a reader/writer; and

a control unit configured to control writing of data as



to nonvolatile memory in accordance with a command from said
regder/writer;
wherein a porticn of the storage region of said

nonvelatile memory iz & user block that i1s & storage region

!.J‘

egquivalent to the minimum unit assigned to a service;

and wherein said user block includes a plurality of
units;

and wherein said units include one or more pages that
are the storage regions of a predetermined unit where
writing is performed;

and wherein at least one unit of a plurality of units
making up said user block is a buffer unit that serves as a
buffer tc buffer data to be written in saild user blocok:

and wherein sald nonvolatile memory stores control
informaticn for controlliing the storage region of said
nonvolatile memory;

and wherein said control information includes a unit
number for determining said units;

and wherein saild controel unit

writes data in sald buffer unit in accordance with
a command from saild reader/writer,
writes the unit number of an ob

unit to be written with data as the unit number of said
buffer uvnit, and

takegs sald obiject unit as a new buffer unit,



thereby performing writing of data in said object unit;

and whefein sald contrel unit 1s activated by an RF
signal being received from szaid reader/writer at said
communication unit, and after activation, erases all of the
pages of said bhuffer unit during activatlion processing Lo be

performed before receiving a command from sald reader/writer.

9. A communication method for a communication device
including

a communicaticn unit configured to perform proximity
communication with a reader/writer, and

a control unit configured to control writing of data as
to nonvolatile memery in accordance with a command from sald
reader/writer,
said method comprising the steps of:

taking a portion ¢f tThe storage region of said
nonvolatile memory as a user block that 1z a storage region
equivalent to the minimum unit assigned to a service;

including a plurality of units in said user block;

including one or more pages that are the storage
regions of a predetermined unit where writing is performed,

in sald units;
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.

said nonvolatile memory storing contrel information for
controlling the storage region of saild nonvolatile memory;
including & unit number for determining said units, in
said control information;
causing sald control unit
to write data in said buffer unit in accordance
with a command from said reader/writer,
to write the unit number of an object unit that is
a unit to be written with data as the unit number of said
buffer unit, and
to take saild object unit as a new buffer unit,
thereby performing writing of data in said oblect unit;
and activating said control unit by an RE signal being
received from saild reader/writer at sald communication unit
to erase all of the pages of said buffer unit during
activation processing to be performed before receiving a

command from sald reader/writer.



