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This application is directed to the technical field of security neasures
for el ectvoaiocs4$ y- conduct ed el ections. Background Vari eaI/esgcimoni c
and/or digital election protocols exist that provide cryptographic privacy
to voters. Wth many of these election protocols, the voter needs to keep
certain types of information secret. An exanple of such secret information
is a voter's private key. These existing election protocols can be
probl ematic, however, if a person threatens, or entices a voter (e.g.,
financially) to give up the secret information. Wen this type of coercion
occurs, it is possible for the person to either know how the voter voted,
or vote on his or her behalf. Simlar problens arise with the use of
absentee vote-by-mail systens. For exanple, a husband m ght force his wife
to vote a certain way. The t hreat of coercion intensifies in a networked
wor | d, where people can " over her shoul ders"” from t housands
of nmiles away. This t hr eaf* Q@Q%QQ ge %ﬁ&ﬁiﬁﬁ BETIE s often considered a
reason to not allow renote electronic voting. Under threat nodels that do
not include coercion, the notion of a univer- sally verifiable election is
fundanental. In the past, it has been considered inportant that a
"conputing device based" election schene be universally verifiable in
order to be considered depl oyabl e Tenhmicatikleldscal e. During el ections of
this type, transcripts are published that include the final tally. Under
reasonabl e assunptTlonspphdciot istdvectgbtfoehatedmickidiell of sgauritly heasundgsierct abi | - ity
of sone conput ateleomalicaply-odnteats] el¢chese transcri pts cannot be feasibly
forged by any collection of malicious agents. Although it would be
desirable to carry this property over to election schenmes under the threat
of coercion, 1 WD 03/069448 PCT/ URrskewrsd this may be difficult.
El ection schenes under the threat of coercion |ack cer tain very basic
properties, which Wiave geamenialany/bdedsital akeion fposto@lsatise dhat prévide

cryptographic privacy to voters. With many of these election protocols, the

voter needs to keep certain types of information secret. An example of such

secret information is a voter’s private key. These existing election protocols

can be problematic, however, if a person threatens, or entices a voter (e.g.,

financially) to give up the secret information. When this type of coercion

occurs, it is possible for the person to either know how the voter voted, or

vote on his or her behalf.

Similar problems arise with the use of absentee vote-by-mail systems.

For example, a husband might force his wife to vote a certain way. The

threat of coercion intensifies in a networked world, where people can “look

over each other’s shoulders” from thousands of miles away. This threat

is serious enough that it is often considered a reason to not allow remote

electronic voting.

Under threat models that do not include coercion, the notion of a univer-

sally verifiable election is fundamental. In the past, it has been considered

important that a “computing device based” election scheme be universally

verifiable in order to be considered deployable on a wide scale. During

elections of this type, transcripts are published that include the final tally.

Under reasonable assumptions about the safety of keys, and the intractabil-

ity of some computational problems, these transcripts cannot be feasibly

forged by any collection of malicious agents. Although it would be desirable

to carry this property over to election schemes under the threat of coercion,



el ection protocol literature, and hence may not be practical in a

| arge-scale inplenentation. Brief Description of the Drawings Figure 1 is
a bl ock dvegsaed4showi ng a suitable environment for inple- PoEnSIZIg7IHE
schene. Figure 2 is a flow di agram showi ng steps typically performed in
accor- dance wth the schene. Description The schene described herein
allows the voter to remain in exclusive possession of secret information
that is used by a voter to cast a ballot. It allows a voter that has been
pushed to reveal secret information to provide a false answer w thout
bei ng di scovered. After providing the false answer, the voter can then
proceed and cast a "real" vote on his or her own. This is achieved while

still maintaining a colligeli on.of ng{hect'u%er%edrhreap QB&EDL B fhat are
characteristic o34 Cftt ORI G on schene
i's coerci IO?I !safe ?ery%aslc r%erttl I‘ghlé%h% %e er?l e nt T mg&h Cgl;garl nsc?r pt can

Y801 iberdt t & 1
not be feasibl ){ fldng;ra OBO any ureb?nl u3|Ce n of aut %I(’:I t| elsa 3 at, together, are

unable to conpd?g eﬁ?y Further in the case of a collusion that is
able to conpute a tally, tﬁgepﬁkgyﬁﬁg£(kQQe&gggg&¥ islimted by the
nunber of voters coerced. At a summary level, the invention works as
follows: 1. Voters part|C|Qete in a ecret " & | |st atlon process in
prior to the starfi88t lifa dockdipan. s Tﬁ?%aﬁP%%’s§W &Rlfie voter safe
from coercion HV“EP%HH&?EHﬁh si cal neans cti this means the
voter nust reportfgyea ‘%BﬂﬁYﬂﬂﬁﬁﬂrg?Wﬁﬁﬁﬁﬁs@@EP r?“&ﬁ@?@nﬁﬁ?élcal privacy
i s guarant eed. ‘PRRSVEY the5R8™G 0t er need only participate in this registra-
tion process once. Thereafter, t he t hod. of this invention will protect
the voter against coercion through the €80fse of nultiple elections. 2.
During the registration process, each voter selects a secret "confirnma-
tion code," or "cdobHe sched descrprd deyshy allows 'thedvotdthiw remeinf inrereusivvn pass
phrase" is encr yptsediohy! sdaest indirmptiantdat kaseddiyor yoptrdd céspprbelled. Bublicly
regi stered to thiewsmraer thit WAOLEB/IOESA 4B rePET 44980 Bf@pEH@: to provide

a false answer without being discovered. After providing the false answer,

the voter can then proceed and cast a “real” vote on his or her own. This is

achieved while still maintaining a collection of election audit properties that

are characteristic of good electronic election protocols. An election scheme

is coercion safe if, even in the coercion threat model, its transcript can not

be feasibly forged by any collusion of authorities that, together, are unable

to compute a tally. Further, in the case of a collusion that is able to compute

a tally, the extent of the forgery is limited by the number of voters coerced.

At a summary level, the invention works as follows:

1. Voters participate in a secret “voter registration” process in prior to
the start of the election. This process must make the voter safe from
coercion by standard physical means. In practice, this means the voter
must report to a county registration center, where physical privacy is
guaranteed. However, the voter need only participate in this registra-
tion process once. Thereafter, the method of this invention will protect
the voter against coercion through the course of multiple elections.

2. During the registration process, each voter selects a secret “confirma-
tion code,” or “confirmation pass phrase.”

3. The “confirmation pass phrase” is encrypted by the voter and the
encrypted form is publicly registered to that voter.



4. In order to cast a ballot, each voter nust supply an acconpanyi ng
(encrypted) pass phrase. The acconpanyi ng pass phrase does not have any
ef fect orwolwebbrss t he ballot is "accepted” or not - so if PClmaISUm04p8 i S
bei ng "supervised" by a coercer, the voter is still free to supply any
pass phrase whether it matches the voter's registered pass phrase or not.
The coercer will not be able to tell the difference. However, the
acconpanyi ng pass phrase will have an effect on whether the ballot it
acconpanies is counted or not. The mechanismfor this (described next)
nevert hel ess assures that (a) Anyone, including the coercer, can inspect
the ballot box contents and the tally to determ ne whether the tally is

accurate or not gll the el ec H%g(ma{ |ver§all Vbrlflaglq%n (b) In
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verifiable shuffle r pec e verified by
anyone for accuracy. F?gur%1 C§M1§QM%M%LZ1 mf%ﬁ di scussi on provide a brief,

general descri ption (bbin gpiteafithih il wwaileplity ploeleHR AYANESIRFHPRIR ch aspects
of the invention can Bl fvpt BRERLEES cleHBigihe fotcer dgliptilbaot Béspect s and
embodi ments of the inodntq srieine wisk veiesEryisast Prihe Meergaaeadly cont ext of
conput er - execut abl e i Hstdefeiitbheoinsuch as routines executed by a

gener al - purpose conput er server o ersonal 0 Those
skilled in the rePQEB%FmH?PmMFPW“% nergt %’ H%ﬁmrﬂ%mfﬁggﬁgbbn can be
practiced with ot hePY PoAPRN éfPXlg ‘éott ?)t_encrypte paSSp ase pairs as well

as the original regis ratlon ata. After randomization, the appropriate
data is decrypted by election authorities holding shares of the encryp-
tion key. Only when a match between a pass phrase in the randomized
ballot data matches a pass phrase in the randomized registration data
is the ballot counted. The matching is done without ever decrypting
either of the pass phrases. Since all the randomization is done by way
of a cryptographic verifiable shuffie, the results can still be inspected
and verified by anyone for accuracy.

Figure 1 and the following discussion provide a brief, general description
of a suitable computing environment in which aspects of the invention can
be implemented. Although not required, aspects and embodiments of the
invention will be described in the general context of computer-executable
instructions, such as routines executed by a general-purpose computer, e.g.,
a server or personal computer. Those skilled in the relevant art will appre-
ciate that the invention can be practiced with other computer system con-
figurations, including Internet appliances, hand-held devices, wearable com-
puters, cellular or mobile phones, multi-processor systems, microprocessor-
based or programmable consumer electronics, set-top boxes, network PCs,
mini-computers, mainframe computers and the like. The invention can be



figurations, including Internet appliances, hand-held devices, wearable
com puters, cellular or nobile phones, multi-processor systens,

m cr opr ocwesmevdbsed or progranmmabl e consumer el ectroni c®CTABSD3/040p8 boxes,
network PCs, mni-conputers, mainframe conputers and the |ike. The
invention can be 3 WD 03/069448 PCT/ US03/ 04798 enbodied in a specia

pur pose conputer or data processor that is specif ically programed,
configured or constructed to performone or nore of the
conput er - execut abl e i nstructions explained in detail below Indeed, the
term"conputer”, as used generally herein, refers to any of the above
devices, as well as any data processor. The invention can al so be

practlced in dlstglge ed ¢ &QQH$$_QE DWLLQNs: 1B £§>%%@%ﬁ 1%g§§§ or nodul es

are performed by AR 9\4 B 5eted Wbl b fhrough a
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com puter 100,
nor e processor% Eoug ng, or nore user es 102 and data
e en lon ma{é{eﬁ e on a ?XVGT coniput I‘ wirlle COI‘I‘%Sp?ndl

stor- age devi Ceortd)ns rﬁ51de oa a cl n ata structures and tra 1is one out put
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conputers, such as’ &

\ﬂ)(? sucﬂ as a personal computer or workstation, having one or more
processors 101 coupled to one or more user input devices 102 and data stor-
age devices 104. The computer is also coupled to at least one output device
such as a display device 106 and one or more optional additional output de-
vices 108 (e.g., printer, plotter, speakers, tactile or olfactory output devices,
etc.). The computer may be coupled to external computers, such as via an
optional network connection 110, a wireless transceiver 112, or both.

The input devices 102 may include a keyboard and /or a pointing device
such as a mouse. Other input devices are possible such as a microphone,
joystick, pen, game pad, scanner, digital camera, video camera, and the like.
The data storage devices 104 may include any type of computer-readable
media that can store data accessible by the computer 100, such as mag-
netic hard and floppy disk drives, optical disk drives, magnetic cassettes,
tape drives, flash memory cards, digital video disks (DVDs), Bernoulli car-
tridges, RAMs, ROMs, smart cards, etc. Indeed, any medium for storing or
transmitting computer-readable instructions and data may be employed, in-
cluding a connection port to a network such as a local area network (LAN),
wide area network (WAN) or the Internet (not shown in Figure 1). As-
pects of the invention may also be practiced in a variety of other computing

f)r% are a%o encowgassgi



optional network connection 110, a wireless transceiver 112, or both. The
i nput devices 102 may i nclude a keyboard and/or a pointing device such as
a nouse. WDhewed4mput devi ces are possi ble such as a m crophensp3/g7ey/sti ck,
pen, gane pad, scanner, digital canera, video camera, and the |like. The
data storage devices 104 may include any type of conputer-readable nedia
that can store data accessible by the conputer 100, such as mag- netic hard
and floppy disk drives, optical disk drives, nagnetic cassettes, tape
drives, flash nenory cards, digital video disks (DvDs), Bernoulli car-
tridges, RAM5, ROVs, smart cards, etc. Indeed, any nmediumfor storing or
transmtting conputer-readable instructions and data nay be enpl oyed, in-
cluding a connectlon port to a network such as a | ocal area netmork (LAN)

wi de area networ® n erne% %po qgn Rt o) - pe

of the |nvent|o %ﬁ}sa gwép‘é?i 8%‘?(;55%' ? ﬁgﬂgf onputlng 4
WD 03/ 069448 P 157 1S "di agr am
showi ng st eps tﬁ bl zﬁg et o e(ﬁeqo fBye t?i!l é@t Wi Wt rﬁ 2€Reme. These
steps are descric YU B hT0 PrRaTe b ‘?§ tml % are
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el ection is init St as '&“g A19 '8PulrRgided 2 eId etESO dat es. In
step 203, voter é’n]éd y?fo Leegyeds Pﬁ‘falnlbr?g g éjr feédeB ’ots In step

204, the votes égﬁfseﬁ”??% 5203 are tabul ated, and added to the vote total
only if the validity of the received ballot can be verified. After step
204, these steps cancl ude. ercion | catij.o rtitionable

Tabul a- tion The Lﬁ%ﬁ’@%l‘?ﬁ ]Elrﬁl’%gl('s%éfmé npé QHIEIOI@@,%,E&? a cl ass of
el ection schenes thabnjncludes the vast majority of schenes previously

studied, and also seens likely to include all schenes that are "practical"”
for | arge scal e, Thowbtros Eltgetdcersis t®. Establ i sh sone bounds on what can be

achi eved by sche gs Chzg}a(;tg‘gzg a cl%és%? éedﬂllalq %erhgg%haq %fuﬁjasqne 'I'at';'tr Iﬁgjt)riﬂ;o del .

of schemes previously studied, and also seems likely to include all
schemes that are “practical” for large scale, public elections.

2. Establish some bounds on what can be achieved by schemes in this
class under the coercion threat model.

Definition 1 Henceforth, we call any participant in the election process,
or any individual who exerts, or attempts to exert, an influence on the
election process a player. Thus voters, election officials, and tabulators are
all players, but so are all individuals who seek to influence the election
outcome even though they may have no official role in it.

Definition 2 Player P; coerces player P; if P; obtains from P, any informa-
tion that the election protocol does not require Py to reveal to P;. Identical
terminology is used when the coercer is actually a group of players. That
is, no aspects of the invention limit its utility to the case were the coercer
is a single individual. Therefore, henceforth, we will not endevor to make
an explicit distinction between coercion by an individual and coercion by a
group of individuals acting together.

Definition 3 Coercible information is all information whose authenticity
can be “verified” by the coercer. If the authenticity can not be verified,
then the voter (or individual being coerced) is free to lie about it to the
coercer.



Definition 1 Henceforth, we call any participant in the el ection process,
or any individual who exerts, or attenpts to exert, an influence on the

el ecti on woasmer4®a pl ayer. Thus voters, election official ecrarsdsoabsil at ors
are all players, but so are all individuals who seek to influence the

el ection outcone even though they may have no official role init.
Definition 2 Player P(err) coerces player P2 if P1 obtains from P2 any
informa- tion that the el ection protocol does not require P2 to reveal to
P1. ldentical termnology is used when the coercer is actually a group of
pl ayers. That is, no aspects of the invention limt its utility to the
case were the coercer is a single individual ~Therefore, henceforth, we
will not endevor_to nak X it |s honybet) c ercion by an
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can be "verified" by the coercer | f the authenticity can not be verified,
then the voter (or individual beingticodreed) is free to lie about it to t he
coercer. 5 WD 03/069448 PCT/ US03/ 04798:«=1Definition 4 Recall that a tally is
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met hods presente&zln {Hie remai nder of this invention. A generic PC
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key elements of this invention rather than the particular technologies that
facilitate transmission and storage, we will adopt the more generic term
bulletin board to denote the openly accessible storage device, and we denote
the act of recording information on (or in) the bulletin board as posting.
(In the voting context, this corresponds, intuitively, to the act of “casting
a ballot”.) Further, we denote the strings, or records of information that
are posted to the bulletin board as posts. (In the voting context, these
correspond, intuitively, to voted ballots.)

Let us now consider a set of very general properties that characterize a
broad class of election protocols. The properties are considered in the absence
of coercion. That is, in verifying a given property with respect to a partic-
ular protocol, we consider all potential protocol executions where the only
information exchanged between players is that which is specified by the pro-
tocol. (We number these properties sequentially as PP-1, PP-2, etc.)

PP-1. Posts are always appended to the bulletin board, BB, that is, dele-
tions are not allowed. And posting is an atomic transaction, that is, at
any given time, BB will contain exactly k posts, for some non-negative
integer k.

PP-2. Any player may append a post regardless of the state (contents) of
BB.



Definition 5 Since the transm ssion and storage of information are the key
el enments of this invention rather than the particul ar technol ogi es that
facilitatwotmsassns ssi on and storage, we w ||l adopt the noPeTd®mn®04788 t er m
bulletin board to denote the openly accessible storage device, and we
denote the act of recording information on (or in) the bulletin board as
posting. (In the voting context, this corresponds, intuitively, to the act
of "casting a ballot".) Further, we denote the strings, or records of
information that are posted to the bulletin board as posts. (In the voting
context, these <correspond, intuitively, to voted ballots.) Let us now
consider a set of very general properties that characterize a broad cl ass
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coercion. That iPsl,g‘3ij n-AEY PR ige.d tily e bﬁrf‘?fﬁiivt%??\}\‘i if Huiges pdet isto a parti c-
ul ar protocol, we cdnspeferossshls ?%S At aYerpiestipel frrakablet ): 6ipé Bfhere the only
i nf or mati on exchang&dt paRsssan GIBY) &had iy dnvplidytforppapelptiqns andyidg tellved by t he
pro- tocol. (W nur’rﬁaé'y(q(ﬁ@géCpT’ol?BéSr‘t"’t“é?ﬁ%"équenti ally as PP-1, PP-2, etc.)
PP-1. Posts are ﬁw%cﬁpﬁﬁngfe left difle: ALl Ehbl} BEBLA mPRdFmdphal 15, dele-
tions are not all OW%gldeér}) tROsiL DPskS an atomc transaction, that is, at
any given tine, 88 wll contain exactly k posts, for sone non-negative
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pl ayers (el i gi bl ik AbenShil isutightforward. . (err)(err) +. Also, we use ((88)
to denote the contents of 8€¥ at ~an arbitrary tinme, that is, the sequence
of posts pt, ...Defiltionl6Etet> BECIAE HehBy s&€d of BB Bkdueedy §bfis)l Nf t he
protocol, so O G £.a post, we denote by C @ p the state of BB after appending the single

post p. We also use the notation to to denote the tally, tally(C).

Definition 7 A wote function (on BB) is a map
X : P x C(BB) — {0,1}F (1)
characterized by the following

vi-1l., Forallpe P

Ix(p,C(BB))| € {0,1} (2)
vi-2. For all C(BB), if p ¢ O, then (with “overwhelming probability”)
x(p,C(BB)) = 0 3)

Intuitively, this says that the protocol “only allows members of the
voter role (eligible voters) to vote”.



For sinmplicity of presentation, we assunme that the ballot consists of one

i ssue, that the candidate slate, T, is given by {cl,... , ct}, and that
each vot ewo oBsesald owed to choose (vote for) "at npst one" PCcaSHII@LTE8
Generalizing this setting to one that includes nore general ballot types
(that do not include "wite-ins") is fairly straightforward. Definition 6
Let C = C(88) be any state of 1313 (sequence of posts). If pis a post, we
denote by C (r) p the state of 1313 after appending the single post p. W
al so use the notation tC to denote the tally, tally(C). Definition 7 A vote
function (on 138) is a map x : P x C(1313) -> {0,1}r (1) <characterized by
the following of--1. For all pEP I x(p, C(BB)) I E {0, 1} (2) of--2. For
all C(88), if p ~ 0 t W th, "overvvhelmn robability”) x(p, C(a8)) =
0 (3) Intuitively, " ﬁ EOISaAy%b réﬂpf‘l’iflé‘&foﬁolpwﬁrﬂ@ol & (FEhsoYETber s of the
voter role (eligibl BMSBePE aPlBt éﬂ“q?R/\o 03/ 069448 PCT/ USOS/ 04798

of--3. For all p E P, |f p posts p, then the fol |l ow (with "over

whel ni ng pr obabi | ity )%KEB%)F&B f1 §?B§5®()r)ﬁ( 8883 if q =

x(q, C(1313) (r) p) q po4) Inturtl I#y this says
that the protocol onIy aIIovvs a voter to vote on his o bpehalf "ot
rul es out schenes that allow nmultiple voters to conbine their votes into
one or nore posts. of--4. For all 1 <i <1, and all 1 <j < if I x(vi,
C(L313)) I =0, then vi can corrpute (wi th probabi Iity 1) a post p such

that = 0 if 7r If?rIrJtultlve (armr g,éa{hra err Cr())l(jr) g:(USa) (7r) 1i(5) ]

he proto only allows & wotef to vote on
his own behalf ”. Tt rules out schemes that allow multiple voters to
combine their votes into one or more posts.

vi-4. Forall 1 <4 <, and all 1 <j <k, if | x(vi, C(BB)) | = 0, then
v; can compute (with probability 1) a post p such that

1 fna=4g
tesryep (1) — teps) (1) = { 0 ;f:¢; (5)

Intuitively, this simply says that if v; has “not yet voted”, then v; can
append a “vote” for any candidate. However, the statement does not
preclude the possibility that the protocol may allow v; to “cast a vote”
and then later “change it”. (Nevertheless, the majority of protocols
in the literature, which essentially allow each voter “one and only one
chance to vote”, do satisfy this criteria.)

vi-5. For all 1 <14 <1, if | x(v;, C(BB)) | = 1, then v; can with at most
negligible probability compute a post p satisfying
ltcwres| > Itcss) | (6)

Intuitively, this simply says that no voter may “vote more than once”.
Again, however, the statement does not preclude the possibility that
the protocol may allow a voter to “change a vote” or to “retract a
vote”. (As before, the majority of protocols in the literature satisfy
this criteria.)

Let A;; be the event that v; computes a post, p, satisfying

tcsres (¢) — tops) (6) = -1 (7)
Let B;; be the event that x(v;, C(BB)) (¢;) = 1.

8



Intuitively, this sinmply says that if vi has "not yet voted", then vi can
append a "vote" for any candi date. However, the statenent does not

precl ude woaspesss bility that the protocol may allow vi t®eCTaasi/oas ote”
and then later "change it". (Nevertheless, the magjority of protocols in
the literature, which essentially allow each voter "one and only one
chance to vote", do satisfy this criteria.) of--5. For all 1 <i <1, if |
X(vi, C(BB)) I =1, then vi can with at nost negligible probability
conpute a post p satisfying (err)tc(5c3)(r)p | > 1 tC(c3i3) I (6)
Intuitively, this sinply says that no voter may "vote nore than once".
Agai n, however, the statenent does not preclude the possibility that the
protocol may all ow aer to "change a vote" or to "retract a vote". (As
before, the majori Y Sof "FE &t bW & Oreals teysh thee famtll 56 <thi s
criteria.) Let Aij b‘éi%lh]esé\%lﬁtth? F’Pé‘tj‘t’\‘}’ilalc?ﬂ%%}ﬁﬁl'é(sp%(“ﬁ@sl satigfles at i sfyi ng
tC(BB)(r)p (ci) - tC(1313) (ci) = §“ZE£8 i_et Bij be the eve?@ that X(vi,
C(1313)) (cj) = 1. 8 WD 03/069448 P 3104798 of--6. The is a
constant, a (0 < a ﬁdéﬁen&‘d@@f thb aluesf 0®f, ]a!ﬂld the State of the bi@ifn @!)alrdl <j <Kk,

t he condltlonal probagg).ity, P(Alj(err)Blj) satisfies P(AjlI Bij) :a(8)
i ndependent of the }/al ues of 1, and the state of the bulletin board,
C(BB). Intuitively, "EHiEehs Sygsarntiat wp thFWéOtE‘Pb?IHE’BI @ ZtEnigschuygeiot er t o
change a vote at sB%“ttfoﬁﬁ"t”f‘%etﬁeItH’élﬁ?tB‘Eo Wwsalepipigier 9rferpstder to change
a vote at any ti me ofnvare - iHovggasit 4ot 19t QFPFlﬂ@FethFrPéOtﬁ?%tfr(B@ol from

f or bi ddi ng vote chaﬁ?&é%dm?v\)fﬂt%wailgses ABES 1B BATFEARERD fhide lifeisgt ure. of -- 7. For

all 1 <i <1, and.ghl 5d 5k 21, £ Kand DR 1cgmﬁl¢t honal %&ﬁ%&%ﬂty,

P(A jjBi.7) satisfiggllf)is %)Satlﬁle ére e >0 i's negligible.
Intuitively, this says that th”e rotocol only allows "a voter to reduce

P(Ay|Biy) < € 9)
where € > 0 is negligible.

Intuitively, this says that the protocol only allows “a voter to reduce
the count for a candidate” if “that voter has wvoted for that candi-
date”. Again, this does not preclude the protocol from forbidding vote
changes.

PP-5. The protocol admits a vote function. (Note that this does not require
that the vote function be computable by any of the players, only that
it exist.)

Definition 8 An election protocol is said to have partitionable tabulation
if and only if it satisfies PP-1-PP-5. For brevity, we will also use the
term partitionable election protocol to describe any election protocol has
partitionable tabulation.

Theorem 1 If an election protocol has partitionable tabulation, and a co-
ercer contains a collection of players capable of computing a tally, then for
any 1 <1 <1, the value of x(v;, C(BB)) is coercible.

Proof: (Sketch) The coercer can step through the sequence of ballot box
images, at each point computing the tally (see assumption PP-4) and re-
quiring v; to “add a vote” of a particular value. By re-computing the tally
with v;’s post appended, the coercer can determine which posts were added
by v; and their cumulative effect on the tally.

9



the count for a candidate"” if "that voter has voted for that candi- date".
Again, this does not preclude the protocol fromforbidding vote changes.
PP-5. Thewpriowemed admits a vote function. (Note that thi ®Caase3/omIps require
that the vote function be conputable by any of the players, only that it
exist.) Definition 8 An el ection protocol is said to have partitionable
tabulation if and only if it satisfies PP-1-PP-5. For brevity, we wll

al so use the termpartitionable election protocol to describe any el ection
protocol has partitionable tabulation. Theorem 1 If an el ection protocol
has partitionable tabulation, and a co- ercer contains a collection of

pl ayers capabl e of conmputing a tally, then for any 1 <i < 1, the val ue of
X(vi, C(BB)) is cogrcible, Proof: (Sketch) The coercer can step through the
sequence of ball ?tN‘HS)f at; this Jasume & @ade) ihFhish "Wt fRY ©REloRA |y (see
assunption PP- 4)8¥%y- r:"%@t’a P POFECCy may Brteragd Vit theyeter affel thegalletincul ar  val ue.
By re-conputing A Yasbesp clggeq flayeves this sisumpiianadede cinvacdstither can

det er ni ne whi ch 'FRS1adlegatuaplige gy theypomputing pawerpd voters kn pagiqulas e f ect on t he
tally. 9 WD 03/ 89T BetTibeisersren 52058, PNEweot pripsletpreop ety fes a model in

Y\’hi ch "aft _er t he fl.a-%i)'ergbggt'é QhQ Qotjexs d@llirlgow_@ctoug@glt tﬂ-eselecgig“e —Ct‘ﬂglé r-my
interact with the VQ&cﬁiﬁngQLfngr ,@l{osénh%’céjﬂdltheeﬂ;dllgtin 9&% a.P@cSoo fa,eghdcéo -Sed' However,

this assunption canséa@erﬁﬂyifgpﬁmgvtsgmfm AectiELASRARR! € assunption on the
conmputing power of voterS. In particular, we can show that the coercer is

abl e, by way of aZ2sDagkteangeeiempBrbyebeviter té taddpendlanplg cbaigatie votee vot er duri ng
the course of the election - thereby "adding any chosen vote to the
bul l etin board (Refidigen 9ok )partitmnebledertios pytmseltis yoefeomgienigantpanp” of t he
el ecti on transcrdepthe s@suniDéipe that dlpye b epqutes ceppble lvbindereadentlp comdependent | y
change the vot e.putibetitdlyti on 9 A partitionable election protocol is
coercion resistant i n- der the assunption that there i coercer
capabl e of indepen&té%%ggpcsﬁggn g{j i3 R ePﬁ?ané%t-fffantiﬂXg”i@(gggnd vi E CO
vi 0 p, then p canndt™>@5MBEVE P&EF YOI 2oerBByys T

CS-2. The election results are publicly verifiable.

Definition 10 A partitionable election protocol is coercion safe if, it is
coercion resistant and, under all collusion scenarios,

CS-3. If t; is the “ideal tally”, then verification of the election guar-
antees
ltcss) — til < M (10)

2 A Coercion Safe Election Protocol

We assume the standard ElGamal cryptographic setting: p and ¢ are large
primes with ¢|p — 1. A subgroup generator, g € Z;, with |g| = ¢,"and h = ¢°
with s shared by a (¢,n) threshold scheme among n tabulation authorities,
A1, ..., Ap.

The protocol we next describe is coercion resistant. We will later de-
scribe how it can be easily augmented to give a coercion safe protocol. The
advantage of describing the weaker version first is that most of the difficulty
lies in its construction.

10



wi th probability higher than "random guess +e". CS-2. The election results
are publicly verifiable. Definition 10 A partitionable election protocol is
coerci on weafme/osf448 it is coercion resistant and, under al lpcralshsiei7on
scenarios, CS-3. If tj is the "ideal tally", then verification of the

el ection guar- antees | tc(BBB) - tI < M(10) 2 A Coercion Safe Election
Prot ocol We assune the standard El Ganal cryptographic setting: p and q are
|large primes with glp - 1. A subgroup generator, g E ZP with Igl = q, and
h =98 wth s shared by a (t, n) threshold schenme anong n tabul ation
authorities, A/i...,An The protocol we next describe is coercion
resistant. We will later de- scribe howit can be easily augnented to give
a coercion safe protocql. The advantage of describing the weaker version
first is that m;g% e§HEaYPRf i culty lies in its construction. 10 WO

03/ 069448 PCT/ USRB/I0AZIR asRurk R 5¢ fatloNcoBRGAULrif AL WEisASSIATE VOters are
safe from coer Cis@BioflUrdaROmbfiedtl Bkt tALLRD thaSSBHARion@LBNAMSt Still be
taken to assure duhad re:Bf RN hAR.8XERANBSHdsdUri ng regi stration is not
coerci bl e afterwar@s denb® Henatenthe voter by vi. R 1. vi chooses a random
ri E(g), and a randomai E Zq, and forns (U O, WO) = (gai, h'iri) (11)
R-2. For each 1g-4nuRhdesds a Mind@Rta¢ (8, dudQMaMont e BRiahd fdeln, W] ) given by
(Uj,Wj) = (ga"' hOii) (12) where Gj E (g) is chosen randomy by A .
R-2.2. vi and Aj execute an inter@kt M €Hatim*Peder sen proof(lpf validity
for the relation logy Uj = logh Wj. That is, the chal- lenge is generated
random y by vi rReh@sr ablan<vi<arna hash function (Fiat-Shamr heuristic).

This allows vi to later produce sinul ated
R-2.1. v; obtains from A; the pair (Us;, Wj;) given by

(Uij, Wij) = (g%, hPi) (12)

where f;; € (g) is chosen randomly by A;.

R-2.2. v; and A; execute an interactive Chaum-Pedersen proof of
validity for the relation log, U;; = logy W;;. That is, the chal-
lenge is generated randomly by v; rather than via a hash function
(Fiat-Shamir heuristic). This allows v; to later produce simulated
proofs in the face of coercion.

R-3. After checking each Chaum-Pedersen proof, v; computes

(Ui,Wi) = (H Uip., H Wip.) (13)

#=0 pu=0

R-4. For each 1 < j < n, v; obtains a signature on (U;, W;) from A4; as a
receipt.

R-5. (U;,W;) is added to the voter roll, ©. When the registration period
ends, each authority should sign O.

Remark 1 As long as v; knows that one specific authority, Az, is not a
coercer, and fewer than t authorities (the number necessary to compute
a tally) are colluding to coerce (though v; may not explicitly know their
identities), the value of 7; is not coercible. This is because v; can justify the
validity of any r; and «; by lying to the coercer about the value of (U;, V;J)
and presenting a forged (i.e. simulated) Chaum-Pedersen proof.

11



proofs in the face of coercion. R-3. After checking each Chaum Pedersen
proof, vi conmputes (U, W) _ 11 Uli , 11 W) (13) =0 =0 R-4. For each 1
<] < n, WODooltains a signature on (U, W) fromA as a PCeamsnpo479R- 5.
(U, W) is added to the voter roll, (err). Wen the registration period
ends, each authority should sign (err). Remark 1 As |long as vi knows that
one specific authority, A(err), is not a coercer, and fewer than t
authorities (the nunber necessary to conpute a tally) are colluding to
coerce (though vi may not explicitly know their identities), the value of
r(err) is not coercible. This is because vi can justify the wvalidity of
any ri and ai by lying to the coercer about the value of (U j, V)) and
presenting a forged (i.e. sinulated) Chaum Pedersen proof. 11 WO 03/069448
PCT/ US03/ 04798  ThererTegifiepatteiitt viHapvs 4 snepifipionsstshetrs be rdsnddt A may be
rel axed i f we a€wiBenAet jttis pecepfable firgbte be grusht bing t9ethe soR56et | ying to the
coercer. Al ter AaierRpErey, ifiry >y, then pi cap pighan,{ s RS dif 3 stumieandom 1 <_ J
< _n, assune thBat s hencpopdthen Xpgr thak thekchonse ehhding saskiHyine® of bei ng
caught |ying isa &ostst){* - 1)/n. 2.2 Election Initialization El-1. For
each 1 <j <n, and for each 1 <i <1 =01, authority A generates
random y and independently a pair of elenments in (g), (~ij,7/i}). The
guantities n n (5=, "gille: iib1d0k:.), (14) j=1 j=1 are publicly conputed.
These are all puzb%i s%g(gl?%ggit%}%%{é . El-2. The ballot choices y E (g), 1 <
p <k=1 F1, &lel.dssiegehet Dy Sonend fubdatlc lrandon pridtlessthodty by shari ng.
(The val ue -vy,,, w H} gémditsabeldoanly wot eddpendesdndipdatod elemynt? in3(g)/ot i ng

(éijynij)- The quantities

@) = (& T (14)
i=1 7j=1

are publicly computed. These are all published (and signed).

EI-2. The ballot choices 7y, € (g9), 1 < u < k =|I'|, are assigned by some
public random process, or by sharing. (The value 7, will indicate a
vote for candidate c,,.)

2.3 Voting

V-1. v; chooses random v € Z, and encrypts her vote as the ElGamal pair
(AiaBi) = (gUil ) hyﬂ’)/(z)) (15)

V-2. v; then chooses random v;g € Z,, computes s; = r;/7v(i) and encrypts
it as
(Ci, D) = (g2, h¥si) (16)
V-3. v; then constructs non-interactive proofs of knowledge, QA2 and Q$P,
for the pairs (A;, B;) and (C;, D;) respectively. These proofs show that
the pairs are of the required form, and that v; knows the values of s;
and ().

V-4. v; submits the encrypted voted ballot

E; = ((4By), (C,Di), QfF, QFP) (17)

12



V-1. v2 chooses randomvil E Zq and encrypts her vote as the El Ganal pair
(A, Bi) = (g"il hll"Y(i)) (15 V-2. vi then chooses randomyvi 2 E Zq,
conmput es WD 03/069448 y(i ) and encrypts it as (G, D) = (glpch/usdsidrog 16)
V-3. vi then constructs non-interactive proofs of know edge, QAB and @D
for the pairs (A, Bi) and (C, D) respectively. These proofs show that
the pairs are of the required form and that vi knows the values of Si and
ry(i). V-4. vi submts the encrypted voted ballot , QAB QCD) (17) E2 =
((AI,B2) (CG,D2) , 2 12 WO 03/069448 PCT/US03/ 04798 V-5. Though not
necessary in the "append only" bulletin board nodel, in practice, vi would
be issued a receipt for Ei. 2.4 Tabulation In this section, we assune a
subset of t authorities has been fixed. Wthout |oss of generality, we may
assune these are’-Al Though not pgeessapy in theqpprea¢ poly” kuljetin bgard pigdelgiant i ti es (U,

, W) (~i U, r1i Rpgticersyrould b issuad| 4 eseipt durfbut ed. T-2. The authorities
execute a verifiable shuffle of the sequence of pairs of El Gamal pairs,
(U, W), (t;i, 77]j), resulting in output set of pairs of El Gamal pairs {
(411 , TI), (I, r%i) i-1(19) where E (g). The properties of this mx are
that the set of* ecrl;%bb'll%tb"rbal ue pairs, (ai, bi) of the output sequence are
ex- actly the samgi@sctidAews 8suld o 864 YPE 8hotAletBasPRES Bee@f WhtSutl NPUt se-
quence, but in naneoEhatalRg Wb hsQindahese BXELUL I NG such a verifiable

shuffle is discussed in greater detail in U S Patent Application No.

09/ 816, 869, ent iT-iedor"W&ER £l ABl He ShEREI SHUFFLES OF EN-

T, Wi) = (&Us, W) (18)
are publicly computed.

T-2. The authorities execute a verifiable shuffle of the sequence of pairs
of ElGamal pairs, (U;, W;), (&, ), resulting in output set of pairs of
ElGamal pairs

{(@:, ©3), G i) iy (19)

where ®;,V;, &, % € (g). The properties of this mix are that the
set of decrypted value pairs, (as,b;) of the output sequence are ex-
actly the same as the set of decrypted value pairs of the input se-
quence, but in randomly permuted order. Executing such a verifiable
shuffle is discussed in greater detail in U.S. Patent Application No.
09/816,869, entitled “VERIFIABLE, SECRET SHUFFLES OF EN-
CRYPTED DATA, SUCH AS ELGAMAL ENCRYPTED DATA FOR
SECURE MULTI-AUTHORITY ELECTIONS,” filed March 24, 2001,
and PCT Application No. W0O02/77929, entitled “VERIFIABLE SE-
CRET SHUFFLES AND THEIR APPLICATION TO ELECTRONIC
VOTING,” filed March 25, 2002, each of which is hereby incorporated
by reference in its entirety.

T-3. Let {((Am, Bm), (Cm,Dm))}M_; be the set resulting from all voted
ballots with verified validity proofs. The authorities execute another
verifiable shuffie of the sequence of these M ElGamal pair pairs, with
resulting output set

{((Amy Bm) ) (Cma Dm))}%:l (20)
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CRYPTED DATA, SUCH AS ELGAMAL ENCRYPTED DATA FOR SECURE MULTI - AUTHORI TY
ELECTIONS, " filed March 24, 2001, and PCT Application No. W02/ 77929,
entitl ed WoBREMABLE SE- CRET SHUFFLES AND THEI R APPLI CATPONUB@/EZECTRONI C
VOTING " filed March 25, 2002, each of which is hereby incorporated by
reference inits entirety. T-3. Let {((A.., B.), (Cm D/n))}m1 be the set
resulting fromall voted ballots with verified validity proofs. The
authorities execute another verifiable shuffle of the sequence of these M
El Gamal pair pairs, with resulting output set {((Am Bm , (Cm Dm) }m1l
(20) 13 WD 03/069448 PCT/ US03/04798 T-4. For each 1 <m< M the |

El Gamal pairs (Om , 11m) _ (Ancmiii 1 BnDmgiWi 1) (21) 1 <i <1 are
publicly conputed. T-5. The authorities jointly decrypt all of the pairs
(A ,,,, am), and-fgForeash 1 gzp)M, the I ElGamal pairs)” < m < M Let these be,

respectively, a,m and x,,,d. J-6. For each;1.<-m< M a,,,,. .S added to
the tally if and only if 9@?1‘.{"“'2,—, (ﬁmﬁmg% s BrPwidig) o FdfVsome
1<i<1,x,,,,i=1. 2.5 Taku] at L,oficy Ahb&kpat e Enbodi ment In this section, we
assune a subset of t authorities has been fixed. Wthout |[|oss of
generality, we mMay. Asantioritihepetiaderydl all of the pairdA,,, B;) landFer,:,880h 1 < i < 1,
the quantities M W X i< { @iUn < M |Tietihese(lR2)espeatielypuh) dndlay,;.conput ed. T2- 2.
The authorities execute a verifiable shuffle of the sequence of El Ga- nal
pairs, (U, W) T-PekdiethhSim<ddt puts added torthetetinifand galvis {(1'i, "Fi)}i=1
(23) where 44i, TiT ég%m The propfgerties of this mx are that the set of
decrypted val ues of "the Féﬁf"'se’&uence are exactly the sane as the set of
decrypt ed val ues of Tth2 Faypeme §&guehee; =But in random y pernuted

2.5 Tabulation — Alternate Embodiment

In this section, we assume a subset of ¢ authorities has been fixed. Without
loss of generality, we may assume these are A,,..., A;.

T2-1. For each 1 <4 <!, the quantities
Ui, W) = (&Us, W) (22)
are publicly computed.

T2-2. The authm:itie_s execute a verifiable shuffle of the sequence of ElGa-
mal pairs, (U;, W;), resulting in output set of ElGamal pairs

{(@:, UYL, (23)

where ®;,¥; € (g). The properties of this mix are that the set of
decrypted values of the output sequence are exactly the same as the set
of decrypted values of the input sequence, but in randomly permuted
order.

T2-3. For each voted ballot, E,,, 1 < m < M, with verified validity proofs,
the | ElGamal pairs

(@mi, sz) = (Amcmq)ia BmDm\Ili) (24)

are publicly computed.
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order. T2-3. For each voted ballot, E,,, 1 <m< M wth verified validity
proofs, the 1 ElGanal pairs (em , 2m) = (AnCmIli , BnrDmPi) (24) are
publicly wompuéseds 14 WO 03/ 069448 PCT/ US03/ 04798 T2-4. TPhe/usoy/miosties
execute a verifiable shuffle of the sequence of Mx | El Ganal pair pairs,

((A., B.) , (Om, SI,,,i) ), resulting in the output set { ((Am B.) (~m
~m)~ }nri Z1 (25) T2-5. The authorities jointly decrypt all of the pairs
(,b, Ti), (Am B,.), and n,,,,i) Let these be, respectively, i, a,,,,,
and x,ai. T2-6. For each 1 <m< M amis added to the tally if and only if
T2-7. a,,,, E{pl, ... , k} T2-8. For sone l<i<land 1<j<1,xm=0j. 2.6

Maki ng the Protocol Coercion Safe The protocol, as presented is clearly not
coercion safe. Is,ltezct Sta nore. author- ities collude, they can decrypt the
original voter sett: Léfa“ﬁ ??‘t‘ﬁﬁﬁ‘eg%Févﬁfgila%\ﬁgh“f@%ﬁﬁ YRt Mrdt e al | the
voters. The probl em% FabReit Pavsdl By Bt (R ) ) abfSHi ORI Pyt ur e
requirenent to the 411 ot castin gr?éi on. (.Ser -af orenmentjoned patent
applications for a detailed déé&f?ﬁ‘% 0 @fﬂfah)}aﬁuw— nous si'ghat ure

protocol that is. authority free" In this case, evep.if.a_ galicious
agent has acceszrzt'g' %ﬁe ae‘%i%’t“ei%olmﬂyi) ecrélé\tngk%fttﬁ P‘T“@c‘?’i %‘ﬂ% {Aa'IIByL Wit hout the
correspondi ng privat'® (Zél”tj’ LR Ry iTEREEHY ot 8 briai ned wi t hout
coercion. The reas@nNrd:Qhcht hk $n é_sh\@y&,gistaed&ilt%@ﬁetaﬁw%ﬂwm{,iifty free, anonynmous
signature on the voted ballot prevents the authorities (even in collusion)
fromlinking th&%¥.igiadki.encentpt ed ball ot (input to the verifiable
shuffle, or m o_an individyal the y they can with a standard digital
signature. A s?%%ﬁé‘a?oﬂ S@P%?tédlgg?rbin]ﬁdrs\gﬁé?’pfﬂséi tly links signed data to a
regi stered in- dividual. An anonynous signature only links signed data to a
menber of a set, or group, of individuals. 15

2.6 Making the Protocol Coercion Safe

The protocol, as presented is clearly not coercion safe. If ¢ or more author-
ities collude, they can decrypt the original voter secrets, r;, and this allows
them to impersonate all the voters. The problem can be fixed by adding
an anonymous signature requirement to the ballot casting operation. (See
aforementioned patent applications for a detailed description of an anony-
mous signature protocol that is “authority free”.) In this case, even if a
malicious agent has access to a secret, r;, it can not affect the tally without
the corresponding private signing key, which can not be obtained without
coercion. The reason for this should be clear. An authority free, anonymous
signature on the voted ballot prevents the authorities (even in collusion)
from linking the original encrypted ballot (input to the verifiable shuffle, or
mix) to an individual the way they can with a standard digital signature.
A standard digital signature explicitly links signed data to a registered in-
dividual. An anonymous signature only links signed data to a member of a
set, or group, of individuals.
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WD 03/ 069448 PCT/US03/04798 dCdainms | claim 1. A method for conducting a
coercion-resistant electronic election, conprising: receiving fromthe
voter a fwosB/ogmtser confirmation value; after receiving trhe/Sos/et79s ot er
confirmation value, receiving fromthe voter an encrypted ballot and a
second voter confirmation value; w thout regard for the value of the

recei ved second voter confirmation value, adding the received ballot to a
publicly- available Iist of cast ballots, such that nmenbers of the public
are able to verify the addition of the received ballot to the |list w thout
being able to determ ne whether the A2m% will be counted; and counting
the ballot if and only if the second voter confirnmation val ue received
with the ballo patphes the received first voter confirmation value. 2. A
conput er - r eadabf&Redi um whose contents cause a conputing systemto
conduct a coercion-resistant electronic election by: receiving fromthe
voter a first voter confir mat Aol 18 coldhink o Gbuldith LG ERE st voter
confirmation vakb§onid Q6&id GnifNhtNe voter ai encrypted balfot and a
second voter confirmati aRekahy&; | e,r [ .0_a
publ i cl y-avai | g, | ist  of G ARG B oa BEF R WBhhhath b publ i ¢
are able to verify the gggqugavzﬁ t 1%?3&ME

1 ] éi st w t hout
e e MO B s

the ballot if antsQMod {all@e second voter — confirmation Val ueteceived
wi th the ballot matches &%oﬁ?qgéa\ﬂ%dforfth'ésJalMQto?rthgQr@::éi(/g@tsleggna/ al ve.

voter confirmation value, adding the received ballot to a publicly-
available list of cast ballots, such that members of the public are
able to verify the addition of the received ballot to the list without
being able to determine whether the ballot will be counted; and

counting the ballot if and only if the second voter
confirmation value received with the ballot matches the received
first voter confirmation value.

2. A computer-readable medium whose contents
cause a computing system to conduct a coercion-resistant
electronic election by:

receiving from the voter a first voter confirmation
value;

after receiving the first voter confirmation value,
receiving from the voter an encrypted ballot and a second voter
confirmation value,;

adding the received ballot to a publicly-available list
of cast ballots, such that members of the public are able to verify
the addition of the received ballot to the list without being able to
determine whether the ballot will be counted; and

counting the ballot if and only if the second voter
confirmation value received with the ballot matches the received
first voter confirmation value.

3. One or more generated data signals
collectively conveying a cast ballot data structure constructed by
a voter, comprising:

an encrypted ballot choice; and
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3. One or nore generated data signals collectively conveying a cast ball ot
data structure constructed by a voter, conprising: an encrypted ball ot

choi ce; awo 03060480 03/ 069448 PCT/ US03/ 04798 a ball ot confricmnmsbs/omogal ue,
such that the ballot may be added to a publicly- accessible |ist of cast
ball ots wthout regard for the ballot confirmation value, and such that it
can be determ ned whether to count the cast ball ot based upon whether the
ball ot confirmation value nmatches an original ballot confirmation val ue
earlier-stored for the voter. 4. One or nore conputer menories

coll ectively containi ngaé’aﬂat Forfingeatigmayalust ruct ure storing cast ballots,
the ballot box data_ str&e¢hrthat gheaballatgmayobe emlsledstoregubiitlyet, dat a
reflecting a bafsestibiolitte of efastt ballpls avithewy ragard fenettet drhllohe bal | ot ;
and data refl eeetfifgraticbraluenandon vai ue sel ected by the voter, such that
the contents of the datasSé¢h thatiteandre detetninedawhether tbatpunatthen aut hority
to deternine whtthealleto besethturare whether ,theshaliott kanfitthaticmntanes of t he
dat a structurem@i¢hessag eyiginal hallgt qeafirmatipst valoe fartimr-streedofoe t abul ati on
authority to d8t%YatEhe that the ballot has been stored in the ballot box,
and such that the contents of the data structure cannot used by the third

party to determ ne whet hgr th8 ballot will be counted. 17 )
. neé or more computer memories collectively

containing a ballot box data structure storing cast ballots, the
ballot box data structure containing, for each stored ballot,

data reflecting a ballot choice selected by a voter who
generated the ballot; and

data reflecting a confirmation value selected by the
voter,
such that the contents of the data structure can used by a vote
tabulation authority to determine whether to count the ballot,
such that the contents of the data structure can used by a third
party distinct from the vote tabulation authority to determine that
the ballot has been stored in the ballot box, and
such that the contents of the data structure cannot used by the
third party to determine whether the ballot will be counted.
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