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(57) Abstract: There is provided a system and a com-
puter-implemented method of detecting malware in real time 
in a live environment. The method comprises: monitoring 
one or more operations of at least one program concurrently 
running in the live environment, building at least one stateful 
model in accordance with the one or more operations, ana­
lyzing the at least one stateful model to identify one or more 
behaviors, and determining the presence of malware based 
on the identified one or more behaviors. 


