METHOD AND APPARATUS FOR PACKET DATA SERVI CE DI SCOVERY [0001] This
application clains the benefit of priority fromUnited States Provisional
Pat ent Application Serial No. 60/423355 filed on Novenber 4, 2002. 5 FIELD
OF THE | NVENTI ON [ 0002] The present invention relates to the discovery of
services provided for a nobile device in a wireless network wthout any a
priori know edge. The invention relates particularly to the discovery of
packet data services provided for nobile devices. 10 BACKGROUND OF THE

| NVENTI ON [ 0003] In a CDVA (Code Division Miultiple Access) network, a

systemidentifier (&gl Dé identifies a service provider as well as a given
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usi ng known over the air provisioning nethods. Fig. 2 illustrates a 20

sinplified r@ﬁi‘?s%ﬁ@&ﬁ% EONonventional preferred roaming list 102. The
PRL, which [egapri sestf pdseRUIRE iR ek lid Q0 s.,which . ens the
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For each record, there can be an. i1ndicator o € systemis
preferre‘ﬂ, the 25 roamng status, the relative priority of the system and

its geogr apBATCKEROUND O6F P INVENTIHRE €M acqui sition, the nobile device
searches for_a CDVA Pilot Channel on a set of frequencies based on the

PRL. The (SI9°Ri D) i rr 8RR ods Divisioralglipleoticcssss hetmpils a spoenr edeadficro t he
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various system identifiers and network identifiers.
[6004] A CDMA mobile device is typically pre-programmed by operators with an
entity called a Preferred Roaming List (PRL). A PRL can also be downloaded to the
mobile device using known over the air provisioning methods. Fig. 2 illustrates a
20 simplified representation of a conventional preferred roaming list 102, The PRI, which
comprises of a number of records, indicates which systems the mobile device is allowed to
acquire. In this example, each record identifies a system by its (SID, NID) pair and
provides the frequencies that the mobile device is to use when attempting to acquire the
system. For each record, there can be an indicator of whether the system is preferred, the
25 roaming status, the relative priority of the system, and its geographic region. As part of
system acquisition, the mobile device searches for a CDMA Pilot Channel on a set of
frequencies based on the PRL. The (SID/NID) information of the acquired system is
conveyed to the mobile device on a Sync Channel once the mobile device has acquired the
Pilot Channel. The PRL only contains the information about which systems the mobile
30 device is allowed to acquire. It does not have any information about the type of services
that are allowed on a given network. Typically, it only indicates that a certain degree of

voice service is available on a network.



voi ce service is available on a network. -1 [0004.1] United States Patent
Application Publication No. U S. 2002/0123348 of WIllars et al. published
on Septenber 5, 2002 is entitled "Partial Support of Mbility Between
Radi o Access Networks". This reference is directed to a technique for
precluding or rejecting access, in conpetition areas, to cells of a first
operator's 5 network in which access is attenpted by or on behalf of a
nobil e term nal which subscribes to a second operator's network. It
relates to the forbidding or blacklisting of a cell by a network operator
because of political rather than service availability reasons. The

reference despoolgs furlgﬁlte@rﬁatwmaua&@hdatﬁﬁlmheﬁgnm ItﬁSOiodzhﬁz3348 ,
corrpetltor s network in the conpetition area, even th OU?P this network is
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et at. published on Cctober 10, 2002 is entitl Rt Cat L ons”
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di fferent nethods g[) over t e air date V\‘QICh are neraII known in the
art. The goal®i%% b@d\?f% OPEZIOB M P?awe oiopelisiial gihes fan spise BRANEY nobi | o

networks in reli@nd. OCafhe ORISR sAHLRE FoiiBns WhidAr AV 8SeindB&MR NSkt O
ensure a preferred roanmn network is selected wwth a chosen or flexible

priority. 20 POWOULos nE@piknindhe eampesonarea\wpepthremubs nefwarllit ¢dnaidpatl i shed

on Januaryy 18¢qyi¢f0k l’r%m%ﬁ'sé]]s&%ngwﬁl bt Gewrt ation Control | ed Forbi dden PLMN
Li st Erasure", Th| S reference oses a mobile station having.a

f or bi dden PLNAPO4I2Et st Hnisedl StaresPatawe AppliatitidiubligtieNe Q60BORTO R of nobi | e
station proc IQgr et ai Eul{lﬁ!ll tO%%C lzty 10t 9062h§en‘?1[l%16 %cﬁ)blc g:fam%wmcmns"’ s]t‘iﬂs and does

not di scuss t criteria for a net wor 25 1s there
any di scussi @ﬁe'@m@e@éb@fa mﬁ@dﬁla%mwllﬁcmmmwromngsetrylce for a rr[o®0@5] An

"al ways-on al égﬁ%ﬁnec ﬂm}ﬁﬁ:hﬁpgor E’Hélbig?o\%r\é& & dc@%@d'ﬁgg f%c{ﬁ%& Iﬁ?ﬁdtps Hab A,

connecti vi ty he tine to sSupp sea eSS Nno I'S requl aes t he
nmobi | e dé¥i caotifgeation and retrieving and sending a list to a newly powered moblle device. The

description mentions different methods of over the air update, which are generally known
in the art. The goal is to provide flexibility to control the order of the mobile networks in
the location update procedure. It provides a mechanism to ensure a preferred roaming
network is selected with a chosen or flexible priority.

20  {00604.3] PCT Application No. WO 01/05169 of Jultila published on January 18,
2001 is entitled “Mobile Station Controlled Forbidden PLMN List Erasure”. This
reference discloses a mobile station having a forbidden PLMN list stored in a
memory that is accessible to a mobile station processor. It relates only to the erasure
of a PLMN list, and does not discuss the criteria for making a network forbidden, nor

25  isthere any discussion outside of the selective erasure of a list.
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re-establish its data connectivity whenever it changes systens. However,
the nobile device has no a priori know edge as to whether it is allowed to
nmake a data call on a given 5 system Even if the network indicates that it
i s capabl e of supporting packet data services, there is no guarantee that
the nobile device wll be allowed to nake any data calls. The nobile
device can only find out about such information after it nmakes a data call
origination attenpt. A nobile device can only have true data nobility if a
data roam ng services agreenent exists between the rel evant service

provi ders. @Q{) anm ng agreement 10 between operators does not necessarily
cover all a abl e <8Y \7?"6"@@ “On ol XS XRRCEd” mdile dperanends tempittainalata voi ce
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net wor k wi t'HObﬂree PEEL P PripafiRd @t \abew siehi 1F*&t§mﬁtilqnyaft@01t SUNMCRRYdEE CBHE
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ar r angement® VISP AFECIEDS £XIStS bgiyepn lev ey sonviee provigarov desnsing lagtpcmerrent

W th 1 espedietvedn tdperadisSERY Sl n&esHatyacver Wi %@aﬁla&grse Q:'sl Ror SGMIEES w0 22

[ 0007] Accordi n% to an aspect of the invention, there 1s provided a nobile
device cafREPEToM2Y BRK0R tYOKE SeEKEdestroataing agesewERe BUtORd @nréw Wytavdervidees s

net wor ks. Tblﬁnﬁ@mgfe@meﬂe\du%%nﬂﬁ%%eﬁ fo %Wr&mcﬁ%nééﬁ%&:sn‘?st? acotnl;lg % g1 ver

f or exchang]w\%?pac et data service authentication 1nfornmm >t he
wirel ess n tgn torths mpble deviere iscieresills ghe mebilegdesica is &mcrc:dentmdkba)d)kdil st
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netvvorks t t do not_ provide packet data services to e ‘device, the
curr ent?? EmaF apigpidicay impacs @ndhe batieny Wasespeaidiotin dageagmphival ceea where
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for updating the current blacklist In response recei ved packet
dat a servi EBredff Aesdifpicgevisa cansblsrafafficisntly handling mtcractlons w1thanetwork with

respect to data service availability.

20 SUMMARY OF THE INVENTION
[0006] It is an object of the present invention to obviate or mitigate at least one
disadvantage of previous service discovery arrangements, It is particularly advantageous
to provide an improvement with respect to the discovery of data services for mobile
devices,

25 [0007]} According to an aspect of the invention, there is provided a mobile device
capable of supporting packet data services offered by wireless networks. The mobile
device includes a memory, as well as a transceiver for exchanging packet data service
authentication information with the wireless networks. The mobile device also includes a
current blacklist provided in the memory, the current blacklist identifying wireless

30 networks that do not provide packet data services to the mobile device, the current
blacklist being baseq on previous packet data service authentication rejections. The
mobile device further includes a processor for updating the current blacklist in response to

newly received packet data service authentication information.
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-2 [ 00081 According to another aspect of the invention, there is provided a
nmet hod of data service discovery for a nobile device having a current

bl acklist. The method includes the follow ng steps: detecting a wirel ess
net wor k; exam ning the current blacklist stored on the nobile device; if
the detected wireless network is listed in the current blacklist, 5
refraining from maki ng any packet data call attenpts for a predeterm ned
period of time. Oherw se, the nmethod includes the follow ng steps:

determ ning whether the wireless network provi des packet data services to
t he nobil e f(ilevi ce, and adding the wreless network to the current

bl ackl i st i b wi r ebessudingtonpotherdsrest efohe iprventionehgackebvidet mmetsed vi ces to
t he mobi |l e dgMis&8ice &Rcd: :ar diJ p Q
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mobi | & devi 68 ncTRSIPAANL, ML HAES:d BRLA! dANA% BHEPS ob SESLYRGAL the
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ser ver - st or Edraingng frerp makingcial ipedked dismedlf stiemgtsvipr @ bredstemetadopekisd phame.do not
provi de pac - ' ] p red-up bi l.e device; and
sendi ng t hebgfacp\glgér’%g? ﬁe\éﬂgﬁ ?ﬁ(ﬁl{rﬁe&ﬁ'g‘ ﬁeb?ﬂ@l‘(’{ﬁ?%%txqsf ggn\‘llgm%lﬂlé]g s"‘éhr%&éjf ﬂ?eowfrﬁigssnevm y
power ed- up REBPIkeP@EdEe packelr date sapiceoty by ampbilestoicagendaddihe thearobiles

devi ce. [001Qo&X ke 1,3, feat ur of the present inventjon wll
becone appar enf to 't ?%ggﬁo@dl ngrllitl?@e gl‘(r?ﬁ%fse%mlv%r t198° 4Pt PLoytsis Qagbsl?ed\ﬁygof t he
fol | owi ng deesvedspe themabfle dpai fic 20 enbodi ments of the invention in

conj unctgd ongahéh t he i figures.. BRI EF CRI. PTI THE
oran NG o8I empodt caart ¥ fihel sIEER o Eor R ProvoR BEIBcr i bed,
by way of -ebqeksdatantryice wptiffratiaf ipraowicaess aetwoek, dtet viediand nkiwguk sludinber ei n:
25 Fig. | i MO show ng. t rel ationshi.p. be en

vari ous sysétcg‘%gaf‘(ggﬁﬁ? F@? g‘%nghﬁﬁ%ﬁgﬁnﬁl\éﬂgﬁﬁ% f&g?\&ngﬁfta&_s. 'fc?lf}lf‘%ér’t ﬁ‘gt es a
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B BRI DU DSPALERL AT PR P B e o
15  the newly powered-up mobile device; and sending the server-stored current blacklist from
the server to the newly powered-up mobile device for reception by and storage on the
mobile device.
[0010] Other aspects and features of the present invention will become apparent to
those ordinarily skilled in the art upon review of the following description of specific

20 embodiments of the invention in conjunction with the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] Embodiments of the present invention will now be described, by way of
example only, with reference to the attached figures, wherein:
25 Fig. 1 illustrates a network cloud showing the relationship between various system
identifiers and network identifiers; ’ '
Fig. 2 illustrates a simplified representation of a conventional preferred roaming
list;
Fig. 3 illustrates a systemn used for authentication in a simple IP network;
30 Fig. 4 illustrates a system used for authentication in a mobile IP network;
Fig. § illustrates a mobile device according to an embodiment of the present
invention in the context of wireless network components and a home server of the mobile

device;
I



Fig. S5illustrates a nobile device according to an enbodi nent of the
present invention in the context of w rel ess network conponents and a hone

server of the nobile device; -3 Fig. 6A and Fig. 6B illustrate a fl owhart
showi ng steps in a nethod according to an enbodi ment of the present
invention; Fig. 7 illustrates a representation of an exenplary current

bl ackli st according to an enbodi nent of the present invention; and S Fig.
8 illustrates the relationship between a conventional OSI network |ayer

nodel and a |ayer nodel for a nobile device. DETAI LED DESCRI PTI ON [ 0012]

General ly, the prlﬁse%t i%en i'ﬁ{x‘ provides a nmethod and apparatus for 10
packet data servi d& o YEHIE 0P s flogpharsshoming stepk irominetdige accordingrto ent

bl ackl i st  caorgitiogintgt €Mthé prefent @lentlohi€! €SS networks not provi di ng packet
dat a services is;i{eg,t. in a nobile device's nenory, in order to avoid
unnecessary repeatied HEHaEs p oreserigion of Arexesplesy cuient Wmkligtraeéeding cb anoarm ng

lists can i detolifennbrhdipeseat @vai@idnine! €SS network can be acquired, but
do not identify \ﬁ@%h?r a data services roam ng agreenment exists. A 15
nobi | e dévice, o Bilystrates the redtionship beturpeng wopvantiendl S netivork lager nexdpll oyi ng

a method —aceontiysgmbel (i@ hobigatyiq). dynamical Iy "auto-discovers" the
w rel ess networks on which it is permtted to nake packet data calls. A

list of wireless networks not providing packet data services (i.e. either

not support IDERTANEFPESCRIPTAHNNOL having a packet data services roaning
agreenent) i(? gfpt in nemory of the nobil e device based on previous
attenpts t o002 connegerefalys thenpiseanivin vestion @8 RlEs Eheethoe smdt apprvaiat fopn

at a1 oam nb g cenonra anceret FaNb g FRE R 8 GRS SBHST U2y Ce
sof twar e chg‘ﬁﬁg"‘ﬁ‘% ?"é‘_ﬂﬁﬁi fP’ééYiW%ﬂnﬂeéW@réﬁ aofrwaﬁﬁimg_pa@heedm nérvickandespt int he
ANy i Tl o5t o e ner i R TR OBl SR BB e
mobi | e devi BRWORRCHIFRE prebars yoaming disiesan iettiiyrkhetier @ giveh Svisskah deskoiin a
network, whidahbeSRYGRANGEMR 6t fRRRA WiRTheRR Data GEDRS] rto)ér':ﬁng agreement exists. A
15 mobile device, or mobile station, according to the invention, or employing a method
according to the invention, dynamically “auto-discovers” the wireless networks on which
it is permitted to make packet data calls. A list of wireless networks not providing packet
data services (i.e. either not supporting the services or not having a packet data services
| roaming agreement) is kept in memory of the mobile device based on previous attempts to
20 connect to such networks.
[0013] The present invention provides at least one of the following advantages: no
advance knowledge of data roaming agreements is required at the mobile device; o
mobile device software change is required when a data roaming agreement changes; the
mobile device can notify its home server regarding a change of status of any wireless
25 network; significant power savings are realized at the mobile device; and unnecessary
wireless network access is avoided in a network, which saves network resourcés and
capacity,
[0014] The following paragraphs provide definitions for terms that will be used-in
the specification.
36 0015] The term “mobile device” as used herein includes any electronic device
having at least voice and data communication capabilities. The mobile device is
preferably a two-way wireless communication device capable of supporting both voice

services and packet data services. Although reference is made in the description to the use
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[0014] The foll ow ng paragraphs provide definitions for terns that will be
used in the specification. 30 [0015] The term "nobil e device" as used
herein includes any el ectronic device having at |east voice and data
comuni cation capabilities. The nobile device is preferably a two-way

wi rel ess communi cati on devi ce capabl e of supporting both voice services
and packet data services. Although reference is nmade in the description to
the use -4 and provision of packet data services, the invention can

advant ageously be used with other types of data services. Depending on the
exact functionality provided, the nobile device nmay be referred to in the
art by diff ANdBovissnAf pagkey datasgrmites, thaigventigaten adessagbwmly biewsed ejth athet Wo- way
pager, a W ree8%s dfta W& iced oy ; || : At h dat.a nmessagi ng

5 capabilitigi, a mﬁreleggq?étﬁ?% ?9§55F%§ﬁ€%@&§?G39§g$%’Qﬁ&wﬁﬁ &¥Ffon

devi ce. [ 00Ty beeferres iin {ierag byslifferent ygomk, forexampledastiedaei medsagthgidbaiee any

network or sySia & 4 DEeRREEALEN dQiceCRN Ld uch a . network or system
havi ng at |east grq%ag conponent E?é@t d%:w&ingeééﬁ\fﬁ %el é‘é"sm 0 Itl’hgﬁtial WOERHRE ces,
for exanpl e cprabilisies, daiegloseinidnase appliance, er antabi doendmichtben dedRe] 0017] A wirel ess
net wor k t hatggigyppor t, ke ryice t.he necessar har dwar e
and softvvarté i n}lpl ace teoggrg g‘;élbcg%% gletg‘?)r%f %eﬁ?eﬁgﬁs%%l&&% “‘geét?i’ysé‘f‘vf’%egr to a
nobi | e devB¥s¥em, porihe glperstor st asotek of lkath hdeegorkadr sssp@E hbvinpac ek eat a

servi ces dogSmAenBUS hardware and software in place to be
capabl e of offg?]i IF\g_p é‘%ﬁ\iﬁs alt%g%ié%%/béggeﬁvbccs’ O HBBPPIE pﬁ‘ﬁ%f g"é‘.’s c¥pff18] A
W r el ess nef¥obile dpyiagyvi des" packet data services to a nobile device when

it suppgsts et d - V] «al so_pern or_allows, that nobile
devi co o aWBAEDL D BBREERRINR oo Hetst e S Bikine beteran
exanmpl e, pubydese andseftyacigtiacas e capebly iof effertmyaiiting dftg kaLIENb HAsmREN

carriers, s I.C | r.network operatprs. A wreless network that
"does not p‘?%’&%"ag*"wﬁ%ﬁg‘? {“ffgllf g'atsed?’?ﬁ %Oégqugl?fapaﬁg%idp@ SHAFFE RS IPHIAYE 88 does
not suppor t nqsesskipthariataee adsviteas jn plnce tb bs uPRAB o8 off@tigaiackiaia. S&%ECES, but
the nobile , gdeyis V'CE_ not permtted to use the packet data services, for

C

exanple due to a la of a packet data services roam ng agreenent, [0019]
There at®e ti81§tai n t ypescoss GDMrkpgohwdest phaken BitdBedfeiitd B MbbikNdevice

when it supports packet data services and also permits, or allows, that mobile device to use
the packet data services. This permission can be, for example, pursuant to a packet data
services roaming agreement between carriers, service providers, or network operators. A
wireless network that “does not provide” packet data services to a mobile device either
20 does not support packet data services, or it supports packet data services, but the mobile
device is not permitted to use the packet data services, for example due to a lack of a
packet data services roaming agreement,
[0019] There are two main types of CDMA packet data networks with which
embodiments of the present invention can be used. The first type is a Simple IP (SIP)
25 network in which a mobile device does not have a fixed Internet Protocol (IP) address.
The IP address of a mobile device in a SIP network changes over time, with respect to
location, efc. Once radio link protocol communication is established between the mobile
device and a Radio Network (RN), the RN initiates an R-P interface between the RN and a
Packet Data Serving Node (PDSN). The mobile device is authenticated by the scrving
30 PI?SN via a RADIUS server and is subsequently assigned an IP address. The PDSN then
provides the mobile device with connectivity, for instance to the Internet, an intranet (not
shown), or generally an IP network. As the mobile device moves across PDSN

boundaries, it is assigned new IP addresses, as necessary. An “always-on always
C . 5 -



enbodi mrents of the present invention can be used. The first type is a
Sinple P (SIP) 25 network in which a nobile device does not have a fixed
Internet Protocol (I1P) address. The | P address of a nobile device in a SIP
net wor k changes over tinme, with respect to location, etc. Once radio |ink
protocol communication is established between the nobile device and a
Radi o Network (RN), the RN initiates an R-P interface between the RN and a
Packet Data Serving Node (PDSN). The nobile device is authenticated by the
serving 30 PDSN via a RADI US server and is subsequently assigned an IP
address. The PDSN then (Pr_ovi des the nobile device with connectivity, for

i nstance t o“emectshtaphilstdevign typinatlx metifies it homs herwer)of iGrowgeReadsicsy scathatl P

net wor k. ASpidi&s 0RPbd BusHEVicC Y i it _4s.assigned
new | P addrpsses, as %leces!s(_)gfggﬂ Af%sq‘gfs\%agégE{%?§EIC&£@§QQ?%%§%Flrﬁrglg?ﬁeyd'mcrrobi |l e
devi ce typi Hamp yeryer Praddsss is xerband koewn wrthomobileiepinn | F addr ess so t hat

packets canjgpggipushedyt Qedohd ftﬁ%n& L N0t aglgirﬂ! Berd & dn ‘&?thata]% ﬁ%gﬁs"l/%teo t he

server). Typically, the Hone Server | ss IS fixe

nobi | e devi ¢ hapoa satic Fhaddsess oridctt i pesigned by Mbbothe wirBlegsMeByorke e Hlomien whi ch
a nobil e dexLgep Fal; e r . Wich is.assigned by its
honme wi rel esg net%r k?lsﬁmhﬂ'&ggﬁ% E’F%%ﬁggrﬁgggcm?‘g% ’é‘@“%ﬁ%&@&ﬁ%ﬁﬁ into

t he nobil e @evPreign nesvark @ndrpftinipgs Wewl iper dapasessior, theeFdraigie Agent ehiabikinand

attenpts tQesfet LSS -oreian_ Agent .which is in effect a
PDSN) cormuniga? ggsm g ﬁrmt%ﬁgﬁﬁg%w}é tﬁcfg@?dgfé'aghg%ééﬁcﬂ%& %%Rgaéﬁpd 4158 t hen
assi gns t heaspigmsi the nybile slevige @4faze-of Addiesg€oA]. (thd) honENP uddnms bE aankhiless of a

nobi | e j [ remain the sane regardl ess of

Tocat o et ok NAGoRCLACLCIabPe SR kel H T GBS Kbetons | o
devi ce onl ydemigescortserviams sendaigdeata fotthe imobik: dePice anlgmessto knoty abbet iEaAme[10021]
Specific e%F@g&eﬁotqﬁeé and M P networks will be described in further
detail in relatfonto Fig. 3 and Fig. 4, respectively. Fig. 3 illustrates a
system used0§2di 15 Speclientxanates @f SIN aad MIPPEsvOrR Wit Woddscrifed0a Ahrtlen Fi Q.

" et or QAR SERAR SO ST BLER, Uil R Bl St i
tasks df a aRhditipatiomik aBigploBohet¢ekP) Layer and bel ow. The RN 106 also
fﬁmnbgﬁéigﬁ’,@”ﬂt ? 3%‘1&%&.“3’;% ndlgl;i% cﬁﬁ{cg ll&gcorrlr?rgl?niéa?e[s)svmh a;L Rgdio'?\\le?u[r)osrly’ﬂ{l%?ed 'n

106. The RN 106 performs functions such as call setup, handling handoff, performing

tasks at a Radio Link Protocol (RLP) Layer and below. The RN 106 also communicates

with a packet data serving node (PDSN) 108, A PDSN, used in third generation (3G)

20 networks, has a range of IP addresses and performs IP address management, maintains a
session, and may perform caching. A PDSN provides access to the Internet, intranets and
Wireless Application Protocol (WAP) servers for mobile devices utilizing a RN. It
provides foreign agent (FA) support in MIP networks and packet transport for virtual
private networking.

25 [0623] A Remote Authentication Dial-In User Service (RADIUS) server 110 is
tesponsible for performing functions related to authentication, authorization, and
accounting (AAA) of packet data services. It is also known as an AAA server. The
RADIUS server 110 is connected to IP network 112. The PDSN 108 communicates with
other network entities, such as other RADIUS servers, via the IP network 112.

30 [0024} The authentication steps in a SIP system such as in Fig. 3, generally
comprise system access authentication and data authentication. The system access
authentication is performed by a home location register/authentication center (HLR/AC)

as a first level of authentication. In a system access authentication step, the RN 106 sends
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20 networks, has a range of | P addresses and perforns | P address
managenent, nmaintains a session, and may perform cachi ng. A PDSN provi des
access to the Internet, intranets and Wreless Application Protocol (WAP)
servers for nobile devices utilizing a RN. It provides foreign agent (FA)
support in MP networks and packet transport for virtual private
networ ki ng. 25 [0023] A Renote Authentication Dial-In User Service (RAD US)
server 110 is responsible for performng functions related to

aut henti cati on, authorization, and accounting (AAA) of packet data

services. It i% EI S knOV@ ﬁls an, AAA server. The RADIUS server 110 is
connect ed t 8 §92 %‘F’ﬁﬂfgﬁ anfghe mqbilefnyige1d9d serdhmmspenseesThid step iscerfeymadet wor k
entities, sbebreabe GldheksiGAPeISHISRIdvers, via the IP network 112. 30 [ 0024]

The aut hent L@Z&A on sté\geps in a SIP systemsuch as in Fig. 3, generally
conprise sy acced¥xh it fih eftbeticyionasip idpedormeth ity saypiorily &ine byyst em

access  aut kRl f koW sdhSmBERER RATEAaIRY AHRRTRK hldei
regi ster/authentication cent er (HLR?A as a !f.?‘(rﬁg’:c}“?éeaeoe Pigpocol (CHAR)

aut hent i tat PYIT2§¥rd AuhertsiieicRawsoldBpRent i cati on step, the RN 106 sends
-6 a gl obal [oobey | engeg ttﬁﬂ:distﬁ@dﬁfg%ﬁxﬁingeag]&ﬁwﬂ@%né% P8 Qu&ﬁ&?igzgg)éfsr?éh' S

step is perforned before the data sesSi I's estabP| she xt, a

data aut hentYRely dhe data puthentipasion stapewill faili Sines therpiicad stgnddahdeftionrafans  of
known schemaﬁazw&@w&@e&k%&%kﬁ@?&%ﬁ%@%@g%}.&f}% }eg’%aﬁré%.tagc-q' 2fSHAP) 5

and Password Authentication Protocol (] ere’is at a
roam ng agr¥e¥ys camectet” mehileglgyine ftal sakpwedse epitaif tiytpicoalebyvityhe allat a

aut hent jcatgp8. Skgheribet! ad-gldl [ re.i.s..no «standard ‘definition of
what to do in such a case. theflgntgbtﬁggjﬁc}\g& Sgae“d uei’e%sa{)rr"{%f'ﬁgr.m%% Vi€ F el evant
to an "al wayguired o reapRigyisincsishieg dedianidati dopnatvn cery time these @ pdeigedn t 0

COMR ot andars, or oy b piokefspl LoehBde O cadatblyha o FeCBinatonn |
exi sting d&sﬁhﬁﬁ“e@a_tPé’PchW_ébwitbmh?MWyrkt buren tehemecti @tempC hamgewiwireldshe NI D,
st abl i Shoda ERBR LN, 1 Rlaud, 2 ATRB e, BB bl el B 1o
new wi riél eds requéesiisr sotiénits Boink ISefvar if therais adyltitangenin tancdrannaFsinider & Way 'S
Comm e 2, SRt b Rl R WM U RO Gt B SETSEIAET
gateway. Repeated failed attempts to setup a data session in such conditions have the
effect of unnecessarily increasing the amount of network traffic, and also reduce the
battery life of the mobile device. In addition, if the mobile device is on the edge of a
20 service area, there can be a “ping-pong” effect as the device alternates between trying to
authenticate on a home network and on a foreign network.
[0027] Fig. 4 illustrates a system used for authentication in a MIP network. In Fig.
" 4, the mobile device 104 stores a fixed home IP address, a fixed home agent address, and
may store a fixed home server address. The PDSN 108 in Fig. 4 can also be referred to as
25  the foreign agent. The foreign agent 108 communicates with a home agent 114, which has
its own RADIUS server 116. Once the foreign agent 108 finds out the necessary
information to communicate with the home agent 114, the authentication is actually
performed at the home agent 114, The home agent 114 receives all packets intended for
the mobile device 104 and forwards them on to the foreign agent 108, which in tumn
30 forwards them to the mobile device. The home agent 114 stores a CoA for the mobile
device 104 and maps the home IP address of the mobile device to the CoA. In Fig. 4, the
RN of the PDSN servi.ng node can communicate via a mobile station coatroller (MSC)

118 to a home location register (HILR) 120 via SS7 network 122.
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facilitate proper and efficient routing of data fromthe Hone Server to the
appropriate gateway, Repeated failed attenpts to setup a data session in
such conditions have the effect of unnecessarily increasing the anmount of
network traffic, and also reduce the battery |ife of the nobile device. In
addition, if the nobile device is on the edge of a 20 service area, there
can be a "ping-pong" effect as the device alternates between trying to

aut henticate on a home network and on a foreign network. [0027] Fig. 4
illustrates a systemused for authentication in a MP network. In Fig. 4,
the nobil e device 104 stores a fixed hone | P address, a fixed hone agent
addr ess, antP028hy st dite sathenticadorhaep is erMBEY syaddr ieclsde ThmitRDSNtckO8ccess Fig. 4

can al so be [ s. 25 the for.el agent.. forej agent 108
conmuni cat egﬁtﬁ\%'}%ﬁ}{tg’%ﬁ%%b a’&ghr?tcaieﬁfftg\%ﬁ%‘ gﬁo‘ﬁg@r’ If ¢ VW%ME%B%S@EWEW 116.
Once the fode: gmhagieaton, skpSofmpricts aopltrakityef BREL G 4¢: a Fortigh BRdnt Oitallkde

comuni cat e th,the ho ent 114 the authentication i s actual

per f or ned afvyﬂeﬁeemﬁg%lgggqg%“?gi"%ﬁ.a HREALR S “%@81‘&0 14 4oV (o owendy; po bé&'kets
i nt endeds f oAAAxheitteotication diep ol dLOMMNBHA futtfen@dadisn stBpMvisdie MN trfiResb@E @i gn
agent 108, wh tur forwards themto t vice, The honme

i.ch in 30 | ile
agent 114 s{ngﬁr“gesnoéje %Wo‘%&?r(gf & Mobi TeRISHERA 'Z:Oémmmrﬁ‘gg SPRED | P
addr ess of dtebesdmsm hendlgpehc erﬁccuatafwth@goﬁslatidjmstﬁi &n cémpﬁktﬁonle:%lN e N&éfgﬁesBDSg
serving no an. c nicate.via a ile station controller ( 118 to
a horregl oc_altgl"eg%(’fr %‘8&“"‘%1({81"0{'1 %LW OP%’?I\;'?@&" YUhenHeRligR sieps asls, thip ‘T‘gmi‘h#he
aut hent i cat them istcefisa toamigMpleemyat em i ncl ude an initial system access
aut hent j cat step, .as 1S, the case with SIP. wever, in a MNnetwork, the
subsequéht doggkpa aEt I@g‘\t% ilﬁisir‘?)tﬁs §t’8ﬁ%o%f‘ies"é§°r ing| @@y 2 pphodimed; ehpde sych
as: a foreigtseaganintiohal the bgrext pMAaERsstREvVIOE@hEIAeRy 8l 2 BERESerder BEGSaAgE
aski ng the rmtghlqe _de\zlh%e tbo Eie‘(?b%gﬂg‘); an MW\ 5 AAAH aut hentication step; and
an M\-HA aufRRidedise- g mqbdp de doRETpuBiAles ith She RN 188, Which pdumgan o | e
devi ce, AAAIdnmamiGANtStHha PDSNETIBAR ddscrited SddierS MY PDSNGE d3A cofnBRAREENt S @
hone agent. The data aut t}ggti cation step can conprise one or nore of these

| evel s. of atffthadeMeatersh 158 pssonipteg ity fhie makile dryiosdmt means nintermpliay 4 | s,

this ingi caleeBed, bith asiiNRfrted H MQ. TR Rodt@A I NDorB@E POBRNide 2hd RbUR2Bl1261 9. 5
illustrates a npbile device according to an enbodi nent of the present

i nvention 9 PHERGHDER D wirel ess network conponents and a home server
of the [0030] Fig. 5 shows the mobile device having a current blacklist 122. A blacklist

as used herein represents a collection of data identifying wireless networks that do not
provide packet data services to the mobile device. The blacklist is preferably stored in a
20  form in which each listed network can be uniquely identified, and will be described in
further detail below. Such a blacklist is in contrast to a preferred roaming list, which is
known in the art, in which a listing of systems or networks allowing voice services is
typically kept. Storing and using a blacklist helps to avoid unnecessary attempts to’
repeatedly access data services on the same wireless network; The current blacklist 122
25  identifies wireless networks that do not currently provide packet data services to the
mobile device and is stored in memory on the mobile device. The current blacklist 122 is
based on previous data relating to packet data service availability. Such data can be
obtained as follows.
(0031} The mobile device 104 typically has a processor and transceiver, which
30 includes a transmitter and a receiver. The receiver is used to decode information frames
received over the air from the wireless network. The information frames can carry higher
layer protocol stack payload and may contain payload from different entities in the

wireless network, such as a PDSN. The received information frames are passed to the
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nobi | e devi ce. The nobil e device 104 communi cates with the RN 106, which in
turn can communicate with the PDSN 108, as described earlier. The PDSN 108
can comrunicate with a home server 128 associated with the nobile device
by neans of internediary 15 devices, such as illustrated in Fig. 5 by
Router A 124 on the PDSN side and Router B 126 on the hone server side.
[0030] Fig. 5 shows the nobile device having a current blacklist 122. A

bl ackl i st as used herein represents a collection of data identifying

wirel ess networks that do not provide packet data services to the nobile
device. The blacklist is preferably stored in a 20 formin which each

li sted net wBYRESE2n Whish (hsngdrierinined bt net eenrscapfdactipn.| The teeswittérbie dsddnto
further det gdnld R&! BWair i IS St referred
roamng list, whi cﬁ_ ?!sguﬁﬂ]gaﬁpfr%ﬁ%htg%%r‘%,ﬁd%ﬂn e I gl%?sa&lﬁe%g? ?Hg’ed)fmcs?f/sgf'errs or
networ ks al KBfinfRImginndeangs corypayidads ofthjghiecapdry inkbpprotoStiatackg and usi ng a

bl ackl i st hploggy to aqg&gmygpg&gmn}/iﬁﬁtofi_he@p%&césgor tﬁﬁ&g t ed| %eg%g%gdat a

services_on the sane wrel ess netwo urrent SRS

i dentifi®s RickeldeBssenisqenytticntication frdwesioteivadr fren theywiprles indevopla ck etelldat a
servi ces t Opdet b @SN, .S St i.n, pepory on .t he nobil e
devi ce. The0 cél}??geg%&bl ackl i sl?gfg@g?dscﬁn agélﬁ&ogﬁ"bg‘gvi tgﬁsmog’élffgwgf‘ati fig to
packet dat age8emlstens reloting tathd dxchangSotiucil packecdun Bevicendutinhnadomiahed ik OWs.

[0031] The mRbklig i j € rocessor. and transceiver,
whi ch 30 i ncl po’leé'Q S e Ffhnldl B SRihe AR SSGRE A MPylon heGete 1 o
decode i nf CiOR@N dPacichdets servieiwledtiction reduestai In fespomed hetal regu@ssthaet wor k.

The i nf } r j.gh | ayer protocol stack payl.oad and
Ty cortoal oy o RA P e g L FebpcHetl the: @bl Fisgh i Tpeshe S5 BENBRR. cuch
as a PDSN. Prpiet rdateisputicei pfibentizttion flamenesTinr eviphss adtwakt hen pdfgpmocessor,
whi ch then i; h . CO f_ action. The transmitter is used to
send over taﬂg&gifcrm@ﬁégéshgf] fbglﬁggoﬁa%gﬁ‘%% %rha@él&hvﬁ"?(?f}gggccﬁ@ﬁ}ﬁ?rq{ "HEUN_ct ed by
t he procesdyiically Fens to the orolrile dovicef Iivewsg any yf thay kotesges barhdoglpeice, loaper s in

e, Br ccabyedabhio. b el AT P o0 N LB B e
recei ved f {1331 he wi Tied esbangetofigaiket data wetviceamthemitagon NgoRAGHE bedlata
Steps rel Attt s ThERESAREN ol ket R ota e bt aRibea i on
frames i s mobile device making a packet data call attempt on the wireless network. The
authentication steps are simply a part of the data call process.
[0034) The current blacklist 122 is based on previous processed incoming packet
20 datd service authentication information. When packet data services are not provided to the
mobile device, a packet data service authentication rejection is received from the wireless
network. Therefore, the current blacklist is 122 is, in particular, based on received packet
data service authentication rejections. The current blacklist 122 is also updated by the
processor in response to newly received packet data service authentication rejections. The
25 current blacklist 122 advantageously identifies a wireless network by its system identifier
and network identifier pair, as will be described later in relation to F ig. 7.
[0035] In a particular embodiment, the current blacklist includes a timer value for
each systemn that does not provide packet data services to the mobile device, The inclusion
of a timer value is intended to provide an opportunity to send a subsequent packet data
30 service authentication request at a suitable time, in order to determine if the situation has
changed with respect to the wireless network not providing packet data services. The
timer- value can advantageously be implemented as an age timer, as is known to those

skilled in the art. The selection of values to be used in the age timer 134 as shown in Fig.
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known in the art. For instance, an incom ng packet data service

aut hentication frane can contain a packet data service authentication
request. In response to that request, the 10 processor prepares the proper
response. That response is sent by means of an outgoing packet data
service authentication frame. The wirel ess network then perforns

aut hentication steps. Information relating to an authentication acceptance
or rejection is typically sent to the nobile device. O course, any of

t hese exchanges can conprise, or be separated into, one or nore
information frames, packets or other unit of data transm ssion. 15 [0033]
The exchangé c&i bphaské on dag aledgerafi systerm priamaterscandi thnlikelihoodeft dhamgeleswaben  t he
nobi | e devi t | - ' ical WAy in .the

Cont ext of PRaiirs, TRohLELE 5 LRhRE natTor KRbAR o be N BloBlint b B
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beneficial. For example, if 2 mobile device loses the information in its current blacklist,

20  rather than building it from scratch, it could receive a server-stored current blacklist. The
server-stored current blacklist can be stored in a memory of the particular server, or
another server with which the server is in communications. The server can build a
composite current blacklist based on reports from different mobile devices, This stored
information can then be re-sent to other mobile stations,

25
10038] Fig. 6A and Fig. 6B illustrate a flowchart showing steps in a method
according to an embodiment of the present invention. In step 200, in Fig. 6A, a mobile
device starts acquisition of a system, or wireless network, based on the information in the
PRL. and the setting of network scan mode as specified by the user. The system

30 acquisition can be initiated by any one of a number of situations, such as: turning the
mobile device’s radio functions on, changefloss of service; attempt to receive better

service; network-directed redirection; rescan for a preferred system, etc.
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m nutes to a nunber of days. For a wireless network which is the subject of
negotiations 5 to provide data roam ng services, the age tiner can be set
anywhere froma nunber of days to a nunber of weeks or nonths, to nonitor
for any anticipated changes. [0036] As descri bed above, the nobile device
mai ntai ns and updates its owm current blacklist. This is advantageous
since each nobile device can have its own particular abilities and
requirenents with respect to wireless networks it can acquire. The 10
current blacklist is preferably stored in nmenory on the nobile device. In
anot her eg[iéﬁ]i ment, information stored in the nobile device's current

bl ackl i st e traR8ff # pudem higs bees apquired, iTHepreigraplyndetasmined in step 88h
include a finghel B hstileBvibb AL BT ired b gcqgaﬁjmfe%igtfanomn s %%@%%@&@d

wi rel ess network has been passed to a server. Any portion a current

bl ackl i st CEHSEEORM BEBRILINAUSEPS Brpitipedmin bep APbIil & dgteniiged whetherrtbarot e
server, SUUDOR eluaibi diefB 87 4Bleosti1OF God e HENG! FRRER 630, B! P
stored. [0037] Thé server can gather curréent Information re atPng to
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can send a shék ¥96-264 6 SRpOMHE £ sed B 86K RIncoARIAN:E dRYIGE 1 1

particul ar instances where such transm ssion Wwo eficial. For

exanpl e, i fl0@#0hpbi | elndeicp 286, e Sleterraingd wdetiret thenadaniréd €DMb rsystembbackl i st

20 rather tpaROWL KDY, I SGL | 1:.60 geei rver -stored

current bl ackl St .A@he ' srg éw%t%afg%ﬁ%ﬁﬁérglﬁ%' Ebg?{;s'tﬁs%ﬁﬁgﬁcﬂg hs?tg%?"ed ina

menory of tinfcangte cemvenwhethey packetalata servitehere ssppared. vt éxawiplecdf siktearser ver
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can then bé in 2 CHMA2G00 netvinek. nobi | e stations. 25 [0038] Fig. 6A and Fig. 6B

i Il ustrateyggf] owch 1 [N t I 0.an
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devi ce st aptrgicgsaubuppoitahsink apretpet eavisiarof i ((L2@¥gelnae i irksuchasadodkn t he

i nformation,l ty f.n rk sca de .as .specified

by the use??és[h?g chfgétgghl %‘89%{:“3‘3? a?lﬁ%tidg{r%gs(?%ﬁcc g}e:,\%p . ?rget%égb “rg@}"’a?%’i?sdﬂ “f a

nunber 18f oiethod il nenfirsuehetizs padkar duitangriides arerppbiidicel, depeinaited, witdiegpettunct i ons

on, change s af. Lceq..attenpt .to receive bette seryvice:

net wor k- di édeg%eﬁgé%%?%%et‘ ietglr?; £t‘%'peg}c)'ma’tr’rf’ry 5 3”tp?1§1‘a§?r}se E‘%rf/s Pl sergfegs arey
definitely not supported. If the network does not support packet data service (e.g. protocol

revision < 6 in a CDMAOne network), then, referring to step 2@8, the mobile device
allows only voice and SMS traffic and notifies a user that packet data services are not
20 available. If the network indicates that it supports or may support packet data services
then the method proceeds to step 210,
[06042) In step 210, a determination is made as to whether the current system, or
* wireless network, is in a current blacklist. This is typically done by comparing the current
SID with SID values stored in the current blacklist. If the current SID is found in the
25  cumrent blacklist, the method proceeds to step 212 in which the mobile device allows only
voice and SMS traffic and notifies a user that packet data services are not provided by the
current network. No data call attempt is made in such a case.
[0043] If the current SID is not in the current blacklist, the method proceeds to step
214 in Fig. 6B (if the mobile device does not already have an active data session). This is
30 the case when the radio is turned ON or the mobile device cannot establish a data session
on previously visited systems. In this step, the mobile device attempts to establish a data
call. This can be achieved by the mobile device initiating a packet data call to setup a PPP

session and attempting to get an IP address. If the mobile device has already established a
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[ 0039] Once a system has been acquired, it is preferably determned in step
202 whether the nobile device is required to send CDVA registration. |If
the systemrequires registration, a registration attenpt is initiated. In
step 204, it is determ ned whether the CDMA registration attenpt was
successful. If yes, the nmethod continues to step 206; if 5 not, the nethod
returns to the first step 200 and attenpts to acquire a different system

St eps 200-204 are steps that are used in known nethods of data service

di scovery. [0040] In step 206, it is determ ned whether the acquired CDVA
system or _ network, égorts or may sugport packet data services. The

syst em wi | | S4335%eh iy Ray B Hdormapiitdte wéh ap &P aedrowy thgrreathns prpcgedecto sieat a
services arg15s gy 2180 theAo K WBRLE atinpBU RecdfinebPitle AdiaGRL RN, T ﬁxjaé‘esé)tsm ocol

revi sion of the RN, ekg rotocol revision greater than or equal to 6 in a
CDMA2000 nefifFRo step ki yvit differaagesh an indicator is not an absolute

guarant ee tfpaddipackein dad 2160V aEmifdon SHPRAGL S # NGARaR: RO R0k
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nmean t hat p"é‘@t‘éé’tlcaéiﬁ't Bassletlen bes nacket difp puvice authaicstinarrcicetiopds faqeivére 15

et hod i 1a S RNe el RAGKE : AficRiSRUWyCRE 8bRuPLaN BBy Hpar,

permtted, vmthrespect to the nobile devic this st
si tuat i ons ‘et esswpe tas theWssekl andPaseiord of the (dgvismare dnppo by st ndework his

net wor k dogge BOiceSHRR Uit tool?ecm gcg@»t/@cﬁﬁ Yd &g n(:ﬁvcglé ﬁBFnhg 8&? t.ﬁlaltaegl [34eQn < 6

in a CDMAOne -networ k), then, rrin oste evi ce
al | ows onl yigx0ig, HWdalSh@UF%tamf wil daid ambtnacmeesiaa seswicest det bpaksed. dHit a

servi ceg argmeMicadch AYial héRlefrod spfro&ﬂg taé%g@tt “Ht@%' HeLEDid H@J,céé or f s or

may support packet data service proceeds to i
[0042] |n Sdep E1YD of theswton ieaquront bleklivdtartss timenndtsaps tyhng to lﬂﬂll[e nt

t [ 1
done by 82ﬁf*ﬁ”ﬁ?ﬁ‘gﬁ?ﬁéﬂﬁﬁtﬁ"ﬁt“mi“‘*o““éf U TP HAG LR can BB B b’ 21 1Y
bl ackl i st lowving tgs piepribe Blebod grofoendn i §tep ZliemZBg iy, vate the delidel Blows t he

met hod pr Og??g%u& %ﬁg{i’c‘i %t'f srthm&?%z{t]gs%c nla\%e%tc\éé G r? p?owde(arb e V0! C€

and SM5 tr Ic an I es a user At a SN PLRLeg, not
provi ddd byemieek. current network. No data caII attenpt is made in such a

oot hodsf LN GHEL el P8t anbeer' D8 BH ER R DA BGKLRS e hO1F MTET O

proceeds to step 214 eV|ce oes not aFready
have an actysjan @lalpaﬂssw:kﬁt(m)a seivivies of sot. 3@ dobwe tieadeicatien chéuks madiher the t ur ned

ON or the gPstPén]l % ﬁl% &ﬁmﬁ?‘@[’aa&s?%& %mhh&r'mathg%geps oveI A" yes, it refrains from

making any data call attempts on that system. Otherwise, the device will try to reconnect
20 to keep the data session alive. If it fails authentication, the new system will also be
blacklisted and no data retry attemnpts will take place until the associated age timer expires.
[0046) If, in step 216, the network successfully authenticates the mobile device, it
is determined that the network provides data services to the mobile device and the method
proceeds to step 220. The method also preferably includes within step 218 a step of
25  marking the SID as “not reported”. Then, in step 220, it is determined whether any entry
in the current blacklist has not been reported. The term “reporting” here is used to
represent any communication of such an entry to a device other than the mobile device,
such as a home server associated with the mobile device.
[0047] Therefore, if there is a non-reported entry in the current blacklist, in step
30 222 the home server is notified of the SID change and any “new” blacklisted SIDs are
reported. If there are no non-reported entries in the current blacklist, a preferred step 224
determines whether the current SID is stored in a “once blacklisted” table. The “once

blacklisted” tabie is similar to the current blacklist in structure, as will be outlined below,
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on previously visited systens. In this step, the nobile device attenpts to
establish a data call. This can be achi eved by the nobile device
initiating a packet data call to setup a PPP session and attenpting to get
an | P address. If the nobile device has already established a -11 data
session, i.e. it is in a dormant state with an | P address; the nethod
proceeds to step 215. In step 215, the nobile device attenpts to reconnect
the data session. The process is simlar to step 214 with m nor
differences. [0044] In step 216, a determination is nade as to whether the
network 5 authentication has failed, i.e. a packet data service

aut hent i cat PAPY Bpleltt kesps pchisterical Yistdof #lh SIRs Siap hawt howkblatkiistedohithie adevi ce

i's authenti gati@artimd 'a.etwK:Héﬁ%DQE‘ﬁP ohéelt LENBRSHIS gt the
User Id and Password g?ot he dgviuce tare ﬁO\tf\‘n% B%'ﬁ%"% ﬁotra@% ‘?!’F me%t}? devi ce
turns out toOHEINH BN I heme iseryert of & Rleange timeiatus fof o eunrat 8D addtitis
Services  VieaioR&l fibm thd OnB!bIAGI S id OFF Ak ! ' AnsgrVvices
will be refused. | fmlo aSt hent | %:ﬂg?i f(l)grtl aﬁlMIt’st%'c %ﬁfgbﬁgﬁg%e@élgér‘%@ eie]%tswpgmst ep
218 wher® tHe meBile fevieediap seccessfully sstadishedaaide-estetiishedl Dparkettdam sysiinemit 0

current bl agkdrd Slormhid whersV T is 30 sSIARSo Al AG 4,0, SSLUP @ data session
|t - cflme

on the system unti he tinmer explres. I val'ué can be an age tiner.

Fol | owi ng ti@P48]st ep, In e #istiabie pmbodimest, ttoe SMettpd2f@themn ifehuges GAstepvier e t he
devi ce al | oWsshi® CRIr@RAGH] A | L user. that packet data services
are not pr o\g??jé _ by t hgldb %@ﬁetwo?Emfg%x'%]ng\ﬂh%‘ﬁ”?hgwa%v?ﬁlé ALYy bp

anot her sygcemmplisheds sirastthe hesak serwinethby képhepnedate syhtrespeaup @attrsaniag k et
data sefpVi GgeRb Lfveh Ly , vice then checks whether the
systemis in it sntggél%aer%zve lﬁgge%%?g?rwgggogh i %cﬁﬁin‘ﬂe W@h%td%ﬁ%esa‘gﬂ\)@."e 1 f yes,
it refrai ngubscabad wakE ngrcdesy sdarica @al be atfdrargit &cadinklyatin Sypiie edisesOtier Wi se,
the devi ce ppMcLk e keep the data session alive, If it
fails authenti éséiclg‘%r?%%t{@%%gv% %%/Tscﬁ{e)%%@mdlﬁ teoglflggatb&'e hOGCRTVEE P& MAdho dat a
retry att emgnrods fion theaieebifsl devéces miat belbhe tasiRoGinat @EHa QY the TROIRXBH i€S.

[0046] If, 4 . 2 N rk successfully authenticates the nobile
device, it? hlghgé ; et 8?‘%%%%%&?%3@%%&“%#&5 ‘i?“iﬁ%ﬁ‘&é?’ ﬂgiobﬂ%@er‘%eé’g@"?ﬁ) t he
nobi | e 18evir@ew sydern H¥heredrivocbileple vicepmierd Wp ifta®N 220egifibr Wikl thoskrak I8

Pepor o e %o Heblalobh Rt  obistly Hon it wer gy s gobin (e
current bl devitd c2n aheid detebripiegtions itk RNs. The term "reporting” here i s used
to [6049] Fig. 7 illustrates a representation of an exemplary current blackiist
according to an embodiment of the present invention. The current blacklist 122 includes
20 information refating to SIDs that are currently listed as the wireless networks where packet
data services are not provided..The current blacklist can be stored as a table, with each
entry, or row, preferably including the following data: identification of SID 132 a timer
value 134, such as an age timer; and a flag 136. The SID identification can include an
identification of the corresponding NID. The associated timer starts when the SID is first
25 blacklisted and counts down until its expiry, at which time the entry is preferably removed
from the current blacklist. The flag 136 indicates whether the blacklisted SID has been
passed to a server, such as a home server, with allowed values preferably being YES and
NO. An appropriate initial timer value can be sefected, after which, the SID will be .
removed from the blacklist, for example, one month. When a system with a formerly
30  blacklisted SID is next encountered, the availability of packet data services is rechecked.
In an alternative embodiment, the entire current blacklist can be reset or cleared when

radio services on a mobile device are tumed off,
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represent any conmunication of such an entry to a device other than the
nobi | e device, such as a hone server associated with the nobile device.
[0047] Therefore, if there is a non-reported entry in the current

bl acklist, in step 30 222 the home server is notified of the SID change
and any "new' blacklisted SIDS are reported. If there are no non-reported
entries in the current blacklist, a preferred step 224 determ nes whet her
the current SIDis stored in a "once blacklisted" table. The "once

bl ackl i sted” table is simlar to the current blacklist in structure, as
will be outlined below, -12 except that it keeps a historical list of al
SI Ds t hat h&% been bT'&’é‘ki’rFst"éH'Pw affspagt epnditigns irelet which alrrmqmebiaddlst bfat he

current Sl Dpbgiohfhdrdd®, is Qi@ﬁl‘é'd b%}ﬁﬁé?'rés%f goq'c'iltltbﬁ%c? a p{oﬁ%mrm{[ hrgse %ﬁﬁ to

notify the home server of ange I n status o e curr ft is
removed fr of§TEhdimesyesst B*I"E!L{KJIN 4% egtd thirgfer tol ﬁnynmstpndcr(euaheashaxdzrprooasags to

step 228, waglp p%u}cﬁﬁg Bﬁ Il e HRUAE Be IS o %Cl%???]; leyd%f ﬁgﬁ?dugfaﬁ@’ W{B‘hever

re-establi shed a packet data session an
it is dohe Sw&Frt higeldist isde dr vieagddZbaexaplx 8] witalesametaloties maty mehetlagt ment ,

the met hod furtiRes cLe’&ﬁ%ld‘ﬁg&?e t"-?—ﬁf géc timeUSHHD &abgoxr?u re%ﬁ}kf)‘lg% kI [ E\i"cf roma

hone server to a no eV| sECcan Teasir e the
hone ser ver de%gs dpeounqst ﬂlapwtrdeﬁamemﬂctlhatteammcwtm adqa.t:a [raeladmdﬂlg sdilices

agreenents ey Vi rOV|de o e devi ces
t hat have BIQE)hs?%P/ Q% dn c\%& tﬁ és?vav?i tr"é |[(F'a‘%ss'sc g @emgéf# (gcélcfﬁfCBF d’laﬁgfb‘ércﬂl ngly.

| n sone casé#&mativgls bc bleatcdilmhsxt thcmbbedaz@dﬂmmdtoéf, otwh@nthe bévaekd agb if or med
at the L\Lg based on the reports fromthe nobile devices that
belong to t%e sanme carrier. If the information is pushed to the nobile

devi ce, thel905] pr ovﬁéiemobd«/éwm cumAlG Cigartiioe @tlma&udcﬁt iﬂﬁt\kha&‘n fiRpéise 1 15 a

new system evi owers u registers wth the
server, prg\gglr%@g can “é‘g° fo‘% F YHEg ?fr(i?ﬁfhi“% B‘F’“ﬁiﬁﬁ ?’E/n‘f]]f’?ge in

bl ackl i st eobrsylslpmng oscaumbraicatiquamimtére suclews aer Qarbrqaéguwd;rdiat SIPor$i@hnat i ons
in such RNs, +%O %]m fl.%r 1 gjst.rat es ar %{ {{' ﬁtlon of an exenpl ary
current bl ac acdcor 8i nogblf: CHRC BgYFigRTH Tasthe et jresente- ?‘HY,‘é‘H’E‘Tdon The
current 1%| aciki nm pa.tﬁfheiencI’l‘.hdq:sowéi&uh@f)@bmbm&ké oladd bG thePaiSbORakilagy. are
etwor ks where packet data services are

currently |II stth L .as 0? t}g wi rel ess g
not provi ded. "ThE ¢ OF rdhBISeHE P RYKSRRing 1576 (Pogditign. te| Bobilg feyicsach
entry, or r:mequmryeclam yhe agterdbRgklishas iomhpWongngatha: validgRtight 6AatHeon of

SID 132; a | i e
angcd parameters,

{0052} Whenever the device re-establishes a data session after being refused
20 service on one or more other wireless networks, it can send the list of blacklisted SIDs that
has not yet been reported to the home server, In addition, the device also maintains a list of
SIDs that were once blacklisted, but now provide packet data services. Once the device
notifies the server of status change, the corresponding entries are cleared. When the server
is notified of the status change of a wireless network and that the wireless network now
25 provides packet data services, it can also notify other mobile devices of this status change
s0 that all the other mobile devices can clear the entry of that wireless network and will
not avoid data originations in that wireless network.
[00531 Fig. 8 illustrates the relationship between a conventional OSI network layer
model 138 and a similar layer model 140 for a typical mobile device. A device driver
30 layer 142, an operatiﬁg system layer 144 and a radio layer 146 can collectively be referred
to as a radio section. The J ava/Radio Interface 148 facilitates communication between the
layers in the radio section and those in the Java section. Although the applications in this

example are shown as Java-based, they can be based on any other high level language.
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val ue 134, such as an age tiner; and a flag 136. The SID identification can
include an identification of the corresponding NID. The associated ti ner
starts when the SIDis first 25 blacklisted and counts down until its
expiry, at which tinme the entry is preferably renoved fromthe current

bl acklist. The flag 136 indicates whether the blacklisted SID has been
passed to a server, such as a honme server, with allowed val ues preferably
being YES and NO. An appropriate initial timer value can be sel ected,

after which I the SIDw Il be renoved fromthe blacklist, for exanple, one

nont h. \Wen a systemwith a fornerly 30 blacklisted SID is next

encount er ed™® qﬁéa SePHPT Wpivfgsaays Vﬁﬁ’ék@@“ﬂ%& layes dpY prded Jgva Apgligpliensddyer | n an
al ternati versanbpdi §BRtshowdIf Bt bR ﬁucha%W pedfoRfild histhe F8s b&‘enﬁﬁ&ﬁ&s e

cl eared when radio services on a nobile device are turned off. -13 [0050]

There are tWiotsppiag, gthopgls ey @t?bicﬁ"?’i"é‘h@%h@lé‘?rfqm% At e Wﬁéﬁ?miﬁ%ékpl st, or
a portion jgheseqls, 1S cleared: a tiner reset condition and a provisioning
reset condition. The term"timer reset condition" is used to refer to any

i nstance (<88¥tlas exgie goaye-dessribageembadivpants qfdhepessgt Brention areHatengdsitp
device or igeSelAHIQ) oM@eJ‘\ﬁerﬁﬁbn's nmowfféh{?dns %E!r\yanapontshﬁays be Urfetiah M ekl i st
is to be cleared. For exa a wreless network's entry in the current

bl ackl i st |RartEulas pEbOdiBHeHS n&ibpw)f@kﬂll in gheaaglewithonpdepaning &rom thescopophthe t he
next time trh@enﬂgp'wlﬁch 198éﬁn§@scﬁagﬂg%%§a%n§ E&ﬁ)tend@drh@xle%ss network, it attenpts
anew to acquire packet data ser on the system in case the situation
has changed. A nobile device's current blacklist can alternatively be

cl eared when the nobile device is turned off, or when the device's radio is
10 turned off. [0051] The nobil e device can also clear the entire current

bl acklist in response to a provisioning reset condition. A "provisioning
reset condition" includes any change in “provisioning or authentication
parameters, such as user ID or password in SIP. Such a change occurs after
a nobile device is provisioned for the first tinme, or re-provisioned 15

w th new paraneters. The provisioning process can take place over the air
or manually. In the case of the occurrence of a provisioning reset
condition, the nobile device automatically clears the current blacklist as
it my no longer be valid in light of the changed paranmeters. [0052]
Whenever the device re-establishes a data session after. being refused

- 15-



20 service on one or nore other wireless networks, it can send the |ist of
bl acklisted SIDs that has not yet been reported to the hone server. In
addition, the device also maintains a list of SIDs that were once

bl ackl i sted, but now provi de packet data services. Once the device
notifies the server of status change, the corresponding entries are

cl eared. When the server is notified of the status change of a wreless
network and that the w reless network now 25 provi des packet data services,
it can also notify other nobile devices of this status change so that all
the other nobile devices can clear the entry of that wirel ess network and
will not (ﬁa\éoi d data originations in that wireless network. [0053] Fig. 8
i |lustrates’the rel ationshi p between a conventional OSI network |ayer
nodel 138 and a simlar |ayer nodel 140 for a typical nobile device. A
devi ce dri,ver ,30_layer. n eratin stem | ayer 144 and a radio
ayer 146 oan M uEE R aMRARF PR B kY B R R P s Hefe

Java/ Radi offtued by vaclessid8votiaciht iobtledveonvmpmiistat | on between the |ayers in

the radio sect|on and, 119984/ Do daya o6l LM AhbhoUIR Lhe.APRLI cati ons
in this exanple are shown as Fh e paded” 't?ley ¢an pe based on any ot her

hi gh | evelwiklsoneageks; - 14 The Java section includes a Java Virtual Machine
| ayer 150 and ?m%%X%,Appl ications |ayer 152. The steps shown in Fig. 6 are
preferably perforned’at the layers identified as the radio section,

al t hough t hey mpacketldeigseraiceaiél?l) bbreklpe pfovidedth thd methay| thymacketiddenerivicesed as a
Java secti . . : - ri | : nt

i nventi onbfé?kehsl ar?t[’3 &%@é]dd%g% ‘%lé?e%ég 3%%?%5 k@ﬁ?@/&{{ﬁﬁg ledrgggcfkgtnugga S%r%?legl{ogge?i ons and
vari at i ongwohegddyeefid @eteeldrited it thet thppackétclataaervisatdakhe heisg bysed tiose of ski | |
in the ar j | : . . ] i Lch is
defi ned s%ﬁeve)q"?/p‘%g&‘%‘ﬂggg‘fr‘g‘k%@%@@ﬁg‘ggﬁ :%g?@?i Sgg?éé]%tgﬁcpnfg&q '.V&Re Sr?o\pﬂﬁge devi ce
(104) adapleekdist endsupport packet data services and voice services offered

by wireless ne%(ﬁgta&éé:ﬁyr férrﬁgddmgg!egﬁ%ﬁwa??se 2 Uaﬁlhl?gm r@sp&{sgfbstfeww er for

exchangi ng pac ata servi entication rnformation wth the
Wi rel ess reetivistiagket éatmﬁquﬁg%uthentication information.

2, The mobile device of claim 1 wherein the packet data services blacklist comprising
any one or a combination of the following elements: a system identifier and network identifier
(132) for each wireless network not providing packet data services to the mobile device; a
timer value (134) for each wireless network not providing packet data services to the mobile
device; an age timer for each wireless network not providing packet data services to the
mobile device; and/or a flag (136) indicating whether an identification of a blacklisted

wireless network has been passed to a server.

3. The mobile device of claim 1 or claim 2 wherein the packet data services blacklist

comprising a composite packet data services blacklist received from a server.
4. A method of data service discovery for a mobile device (104) having a packet data

services (122) blacklist comprising:

detecting a wireless network;
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a packet data services (122) blacklist provided in the nenory, the packet
data services Dblacklist adapted to identify wreless networks that do not
provi de packet data services to the nobile device,and characterized in
that the packet data services blacklist being based on previous packet
data service authentication rejections and being distinct froma voice
services blacklist; and a processor for updating the packet data services
bl acklist in response to newy received packet data service authentication
information. 2. The nobile device of claiml wherein the packet data
services bl acklist conprising any one or a conbination of the follow ng

el enents: a sy e ,

Wi rel ess net vvo? a%{r?g%gﬁ%%/%kgﬁ (%taasgqu%%%i\gg(ﬁlgt Skogfgdr}%ﬂ %éelgl&fdc(d%ﬁlgé cﬁ:ﬁ&it@rﬁg&;\“ ce;, a
timer val iethft: ) paplst d@@wlwsrbé«bie@sbmmwm firron a poiowvicdiierg bpaidket dat a
services to th n I S networ k not
providi ng packgtt %egt%%gg\gl}%:%gm&k lsqg%d“ tgg Fa&(géjeﬁg%aw& fég?ﬁa flag (136)

i ndi cat i néclgiengeom amkinglemtiagiet dati 9411 aptempts ragkddewstreided wirpé bewse;pad wor k has
been passed t0,@q34k) cﬁ:[en‘ﬁ@n Iﬂﬁtﬁpﬁ&%%eg&meﬁﬁ)rﬁ) roGiadd ;SpclLet%tagé Ec@tg wher ei n
the packet data services fg conpri sing conposite packet data
servi ces HBlearbilp d¢vigeerndiagdiae the orinelessratwark to the paketsltacearvists bladksistdbhei ce

di scover Y uf QfeseheRRk les A6MrG el phOf dmg/érages% &@%@f[c dal@ services (122)

bl ackl i st conprising: detecting a wreless networ -16 exam ning the
packet data services blacklist stored on the nobi I e devi ce, characterized
nthat :sthe PROKSRoUREAISERHERSIRIBGK! B e 86 dioRldAG! it hamea@ voi ce
services blacklist; If the detected w réeless networ ste In the
packet dafidcrauniys whahasthecwraast notwprkfspprions daja fordeA. maki ng any packet data
call attenpts for a predeterm ned period of time; and otherw se,

determ ning whether the wirel ess network provides packet data services to

t he nobi | & devltcancladpf slam hgr ¢ipim vhestia g sipprhdeaminng whetkpitheet dat a

servi ces Rlraedslnblord frotilg pa&ef@dt@%w&%ttc\/\m% Klog@@&avﬂ:@t:orgﬁx%\éé geskpeket data
services to the nobile device. 5. The nethod of claim4 further conprising,

prior to ’t‘%’é‘m%"’élﬁgg‘?“&?é‘éﬁvﬂfﬁ Oﬂt&ﬁ‘ew%?@ﬁ)n%fv“kdet erm ni ng whet her the
wirel ess network supports data service. 6. The nmethod of claim4 or claimb5

wherelnthe step of determnlnglmhether t he o o
7. The method of any one of claims 4 to 6 further comprising any one or a combination

of the following steps: starting an age timer associated with a wireless network that is added
to the packet data services blacklist; clearing an age timer associated with a wireless network
in response to satisfaction of a reset condition; notifying a server of a newly blacklisted

wireless network; and/or receiving a composite packet data services blacklist from a server.

8. The method of any one of claims 4 to 7 further comprising the step of clearing the

packet data services blacklist in response to a provisioning reset condition.

9. The method of any one of claims 4 to 8 further comprising any one or a combination
of the steps: sending a notification to the server if @ mobile device finds a wireless network
which was not previously providing packet data services to the mobile device and is now
providing packet data services to the mobile device; and/or sending a notification from the

server to other mobile devices to clear the entry of a wireless network which was previously
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wi rel ess network provides packet data services to the nobile device
conprises the step of authenticating the nobile device on the wrel ess
network. 7. The nmethod of any one of clains 4 to 6 further conprising any
one or a conmbination of the follow ng steps: starting an age tiner
associated wwth a wireless network that is added to the packet data
services blacklist; clearing an age tiner associated with a wreless
network in response to satisfaction of a reset condition; notifying a
server of a newy blacklisted wreless network; and/or receiving a
conposite packet data services blacklist froma server. 8. The nmethod of
any one of clains 4 to 7 further conprising. the step of clearing the

packet datdl REeyidipgracke)daiaReryises Guhcyrgabh SPEHEREPIFH 0318 FEHFHY r eset
condition. 9. The nethod of any one of clains 4 to 8 further conprising any
one or a nmbination _of the steps: sending a notification to the server if
a nobi | e (C]J@vi cé “F‘?ﬂﬁ’ﬁlé’faac\ﬁtrdéiaég‘ggﬁ@?\','%?ﬂon i"&‘ﬁ’?%’éﬂ“ﬁ‘b‘%’ tﬁ? BUFEHs| y

provi di ngnpaekahcitBiga &ekey {108FantQ@ riddge aBhid (@04 aué Gehanebnisisiigw provi di ng
packet data ser vié;les to the npbil e device; gnd/ or . sgndi ng a notification
from the SENVPEA!HSEYRAFEHTRIME GGV EROEEIWP I T Y Ent ry of a wirel ess
net wor kI whi ch wasvig e\séroé,tss{t(yed p(-jawet Agh-s@f vy (dtl)@ial@ﬂ&kﬁbrﬁﬁ?h@. wsxereysikces OIbut
currently is pravidin acket data services. 10. A nethod of packet data
Corvroe Lotiel R Gy AR P ekl Faidb e ity arvBrble ol B8Rl nerudi ng
a server (¢Ha2@)eriaddin dhanDik b@valerradealidkddata sdrfies bRtROb«igNdistingt fign a recei vi ng
at the server are jstlrat%don of a newy powered-up nobil e device;

retrievi n&"‘&e%eé"r'?)’éﬂ-aglf 6F 8% packet data-services (122) blacklist identifying

wirel ess net wahdisg thoatrvetaanat papkad dita eerpiacieickidhd framsied sehee® thondwhe new y
power ed- u riz server-stored packet

bj | ice, h t inthat ; .
data ser vF%”g%e%Vp:IERqréléjg‘%ﬁ%fogbe%%q%§? S?ﬁé’?fg?rlf’)gﬁ Oﬁngﬁ%?%fgrgggﬁli ces bl acklist;
and sending the server-stored packet data services blacklist fromthe
t h w d: il e device.for. {i t
AR TRE o I R R B S T

(104) in aatascrabedlckiat, wonprisafg: a packet data services bl acklist,
conpri si ng: neans i Vi istration of a bﬂg\ye%ceoomered- up nobile

: s}“oor g axbd rﬁ?rg dewly powered-Ip mo
devi ce; nmeans &P FA{FEEIERAIH BRI L MRS PO CRE N8N 8F Y st or ed packet
data services (d@®jor rdtiartie] frsi a denty dfyhargrvet s ebred pachétdamrskyiceh@df2)do not
provi de pgl%(ﬁc%tst igeaﬁtti?yifge\{fi\r/flzlgsg%ct;[wgrkts Ve 88 r\{\é{)t)f)rovide packet data services to the newly
powered-up mobile device characterized in that : the server-stored packet data services
blacklist being distinct from a voice services blacklist; and

means for sending the retrieved packet data services blacklist to the newly powered-up

mobile device.

12, A computer program product for data service discovery for a mobile device (104)
having a packet data services (122) blacklist, the computer program product comprising a
computer readable medium embodying program code means executable by a processor of the

mobile device (104) for implementing the method of any one of claims 4 to 9.

13. A computer program product notifying a mobile device (104) in a wircless network of

a packet data services blacklist, the computer program product comprising a computer
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power ed-up nobil e device characterized in that : the server-stored packet
data services blacklist being distinct froma voice services blacklist;
and neans for sending the retrieved packet data services blacklist to the
new y powered-up nobile device. 12. A conmputer program product for data
service discovery for a nobile device (104) having a packet data services
(122) bl acklist, the conputer program product conprising a conputer

readabl e nedi um enbodyi ng program code nmeans executabl e by a processor of
the nobile device (104) for inplenenting the nmethod of any one of clains 4
to 9. 13. A corrput er program pr oduct noti fyi ng a nobile device (104) in a
W rel ess net cket data erv ce ut program
pr oduct céer?%%@%ﬁnﬁfgm% e‘é’(‘%‘ﬁ%u’%gé)rr ogran go er%‘?a%%ie%u ?Pi lfyuarﬁrg?%sé)ayftﬁ%g%r ogorram code
means exemuﬂglabérem@weatepsofcessor of the server for inplenenting the steps
of : receiving | on ower nobi | e devi ce;

retrieving fro%celgﬁ%gr%mhatfmt ?3““’1 fa"r’v}éra'38 ng}ogge% ccﬁ’et data services (122)
bl ackl i st i dewtneﬁfylgrﬁrgwa mehasg sf uhesmlastdrchatacmdmmmmwmZaaablpekhktet dat a
servi ces IRuiDRL AR RRSLET: SR BRULE AR E8 ahanapL et ediat hal . t he
server - st or ed° pack services AR ST ng SMRet G a voi ce
services bp aloklllq Wgce,&hdae;endd mghdthtbe seevans@vceld)api@t&m sedad:ea beklisi ey

bl acklist 4404 Hgmqulc¥§f§?¥\&rb?a%k r{mbl |l e device. 14. A wireless network
conprising a serve ng to claiml 1 and/or at |east one

mobi | e devi ce ftd4) thacgurdi n@ktt@laarsyrvatneblacfkhetltalhamewytp@weredﬂmgmblle

device.

14. A wireless network comprising a server (128) according to claim 11 and/or at least

one mobile device (104) according to any one of claims 1 to 3,
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