; e3ep* p%V4 * 6* T*  DESCRI PTI ON CONTENT USAGE DEVI CE AND NETWORK SYSTEM  AND
LI CENSE | NFORVATI ON ACQUI SI TI ON METHOD 5 Technical Field The present

invention relates to a content usage device and a network syste a
license information acquisition nethod for using a content JWW@WMME
digital work such as nusic and video using license inform ted
froma server, and further relates to to a technol ogy for effectstigee use of
| i cense i nformation. Background Art In recent years, systens that

distribute contents that are digital works such as nusic, video and ganes
via the Internet or 15 digital HESCREPTIONave been devel oped, and a part

cont ont <O EENTT ARBRE P G ch 20Hb° Rediiarke B ThM o B2t B ne

nunber ofINFERMATION ACQUIB IO METHIQDES, nDVing and copying of the
di stributed content, has al so been exam ned froma vi ewpoi nt of 20

copyright protection, etc. The conventional systens, as disclosed in the

Japangserhghtiidaan nt Application Nos. 2000-48076 and 2000-203439, have
been nnde#eﬁ'?ﬁqhgfé‘gpser ver distributes information (hereinafter referred

to as "licenselhefpresentdn\Veritiah el atese¢ssaico e rftolis§g8t ¢avidesaag and
rule, and a plurality of content usage devices on

restrict coptent usage rul e, . . Nt €

a netmr'ﬁeg‘ggfgn?%ﬁerm Rdofdicengsrinfornating asALdsitieri me Ifoeense
i nf or matyi ' ' fi tha: t i, t he
| i cense fﬂ?‘gfﬁqﬁoﬁtﬁgﬂﬁ%eﬂa@@% Oeﬁésjsequ\élgré)si é?@%ﬂ:‘géﬁg %@%‘ﬁﬁ?ﬁ?%um
content licegse defoomation distribarteenfrormagseateerc and €areher penitery ta'si ng

the . c p.nf tkon | d.by the content usage device itself.
HoweVer eﬁ‘?&‘&ﬁéﬁf{g@t rtﬁEfeeé%hVédﬁ% I“E%HF@HP%SEB'@'GBW ce and network
system only the content usage device that requests the server to

distri buﬁ_e i(he | icense informati on can receive the license informati on and
use it. HRASKArOURELAd&nt ent usage device 5 cannot use the content using

the Ii [ ' ' [ h if it t hold th
| cense. i nf or it acent vEeRrr RHEinb: ORL BeRfib e, conterta EnaBatR hol ds
that |iakigstali wiarksasuch. ashaiusie, aviled il e <ivigl the tiitthiedchr of the

present j.nvention is, i.n 10 consideration of the above problem to provide
a ciﬁt end'gtﬁ@gtér%%%%t'ﬁﬁdhﬁvﬁe@%ﬂm%\f/@md,ahﬂdaa Inagdrefethempisraovon

acqui si tinon pRuRACFE PipaickRAN USkY YN UibtiBlEM ¢ VHEILB AL iyt od
methodology of content usage control, which restricts the number of
reproduction (play/playback) times, moving and copying of the
distributed content, has also been examined from a viewpoint of
20 copyright protection, etc.

The conventional systems, as disclosed in the Japanese
Laid-Open Patent Application Nos. 2000-48076 and 2000-203439,
have been modeled so that a server distributes information
(hereinafter referred to as “license information”) that is necessary

26 for content usage and restricts a content usage rule, and a plurality
of content usage devices on a network system at home (home
network) use the content using the license information distributed
from the server so as to reproduce it.

Also, the license information distributed from the server is

80 held by individual content usage device, and the content usage
device uses the content using the license information held by th.e

content usage device itself.
AR
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15 Di sclosure of Invention In order to achi eve the above object, the
content usage device according to the present invention is a content usage
device in a network systemincluding a plurality of content usage devices
that are connected to one another via a comunication network and 20 use a
content which is a digital work, conprising: a |license managenent unit
operable to hold license information that is distributed from outside of
the content usage device and enabl es usage of a content; and an output unit

the content | 1valves®h BRoo il AR Gkl duoheT Ginah it deWiimroi h

the |iceisg menwaeResystert . oHRPRheeeBhteRY @si§8Uesyicd thiateréGuests
information fromthe output unit, requests a |icCense nanagenent unit of

anot her Wentsgiversdge distiibateothealiceaset hafotratiin i eanr naceive athie

acquires; i ' r i nd es t ired |icen Q.
nior matieies FRETRAGOE B B8g A7 EREEIS NG, EERREBE usefiR BRvIc,
conplsi anggnmbt husbetthé cenneendf@simgy ithe Presee finpdtrhaeidh canseipapagenent
unit. -2  Accordingly, the |icense managenent unit requests the |icense
managendhe e serves ibiikedoemtainhold ticgnse tnfarraasiat ionéselfzense
i nf or matyd i i i i i ] uni t
of the connar thedsHe e Cohtent 0hgedeSIaE Holds tfat IRETEe FAFRAAREIn.
acqui resThakt isia@rodleniormati on fromthe other content usage device.

Therefore, a user can erate the content usage device and use a content on
t he out put uni@c%‘?r(ﬂﬁ‘éﬁecoﬁ?%n@%@ége Qfg\/‘il'!%,%éﬁﬁe% dnvenlien ige IRcense
i nf qipetégisieritatfo HSEF e oV Yro r id RO S uni t
of the content usage devtlﬁze accor dPngB{éorHt?hgo pélgjsave'nldtepﬁ\slcg)ntl on sear %es for
t he |i cedeviaemaagkaenetwoirk sfstem, et hoenset infeagratien aequisitidnl ds
the license,.information. . and acquit.es the.licensge informtion fromthe
other |1 EBToYRbguBrtalY S5 ERRsd Intoi RS forngebEibuBRA FdhcBes nor
hol d t hesdvagnse i nformation requested by the output unit. Accordingly, the
| i cense managenment unit specifies only the |license nanagenent unit that

hol ds the license information anong a plurality of the other content usage
deviges 6?56?6’#'??& bg ltrpv&m:p(?;‘er the license information. Therefore, a
wast'ef ul request of 20 requesting the license nmanagenent units of all the
content usage Inevoabsr to tacnsver thee dbeeasebijetyr thie aortambaisaget ed.

Al so, the |]jcense rranag meEI:t\ unit of the content usage device according to
t he presERY!GHRASKOrEH 3:}90 ¢ RUGSAMHY Y ¢k 0BskS BrCQitaMsHsageA@MIC8n from

the lic iy 2 : | cui
bt hent [ afencr TRy st 6L dIA7E BIVRNILORE ReineerfiisaRd BRvices,
i nf or mattihat, aeecomnectatkto icw anatherge@eatcammupichkie nt hetwotrkrandcense

manage upi t i ,. the LLicense mapagenent .unit praohibits the
onat 1 hese8 watlBICIhTE  is o ABAT YR RE RESTRETab: P & nteBse 30
Accor di nglanadentenet uRik sysrehid s halgongenset qafgphidtianP!tiaal iy of
content usage devices at hone, for instance, the content usage device

out si de @istfibuteddreahmtddgunf shensonteatsesage device and enables
usage of a content; and an output unit operable to use a content in

compliance with license information and output the content in at
25 least one manner of a sound, video and data, wherein the license

management unit, upon receiving a request of license information
from the output unit, requests a license management unit of another
content usage device to transfer the license information and
acquires the license information, and passes the acquired license

30 information to the output unit, and the output unit uses a content in
compliance with the license information passed from the license
management unit.



information fromthe |icense nmanagenent unit of the content usage device on
the home network systemif the content usage device outside is judged

unaut horized as a result of the authentication by the |icense nanagenent
unit. Therefore, the license information 5 can be prevented from bei ng

| eaked out. Here, the present invention can be a content usage device in a
network systemincluding a plurality of content usage devices that are
connected to one another via a comuni cation network and use a content
which is a digital work, conmprising: a license 10 managenent unit operable
to hol d |i censRCEAFSINEHY ofhenalicensei sneinagen entonunitt sietpuebts heheont ent

usage dep} n age..pf tept; and an output unjt operable to
use a com:gﬁtSQi ﬂnggﬁﬁﬁt@ \?\‘ﬁ'ﬁ Pﬁcgﬁ‘gegﬂﬁ?'érﬁ%??%rﬁt a‘r‘lgagﬁt pdtﬁv'Fﬁ’e teont ent
in at | etransfies thenhieenske imfoenrakioni sea a?ft?.lﬁé%ait. WA 13, Ld\FeRYF RHE 19

o]

sts the |icense managenent unit t he ot her content usage device

it
;J gl t r;ﬁgﬁg?nﬁﬁcwgﬁm%mﬁ of fheseqnitest usage idevise daesrmat hodd and
. . N . . . o
Accord o Teense FAMRrhaih N dcdOf e Ifceisd TG AL B0 fhtbeor «ne

ot her cootleex mﬁmUmBa:@etdeVi@msfGT’hérI“m‘olrbt;e@Sﬂséﬁf@éﬁabP@?a@EdtﬁéqUi res
venif t ent usage

it. That_j e license managenent unit of the con
devi ce d%%@t%& qﬁﬂ%t&“l@c@ﬁé‘e“ﬁﬁf%r%t%@ omhéhgueptputininitosf that

content ¢oagent eiagR davidsdHi M EET N ' of her
content usage dev:a_ég? 251Th'e§gpg?§é,%eraé§u"glgf f@%&%ﬁ%f"é@ﬁﬁégm gﬁ{' Ih@age
devi ce dheedseffectintlynt on the output unit of that content usage device,

d I he i nf [ b ff ively.
Fur cRrmor o, ther By i TERGaht PEANERRPERE HBTt.l tog @rntapldsag o

pl ural i tgevicd iactordongerd theapeedenitCigs eitiont se A e 1 r3th 895000t ent
usage device that are connected to one another via a conmunicati on hétwork

and use "Rangdemenhuntiof theiqfihen coptentwsage devieef that haldisetheusage
ot or mat S eEnfBrAERAT ad ACPARESTPAL f1080sEREFRnGL Qontrate Hiege:
dovi oo Al emHoas umaagemenvuds) wived e uenst WEdagerigRt e use o
at fl astd&o%%q{:@:nh&l& gth%‘@&m&, pﬂfie%eaa%iﬁ@ peayested I%\égb@doubnuérunitsage
e ot nt Fredtinglp thlitaRSEYmd dsq et P BRENRLS Ay flet e,

first cgntent usage dévice, upon recelvin regue
from t he! @RgRIManag esneniaitrdratcholdsth edagm sieinfoenh a 69l agiohfea ot her

i dentic fLf: j e device or the qutput unit of the Second

cont ent %tjlsjggyge@fglétérgrtgﬁe‘g@@g?ﬂg qsia(g&,@@vdﬁﬁa Qn&’ﬂuﬁﬁt it b¢ traesbener

first cdheenficessge defdrRation ; anstRerbhgrd | CANSRARERIM RGN ELd geaui res

t he hi cense informatign, and passes the acquired |'i cense in?gr mation to the
: stito Baediie

out it MK IHHERY tQNERININAGRI M eH1HES iafnallathie t¢entenpusade uni t
uses a aiaviees to! PafBIEARAE NELASENRBFRRAoh SRS 'IhRiTa " O

Accordingly, the |i1cense managenent uni usage device

requests the Wlsepsthemtiagasentmamidgerhdrite wiiteoff thst coptbapt d@"&@
i i That™ 1 s,

devi ce .ransfer the licgense informati on and 20 acquires it.

even iftd%n\}écgi iﬁ%%’é&'%gﬁgkprﬁﬁ?f‘tdf‘Vtelﬁkt'(Wr Hpofvreeaivingagaratpyése does
not hol &ft lieeh Frvf t¢ t il S uni.t ¢ acquire
'he |1 conse s nrer naro GO frdin M8 licerSe ToAaRRTERy, it GE e
TheP2f opéhes (centenh osage edevicej r siuthanttoaters aghedaytiser and dises a
cont ent u \ 5 of the first content usage device, and as a
resul t, n?ﬁg%?;reggﬁtsr@ \["Hh{;khﬁ ir&g%%%%ghﬁsléﬁeﬁﬁeéékfpw iop) snd wh@re t hat
a user ‘bhatI$censepWaatz£§f]éth§@GW€'jGﬂQ%‘%nﬁhé‘%ﬁﬂ%rCﬁ?&’éﬁgﬁeﬁﬂ%ﬁ\:’a:f%lgg% it ent

on the output unit of the second contént usage device. even

if the HEANERWERRGERERtthIicesse mamagemenhumit predgbitdethecotiet 30 is

request i fethe second content usage device to transfer
t he Iicggselg%ieﬁl o?ﬁgpi%%eﬁge@nﬁoﬁr%l%CQ't”,”Pﬂet ¢ dGRNSSREYERAtioORni t can

acqif re the |Aceosdinghgrimehi RBtWOPR §PethNBhat is constructed using a
plurality of content usage devices at home, for instance, the content
usage device outside of the home cannot acquire the license



-5 first content usage device. Therefore, the user can use the content on
the output unit of the second content usage device, and as a result, the

| icense information can be used effectively. Note that the present

i nvention can be realized as a license 5 information acquisition method by
whi ch the content usage device acquires the license information or a
program for having a conputer performsteps of the nmethod, and distributed
via a recording medi um such as a CD-ROM and a transm ssion nedi um such as a
conmmuni gati on network. 1%égnief Descri ption of Draw ngs These and ot her

obj ect s,!N Bm%@sfrfaﬁat tiGeasegmangement usit wfl the semterdppsagat from

the ol quyieg S%5EhePHdRe HRIGArE YiRteh FORhUNEDHERAY LBaLBe deyice

acconpanyi ng draw ngs t ustrate a speci
i nvent i autsidetisejurgedngsautherized a5 di pgsalib dhaheshawbentidatiehubg of

the entige systemincluding a.content_usa device and a network system
accor di Fh& i%ﬁﬁbseemaﬁ‘iarﬂﬁf?‘%t Plﬁ‘ét‘prgg‘@ﬁg%ﬁ@eﬁ %ﬁ!cqiﬁ;e.llﬂfﬁ)mtlon .
funcel onln Beopkedetedtim! bE)fyibkety digm as 20 shown in Fig. 1. Fig. 3
is a flowhart that shows overall”operations in the network system as shown

in Fig. 1. Fi¢lem®, the prasand invéntion oaal bel adoieagr asaglkad eshoadnhow
e devices i,n the 25 network

the lic g t _units of the,content .usa

system gd;ﬁgﬁ%&% §,U'E_Q%m ﬁnqﬁlggnge%\rp(m&ﬁ%ﬁio(j.c tent ysage drvices £hatm t hat
shows hawet benhiectadetgromoamthediia &fcdrien GANESHL AR FI&VARE {1Bet he
network systemas shown in Fig. 1 operates to search for the li1cense

i nf or matd ofONERALL NWRiChhdScoat ehigitalt pworkni tcomgrisingt o aaquicensecense

30 iypfor i WeR ' tJ C ti. | bl.ock diagram.that .shows
row'Tho HareEmEntt fnlt> dhefRRRLS HONF! if8Ree JTP AR RA AR 30k
syst em alisttibetednffom olitside stahehesntEnt. udage des/EEeHRE Ehadlad t hat

shows how t he content output unit of the content usage device in the

net wor k USRGR RT3 CHfRntinardan owipibusdt opesadenta ¢rse acepmtent in
Lok CRIEE B \folse hforbaty SRA°AUERLI e ogBARALS 81 °
di agr amlenat erewsannearafhar sopadat eisieom amdjud aka ovhéeein theseutpoaagenent
uni b5t o, fifery GEORS e ' LORTAL H):Qnagement unit of the other content
usage deyice to transfer license information and acquires the license
information, and uses a content in compliance with the acquired
license information.
Accordingly, the output unit requests the license management

20 unit of the other content usage device to transfer the license
information and acquires it. That is, even if the license
management unit of the content usage device does not hold the
license information, the output unit of the content usage device can
acquire the license information from the other content usage device.

25 Therefore, a user can operate the content usage device and use a
content on the output unit of that content usage device, and as a
result, the license information can be used effectively.

Furthermore, the present invention can be a network system
comprising a plurality of first content usage devices and at least one

30 second content usage device that are connected to one another via
a communication network and use a content which is a digital work,

wherein the first content usage device includes: a license
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Fig. 10 is a sequence diagramthat shows how the searcher operates to
acquire license information fromthe |icense managenent unit. Fig. 11 is a
descriptive diagramthat shows a search nethod i5 according to the
sequential access nmethod. Fig. 12 is a descriptive diagramthat shows a
search method according to the prior push method. Fig. 13 is a descriptive
di agram that shows a search nethod according to the search comm ssion

met hod. 20 Fig. 14A ~ Fig. 14E are descriptive diagrans that show sanpl es
of operations for renewing a domain list. Fig. 15 is a descriptive di agram
that sholid3Raggmeat otibwopreablmt toit huddgéi s e eirefloenibEd I hayapelong to
a pluraly r lq)q,ﬂai : Fi.0,,.16 . s.a sequence diagramthat shows
how t he ?}%%E%%t%gnggener?{lﬁgr'ﬁé 85ngf"e£'r155 FEALERY YiSexaq bdeVige r agdest
processi @gables. uddgesof adepaiticpt! iendi 28" tu$ilto e Qf, how the
i cense n&nggﬁgent uni t c_)gerat es to r eques?mt:é\lg@sue'?@ear‘\ﬁtegagggﬁglosfj%iebgte t he
li cense FOF t{fhnComRylange; wighdéiserngs i wfodimeiam tared  oaeps thewet he
serveys ¢l j h | %ﬂﬁee. f tion. Fig..19 is a descriptive

di agr am ﬁgfégﬁg&‘: éﬁo%%%ﬁ cont@%ﬁq{l‘g{%é’e{oaﬁpgé‘dvut‘”éﬁot R&d Fdatemgghe

commi ssi 9@6onde conteatt usagee diovicee inclldas t fige ! 5)“?“?;6 et S Fi‘lrfht Ei g. 20
s a desl%'%ggi ve di agramthat shows another sanple o Howt e donPent
usage devi GuiNAgREE R (URikeot e Jiitnsonkentonsage demieedaypon

w t hin thecdiRin [ L Qs ' i | hlock dia of the
entire s ste|m|i%rt\?\hie?:ﬁegegilfﬂ!baﬁrﬁﬁ1%$5]Tcda§ttgonr£ ?%%WSRM%ygya'Egﬁgggt ed

di rect | 1§ FRBtENEisRYeedhayinesifisalfior. the dtfer 28ehsicalflipst camdkn?l ock
di agpam 2o t t hat sho how t he system has one |icense
nanggenedr)lgta%ﬁﬁé\@n‘tﬁ:‘ﬁgggiﬁﬁegm%‘éﬁgyprﬂ‘v}sotrh\eaﬁﬁéﬁn@oFPB&@Wéﬁﬂg@i@viz&,i s a
schenat irequests dha |earde d f typr iencludi ng_one

| i cense managenpent unit andqgég{al?r’%@iet@ﬂ]?fm?s&go%%%@hﬁ 6,} tuﬁppggnéest
Mode f ordT29¢ WY1, ot Feansfesnthenicessecintfermatiage atel iz AR st fige

net wor k i ' tq t djment of, the present invention will be
expl ai nelamél;)ﬁe odvﬁﬁg@h%tﬁn‘r gpg:@ﬁgg%%o&f%@qq'ﬂﬁ? s'.'gﬁngelmfgrm@ti@gr ben t hat

shows a téier autput wiit tthataeiguestsytidie ci ' o S vice
o .ng to thebgﬁntl?gg}fggméltﬁ;f)ﬁﬂr?eﬁgr}gslée @?pa?

and,the yst em accor di €

i nvé%t i odr}ﬁtt\'lqﬁ?{e%ntq rgogy?/@f‘gm'ﬂs onpiance owithi nthe qassed dicdwse, 25
whi ch i $nforn@itigh, work such as nusic or video distributed froman external
source. This systemdistributes a content, and includes a server 100 that
generates |i cé‘ﬁ-‘&@fﬂhﬂ@fmthe)miomt&e;maagemea&gmnfoﬁ fﬁ!e%te@ént?HQ a

ggt “ﬁg&@%ﬁg‘;&?ggg@?% tl-th}eli gé%%%n%aenrgbgoed%neer? : ugi]teg? Itﬂgfc;tei{err feirg red to
content usage device to transfer the license information and
20 acquiresit. Thatis, even if the license management unit of the first
content usage device does not hold the license information, that
license management unit can acquire the license information from
the other first content usage device. Therefore, a user can operate
the first content usage device and use a content on the output unit
25 of the first content usage device, and as a result, the license
information can be used effectively. Also, assume that a user wants
to operate the second content usage device and use a content on the
output unit of the second content usage device. In this case, even
if the license management unit of the first content usage device that
30 is requested by the output unit of the second content usage device
to transfer the license information does not hold it, the license
management unit can acquire the license information from the other



30 connected to the server 100 via a broadband network. The hone network
300 is a network systemin which any of a plurality of term nal devices

| ocated in a hone can use the content g distributed fromthe server 100
using the license information. This honme network 300, including a home
gateway 200 including an ADSL nodem for instance, and four content usage
devi ces 1~4 according to the present enbodi nent that use the content 5
distributed fromthe server 100 using the above-nentioned |icense
inforna%;on, is configured in the hone. Data is sent and received between

t he contléffit ceRtRNbusags devicand TiherefereethE00ser adrhe skottee g¢aeeay 200.

Here, t htq{ga 0 ing a firewall function keeps security of the
contentnﬁgage éﬂ%”%@xﬂﬁgzﬁp% eFi%&co?c{ Lonter- Usqag ‘J;?‘()'(Q@rdi’agréﬁ af the
entire sestdty dheslhognseninfogmadtiohheafcheaisd@kfraetidas. a | i cense unit
120 t hat gener'\gqt)g't}]i cense information and distributes 1t, and a content

unit 110 that Bt e et nveaki@ vader e Tralizedapshe licphseal ity

of 1 . : G i 0, udes at | east a storage unit

Phat Pst APTSRIT]HOR. aCQRIABRIE Thebbll by WiEh 58 Gindeiil A At

that recquses thuntieensel mifoirbvatiom oeausssgrath s6PHaVIRY é%ﬁ?h‘%@r .

content. The Iéﬁ(ﬁgsgﬁp?ht 120 bncl udes at least. a licénse Iinformation
i

2
gener at ipoﬁf?ﬁﬁﬂ‘hgé thendped Ady af8¢l tdistrdyutad eviai seneeording mat i on
I of ot gt am, SUCH 8 B0 ROM 4 o Ensth s BN s EGE Sl ps 8 oo

information request and instructs icense |
managen&Momi digcatigoneebwerkhe |icense 25 infornation, and sends the
gengpated license information. Wen a user purchases a |icense including a

wi dé range of usage rule for using a content, the license information

gener at iBriefeDeFpLtioN bfPBRrAVGIF§sC | gi nal license information
(hereinafter referred to as "licenser information") having the usage 30

rul e as data dnME€IIaRdi pthencebjaets;sadvantages ahd featanesusfigehet he
| i cense i} i g j on t unit, cuts,out infgrmation
corr espcl)!r‘\gléﬁsmtﬁ) ylrlegitﬁé%aeopaaﬁgg%ﬁﬁgr%g ¢ ufglloging rgﬁﬂ:'ﬂé’thf@:enser

i nf or matheneofirtd kenvhhnesnjlractieinr MthUsrog ' y
corigspondi F’%‘atto the e ,créjB% ed content to gg]dgr'g?gqﬂﬁ ?@g%@qsﬁméﬁati on.
h

In & helllUstiale 7 ppecitichsmbadimeant ofthednyentionnf dmtheddrawingsnsed by
mbi ni ng t hefstetpa i t rule indicated
oy the 1L cencnrgiBls a dladraifl thaChhofld alilibeibe dFue Bftife cgstem °Fo°

usrerb t heiehding. a Mmrieqmu'saig;eadéyicé B Criimaln@mé)irlafsys"t@:h((ﬁtédmd n@stbol?‘
nunber r i ioes for a predeterm ned content (reproducCible 3
times, ?@)re |'ﬂ£tf%xﬁb?n%lé# EEErBEI%%‘?'BFé"MﬁP@EO'bT a tine peri odpf or a

det i nedFimp, j teil , : j , d
predet er mi nedFipnRend A Fapcerbica P beo sl dlag}'#i'ﬂﬁ af th%?%n tnfé)rsyrsg%hﬁbgsfe) an

curréj%ati e reproduci ble time for a predet ed con (tre e up
to hePYW RNt R clinul ative reproduction time, for instance). For

exanpl e, when usen<pyr e e aning that, 15 "only 10-tine
reproduction I(:ﬁg'a%errd\sli é ﬂ)}ﬁ?gﬁgrl: sﬁﬁstcéﬁoéﬁs, 8f’ﬁéahi ORRIAU ARG ifttiheh
gener at hetworkaggstem asi sholvr ha Figcepse unit 120 generates the |icenser
i nformation i't_].di gélt_i ng E:)Ee usage_rule of "10-tinme reproduction of a novie
content” and 1513 senemakié functioaalbdockidiagram diatushows hoe

| i censethafiptamée 4 HAGEAERE units of the content usage devices in the
26 network system as shown in Fig. 1 make searches.

Fig. 5 is a sequence diagram that shows how the license
management unit of the content usage device in the network system
as shown in Fig. 1 operates to search for the license information, and
then, the content output unit operates to acquire license

30 information.

Fig. 6 is a schematic functional block diagram that shows how

the content output units of the content usage devices in the network
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20 managenent unit cuts out the information of the usage rule of "1-tine
reproduction of a novie content” fromthe |icenser information indicating
the usage rule of "10-tinme reproduction of a novie content” and renews the
licenser information into that indicating the usage rule of "9-tine
reproduction of a novie content”. 25 Furthernore, the license information
generati on nmanagenent unit conbines the cut-out information with the
decryption key of the content to generate the license information meani ng

t hat "onlg 1-time reproduction of a novie content is |icensed”, and sends
it to theYSkRn Ag shewinetieiRignd omakeosearehés.cense unit 120. 30 Meanwhil e,

t he content us ices. 1-4 inclyded in e ho network 300 are STBs
(set-top box), p%sq((agéeéoﬁéqu%ﬁﬁﬁuaﬁgfa'ﬁD&BaGpég‘émﬁathgIhﬁl casdiesttant )
and PDs ¢pbpuahliritdefitee) coheént uSage ¢ @‘i'@T e sage
devi ces 164 may. aIFs,o be conmponent au%ltieoagg%{,qq %]qf)%vg@gl%s&%%'ﬁvﬁi ons,
etc. in 2997 IN A9t ht aBEVates tml seandy fore licawse eimiforreaeiors cahgnt
usage nea@équ_fi cally reproduction or 5 display of a content, record of
the content onto a recording mediumsuch as a DVD-RAM or an SD (Secure
Digital) nenorfigcaBds avdesgriptiviereliagraantthANGheWERS s drgf mathogont ent
usage deé({:,é S '1~4ta[¥§ cgnneat ed by LAN or a local Iine. ‘fo or exanple, the
hone gat® @dz'(ﬁ'é] P BrPafcaatdhethedice 1 and the content usage device 2
are connect ed fyyg. LN, 1 | nt ernet Protocol version 6),
9. 190 D3uGuRHiceRTaTr i LK HILE LSy

for instance, respectivel can- conmuni &MOR&EAL8E her

accor di i@ t énquire pof Trthesnlicehse nramageRionbCalditNtRyrNethéS lﬁfé’ﬁ%’éo' ). A
rangg OfinrfB? éﬁnt usage devices that are connected by the LAN, efc. and
can communi catieiEi I'fectly with each other is hereinafter referred to as "IP

range”. Also, Rige PONseatsdififdh® ' t age device 4 are
connect ed bga a Igocal i nes.pursqggfditagﬁﬁig?ﬂ?%gr E?'r??? nl'i@\'}v Eﬁg §8aES#HF5nt
usage dARE@ESandor h@cesrirent licgenge dénfammatiore chomact efeby [pedpsal | i ne

pur Sua”tmh‘i’ldgéfirféhﬁ(hﬁﬁﬂwdf)’ for instance, and the content usage devices
3, 4 can respectively comuni cate with other content usage devices and the

100 Rige 1Hbi de i i ' '
server 100 on file Ui andestriptife diayraraalizt SnoUN ekeHaAS RS |

conpect them 25, by a local |line. "I n other words, € cont
dev?ges%%Ctog‘d\)\FSh'i%%pﬁeS?qﬂ?Hﬁ'@é IEeespmethed.to the server 100 via the
honme gateway F9§. 39 t 0 irectly to distribute a
content and use@i t. ;ﬁgt gg%?@ﬁﬁ%a‘lﬁgﬁgwg&%&gw&ﬁ 5¥af‘ﬁ'a. 'ir!ﬁtrhé)rfge are
30. conR&€OEding tnsheaprior muosh nathbd.cont ent usage devices 1, 2

respectively n tg them by I gcal lines so as to request the server
100 to distri Eﬁé]'e(i? Esgr?tgﬁ?‘:gﬂa'@éﬁ?’ﬂ.ranlf?‘atmob@naemat@agmathwjd:e 1

i ncl udeaceortdérgs® theagerRp cHﬁ‘HhikﬁdrE%e@ﬂbﬂ? and rmanages |icense

i nf (imatl on apd a ﬁgntent output unit 1b as an oOutput neans that receives a

contént from tHE shftfer MW, Tdguates descriptioesed imgragaserthani shbe t o

transfe I I raematjon to acqujre it, uses the content using

this Iiégﬂgglei%n?grﬁgtﬁoﬂﬁQﬁgn@?o{ﬁrB%W§ngh% chfﬁ'@éﬁt"?h at | east one manner of

sounds, vi deoEigand 5dis a. désciiptivee diagean’ thit §85WaNE SSRUSIBYE Gyl L e
a

contenty éac%i_btdeevi ce Z i(g(%l,udes a | jicense nanagenent uni and cont ent
out put ant CIRENtUSagR deYicesare wiaenddhey bedpngdeto a phurdltgneé ummagement
uni t 3adentlamphsontent output unit 3b. On the other hand, the content usage
devi ce 4 does not include a |license nanagenent unit but a content output

uni4® 4b only.Fig. 16 is a sequence diagram that shows how the license
Mmanagement unit operates to perform distribution request
processing.
Fig. 17 is a descriptive diagram that shows a sample of how
the license management unit operates to request the server to
830 distribute the license information.

Fig. 18 is a descriptive diagram that shows how the servers
distribute the license information.



Note that the |license managenent units la, 2a, 3a and the content out put
units 1b, 2b, 3b and 4b included in the content usage devices 1 ~ 4 are
herei nafter referred to as "function units" collectively. Each of these
function units includes CPU, ROM RAM or the like, and is tanper-proofed
by hardware or software. Wen the |icense managenent units |la, 2a and 3a
permt the content output units 1b, 2b, 3b and 4b to acquire |icense
information 20 and send the license information to the content output units
in the license information,

1b, 2b, 3b and..4b, éhey i nter EPEt the right

that is, convdri®-i19i'at3d %eﬁiﬁ vesdiagemme that shewsohountheucpotenhits
1b, 2b, Bn i dy i Lfigall | i cense
Tnagemert oo ice P TTIthE 12 (BRYE QURNMARIGS (R Lt e
necessardeYigeowithintheuth range e sedwhwati on defining 1-time reproduction
or quality cortrolyd nfqQr 1.oN ., ano the licepnse information to the content
out gut !Jniyts Tgbgod '%% §§§C§Q_t?\é%gﬂag{a%tﬁ@g : S&H%heruﬁﬁﬁplﬁPbe, 3b
and 8b ilvewutles contentusadd de¥ics Wilk 8 thd TAYWLhGé) :ﬁ'mFEsﬁBh%ytlfér o

or a 30 Ioudsrﬁﬁaker that uses a content and outputs videos and soun
the cont@tt Hsagdeodevice withiaithedP rangestosseaechi cense i nf or mati on

and the cont ent .t L ree i contr.ol s the it put -12 unit 52 in
conpl i ance w ﬁ'lgf %efgg%i@@ﬁfﬂiﬂgéo' f Prgﬁ?mrpfgﬁla cBRLIER: SY S Meltanyl e,
when t havhidters plovalipgrehcontehti sugiut ihieord @ consAAa R iFScityh@d ds the
i censeltb%rf ﬁr mation distributed 5 fromthe server 100 nmeani ng t%ay only

1-ti me §6E8SCo M 3NAgEBENE Wikt ent is |icensed", once a user operates

t hejgontent u e } . t e_cont ent. usage
dovice 1.t o' eanirol® BrikindoRaPpStE RinRaRT driMe Bl sy thaE he

| i cense Shavigeivewt thei systen hasansteeriderese imanse dmkertmanipimaraég 10

t hat "r%nroﬁ b%on.q?f a_npvie cont %nt is licensed" or the |license

i nf or mat’'én ?% 91 'qr@gﬁ'@mﬁﬂﬁé‘: Bel¥epr oducti on times neaning that "only
1-tinme reprodggdl AR i anSy 1 IH y I

control unit 51_g onBt %Sfea?ont ent%tgtﬂf%ﬁ?ﬁghi%t' Hllg%ggdc?%grrg@%t(ﬁe&ﬁbg#g\ééng

i nf or raSYSheRr|ipabyding oneclisensenayenagensent waitlantkaniplaraliey 6pnly

1-tilge %%F{tgg#f&pgﬁlugﬁg&égow e content is licensed" fromthe |icense

managenen htrol unit 51 of the content output unit 1b
further requests the server 100 to distribute the novie content and
acquire itt gn&é Een 1Slan reproduce the_novie content only once on the
out put Tt 330 griGarsysing: b the Iaventignr nati on and the content.

The content usage device and the network system according

to the embodiment of the present invention will be explained below,
20 with reference to the figures.

Fig.1 is a diagram that shows a structure of the entire system
including the content usage device and the network system
according to the embodiment of the present invention.

This entire system is a system for using a content at home,

25 which is a digital work such as music or video distributed from an
external source. This system distributes a content, and includes a
server 100 that generates license information necessary for usage
of the content, and a network system according to the present
embodiment (hereinafter referred to as “home network 300”) that is

30 connected to the server 100 via a broadband network.

The home network 300 is a network system in which any of a
plurality of terminal devices located in a home can use the content

-8-



Al t hough the hone network 300 includes four content usage devices in the
present enbodi nent, the nunber of content usage devices in the network
system of the present invention is not limted to four. Furthernore,

al t hough the control unit 51 of the content 25 output unit requests the
server 100 to issue a content to acquire it in the present enbodi nent, it
may read out the encrypted content from CD-ROMinserted into the content
usage device to acquire it, for exanple. Overall operation of the hone
network 300 in the present 30 enbodiment will be explained below Fig. 3is

a flowchdistribhatedsfrom thekalrlepPgaiuisingothé liedipi@ inrsMatkictPO Mhikhe
present enbodi nent. -1 | rst, when a user operat esa%g% of the content
ti

3 Fi . ¢
usage devoRe newprk: BB0hoHRCINainer R Suumes gatewayo ncluwéingndent
out put Hicof, OrHHeN §\§{'fﬁ:eed ' q h t HALt 4119 of
t he ser\ljﬂelr)tsl|b6ng)g%éﬁé?p?bme e ’c%ﬁﬁﬁ?hﬁhgﬁﬁﬁgkuggga\%a?{gs\”Fggu%e Step 5
S101). |laceaytiogsetoo thiee pegsent @mbloainvenenthatheusel Ithw ngopteatssi ng

i forned..in t h t k : [ Ssl f. hi f th
| comse Siatbuiked Fiatn Bap e vs oL 00 EInG die aRovE mefdionaddisanser or
the contigyfbrifad6n, REWﬁpﬂgeﬂioir( £ha) ﬂgmégpivp@té ks éér?@%?n?js'sr%:@(f)\?@&' on

fromthe |icense managenent unit that pr ocessi ng
aut hent i ReEwagn: the faonteindnusage devigdsch +Aandddhe seirnesrb@@ivia thet o be

noved by, rg,nin her, it i, authorized or n before the |icense
mnagem‘ﬁ?ﬁ{ﬁﬂt@tgm \#gﬁj's mq'i@%ﬁé’mﬁf%? Wﬁangh&/@évi'?,g adﬁﬂ‘eygan
DFOCGSSimLQ1¢t$§ﬁ)k@éE§C9E_&UﬂiE\@ dfhehé icritemnt néaﬁ@abwcéﬁqmvuhe server 100
when there is not the license information in the home network 300 (Step

S1020. The | i ddAse2iiffdrivictbonat ockddiagram of the emldve systesmt asut put
units, %Wﬁefhtﬁ?ﬁ gontent output unit which has acquired 2o the |icense
i nfornmation uses thé Content distributed fromthe content unit 110 of the

server 100 usiThetderderca3@ indodest aoticefisep usiliB3) 20AtHati gehleratés the
hone netlwork 300, Processi ng of_thfh noved |icense information i s perforned
(Step sii§NsednfArMAliQReed distcthules it.sppd d100ntenbderii #d0sshat the
sear cherqiggyibifted’ the' cbhteftNaRA! o?ﬁé?é'.t '#*I?]éré '}ﬁtagl QPé'enft Iutr%?itg' bgnse

information or the |icense managenent unit that recéives Tthe requést from
t he Idontsgnverst p0O.unit. In either case, the units to be searched are the

i t_units, la. 2a and 3 30 th twork 300, Th
are fol 1 ow ng 1 Qe Th FtnDal tarlides ot deashed retoIa0s At ERGLor al |

the |i cestorespadaed@éneryptedrontentddanta sending and receiving unit
that receives a content distribution request and sends the requested
content.

20 The license unit 120 includes at least a license information
generation management unit that generates the requested license
information and manage it, and a sending and receiving unit that
receives the license information request and instructs the license
information generation management unit to generate the license

25 information, and sends the generated license information.

When a user purchases a license including a wide range of
usage rule for using a content, the license information generation
management unit generates original license information
(hereinafter referred to as “licenser information”) having the usage

30 rule as data and holds it. Once the user requests the content usage,
the license information generation management unit cuts out
information corresponding to a requested part of the usage rule

-9.



3a sinul taneously about whether they hold the requested |icense
information, the sequential access nethod of inquiring of the |icense
managenent units la, 2a and 3a individually and sequentially about whether
they hold the license information, the prior push nethod of 5 having the
searcher menorize what kind of license information is held in which |icense
managenent unit la, 2a or 3a, and the search comm ssion nethod of
commi ssi oni ng one of the |icense managenent units to search the |icense
information and then conm ssioning another |icense managenment unit to
search frem dhe ieapser rinbe maatoanwaed woenbinesthdoestraut hdage trul@he

search igs:.perfar f _these four t hods. Meanwhile, in Step S102,
each of ﬁﬁg‘ 3 @&E@gpﬁ%ﬁg}gﬂ‘zn‘f‘gmﬂ%’%@ %ne‘%fngﬂ§ae5\ﬁ:tr Hé ?fjcgtoégec%eo
functi ogametatieothbi Gbehbe infeentstibnf or mation is to be noved by confirmng
the user domain 1s set as a rangi(_e where the license information can be

feen

noved and t he IhsabfRer yserdst the sednfoematipnhavhighcis dnfornativnch i s

Ett i l: i i i d t | t
i 11 Test g0 B olMrinGCPRE WERNSCH o R (B pSRE ST RAREe ™"
managenersagmirulédndecatad By tiee dicemssr Whfdrmatidre withthe@d edtyiptienwhi ch
the license infgrmatipn is to be noved belongs to the identical user domain
or not, (?‘fﬁﬁ ﬁnqcb{@,s (§Bﬁerurﬁerfest°m’1@t% & OR8N oMeFe tsPecHiieply: ito the
e - ¢ h . Lt 2
usage " ALl des InfBFniition MicREL Pindriber SFH%EWB%% 85 tfotda 23

and 3a judges that t unctiron unit 1s authoriz en the User
domai n gfredeteronotiedn aonterits (teptodatitile t Bat tiohies he foirceimstamuedgenent

i it | f d. f ti [ bj,ect to th ] tricti .
vnetfer TERSORUIGIDIE A8FET ' Bh b tifnd DR B d AU TG HHEAncORtRDE | s
det er m r(seé%)bbd@cql_@r@idhtii sfuf@t 39d Phodet A5 MiALEaNSE), tarky Eﬁﬁﬁgféfﬂg\?eto a

domain list in which function unif TDs and others ar€ registere

i dent i f yERgOdasgible itineg facta predatermisred goadendr Greptaddcitsledempetai ni ng

it by cqgl [N e t eld -1 . espective function units.
Al so, t?\ied Efsda%% %s@r%ogﬁmﬁ[ﬁvge'f%?r ‘i‘éﬁt'gépé'ﬁign§°ﬁd8ﬁftar‘8&a-i nf or mat i on
i ncludi ng predeireexamgleatwhannar uset parehelesf lickasld ¢ABSHIAGNRAGEENT
units | g 3a. 51In this i nformation, function unit | Ds and

fun&?}on’ou ?’t 3?‘55?_%F@%:9F1Mqti rogg AcqPYE |GUHIRNY iinf iermsesh’ athie user
ranagert e (HEHBRIAE deflRatibp! danadet i Wit DO tidkhse KEIET | e

functi od 2Mhigenetatestbepicenseednformation dnidieatingetlhe tisagef culebifon for
per detail, of the |icense infornmation, that is, per content or service to
be used, 13t QI%{FBﬁoﬁHFE'qer?o? mﬁé"ﬁuﬁ%@f?ﬂguﬁmhpﬁaﬁ itr e PBERI thRd to
acqui r e udereréqaesse thef @ medn o RS fige I b?{éi* I'n
sum__each of tdr]le | i cense nanagerrg?lyednit ?g@n% gﬁ??ggéﬁgrggn |rrfa§ijom?1et her

or ABt tRENAGRMIEH Wit cuteiouhdhardafoomation of thecusalge Indensé
S o A
group i mhbormiation Sndicating theeuvdgeheriet 6 “Laneirenrepiédietidn F she
license information is to be , . ) )
movie content” and renews the licenser information into that
indicating the usage rule of “9-time reproduction of a movie content”.

26 Furthermore, the license information generation management unit
combines the cut-out information with the decryption key of the
content to generate the license information meaning that “only
1-time reproduction of a movie content is licensed”, and sends it to

‘ the sending and receiving unit of the license unit 120.

30 Meanwhile, the content usage devices 1~4 included in the

home network 300 are STBs (set-top box), PCs (personal computer),

PDAs (personal digital assistant), and PDs (portable device), for
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20 noved is subject to the usage restriction or not. In the processing of
nmoving the license information in Step S102 (Processing Ss3), the |icense
managenent unit la, 2a or 3a that holds the |license information sends the

| icense information to the function unit that requests it. 25 At that tine,
the |license managenent unit la, 2a or 3a that holds the license information
divides the license information and sends a part of it, or sends the whole
license information without dividing it, depending upon the details of the
| i cense_information_request. Here, divi di ng the license informati on nmeans
di vi di néNSFRNER usddeesel €onteniddisaget Kievicesnst tnflormay oalscobe

Pt or maeBiEanEFReA6AIB ST YT RE: bridtars Ml Taiotl A8 JhngaBitioE 38
of I'im torghd adbowaeiorndy ttepy ediecabéenténts for a content to 10 tines at

nost into the |icense infaormation includi ng t he usage rule of limting the
nunber of repH&d8ei MAtENHesUSAIE HBEARS ehPect ioally ngepsodusdionandt he

| i cepnse i [ d I o) I
repr pdad B B B e Cphtent ragotd br I ottt bty d FREOMINdMBUIRA .7 o1
of themsuahsas & B3/ DsBAdM rarl @ntDDES eltwira € gital ) bmeampbepraathai il inigre
peri od or unul a é\é& ;ae OS;HC“O” time for the content. Furthernore, when
n [

the IicQiddegRR £4S- 2a or 3a 10 that holds the |icense
i nformation sangs, td\er tbhetane ds'ﬁg(e’ aRVie8s 114 48480 copitcta dBy 17909 cﬂf

recomendi ng earIy usage of the Iicense information depending’ upon the
usage r@ bqaldinged in the license information. For exanple, when the

repibauci bl o pori P B OME Garewal: 2082 e chefeat’ 5858 The
license drmnaeelrrentd tlﬁletcdrﬂ;erﬁm%géaié\h@é hr@scoRnelctednsg LAN oharid on
sends the |icense information to the function unit that requests it, and

al so se resgess Lfe Ve etbtaINE ngqujtﬁé'@i'atV@r&%@e 6)nofert H&Yetaﬂﬁedet ails

of this ar. n t I o) t,
Once recgél9 mgﬁ,ﬁg m@sdaggagﬁdegﬂ%%ghgggl rfecﬁ&l CR%IIEH eé%méﬁf unlt
i nterpr atc‘icordmgresbcage'lt;ﬁﬁﬂlmse(S'I'rIaImeSbsleoned Oorg&]pﬂie Ii’ll‘r;dtfnrcmﬂIMErnet

e e erl o or the content 1s
e BRofocaNe, sivranige ot Ehat d¢ dexicas thad. arepanadedio
et hods Y tREGUAN, ”Qté hanld %?ﬁ%ohﬁ'frgmr%ta'tend FERY Ritteetth tiernis

Processi ng Ss4 of 'Step S102: a meth in whic the I cense
nanagené\ﬁfemaftﬁrle@fe‘laeéntbm PHyw8sget he server 100 to distribute the

i strbut os Rt B ST fede fPgR 2 AT LA horteih P dugiice 10

rranagemelnaremdnhectéd byda Jacabnire pursuant tot USH, f@ﬂlﬂﬂgtamet h@eser ver
100 to di s ute the |icense - t~ nformati on. Wien each of the |icense

rran‘e’{%emgﬁ ttﬁﬁ té’sﬁﬂeZQeélr‘leeBé r%ﬁqe&‘@ t‘F\Qs"E%'N/eHS@G@ tdevice er@‘@ t he
l'icensec b'i‘lfn‘érdﬁgl BVla I6c§|q‘7"ﬁéqﬁ?rs ntPtd' B Lihk e?&” Q#ﬁﬁf t hat

hold the desire |cense|nforma|on|na ocoflrm ere i s
no |iceasel nheagententmageIWevm 8 tma:ana@espredtéveb/ coehaignicate

[ i di ti what ki nd of I f t hel th
ot hor - ndWERREHi: EOrMeRt Uear: fPufaomanthdng SERVr 14GArE tha Bama on | s
not regingtWdrk BOC Weald Ce8ir 'c%tntewa%f@gée@év.é@%owoﬁéeﬁ& 25 tHe | cense

information is prevented from being over ped on
25 by a local line.

In other words, the content usage devices 1, 2 within the IP
range are connected to the server 100 via the home gateway 200 so
as to request the server 100 directly to distribute a content and use
it. The content usage devices 3, 4 out of the IP range are

30 connected to the server 100 via the content usage devices 1, 2
respectively connected to them by local lines so as to request the
server 100 to distribute a content and use it.
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network 300. In the search in Step S102 (Processing Ssl), as shown in Fig.
3, the case where any of the |icense managenent units la, 2a and 3a
searches for the other |icense managenent units that hold the 15 |icense

i nformati on as the searcher will be explained below. In this case, each of
the content output units 1b, 2b, 3b and 4b requests the content to be used
and further requests any of the |license nanagenent units la, 2a and 3a to
transfer the license informati on necessary for the content usage. Wen the
| i cense 20 managenent unit that receives the request does not hold the

| i cense i nf or fdie¢ @ontientsvaagee s evicet heimntlbdesl ackoeaseanagregemeantt t hat

hol ds the_ J.i cense irﬁf rnmatiqn. After the sear.cr%, the.licens manage nt
ini ¢ acaititeEa itig RaliSeh ol manedks dfeRSe @ ortuadanantoaneRntant: i 1
it nmeet putpuI2AnseaChs MG bt n@@én&.%m@@yé&um&n@é fEdRAL th@s

requested the license information acquires the license information fromthe
| i cense SAvVA&TehRB: reduestrdth e isepsenmasiggementnditda thédansferrthe 4 is

i conce e 1A lat R fotach Ui eS8 WRE AR CES BRI RE L ¢ ha
hol ds tliafofmevatéen| rdod metitpats etluestedtent tire a:tpméagtvguépmgu?gt gﬁt I n
- 1S en

this figure, . the, hone gajeway 200 is omtted. !
out put ynds, Yt‘g‘%@%@gﬁ{ aétg'r chs dnithesrase ofthe conteny ysaar device he

| i cense | I NG N ftfr]@n ' lto
transferl’t e ﬁ%@%gﬁﬂ%##ﬁe&ﬁ%ﬁ%ﬁ@gﬁéﬁaﬁ e %‘g%gﬁttag;auﬁ%&tqgmtfféb and
t he contaamd abcontent outiput3tinie@besthe lte ntentnssa genkgeidmn8 iwdludds and t he
Iichse managenent unit 3a, res%eatctivel y to transter the |icense

i nf &P rad (GISEIGanggament; uprana: ARC 3reRRtensaybietl AHoAP: heDBoHi@nt
out put GHerl RahROUase ScdhiEis s é)rq@;iggmw&&ég hot YAthudeCoNiGNsd 0

using the license information. A sanple the operations according to the
present NAgRGdem@ntwinit baitea pran et aiuthutedeitedbeonby.Fig. 5. First, the

content outpu | | i_cense nanag nt ynit,is_tq transfer

the license i m%ﬁ%p%gn{ﬁ!ﬁ%@sé g%taﬁ]aﬁgeé}?‘&dﬁﬂﬁgﬁ%'o A %vﬁ"ﬁcﬁ?ﬁ ent is

| i censedortieritheutpeeuseats 1fitorae) Benahbadb lintidded ha thereehtehtggeuct i on
nly 1-time reproduction of a novie content is

ti mes neani.ng that "
li cdfise e‘('ﬁgép gry.‘?ﬂ%ﬁ, I%%Elmfgﬂserﬁéﬁ-‘.rarg’&rem @St lunethen jwitequest ed

the 20 14 Fé}i@‘,' or IO, | . o 0, t bt to
whi ch t ﬁﬂéﬁ [ ceng i n?gpha(?ﬁ gﬁ&?grﬁdor? egﬁoé/@g:s(@'{yégaéf)éb%e%bMERi]pﬁéense
managen®@tt theiliké aajndl getathpert o efed &yt hauti g reuoirtsdftwareunaut hori zed,
as a result, :‘& rohi bits the content output, . unit 1b frgm acquiri n%the
li cense infor PEB'n, eAFeNRE Magagemeptits 1a, 2a and 3a permit the

content output units 1b, 2b, 3b and 4b to acquire license information

20 and send the license information to the content output units 1b, 2b,

3b and 4b, they interpret the right in the license information, that is,

convert it into a format available for the content output units 1b, 2b,

3b and 4b, and send it to them. More specifically, the license

management units 1a, 2a and 3a send a content decryption key and

25 hecessary information such as time information defining 1-time

reproduction or quality control information among the license
information to the content output units 1b, 2b, 3b and 4b.

Each of the content output units 1b, 2b, 3b and 4b includes an

output unit 52 such as a liquid crystal display screen or a

30 loudspeaker that uses a content and outputs videos and sounds of

the content, and a control unit 51 that requests the license

information and the content to acquire them and controls the output
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2s output unit 1b that it cannot acquire the license information (Step S3).
On the other hand, when the |icense managenent unit la judges that the
content output unit 1b is authorized in Step S2, it determ nes whether it
hol ds the requested license information in 30 itself (Step S4), and if it
hol ds the license information, it permts the content output unit 1b to
acquire the license information and sends it (Step S5). -19 When t he

| i cense managenent unit |a decides that it does not hold the requested
license information in Step S4, it starts searching for other |icense

managenamitusiz snt Bam pleadcehwith cemeeatqliofamtliednéSt A dthmabioff'aihd he
| i cense managenent unit |a judges that the |icense nanagenent unit 2a neets

the sear@@Hdition as a result of the search (Step S7), it accesses the

tnce recer vi nd AneXAIBLET WiRh THEctNSe hEEREReRIRRE Bhigda B ther b
the requesitient IUs=ys o ewtrgdmeidldenithe $idensehiinko ke tho Gedsstrithfigsdat i on
is to be noved is authorized or not (Step S9). Wien the |icense nanagenent

uni t 52a fragydde %fvﬁﬁelppcéhgénlﬁglaﬁ%ﬁpmwll -time srapradwekionedf as a
resul t, hip\REY Midrit 'n%%'EPe dREE S TRy 6'?é?a£€s ftﬁ%”k&ﬁ%h[; hd]sgqééc]ense

Ilcense |nforrrat|on 1 a notlfles It that cannot acquireé
i nf or matdewicesl dép Eod e the (mmkﬁnhand;he/vhentehe ugamskevmean,em@t uni t

2 d th it la.,i th d t
por i t 5 G TRl R StaAB B RORIRNE SuEPYtdl 16" TRdtestars digetse "
i nfor ”ﬁtm%hag?@%eﬁﬁn@?uf hea r&ﬂlt?ﬁhgf'eff 'ﬂ%‘?&éﬁg@rlﬁ%f%tﬁ%t %éhﬁﬁ_gse

management uni t la (Step S11 | 1 cense management unit
acqur edhate™ repm\é@ctlrofrbrqfaau oropie rﬂ(Il‘lstemteIs;dmeﬂrlsed(ittpntthﬂnlicdmseo

acquire € f send t he e nformation, to the

cont ent 'h?ﬁ)ﬁaqggﬁ HH}? @beﬁ'é%]b%lﬁ tf‘ﬁp%‘#} Eﬁ I&'('B% ¢8NIg ¢ hat

has acquivagd*d g 11Luﬁméeepmbaurmto@rof@mow@c@ﬁméﬁmtusdi@éﬁg@m edakrgm t he
content unit 110 of the server 100 using this license information (Step

S13). | faskdt aﬂmé:orﬂstﬁpi é'rﬂé&l 5ot thenge abe Rt sudputheniti tbreeqgirasnthe mat i on

SaC ( Sedlya s RargimBtlan et oy Sk, TR T i EheBR-ERL A e

| i cddse mmmngnftdnatat“mﬂy dhtirthel seproduattéoinwotfh at haoviacicooitenmti is!| D of
t he ot hzr f unc ),gn un¢ o whi ch t he Ilcenge i.nf or ny, _thon IS t be sent, to
t he ot hel“qir&di &P I'fe icensg management ynitdidon [RECQ MO r%'&%s t he

li cense gMtRembheantestiyie Uit LhCedrdmiragiRidtentMbi s8rP8F PE6Mo
distribute the movie content and acquires it, and then can reproduce
the movie content only once on the output unit 52 using the acquired

20 license information and the content.

Although the home network 300 includes four content usage
devices in the present embodiment, the number of content usage
devices in the network system of the present invention is not limited
to four. Furthermore, although the control unit 51 of the content

25 output unit requests the server 100 to issue a content to acquire it
in the present embodiment, it may read out the encrypted content
from CD-ROM inserted into the content usage device to acquire it,
for example.

Overall operation of the home network 300 in the present

30 embodiment will be explained below.

Fig. 3 is a flowchart that shows overall operation of the home

network 300 in the present embodiment.
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5 encrypted with the function unit 1D of itself. As described above, each
of the content usage devices 1-r4 searches for the other content usage

devi ces that hold necessary license information, and acquire the |icense
information fromthe other content usage device. Therefore, they can
acquire and use 10 the necessary license information even if they do not
hold it thenselves. In other words, the other content usage devices on the
hone network 300 in addition to the content usage device that holds the

| icense information can al so use the content using the |icense information.

As a result, Fiest,iwhesea néer opdrateshmiy vEtlE dnsted Lgade 9%@?&&9‘“ ed

fromthe server 100 to the hone network 300 can be used effeéctively.

Furt her dor 8, ItiBe Bpmedetwark S0 tageaen qantents, the comtent output

of the SHERT AR LoftGnrtisilie adiRE TR (HE cosBRSH AR TRPST RS on' and
request serierli@@roed istnHnerebhe unintaritathaethe uder geaitshtc0sei (Sesponl y

to trangaﬁi She | icense information. Therefore, wasteful request processing
can be Wsuch as requesting the license managenent units of all other

tent ' t ' ' ' | S9,
e L s At L T ST L L e
that re@uosessimg Is ceestriméedr imt the, homet hethd«leiiOﬂanaEeOFBSsm@t | a
t [ th t ent t put it 1b that Sts i.cense
"t or makogt) Bh S9AIEHG FotBE BrenbR manaashgbFlinit iha Relgscla « nat
the conticrins®) ipifbPiatih! nEteshay! oF! B¢ aantenestibhgel L pPEEESsHE

requested |icense information to the |icense managenment uhi
|i cthse (P8FAgepEntMANiIN@athey lgenset i nfiarmation hdronuertdee - 2icense

' . . it .t wh
of the TAnaqersscaRif gt A e bR etiire LS AChF atsHedBRBr g T o,
the |icéheefuraciganenit toivikidieheltehsdenfopenfohNEXOTBE RTbVEd H@p S102
(Procesalgt%%(SSs_l, as 5 shown in Fig. 3 will be explained below. In this

case, e firiegc gwbebesuttods asithorizedpor3poinbefprecdbesdicensent ent
tob l; j t i .t hat hold
the i o ranag¥mERtuARUEAIEORES HHE lICEARECITRPRRFIBR, ghoyes jti¥nd
funtd i opabcesainam(Ss4)he fhaaguieingr they Htems20dnfoatn hons fremi tttee

cont ent t put it 1b itself searches for the |jcense managenent units

t hat hoﬁglr!Yﬁé ldggl Yvéberl'i'%lﬁffe'? MY Frﬁ?i {iﬁ.enlsﬁ’ i’h#i%rmﬁbm,'"tﬂ'ée HYPEQat evay
200 i s etk 30¢ (Stapest g, put unit 1b accesses all the license 15
managenent units la, 2a and 3a to search for the |icense managenent units

that hol d t heTB&slicease dfesmatiporisamavedticgany shthe abeseeuenmbefit om t he

tent t HEW f i i nf i d i bed
above uSRtpaE ulils, Hd°EREGtHe ‘Dnthhg.plFEIERun R fRs RealiEd ng (o
t he2@r etbet |ardnsi mimformblicre axpbaithed dutemtv d st ereahcardm RiHe 7.

First, when the content output unit 1b requests the |icense infornation
neani ngcpﬁg?"'trgﬁl"bd\.rﬁéi %ﬁ tgqe Sahvere100nusing; thej Heapsg” infiarmatiahes f or

the |i cgg§§pn§@@@gr}ent units that hold
And finally, in the home network 300, processing of the
moved license information is performed (Step S104).

25 In the search executed in Step S102 (Processing Ss1), the
searcher may be either the content output unit that requests the
license information or the license management unit that receives
the request from the content output unit. In either case, the units
to be searched are the license management units 1a, 2a and 3a on

30 the home network 300.

There are follow_ing four search methods: the broadcast
method of inquiring of all the license management units 1a, 2a and
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25 such license information in advance (Step S21). Wen the content output
unit 1b judges that the |icense managenent unit 2a neets the search
condition as a result of the search (Step S22), it accesses the |icense
managenent unit 2a to request the license information (Step S23). 30 Once
receiving the request, the |license nmanagenent unit 2a authenticates the
content output unit 1b that requests the license information (Step S24).
When the |icense nanagenent unit is -22 judges that the content output

unit 1b %% unau horizeol as,aresult, it Brohi bits the content output unit
ib fromaRMPHHGNeRuslycabost whether shexnhold: theckrquestedtléoenset put

unit 1b iehf ) ' t unit la
j udges t'm?h?ﬁéet'gﬁ'cgﬁ?eﬁ%'gg{'ﬁ aucn%@élt?daduplﬁgrﬁﬁfgﬁ?laqgﬁgggﬁr#‘fgwﬂe
cont ent M@nRgement ubitsol ac @& aad Be ihidéeihealipfaideidqure midllgeapsut he
he Iicense information, the

contont SOEBOET kY holERueikansa inehr iading: thespriaroRsehi methad pén
S ; : . . . t. put
(step SAavirkp tHessehbererboiem oMBD WSt SERE T Ilbﬁﬂﬁ!éﬁbﬁﬁﬂiﬁggl&qgﬁgu

unit 1b, 2b or 3b, all the content output units inc

out put UHehd imwhichieense m@nagementionit diang2a lor Bag anse thef seagdh on
fromth sLgen genent |ts even if the |license nanagenent unit
la is i?dghﬁﬁ{lso%gﬁat ﬁee ¢ Qdi on.C(ljl hel 018 ngy h@fml"lanﬁif'e vﬁ\aen ﬂﬁ'ee%%%rcher

i s the IMmaeagemerdgamits toi tsebrch2the Béensé TR HIGRISS g‘h‘&ﬁQﬁH@F't uni t
la is in _an _inoperative cogdition, t he content out put unlnt§ | b that al ways

r equest SARENSH AN napstarsnlicanse 1@manageasterunte tio cseeech nffoe mat i on
al sqocanp¥nse Wfditn bR r \/ﬂ?é'ﬁEth'{?d)rrrﬂgt'cﬁﬁ%ﬁﬂ%g?é@w%grﬁ%ségﬁ&ﬁ{ ative 2o

condition. That Is, contrary to the cas iTense
managemfigrfanined by paconfIhesdh€our hnethadeher is the content output unit

1b, 2b or 3b, 4 he malfuncti of e function unit of the content usage
devi ce can bel\{ﬁ%ﬁm’ 'Lfﬁ fPo ﬁa\/ﬁﬁ@?a Bagheof ddie dicenseomanagantenbn

its. 2mi h t : ' . hes for
Phe 17 caputie, CBE and DR ARHERMICALER iheMdricdln, Bhif Xo Rnfaiuifes '
first retHfEe IRHrMAER dsnthdye manvednblys coafirbairedhda dsert Hensaii ent
dew ' i t ent t its ib, 2b d 3b,
oadf {ReLES alrafa@ Whirethe | thad FafSitheRleditelh be b Vet nd,thsnar of
for the usag® restdotio MEORPEEEILLIY tﬁetﬂﬂﬁict@@h%ﬁftﬁw:HgEﬁtri%epé@In‘?ft@f bon if
(0] .-

t he Iic%nse managgme t unit |la, 2a and 3a does not
0 acquire’the license information held by the license management

unit 1a, 2a or 3a (Processing Ss2).
In other words, each of the license management unit 1a, 2a
20 3a determines whether the function unit to which the license
information is to be moved belongs to the identical user domain or
not, and further determines whether the function unit is subject to
the usage restriction or not. And each of the license management
unit 1a, 2a and 3a judges that the function unit is authorized only
25 when the user domain of the function unit is identical to that of the
license management unit itself and the function unit is subject to the
usage restriction.
Whether the function unit belongs to the identical user
domain or not is determined by a domain list method of determining
30 it by referring to a domain list in which function unit IDs and others
are registered for identifying respective function units, or a
password method of determining it by collating with passwords held
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As descri bed above, even if searcher of the |icense managenent units that
hold the |icense information is the content output unit 1b, 2b, 3b or 4b of
the content usage device 1, 2, 3 or 4, the content usage device 1, 2, 3 and
4 can acquire the license 5 information fromthe other content usage device
and use the license information effectively, as in the case where the
searcher is the |icense managenent unit la, 2a or 3a. Next, the search
according to the broadcast nethod in Step S102 (Processing Ssl) wll be

expl ai n el ow.. .Fi 8 iI.s a descriptive diagramthat shows the search
accor di ﬁg ?%S‘?ﬁ‘ét'yregg‘ﬂeﬁ Pr‘r’rﬂf‘ﬁ@’ﬁ. According to the broadcast method, the
searcher X thalsds thiy WSadé CPASEiFBOAITERALLEPH IR a the
cont ent out put units ib, 2b, 3b and 4b broaScasts i nf odrﬁgteﬁgﬁnﬁna@:bﬁ ng of

the is OredRsinfigdmgtiognindridisgiprecdatermisadwiataanerhoyized ih teach

t i i i . .t | i t it
oS! BF P Rehqd b8 AL RReRE ffes TRCRRPId A hord the | oance S
i nf og mati on oIn nthiis igroigs Refasen & Bl oM Ui @REAash it MIsiand mheEifEﬁ LPfeg The

searcher X finds the |icense managenent 20 unit that neets the searc
condi t i bRabaat Rermidedoto cecauiia dicense dnfermatigenand usersiDs,oPa and

3a, and es [ S t i to ansfer .t liicense

i nfor ma'?lggﬁg’ I\E) e&'{lﬁgt "gﬂ% ?%&H{I?fg?rﬁgé; fn%*ﬂ&atggheﬁﬁ'gﬁl ;safa?ﬁﬁal'ms\?a are
shown i m&hggesnenhbtunitera t Da aved3zherust andtliser [DeNFan@RIGGRITABIDLI t, 25
above- t oneg se?.r ch is, mag get ween the |icense nmanagenent unit that is
t he segs hL € xTURGLGHMNItS: ﬁ@ RERaperBMtted; te. agguwrewkbe licensear cher

X GL@SPnfdithatidH okl pler 8EtdilCof RN IRIEIRRBFARORS HRAC kg dnaui red

license information based on the notice r cense agenent
uni ts i epntantwasersiceito bequseds ohdéuiniations eumitnBDsnehtthenfunttiain

answers, first ng themto transfer the license informgtion. Note that the
sear che}"i-'k{srsmgha%‘gl & Q%@“F‘it@éﬁg@ r?é:rfﬁb‘éﬁeﬁﬁe- iﬁzenﬁﬁni 'ﬁpmﬁl&mﬂcmfm
acqui feprbbésbirgf't%é arerr&jisparedased on the details of the license
information held by the gl urality of the license managenent units. For

exanmpl e, whenlf HIM, ceash ofhthgdieansannanagement emithba, 2a aoidsa he

> . . . ! ; : A ;
|1 B eqPRERRTEARLRER MRS Mo PynEEREUE AFL ot st SBRIST it e °
noti fi ewhikhtthe licelndw triferhiadosdisi t bermidvand BRatiaa sefdD i @iiatedct i on

of a m)gi e cogtent.is Iii;e,ns,ed unti] Decenber 31, 2004", in response to the
i nqui r yP¥r tHgductiondin 'ébmﬁ'uaﬁé}[ e then Bunctions ani bR seri e mssn ng

t hat iorpysepeqiisedd ' oy anfn | i [ eghqr 31,
2002" is hel d@or nc‘f‘?j,1 ?Leﬁ]séergér‘%ﬁ\ér% '?e pec sﬁotrﬁggﬁ;ag]e;%&e éﬁﬁéei@ﬁpeunit 2a
f rom t hwhetherstheefimetient uniti te whichndhzalicenseginfoarmbeidn ¢ensebe

i nf ' it h ffect | iad. Al wh lurality of th

| A et Vel o he ESTEE L88iae Feliittan Qromat-1ocl cerse tnf ormati o

in response tIn tthee i @brsxim?f@rr Fﬁb{/ﬂfgfﬁl@nlﬁdﬁlss@?ﬁﬁé‘ﬁgaifhoﬁgﬁ E‘%é@cr‘er X
(0] e

may notgfbra user of the content usage devices tha esire
| i censedil¥o(RaOreasHd t9e8}. Eheehicensenapmgement uritdlah@aeradbs of

the lic j r i ire the |licegnse information
from trEt SOTHS B5% RS InPernatRe Tl IN ficelia AR BUTRatiatitect ed by
t he usethe fopeotéo hamitFthiatbeeqoestsiio. t he above case, the searcher X
brogdcasts the, i i r,¥ni nfﬁr mation inquiring whether the requested |icense
i nf?g’r mat i on i‘gt ﬁﬁ%ﬁ Hmeotheplicense raagementuiticka gdat era3a that

holds the license information divides the license information and
sends a part of it, or sends the whole license information without
dividing it, depending upon the details of the license information
request. Here, dividing the license information means dividing the
30 usage rule included in the license information. For example, the
license management unit 1a, 2a or 3a that holds the license

information divides the license information including the usage rule
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25 content corresponding to the requested license information for the

| i cense managenent unit la, 2a or 3a to be searched so as to broadcast the
content-corresponding inquiry information inquiring of what type of license
information it holds for the content. Fig. 9 shows a sequence fromthe
searcher X sends the 30 content-corresponding inquiry information to the

| i cense managenent unit 2a until it receives the response fromthe |icense
managenent unit 2a. -25 First, the searcher X generates the
content-Cé)r,res{gondi ng inquiry information and sends it to the |license
manageme?t |IRitingathe: Bprshey. ofie podiecible otineegofuti mg dorteinty to 10

o o el ‘ & o A 20 ot "
detai 1o Ui BEMOSEiBed tHeARCnsh AkRFh TSR SEELITIG HBE a0 8 Fule afi ng
and recédiniitipgishe. ndivbeémafirey roeik fabee danes i e T TP Y #He st hat

is used a key for encrypting and decrypting information and to generated
by a ranﬁaﬁrﬂqﬁ’éﬁb@ﬂd itﬁsnﬂf?lcﬁrbsailaﬁormaﬂﬂatl@ﬁdedngi dbet ifsdae euleomfent

cor r gspoiei erﬁk'lfﬂ:} [ ' [ inafter referred to as
"content | [l)'ﬂ)g‘gt iﬂgiéntl | cégftjlotﬁgﬁﬁﬁgrdrrégp%g%ggrﬁéfeﬁﬁéﬁﬂrH'-é”Usé%@ El'éf‘ﬁ?l s
such as @kepresycandnsendsopithey ohet bk thent enialébetticnakhgfe Fai€toeHet 0 as
"action Wn%]e a flag for indicatin i_i)&t he capabi fi.ty of t'he searcher X
such thaVided, My, RecL orredU&ﬂgléC' At eiMme arRiedoder Birecunaglativie
usabl e peIprodUdtiOHNGFhée Wo?%f‘%ﬁ‘r‘ft@?ﬂ | icense information as a usage rule
(hereinafter referred to as “client capability flag", and type information

i ndi cati ng t hdurdheraioteewhen therlidensetranagenmeitanit 380 Zaeh 35 2

rol gpas e of; | i .. Note that the inquiry nessage of the

confignt -t?oa;:tr fe‘ég(?)sni?'r?ghf:%agler Gﬁitorf%?hé’ﬂ 59"@&%2‘?‘2@@%%&9"{%@“@@, it

| nfor matdlen sehtbyanaelssages aferasinfifietidihBcePhy HagdRirtnbNEcshgsksum
I ng ‘an ata;

is one qof .the error, detection nethods in sendi recel ving and

t he chedEéﬁFﬁf@if‘&ni%Peaﬂ@agaupanuﬂwgaiwgai nde bycldidediingthlatiicémse

bl ocks haFer® ding and sunming up data in each block that is regarded as
a nunerical value. That is, the checksumdata in the content-correspondi ng

i nqui ry i nf or iretri exa mpdie; atlkeent tee lieedls ofnfolten ALBR t6 Ble ¥a8hvgacAbiel ned by
di V|1§| ng thﬁsén ui ré Nﬁasa\&e data, as nentioned above. 30 Also, the 1nquiry
mesdge W5 USQHE THE QLEMERY @urgpradusibleopesiad for mespotentya vieoy ry

i nf or matsh@tt 5 eri6 AW ' 6.5.»%\'}?5 L 4h the ligcense
managenent uiﬁt I2a. I n %§61Mdt t’ﬁté{;é)mﬁgrgg'ss%t e's %pﬂ%ﬁggn%g\%m Y5 9 s
real i zedhafidnolds thealicaaseXdfodmation sensis thodiesmse infornitishatse t he

: X t. d,th tent i [ i nf ti
[0 the [1eerenctiol g kRER oct (RIS LS ot Al ol aomessaagsabrd so.

oot e eSS s gl OB HIBE, B! Bekalls of (0l
con% nt "i‘ﬂﬁ?%ﬂgeﬂr%igﬂ'@%@%@«/éewm}m fipg a_hmolhefajsisr@:adu_t@.?I s indicated
[ cense nanagomst " Goriv g ERE mERRAT S ot iF s BB EioRul de f o
t he conféRctiamd urtit intepretst thésmessage and uses the received license
information immediately, and thereby the reproducible period for
the content is prevented from expiring though the content is
25 unused.

There are two methods of acquiring the license information
from the server 100 in Processing Ss4 of Step S102: a method in
vyhich each of the license management units l1a, 2a and 3a requests
the server 100 to distribute the license information to acquire it, and

30 amethod in which the server 100 distributes the license information
regularly so that the license Mmanagement unit 1a, 2a and 3a can

acquire it without requesting the server 100 to distribute the license
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Next, once receiving the content-corresponding inquiry information, the

| i cense managenent unit 2a decrypts the inquiry nessage data and the
checksum data in the content-corresponding i5 inquiry information with the
above password (Step S2a). Then, the |license nanagenent unit 2a conpares
the val ue indicated by the decrypted checksumdata with the above total of
the nunerical val ues obtained by dividing the decrypted inquiry nessage
data (Step S3a). 20 If these values are not identical as a result of the
conparison, the |icense managenent unit 2a does not respond to the inquiry
from t hedf@aMmakonNX. 1f these values are identical, the |icense managenent

it 2 i i nf ti di to the i i
25 message | ninet 1A SRR cPREE B3R DRSS RRCT IS Ay a (Shdp3ada)
and pr epaiasestss AT eséfe 0 A [dIGkHBG (Hhie IRAHR FFBHNARRAP 02

i ether 1t my

Here, the |icense managenment unit 2a determ nes sendl the
li cense FeRhRS ifon eHier hisense maapgesendr ehitsothabdialdorhé aedieed

sear ghery; e | i ilit .a h e i.nformation or the
dsags paiceheEBim 0o ITAGEARER' (o, Lot shaHiER 12om dibendeng

i nqui ry in@nagetrent uAt thatnoééte _tM_érld§aP‘éhﬁlﬂlé,h6r|ﬁe‘?éP§€to”§"ﬁ‘§<€H§8t uni t
2a judges basgd n the, cligent cz%pabl lity fllag that the searcher cannot
det erm ﬁéStc H& lﬁa&bﬂe phatoking ofHicensed nfosemationnisheldi om theidgherbased
on the t i } ; f r t Jole ag.a
server, %ﬁ%%ﬁ@ﬁ%?e@ qd;%hoé@ﬁggﬁggﬁgﬁfto%&%ggg h@%g@%% 'Bgoﬂg@&'%’t hi n

t he usadé petiregistered inothedicensk tistedrmd thea athe@rgla@rhg gfoeRat i on

ano t ts.the above se h condition, for exanple, it

ot P NBcEnsaThrOREiAN R Ta dr VBl Hamebnte Sies ARpRE OB ithie hoste t he
above sapsiahioeRBIDDI on to the searcher X Then, when the |icense managenent
unit 2a determnes that it should not send the |icense information that

meets the aboJ@ tRarsgarsdnin Step, Si02sERuscessiaTglSsd ), eieshown MRFigge

noti fyi i nce.that it won't send the |license
i nf Ior )r/r:attrt?g’oﬁlﬂ|8n‘“s$%S :‘Qg%ésiﬁy g)cﬁlﬁéé:ﬁbccﬁ[b%? Irg]aqargbemsedbtnggquﬁlgr, n%f:iaﬂ\df rom
the sear3daeafcheforftid dthledsiit8hsel M&Qé@eméﬁfr@ﬁitgntwabﬂ Fd1dt e

nf or mati on includes a header, respdonse nessage data |ng| Ca?l ng

{ holBhodiceist dRFoENATORaS EhecRearshar 4 b alexpialmed dralovs. of sendi o

and recei vi ng 1¢af [ h i . r 4,nstance, a
function unit IﬁDH?fr?at%glszsg' %@é‘ﬁfpﬂt@‘% ?gfﬁlgg' o&%%mrgfﬂ% ?ﬁce—#%éand
managemé requests theeatdntert thde pseghaed fhethes ?éq&%sitﬁ'faﬁ)ﬂ‘%ifi e

I icense”cq#)%w on | D thaé IS, id(fntiéi cation information of the |icense

i nf or mat| o0 A HRIEMERL Uits 1aondp: pBd o1 (i tsanster ithesiligemnse s4a,
det ai | s infotriv@atioaen I } rﬁggh I of onpmty i Nqgj Lhg a
role of the license %ﬁgggﬁgwlhﬁhté 2%8(.) on *é{?ﬁa&é‘; nemm}g‘lr %ql(ﬁi%gt here
are2§ plMPRAAYMENY UBHnEhat receives bre requestad ses motavoldktisedrcdnse

ot ai | s TfMBHAAEN SaeflerTordh 5B erdicapse RrRad@mENhUNt Kaakbove

sendi ng hdgdsctheldicessadafosmiatédnded i n the response nessage. The checksum

data i ncl uded ig th% response information is -28
After the search, the license management unit acquires the

license information from the license management unit if it meets the

256  search condition, and the content output unit that has requested the

license information acquires the license information from the license
Management unit that has been requested and searched it.

Fig. 4 is a functional block diagram of the home network 300

that shows how the license management unit 1a searches for the

30 license management unit that holds the license information

requested by the content output unit 1b. In this figure, the home
gateway 200 is omitted.
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data indicating a value obtained by dividing the response nessage data in
the response information into bl ocks and summ ng up data in each bl ock that
is regarded as a nunerical value. Then, the |icense managenent unit 2a
encrypts the response 5 nessage data and the checksum data in the response
information with a random val ue included in the content-correspondi ng
inquiry information received fromthe searcher X, and sends back the
response information to the searcher X (Step S6a). Next, once receiving the
above response information fromthe io |icense managenent unit 2a, the

searcher X decMhmms the rempoeste ortpage uhta 14dréfa eagchpien ﬁ'gégse "
e In the

i ncl udedm'f%r .respgn information W %g Ehe random val ue inclu

content - COrr € Rt n iSaEWl?iyrsy reqsSHa: £ ISEaseSTARNagRIMEtpardt 1he
e muner | ol val uoaCop e Car e eARE DI LS sTansPEL SR GehBtR L

the nunerical val ues obtai ned by divi e décryp
data (Stiéfosmation: tlikewiss, ddie soateadnoutplt amia 2iesand Wie EBatent

[ h [ that it ived th
ot ormars aep ot A SPLTealldstG R, BeRnS e menag Bt 6res ok ndspbadi ng
to the ZAicenseeniamageiient'SaoR Q%t,aféﬁéaﬂv%??g dgcrraﬁlésflgﬁeﬁe[‘lﬁéggssal Les

desi gnat.ed and the |icense nmanagenent unit 2a
are not M4@RNAPNas a result of the conpari son, the searcher X recognizes

that details gfjat he; {.0f i are wong. Furtherpore, when the
above sendi ngcﬁlgf'gtllgﬁlmnéggggﬁ @@@%"W& Fa2gaUERGR F%@b&ggecﬁﬁﬁage dat a
of the etk eininfih mequests Neensal MRS BRAsm N ieHRICS EBRteht
canqgt reg gége | i cense _managenment unit 2a to transfer the [l cense

i nf or mtfohﬁzg '5‘?1"?ﬂé"$85'€ﬂ OPej ection nessage. Therefore, wasteful
operations of A h hey I of i | 4. cens agenent upit 2a
tg 30 tran feftﬁgﬁﬁlﬁ.{:é(;n?g i)%n é(;rn'éo t] ogﬁgﬁgbag@g\%ﬁa aﬁan&ﬁggeﬂfﬁ§ﬁ@?
ef f i ci erfiPDGdiment yeilhbieoax pdained withr céfarenceatobriggnbanced. The

searcher X al ihguires of .other |icense panagenent -29 units that hold

t he conmon paﬁ'\}é)q’]d ﬁanC?HEEPFcéwst& ndgenehP UBquests Bthed ligense

r esponsenanagaraemnuhiem £ j LR he_searcher X
o onaaUMETLE AT transney R MRIRY iHRutmarGp G RMo

gras h, | i cense managenment unit ho cense |

w

s whi
cor t8spd &i%ngrqlbrqqiéc'égﬂt &ft aampie irontemdeisidicensedhi ah thee [Reaijsder X

itsel f qReed =R (ALS i e faor its .request. In this case,

t he seargﬁggﬂ%Emwgflﬁ?lqgh%hé#L‘%'ﬁ@eerrrgﬁd'ge&fé}*‘f&ﬂ%dpf‘ E‘&nﬁ,ﬁi'maﬁ‘wse

i nf or matthaf “ianiol cimeivepredu ottem cfdsineeses corfteihlisi BEeRkk t”r\%@{{f‘c"i on

units og@he home io network 300 to comuni cate wi th one anot Her it may
e

inquire address of the function unit to be communicated, or the

I ti URLThHEMN f Resosis iy f the, |
 nf gr ) on and il cont ent %@P%@@&t bRic EHARETS MAqi et «ne

1i céfseicoNserdnformadions pottiendicateshd heordamte mhiguit gl $ar aereol
itself i . ' t suitabl it t f the | i
'naﬁigen?n HNETIAISE TnfOihation 3340 bRl mianed dotan Eode O e e bol ow
mnagE . o ; i h h
with relieeaseeman fgemént Lﬁhg_léqtj'ﬁgq%i 563*?'%“%63?6]‘1?8{\?%&@%@5&@'[] g\é\’ni_ee

searcher_ X 20 cHoer_atgs to acquire’ cense informatron
managerthti NAHEorized, asa seswite ibprohibits bhei gonEenboespyrtagpitng B hat

the |icemsf wg t i s 0 he,license, i nformation that i s npst

suitable for its grvf\ﬁ]rteﬂqwuelggéggaah?@srbpgt'w'r@é‘g Vit fias the compant

i nf ¥ maoHbpUL romitesbhthat énsa MrreaeAeite thid licbh%éﬁw&l?ﬁgt@]ﬁglfﬁg?s the
e \functi on

| i cense g formation | D of the above license information an
unit | DS *the |icense managenent unit 2a that holds the |icense

information (Gheeh&lBther hand, when the license management unit 1a
judges that the content output unit 1b is authorized in Step S2, it
determines whether it holds the requested license information in

30 itself (Step S4), and if it holds the license information, it permits the

content output unit 1b to acquire the license information and sends
it (Step S5).
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Then, the searcher X sends the request information 30 requesting the

| i cense managenent unit 2a to transfer the license information (Step S2b).
Here, the request information includes a header, |icense -30 i nformation
I D of the requested license information and a function unit 1D of the
searcher X that sends the request information. Once receiving the request
information, the |license managenent unit 2a searches for the |icense

i nformation having the license information ID indicated by the request

i nformation annng the license information of its own (Step S3b). Wen there
is the Iicens¥h ﬂncthmllpansemanmmqmteugwaameoniﬁs tlmat it leekinanse

manage t reject .t.he

Fol | oni s cequssted ifiheg FERRTR M TistRR S AL shirer s areinG, 1o
uni ts (&eptﬁélu)hcéli’i@e manag@managﬂmstthumho|21atﬁrerrrtremmﬂw~rﬁaﬂ@tﬁ on
uni t l(g t\t\\g)sear cher X included in the request information in

associ a h the I ocked license information (Step Sbb), prepares the

sendsng |.nf or U A ALUAROIAabEATERE Jifif ITRLOGRS MRS Reader (Step

S6b), and sends e sending I nformation t B)~ Then,
t he seamaeag)ememluast 2aerveett hbei séarcidomditiom ada resaltsef rtheagenent

it 2 [ th [ i nf ti th h X itself t
from ¢ noe 2 Bul §Eebread it Sce et Titens Mmaaagrrass)t Unib Zaddner x
furt her rdgLlsestiidei derREIFRfd hBRLITH I megDs%f)d the function unit ID of the

| i cense managenent unit 2a nenorized in Slb (Step S9b). Whien the
sear cher X caffuge receiving hbeseaqiiast,i tiflerlmaemm maclagementhanit @ense

|nf mat,i e uest information, .it requests 25 again

the |cteang§ k&ﬁ%&lp% 'ﬂ%fu gﬁ“ F&ﬁ‘é@em?ﬂ@gﬁf‘EEMeU?W g?n‘éﬂ%‘?ﬂ Ghsed on

the Ii cehednt@rflge rmfmnaltlbmngl tbhee HOCRIAOR alatﬁthle ot h‘fbt' &@

managerrwﬁgum menorized in Step Slb. Wen the searcher recel ves t he
g

sendi n !F‘?fﬂﬁq? udHgageMent bt 22 o}UﬂﬂEQnthﬁt thgatigenseese | Ds
menori z 1 d.dele h

sear cheﬁ%hag%ﬁgpﬁeagéﬂz&l%gl %msﬁgﬁ?t%%f orgrréxt %%%”ﬁf-b t f@/ﬁﬁ%ﬁ%&ﬁq

acqui r e$icemse ama:aagednéntamslet 1affeormtacguiting the Atense nefosenatiopgement

uni ce.receiving the acquisition notice infornation, the
| i ciﬂ &?ﬁ]gg)éﬁéﬁ 'Gn%n abit §émgcﬂHﬂr q erase intorpatign(atenon
menor i zgcig Step S5b (Step Sl11b), and deletes the license s information

when it is foundzgi.St ep S12b). In other words, even if the license
managenent unQm es@rtbgrthanshnwmmh@rlmaense hmzhadengehheuhitc@ase

ot or mady 8deb it e NeEitEe DrafadkRindh unit L B plRarlzs i eder s,
i nf or mait pernits the icenser nlenadentent BIYRN1G1 tbhgcganrctte Kcapge not
information, because the |icense managenent unit

rec ve, t e above send]
mof§ ﬂs@"?g'é’ﬂrl @&iesgqmﬁ%rm i epruestrd cirenser Wefersnatiandesdhe
[ nf or majiiceh s i gbgg%ﬁqeﬁgqﬂﬁltt! P13 (i[‘{ht gCiCi)':ltl on with the function unit ID

of the searcher ce receiving acquisition notice
The license management unit 1a that has acquired the license

information permits the content output unit 1b to acquire the license

information, and sends the license information to the content output

25 unit 1b (Step S12). And the content output unit 1b that has

acquired the license information uses the content distributed from

the content unit 110 of the server 100 using this license information
(Step S13).

In the above-mentioned home network 300, the license

30 information is sent and received pursuant to a secure

communication protocol such as SAC (Secure Authenticated

Channel). Also, each function unit may send the license
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15 information fromthe searcher X as nentioned above, the |icense
managenent unit 2a regards that the sending information is normally
received by the searcher X, and deletes the |ocked license information in
Step S12b. Finally, the license managenent unit 2a notifies the searcher 20
X that it conpletes the processing in response to the request fromthe
searcher X (Step S13b). As described above, the searcher X acquires the
license information without fail by sending and receiving the information
such as the request information and the sending information to and 25 from

The | L . ._ Y
| conse T un BT REACHTS sty PR W BT g & AT HIINE oo
t hat t héuhictimseimitiriagertech thetlicansetimforinvation ih¢osbarsdat, Xoithenitted

t i [ i t Xpl i ) . Next h h (Pr. i Ssl t
L SPothbs BR300 O 5 ke LR el M Py B e e
expl ai n?i‘éeti%lé)i’hfcrr?’ﬁaﬂoﬁ 8ec?=%pt§ tﬁedﬁééhseta'n\rsrmai%ﬁpeg&heﬁ ﬁ&?‘ﬁ%eﬁw search

met hod according to the sequehtial access nmethod. According to
sequént iedicryptedswith Hbe, funetiosauetibdDXoffiitselfaccesses the |icense

managenent uni,ts ,l 3a i 5 predet erm ned order 1)~(3 shown
in Fig. 11) tg‘si ﬂ&gltfé)aeo?%g)aoc\ﬁe’o%at%e%?vﬁﬁ ﬁé’rﬂg %hﬂﬁage[ Hg’déggr%a'%fi cense
i nf or masiedirchlesnpdr thedothet heoRBENEfage fdedrcdehbitCRBSE mBRESsaARNt unit
that holds that |icense information, it stops the above-nentioned inquiry,

and t hehCEORE Arkoratioremitd iagquirg: the fHicemsenifanroation fanaydifent

oca i o TEhns eRECAEIRAUS e rer RErRETie theF Efirochlind BRRIE 1oy
t heigeathkemecessancdésense iafelomativn | egensdf mehagerdgt noti hwldait 2a and

3a, resgﬁctive , W { hout predet rm'Bi n% éhe access order. Al so, although
al | theNEERFSYES ndlh ntWoriss thg 0ihesneontent d1S3GAndeMicey oL, when

the seatpBehodé hétwdAETSSD TRIAGANTEh Hithe LURtERPYRAFR AL ice MR

bet ween t hat cense managenent unit that e Sear
| i cense heddsgtivenliceansesinfidernatiome camralso( Bsecthei agnSeht psirsgiaiite to t he

i 20 method in Step S102 hgwn in Fig.. 3 will b i ned
bel ow. " Rgrise TRtohatly pAwa G aRIS Rl enssiintotnatigh, Bifbdias
accosdi bedr dlF€adyi PistBibitdFroth tRecseid 110D tHeLHé | 196 mid! Tk tied hed.

each of _the |icense rrang&erre_nt unit la, 2a and 3a sends in advance the
| i cense 38 icad be Ugedr aHECsiVelyt i fying the |icense information that they

content - out put Shefieliife, mRART HRIBERRR miHadeqfenfBrdEd Aiad Mad The
sear che3aXofridymicesitebdsesage doeide dgn2eandt 3 creamflesdbirdthe «m@q&?ﬁ;i zes
pe o

the license informatio enent 30 table indicating what t
| i cense MANFIFEPES %@ﬁ@%ﬁ@q%geﬁgﬁt%ﬁ&ﬁ%ﬂ%ﬁ% that é@'ﬁr{dﬂ%a
hol dg. Yl’&@hs%“}’nf&rtrhﬁ?idd aPRF Pe RIS Y |i¢ddsd Prakdg¥ifledt R TSt

content output unit - 33
meets the search condition only to transfer the license information.

Therefore, wasteful request processing can be saved such as
requesting the license management units of all other content usage
devices to transfer the license information.

25 In Step S9, the license management unit 2a authenticates the
license management unit 1a that requests the license information,
but the license management unit 1a may authenticate the content
output unit 1b that requests the license information. In this case,
when the license management unit 2a judges that the content

30 output unit 1b is authorized as a result, it sends the requested
license information to the license management unit 1a. Also, the
license management unit 2a may authenticate both the license
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1b, 2b, 3b and 4b searches as the searcher X, it searches for the |license
managenent unit that holds the desired |icense information wth reference
to the license information managenent table, and acquires the |icense
information fromthat |icense managenent unit. 5 Note that, although al
the |icense managenent units la, 2a and 3a are shown in Fig. 12, when the
searcher X is a license managenent unit, the above search is nmade between
that |icense managenent unit that is the searcher X and other |icense
managenment units. In the above case, any of the |icense managenent units

la, 10 Zaawyy&mertduniie 1coamNtheutontenicitplt, udl 18 and 4b that is the
searcher X nenorizes the |license information management tabl e. However, a

t abl e managend¥eXxt.ethe rasejwheee aqy pfirthecopdept o tirut emitsd hoab,

net wor k I i.ZJ t i Lof.qr i I n
Thi o sl i@ aHIERs e dlidise aFOHE sl e e Rs s AASSOEMER] Urts s
Lh?dt aallhté\atahag@rt\bm litﬁm;'enmmimhti@fmintmﬂ is:mze(ﬁrm‘msr?hbogsllbaési t
ol ds nit renews _tha i cense information or on a regular basis. Every
ti medthed %‘HPe'W&r’nﬁgMi' b@r‘ﬁi‘ﬁ "E?éeibg'zoi”ecei ves the notice, it renews

the details OfIntf}ﬁSs'c%%:@,tsggi:ﬂf&FfWéic%%t%’l%?fﬂ*@# uh#Ph %‘}g,dab@na%

searcher X accesse e managenent term'nal devicé refer to the

| i cense Hegurstst aosomtieageterhe tudrd, @b rthesd sdechesafidr sdee dhesnder t he

| i cense managenent .unit. that  hol he desired license information., Wen
each of RO m%ﬁl@rﬁ %&ﬁﬁt%h%,"%n%%dnfarmatzent RECESIREN tut put
unit 1b,ydd th@bcdRtedb. that is the searcher X nenorizes the |icense

i nformation managenent table wi thout the above-nentioned table nmanagenent

t erdOnal devi ddg. & is afgnictigmlediagramef dre horagometworkisystemne 300 zed in

each of € 0 i.f _the tabl nagemnment
term naI&Jsh(%mgg@i%gse%l%s\pp'fﬁ)%%%%?é#ggénégﬁ Hfrbg?ﬁ%qlko%é%ﬁ%é%ﬁéﬁtt edgl es
are unddicenéé enbnegarnendensits tifatt hold heed esiredelieahskantoPalatieni ce.
Ther ef ore, 5é_he | i censei"élr“‘ ormat i on managenent table -34 nenori zed in the

tabl e ndfhfBHefigurant Ba gatemay dstynptatbnewed, and the |icense
i nformation Efage I be i Wh t S X
grasps that plural ﬁ%{/ﬂtoe%’ﬂllji gél(ril:ggltS %ﬁﬁ;ggﬁe@%g%gggshﬁg tﬂ'gedggégﬁé

| i caise main@gemiant asnits ebal t 2af antler3angot sddvaeH | fensehenflitamse on
managenent table, it selecits the J]icense managenent unjt fromwhich it
;houlgld d@&lﬂargaerﬂ?éﬁl'q P@é*%ghpﬁfrb‘ﬂrdahﬂ%_rﬁ%%g@a ﬂﬁef‘ﬁé &ljlozim@.t'é‘m-t Ihe I : cense
informtion siggg. ap SHewd lPdedifenee! AbrihthecRoitBht! BaLbLECORR 1b

managenment unitS _hol ds. 1o Not hat the searcher may notify a user of

the conts@Rranesyiothedicensetinformadine atadegenidad abiovwe urdil iosses he
desired ﬂhié:EBﬁ? 'h@formati on and the details of that |icense information so
s to acquire tﬁe license information fromthe |icense nmanagenent unit

sel @0t ed accorAli sgnhplé hefusdre s operaaions. aktoMelhg tie ther chréssmpeessi ng
Ss1l) pursuant, to the afg{ﬁch Cc nmégion met hod in Step S102 as shown in Fig.
3 will tﬁé’“@@&'ﬁﬂ%@&% .eixipga"l ibelpwiakidh peferensiea§pania.ndt shows a
search net hod rdi t c 1,5S5i10 . i to
The search comit s wiith, thel 8 rkent ButgUE Rl L Feaf s SR IR

out put unfosmitjo@bmaanang 4hatt feepeadakeirorX 6frat mowié ssoatenthes
Iicenselmanagenpnt uni_t "‘a, {,or 'bnsﬁ,ance, to search for the desired |license
i nf or mat'| Gl celt SEAIGNRS (Pl‘_'et CarlERNSEMMaBAGEMERE UnékshdBakahRalidnent
uni to5i S AfcH FRICGTRS iﬁ%rrhb;{iior‘n'iﬁeé‘ggahi?:%o{%gérb@z??ﬁng the license

information that it holds itself, e1ls e license information,
it notifies tVéhegarthigerconteint rowitpasr anited bl tjudges tthats dhecHizense

acquire i e in mat ion fromthe |icengge.managenent it la. \Wen
there ié“%g\%ié{@%ﬁ%cghégi%MFﬁg’f it_@r? ﬁgaécbe‘_%%rl‘aﬁéﬁ”"tﬂ %6€§é'i€8_f,t]'ﬁ1e
| i cense gwmitege(BoepuUSDRDR )| dtcattSSeORel hEeh's‘éeH%nHﬁ@ﬁSég‘e%nft”?h to
search for the desired I'icense information as nentiohed above. If there is
t he desifeduestcemedicense rafoomation (Stp S23).
30 Once receiving the request, the license management unit 2a
authenticates the content output unit 1b that requests the license

information (Step S24). When the license management unit 1a
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result of searching the license information that it holds itself, the

| i cense managenent unit 2a notifies the searcher X of the search result.
However, if there is not that license information, it further comm ssions
the |icense managenment unit 3a to search for the 5 desired |icense
information as nentioned above. On the other hand, when the searcher X is
any of the |license nmanagenent units la, 2a and 3a, the searcher X searches
for the license infornmation requested by the content output unit 1b, 2b, 3b
or 4b annng the license information that it holds itself. If there is to
not tl1at r ' i ment
ni ¢t o 4OgER ATt BRE TG oLtp BTN ORIy R GRzel S8R FosoNiagE
Accor di pgotibitise thearaontentricagiput ranittod b tfrenseacqbéring dberilemes any

f the | t d ot h, f t
dosi red IEREE o ARAatbBIEs e Fonter PthsE ¥Rl ih3RcERRh@fREE  on i n
any one (@fieph§9s), | FRRAGEEREE WRifdg et UIMiENTS] iagas ARt tha! t

comm ssions the other |1 cense nanagenent unit to search fof that Ilcense
i nf opmatdoditenti eutput ynithkbsisapuhhoesinddsitopermites gdwe €9 ntentl oubputiesi r ed

managordil LRt E6; AEAUE KT tarye dnrbBrialonat st I il thasce ™

|nforrratmﬁ@rmmtomt(gmjpjsze)self it notifies the searcher X of the search
result. However, it may directly notify the |icense managenent unit that 25
has commi ssi ofMCE HRCGUHIBE Uﬂetheegésr trhfqré@atton,l ﬁhﬁhpgnéggé oukRuUti cense

"t ol i Th s ek nREEARAHE IRINBCEh s R RS h AfHaLRh Glep $228° « 1o
th]g: 1sea{ cher As destcribzed taﬂm\]g@,am’ﬁm tlheasealrchertlbethbfjorrftétdtlt crs]e?pﬁtl g
ntrornatli Qn, (0] |.rec rom e | e nmana un a (0] S
:t but qu'f(‘jll‘lécélbyofg} i"{'h% corHent ouERd Wﬁﬁdgﬁﬁa'ﬂﬂu € fppkenkach of
t he | cenpg ¢y Suéé the avhiant 36y a'?éﬂl‘?ﬁ‘néh%hfaurli:éér%bun't

| Ds for |dent|f |n e ot i cense manag errent units la, 2a and 3a and
t he contlaﬁormtp@n imnmstrle omer dicense mamagemaa’m umltswe\teasufbﬁmg

assi gne of th epnse nanagement uni.ts la a _and

o oo IselEa riRAdE mERE upRELETISIRL 3 THoRetatR, fandfdaRr: (dR e,

|i cagse gtveaghanet, wmietmhe, séar@tmdrfig tiied lildeq Se0 P 8 A geith BAt lhlﬁittfalb 2b,
3b and 4b with their priorities being assigned, it accepts their

conmi ssi&hsof Bahéf 6h@eIIC@HS@emaﬁa|qegnsntoﬂmt dsd iBnin N dPOREraibee t he

Lunct, T, S ot Alsale L PR oA e

the userlscewsfe bnaaatgemblmttlhmitr1aruwtnansef$3ruﬂ1mg|caﬂf9@neﬁbrnhatidn als@mse,
when t he user |n5uts t he s r r&%/)&rs)eratl n t he caontent usa devi ce 1,

2, 3 or ANPLAGAUIfe th? @elﬁﬁd' Fgorna QSQPGFDtht%nt'HQ ﬁttéYﬁ usage
devigge IBorditlon3 That i€2eBneFafy¢ol tRENSEs EBRALF AR EEhFc}géB lgé‘d 3a

accepts the conm ssion fromthe content usage device operate user
wi th a Hiegnrse pniadraggmene wbrtaer2x @Ieé?&,h&mebrtheeseauéme Iﬂaﬂ'aa@errent

20 mot nt T MBLCaIE] 8. PE 6 SR IMATLHARAASP g HiRcRIEn =cr <

unit of the content usage device can be prevented from having a bad
effect on the other function units.

25 When each of the content output units 1b, 2b and 3b searches
for the license management units that hold the desired license
information, it first requests the license management units 1a, 2a
and 3a in the content usage devices 1, 2 and 3 including the content
output units 1b, 2b and 3b, respectively, to transfer the license

30 information, and then may search for the other license management
units that hold the license information if the license management
unit 1a, 2a and 3a does not hold it.
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requests the |icense managenent unit to transfer that |icense information.
Meanwhi |l e, the |icense managenent unit that is requested the |icense

i nformati on authenticates the searcher X, and only if it determ nes that
the searcher X is authorized, it permts the 25 searcher X to acquire the
license information that it holds itself so as to send the requested
license information to the searcher X. However, when the searcher X
searches for the |license nanagenent unit that holds the desired |icense
information, it is very wasteful professing to search all the |icense
managenent uniASs desichidledii rabovese evarch iflo searghermi oft hchsedicdimge i t sel f

to acqui icense.inforpatio nd.t hose whi ch the searcher itself

cannot Jéggégeed“fe%&saabtsst £$9Eqb9|6€£6§ﬂhﬁe'ﬁ%%du grm%t'gé’aﬁ:ﬁgﬁ soRE@bt - 37
acqui r e dutpUt GANSEDbi DO IBLG 0AbI bf tﬁe'c%r&%tr&fmagé dévise H“agift{)fefﬂied as a
result of the authentication by the |icense managément unif 'tHat neets the
search dbgdicondgntevsngier device floudd 3sandr dsudan ccqueresdhechicenden ot her

dg, ilel | el the | I its that
do ndt phrofnEfLs B Hie Wiley GaffeREURADY HEiEE Trd SreEhen catP S annot
be accednforrhatide effeceialyX 4s dm the s89eciyHrd &G erkis Ihe t he
sear cher, X ma% nenori ze searc&ng%‘gu&]l nformation 10 including the function

uni t | D3ICEINSHhENBNAgRIBERkHAR idrs3@hat can be accessed and pernmit

t he searcher i e .l Inf ' _— i se, when
t he searcher ﬁés)getércﬂege%oﬁrcht ghﬁﬁgéﬁ%e%ngﬁgg%#gg&cﬁ%ft'?etiﬁﬁép ﬁ'b%et e
desi r ed 35@2r(RroicelsimatSoh) will he expildined &slotve. t he search group
i nf gémation, ??& tgen searahes fqr only the |license nmanagenent units

' e

regirstered in edPciR gfEpTIPHVE ndia8RAMcERR shiows wibeersgarsdar ch

can be FR6OeHISY tooHRE BIFAdERSE nhefRsg, | nformation cannot be acquired from
the |icense 20 managenent unit that neets the search condition even if it

is found as aAceouingftottiee braadcast methsdaritresedrchertbehabiyamase,
t he sear rj the -searc roup i nformatiqn, and thereby the
wnst of uP Tt e et AR debesd 2 d b Gnd 3his EPBRCBEGHERIE he
|| cense UTHESGEDPIRDBY Sal WA Rt dustac pefcAflablon hRERIG o frand.
y be adde o]

permt :],he searcher X to acquire the license informtion ma

t hel8earl@NSEhdNENGIYDENtadinike 13cetrcandndgendethear tkhendolbithe he
Srvitcareagente MEERSE, ol FORK, RenAs, o eadf oEE VR IRRIS, 1,
the seamabagemuattunitse layt RanahdaBaonotifiesasr reea¥eher X RWifthd2 as
shown in, Fig. i 11. be expl ai ned bel ow. - 38
theyghof?él the'license Pnfaormatlon or not in response to the broadcast
inquiry information. The searcher X finds the license management
20 unit that meets the search condition based on the notice from the
license management units la, 2a and 3a, and requests the license
management unit to transfer the license information. Note that all
the license management units 1a, 2a and 3a are shown in Fig. 8, but
when the searcher X is the license management unit,
256 above-mentioned search is made between the license management
unit that is the searcher X and other license management units.

Here, when the searcher X grasps that a plurality of the
license management units hold the inquired license information
based on the notice results of the license management units 1a, 2a

30 and 3a, it requests the license management unit that answers first
among them to transfer the license information.

Note that the searcher X may select the license management
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According to the present enbodi nent, when the |icense nmanagenent unit is
requested the license information by any of the function units, it always
aut henticates the function unit to determ ne whether it is authorized or
not. 5 Wien the |icense nanagenent unit la as the searcher X requests the

| i cense managenent unit 2a to transfer the license information, the |icense
managenent unit 2a authenticates the |license nanagenent unit la. Al so, when
the content output unit 1b requests the |license nanagenent unit is to
transfer the license 10 information, the Iicense nmanagenent unit |a

aut hent iurst efrorhewdtdoheitt acquprds whid lidendderiafoim@itid s efesd@NGQerRat unit

t hat recgives t request aof the |license information authenticates that
request Qeettﬁ'éﬁq PESH@eﬁFﬁf‘ﬁﬁdﬁfPHﬁ‘WOBo‘ﬂ?M Riynghe ndusiabty inthe ligensee

usage f?ﬁbh@a@%ﬁ!@: 5|u91fit§.heFBF“éi(bﬁ‘i‘|l;>f5‘i Wﬁé‘ﬁttﬁéqﬁ‘géﬁ%i @%@ﬁ%b’%&ﬁﬂ?mi n

is arange in which I'icense I'nformatioff can be noved:
embodi miitif taenatifiesdthatritiokis the fikensa infidrentinst imeamwihgsthabat is,

th i t it la, 2 3a,and th ] t t put it 1b,

obe 5 SRaPHBRERETE o A kadyiS; cBRrenE o LER e it iecraIber 31, sot oo

that theddgersead itﬁ%Qﬁ@@ﬁééﬁn‘é%d@rﬁEMeQn"iPZénﬁo%ffiéﬁ‘ghégQFW%gdgwe”ent
b, 2b, 3b an b.

units 1?" 2a and_3a and the content output units here
are two ligense foraaatigse eaninghthat “seprodustioreof faom qrievasgtenbisct i on,

and anofj i D p | der. such as 2 conpany that hol ds
and pr 03’%5?%3%%‘2?&%[3?‘9?%2?&:ngﬁﬁe‘g ' 'f‘h'ée%%‘?%?ip:th%ggﬁﬁﬁy thej ust
‘user dsemirgheand ttsoltwhether’ ehat filereou hGFmtIEh "ea ity cARAEN
provi deg, further imt the content usage devices that %e ong to a

preli@t er ﬁ?nﬁéﬁdb'&ﬁt%to pRoWna¥ie deptentig figensed antihfecenvinec31 he
> ! o _ " .
i te balugs FHen ot noencHe sEMThdrx Sl S e AEBRReunEITageBioAl on

units by setting a nu 1al NS of " nov
Al so, th&itmérorsthedidense smmanageshenttumidstiz el Dy toa re thection

A T U e e N
e | oplaro ey arihnl o bl inEica Ry ng Bl pELdshe ™

the |icense managemant_ unit that ves t
i nf % naficenseeirfanimatiothén response tactheringniity tinéo rmetiestfsonhehd cense

i nf or matj |.opg 0 | ical user. domain or. not, and further

det er m %ggp\cmﬁgtrﬁgf %Ihl[:e Bé?ﬁﬁ'ﬁ??{) rﬁﬁé( UQEU@! Adper ofi @Hﬂcﬁmkﬁnt HS@%Ehe

| i censedevicesagfeaertioldnithet Hakiresd divé@nsé hin forRYSEbn BF9eReiMfic

function unit that requests the |license information is authorized only when

t he usefMABAGIEMENtYRIts and the details ofitheliceasetimfonmatibn heldy and

the fungheaq, URHd ! estlelctiqn. a rmets {.he function
unit to acqui reln:dheélclﬂc[:hgﬁésertﬁﬁf g?ﬁgﬁ;gﬁﬁgfﬂ#@m L‘gﬂ@i %ema '§§@r‘?§nt uni t
i ts20f Addagemaeatiunit afife condentassagetdevicesseleetedt biit¢rcanshireal | y.

For exapBI Ea er a usage restriction that is set by service type, a usage
restrictP§ further be set by content category, and under the usage

restriction, RuvBREEMOFSL Mircthena®eyd l(':rfatsléertlli’é’ SEr %lzg( %tagis]:%assﬁe

descri bed above by authenticating the function unit at requ
| i censethef atinorinfermatior inguiringaiwhetier | itoensegiettedaticensean be
pr event f i rain o, other .term nal ,device | ocajed outside the
i dent i cgﬁ%@n@%ﬁ Qgrﬂe%o.gp AéOF'hg’LE‘sti'&éecqfﬁB,?fb in_laP{eﬁ{qsdﬁﬂiaKG €he
f unzs i oconbehttdmirespauriing thahd ?éﬂﬁ‘és‘t@ﬁoﬁﬁféhﬁéni HRrAdatidh oA the
restrlc}.lon, the function units can be classified to those which can
acqui r e!'FRESE fBASGEMENtatingh bad 4;m08e 3Ai th bansearckedi se ias, teven i f
L hey ar Bro A8 CHRCHE L dHtet-Bbridlp GRBIRE INRAYS AROHASSLLA T EdiliRg M

of what type of license information it holds for the content.

Fig. 9 shows a sequence from the searcher X sends the
30 content-corresponding inquiry information to the license

management unit 2a until it receives the response from the license
management unit 2a.
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30 For exanple, even if sonmeone connects an unauthorized term nal device

| ocat ed outside of the home network 300 to the home network 300 to acquire
| i cense i nformation, he cannot acquire -40 the license information
because the term nal device does not belong to the identical user domain.
Also, if different usage restrictions are put on a content usage device 1
for a father's usage and a content usage device 2 for his son's usage

wi thin the hone network 5 300, these content usage devices can be
classified so that the son cannot acquire the license information on the
content usage Festicehe sgatgheni X generateantheqabntent- corrdsp axodirapt

usage deyj : K (YA reguest of the |icense information, the
| i censeqﬁgﬁg%ﬁ%n ur?itr&ﬁaa)ﬂ@%teltﬁ‘gfﬁ |tc€? Sﬁﬁh@CFUﬁ&m{‘%@'m%ﬁym& 4@quest s
the |i cftepi 8fi@)mati on according to SSL (Secure Sockets Layer) using a

certificate p(ul_rsuant to X 509 Protocol issued by CA (Certificate
Authority), fdihe ncenteat-eurespondiagt ieauicut bsfarsnatiarheindadedormi n and

th i i . . . i . nt nit that
[ ° BonaRed el iUy, mEstIe ANE IAREEA LG Shen BRE RS OE Hee IR on
unit thand ethesksuit datiangor hdetsetindoariorand 58AIAGIENUESEERRY IR and

the SSL. wever, both the license nanagenent unit and the function “unit
may autI‘EI i"cate each other. Next, how each of the |icense managenent unit

la, 2a and 3aThe JAGENAY oo MRy %fattah‘?ngﬁ?dégeé a‘)eénrw@ﬁf r@ﬂ%ﬁgﬁ@ih% domai n

| i cense i nformation belongs to“the user donmairn i e
to whi cWs&khasf at Heey i fensencayptererandnidecryptlag andf@anbel Moand

di in_list thod in the authentication (P i Ss2) i
o el ) BdkadeOTBy | 41 SAn Bl Ruplbeny Aeniillsation myorseati@mgtan che |
domi n identi | . . 3
hol ds a. Sﬁnﬁ'{fﬁ"f‘?’ 3 COREENPoTEspoRANTS IRARARERN] HRelroe o hARDT ¢ e
cont ent (D§&BINIErkaferrad tasnicantameIDd; idemtificationt irfalrm atiomat of
it p t i t ire li i nf ti , it
et erm 10 IGEnt{IIRGAEAGE dotARShich nb by dflitliSn, of ShavinBuekitheal o

that of con¢eatr(Hdrdihaffemneefarrednid akD fdtibReIsenr § ¥ ' | ed in
t heu()jo V%ene)t%he ﬁ%?ﬁgﬂaﬁﬁéﬁhﬁ her

in List, with to the |ist.
16Tt carianifltyrol Thersgaratier invuch dhatatann sepandudesormumya out put

units leong 3 d ithhe I e .fhe. | ,cense .managenent
unit 1la ?2 g(r:'(g'uihj!rgat ﬂng?@éhlsée alsgrf%(r)r&%g{ti éﬁawﬁeih%&é&sg{%ﬁféﬁﬂ%&% it la
det er ni BEqUiFed licenseinfdmmakiodtnas aotsays pote §héﬁetﬂ@fté$€l’]feféﬁf@ﬂ to ]

' t he searcher X

 dent gl Xk Bl B S BB g e e

. nsagmessage lof2 the

content-corresponding inquiry information may include usage
period information notifying the usage period of the content.

Here, the checksum is one of the error detection methods in

sending and receiving data, and the checksum data indicates a value

25 obtained by dividing data into blocks before sending and summing

up data in each block that is regarded as a numerical value. That is,

the checksum data in the content-corresponding inquiry information

indicates the total of the numerical values obtained by dividing the

inquiry message data, as mentioned above.
30 Also, the inquiry message data and the checksum data in the
content-corresponding inquiry information are encrypted with a

common password shared with the license management unit 2a. In
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and 3; or by inputting the function unit IDs indirectly into the |icense
managenent units la, 2a and 3a through the server 100 by communicating it
usi ng anot her term nal device. Also, this domain list is freely edited and
renewed by the user hinself, but it is i5 prevented frombeing edited and
renewed by anot her person than the user using an editing password, for

i nstance. Wen the hone network is constructed by a plurality of content
usage devices and their function units, the |icense managenent unit of each
content usage device itself collects the 20 function unit I1Ds of the

functi omother wofdot the samipld assafmwavicaSgupot 5 deBlioert FeACEheunber
of IDs via the ng(ework Hd thereb the domain |list may be prepared. In

this castEadk andethe ligenssap @&%@@@dﬂ Heik Ra shacelme GONMMAN| nt o

every |igg8eRoFANAY t JHy Qﬁﬁ‘m n 08,25
t herefore usalgl??l tye@ﬁﬁ be |'Ir(r:ph%)rve Jg E%Htﬁg ﬁé% \ﬁgﬁxgﬁgoﬁaaﬂ”Wst
when a riefocoratéon tesibe Heense nrsalwglemmi urdt tthethdoesnes tvbrd{ di £i¥é udi ng
a pl tér a|¢6[%\ of the existi ng content uysage devi ces that beI ong to the

i ca

i dent’i {ap dBﬁﬁ?WqﬁdIF s EQT866INE EREJRSPR$E e th enchguéyof t he
exi sting cont gy gfec\ﬁugeéohﬁe €1&ﬁ1r%§£>é)?-lm?}§“?na By AREEPdTaac |

device is connected to The sel ected one func i on
of the filtsearadhan X designates tbet (mtntlesd:gendmahmi anithy ebiestabyegde i n t he

Content a0 ¥nt"Eng' GETR JECAIE Ticoth B h adtia o ehLktia i on

units oflicévesé aeiaaﬁgaeinﬁemstlmﬁtcozaentawéagﬁmqiwb%e are Y Ji&sse i n the
domain list held by the Ilcegse managenent unit of the new content usage

devilfe. TRANAGEMQNRE URH2aeW été&!p@o‘hf Heensedgd ogevationditchalids foavitomnt ent
usage dec‘r?rﬂ"edlehﬂﬂgtﬁé Lié‘fqé%é'tld F@l user donain. However, to at this
the exis

st age, ting conten usage devi ces other than the selected one and

the new cont eilexisagendevicecdieingy the dicointeent copris pon@iny. iNgyiry When
each funch{)o nit i plurali tgeof content usage devices i ncI udi ng t he

i
new cont'8 d&ﬁecé'cm@sm gasenest; uniy da descryetsddre ingubtyher
functio i t i t S onai n
i ot chP‘*FFbﬁ?FEE”?t 1190 {thel BRCCRSBm Paca BALIRC KB tenk  comRRpRAdd

| i stl6j ntipatiey iBformatian. with éhEeahove passwioard (StepeSPahagenment units of

t he existing S Vi st e function unit |1Ds of the

function 20 uf}fﬁ'{B ?:hg Qgﬁ&%% Bﬁgﬁﬂ &8sl HB&@@ iGPMRATESNH® Yalle ¢ hat
t hey honddim@celbmh@dmwtéae@me@néuhhed@@w with! tIﬁBeaBHOEttcPEbIUS'LtS of
t he eX| h cont ent, usage deV| ces and the new content usage devi el ong

to the i LE,‘E‘Ier's%lr v@bHesnobiaingdBye dividiog ther slesnypteddomauiry i st
will begyg ga@egagg (b.:ﬁ!e?)"’ j:Jg 14AM-Fig. 14E are descriptive diagrans for
sag

. expl ai ni ng a new content e device including a |license nmanagenent

uni £05a, whi clif tBesenradtesdar® rtdtadmﬂacalleaw keSOt ésth8@¥mparEen, 1 and

Fi 2, erates to renew the do ts of the license
9. thRC1idehse management u?xat oes not respond to the inquiry

from the searcher X.
If these values are identical, the license management unit 2a
searches for the license information corresponding to the inquiry
25 ~message information among the license information it holds (Step
S4a), and prepares response information including the search result
(Step S5a).
Here, the license management unit 2a determines whether it
may send the license information that meets the above search
30 condition to the searcher X based on the client capability flag, the
type information or the usage period information included in the
received content-corresponding inquiry information.
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30 managenent units la, 2a, 3a and 5a, respectively. In Fig. 14A~ Fig. 14E,
a spotlight is turned on the domain lists held by the |icense managenent
units of the content usage devices, while the content - 43 out put units
are omtted. As shown in Fig. 14A, function unit IDs 2A, 3A of the |icense
managenment units 2a, 3a are registered in a domain |list DLl1a held by the

| i cense managenent unit la of the content usage device 1, 5 function unit

I Ds 1A, 3A of the license nanagenent units la, 3a are registered in a
domain list DL2a held by the |Iicense managenent unit 2a of the content
usage devi ce An atldefr werdonwhen tthIlaénséAnmfnagen‘lemausﬂt PN hgdgest

units | ar onal hel d b Ilcense
nanagengi?l %gu P%Saﬁ%l‘ élﬁéggohggﬁp %b@?gges SER1 sﬁec?nﬂeﬁse
rranagerredletemmhse lahe2®9aﬂﬂe3q3éﬁb6n%ﬂ thh%béi\?@t 'Ii%%'néfefnf%?ﬁ?éﬂé Next,

as shown, F| g. 14B, a user selects the content usa evice 1, conhects a

new cont @@Sd%d/l 68 t bhendydst élthFliBQQENUe\th(aé 1l;hem($e&rghsrer)$ a

functd O 5 fi .t ljc 5 t,.unit 5a of the new

cont ent %ggsgté eV cé |r8| hré%doéna:saﬁﬁf?ét ﬁn@%% Bbjefﬁe'?l EoniCeRFG genent
unit is iofforhmationtdrdt candee desdd avithi the 4 9agenseridtt o did RohitahtDL1a
into t he userc*“r;utsthefunctlonlDo the |[icense

nanagenéﬁtdaﬁﬁmd by it Ahet HeapgEcRREW IR ERiaRakionmmMong ¢hosieethatvraeetsnt ent

usage d I Wﬁ C

result, eﬁﬂhéégbﬁgggghﬁcatﬁggmﬁt&dm t r@%t’he 1 Eéﬁgfé‘%hﬁgﬁh‘éﬁmﬂﬁt 5a,

t hat |s nehesendt éhe likarsaldvifoentatiod tthatnemeetst ehe wbagee degi geh bel ong

to t i de ser domai ile 25 the |license managenent units 2a, 3a

and X &f@‘iﬁi@hr@ g‘a ‘{hﬁwg that is, the content usage devices 2,

3 and the new Tdash £ pth &8 28R ﬁ%éh%% Hﬁéﬁageh?eﬁt fufrﬁie%"? ﬁﬁ'ﬂi% hPE‘ere’
searc or e

when the |icense management unit 5a as the searcher
| i cense IfefRgEEMOtMmand nthe Hiterse hinfesmation3thaitcemeets rihe midwa and

t it.Jato.t f t he |
oo maes G <t REARTAOE I HERED At it HRieciifoTaseos o tindeasthe
managenesdanohier Xairb@dwarscd ehiateituaein’t 4&nd ¢REBIiBehdeNfdfomatioal of
|t51%vvn because Lgei function u?&&'ﬁl D "5A" of the |icense nanagenent un|t 5a
t

t hat'or eJ§SBANSG L0 thestrquesnt 9 Ueensejinfouanation firpendbeasearches
3A, SA" % havehhsr it ﬁsnfé?tﬂgé“i‘ﬂ?éf?éb ) rpé% lds itself, and permts ”‘e
a

| i cense g nanagenent unit to acqul re i'cense |nf0rnat|0n As a
result, as shélsoj ith@ gespo@se hnformartien llnfthLIdesl anhiead&yy a@spaiigd he

gt TSRS N Y s E R
it hol dfortdetdctingté®ors of sendlng and receiving data.

20 The response message data includes, for instance, a function
unit ID that is identification information of the license management
unit 2a itself that has prepared the response information, license
information ID that is identification information of the license
information that meets the search condition of the search in Step

25 S4a, details of the license information ID, and type information
indicating a role of the license management unit 2a on the home
network 300. When there are a plurality of license information that
meets the above search condition, the license information ID of each
license information and its details are included in the response

30 message data. Note that the above sending rejection message is
included in the response message.

The checksum data included in the response information is
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10 I'i cense managenent unit 5a, and the |icense managenent unit 5a sends the
domain list DL5a "1A" that it holds itself to the |icense nanagenent unit
la. And the license nanagenent units la, 5a respectively nerge their own
dormain lists with each other, and the |icense nmanagenent unit 5a renews the
dormain list DL5a of its own 15 to "1A, 2A, 3A". Next, as shown in Fig. 14D,
when the |icense managenent unit 2a acquires the license information from
the |license managenent unit la, the |icense managenent unit la sends the
domain list DL1a "2A, 3A, H5A" that its holds itself to the license 20
managenet@taindicatingna valie obdaieedabygdividingitive Paspende irtes ghy@i n

list DL N . LI i Lf.to,the |icense mghagenent unit 1la,
as in tﬁ%atcaéﬁlgtﬁéyt %%%%éh?iﬂﬁatthiﬁl'?E%??é%ﬁﬁﬁa&fiﬁﬂﬁ@”ﬂﬁ‘ifﬁpl atapin
respect i@@tly blecgethdeis regardeniar hirumavied ¢asheot her, and the license

managenent uni_lt 2a rﬁnews the 25 domain list DL2a of it own to "1A, 3A
5A". And finallR€nadhedicanse Pagagementnenit Re ¢énceypes hheawsponsanit 3a

- qui i c¢ L nf t] t i At unit.2a, th
oL b micksalde #itd bROLAB ERBCKEAM, diq i S sERRONEE Thiethpslch o

hol ds i twHiHt at canden ivadneei Btludethgriing comitentaco i gdWedid $AGRIry
.managerrqgﬁp E‘E‘I t.i2a segds t he_donmi E‘ |ist DL2a "1A, 3A, 5A" that 1t hol ds
itself t0 PHNHANLIECRIVE FRUD the searchen Xt landasends backabhe. And

the |i camsporife infBANGEIENtoUME Seifcia KeEBRg) iiely merge their own

domain lists with each other, and t I cens nagenent unit 3a renews the
domai n |ist DiNexbfoneed@ceiving theaboBa'resporse asfdrimation fiseh Gan renew

w RSt s BankamEniv Rl 25, d i kBorRGer E dHad ViRl e RsPORSE | 2
2a, 3a andsSagen ddta e tieé WehkcReAmt Aatal ﬁ?clh'i!f’ed:qgﬁt the Ll‘%@ﬁ? (evi ces
elong to the ide 2\

1, 2 and goand t he new content usage device b ser
domai n. NOTMALRNapoWith asdhes prrandiamy ovalueendechmdedenenm urthies of

t he con dhte i +send. jr own.domain lis wi t h_one anot her and

mer ge ttﬁ?ﬁt do%?ﬁ@%?@a\ﬁgh {ﬁ(i&%{yher'gfors'@aééo@o @F\%QV tﬁ%iaslomﬁnd’orrai n

lists. ldowaparesathunvaloel irsticateddsyrhie deerypedd (Medl&pw agtéhﬁ“_ql.pr‘rai n
nt i5 unit of each content usa evi ces may

1i st .of e_li e n e

fur?lﬁuer tbg Btb(gﬁl?%é:(?tgﬁ qa'ﬁzﬁ‘éoﬁ‘é'rﬂéﬂzﬁ?r'kvébtﬁs THetFineek ibon d%nidiﬂgjsth@‘ t he
functi ogiagr off | 0 e devices that belong to
the identi cg}pﬁﬁsegésdgbngigﬁ ,gt]tréesS(ra(;ggﬁlS g%é?egslﬁ%st%?%gdonai nlist managemegt
termnal . Wehf thags vauasna emid estigal desvaqesitdt pfaiedesm paesbHNGhieon uni t

g ot oSSR TEHRFL X RehBuizRS, thErIEererEhG ke Tesmansacintosamation
managenwithooittfaif anachraeops ehe Meaasedfrs FhATERSSHTesDS r&ﬂgﬁ fo 'r;@%;

mang(gemant termngl . on a regular 25 basis or every time'it p
pr etit eFANLERL A BENE s agpdetajlstbessearcher ssiitselfittaomasighaltbs

regi st epad itRet e i i termunal jn th omain list held
by the Iicense mﬁg%é@mhﬁ?haﬁ}etrﬂlgﬁggﬁﬁﬁggaagogasreréelﬁp'r t'? &tﬁseeﬂa?rjrﬁl%, in
t he abowéendoti ihedticateast Aerésnltt iofnthai to&@péﬂ%o'hl,AthéAsegk'\'AﬂéFeX
regi steF&g '@iﬁgv%gc% i n t.heé%o in list managenment term nal. en the new
content U %g 2ithat; detajls af; tF&SPAI S$h Y Mok mareowkoB@o, t he
function uni tF4Bthéfimore, when the above sending rejection message is
25 included in the response message data of the response information,
the searcher X grasps in advance that it cannot request the license
management unit 2a to transfer the license information based on the
sending rejection message. Therefore, wasteful operations of the
searcher X for requesting the license management unit 2a to
30 transfer the license information can be saved, and thereby the
efficiency of the operations of the searcher X can be enhanced.

The searcher X also inquires of other license management
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5A" of the |icense managenent unit 5a of the new content usage device is
additionally registered in the domain |ist managenent term nal. And each
function unit such as the |license nanagenent unit 5 la, 2a and 5a accesses
the domain |ist managenent term nal on a regular basis, and registers the

| atest function unit I1Ds "I A 2A, 3A, S5A" registered in the domain |ist
managenent termnal in the domain list held by the function unit itself. In
t he above case, only the function IDs are registered in the io domain |ist,
but the user | Ds {_lo iﬂentifyi ng users may be registered in advance in
associ at4dsinat HLdit REQIBHNQR PaSEE’.Oncﬁtlﬂhﬂstft%bé,enﬂﬂemamagmenitnputs

t he user o] i h o] a L t ser. donmain s

f or med buyﬁ?h?éf'uﬁgﬁéndqg%lﬁtgﬁ'?egﬁ%@&epgg ?ﬁfﬁébggor%i ﬂ%lrﬁs?qcﬁ‘ QZ%%'BFQH on
with ;h@@i@gemenﬁuaiﬁj;@e aegechlnér Dmmgrasps vdloich Ilicem@m%ﬁagﬁ@‘dent -
accor di ] t. For .exa en a user, ul inputs his own user
Toa § n et g RO sR Tlean®h iGF ddRationEarsesbaningstanbe contantand | of
the bicq ederyi i hel, t its ib,
b S o ArgOER S WhEch Ahe sl R GaSidRardy il 4Pkt b,
hand, wiBRsi sisiéable forgls ownsregmesker 1D "U2" in the content usage
device 1, the ise i cense managenent units |la

i f dpb .
and 2a and thé coﬁ?%ﬁﬁ%ﬁépﬁ&ﬁﬁn%g&i@éﬁgr}gb'Bﬂ“ﬂ'FPeS c &Mt eHhie udigrnsevi ces
1 and 2.mhergdmentsanitiominhich neeh@@eﬁwfwirmhﬁibtﬁ Et?ﬂb‘?&%. PRy WIRS e 2O

donmai n, tae server 100 distributes the domain |1s secure communi €ati on,
or an ad¥RENoRAdrEsSSasc @tgn seddifeatald tbet fancbisrerynigsowindetheali heméy

i e 3 by the domai.n |] i
egi ot o TRl RSP o RBRHIN RS, Wifh an@dndBTEE I SlEv NG Pe ki n:

usage déddressl of2theduhctidaounso tohbe tbensuimicatedst 6r e beaeban the
| i cense gﬁ{]@gg(}enfﬂruni | a, 2a and 3a as described above are renewed, the
server & i 5P s Rgrouraeskogaiarh Ifpgt imstanee) eof othenilicanse in

-47 1 eaPORPRtiOn tdfd ith@ULbhtbrpm the icense managenent units la, 2a and
3a, or the specialized agent or the serviceman directly edits the domain

list. The det &peratfionbe ofortkien seatrchee X ef@nt adqUiamdoetivg MmEAsed by
t he,dser. . - hi ner. Al so, the, domain list n e 5 nerged so as to be
rené&ed,‘ng@’rhggi?i §repReading ko the gankent WQE% tg‘@nﬁ@éﬁ%'_%@"%i‘tsﬁlfa, 2a
and 3a detstgnatesvded istmioke siaeaBReFoXitddlwn Zﬁﬁ?‘?& Frfb‘?nlfﬁérl‘ﬁ:ﬁenn%%e

information_bel ongs to the user domain identic those to whi
| i cense MARag&ameNtudinkg dhaihghpldsudhe tlicensepdafoontationmewiidd ben t he

aut hent iggay| r i ( i fR Step S102 as shown in Fig. 3

wll be g(%to g??\gd‘?%@ngﬁﬂc%'r%iénigé%]got%\@ ;JQSSWOI‘d met hod, each of the

| i cense managEignt Ouis asseiqueAaeafidgianitthdthehoaat RB CHEPSEa M &P YLD, 2D,
to.the identical user domain holds the i5 identical

3b d t hat _bel on ] < !

pas&wor ﬁgﬁggﬁﬁﬁnetionf%ﬁ:%lrieon‘jheV\l’l'&@rbﬁﬁ:h“bﬁ‘wﬂh@tlqubeﬁmnaﬁsgehim&nsmi ts

ia, 2a andndgerfeptUesitt P§. request to acquire the license information from
the searcher X, it collates the password of the searcher X with that of its

own, and if the Hae ssomp emaiscsheach ot Heig,. D) oleter graspindathahetrear cher

X bel { i.nj_dent,i to.it ) onai n. F

oo oitehe Mg A3ckiREntoTRID 2 FidE g CucaRaR mormation: that & and

3a and nhestcoswigableuferutityniohen | PeqdBst38s2Rd A AF stfélééﬂﬁﬁgxﬁquuesm
n,

the |icense managenent unit la to acquire the license | nfornati e
i c%ser%ﬂﬁgéﬁedﬂfﬁmatl%n 26rae @achedicemnse tina reegentent Xuddgs tingt

bel on SQr in_identic to its own er mai ecause its
passmgrégagggeﬁo? nﬁgﬁbﬂﬁggpgbg\/\g{%%étHﬁ%§gb$@ﬂé‘rd[ ) Iffﬁia"%ag Ier is

i nput t edcapse uadHoramatibal dahy eded ' li t lfiGen r&%ement
un!ots | a ga and Bééﬁﬂégeacgntent ggﬁgytdgﬂt ldltrﬂ'lrglttgbl b,B?thl,h%bﬁgr?d gof

the confllAfiageRaen that holds the license information (Step Sib).
Then, the searcher X sends the request information

30 requesting the license management unit 2a to transfer the license
information (Step S2b).

Here, the request information includes a header, license
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Not e that a password managenent term nal for managi ng a password per user
domai n may be provided on the hone network 300. In this case, the
password nmanagenent term nal gives the identical password to each of a
plurality of content usage devices that are to belong to the identical user
domain. Also, the function unit IDthat is to be registered in the 5 domain
list is selected according to domain list nethod, or a plurality of
passwords are held by the function unit of the content usage device
according to the password nethod, and thereby each content usage device or

each funpfoamation I dfeheordqnésteRIR IR GRICENARRICO YA & FuRY G 1ty of

user domains. to Fig. 15 is a descriptive diagramthat shows a sanple of

how t he Woikt HAtofuthgsernghers Xathat senilsytihel request infonmation: of user
domains. In tiA a oAl S nf i so.that the content usage device
1 belongs to %@cgsgﬁé‘g%'r\r)ébﬁs lEB , l']gg,heégﬁe &'&ﬂqréﬂ?g'l.?srbgettﬁg d:f.'\ﬁ %

bel ongs mandyemernt daita2assddrchddbor th8 liddMse iforeAALRIN havagg Wryice 3
bel ongs ;to the_u?er donai ,,..UD4, and the content usage devicée 4 bel ongs

mai n UD2,
to tfRe JE&NIRARFOrmaiondP indigatied bysther rrauest énformagioniamend. can
thasld . . . . 5
Tnd . pane, HeRTe IESITRELR Wi NBCOu TSP 3 8)'C  ANE othal3f FE SR .o
i nf or matlicgnsetinfonmationf thad theetothentsamate cbmdition 1 the ditenke

i ol U0 R R e A e
respect ifg¢lowvi rdp r&§liestE . t Hd kepRe i?ﬂBPﬁ{EtiH@aﬂ%nqetweCSFltgﬁaP@ﬁF%i%r?

plurality of user, domains, the content usage device nay I mat i on
not ilPyi ANikAi (Gtaps&4hbmai n shoul d be a higher priority by setting a flag,

for instance. : [ rLcti. that is.confirnmed al.ong with the
30 user donai r-{lﬂfe‘r(]i'Fﬁbgﬁﬁﬁﬁspgﬁﬁghﬁﬂ'ggé”s@ﬁ@?@?ﬁé&@nﬁénégﬁ HRIk: ep
S102 as Ighowfi theFisparZhud | Xbenenrdéd ned kBleoVediseSENIARIATaBBRY Cin When
each of the |license managenent -49 units la, 2a and 3a receives the

request assosdationewith theclosked Hespsatindarmatio nHStamboto, pcepares
determ [y t; cher . :0Ng 0,4 j d | cal r mai n or
not , angﬁgl \sggﬂ(@?' r%ﬁﬁgiﬁﬁltggﬁsgg:emﬂé@gr?@%i &I#g}#e[ ﬁ@*@@i\ﬁé@s %ﬂguc,an as
whetlher hemderg{BtepdSiGenand néendst ithe sandinasfedniatibhe toeahher X
or not. _Thi sage Lestrigtjon is determ ned by the group information

i ncl udiﬁ&%?gééﬁgrﬁ%%g stored in each of yt he Iigcen_ge management units
la, 2a and 3aTh¥il tRe!dearéherX irBERIVES | s%dcﬁnbupgﬁdrﬂﬁ'aﬂ'&'nt ft&gpf a

function unit that is permtted to acquire |icense In mat 1 on an user
I D of athgelcenseumanagament eniif 2a, faoquires thet lickaset hforitation

manage J I3, e r da,user ID..a function .unit 1D of a
function unit at i § pe t c e e o] cense
ot sRarEinet: X BPRM, FRguiesty ARims dVEcacalife oliRreatise: ta
i nf @matmemotiketiti(Stape68tH) .coThedeamichar Xi fifrtherfeded tHY |idehgect | on
ID of a.function unit that is permtted to acquire |icense information per
processi'fAtPHPL '(H?gDr @@Cglt@ﬁe@r.‘cqtpﬂslﬂf,"ttlﬁ ehsbevieensagnanagemeninit | D

o the, UHIESuhbriabal ihseheh b bih ok [ o v eI St on
cannot receive the sending information including the license
information 'though it sends the request information, it requests

26 again the license management unit 2a to transfer the license
information based on the license information ID and the function
unit ID of the license management unit 2a memorized in Step S1ib.
When the searcher X receives the sending information including the
license information, it regards these IDs memorized in Step S1b as

30 unnecessary and deletes them.

Then, the searcher X sends the acquisition notice information
notifying that it acquires the requested license information to the
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For exanpl e, when the content output unit 2b with the function unit ID "2B"
as a searcher X requests the |license nanagenent unit la to transfer the
license information, the |license nanagenent unit is determi nes that the
searcher X belongs to the 25 user domain identical to that of its own
pursuant to the domain list nethod or the password nethod, and then

determ nes whether the function unit ID "2B" is included in the group
information stored in itself or riot with reference to the group

information. If the function |D "2B" is included in the group information,
the |icdHRNs® MaRagamantunnit 2a (Ster®10Mdes the content output unit 2b

that is th i j ” ' ' . ire.the |i
nformc on, * S4EE ¥R RSHAR Sy B nERIES AN B Ao
pl ural i tymasfage It undtagka dewa pelses hadr hRlongckedt hieeindentiheeFmutasn domai n
can be classified into thosgsiga{q%can acquire the license information to

n

use a cdREERPriZed tinbsetema teRcadi+) 4 g daiséesntbendicemnss nor
use ghe ipepERHtioh WhBA ﬁb%VPoGﬁae(ﬂ]é'aﬁ S§i'§5?)' on unit IDs of the function

units of the content usage devices are permitted to acquire the
| i cense i nf or datodrerawerdsgiesten éfithe licenge onpnagfenentt onit Ratsdames user

IDs of t itied t the || i 0 infornati b
egi ot el RNy nfeBEldh inglunfads Bar firpnse RREOTRativD Fo the of
the contgadrcheagR idﬁsitéPssibri'& & é&%'ﬂrf@%%ﬁﬁﬁ@wﬁ%ﬁ tar%@ies

content output unit of the content usage device in e user
i nput t eFERTCHETXragein whenibsecaives|thenequestdgdoematioin fidmt tiae hol ds

nbu . . . : . °
X pilsc ek R o B elert (P0G Keaier KRS APt Helaive the Hhais: -
uni t. Theeddiegnsinformatéort beehusiehathe efieenes hanafeerdnf uhlte )4 cense

i nformation determ Bes whet her. the presented user IDis registered in the
group i ANEMALIZES ihesdicense rinfosmation ddentigal ite the want Ilixense

regi ster ' it Iy e ' ienformation.
et charoubipthel T b IqGagresnaltion, it 6 Wik ARG fe

| i cense ummaﬁbneﬁtthmisearthe(lj?x.arﬁn&& veuellviar%%w::"@iaﬁcﬁlh li@dtibn nfei@s oup

i nf Qg mat.] il be explained. 25 Fog, exanpl e,., when the |icense nanagenent
uni ?Bla 'b?@gﬂétm'&jﬁg@?r@@aééﬂ &ni a%%ﬁﬁtlﬁ{@ i%‘éﬂg& ntj’l%d&ﬁﬂﬁe uni t
2a trustahagdresnsuienageragardst thac the faarding WREdrhBtigdh jof the

| i cense managenent unit 2a is registered in the group information 01! t he

| i cense NAdMAgHYergceived by thesearehierns: and deletes the lekedfliddrese i cense

rranagerrqﬁro%htti@gihﬁg@gisﬁﬁéed in the group information of the |license

nmanagement - unit & the |license managenent unit la trusts the
license -51 Finally, the license management unit 2a notifies the searcher

20 X that it completes the processing in response to the request from
the searcher X (Step S13b).

As described above, the searcher X acquires the license
information without fail by sending and receiving the information
such as the request information and the sending information to and

256 from the license management unit 2a.

Note that operations of acquiring the license information
based on Fig. 10 has been explained, but the process that the
license management unit 2a authenticates the searcher X is omitted
to simplify the explanation.

30 Next, the search (Processing Ss1) pursuant to the sequential

access method in Step S102 as shown in Fig. 3 will be explained
below.
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managenment unit 2a, the |icense nmanagenent unit la permts the |license
managenent unit 2a to acquire the license information that the |icense
managenent unit la itself holds, and also permts the function unit of the
content usage device approved by the |license 5 nanagenent unit 2a to
acquire the license information. That is, since the |icense managenent unit
2a trusts the license managenent unit 3a, the |icense managenent unit 3a
can acquire the license information fromthe |icense managenent unit la
with the approval of the |icense managenent unit 2a. 1o More specifically,
when the |icerfd8.hhd§eaet@sanptivead imgrameshabasHdwens edarbhr ARsitgy f rom

the Ii - £ uni _the Li t unit 3a first

comi soi e TSP ETRHe YRk clfkial Becek s BRtGT aone & cortficate

i ndi cating it Acqrdivg toatile PEEGEBASIAINSCEBES | dtRbS Ot @i {@qréﬁé’:‘“ hte
a SO (0]

| i cense '_nar}ta enent 15 gni ~2a to the |icense managenerit uni
request 1ESY% #CSEGTESe thEge licef\ees enanpgementnunits dat 2o @vd i3acht &

reques G- NEDSarig pounrer vas 2m @nd Sacht e
maoo-predetrmndd SR et (Nora] YO SIRIWANIA T A% (Rt e TRt " he
| i cense enehgébbvemunhtethartibdtoldeatievdesires) ﬂeehgawbrmqtgsﬁ AAS# Q6?§§u| t

i nf or natj . ers to the group information stored in itse

of the A‘?@r'ﬁb& Sﬁﬁécflﬁéégsfw thgclieansenmanagement sinihdhatcleakds

manage metfa tUlié i t: i j matign based on the fact

That the Funes e frfoRisinh, Eatops e AL IREdianBalindlisk aad

i ncl udedhien apquieegytbeditcerse imfd omationigromheh dtliekhae mﬁ%gan%ﬂ ]9f

t he ki c e unit 3a is,not. included there and the details o

abo&g- men ?bne@igegﬁp&iecgtcé{esﬁl ondegpis, datermyined inukbei erdeni of ithe r ust ed

and_appmsarksty [obatiorpefron MenagSERRERER X Hh e ABRROAUHRELO e !
or

presents 3otze certificate including In mat 1 on 1 ndicati ng t t is
trust ed BPMREE} | cHIREE FRAkgEhensearthenaX may taecess taf iraatdoindhedi ng

e Oy tRe=t i c¥l ; s (o LAt raaidonTd

{ruet oqicehqd drftiadentelit uhlte 'R AR 4E T Resbhetivily, MwithaUt { ne

| i cense piredetermioingr ¢het iae:deis@emdeﬁﬁnw%?nhIL*HBLIQHa?H' ?h@} nﬁfen‘é‘éf ds,
mati on | | re

the1 th?ﬁ function.unit cgn acquire the license Info sents
t helBer fNANRGELI0CHM YRt HAndd PBdaBRoAEAI PROW DNt Figst 11, rwhien abeve

, t It i j ed he | i t
init 28 et eoer iR Pt iahaashIRE AF LY, AbPyr 8ah B Redae
managen®@tWaen that Heense mgnagement tuwit tisenss tHd eemcher *f ahle

i it i ndi t iaio the li t it

20, Thattrer draane e deiBe BRIt o1t "0 comm ssi ons the | iconse
{ . “unit 3a_comi s !

TangQemEnL N & ang. Chen aCqurrend et ] CRERerRTo thE BPfar bEfRe

manggenent .unit. Ig and then acquires Th
i cBhseMeHIRRiBnotERi $182 BRshows i digr & will bedexpidimexbi@isni.on. 15

Furthernore, gyt v funct i nit IDs of the functiaon
units, which b '028 ﬁgtﬁgggglz)rt“é%m%ar%ﬂb%ﬂ@iaﬁh?wstﬂa'-"te%rfc maethednse
nmanagen@acouahirtg thathéqlder thestymephbdf or mation, and the |icense
managenent unjt that ho)Jds the group information trusts, are registered in

the group i nfOFRAIIEIE nEe dtths PHiON inssts enmethathagaaint ofirilies lieenge and
3a. Hovwavst R upizt ion unjts.that belgng to a
di ff erent uaégeﬁhg%ﬁgiﬁ{llrtrgl;h'a?sboa'lt])gs?’rée)faletsntrbgsr Lrﬁ%?ﬁ)earrgcq Fhfeﬁé?e%% "{qtdgged. n
t hi %P caffor@matiosacnosifying | tirensicemseagamfyvim tios tﬁat%h@éﬂ galgonfirns
t he useﬁhéiﬁ’@l?egf %Qﬁﬂ unetion unit that 25 requests the |iceénse
infornal-llgn, i 1§ Hr YCEHSENIPBAFMANGYRIEoha, Arl amdr3@amndof t he
| i censethecootewttoyry I i t. .the,li.cense_information
i s requested %r om?hgm?ﬁhjg?itso%%dﬁzl?’ ?18 éHa%eth?%'ét@ohgtmﬁ SERTERGl st ered

avi ng un
inits dwn gfBBp $@AEMEE | o, prephaesd) ebase f onct tiva UNidnss tttice

bel ongi; 30 er_domai.n identical to its owm even if it judges that
the fun'g‘?f’gﬁ‘_%ﬁn?{"baeﬁgnéle't‘b‘”t'ﬁ%sg‘iﬁ?ﬁf dresedafogaiatian managenantt he
ot faer |tiabdes mdivsgegenthatitypendf tHE license information each of the

license management units la, 2a and 3a holds. When any of the
license management unit 1a, 2a and 3a and the content output unit
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-53 | i cense managenent units la, 2a and 3a that belong to the identical
user domain, which belongs to a different user donmain fromthat of the

| i cense managenent units la, 2a, and 3a, judges that the |icense managenent
unit la neets the search condition as a result 5 of the search according to
t he broadcast nmethod or the search conm ssion nethod, and requests the

| i cense managenent unit la to transfer the license information, for

exanple. In such a case, if the function ID the other |icense nanagenent
unit is registered in the group information held by the |icense nmanagenent
unit | a dvedb,o3bfand ﬂbdgearcges abethe ls@addheanXe itesegeciwas fori théel ongs

| Pcense Teangiomnanagemeng ntt B¢ Bd1ag e demitad tirdnsaanformaion
managemagithufefefeh@s 4ol tRet h%e'ds‘ée“ﬁrbﬂrgfa‘ﬁg tﬂn%ai@ﬂﬁé/ﬁg tfa'bflet I'}ﬁq]se

trustful relationship chains as nentione above he™{
managemaarﬁqWﬁﬁﬁsﬁh@a‘ICQaSQHﬂfQEN‘IﬁaIZyODG‘anm thiad lmlls@manﬁgdmten%trmal | the

| oenso NORK thiaPPafttdden 2 e (iRERE RlatagenfeiTubiks firtemntiota
Furt her raneeshof/vnmmgndlz OwnafmtthldDSeai—chbﬁ)fll@“atIl@@rié@ hfah§ P@ﬂ%ﬁ@ to
differenf fromthat of its own are also registered in

t he user d.
the grodf H&brenﬁ Y §634e8cis Faadgpbetwedn thad uéensesmanagemrentd may

Phat s e BRIs RE SCaltfed XoahiothefIicendt b Riddematy il o
the nunbe[ of IBWG\MMmgs?lan%gfmleontcbm n@@ﬁhg@fméheddh&%nf§ )

an a, nm an e TWO Oor one a rove chain S as
ef f 3& % gh é‘l(té? %%G tﬁﬁ‘é@“&?"ﬁd}lﬁ%t HRdEs dby 2k ahe@reg%b thatrisl the when
the searselrth¥rPKeAfitDHIEs a8 éuLdagé@%nra%%%ﬁéngn{ﬁggéw,ﬁ{ fgbial, e

searcher X itself is trusted b 0 |1 cense nmanagenen t he
| i cense Hﬁa\ﬁgy@ﬁerﬂ table zmalsagenseeu tgrmieal | devsime namgefrthamibes 3a' ;

init 2aProyjasarof e o eruhek” Adag da%rﬁ??m'u'a‘éf?tﬁ@rm%ar%ee”fﬂé

|| cense.nmmaatomnnawagémtseaﬁv@agqrceemgﬂaatsé aeBEH ttlﬁ%tl e cher
the |license informati on because t approved

X from ac uiri

chaths M PﬁﬂséﬂeﬁtAﬂnatSr dsy 22 tarfbd|3@elngafmd@m§ablenmanagememe\/ent ed

from pe i e |l tic user

donai b Tor SRS delicdof ¢ IR frsEheRHorn s IE nAEE ifep The

functi oneoems ktbatdicehsefimfiorntation be dmal relae bl drasis. ”BE'@GF\WQ%&“”' ts

la, 2a H%B trust are io . re |sterF8 in the group i nfornation, but the

user IDg I'%%dg m@@aﬁmtt@mm% §YicE AECBH O thermetiges ibtenewsauni t

| Ds of the detslefi trellins@iinforhiatighsaAtsaehlnt tHRIEL! A Fhonshi p
er

bet ween each of the |icense managenent units i a; a and
funé®i ofeanrherX asgessesnthgda ednma@emmatermnaal dmute toheef@se when

| Cencat IR HEEhskArEbr DU RAobatol Babit IR the a0k o
the |i cseaechet.Ofcrrathenthh@e irf aP@g TR U et t?\eétv'h%thsotlj?@ §&stlegM Il be
expl al r]Fcense information.
When each of the license management unit la, 2a and 3a or
25 the content output unit 1b, 2b, 3b and 4b that is the searcher X
memorizes the license information management table without the
above-mentioned table management terminal device, all the license
information management tables memorized in each of them need to
be renewed. On the other hand, if the table management terminal
30 device is provided, the license information management tables are
under collective management of the table management terminal
device. Therefore, the license information management table
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20 In this case, a content ID assigned to each content for identifying it
and a service |ID assigned to each service for identifying a service type
such as a usage period or a nunber of uses of a content are registered in
the group information in association with the function unit 1D 25
Furthernore, each of the |license managenent units la, 2a and 3a recogni zes
the content ID or the service ID of the content corresponding to the

| i cense information based on the request of the license information from
the searcher X. As a result, when the content IDis registered in the group
30 inf ormm@mze@rlnetmmableemahnacgemieenti teanseahdesgeaednl Whidedd 8o 22
and 3a ¢ t he functi.on unlt hat |s permtted to ac |rethe

li cense $€lf%‘aﬁgm Jpd; h\ﬁﬁ rﬁ‘@a{“@rb%ﬁnégﬁtf@ﬁf‘t t@clé‘@ cansge

when theeggnylﬁ@dgbég regi stered |n the group information, each of the

| i cense managenent units la, 2a and 3a can change the functlon unit that is
permtted to a¥dan e thiee seaecher | ogmaspen tifat tplwnmuasccmfdllmgengeeaCh

ot g TRrae b aTEL Rt RRId KRB ASTEY loess Tofofmaticaans reasat Otant
unit 1a nefeasmg:tettmnlmehbeanﬁ@ﬁfr@ﬂoh'?naﬁla éthefit RIHIR tlﬁ"s@”@E{s f‘l‘gé‘te”t

and t he functlon unit I Ds "2A, 3A" of the Ilcense managefrent UAI
3a are rEFRSErRPAIGEMERt LNikFEom avhich \A/ttSh@leblaC@ulre[Ih@Z'iCGuhsen

educat | oigbrfANIBA bakla! $h e HerafRe LS |iECRURSIBIASSUBA sHRh! 32,23 2

searcher X requests thé |icense manage fPcense

i nfor rratllhmeﬁﬁeaﬂn\eeqlnmadltdlrm:l eaohtofrtthe tlhenbe%mg@lﬁ%}@frﬁ'ﬂﬁtémb‘ldﬁa
rec OF?W@ ctgrtlhent ID 'C2" of the content 15 carresponding to the

req Rt SEREENER Yaaay dwtiha@ lusemoé the roRteh usaee, the
[ cense t f r i t wn, and
per i ts ‘?‘?ﬂwl Tl e fiamagehienO ks ShaECRPIACKEE deBifdin: ; on
because li¢tRnseriofoomativn arms thEAdeBailswfethaghstaarsedmﬁmhhatl@rrpg@ as

ID "C2" t he ot her hand,

|nformat 0 OCIatIOI’l wi th, the_cont

when the Qgéﬂége E@%jbceqﬂﬁﬁ HEQrmakions o, QHéeIniS@e'ﬁh%nﬂﬂﬁH@ﬁﬁﬁMmbmt la
to trandelected aceerfing b6 Ah@lUIse?'LbpeEh§tiyH.ert ai nnent content, the

| i cense managenment unit is recognl zes Phe content ID "Cl1l" of the content

cor ddspondi ng M&Xk.o thee seagabs(Broressing: $$1 brpurswanbakedtion sée@rth cense

| nf or mat GATOF 0 A AT S OE BN Eihe DR SHRITEd o

acqui r e heélew. cense i nformati on because only the function unit ID "2A" is

reglstered IanL ouplnfor ion,in association 30 with the content ID
In othe 'Sﬁ '@qﬁss@@ﬂnareem@t showtsmat earch methad the

educatl cut&iomngem thbhéfebréwftgﬁni*ﬁ&%%mte tHed. 'a permts -56 the
n

i cense nanagenent units 2a a 3ato acqulre t | i cense i nformation.
How@Per , if tH€Cqos@ingt do Iﬁfb@nsealmhoromnnmn;swnt maethbdt, hevkehertta nment

fS”LiP%%%*@h‘éf%"Su@ﬁa O Kot S F sEE 5, 6, S et (2
that 1 cenae it o f#é??éd?’“’&“e‘ﬁ%““?g'e‘“‘c%!%n i e P S
funct i oNAFARCENAtO | seEEH fekdthe deginad: licensecénfermativmat i Omde
regi Sterr%@e'tv”mg the search commission, the license management unit 1a
25 searches for that license information among the license information
that it holds itself, and if there is the license information, it notifies
the searcher X of the search result. And the searcher X acquires
the license information from the license management unit 1a.
When there is not the license information as a result of the
30 search, the license management unit 1a commissions the license
management unit 2a to search for the desired license information as
mentioned above. If there is the desired license information as a
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the group information per processing type will be explained. io In this
case, a processing ID for identifying each processing type is assigned to
each type of the processing that the searcher X perforns and registered in
the group information in association with the function unit ID If there is
the |license managenent unit that holds the desired i5 license information
with the result that the searcher X searches for such |icense nmanagenent
unit, the searcher X perforns processing of acquiring the |icense
information fromthat |icense managenent unit (hereinafter referred to as
"right tresott of peacelisiqidhe licenseecirfommaticudhdt tehesddsaiagdfyertie unit,

h f 2 i ng.of i h 100
bietr: olfedse Rabaddment fhif 25 niifles fife Saa harosn of the saraha ¢ o
as "di siresQU.i OROVPEYVEER! i fPEIERS 35 MY thEE Ifcenhde iRfo SR FORT g%fﬁ?pﬁé??

request the server 100 directly to distribute the [icense Ihformtion to
acqui r e coMmigsieRs eherlizgenses anopagementt bait i 3ante seanglenfort thet that

enabl es 4 {.; ' . i_gcense. | tion,_ .conm ssions that |icense
rranaggerrgrﬁ&"t%j ?ch%ﬁér%dhgépha;tzgée?%@gb%@gacﬁ'%‘?Yﬁbut e the license

i nf ormati on, @rdtheqothes Hard) ivdrsrs @hienéearahbprX i%rﬁﬂ dfSti $iddyg ed to
the |icense managenent .unit fromthe server 100, fromthat |icense 30

nanagferréﬂ?naﬁiem Btiyeitsnd aprér and dp) theaseanchegnésearates fogHthe
. . O ETSY g i .
br ocesen RIRERHdNnHor PEqeSten by ik EBANERE AR BEns doe ke

managenent4 bramonag thealiaedsaainiforassdonathan ivhiotds iesénctifamard §s | Ds.
And .t hen, eetéh of.. t he Iiﬁgpse rTEnagement units la, 2a and 3a recogni zes the
pr ol®ssiiof B dicEnse « I ormaabion s ibntoRRMssiadis hkhe xother dicense, the

functi Omalﬁbbelrﬁén'tzﬁni?’?fo %edfth Lflﬁ?”?ﬁ Wgﬁggﬁge“mf&rﬁ?tﬁ#ﬂt %aar X

registered in the group informatio g | 1 censé managenen I n
associ adieserihed abever ocessing 1D "M" of the right transfer processing,

d the f i . i "3A' qf the f i i 33 i [ d
Thore in acconREptlingit e Stardl dotipERTohomeifiqd cthp SeatARE O
request cpneaessiags any bhieso L€ i celige h*ﬂ&nﬁ@@h@éht%i?ﬁtewﬁnié atd 3a

commi ssions the | icense management unit 3a t0 acquire t i cense
i nf & nat? aearghufenéhe desyed Heapsecinfornmatisn, sand if dhveriecis Notddreehes

for othficehsed IfRMRatRNPIE TNy oeSF tRa8be L s8omd fedemdn %rnr}'%gli on and
that license management unit commissions the other license
management unit to search for that license information. Like this,
the search commission is repeated until the desired license
20 information is found.

Also, in the above case, when the license management unit
finds the desired license information among the license information
that it holds itself, it notifies the searcher X of the search result.
However, it may directly notify the license management unit that

25 has commissioned the search of the search result.

In this case, the license management unit that has
commissioned the search acquires the license information from the
license management unit that holds it and sends it to the searcher X.
That is, the searcher X acquires the desired license information, not

30 directly from the license management unit that holds it, but
indirectly through the other license management unit.

Here, each of the license management units 1a, 2a and 3a
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finds that the |license nmanagenent unit |la neets the search condition, the
| i cense managenent unit 3a requests the |license nanagenent unit la to
transfer the license information in order to performthe right transfer
processing for it. Thereby, the |license 20 managenent unit is recognizes
the processing ID "ML" based on the details of that request, and refers to
the group information of its own so as to confirmwhether the function unit
I D "3A" of the |icense managenent unit 3a is associated with the processing
ID "ML" of the right transfer processing. As a result, the |icense
manageneftoiRs tthe fanption t anihelDscfose id@ntiggimgt thei to@eet OljpRERM M t he
e function unit ID "3A" is associ ated

i ght t I b
w on holthrbaaeBEEERRIENAS; '3Rd 37 anditbe ontent ositou triamitgcenbyni

t hat neeB$ a Qi tyh ; at i cense agenent
unit 3a 3o gggaageg’rigﬂ\er Xi‘s%gragmégf%érﬁg ﬁégkévgghse\}ﬁ%‘ig‘%%ntﬁtoﬂﬁﬁfes t hat
gol d tBellpﬁaéﬁs'@&nﬁgﬁmﬂtounitshéal, iZaaaa? Bﬁﬁalgcmmmhismbhe’taaqﬂrdrgqi@ t he

I strd bugi S rocessing,. Herg, if the |icense -58 managenent unit
| a itdsel wgeécf{fggt%% %ﬂghseers\?épelb'én?oﬁﬁi@tFh%lﬂ@QMEclei%ﬁanmiton and
can acquinéts taal2iaweh 3Bhanid Eﬁé%ﬁ@@@ﬁ?ﬁht%&ﬁe‘fbi b §PC§‘HH°Jlb

request th§1§ﬁrver 100 to distribute the I'icense informatidn to acqurre it,

the 1iceffd RinRGaHtEsUpringA9sigaedit acreptsctheér camagtssidnsint | a

and comgissi i ryer 100 to distribute the license
S iR bf g%s"c%wdﬁﬁ{ghfagfoc@ﬁ#

information. I'n response to §sion, the license managenent unit 1la

recogni zes t hdmptheeabiovg cBselyPthéFegrttion tIHy m&sfﬂg%ﬁg dfefl‘?%s to

the group information of its own to 1o confirm whether t tion I'D "3A"
of thfe |NCEASE MANAgeMant HNitsda,s2asandi3a avith theiheriodtiessbeingd " V2"
of the djs&éiqg i RGU I I .a resu the | i cense mapagenent
unit | ad%iéf%rﬁg't ﬁgtItlﬁ%eﬁéérﬁa%géﬁéﬂenﬁﬁ{rﬁ%éﬁ%oh%gﬁ dPANt ﬁ@ LSRG i on
request Hrejcepyprijioshaing absignedt i dn tils' 8akej S/vhéﬁoﬁhétl%'ef""iiﬁbltﬂ:§ the
pr ocessi LRV, and requests the server 100 to distribute the |icense

i nf or mt?ger\.d%ﬁebgt%?reﬂt&ﬂ& %'f‘f’ ¢Hatent Wspga dexise kmragdnenwd,uart that
neets tHeiserds @n tOnchird 8Boir ¥ ' mEnt unit
2a as a gse rcger X sear ches fo¢tgFﬁé$€fP?elniﬁga %é@ng%%ﬁgaﬁ@g%ﬁ%t hol d
t he ¥ cefvs ri Af OF fhat R8EH oficthe dicrrseranagagamant urdb tamis sirmhs34 he

Iicensew Lt das t the.distributipn of the |icense
i nformation, as i% %Ee%%%éb@ffrrgﬂﬁ%ég.ﬁt% ge 4R\ CceeRrrrRtRd thy s
commi ssitdre usies witteashigheagaientyunit is rejects the conmission fromthe

| i cense
The searcher X searches for the license management unit that

holds the desired license information according to various search
20 methods such as the above-mentioned broadcast method, and
requests the license management unit to transfer that license
information. Meanwhile, the license management unit that is
requested the license information authenticates the searcher X, and
only if it determines that the searcher X is authorized, it permits the
256  searcher X to acquire the license information that it holds itself so as
to send the requested license information to the searcher X.
However, when the searcher X searches for the license
management unit that holds the desired license information, it is
very wasteful professing to search all the license management units
30 including those which do not permit the searcher itself to acquire the
license information and those which the searcher itself cannot
access. It is wasteful processing because the searcher X cannot
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25 managenent unit 2a because the function unit 1D "2A" of the |license
managenent unit 2a is not associated with the processing ID "M" of the

di stribution request processing of its own group information. Note that a
managenment term nal for nmanaging the group information may further be
provi ded on the hone network 300, as in 30 the case of the domain list of
the user donmins, and thereby the managenent term nal may manage the group
informati on of the |icense managenent units la, 2a and 3a collectively. In
this case, -59 each of the |icense nanagenent units la, 2.a and 3a can
renew t REQHsahentfieensei informationdflibisstetenmiamtedaty bid amalthantessi ng

th ' h. of the i t unjts la, 2
hnd sa ACRERLSLR Brithe AlMenfiRAlSR BV S iR e T AGem b It o
mer ge i tthatwnegsteUhe Bearaht¢dNdiwib R, dreRtiper isSfouFHEté”%”ﬁéﬁultté‘Fpé?

processing the searcher perfornms is not [imted to the right trans
processislﬁ?@r&hd the distribution request processing. It may perform purchase

[ f [ | ' - hayi th
PervEr 100 qetBrafietyMrds B desifabld 3a SBiR dbrRniPhse Ereiceisence.
I n thismanaigeraantogalts tigat deendeapeneiit Xh@egé??(iﬂfﬁeit& e 884 i rtOfhe

ate the licenser information, o he searcher X I1tself

directly, to gene |
~ cannot '&?Jb% ,'"fqrrH%'Q'h@ﬂq CandohReageressednby thexseaashesgXdsom he
server }fH@ géé?@ﬁlbfyttﬁegﬁéﬁraﬁért)be | i censer information request the 15
e

server 100 to generate t Icénser information. Also, the user |ID may be
regi stered i nSithethe searaheri ¥nedayrowgmiorise nedah igroags oafGirhationt h the

b o e M dletRiye Sfinatisn s tils of dhe lchboe atnaasmentunits that
| i cense capnb@e wRitesdlid and peitnanthe3gehbEqss %g‘%&]dﬁe Sﬂ?‘%"lﬁ%r??é mt

the searcher X to performthe processing or not ndi ng upon
processilAfptMP&iam ehct he user and the searcher X are to perform wth

Lg;gggpr;ﬁt t 8miﬁetllgirs?§%s'er,'f&rh%e}1t WL Gl e R ch Mot The IfES,

management units that hold the desired license information, it first

15 refers to the search group information, and then searches for only

the license management units registered in the search group
information.

Accordingly, wasteful search can be prevented, such that the
license information cannot be acquired from the license

20 management unit that meets the search condition even if it is found
as a result of the search by the searcher X.

In the above case, the searcher X memorizes the search
group information, and thereby the wasteful processing is omitted.
However, a search condition such as the license management units

25 that can be accessed by the searcher X and permit the searcher X to
acquire the license information may be added to the search
condition such as the license management units that hold the
desired license information. Thereby, the wasteful processing can
be omitted, as in the case of memorizing the search group

30 information in the searcher X.

Next, the authentication (Processing Ss2) in Step 102 as
shown in Fig. 3 will be explained below.
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conmi ssioned by the |icense managenent unit 2a as the searcher X to request
the server 100 to distribute the license information in response to the
user ul's operation, the |icense managenent unit la refers to the group
information, and if the function unit ID "2A" of 30 the |icense nmanagenent
unit 2a is registered in the group information in association with the user
I D "UL" of the user ul and the processing ID "M" of the distribution
request processing, it -60 permts the |icense nmanagenent unit 2a to
performthe distribution request processing, and requests the server 100 to

di stribute theAddmmet t f th
istribute coreling i tdf oftia p?éseN@XbmbBBIMeQFtesgﬂgﬂﬂo th%cgl}J hed 5"

license information from5 the server 100 (Processi'n 2 as
shown i MMEANAIEMANTY upit e5<5¢9Mﬁéﬁed,¢d1&jél§eﬂ5@emf@hrmatlarf byhany mfstlme

| i cense IAQA96 n con 1t|on th, the result
that the searcﬁer ﬁﬁeéa?%'ﬂggsgoariilfer{ghﬁﬁ &%M"' terdetergning| d t he
desired wheltheenteswld]dnoatzle@]nortm searcher X perforns the distribution

request proce questln the server 100 to distribute the |icense
i nf o%mat i on tyb@gh%h@ Ei %Qgeﬁl@"brﬂlﬂktqll@taﬁorﬁtﬁaseaug:fm résponds

to the prefipsstish f e es jn dvance and
requests distr |Sb8{1|go!1|delﬁ%é gﬁggq%g GF‘ ceil";s‘| éq ﬁ:?gpﬁg Totrr"? G R%essi ng
Ss4 whi dnfpsnmmmnammcsnsp manaugrerﬁegt &nitlera, adtHdiftiegpss e X
itself % at t he SEhY O%édlretl o distribute the |icense
|nformat|on %Eﬁgﬂg Fé“F—'P“!'? r ches0f Ehei cententranigutamituh t t hat
enabl es ubstishthe fee t equest
t he servneerQ] 100 to dist r?‘(gﬁﬂeﬁtﬁng@%r@gﬂgehm orrra rﬁlgﬁg‘e%} % IF%%”%

li cdfse 'ﬂﬁ%met!%n the ieensedimanagerment ounit 1acamﬁthelwh@@m@nﬁhemu t

fromthe ?ﬁ tlme the |license managenent unit. Fig. 16 is a
sequence agram sho how the license 25 managenent unit operates to

performthe ditemd, bthe dicarespiesanagetAsfit Init Ttiat IESERLpni t 1 a
sear ches f the ot herHJ i cense mamat'J enent units tﬂh éé dﬁ?ﬁg [ e%gg

i nf or matqf ﬁh?eltﬁﬁ%gf'@d' Prinatiopnast %ﬁ!@ﬁemrﬁhatlwq&esmm lidénse 3o
cond 1 2'2‘5‘22'??%“‘"“chﬁf”“"“eifﬁﬁqf%@'“agfﬁ‘%&h afl b Rade espitinin 1o
di stlPi b ethenéunucalsmelmmtrhatare«pueatsi iecquire it (Step -61
A user domain is a range in which license information can be
moved. In the present embodiment, the user domain is set so that
all the function units, that is, the license management units 1a, 2a
and 3a and the content output units 1b, 2b, 3b and 4b belong to the
20 identical user domain. That is, it is set so that the license
information can be moved to any of the license management units
-1a, 2a and 3a and the content output units 1b, 2b, 3b and 4b.
There are two kinds of user domains. One is set by a user for
privacy protection, and another is set by a content provider such as
25 a company that holds and provides the content. (Hereinafter, the
former is referred to as just “user domain” and the latter as “content
provider domain”). The content provider may further limit the
content usage devices that belong to a predetermined content
provider domain and further a range in which the license information
30 can be moved to each other among these function units by setting a
number of chains of moving of the license information.
Also, the usage restriction is to restrict particularly the
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S33). Here, when the |license nmanagenent unit la judges that it can request
the distribution of the license information, it does this (Step S34), and
when it judges that it cannot do this, it searches for other 5 |icense
managenent units that can request the distribution of the |license
information and acquire it (Step S35). As a result of the search, if the

| i cense managenent unit la judges that the |license nanagenent unit 2a neets
the search condition (Step S36), it comm ssions the |icense managenent unit
lo 2a tg re&uest the server 100 to distribute the |icense information (Step
s37). | AUPEEIEh&NIES that atepeysnited: te aqpdnect hadmgnaminforimarion he

| i cense Nt £ UFH ; e i e J.icense e unit
la is uﬁ%?ﬁgﬁgﬁegf ﬁérﬂéﬁgé% ﬁ‘r@gé%@g&oﬁ“ %d jlés' ?(%t iafqr%?%hggr‘i%%ense
managemannongi the lusatityto fettiefuncop usits thit dierd esnHr FaREeIENt
unit la is authorized, the |icense managenent unit 2a accepts the

commi ssHERTd ﬁm%'dhest s the server, 100 to distribute the |license

infogmation (e ) e i A\ t r t | icense
rrana%errent un?{tI g%’%g,w?ﬁggéeqh\;@e?’ dlr@ﬁr{ﬁ#@?ql{}g‘?ﬁtqﬂ}&ﬁ té‘e‘f"f\é%ﬁse

i nf or mathenrequest ldfcdhse licanageminformatioln dStermiées. WwistthdhetHé cense
managengn it 2a.rgceives that |[jcense information, it further sends the
| i cens?‘i‘ﬁFﬁ&@at“ﬁHﬁ a# H&quc%ﬁsthﬁg'h%%%ﬁ%n&"fréﬁmat'@n( selongsoto the when
the |ictdenticanageaendorain |dr g LEE i Q4L isends
the |i ggn e li nf or mat | o(r)l to r} h(g cont'eﬁ?ﬁogpga'béﬁn?tégﬁgﬂﬁﬁ%gwg%}gs%#s '?t
(step 9§9n9ﬁent,0trtéeconsame oteplriction ob uwseb a donderthesilitgprde s

i i ' d i bed ab i to th

pr efin; MASEEMEAR Ut teefh B8 ranlind ifoe A INA iR i fabite et
units tbait lthiat téquesss bk licesnsze ihASORERIAANS &ﬂ@hb?iz@@ﬁbﬁlkswfl‘%i“ cense
managengnt unit that meetg the search condition, it perforns the -

di st ri bERE P edaBiainppfthesfunctinn unitdsidentical txthaheof its duveas amud
request e I tQ i | j i i on_even _t hou t here

i sqt he El't(‘agi ?%@E?ﬁi%geﬁgti %fgﬁfr&a% gﬁ%oysﬁgﬁéé?@%r@ d?e’émdl% %&%f ore,
it is Eflemetioem UMthbgdatqﬂiwarh%nm?@gséi pefrenatior ahat itﬁg it iy home
net wor I abqve ¢ . .the |license managenent unit 2a

aut#e)nt @%Sgge?ﬂénﬁi%%&sﬁ:sﬁiﬁg‘@éﬂﬁnt unit la in %t ep S38. However, the
1icense mnaghpee! tHat! R WU RAtCHSR higy COB! €8t RIBRERHEfy 1D that

requests the license nmanagenent” unit 1o la to transfer the i cense
i nf or mafPbEXANPE: MNder i@ usage restaietientthal is ket 4y seheicetypal aout put

Lo i ot UPRGRCre3ERHIBITIIAY FHBMMER PRSEE By, donkadt datdaseys anduadarer at os
the |icHmseusager mestrictimsed asdde &ésxen@ﬁbnﬁqhy{ %@Sérfpé‘ﬁé’c iy, the

user who rgquests the license informati on and di st t"thi's tine,
t he?Ser G2PY8BY nay collate the user who requests the |icense information

ith th - i i i on. i fically,. wh
the user pur chactesptibed abdyEByraul ACAHTRNAN @Gt Ui arfary "
provi dere@fiests ther Hoealsel tefuriiatian asimgther uskerdonriianahe Aednyeen the

tent, i i i i nfarnation in th 100 t
S0t he. iR BREbE! BenvERtRT okt s dhainercim ofherirsrminabn w t h
the pergdeupte i ldemitik fbﬁiﬂs%e.”t'ﬁ'éeide%%ﬁltﬁ&rﬁb@eﬁeﬂ%?kt A gont q:nn:tlewr?{]eusage

inputs 25 his personal identification nunber operating tHe
devdice 3amMe|tin &y biyhau thoemid eatimandbee fiunabidn i snnthabe Sy thlet put

ai st r1 peERP R tOrNE L Kb Rt FRR R geepratichion; shauntiopeusiisal
i denti fcgatbeoriassifeed te theseavHech 3t atltiire the license information
and those which cannot acquire it, even if they are the function units
of the content usage devices located in the home network 300,
30 For example, even if someone connects an unauthorized
terminal device located outside of the home network 300 to the
- home network 300 to acquire license information, he cannot acquire
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30 the server 100 coll ates the user who requests the license information
with the user who holds the licenser infornmation based on this personal
identification nunmber. -63 In the above case, the user is collated based
on the personal identification nunber. However, the user may be coll ated
based on the identification information for identifying the user stored in
an ICcard. In this case, the licenser information is registered in the
server 100 in association with the identification information, and the user
makes the content usage device 1 read the identification information stored

|n the |the fiodmalirfonthationtbbbauser Rl tdARindl de\iBesaouen ddBefohl 2t e

the identification information registered in itself wt sen omthe
| i cense ?ﬁaﬁh‘@eh@%ﬂ tigal tusey, damadindeAMsobed differsnt hisage vrasttitticns| at es

the usergy Y, e nf or mat i on based on the
| i censer |éﬁ;}%ﬁr&%% %%ﬁéeﬁ@rlhﬁﬁg &ghééﬁt h'J(S’fr ﬁat}g%F SaHEa(ﬂ%tan%u?e t he
li cense ¢omtembuisaget device stor thgrsbhnés WaRye Withiethd horRel hEBIBLK

t.hat enab es 15 the server 100 to enerate the |icense

i nf or.mat
i nf oﬁmt#@ﬁfrtéﬁf'@sf:eﬂ 8Pt Urage deyicasocant beeglassifiedr sputhaimthei same

i nf or mat t. I t d li,cense
0t or mat; o0 dqquine tHefliceh KA rafisl By fae R GRSy HRYTEEe: (o
purchaseZttIﬁmugh:d’NSefa(theﬂmla(HEqimlre itooh hthe icosrtentmasagengelicait, | a via

the 20 |icens nagement, un 2a. Teusr is inforned ?romthe
di stribution ?%F ??f?’b’?ﬁaﬁ'@nr?ﬂﬂﬁsth‘é dbe, dicenie vinforamtianst theut e

the IICdiE@nsefl@deégémerﬂ:n@qug\%%/W E8PUHNARERAAT LhBPASLOT 1 he

content based on the |icense purchase su gestlon In when
t he W¥serresiHeHss Elaedlm¢ iipéacaatieni ammsimlgetabSSh ()sesunel Sockets

identifi f n .and purcha oj ce
li cense ?\?Ol’n’&tl Cgr(t,‘ffﬁ;%é zih‘ﬁ%ya{&et I\S,)\Hqﬁoscql MZ@@E any
of the o(dfmetlrﬁlcabagféutlﬂmcﬁ, ¥os. ln@téﬁcbhebéﬂi@%%&ﬂ?éﬁﬁc'aéé@nﬁgln

i nf or nat,i, on an%éﬁthers are Inputted in so the content usage device g!he

li cense HEhHgERFRMAIN: agd the Ltﬁﬂﬂ%rfﬂsﬁﬁégwMeviletfs@raim\lele:asrqquthed
f or mat 1 t he |
| nf or mat aang® hahatiEne'dfic #ar e od WP IERHE infdmel i 100
lrecé45vesol1IWeaptlhen&mtﬁlsotlhe fultmtnmfu mift otrtreett rQq\uﬁBing wdﬁlﬁﬁﬁf BRE Ler
t t t t that t
over | apddHEift &l iisadd SE3ED ctiu i B8 SSikor cHoweunsebhdie | on,
(L 5 serttersenhabriqemenchane A0 a% | QIRETBH! ARk BN ELd e

cont ent u(ﬁge aew ces on the hone network 3 er i1s
pur chas€d osher app| ng |icense. Once receiving this overl apping pur chase

notice infor evice notifies the user based on the

over | appi ng gﬁrréc ése ng‘?l ce ?rgq%?'g‘% %B}P@ﬂgﬁ"ﬁ%ﬂ é”HSJlﬁf 8 Y cHhse the

overZDapmlet@rmnmrssewhﬁh@rrM t sehhehepex ithdt eﬁ@ﬁ{&égtsf I eREPYdsd N9 the
ch

overl ap Next, the processing in whi i cense managenent

uni t reﬁé?@rm@ Fqn’igr?égngﬁstto thedirendemain idqnéinal toi theiusan domaind

t St 2 Fi 3
?E?gtreg??nﬁﬁéﬂ%&f?f theqieencd hafddsiient Vit gy aebabiiga Belondk e
| i cense W@ﬁ éng o ardomfaia Il?hnaeﬁ'@g inetflee %Lihthetﬁtﬁfcitatl@?il:%%té%ﬁ@ as to
r ecogni en ornation .heLd o ome net wor and
thergbygesé) ﬁl% 33@3: rTﬁB"‘H@)I'H (14 gwn?dﬁ)m@) lniipedsbelowor mati on on
t heghome net Mtko@@%g'fboﬂﬂ‘@rdﬁﬁﬁﬁ'ﬁw IFACnBthbl® LhfANTE FRBAJRIEM, Un! t s

la, 2a and 3a notifies the other Iicense managemént units ils of
t he pas@éé”ﬁg@éﬂgétlmmttb‘n’hmc&avm 338 helds medotrhalmllcwm whichfterarat i on
Each of the

f th 0 t f f t

|| conse HASHEE IRE af Ple'hul AR fhits.of thpcraatent usagmeieices thatni ch

the Ii cbmtengnt@rtlhm userhebeham Gaentrim ﬂ?ttﬁ%rtkol?h 'o%,vpe t rfcttr%aseo' on
en eacn o

the notified details of the Iicense information
| i censeSRARGBERehIe@uasss it to acquire license information, it determines
30 that the searcher X belongs to the user domain identical to that of its
own if the function unit ID of the searcher X is registered in the

domain list with reference to the list. When the function unit other
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30 la, 2a and 3a does not hold this license information when it is
requested the license information, it recognizes all the |icense
i nformation on the home network 300 with reference to the above - 65
license list, and if there is not the requested |icense information on the
honme network 300, it requests the server 100 to distribute the |license
information. Fig. 17 is a descriptive diagramthat shows a sanple of how 5
the |license nmanagenent unit |a operates to request the server 100 to

cense information with reference to the license list. As

Shown ?%'ﬁ;&?‘éi"%@%dﬂ?&ﬁg%ﬁﬁm Ut t1ap 26 ped Bagaeut Shenontestse
managemenitpt Linies 10, IR13b%nd b hkQHISLBEARKS 0hpekts the fIRLALEM: 1

there is not the requested |icense Information I'n I Cens
of its dW@nageMerthsdt tenbgaremyirenthe licateserinfoasn atien hehet heeases t he

request | i 4 i h network 300.0or not with reference

Lol he. ThaafeRfed LR Gl nides TR N ERar e R Mo Po b brke Sormt 1 on

- on tise fonthéfuset dorkadildeniticdli GERRatTBNASCIRH betaludeSthe tiohhe

i cense rr&rg_aﬁjerr(gpt unit that holds that license information to transfter it
itY @Hn

to acquit® Hh?h%@ﬁmsxt ifen@tiggistiered dentieei ddraiat lish thattite
cont ent Wrd@.l;tsléﬂftwfth. réfa e owq_rr}ésgg)qgﬁli{‘k,g%det ermnes that there is

not the 20 requested Iicense |1 nforma one network 300, the

|i cense managditestdamiainl list mpmparébWWﬂﬂKWat%@F atHisWwntsk
| i cense i nfor rra:t'hion tﬁ acquire it, and sends the acquired |Icense !
i nf or matd%n "RBULHOG ofENt Wgten usntt | IDsndirective intscetBendiognse

acquor i naanydmeEnsanity QT8 4 rjgng i thout _reqyesting
the distr iabgﬁ onin gtnéfg %fggz? n Fig. ﬁpé@?@?f%?%é%gg {Igvgée é(p ai ned
bel ow. 1a0d Bi, P pbydegititing the fmaction100itdiBs i hdireztly hetd therseense

i nf i basi s, f i , | f wheth th
o e rh AR A RO R0 T 0 22 candl 3T Ehaleln the veervan DO by 1o a
descri ptdorantiil ACatMghittu SIMPE NBYWel R P8 V5T geggcge.gi atléasbgrég p@gpgmense

i nform j(En_to tréﬁﬂl I cense managenent units | a, res y. Note
that thdlSt Eenreehinggdtedt ands rengvwedsbyatthe nesenrhienselfut put imniiss | b,

2b, 13D, ik ‘gat re omtted in Fig. 18. Each of the
ser\}grs 'fl}%?)’ regucf gf?ﬁpﬁrréedg a?@q%gﬁf@c@%@vﬁﬂf 5Vn3995ﬂ35a%%65% than
| i censethentisenaisiog andeditihgi password,tfosifd@ndeense mnagement units

i he server 100 selects the |icense managenent unit

| a and 2a. Atvgﬁls t'bme, t (

that is to be W& th& NoMee netwask isreenrstiustetegeyndanglupality hef

det ai | scohtehg | ij§868¢€ ¢ t Lo e f i cgnse ,informtion
for a novie cont%ﬁt,ﬁéf erje?'r:\gs({g;n?g{a tk@eggrslgﬁéﬁ881 SQHZ%:{,S ﬁ?]eé e 10
managenEn@Nagiemeatt ynit afr ebohecohtehtcesagei deeicatitoslf tollelkescase of

t heoh i i ' ] . th 100 selects th
|1 2hse FaREeioH BTRTORL he fufitldh HRTES Broth&dmatent dpags oavices o,
each of uphko ld We&l@t@&ﬁﬁ@ﬁ@ﬁurh'b!érsofQD%PQig%h'ﬁeﬁgimrgﬁ'%gqg% Y,

distri bgﬁi on destination setting information, 1|
the |icER€domaimistomays bgspsepared. with the units to be distributed that

| i cense infor oL, ~ald) t and th erver, 100, ,selects, the
di stribution Ij‘;tstp?gé:talso%h t'gfe @ﬁéyﬁ%ﬁg@qﬁﬂﬁfﬁﬁiﬁﬁ%éﬁ the h"l@cfl@d] stered
di stri bunibdldéesto revenn limgrdangnanbe@men®iunit of each content usage

25 device, and therefore usability can be improved.

Here, how to renew the domain list when a new content usage
device is connected to the home network including a plurality of the
existing content usage devices that belong to the identical user
domain will be explained below. '

30 First, any one of the existing content usage devices is

selected, and the new content usage device is connected to the
selected one.
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20 Wen each of the |icense managenent units la and 2a registers the

di stribution destination setting information in the server 100, the server
100 may limt the amount of the license information distributed to itself
in order to prevent the anpbunt of the license information it holds from
exceedi ng predeterm ned 25 amount of information. Next, the processing of
the license information that is perforned in Step S104 as shown in Fig. 3
wi |l be expl ained bel ow. Here, the processing of the |license information
means the processing of the |license information perfornmed when any of the

30 content outThuenprthies fdhctidn it awks 4¥ ﬁ'ﬁésfd“rPétiHﬁe}JHPtsan e ddwense

included in the |icense information. For exanple, the [Icense managenent

unit | a $HAtERL uUsags; deviggr arrrregisterad 4o the demaist list drelchbycbheent

out put umé : ' ' SeR kLN jpn.peaning that "only 10-tine
repr odugtldl:%?légf n?@rggléﬁgégﬁémtcﬁ)g ?P%e%ggﬁé(‘gnﬁ(@gm an%nlf %S%Qﬁtent
out put uihevicey ahdtfureheestise ifinchiotemit IO conthet fumictivh WRits dPthe

t he ,cont the license information, It sends

repr%duce‘?s]l nt only once usin I ] '
that qi c¥ ?&tﬁﬂf%%(ﬁg{'i’% nhdsaggqeevireafg: registeredyinnghe ikamiaini s

d |1y oy t il i h ' t
anit 18 Tennead e e IceRREeniaRagerTeht Wit of the Fel) EERRERTSRGE "uni ¢

| b into d@¥idd.cense i nformation neani ng that "only 9-tinme reproduction of a
novi e cont ent Ass and holds it.

i dy, b d th i nf i on,
Here, the |i censg Ir‘?éﬁgg@ngﬁ?aﬁsﬁiet&ggt ﬁ‘gﬁégg&%gélr&%‘t’i% anch e newense
i nf or matdomtersr usayer gevide bblbﬁtgtﬂi'ﬁtﬁé GaBRRic¢A @?@@Bg{i‘ﬁﬁfn “niHon\égvferr?m

whi ch the I'hcense managenent unif la acquires the original lice
i nf dlnat@okNiswdadee thec exdstingnsgatent usageldevicesnsthee tlwarwtie

i ' t t | i t .t 2a, it ] h
ncaui of 1] SeCLeR 68, 289t W, S FENY SR ikl Peloe BodittRERAk: | on
i s acquiuser floonate. | i cense nmanagenent unit 2a, and returns the renewed

l'i cense inf org(ﬁgti on based on the acquisition source information. This
acqui sition sOlF%e W @G funstion whdtiipna urality ufocentent Sisagsib as

describ yiltakl id Prih QS e | d jn,Ste 9h wi,t hout bei ng
del et ed%%l%gﬁrgﬂgg@n%'rﬁ, teg%:]hhgp&t%%hf?% nggghénéig%ﬁ@ﬁt Iq.ﬁ'ﬁivteé Iléc,e'iﬁeand 3a
may lpuddaformationi betvepanhdhei rathédre fumetion |umiendreliongihgaticd N9
returns;j i si.tion source, degendi pg,upon the details of the

li cense 'P%Pt(g?‘:f#s{pﬁ%%f%ﬁa’rﬁ’sﬂéﬂ@é.se?&lheeagﬁ‘ﬂ? , "é\%éﬁ‘%éﬁ‘@'ﬁ@ itsedinte
managenwdchioitherpafd haarfedthdireddiPed d6a1ER i HMiBthge o?ci‘ﬂﬁi({\ﬁﬂ.f rom
the |icense ngnagenent unit 2a, the |icense managenent unit la holds'the
above- nent i OF{Z@ chﬁﬁ%‘itt iadh tbeulicensef Gramagemenhdiniberofi the sexigting

request |4 [y I L cense, a nt .unit, 3a and

Cends | Lot EEEE I ePIQUS e bkl (% Mol 67 MAE L RES R e st

i nf @0ratunitstof the réweosrtentagageidevice FrthegenanifliistoenEicHdygense

i nforma |cia nd thﬁ acqui sition source information, the Il cense

managemtg'rﬁ uHt¢MELIVERd trﬁﬂleWiti'éﬁBe anf dharebys ald the feostion unitsut

uni t 3b gfor@véxistti l?é‘ﬁtﬁ@@@ IS tion rce information into

t hat indjcating thgﬁtngn acqui si or#és\git?%%ggins% :th% P%@‘Zn %m}ﬁa{itaé’egr?eqﬁ unit

| a, for devdcandelong to the identical user domain.

An example of how to renew the domain list will be explained

25 Dbelow. '

Fig. 14A~Fig. 14E are descriptive diagrams for explaining

how a new content usage device including a license management
unit 5a, which is connected to the home network 300 as shown in Fig.
1 and Fig. 2, operates to renew the domain lists of the license

30 management units 1a, 2a, 3a and 5a, respectively. In Fig. 14A~
Fig. 14E, a spotlight is turned on the domain lists held by the license
management units of the content usage devices, while the content
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10 Here, when the content output unit 3b does not use up all the license
included in the license information, the |license nanagenent unit 3a renews
the license informati on as nenti oned above, and then judges that it should
return the license informati on based on the details of it, and returns it
to the license managenent unit la 15 based on the acquisition source
information. Note that, in the above case, the |license nmanagenent unit 3a
renews the acquisition source information, but it may return the |license
information to the |icense managenent unit 2a w thout renewi ng the

acqui si AWipwoundts areoentitted. 2o In the above case, the license

managenent unist uested. and .acqui ted _t he ligcense information
det er ni nes m&%gﬁ%ﬁqﬁgﬁoﬁ&g‘ (;Z‘é}} HUP&'HB HP”}gP&r 2At' fﬁt&fgg"%ﬂbc‘?@ﬁﬁwed
|| cense rhahalgEihiedtt ulirepe, 34 terd FegnaeramnAgeBRImHM YistSDLAS helq
acqui sition source, that is, the license managenent unit that sends 25 the

|i cense MhitBenHEEBse Mar3pement kel acefidbe raptentiusage idevidecdnse

i t i i i i t t t h d
and_ Pendungtia UIEICEIN, SR ofErpIREIRE: TR BEER At Talts 403 %0AEH "t he
| i cense registmmezhtinuai doPaatmdists &idka tHeld bsenbe linkaseahmanagenrenrar es

it includes a return forcing nessage

the sendi ng .1 nf tion in Step S6h, it ] .

f or for(Hng #% oﬁ’éﬂﬁ@ ﬁqqf@%ﬁéggﬁdgﬁé{h‘”e@ve?d andetisrctignoupik 10s 18,124

| i cense gyegtpg i i k Wi p i e Jdnfornation
in the sendi ng%%gqng?inc%érﬁstf ‘rjgltlttjg:gafoirgiér\'lgéerrrggg%tgeerjqagﬁ?aﬂgggﬁf'gg by
setti gg lists Dadgga floeld ]rclnsﬁ dhex licanse maaigge;]rgeitdteumncﬂm?ﬂ oher ﬂ@htéﬂt

i nc i t ret.ur orGin ssage and the license infornation, the
seah@he?&?ﬁﬁ'&%gﬁﬁs éﬁk i°?eﬂ§f'e?'ﬁ%ﬂ§*ﬁrm¢%96@ﬁaté"H&?tl’qbfZE@Hée%@i ved

| i cense bdlbex ithre idBAticiIuWiSer idomagAgved one to the |icense managenment
unit 2a based on the return forcing nessage. The case when the searcher X

is a license Nhelgedshamnt im&dgpddB erplisenselects theabontenbutsaden t he

sear cher, il iJ., Lt a s returns the used |icense
i nf or rratdle(?)\(ln'ttéof‘t Flignlﬁl(a(;get%gge ‘%%J&&Hé Hﬁ#beaég?x e ﬁgcfu %Fppgﬁngd{ﬁ’a&? For
exanpl e deniea the aredr ebdglstérsWal FunctidMeut@dt EDt “"SWPYF YRiet [idkens&ar ches

for the license %a emagt unit that holds the desired license Information
and1? he MPREFIEM a‘geHFe 2 ohthenewscoptent usagadeyicedndine domaie

cont ent it Bils 3 Hdidl ByARAW §RDrd chhRSBREnEROLER LA dif PR S ELAENSE

managenent unit 2a and ‘menorizes the acqdi sl Af t er
usi ng t sageydevide|l sorassto mesrevatthendoni@irchist ®lt1 @i poit 2W)i3Aj BA™et urns

t he usage infqQrpati i ndi_cati.n ow ppuch 20 license included in the
Iicensegi nf or mgﬁbn%ﬁgs B@gﬁ dg'g’d"r};énd{%]%e Hé&f"??‘ceﬁ%e qfnf remt IGHNER t he
| i cense pranag@mentuihit 2a Rt REehBE MEHE Foii Ot BAYE 5% DFFHdRdW BY

the way, the content usage device 3 and the content usage device 4 are out
of Bhe CPNtgRsLSAgEHIEViKENBOAS tRrrete asd o axpiectist E)ly Savimaticatiayg sear ch
for thewxkisgense nmanagement units that hold the license information wthin
the I P range, they searches indirectly via the content usage device w thin

the | P range psnaedsudtbithe licedlsd nignadehhent ¢8R thi #adf et tgense
managenment units direc F 3 i 19 isg’ae descriptive %lﬁggﬁ%lpﬁéaﬂt'éghom

tly. 30 Fig.
how t he BBRAAGHM GE‘&g'énéi‘é}xfi%ethaEgér dihes conderieusagecdevicagt andithe 2
connect pdwXortentot8agk! d8vice Belong to the identical user domain, while

25 the license management units 2a, 3a and the license management
units 5a, thatis, the content usage devices 2, 3 and the new content
usage device belong to different user domain.

Here, when the license management unit 5a as the searcher X
searches for the license management unit that holds the desired

30 license information and requests the license management unit 1a to
transfer the license information, the license management unit 1a
judges that the license management unit 5a belongs to the user
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When the content output unit 4b of the content usage device 4 as a searcher
X searches for the |icense managenent units that hold the desired |license
information, it conm ssions the |license nanagenent unit 2a of the content
usage device 2 within the IP 5 range to search them Upon receiving the
conmmi ssion, the |icense managenent unit 2a determ nes whether it hol ds that
license information or not. |If the |icense managenent unit 2a holds the
license information, it interprets the details of the license information
and sends the license information to the content output unit 4b. If it does
not hol ddrnaihiidemecalnPtRBL g itsidwhSHEEQGSe Th L AlIALE off e 1PN ANt
output unit 4b, interprets the details of the searched and acquired |icense
i nf or mataforthearliceaads managementortnritt Tt phat urequests Tkbe, licensent ent

among. « HOFo R i, e BudE TRt AR i stk S R o Ehefeere”
descri beteabsy enaticyemait Uibtcoat Roldsisiegelfdeandepensiits Haldicensée
| i cense managenent unit but the content oqutput unit only in itself |ocated

out 8f HABNAYYREIE, uskhpente advire SarligrAs« infermatienmi ssions the
|| cense mAnagienl relhit, As SHoWh FENIEAE, tARORCARCE. it dinBidd'gs! P
| that” shows

range. Fig. 2 s a desériptive diagra oW t he content uSage
devi ce Insvad hEromi dheéelicemsent maragedwenteuhitodectedthe didensé |ine.

25 Wh th t ent f.put it.3b af th t ent devi 3 th
sear cﬁgﬂnﬁ%?&ﬁg}@eﬁgkt ‘?ﬁfﬂogﬂeu%'bmhseﬁﬁﬁﬁagﬁgra{heer{]ﬁﬁ !L'Eg %Qteerﬁlgg‘g L!th%s?r ed

li cense JdHds Thd %m'ginfliétsm “021@,83fpprghhetﬁa}tc‘w?rﬁo| "REIELH ?Hlét 3a
of the content usage device 3 that it' caf directly search and the ['icense
mand@enditense tmaaagementcumitrfia,3andsthhe license maragemenit ynitheal ocal

i o mert SRS e dhinalf BSE AES A TRA NI bafgRotsl 1P otne dicanstonent
unit is managerm@nt urat ! Far anged ttheé dac@hisé an drieg &hf@is L dREAPENERG units

that hold the desjired |icense information. The |jcense managenent unit |a
sear chedeSRasshvely pretfgr thair awnodemainuhsts withaggehr etheneandckhee

| nf or mat Q£ & oLt Gl RATAR: SIVEEERA e orh BB I1EEHT SBe SE6Hh

condi ti on, and cense information to thel'|I cense
mandgendiot “ LA t28a3&".t he content usage device 3. Upon receiving the

i cense infor (rﬂati on thﬁ | i cens? rraga&srrenh uni t 3(31 interprets the details
of the licens exfoPTaf NOW I8 thd  tNeRethen 'eRRSEu faggmeng t hat
request i i pa AhEQuinden thiee | ceiRe Wﬁmﬁﬁ%mnuwrbﬂga He t Nfc&pgé ent

usage device 3 becones the searche in response to t request fromthe
cont ent roanagement smitilasitha lengermanaganient unibol assehds| thense

the | 1Dl HSE.BRaR “PA . RALr et tngh RS b4 iEfeiifo e dlcehsd® o
i nf @onatrhemaaemeaTtdgnit 28 antbtienictis@manhgembnduniti2d Bendsemse
unit 3a does nqt hold the license information, the |icense

t
managendRM@in; It OkdRssiihe SAL Ithabndt hakdgesalf Ukt the vicemset he | p
t f . i h t ted
onoe LRGN U0, SR EvIRIE Rl D ehalold Eengguest
behal f ahanagdimmantsenittnige@ZanrespectidelyAnatgecthdirdowliodemaie lisest ent

it | RUTEEASR AShe3 alh e TieyiSe dBARALSBIRN ABIF | Sarn SRaYaRent
uni hswi tdumaiRSisC ORISR R G &8 *{Al _t3Aiog?\}:1rnot hold the desired |icense

i nformation. Upon receiving tﬁg{comn s§iton, e |icense managenent unit
| ocat ed wit hi Andhe fimallypgasnagbhewaml yint hEigseat 4k, i nshead, thed litensécense

”anagem?ﬂtan%raetmle% atuer(1j‘|to ta Ogccwﬁ'elspti\aen%ceor{]sl fn oerlr'rPar\ﬁto% from the
license management unit 2a, the license management unit 3a sends
the domain list DL3a “1A, 2A” that its holds itself to the license

30 management unit 2a, and the license management unit 2a sends the
domain list DL2a “1A, 3A, 5A” that it holds itself to the license
management unit 3a, as in the case of the above. And the license
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30 the details of the acquired license information. In sum the |icense
managenent units wthin and out of the IP range respectively performthe
proxy search and the interpretation separately. -72 In the above case,
the |icense managenent units within and out of the I P range performthe
proxy search and the interpretation separately, but the |icense nmanagenent
unit within the I'P range may perform both proxy search and interpretation.
In this case, the |license nanagenent unit out of the IP range rel ays

i nformati on sent and received between the |icense managenent unit within

t he | P Maagagemnateunoia éa, Jairpapeghivelgunertet tieeirFfowangemain tiges case

as sho - Ei for I the Iicense manggenent_unit la wthin the
| P ran\éwé'vip Fgr%r%%g& ' &'ﬁ‘i?‘@%ii‘iﬁ{'% @ﬁ@qgﬁ@ﬁﬂﬂéyﬁ'rﬁ? HANEWRetE cense
managemefgmidint [iSe DuBa adf ithewd tbanpg el aga~t he information sent and

!

recei ved between the |icense managenent ‘urit 1a and the content output unit
3b. Next, a vd¥S atriesylbs thadispmeangemew theodomairelisbe il 2apodideof wil |

be expl gined: . ' , varj.atipon a_number of content output

uni t§ tﬁ‘!?{ée a'r'gglﬁggsi@%’ﬁﬁ‘%&‘rﬁ@ct‘g‘éi%i r%bt%at(‘fv'ltéﬁgulti J&P&Wmaégﬁﬂﬁt uni t
will be rmapledlhgdandimalithe lcdngsmanalebhenk itgram 25, Bheagatdd e
system i ncl udi t he home network 300 according to this variation. 20 The
home net@fbit GSB‘%

MEcNgawOrY B0 nthat issihe centert usage devines thrze
cont ent ' ' (o) | I a aone.license
rranagerreﬂa ?;Iép Hntrmée %ﬁt@rﬁ@u@gégggﬁggﬁgfeﬂéﬁ§gl‘le°s¥ggl 'flc,eéﬁé'%a I ¥58Fenent
unit llalarading a sanme function as that of the |icense nmanagenent 25 unit

la 3 d a |licenpse. managenent unit Jllb P vir} .the sanme function as that of
t he @ont ent ogﬁpme VE a6 1@ R'dEa 'E‘\ﬁ gb‘?ﬁ%’h@ masagemgrteunits ak| udes

| Lenonthenmaraemmnussyic deceavsind thetpBwht orhainfisti i difee,

| i cense rranagerrent unit 1s a_n I cense rranagerrent unit
same fudlotdieandnmerye theimdoovairelistowiphtthenothebs’ € dshieo eehekw hand,

th A i 2, 13,,,15 d 16 i | ud; t t t t it
156, CoafRe PORAE GBIMGED fSts o HbEVEr o | dRmiE, (U8t  RarasBitentont ent
out put wermibal feaspeaewiely thieh ddthaih et Wtwhiééﬁsénmwégem@ﬁﬁe

devices 11~16, the content output unit 11b of the content usag evi ce 11
i tsdPf, WHE QfoRaEh: content usade devisest may further heageovédedeon thend t he

5 cont emporAlt A ' of the content usage device 13 are physically
connectgi? di reg{t y t%beﬁg | i cense managenent unit l1lla of the content usage

device 11. LiHdw Benctiom nait D5 olithetfumttiod4nies dfhe plaraREy ofe
devi ce ]c t he,cont en uni.t 15b of the content usage device

15 and tﬁé‘itt@i‘ﬁltéﬁ?%u‘?ﬁ‘dic‘%ﬁn}tt‘gﬁgg@"g ke the identical Gser domain are

registered in this domain list management terminal. When a new
20 content usage device is provided, the function unit IDs of the
function units of the new content usage device are additionally
registered in the domain list management terminal.
And the license management unit of each content usage
device accesses the domain list management terminal on a regular
25  basis or every time it performs a predetermined processing, and
registers the latest function unit IDs registered in the domain list
management terminal in the domain list held by the license
management unit itself so as to renew it.
For example, in the above-mentioned case, the function unit
30 IDs “1A, 2A, 3A” are registered in advance in the domain list
management terminal. When the new content usage device is
connected to LAN on the home network 300, the function unit ID
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to content usage device 16 are physically connected directly to the |icense
managenent unit 14a of the content usage device 14. Here, assune that the
hone network 300 is configured as described above by physically connecting
a plurality of content output units directly to one |icense nanagenent

unit. When each 15 of the license managenent units l1la and 14a searches for
the Iicense managenent units that hold the license information in response
to the request fromthe content output units 11b~16b, it nenorizes the
function unit 1D assigned to the content output unit that has nmade request.

And each"BA" tdfetheckoenseamageagoment (Lni2053 16F aRe Add %%'?ﬂ%ntthﬁs%ﬁ%r ched

and acqu&red license information, it specifies the content output umit that
has madelE¥ICE dguaddisionally registesadr incthe udemain Jist mBnagemsstds t he
| i cense tgvirAiMRfi on to that content output unit. Al so, the operations in
this variation perfornmed when the 25 content output units 11b~16b search
for the |icensknda@agbnfemctiontsnithatichohd tHee liceeers manbgemen@nuale sane

t idL Eig. 2 f d wh t ent t put t
Conndut okt FbRN 2k pidesselo@AOAID. 1eb fppRASTIEAtserminaL art ent
out put urddulaitbasisibantireyidtets A8 akesBFURRRIAT UdIBTBR IPK| 058, Xy 13

15 and ig function as a license information acqulsition nmeans ui ring
the |icetfe regbstieredorint tha slomainodisintmasage meritcderanichalutiputtheni t s

52 -74 AW u te, neans for. using.a content in conpliance with
t he acqu?(fr)g‘(;glﬁ @%ﬁ?@e@#’&m&ifb‘ﬁ]@hﬁndﬂ'f'ﬂufttsﬁgﬁ the content in at |east one
manner of sourlasthei aleogearykalapal elRpsEtiBRd Irbdt me

networ k 300 as ﬁh 5in fig. 21 ¥§ﬁponfigd?g‘dI%5%3%92[@%2#@&&%&@% ng a
pl ur it@%?a'&'o ﬁ&“@%&h@usgmxw for itentifyin @ nisarscaayebearegisteneduni t

any of tj LAY R Jdh~ f the cont usage devices 11~16
can use lg‘eggntent b@ﬁ%ﬁ%geﬁriﬁig ?‘ﬁ?cfﬁr?actttf%ﬂ lbth_ Shone network 300, as
in the case wienthie dases wotemithe308easirghawnthe Fser 1D By ip &utiggt i N9

one cont unit tp aqne | jicense managenent unit. In this variation,
t hree coﬁ%ﬁ?%gﬁtd{s%‘? tcﬁeva{pg, 5bﬁn‘é§?@&'qr8%b'ﬁéslfpémﬁdz bwathgdunatiani t
but the ymgserdgisteesti i i AMiied: | : f e

cont ent out put %ni téséyragﬂtggéi geb?)él,nféi:sfe{dlrij%rstesléﬁ??/t't-g\gpg\ﬁghIﬁ‘gﬁ&erﬂgpagenent
uni t15 NAAd & rafdedfoiefuserudamain aan ibecha ngedgaraotd ing te darvhng

diff | 4L D |.ai ned below. Fig. 22 i f t | bl ock
ai agr am e net ehersaingle, BfeR o wbier, U Bbuks WistoisncuSen T b ig 1o
this vartihe comtent Tbaghodeyna \&Qrmé%ér“%ﬂo?'ﬁtﬁﬁné rlaei—eci‘%‘S‘{r‘i’)’étd ol ¢ \e’i «e

| and 2, .and.the |icense nmanagenent unit la o e content usag€e devi 1
nmanages %"FPE&@S@‘?%@B?%@PBHW& llect 2vand 3ehand the ddnterdeomipagenent

bet ueon S hes conf onr oo o6 A YFE cortEst ia3G8 BN OB0 Lty et Bense
F?Qfggg&@ the e her nj ’i‘ghﬁgnar?rﬁs?g? i'tmrrlljemlsi 'ggsnggmi ﬁ?g?ﬁ&?g%ﬂ'ﬁgﬁﬁgct B?re
it if tt@@g‘gﬁggﬂén@ég%ﬁdhﬁ Usgrdpmains-are feemed bmtiwélictemseNqso,
i the ImanagememoenRat14%id b3 SAETHE LR IR JUETARE 1b and 2b
of the content usage devices 1 and 2.
When the user domain is replaced with the content provider
25 domain, the server 100 distributes the domain list by secure
communication, or an agent or a serviceman dedicated to the
content provider directly operates the content usage devices 1~3,
and thereby the domain list is registered in the license management
units 1a, 2a and 3a of the content usage devices 1, 2 and 3. Also,
30 when the domain lists registered in the license management units 1a,
2a and 3a as described above are renewed, the server 100
distributes the latest domain list by secure communication in
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30 informati on requested fromthe content output units la and 2a, it
requests the server 100 to distribute that license information to acquire
it, and sends the acquired license information to the content - ~s

output units la and 2a. As described above, even if one |icense managenent
unit manages the license information collectively, any of the content
output units I'b and 2b of the content usage device 1 and 2 can use 5 a
content using the license informati on on the hone network 300, as in the

case when each IH):I nse rrana%gﬁgnt uBit manages the |license information

separ at éFyPONF o EndR AL opyihenticaag eMRNAGEMEPSiHRALEUl Ae 2dhe
|1 cense airf e B SHRIRIBIG SPabRAL JSANE HRViEEnTah AibaeH| e @grfggé“ - 10

Furthernore, in thi ation, censé managenent uni es the
| i cense darhaimdiston Tloeldettailebf thedbsmaindisioa nalp revethtd dfrdrhadieiriy

i cense _ma eqent unit la canpot nanage t i cense i nfornation
col | ect meaﬁe M %t l*\ﬁ@rrdg}t bt NBR8EN cgﬁ§elr@‘r?a§l@r@ﬁi" it 81a% Bed 2a
15 hgve metyagidomnoto Headmawkle 44 araeriey opgyLon col lectively and a

function of “rel ayi ngfodata sendi ng/receiving. By searching the status of
each ot her, elNexy whtbe llicanse managesrentuninisnarmgesa t dndl iZense

i nformaty ||l ectj.v a t he ot her lJcepse managenent . unit, rel ays the
dat a se#fﬁ%ﬁﬁﬁggei \’)’.*hegeh\/% %ea@reeagﬁﬁe,r e?\k/eﬁp'la% trifél ?%@nsg'?m t unit
that mamafesmabion ibEosryd thorhetiser deh &t idehtiddl td tAbsabf®WRlch

conditioR, he other one nmanages the |icense information collectively, and
t her eby thga e dRagagement, 4Rits chglerg epusuanthgoabher paiss tion.

oot napection’ i thie duthaiichridh, prirasSE RSB, 5528 11 S¥8R wor i
syst em ISk 2cigigholven HenEigeBvmil BE®gsiaondidnbelowt hi s variation. The home
networ k 300 i ncl udgs the Iicense managenent unit 30 la, and the content

output units fCO3EINGL tend U, PRESWANd aBEtio bnecachenfethandiganst unit
|1 canse TiagRGerent BN £1ganuhd Ja dild the CorkencBualt: (Ri<IBTED: Lnd
acqui rest tand dibe thaterbel orgnatpenthe identical hosds domain deokls the
' nf QEMG48Rtical password (common information). When each of the
license management units 1a, 2a and 3a receives the request to
acquire the license information from the searcher X, it collates the
password of the searcher X with that of its own, and if the passwords
match each other, it determines that the searcher X belongs to the
20 user domain identical to its own user domain.
For example, when a device other than the license
management units 1a, 2a and 3a and the content output units 1b, 2b,
3b and 4b as a searcher X requests the license management unit 1a
to acquire the license information, the license management unit 1a
25 determines that the searcher X does not belong to the user domain
identical to its own user domain because its password does not
match the password of the searcher X.
This password is inputted by a user and held by each function
unit of the license management units 1a, 2a and 3a and the content
30 output units 1b, 2b, 3b and 4b of the content usage devices 1~4 .
Note that a password management terminal for managing a

password per user domain may be provided on the home network
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In this case, even if there is one |license managenent unit, 5 any of the
content output units 1b, 2b, 3b and 4b can use a content using the |icense
i nformation on the home network 300. In other words, the content usage

devi ces respectively including the content output units 2b, 3b and 4b can
acquire the license information fromthe content usage device including the
| i cense managenent unit |la to and the content output unit 1b and use the
content. The network system according to the present invention has been
expl ai ned using the enbodi nent and the variations thereof, but the present

. . . o mited t _ . . f
| eense 005, 18 thisnca’t, e Wassyold, FidRRgEm LRt Thing) MIKS thes® 1
2a and 3dentiezalnpasewordy o eaaahcof di putralitpeoprestenteabadierdetviead t he

vari ati t her eof hat .is,, the hone petwork 300 may further include
backup ?%F'%«gn%'ée ﬁﬂngﬁ oy thed C@QHSt% PR Mati ves to the |icense

managenent unigi§el ah&afaNeida- ditt PbS thateis e é%rﬁiiisﬁﬁré?ﬁgéi ﬁé;;e

managenment units la, 2a and 3a renew the license in tion
hol d5 t K®mMiadiBndistmisagetactedinaceonding@atandofzaiaut lisint ipetheod heobagkup

i i d_vi : th have th Kk | i
managerB AR 06 PERE WY 2 g felficaRuie tubckhn aimiesf beacoBsant  oven
i f the lusaeyselaritagaoedidity t6 the issWopd MctAbd J9ME. th ot dath

| i cense managenent uni{ operates instead of the breakdown |1 cense

managemSRNtENL USa9S dasrice: re eash funchion junritsef i tifercontent usage

Furt her t r inel ude tent 30 nanagenent unit
i ncl udi %\gcset @faaygg;gjﬁ?'?t pﬁa# pﬁ%?@a‘“ﬂ@ﬁ%n‘?&a\%ﬁﬂﬁr buted fromthe content
uni 10110 of tiégserS/és &l @@ soiptdiveodiegrhmhthabrihews H earfiplé@ dfhRosl or age
unit in hesgonze tto t he request fromthe content out Elgt units 1b, 2b or
3b. In tHEsCRREENtLZage JevicehargsHatheysbelengite adphueality ofheser or age

uni t of digiaa¢Ast ent nmanagenent unit. Wien the content output unit 1b, 2b or
3b actually uses the content, it requests the 5 content managenent unit to
di stribute théncthiesamphe, donisemonfigagedest that thendsortentcayayd to

t he con . Qu it.1 2b or 3b if. th guested content is stored in
the st otrd(;e%cgn# B#Jélg:)%r%&ggaes USRE CoMalis mfl %ogh?h‘éogg‘?%:rusﬁﬂﬁ to
di st15i bdevithe2cbelienyst o agdwliiget tddmdihs f redgp stgy&ge
unit, and sends it togt he cant e%?eouqéﬁ]tdlﬁr?i Pmlrl;' Lg[ggérg?bs.n’ Hﬁg’rg{sﬁ t,
there i §oRdendcdsagedenice chbelongsnto thie useo domaia UO2etUD9p andry

time th o) iJ:s.10, e ,conten n er ef ore,
it is pgggiﬁﬁe%gepﬁrﬁ%ﬂo\égﬁrge%%@rﬁsggogﬁéﬁtg%ugﬂmal'ﬁg{[)g'géh?‘ent
cannot be usedinvids carest thengohentnos agk devides1idarm PABVR R il et Wween

t he sery 100, and tkhe home, neif/\mk 300. Also, the server 100 distributes a
cont ent “i{ﬂ{rgﬁ&%ﬂ iRetWeeReitsel agd the cantens wergedewicegdnand uhi t
durgmg pebpektivedyworie ! i id8 i ghh. tRaRe

cont ent _ca‘rJI be _eagl I ywﬁsggﬁtggEApgg?%hme@i'g?ed?ne@m%r E"@gS gﬁéo?p@léﬁ{&eﬁo t he
pr esent iRfsaRkN betweer itself andithe bentent usageldevibes donBemid whit 110

d the | it d t d i i nf ti
oo oresheRell e tng Ok EREEReR GRTIES FBRemMevE thehileansd om a
server imfdrdatton hretaeaéAnitself ?arﬂdehfé“thtéﬁlt%@aéé%&W@eéz?gm 4

informati on from another server including the license unit 1
Fur t her F@fRectiveliy receive a content distributed froma broadcasting

st ay4 on, and (@ nt e _djstri may be encrypted, by a, package
rregié‘tm Al so, Nirb(r%\et ﬁ@tagl’es‘&e ?Rer(?‘gt%i ﬁ%ﬁ?éﬁﬁduﬁégeva(&\é‘(' nﬁel‘HigeSB, o when
the seapbheality i of angenf dohealnsertire negasenentsaget dehdice2amald Bétd and
the content ou iout u iuts 1b, 2b,” 3b and 4b request the |icense’information,
t hey reHb@JﬂT‘@ qn P&& ydngawhiiehiyser diogeaie shauld be a higher priority

by setting a flag, for instance.

Next, the usage restriction that is confirmed along with the

80 user domain in the authentication processing (Processing Ss2) in
Step S102 as shown in Fig. 3 will be explained below.

As mentioned above, when each of the license management
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managenent unit to transfer the license information first, but they may
request a dynamcally varied |icense managenent unit to transfer the
license information first. For exanple, the content output unit 1b may
request the license nmanagenent unit la and the 5 |icense managenent unit 2a
to transfer the license information first alternately on a regul ar basis,
or the content output unit 2b may request the |icense managenent unit 2a
and the |license nanagenent unit la to transfer the license information
alternately on a regular basis. 1o Furthernore, the content output units
la, 2a w\lgﬂdlaa 2aspect 3@l recaiyesstheheejuestseo i aéquival ithe ilitdrise
present . I and e variatiops.thereof, but they may request
reservat'ﬁgaﬂqﬁgf&ééﬁ%m Hiﬁ R N&ehstt Hﬁ&%’?%f‘ﬁ&]"."hﬁé%&r t%‘@q’i@%f‘ih@"
reservaty degoh i | il i ti of
he content ouPsur et IdenERgl SINBBII SronBE, e, 370 U MR crent
uni t t h&hendisrgei centictiamrant ithe tsearchearedXi sumiy sas ewthe taesyui thee t he

pei ng s st on, AR TifdtiMakian B Y8 basaSentS dhit skArehERK it 1b

request ridte |i cense nmanagenent unit la to reserve acquisition of the
| i cense inforﬁcg&tﬂi on neaning that "only 10-tinme reproduction of a novie

content is |ic&MSdtPage gestxighinn is dedermiaedt byathaggronp imfiarmatios ds t he

| i censejj jod i i r val i nt or on 25 i.ndi cating that

t he conggg{%tﬁu??ﬁg!e?ggnﬁgs&r egg}fée$¢(ﬁ%4 i i@nrs%#ﬁf rrattl'f%n(f'icreq hol ds
that |i ceapagiementashibs. 1ahiza aeskeBeat i Andi inf @m@g'r@npi iNFOrARAIOAC a

fun éi op unit 1D éﬁ oé the content output unit 1b that has reserved, for
insi nc F'"ﬁt&&’! URLE LD pbadsmction sLpisdhatisiparmitied-te acaudre license 30
manage ati t f t I, | i i t "only
10t o e LI el i BREroID e e e LRI e XEEBR T PubeBlon
the |iceidb thatatfeedicenset Managenwenheniesetae@a ahd Id ¢ense amd o mati on

to th t it 1 he f ti D "1B" of th t ent

out put Gwer 13 haBRetSheunt ABG8FE Rt P thatisnpsirukesd i

functi oacquiite | DcéhBe infotdedion pbe ﬁ@éﬁ‘séa‘ih%‘réhlﬁftmﬁmth%'l' ié’*sndfef esul t,
1 on,

t he conten&ﬁg%t ut unjt 1b 5 acquires the reserve f and

] i cense i nfor
usel®d c&RN | pRryica to ihasHsed; witoa fanicsinn ADsof acfumctiontueit theanse

asorvert ReTlteen, (O HEN e (EehpE REIRRARTBEL licas bl neqrst s

that |icegisteredi.nformati on, the |icense managenent unit la prohibits the

| i cense rranagErrent ﬁni t 2a t?@%cqui re the reserved |icense information
because the fuH&t A€ EASSW the funeiien waiatenehthenfunctionhanitas

ol uded o n i roraed ORI e TRcedtR AT EMATGn VR ey an e ©

included in the reserved nse | nformatton. t he
r es?? velhei geaisR infie smahi o onwibdrb ®explqinedd only by the function unit that

h tedeit. T if ot i | an. t Ti i nf tion,
The content Corbl: eXamBI&: Swheh SHE *co3rénb. SlsbOt udituPoneithothe - "
acqui ri fignctien i aaNseIDNfIBAL ig@n 4N saARRS: )@P‘?egrﬂgéﬁey’tﬁé‘elikbﬁ%rése

information can be 20 prevented from being acquired by other function
uni ts. AIABAGEMERE Whbka desransferithe license infoapeation, whie licendees not

cear o T AHEREAL ETER d NelriMed Ehaltfie RERECRRE X BEIAGGS 4 Sheat i on”

In 25 suses&jomfaihhi&iéﬁltiealsftozﬁmt&@ﬁQWnLb’lﬁﬁs@é’n@ﬂ)fﬁ\é R haFE R
e

esult of the search, for exa I cense managenent

information as a | e,
uni t |a"?%ﬂm§t<§ {'h% Q@%%Wgédnm%@ﬁan@ndntheagipetenmms'@vlaedmesithieon of

the |icansetionf DORNHR® AS; Vet hol e ested | jcense

i nformation gpoﬁglirgm&tbﬁ 2he i;éﬁbrﬁ/ééu:a;éscgma réoﬂgf)m}d%qﬁaﬂhoébshr?iénabove
case, tHeellaenodwith refererice e thengtoop imfotnidtadnhadfeeefyection

i ncl ude in“#ﬁe reservation information, and each function unit reserves
the |1 ciRse 24f orlfat U tRattNe argyp  information, the license

30 management unit 1a authenticates the content output unit 2b that is

the searcher X as authorized, and permits it to acquire the license
information.
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content output unit 1b plans to use the license information A and the
content output unit 2b plans to use the license information B. However,
each user may reserve the license information. For exanple, when the user
ul inputs the user ID "Ul" by 5 operating the content usage device 1 and
has the content output unit 1b request a reservation for acquiring license
informati on nmeaning that "only 10-tinme reproduction of a novie content is

| i censed”, the |icense managenent unit |la holds the license information
along with the reservation information that the user ul to has reserved the

| i cense i nforgptd if [ it hol ds .|icense
i nformati on. Iizﬁrﬂehf:i Etrhlasnt r{rge"'éedr\cg‘ta ?gﬁgﬁgﬁ%%#@%&cﬁﬁ’ gh%lt"“%i'rtk/l D "ULl"
of the useiﬁem: u@@gb&:&ﬁ'&ﬁtbdt b‘ezibilégm@étlm@eidéhﬁtal\uw gbmaﬁercalnl |
operates t cont ept usage deyj ce to use a content under a usage rule
that a i‘@vF %*“drﬁ)'t%ﬂtmt% t?‘@éeo&béédiaﬁl%ﬁ%ﬂr@imﬁtﬁﬁﬁ%'B&Emtlfe@a'ijb

devi ce i FINIA U r i nt ent
ionge. adsEd LoWtedt Bify thEte cat tanfibt QUL HE 1ITeRE InfitchdBortol on
uni t52anor usentHercarttert. cense i nformati on neaning that "only 10-tine 20

reproduction of moyi e content ,is_|licensed". re nse to the request,
thg | i cense ngﬂg@b?@ﬁ?‘tﬁn%%‘-a.%ﬁdﬂ_&@%#ﬂﬂhiaﬁ 83&8‘@ 'ﬂﬁﬂ@ﬁbe" its
that holog the tbreane LRhQERfdvites! thatdaps paimittéd t 68 4EGENSE the

information. Wien it judgés that the |icense nanagenent unit'i's neets the
sear ch tigedse bafagnaticssare rggiskered ipcthe igroueinfagnatiamnbyébive  unit

ot or ety T pFoRR, TN WHD e hRrhiitdd Ebcusdothnc e of
t heioi c¢nﬁ<n-maftmm&hiaqnbetF@gilsiteegdetrf@i@gerrent unit | a sends the reserved

license inforpation to the |1cense managenent unit 2,a 30 because the
present ed usefn| Ehisypaseat when thdisereinppts its us@rud@din narvieof ddwe vat i on
i nf or mat4 L hey 14 s i i cen genent
i ¢ 20 PURERITSadE eI 1 hoa ATTRS H0HAsdTnbne ¥R BBRE BT

uni t 2bcomtentheuntpabenibofdite eohpeht uvdge devepe dduahicheheduser ont ent
using the i c%ns i nfornmati gn. SO, a El urality of function units or users
may reséy JBPY £§§u?§i@i§ﬁ?r Glaénf FEHES $ s di e faenagementhifikase,
t hejgboyRatesRoMps | ¢he Nfieeild OfhidiphHERdh a|t8' Uﬂ‘r%'ristfléTrOftHéH“C‘ii'dé'héégz or

user IDs. Furthernore, priorities for using I'1cense information nmay

assi gnednfermagian althey searchect Xopresents dheusisesr IBainpuetted by dhe

acquisitj i ty i e jnfo ti.on. . More. specificall riorities
ar o ass st fo GG o8 FRIBOER S Tlien, THY Achige vehadenfint

reser vediriibfthiatatd cwivelsntiidireqerst. oIR8 liderfsdlinfarrmbYich ddtethmeregini ts
reserve the |denh|cal | icense information, the highest-priority function

uni t cai'hether fheRrssented usesdizis ragisteseddn the greun infaranatiorhe

hi Corlonity: . . | . e \

i ghoat SorguiitpehCor ibe Had IREAE el fol SRR PRd  SEBTRFERAS on <0
use it. searcherndrta aicquibe thieoliceoseeinfeachatiomense managenent 20 unit

that holds the, li,cense inforpatiqQn subject to,reservation holds the |icense
i nformation a_ﬁﬁ?@t' Y& CeRg ‘?’Egé‘rﬁl‘ﬁ ?BHJCFWferHhttf@ﬁ ,Ofg‘me gH@C_F'iOc’bHﬁétS
managengRhtUthle "RYeA8Ed rhididl h%ﬁg'ﬁﬁb”fﬂ{,ﬂﬂib%ﬁ&' BRCUARIY ad @ new

managenment term nal device tha manages the reservation
i nf or matreghstanadeinithe groay befonmoatidved wipsbal explaimedhe present

enbgdi ment an h riations thereof, the content output uynit that, has

rqugsted theg_f)itrcg_ﬁé@Pﬁé’or"%‘?f‘oﬁ"%gﬁﬁ??ﬁg ma,n%gl?”?)‘?'ﬂgru'&'Jintlé'_n&r‘éﬁ??put

uni ts miervinanagemeithuni€ T and ehed Neerel ﬁ%nﬁ@@ﬁeﬁgvuﬁﬁ bds

| ocated on the first floor of a house and the content Usage device 2 is

| ocat ed tausto thediceasadmanagentent uxikpiae, the figctioas urtik IENRATtobut put

uni t lbthe license management unit 2a is registered in the group
information of the license management unit 1a, and the function

30 unit ID “3A” of the license management unit 3a is registered in the

group information of the license management unit 2a.

Here, since the license management unit 1a trusts the license
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request license information by operating the content usage device 1 on the
first floor, and then has the content output unit 2b of the -82 cont ent
usage device 2 on the second floor acquire the license information. As a
result, the usability of the home network 300 can be inproved. Industrial
Applicability The content usage device according to the present invention
Is suitable for use of a plurality of them being connected to one anot her
via a conmuni cation network at home, etc., as STB, PC or PDA that outputs
vi deos, sounds, etc. or recording data using a 1o content distributed from
a serverMmargzgentent Mihit.2a, thet Boenseaymnizyene it umiteiavpdrmns eRe

i ncl udi ' tent devi that ar cted t
Lot hor eénSedifiddedlent UMIE Ba KSAHRIEE' TS tickiine imfamatian dhatt ol 5
wor k, - cottpe il kdengs e amlaineREm STRNAORFEY jLsu[E Ws@béﬁdtalébo{p%ﬂnh&%

n
informatjon that is distributed fromoutside of the content” usage g@%i ce
and enatiWCtiQRgENGE of Hpicantentinysageodemiceuappropedabyethe lisense

cont ent | it h.l g i nf ion_and oout put. the ntent in at
I easf5 on@nﬁ%%%ﬁggﬁuga, t@%é@'zgﬁd%gﬁggeﬂﬁgr'&fﬁrfr?ﬂgt'f)ﬂceniga%raﬁagerrent
unit, upsincescéhe néicansequentnelgdmestseunif oML itp(sts OnHdIe [PUARLE uni t,
requests_a |icense gar}ﬁgenent unit of another content usage device to i5

t r ansf erMA{IPIESR ctamthenliceasaopanagement bodhSa icaoacguioa, and
t ' ' ' ' h Lt, th t put

ot usenre Maahdeinfs (Rt o0 TrORTEH Nohod FaftaBim Pk nlin 5808t Fom

the |i cdifi® apprayateof theiliceAse2mafrmgenndmnunisage devi ce ac;:grdihng to

d ai 1, wh ' L ' ent it d t h t he

G odBse i it or MBrensPasiically: el Hadpicanss manadeRan waHagsrent

uni t seacqeirelsothé Ncen $€MAFo FRBREGTEPS nt thie F?éeﬁ@@ r%é}%sggﬁg@rﬁpggﬂggge

device that holds the |license information, and 2s acquire
i nf or mat®n theoHceRseoMmanagieseant waitagantinst wommissidhs dontlcdnseage

device anaAdhdit Gt B4 to issue a certificate indicating its approval,

and presents the certificate obtained from the license management

15 unit 2a to the license management unit 1a so as to request it to

acquire the license information. Here, the certificate includes

reliability certification information indicating that “the license

management unit 3a is trusted by the license management unit 2a”,

Then, the license management unit 1a that receives the

20 request of the license information refers to the group information

stored in itself. As a result of the reference, the license

management unit 1a permits the license management unit 3a to

acquire the license information based on the fact that the function

unit ID “2A" of the license management unit 2a is included in the

26 group information though the function unit ID “3A” of the license

management unit 3a is not included there and the details of
above-mentioned certificate.

Also, when the other function unit is trusted and approved by

the license management unit 3a, the other function unit presents

30 the certificate including information indicating that “it is trusted by

the license management unit 3a” and the certificate including

information indicating that “the license management unit 3a is
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wherein the |icense managenent unit, upon receiving a 30 request of |icense
i nformation fromthe |icense managenent unit of the other content usage
device, authenticates the other |icense managenent unit that requests the
license information, and -84 when the |icense nanagenent unit judges the
ot her |icense managenent unit unauthorized, the |icense managenent unit
prohi bits the other |icense managenent unit fromacquiring the |license
information. 5 4. The content usage device according to Caim 3, wherein
the |icense managenent unit authenticates the other |icense managenent unit

that redwestedt ey | thenl eenseormanagererdetatiti Da1y whel heler@byr0tah he
other |icense rrFl_r‘1ag|errent unit belongs_to a user domain that is set as a
movabl e FEHYESENEIicREe; iformatien &ieim: Hae|license manaaasrenumniti t sel f

bel ong t 511 ThEN u ' rear dink [.m.4 '
Cdent 11 25t on OEPIGttle ERATIRY (bR i caf, acqUiRe s dfeqh e
i dent i fyinfigrangtiiondfit presenhs thenentificatee of déhiecelsai mald vetatibhg hips

assi g}ned(gt E&F%Ch of the content usage devices, the |icense managenent unit
hol ds’ a do ‘list, in which the identification information assigned to

the |icense mapagReEeiBovaidadd, the IRidie ﬁ?@hﬁ@%ﬁéﬁ@ﬁﬁ@ﬁrﬁﬁ%ﬁsﬁﬁ%éggermnt

permtted to npve the 20 license information bétween I ce
uni t it Y thgnlicensednasiagementumih 2geasquines theilicerseinfordation t he

i cense gnﬁ% i Lol rs. to the domin.list, and determ nes that the
ot her |i‘§2§§g nantéagﬁeetnpcghlgte W&laq 'a[?éﬁtagn thllljak ibé'an'géniat%‘%?%[rieo ®el ongs
to the Useensiommformation f Be lidenise’ it a B EHETUTLI 0N i R iddeenPLigT

i cense mang%emant unit is regl stered in the domain list. 6. The ‘content

usad® qet\hec gOS6r B1apAgeneeal MMt er dinatiise the licensemaragementt
et et LHLF Cthulssiongind NeepemANSGREROARIBAE A o Rldulie e
| i cense ligengeinformaitiontfsehi thel hogaseamand®Pement unit 1a, and then
acquires the license information from the license management unit
2a that has acquired it under the commission.

15 Furthermore, in the above case, the function unit IDs of the
function units, which belong to the user domain identical to that of
the license management unit that holds the group infbrmation, and
the license management unit that holds the group information trusts,
are registered in the group information held by the license

20 management units 1a, 2a and 3a. However, the function unit IDs of
the function units that belong to a different user domain may also be
registered there if they are trusted.

In this case, when each of the license management units 1a,
2a and 3a confirms the user domain of the function unit that

25 requests the license information, it also refers to the group
information. And when each of the license management units 1a,
2a and 3a judges that the license information is requested from the
function unit having the function unit ID registered in its own group
information, it handles the function unit as that belonging to the

30 user domain identical to its own even if it judges that the function
unit belongs to the different user domain.

Assume that the other license management unit than the
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the |icense managenment unit authenticates the other |icense managenent unit
that requests the license information by determ ni ng whet her or not the

ot her license nmanagenent unit is under a usage restriction that restricts a
| i cense managenent unit 5 which is to be permtted to acquire the |icense

i nformati on held by the |icense managenent unit itself anong a plurality of
| i cense managenent units that belong to the user donmain. 7. The content
usage device according to Claim?2, 10 wherein the |icense managenent unit
broadcasts inquiry information for inquiring of the |license managenent

uni ts ofliaehsemartagencant anitsi3agalariass #ha Belohhad tRENaedmaagement
units hold trrheql i cense ch_{ gr nati on or not, and sear c?‘ue or the Ticense

managenenPEhHQrOatn, val &lopgst ki diffgeeat visessdoaai mbrant beat Hf

| i cense §d o k@an r se_t he, I pqui_ry.infor iQn _fromthe

license ﬁr.rr;é\aggarrgﬁte lﬁﬁlat?. gﬁg?ﬂ shit’ EHlIes, fay O%éhtaerr'l{l‘ 3§agéuag\ﬁsg2%'.a%8.t;‘¢he

cont ent 'm@agsemmaagmmnh ridumgt o Ghacts 2he2Seaher Gonditfoh i BSPesult

managene nit_ searches for, t i cense information requested by the

out p%t u‘ﬂf ttl#b?ro?%art% W(&fﬁéegi iPortE‘& i%d'lqatqutt methednos Haeageasah unit

itself hed i n'hes i KGN it t hold th

request ed 'ﬁ‘.ﬁ?éﬁfg I nf o?ﬁngt?“l grﬁ?ﬁgu{%@gnse #&ﬁﬁggﬁﬁﬁaﬂ%%&&% géi ons

the ot heio trarster bhediranse infiotmaticeafoh ekample. r daueathdaldRasH

i nf or matdion, her.license managenent unit does not hold the

requesteﬂ ifg‘gr?]:‘ggoé ﬁ?’o?h&t?B'ﬁ?fﬁr@%?%@%ﬂimsnﬁauagfeh%rr@gumred in

commi ssitdres grbe f ifidtenatiblenel d %ﬁe“?(%@ﬂ@é“?ﬂé %rcﬂjietmle(?\tsﬁﬁftcﬁa?’é)v%ﬁ.r the
reby, the PI it

requesteg _gi_ce se information, and the ense manageiren
searl®hedTiJuages thatsthenpthemtisense managamentemitanemgsitagehdevi ce

t hat hol ' £ i.nf ti,on. 9. T t ent
tovi co_asel Forhai A RTR, 1idt afu® Adfe i duddasERat ihia Othgen_:
recei vi licenser esanageinentf uaituig i agthdFigede hRWOrF@EHIES f E198" bRRepUt PU

unit, regserves the |icense rrar_lagerrent unit of “the other content usage
devi ce fEreARGUNANRPEMEN LBk L0 Acauine tha licensetiofeemationhe |i cense

system i nol udi oty i tES Susiic ReiduEREhRL cHRE% 38" Wanklaedt od 1 o
one lanotaove; fach afitheclicensenmanageandntiamiascoatl €4 HRHCHa Py
11 Cense M SARREE8KPers % tRGRSETETIT 3 Ront Bors ko ainaginat tor
o O A St i e e o (o (o
' , , e
function unit IDs of the function units belonging to the user domain
20 different from that of its own are also registered in the group
information as described above, all the devices in the world may
possibly be permitted to acquire the license information.
So, a hop count that is a number of the above-mentioned
chains may be limited. That is, if the number of approved chains is
25 two or less, each of the license management units la, 2a and 3a may
handle two or one approved chain(s) as effective one(s) and three or
more as ineffective ones.
For example, when the searcher X presents the certificates
indicating respectively that “the searcher X itself is trusted by the
30 license management unit 4a”, “the license management unit 4a is
trusted by the license management units 3a”“ and “the license

management unit 3a is trusted by the license management unit 2a”
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20 wherein the output unit requests the |icense managenent unit of the

ot her content usage device to transfer license information and acquires the
|l i cense information, and uses a content in conpliance with the acquired
license information. 25 11. A content usage device in a network system
including a plurality of content usage devices that are connected to one
anot her via a communi cati on network and use a content which is a digital
wor k, conprising: a license information acquisition unit operable to
acquire, 30 fromthe other content usage device, license information that

Is distrib fr ' f feloToly ; deny usage
of a cotr9t éﬁhﬁ%gﬁda%ﬂﬂééhgﬁ @lﬁ'{pﬁeum tteg?éirzlzsi%?got gﬁuﬁegnggﬁpﬁ@?‘% ]
conpl i GFe riMatiohheas fidense hiareagem enbumit ilenpaabibidsdive saarebarent in

t | t ~ of nd, d d dat 12. A
oy | K AmpRGAKIIFING ihd Trsins® irdarMadh  betatie Bhe°Mthbed! o e
secondlggppggéduﬁs‘ﬁgﬁnggi etehat are connected to one another via a

conmuni cati on network and use a content which is a digital vvoré, wher ei n
the §irst comem resale thelicensasnanagenent Unidcha &S PERNGETER: fromt

operable to hqld license jinfarmation i s .distri e ut sixgde of
the firBEFIUREBG: Eﬂga{}ée d#é{ﬁ%éognﬂnéh%rt}?%'sorfg'g‘g?z tJ(’()"’f l%;\tecgﬂ{aé‘gﬁaqakgegn
out put  YplaIPeHAREGUI® tRE RceAstanformatgonliance with license

i nformation and output the content in at |east one manne'_rgﬁfg %{SH%jsound,

vi deo and datkn thiee absoengasent@mly thads tekipBeunHclidgel uni t

only, the.license, nan t | I St 4 GO n sgge | upon
recgi Vi Hg'éﬁ &gﬁeg?eoﬁggﬁggnﬁégghéﬁfo%h¥t§o%18f Eiégo%ltjgu?gu%ﬁ{ﬁg gf !tohe
firgy cpagritersdadn dtd cgrodpeldformationgt ihert ithentuset FDs smaynbent
usage device or the output unit of the ﬁe ond cont ent usage [gevi
r equest segirterpdeiberaatih@ssociation Wikht %ﬁﬁé‘f‘c&m%tuaﬁn{ ﬁt°ﬁ$9&e
devi ce E&é{ﬁ*%ﬁ%tfm dh@ense information and acquires the |icense

na p

i nformation, a asses the acquired license 25 information to the output
unit that reqestisis loade,ctheetriustiuhwelationshdpt hetweanuteach tofudbe a

content Iiicréncs% léﬁggzn\%tnrﬁ L}r%%spiaas,sfg éﬁg?as%nidmﬁren@ttﬂé’rnfunction unit

15 can be changed according to each user.

Next, the case when the function unit ID of the function unit
that is permitted to acquire the license information is registered in
the group information per detail of the license information, that is
per content or service to be used, will be explained.

20 In this case, a content ID assigned to each content for
identifying it and a service ID assigned to  each service for
identifying a service type such as a usage period or a number of uses
of a content are registered in the group information in association
with the function unit ID.

25 Furthermore, each of the license management units la, 2a
and 3a recognizes the content ID or the service ID of the content
corresponding to the license information based on the request of the
license information from the searcher X.

As a result, when the content ID is registered in the group

30 information, for example, each of the license management units 1a,
2a and 3a can change the function unit that is permitted to acquire
the license information of its own according to each content. Also,
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30 13. The network system according to Claim12, wherein when the |icense
managenent unit of the first content usage device does not hold the |license
information _sa_ requested by the output unit of the first content usage
device itself or the other identical first content usage device or the

out put unit of the second content usage device, the |license nmanagenent unit
of the first content usage device searches for the |icense managenent 5
unit of the other first content usage device that holds the requested

i cense information, and acquires the license information fromthe |icense
managendhbennthe Gerviiee dithés ridgistearhiertheigaga pdavictenatibn, TBACResPOT K

system of; di t im13. 10.wherein the |icense managenent unit of the
first cgﬁ%eﬁgéﬁgﬁdﬁaﬁé\aﬂ%‘E‘,equ'dﬁ'ﬁsef%i ?ian?gn 3a:ga8sthangei the§enchiiost nat i on
from t hainiitogstei STpRIGEITEEH ¢4 ' Rendd e, Qgvi ce,
aut henti cates the other Ii ce%gcrﬁgggﬁr]eégﬂlr&%ﬁ{é E'?\f’ftﬁﬁggﬁd&to?s& eWtense

i nf or mat3GSOrding tos emebnsensidg.cense managenent unit judges the ot her

the Deher 11 E8te eXEpIIShAC! bifctioh, Gk il TheRl hethe nfisierias on
from acquanagemeat untne isfeigTBtérsd iAOtHS bl NAFEPHIG YR SP‘t‘?&fordi ng
en usage

to Caimil4 wherein the |icense nmanagenent unit of the first cont
devi ce AfSHER MapadefpanbiHit 1a iamssosatiganwith ancontent IDeYGALt of t he

. . 3 . ' t g

renageneht Sune 1 herBRgs R e eyt Rerdpr St iBsc 2K 2468 Re ¢ ange

of |icehigense omanagensent t baits c2asarnthn3geme w@ﬁs_t'g?éta! $thttq4te0nigﬁ to.
entirication

16. . The syst.em accordi ng.tQ Cl aim 15, wherein i

i nf & nata%gh%ﬁeﬁ‘y\”éﬁaiq CONRNt HA MG o4aan @dugational zonteént.ng the -
| i cense mana i | o] I [, ir nt en sage devi ces
I ndi vi dual | yginEgglss}Jgrgane "t ?@%@h%? !JﬁéngecﬁgggﬁgﬁéﬁgﬁeS‘Il(temtn??s,%s- 89 t he
| i censeSRaRaHeRPhtrequiastsftherdidensa managemestynitad te trahdfen thami n

oo MRS o lgRld oK | P’ LA PRS2 Rle s kb Hesmer o
to movemanabierrane uitor atdcy dRieteere Sortent AS IS TRRAERIRYN Ll ¢
'tsletl,f %ggretshgor%mé tloI Ctﬁrésﬁegﬂréas ggelr}tceggleti’nflosrn'rlaegit)snt ebrae d
sed on that
license information. Then, the license management unit 1a refers
to the group information of its own, and permits the license
management unit 3a to acquire the license information because the
function unit IDs “2A, 3A” are registered in the group information in
20 association with the content ID “C2",

On the other hand, when the license management unit 3a
requests the license management unit 1a to transfer the license
information of the entertainment content, the license management
unit 1a recognizes the content ID “C1” of the content corresponding

26 to the requested license information based on the license
information. Then, the license management unit 1a refers to the
group information of its own, and prohibits the license management
unit 3a to acquire the license information because only the function
unit ID “2A” is registered in the group information in association

30 with the content ID “C1~.

In other words, if the requested license information is that of
the educational content, the license management unit 1a permits
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and the |license managenent unit refers to the domain |ist, and determ nes
that the other |icense nmanagenent unit that requests the |icense

i nformati on belongs to the user domain when 10 the identification

i nformati on of the other |icense nmanagenment unit is registered in the
domain list. 17. The network system according to Caim15, wherein the

| i cense managenent unit of the first content is usage device authenticates
the other |icense managenent unit that requests the |license information by
determ ni ng whether or not the other |icense nanagenent unit belongs to the

user dondien licenée CihdhEgEht@ns L NREAgETRRld %ttoofaédiﬁréiﬁﬁ%q%%rﬁé‘é usage
e o0 er

device itself belongs, and 20 by determ ning whether or no
|i cense HREGEMAD . urilowaner, ridhesrequestetcheensenirformationi is thder a

usage r LGt ri lhce nagenent unit which is to be
permitt g%,t tE rcl)ga%@]gﬁ%qbﬂﬁegﬁ ggrﬁs%q%nftherg?l%&ﬁ%n nte{‘ﬂgniil&%‘rﬁsﬂa feAgenent
uni t it sehangeotigeafwhatiani nidftHdic eosgermiaeiot adquirktehd uﬁéer?@é ong to
the user. donain. 18. The network system according to am 13, erein the
li cefse IFERK Ap arrerding fe ﬁ?ﬁé‘t cephenht s@skiyat dévp et el ystise

i nqui ry Ji i | bfi § | cen units of all
t he ot he#%ﬁ%g?h%%%éuﬁgp%% gésé%ﬁ%e#ﬁ%ﬁé&%'{c’%%z'ggﬁﬁ%%nt units
hol d the |icerf¥extnthencaseonenntdie fandterauetiedD of tHe fLneEITE unit

manage tunits - the other first content usage devices that hold

the lice [ PEF 't%g'éq Wgé@ﬂ%@é Ccligense W orpRatiequis yepigtared: ion from
the | i cate grRURORMRIEmHEIGT pelr BHdcé 4t Behel Wit ng AR nHgage devi ces.

s 19. The network system acc gto , wWherein I'tense
mand@enent uniln bhis KaSE; 13 P recessing vd de rdela nify imgo e ackc prucegsing

et conbi fe BB T ok bP AR pitcersiBi Hhakithipenreer dont ont

usage deperferos aimel peymterediin Bie o BE RV ARIR T n B%39R1 §8YICRith
reserve thgléllcense rra&%gerrent unit of the other first content usage

devi ce fk HGFiPirhg”liﬁ i cense information so as to secure the license
| cast one fi raf therk1R tif HEERTe iartdaeMai® URiE cBHE HElbS IR gBsiRd s age
devilée tlleanse énformatien withetitd reisitdt thiat the eeaRhert X QedlRhMY foand use
devi ce. 1LEEN> FrBbHgsTEREJMENEhens eEHEPED £arFOHIRIPIPCeRsiat
oy oo oINS ESLCAE AT O ThakMckhd kG
unit (hereinafter referred to as “right transfer processing”). If
there is no such license management unit, the searcher X performs
20 processing of requesting the server 100 to distribute the license
information to acquire it (hereinafter referred to as “distribution
request processing”).
Here, if the searcher X cannot request the server 100 directly
to distribute the license information to acquire it, the searcher X
25 searches for the license management unit that enables it to acquire
the license information, commissions that license management unit
to request the server 100 to distribute the license information, and
acquires the license information, which is distributed to the license
management unit from the server 100, from that license
30 management unit.
Different processing IDs are assigned in the right transfer
processing and the distribution request processing, and the
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an output unit operable to use a content in conpliance with 25 |icense

i nformati on and out put the content in at |east one nanner of a sound, video
and data, the second content usage device includes the output unit only,
and the output units of the first content usage device and the 30 out put
unit of the second content usage device respectively request the |license
managenent unit of the first content usage device to transfer the |icense

i nformati on and acquire the license information, -91 and use a content
in conpliance with the acquired license information. 21. A network system

conpri sipywcegdingalD$ aref rexpisteréd inadtwe groapi iedoriddtionr &f ERarecéget 0o one
anot her via a co nication network and use a content which is a digital
wor k, M@P@%%W%MH lrade @add 32 iiRchssesiation; with dhefunationn
acqui si ti Lt t aHE " ; h ny. . e Vi ce,
T Sense 4 MLE051 ; IR N BTRODE the, O A d0ErIERE A1 ER 28,
usage devideawecegatizes tinngeoaéssimpiDebasedndnarheweputesinfiorapthiabl e to
use content, in.,conpliance with the acquired |license information and

out p?‘?t P e in at | east one manner of a sound, video and data. 15

22. A license Agif ex@hple, ap@Uirghictidh rmﬁifnlomsbyzmi R a0 £ AHENicAg 88

device, in a network systemconprising a plurality of content usage devices
that ar dN@fiagement dntise2arnhda areregistaned dnthergroatpinkoematice a

ikt dhhdih e . ¥ " : .
i ot bfbatite o uted (bandBkingft, 3t R thed SR bRt B ke o a
cont ent ,pitdsedsingNER “iMli'Obrr%h'wlgmwhﬁbféppraeébgﬁmé,nﬁh@ﬂtﬁ‘é3fu%dtﬁc%)|ﬁ'ijgg

determ ni n% step for _determning et her the_ content”usage device
it

necd@sarynitiliensd’| af shadunation uit;3ss segisterridntherepniasseeationng f or
e ong SBEERETEr B I35 A dEsERLIRDR, AATEARD RG0S,
acquiring stednfthisreapsswhen tie cortentauntput unsede cevimessiorg anef er
the Ii Ceipéseenégfn%ﬁ%\tdeorrr'\e% du%ftqgiartiongcan?rele it & ?ger%geiirﬁffgrrrr;\aattiigg', and
the license management unit 3a as a searcher X searches for other
15 license management units that hold the license information and
finds that the license management unit 1a meets the search
condition, the license management unit 3a requests the license
management unit 1a to transfer the license information in order to
perform the right transfer processing for it. Thereby, the license
20 management unit 1a recognizes the processing ID “M1” based on
the details of that request, and refers to the group information of its
own so as to confirm whether the function unit ID “3A” of the license
management unit 3a is associated with the processing ID "M1” of the
right transfer processing. As a result, the license management unit
25 1la permits the license management unit 3a to perform the right
transfer processing because the function unit ID “3A” is associated
with the processing ID “M1”.
Also, if there is no license management unit that meets the
search condition with the result that the license management unit 3a
30 as a searcher X searches for other license management units that
hold the license information, the license management unit 3a

performs the distribution request processing. Here, if the license

-58 -



23. The license information acquisition nethod according to -92 Claim 22
further including: a request accepting step for accepting a request of
license information fromthe other content usage device; an authenticating
step for authenticating the other content 5 usage device that requests the
l'i cense information; and an acquisition prohibiting step for prohibiting
the other content usage device that requests the license information from
acquiring the license information when the other content usage device is
judged unauthorized in the authenticating step. 10 24. The license
i nf or matM@Nageuiant umit et Hsklcequaishg the Seavar 330 whed @itAbrARNtIE 2

of the content usage devices holds a domain list in which
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i dentification information of t eot er con usaged
permi tt ediistoibihiee the Ilicense iinformemtion bt waequite dont ehe Ukageseevi ce

aut nént 8o SIS iR NS Blcihe Heeliss, Managereent wgtitola ihdionai n
list; ancomrhpgdidhisait eo ﬁ@d@égt thied seHeer f 00096 ‘?ﬁﬂﬂgme"‘ﬂﬁ%h endé

| dent i fication information of the other content usage device reguests
the |icdfd@rMatdPRati odn sresgosiser etoi rthise cl@lrmnlrSSlmt otheés limnseand

udgi ng 4 S na rlzed en ,eldenlflcatlon
JI nf gr rrgt I on %QEL uﬁﬁr c%nf%‘eqéiﬁ'gaé tﬁgvﬁ ?%S'ﬁ‘&% &2

pr ogr am tfhat aoummssntom,sagei deferxeto the gebupr h’lﬁdﬁf\&ﬁ"«ﬁ? o‘fOi'ﬂE’rdv?nnEb a

pI ur llt%q é cont evices that are connected to one another via a

ni ¢ eu unction " 34T af thealigegseamanagement
CO“t ent Wﬁﬁggaqgva%a%@eww”& 'th%eﬁls(?cessing ID *M2“ of the distribution

request processing. As a result, the license management unit 1a
permits the license management unit 3a to perform the distribution
request processing because the function ID “3A” is associated with

15 the processing ID “M2”, and requests the server 100 to distribute the
license information.

On the other hand, if there is no license management unit that
meets the search condition with the result that the license
management unit 2a as a searcher X searches for other license

20 management units that hold the license information, the license
management unit 2a commissions the license management unit 1a
to request the distribution of the license information, as in the case
of the above. However, once receiving this commission, the license
management unit la rejects the commission from the license

25 management unit 2a because the function unit ID “2A” of the license
management unit 2a is not associated with the processing ID “M2" of
the distribution request processing of its own group information.

Note that a management terminal for managing the group
information may further be provided on the home network 300, asin

30 the case of the domain list of the user domains, and thereby the
management terminal may manage the group information of the
license management units 1a, 2a and 3a collectively. 1In this case,
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- 93 information that is distributed fromoutside of the content usage
devi ce and enabling usage of a content, the programincluding: a holding
determ ning step for determ ning whether the content usage devi ce hol ds
necessary license information or not; a searching step for searching for
t he ot her content device that holds the license information when the
content usage device does not hold the license information; and an
acquiring step for requesting the other content usage device to transfer
the license information and acquiring the license 10 information. 26. The
pr ogr ameactoofiithe ticeOss maﬁagemeet umits udd ngda andedaesan awrepwi e st ep

for acc st_of fornat on fromt ot her cont nt usage
devi ce. TRV 1Gd RHHER PRy SR Ibest Bt ahd b THIE dhe Asdrsstag -t

usage dewhp@dedrentaeteaimall hPAISIOCQa‘ﬁ@h ioF theTHEEPRe ﬁf%é%eﬁ@éﬁt%ﬁtt@”

. prohibiting step for prohibitin the ot her content usa evi ce
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aut nnt PERRY 6 3hERhs AT o Bt rod e HE BRI Sl i n-each of

a plurality OFutrhI&eﬁmdﬁﬂt theageodesis tiek dsearéelerni perf&itmisn ug\hnéh
identificati O({jtl nformation which is different 25 fromeach ot her and

assi gne&l'mﬁ'(ﬁ adhe yight teansfarnpercassing pod sheadistriduidoncreaeesting
| denti fi g@tc'e%@nl'\gf or fRtfg ;Heﬁfa Lgﬁf%lﬁé’g%te%o!ﬂégﬁﬁnggeg Cﬁ’ FoRh sl

permttg to nmove the l'i1c e|n usage Uevi ce
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processing, the searcher X requests the server 100 directly to
generate the licenser information, or if the searcher X itself cannot
request, it has the license management unit that can request the
server 100 directly to generate the licenser information request the

16 server 100 to generate the licenser information.

Also, the user ID may be registered in the above-mentioned
group information in association with the processing ID and the
function unit ID.

In this case, when the user inputs his user ID in any of the

20 content usage devices 1~4, each of the license management units
-1a, 2a and 3a judges whether it should permit the searcher X to
perform the processing or not depending upon the processing type
which the user and the searcher X are to perform, with reference to
the group information.

25 For example, when the license management unit 1a is
commissioned by the license management unit 2a as the searcher X
to request the server 100 to distribute the license information in
response to the user ul’s operation, the license management unit 1a
refers to the group information, and if the function unit ID “2A” of

30 the license management unit 2a is registered in the group
information in association with the user ID “U1” of the user ul and
the processing ID “M2"” of the distribution request processing, it
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identification information of the other content usage device that requests

the license infornmation is registered in the domain list or not, and

judgi ng the other content usage device unauthorized when the identification
information of the other content usage is not 5 registered. - 95
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20 commissions that license management unit to request the server

100 to distribute the license information, and acquires the license
information, which is distributed to the license management unit
from the server 100, through the license management unit.

Fig. 16 is a sequence diagram that shows how the license

26 management unit operates to perform the distribution request
processing.

The license management unit la searches for the other
license management units that hold the license information
requested by the content output unit 1b (Step S31). If it

30 determines that there is no license management unit that meets the
search condition (Step S32), it judges whether it can request the
server 100 to distribute the license information and acquire it (Step
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request the distribution of the license information, it does this (Step
S34), and when it judges that it cannot do this, it searches for other

5 license management units that can request the distribution of the
license information and acquire it (Step S35).

As a result of the search, if the license management unit 1a
judges that the license management unit 2a meets the search
condition (Step S36), it commissions the license management unit

10 2a to request the server 100 to distribute the license information
(Step S37).

In response to the commission, the license management unit
2a the license management unit 1a (Step S38), and if the license
management unit 1a is unauthorized, it rejects the commission and

16 notifies the license management unit 1a to that effect (Step S$39).
If the license management unit la is authorized, the license
management unit 2a accepts the commission and requests the
server 100 to distribute the license information (Step S40).

Once receiving the request from the license management unit

20 2a, the server 100 distributes the requested license information to
the license management unit 2a (Step S41). When the license
management unit 2a receives that license information, it further
sends the license information to the license management unit 1a
(Step S42).

25 When the license management unit 1a acquires the license
information, it sends the license information to the content output
unit 1b that requests it (step S43). Then, the content output unit
1b uses a content using this license information (Step S44).

As described above, according to the present embodiment,

80 the searcher X searches for the license management units that hold
the desired license information, and if there is no license
management unit that meets the search condition, it performs the .
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109& () -autipantikates 2!th®lOFéense2 m@nagement unit la in Step S38.
However, the license management unit 2a may authenticate the
content output unit 1b that requests the license management unit
10 1la to transfer the license information, or both the license
management unit 1a and the content output unit 1b.

Also, when the license management unit 2a requests the
server 100 to distribute the license information in Step S40, the
server 100 generates the license information based on the licenser

15 information held by the user who requests the license information
and distributes it. At this time, the server 100 may collate the user
who requests the license information with the user who holds the
licenser information. '

- More specifically, when the user purchases license for content

20 usage, he notifies a content provider of his personal identification
number, for instance, and when the content provider registers
licenser information in the server 100 pursuant to the purchase of
the license, it associates the licenser information with the personal
identification number. When the user uses the content, he inputs

26 his personal identification number by operating the content usage
device 1 including the license management unit 1a and the content
output unit 1b, and when the license management unit 2a requests
the server 100 to distribute the license information in Step S40, it
sends this personal identification number to the server 100. And

30 the server 100 collates the user who requests the license
information with the user who holds the licenser information based
on this personal identification number.

-63 -



z 10z, >10%¢& () - OO PORHSMBNSxV7, 7 10z>10%& () - !\ " $10%& () - 2! k9$10%& () - 2
églof%zz&' ()-21° g$)10fVaz&' ()-2ly $10%& () - 2NSCSPSQrY| \/}/‘éXaf??I 1002! o 3 10
%W0%z& ()-:3!~"" %0%& ()-:3!'" %0%& ()-: 3! %IiO%& (}-63. l(}/l I/&O/& I()-. z
10zeXvY1zzt [y[ z[{[| [wXMB710z 10z 10z 10z, >10%& ()-!p %WO%& ()-: 3!

%W0%z& ()-:3ly %O ()-:3'y %O% ()-:3|[[[ [.>\\'] dBMB710z
10z! NS$10%&' () - YF: $1099&' () - ni'10%& ()-ss 1099& () -

In the above case, the user is collated based on the personal
identification number. However, the user may be collated based on
the identification information for identifying the user stored in an IC
card. In this case, the licenser information is registered in the

6 server 100 in association with the identification information, and the
user makes the content usage device 1 read the identification
information stored in the IC card and send it to the server 100. And
the server 100 collates the identification information registered in
itself with that sent from the license management unit 2a.

10 As described above, the server 100 collates the user, and
thereby, it can generate the license information based on the
licenser information that is held by an authorized user and distribute
the license information to the user.

Furthermore, if there is no licenser information that enables

15 the server 100 to generate the license information requested by the
server 100, it sends distribution failure information notifying that it
cannot distribute the requested license information and license
purchase suggestion information urging the user to purchase the
license of the content, to the license management unit 1a via the

20 license management unit 2a. The user is informed from the
distribution failure information that the server 100 will not distribute
the license information, and judges whether he purchases the
license of the content based on the license purchase suggestion
information.

25 Here, when the user purchases a new license, he inputs the
above personal identification number or identification information
and purchase choice license information indicating a license type he
wants to purchase in any of the content usage devices 1~3. Once
the purchase choice license information and others are inputted in

30 the content usage device, the license management unit of the
content usage device sends the inputted information to the server
100, and the server 100 prepares the licenser information based on
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the sent information. Also, when the server 100 receives the
purchase choice license information and judges that the license
indicated by the licenser information it holds at that time overlaps
the license indicated by the purchase choice license information, it
5 sends overlapping purchase notice information notifying any of the
content usage devices on the home network 300 that the user is
about to purchase the overlapping license. Once receiving this
overlapping purchase notice information, the content usage device
notifies the user based on the overlapping purchase notice
10 information that he is about to purchase the overlapping license.

As a result, the user is prevented from purchasing the
overlapping license. _

Next, the processing in which the “license management unit
refers to license list in advance and requests distribution”, and

16 acquires the license information from the server 100 in Step S102 in
Fig. 3 (Processing Ss4) will be explained below.

In this processing, each of the license management units 1a,
2a and 3a refers to the license list so as to recognize the license
information held on the home network 300, and thereby, it is

20 prevented to hold the overlapping license information on the home
network 300.

In other words, each of the license management units ia, 2a
and 3a notifies the other license management units of the details of
the passed license information when it receives the license

25 information from the server 100 and it transfers the license
information. Each of the license management units la, 2a and 3a
prepares the license list in which the license information held on the
home network 300 is registered based on the notified details of the
license information. Then, if each of the license management units

30 1la, 2a and 3a does not hold this license information when it is
requested the license information, it recognizes all the license
information on the home network 300 with reference to the above
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Fig. 17 is a descriptive diagram that shows a sample of how
the license management unit 1a operates to request the server 100
to distribute the license information with reference to the license
list. .

As shown in Fig. 17, the content output unit 1b first requests
the license management unit 1a to transfer the license information.
At that time, if there is not the requested license information in the
license information of its own, the license management unit 1a
determines whether there is the requested license information on
the home network 300 or not with reference to the license list. If it
determines that there is the license information on the home
network 300, the license management unit 1a requests the license
management unit that holds that license information to transfer it to
acquire it, and then sends the acquired license information to the
content output unit 1b.

On the other hand, if it determines that there is not the
requested license information on the home network 300, the license
management unit 1a requests the server 100 to distribute the
license information to acquire it, and sends the acquired license
information to the content output unit 1b.

Next, the processing of acquiring the license information from
the server 100 without requesting the distribution in Step S102 in
Fig. 3 (Processing Ss4) will be explained below.

In this processing, the server 100 distributes the license
information on a regular basis, for instance, regardiess of whether
there is a request to distribute the license information or not.

Fig. 18 is a descriptive diagram that shows how two servers
100 distribute the license information to the license management
units 1a and 2a, respectively. Note that the license management
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unit 3a and the content output units 1b, 2b, 3b, 4b, and the home
gateway 200 are omitted in Fig. 18.

Each of the servers 100 regularly generates the license

information based on the licenser information and distributes it to

5 the license management units 1a and 2a. At this time, the server

100 selects the license management unit that is to be distributed the

license information depending upon the details of the license

information. In the case of the license information for a movie

content, for instance, the server 100 selects the license
10 management unit 1a to distribute the license information. In the
case of the license information for a music content, the server 100
selects the license management unit 2a to distribute the license

information. Here, each of the license management units 1a and 2a
registers in advance distribution destination setting information, in

16 which the details of the license information is associated with the
units to be distributed that license information, in the server 100,
and the server 100 selects the distribution destination of the license
information based on the registered distribution destination setting
information.

20

When each of the license management units 1a and 2a

registers the distribution destination setting information in the

server 100, the server 100 may limit the amount of the license

information distributed to itself in order to prevent the amount of

the license information it holds from exceeding predetermined
25 amount of information.

Next, the processing of the license information that is

performed in Step S104 as shown in Fig. 3 will be explained below.

Here, the processing of the license information means the

processing of the license information performed when any of the
30 content output units 1b, 2b, 3b and 4b does not use up all the license
included in the license information.

For example, the license management unit 1a that is a
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searcher X receives the request from the content output unit 1b,
acquires the license information meaning that “only 10-time
reproduction of a movie content is licensed”, and sends it to the
content output unit 1b that requests it.

5 When the content output unit 1b reproduces the content only
once using the license information, it sends that license information
and the usage information notifying that it is used only once to the
license management unit 1a.

The license management unit la renews the license

10 information sent from the content output unit 1b into the license
information meaning that “only 9-time reproduction of a movie
content is licensed” based on the usage information, and holds it.

Here, the license management unit 1a may keep holding the
renewed license information, or may return it to the license

15 management unit 2a from which the license management unit 1a
acquires the original license information.

When the license management unit 1a returns the renewed
license information to the license management unit 2a, it memorizes
the acquisition source information indicating that the license

20 information is acquired from the license management unit 2a, and
returns the renewed license information based on the acquisition
source information. This acquisition source information is a
function unit ID stored in Step S1b as described in Fig. 10, for
instance. It is stored in Step S9b without being deleted.

25 Furthermore, each of the license management units 1a, 2a
and 3a may judge whether it keeps holding the renewed license
information or returns it to the acquisition source, depending upon
the details of the license information, for instance.

- For example, even when the license management unit 1a

30 keeps holding the license information acquired from the license
management unit Z2a, the license management unit 1a holds the
above-mentioned acquisition source information. And when it is
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requested the license information from the license management unit

3a and sends it, it sends the license information and the acquisition
source information to the license management unit 3a.
Once acquiring the license information and the acquisition
5 source information, the license management unit 3a sends that
license information to the content output unit 3b to have it used, and
renews the acquisition source information into that indicating that
the acquisition source is the license management unit la, for
instance.

10 Here, when the content output unit 3b does not use up all the
license included in the license information, the license management
unit 3a renews the license information as mentioned above, and
then judges that it should return the license information based on
the details of it, and returns it to the license management unit 1a

156 based on the acquisition source information. Note that, in the
above case, the license management unit 3a renews the acquisition
source information, but it may return the license information to the
license management unit 2a without renewing the acquisition source
information.

20 In the above case, the license management unit that has
requested and acquired the license information determines whether
it should keep holding or return the used and renewed license
information. However, the license management unit as the
acquisition source, that is, the license management unit that sends

25 the license information in response to the request may instruct the
license management unit that receives the license information to
return the used and renewed one.

For example, in the sample as shown in Fig. 10, when the
license management unit 2a that sends the license information

30 prepares the sending information in Step S6b, it includes a return
forcing message for forcing to return the used and renewed license
information to the license management unit 2a itself along with the
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license information in the sending information. This return forcing

message is represented by setting a flag, for instance. Once
receiving the sending information including the return forcing
message and the license information, the searcher X renews this

5 license information using a part of the received license information,
and returns the renewed one to the license management unit 2a
based on the return forcing message.

The case when the searcher X is a license management unit
has been explained in the above, but when the searcher X is a

10 content output unit, it always returns the used license information to
the license management unit as the acquisition source.

For example, when the searcher X, which is the content
output unit 1b, searches for the license management unit that holds
the desired license information and the license management unit 2a

15 meets the search condition, the content output unit 1b acquires the
license information from the license management unit 2a and
memorizes the acquisition source information.

After using the acquired license information, the content
output unit 1b returns the usage information indicating how much

20 license included in the license information has been used and the
used license information to the license management unit 2a based
on the acquisition source information.

By the way, the content usage device 3 and the content usage
device 4 are out of the IP range of the. home network 300,

25 respectively. When they search for the license management units
that hold the license information within the IP range, they searches
indirectly via the content usage device within the IP range
connected by a local line, without searching for the license
management units directly.

30 Fig. 19 is a descriptive diagram that shows how the content
usage device 4 searches via the content usage device 2 connected
by the local line.
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When the content output unit 4b of the content usage device
4 as a searcher X searches for the license management units that
hold the desired license information, it commissions the license
management unit 2a of the content usage device 2 within the IP

5 range to search them. Upon receiving the commission, the license
management unit 2a determines whether it holds that license
information or not. If the license management unit 2a holds the
license information, it interprets the details of the license
information and sends the license information to the content output

10 unit 4b. If it does not hold the license information, it searches on
behalf of the content output unit 4b, interprets the details of the
searched and acquired license information, and sends it to the
content output unit 4b.

Then, the content output unit 4b acquires a necessary usage

15 rule and a decryption key among the interpreted license information
and uses the content.

As described above, even when the content usage device, not
including the license management unit but the content output unit
only in itself located out of the IP range, searches as the searcher X,

20 it commissions the license management unit of the other content
usage device within the IP range.

Fig. 20 is a descriptive diagram that shows how the content
usage device 3 searches via the content usage device 1 connected
by a local line.

25 When the content output unit 3b of the content usage device
3 as the searcher X searches for the license management units that
hold the desired license information, it first searches for the license
management unit 3a of the content usage device 3 that it can
directly search and the license management unit 1a of the content

30 usage device 1 connected by the local line. If none of the license
management units 1a and 3a hold the license information, the
content output unit 3b commissions the license management unit 1a
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within the IP range to search for the license management units that
hold the desired license information.

The license management unit 1a searches on behalf of the
content output unit 3b, acquires the license information from the

5 license management unit that meets the search condition, and then
sends that license information to the license management unit 3a of
the content usage device 3. Upon receiving the license information,
the license management unit 3a interprets the details of the license
information and sends it to the content output unit 3b that requests

10 it.

Also, when the license management unit 3a of the content
usage device 3 becomes the searcher X in response to the request
from the content output unit 3b, it first determines whether it holds
the license information requested from the content output unit 3b,

15 and if it holds the license information, it interprets the details of the
license information and sends it to the content output unit 3b. If
the license management unit 3a does not hold the license
information, the license management unit 3a commissions the
license management unit 1a within the IP range to search for the

20 license management units that hold the requested license
information. Then, the license management unit 1a searches on
behalf of the license management unit 3a.

As described above, the content usage device including the
license management unit and the content output unit, located out of

25 the IP range, commissions the license management unit within the
IP range to search if it does not hold the desired license information.
Upon receiving the commission, the license management unit
located within the IP range makes only the search instead, and the
license management unit located out of the IP range only interprets

80 the details of the acquired license information. In sum, the license
management units within and out of the IP range respectively
perform the proxy search and the interpretation separately.
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In the above case, the license management units within and
out of the IP range perform the proxy search and the interpretation
separately, but the license management unit within the IP range
may perform both proxy search and interpretation. In this case,

5 the license management unit out of the IP range relays information
sent and received between the license management unit within the
IP range and the content output unit out of the IP range.

In the case as shown in Fig. 20, for example, the license

management unit 1a within the IP range performs both proxy search

10 and interpretation, and the license management unit 3a out of the IP
range relays the information sent and received between the license
management unit 1a and the content output unit 3b.

Next, a variation of the home network 300 in the above
embodiment will be explained below.

15 First, a variation of a number of content output units that are
physically connected directly to the license management unit will be
explained.

Fig. 21 is a functional block diagram of the entire system
including the home network 300 according to this variation.

20 The home network 300 includes six content usage devices 11
~ 16, and three content output units are physically connected
directly to one license management unit.

The content usage device 11 includes a license management
unit 11a having a same function as that of the license management

25 unit 1a and a license management unit 11b having the same
function as that of the content output unit 1b. Likewise, the
content usage device 14 includes a license management unit 14a
having the same function as that of the license management unit 1a
and a license management unit 14b having the same function as that

30 of the content output unit 1b.

On the other hand, the content usage devices 12, 13, 15 and
16 include content output units 12b, 13b, 15b and 16b having the
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10z 1OZ>1O%&IIQ E%i%sg@nvg’nétwork 300 including these devices 11~16, the
content output unit 11b of the content usage device 11 itself, the
content output unit 12b of the content usage device 12 and the
5 content output unit 13b of the content usage device 13 are
physically connected directly to the license management unit 11a of
the content usage device 11. Likewise, the content output unit 14b
of the content usage device 14 itself, the content output unit 15b of
the content usage device 15 and the content output unit 16b of the
10 content usage device 16 are physically connected directly to the
license management unit 14a of the content usage device 14.

Here, assume that the home network 300 is configured as
described above by physically connecting a plurality of content
output units directly to one license management unit. When each

15 of the license management units 11a and 14a searches for the
license management units that hold the license information in
response to the request from the content output units 11b~160b, it
memorizes the function unit ID assigned to the content output unit
that has made request. And each of the license management units

20 1la and 14a sends the searched and acquired license information, it
specifies the content output unit that has made the request based on
the memorized function unit ID, and sends the license information to
that content output unit.

Also, the operations in this variation performed when the

25 content output units 11b~16b search for the license management
units that hold the license information are same as those as shown
in Fig. 2 performed when one content output unitis connected to one
license management unit. .

Control units 51 in the content output units 12b, 13b 15b and

30 16b of the content usage devices 12, 13, 15 and 16 function as a
license information acquisition means for acquiring the license

information from other content usage device, and output units 52
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As described above, even if the home network 300 as shown

5 infig. 21 is configured by physically connecting a plurality of content
output units directly to one license management unit, any of the
content output units 11b~16b of the content usage devices 11~16
can use a content using the license information on the home network
300, as in the case when the home network 300 as shown in Fig. 2

10 by connecting one content output unit to one license management
unit.

In this variation, three content output units are connected to
one license management unit, but the present invention is not
limited to this. Two or four or more content output units may be

15 connected directly to one license management unit.

Next, a variation of plurality of license management units
having different functions will be explained below.

Fig. 22 is a functional block diagram of the entire system
including the home network 300 according to this variation.

20 The home network 300 includes the content usage device
land 2, and the license management unit 1a of the content usage
device 1 manages the license information collectively, while the
license management unit 2a of the content usage device 2 relays
sending and receiving of data between the content output unit 2b

25 and the server 100 and the license management unit 1a.

The content output units 1b and 2b always request the license
management unit 1a to transfer the license information, and acquire
it if the license management unit 1a holds that license information.
Also, if the license management unit 1a does not hold the license

30 information requested from the content output units 1a and 2a, it
requests the server 100 to distribute that license information to
acquire it, and sends the acquired license information to the content
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Furthermore, in this variation, the license management unit
2a manages the license information collectively under an abnormal
condition that the license management unit 1a cannot manage the
license information collectively.

In other words, both the license management units 1a and 2a
have a function of managing the license information collectively and
a function of relaying data sending/receiving. By searching the
status of each other, either of these license management units
manages the license information collectively, and the other license
management unit relays the data sending/receiving.

As a result, even if the license management unit that
manages the license information collectively is in an abnormal
condition, the other one manages the license information
collectively, and thereby, damages can be relatively reduced even in
the abnormal condition.

Next, a variation of a umber of license management units will
be explained.

Fig. 23 is a schematic functional block diagram of the network
system including the home network 300 according to this variation.

The home network 300 includes the license management unit
la, and the content output units 1b, 2b, 3b and 4b.

In the case of one license management unit like this, any of
the content output units 1b, 2b, 3b and 4b requests the license
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5 any of the content output units 1b, 2b, 3b and 4b can use a content
using the license information on the home network 300. In other
words, the content usage devices respectively including the content
output units 2b, 3b and 4b can acquire the license information from
the content usage device including the license management unit 1a

10 and the content output unit 1b and use the content.

The network system according to the present invention has
been explained using the embodiment and the variations thereof,
but the present invention is not limited to these.

For example, in order to prevent loss of license information

15 due to breakdown of the license management units 1a, 2a and 3a,
the network system according to the present embodiment and the
variations thereof, that is, the home network 300 may further
include backup license management units that can be alternatives to
the license management units 1a, 2a and 3a. In this case, every

20 time the license management units 1a, 2a and 3a renew the license
information that they hold, the license management units 1a, 2a and
3a authenticate the backup license management units and vice
versa, and then have the backup license management units store
the latest license information.

25 As a result, even if the license management units la, 2a or 3a
breaks down, the backup license management unit operates instead
of the breakdown license management unit to prevent the loss of the
license information.

Furthermore, the home network 300 may include a content

30 management unit including a storage unit that stores a content
distributed from the content unit 110 of the server 100 so as to send
the content stored in the storage unit in response to the request
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-93 requests the content unit 110 of the server 100 to distribute the
content to acquire it if it is not stored in the storage unit, and sends

10 it to the content output unit 1b, 2b or 3b.

As a result, there is no need to access the content unit 110 of
the server 100 every time the content output units 1b, 2b or 3b uses
the content, and therefore, it is possible to prevent occurrence of
problems such that a content cannot be used when something

15 abnormal occurs in communication between the server 100 and the
home network 300. Also, the server 100 distributes a content and
store it in the storage unit of the content management unit during a
light network load period such as midnight, and thereby the content
can be easily used.

20 Also, the home network 300 according to the present
embodiment and the variations thereof includes the content unit 110
and the license unit 120, and receives a content and license
information distributed from the server 100. However, it may
receive a content from a server including the content unit 110 only,

26 and receives license information from another server including the
license unit 120 only. 'Furthermore, it may receive a content
distributed from a broadcasting station, and the content to be
distributed may be encrypted by a package medium.

~ Also, in the present embodiment and the variations thereof,

30 when the searcher X is any of the license management units 1a, 2a
and 3a, and the content output units 1b, 2b, 3b and 4b request the
license information, they respectively request a specific license
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7" 10%a & lcensar noagagemraksHidz2&do transfer the license information first
alternately on a regular basis, or the content output unit 2b may
request the license management unit 2a and the license
management unit 1a to transfer the license information alternately
on a regular basis.

10 Furthermore, the content output units 1a, 2a 3a and 4a
respectively request the license information in the present
embodiment and the variations thereof, but they may request
reservations for acquiring the license information.

Here, requesting reservations for acquiring the license

15 information means that each of the content output units 1b, 2b, 3b
and 4b promises the license management unit that holds license
information to be used in advance to acquire the license information
and secure it to prevent the license information from being acquired
by other function units.

20 When the content output unit 1b request the license
management unit 1la to reserve acquisition of the license
information meaning that “only 10-time reproduction of a movie
content is licensed”, for example, the license management unit 1a
holds the license information along with reservation information

25 indicating that the content output unit 1b has reserved the license
information if it holds that license information. This reservation
information includes the function unit ID “1B” of the content output
unit 1b that has reserved, for instance.

Next, when the content output unit 1b requests the license

30 management unit 1a to transfer the license information meaning
that “only 10-time reproduction of a movie content is licensed” in
order to use it, the license management unit 1a sends the reserved
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Also, even if the license management unit 2a requests the
license management unit 1a to transfer the reserved license
information before the content output unit 1b requests that license

10 information, the license management unit 1a prohibits the license
management unit 2a to acquire the reserved license information
because the function ID “2A” of the license management unit 2a that
has requésted the license information does not match the function
unit ID “1B” included in the reserved license information.

15 As described above, the reserved license information can be
acquired only by the function unit that has requested it. Therefore,
if there is a plan to use license information, the content output unit
1b, 2b, 3b and 4b request reservations for acquiring the license
information in advance, and thereby, the license information can be

20 prevented from being acquired by other function units.

Also, in the above case, if the license management unit 1a
does not hold the requested license information, the license
management unit 1a may search for the license management units
that hold the license information. In this case, if the license

25 management unit 2a holds the license information as a result of the
search, for example, the license management unit 1a requests the
license management unit 2a to reserve acquisition of the license
information so as to have it hold the requestéd license information
along with the above reservation information.

30 In the above case, the function unit ID of the function unit
that has reserved is included in the reservation information, and
each function unit reserves the license information such that the
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However, each user may reserve the license information.

For example, when the user ul inputs the user ID “U1” by

5 operating the content usage device 1 and has the content output

unit 1b request a reservation for acquiring license information

meaning that “only 10-time reproduction of a movie content is

licensed”, the license management unit 1a holds the license

information along with the reservation information that the user u1l

10 has reserved the license information if the license management unit

la hdlds that license information. Here, this reservation

information includes the user ID “U1” of the user ul who has

reserved, for instance.

Next, when the user ul operates the content usage device 2

15 to use a content under a usage rule that a movie content is

reproduced only 10 times on the content usage device 2 and inputs

the user ID “U1” of the user ul himself on the content usage device

2, the content output unit 2b requests the license management unit

2a to transfer the license information meaning that “only 10-time

20 reproduction of a movie content is licensed”. 1In response to the

request, the license management unit 2a searches for the license

management units that hold the license information if it does not

hold the license information. When it judges that the license

management unit 1a meets the search condition as a result of the

25 search, the license management unit 2a requests the license

management unit 1a to transfer the license information, and

presents the user ID “U1”. Upon receiving the request of the

license information, the license management unit 1a sends the

reserved license information to the license management unit 2a

30 because the presented user ID “U1” matches the user ID “U1”

included in the reservation information. Upon acquiring the license

information, the license management unit 2a further sends the
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license information to the content output unit 2b, and then, the
- content output unit 2b reproduce the movie content using the
license information.
Also, a plurality of function units or users may reserve
5 acquisition of identical license information. In this case, the above
reservation information includes a plurality of function IDs or user
IDs. .
Furthermore, priorities for using license information may be
assigned to a plurality of function units or users that reserve
10 acquisition of identical license information. More specifically,
priorities are assigned to respective function IDs or user IDs
included in the reserved information.
In this case, even if a plurality of function units reserve the
identical license information, the highest-priority function unit can
15 only acquire the license information to use it. And if the
highest-priority function unit cancels the reservation, the second
highest-priority function unit can only acquire the license
information to use it.
Furthermore, in the above case, each license management
20 unit that holds the license information subject to reservation holds
the license information along with the reservation information, but
one license management unit may hold the reservation information
collectively, or a new management terminal device that holds and
manages the reservation information collectively may be provided.
25 Also, in the present embodiment and the variations thereof,
the content output unit that has requested the license information
acquires it, but other content output units may acquire it.
In this case, when the content usage device 1 is located on
the first floor of a house and the content usage device 2 is located on
80 the second floor, for example, a user has the content output unit 1b
request license information by operating the content usage device 1
on the first floor, and then has the content output unit 2b of the

.82 -



%098 () - &3<$SXWBRG<10! y?&$10%&’ ()-3 ~ &$10%° & ()-3
8$10%z& ()- 3! &$10%z& () - 3! | \
8$10%& () - 3! &$10%& ()-3z0dY710! ! S3940% | & ()" 3 10z 10z
110zf >10%2&' ()-! &$10%2z& ()- 3! f " &$10%& ()- 3! p’ &$10% () - 35N | \ i
/ WU3dY710! 39%0%& () - 3! s3940%& () - 3! S3%L0%& ()-" 3! s3%A0% (& () - 3! sso/ap
9%1& ()- " 3!-s3%0%n& ()- 3v{|}~~){Y710! ! $10%T& ()-3!a* $10%& ()- 3! a$10%&
-3 10 10 . . .
(1%), >10%& () -k S3%40%& ()- 394N WU3{ Y710! $10%T& ()-3! f $10%& ()- 3! $10%T& (
)-3! 1 S1E0Mtdnt U S188Kide - 3! anS R seLoRdVifIddL dPquire the license
" &$10%& () - &3! kQB$109&' ()-&3 10T 10T | o
10T, >109H€ornatignoo@i s p- msdi s bye ygaididyva3thve Hairhé$a e v’ ork- 36 0k&H 0%& ()
“83lt WnhlodSyt &S10%& ()-&3!t HE$109%& () - &3! &$10%gg&’ () - &3r vuy
1 { 810! !%ﬁ?}%’@-:# X 9%0%z& ()-'! %40%z& ()-"!'f %40%& ()-  10g 10g
f>10%&' () - ! ##vSYALF&GEEWMI6+8 . . .
iggf zlocyg&' (§ )% -la é$10%&' ()--#'p 3$109%&' ()--#! 3$10%z& ()--#!  3$109%& ()--#!
3100 | n? ' (“(()B'@ ! o %&: () -l '00/ & -iNN9$100/&' ()- .10z
10zf1 SBLO%E (D L&Y usa JE8 PLBidd accdPANGIS (he' IEFINLE L ontip
is suitable for use of a plurality of them being connected to one
another via a communication network at home, etc., as STB, PC or
PDA that outputs videos, sounds, etc. or recording data using a

- 10 content distributed from a server.
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a license management unit operable to hold license
information that is distributed from outside of the content usage
device and enables usage of a content; and
an output unit operable to use a content in compliance with
10 license information and output the content in at least one manner of
a sound, video and data,
wherein the license management unit, upon receiving a
request of license information from the output unit, requests a
license management unit of another content usage device to
15  transfer the license information and acquires the license information,
and passes the acquired license ihformation to the output unit, and
the output unit uses a content in compliance with the license
information passed from the license management unit.

20 2. The content usage device according to Claim 1,
wherein, when the license management unit does not hold the
license information requested by the output unit, the license
management unit searches for the license management unit of the
other content usage device that holds the license information, and

26 acquires the license information from the other license management
unit.

3. The content usage device according to Claim 2,
wherein the license management unit, upon receiving a
30 request of license information from the license management unit of
the other content usage device, authenticates the other license
management unit that requests the license information, and
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4, The content usage device according to Claim 3,
wherein the license management unit authenticates the other
license management unit that requests the license information by
determining whether or not the other license management unit
10 belongs to a user domain that is set as a movable range of license

information and the license management unit itself belong to.

5. The content usage device according to Claim 4,
wherein identification information which is different from
156 each other for identifying a plurality of the content usage devices
individually is assigned to each of the content usage devices,
the license management unit holds a domain list, in which the
identification information assigned to the license management unit
of the other content usage device that is permitted to move the
20 license information between the license management unit itself and
the other license management unit, is registered, and
the license management unit refers to the domain list, and
determines that the other license management unit that requests
the license information belongs to the user domain when the
25 identification information of the other license management unit is
registered in the domain list.

6. The content usage device according to Claim 4,
wherein the license management unit determines whether or
30 not the other license management unit that requests the license
information belongs to the user domain to which the license
management unit itself belongs, and
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the license management unit authenticates the other license

management unit that requests the license information by
determinihg whether or not the other license management unit is
under a usage restriction that restricts a license management unit

5 which is to be permitted to acquire the license information held by
the license management unit itself among a plurality of license
management units that belong to the user domain.

7. The content usage device according to Claim 2,

10 wherein the license management unit broadcasts inquiry
information for inquiring of the license management units of all the
other content usage devices whether the license management units
hold the license information or not, and searches for the license
management units of the other content usage devices that hold the

15 license information based on a response to the inquiry information
from the license management units of all the other content usage

devices.
8. The content usage device according to Claim 2,
20 wherein the license management unit searches for the license

information requested by the output unit among the license
information that the license management unit itself holds, and
when the license management unit does not hold the
requested license information, the license management unit
26 commissions the other license management unit to search for the
requested license information,
when the other license management unit does not hold the
requested license information, the other license management unit
commissions the further other license management unit to search
30 for the requested license information, and thereby, the license
management unit searches for the license management unit of the
other content usage device that holds the requested license
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wherein the license management unit, upon receiving a

5 reservation of acquiring license information from the output unit,

reserves the license management unit of the other content usage

device for acquiring the license information so as to secure the
license information from beihg released.

10 10. A content usage device in a network system including a
plurality of content usage devices that are connected to one another
via a communication network and use a content which is a digital
work, comprising:

a license management unit operable to hold license

16 information that is distributed from outside of the content usage
device and enables usage of a content; and

an output unit operable to use a content in compliance with
license information and output the content in at least one manner of
a sound, video and data,

20 wherein the output unit requests the license management
unit of the other content usage device to transfer license
information and acquires the license information, and uses a content
in compliance with the acquired license information.

25 11. A content usage device in a network system including a
plurality of content usage devices that are connected to one another
via a communication network and use a content which is a digital
work, comprising:

a license information acquisition unit operable to acquire,

30 from the other content usage device, license information that is
distributed from outside of the content usage device and enables
usage of a content; and

-87-



10997& ()-L3410%& ()- !p $$109%& ()- !p $$10%& ()- 't $$109%&' () -
laC $10%& () -1 MRSTUf xmb@T! ! ! YL" $109%G3G&' ()- 10T 10T 10Tf>10%& ()- @
n' 1099& ()-L9GLO%& ()- 710%& ()- f2 fpxV7inb@T!' $10%& ()- ! S9$10%&' () -
\9$109&' ()-! X 3$10%& () -!k3$10%& ()-!$ YL $109%GGE ()- O0#$%RwWXMB70T! 10g 10g
10g>10%g&' ()-!4$10%gg&' ()-!y4$10%& ()-!a ' $10%& ()- !f> $109%& () -
&=/ mWBMB70T! f 940%& ()- @ %0%g& ()- @~
940%& ()- @a L$10%&' ()-!\M$10%&' ()-! XLL$10%& ()- m z[ PE: OT! f
an output unit operable to use a content in compliance with
the acquired license information and output the content in at least

one manner of a sound, video and data.

5 12. A network system comprising a plurality of first content usage
devices and at least one second content usage device that are
connected to one another via a communication network and use a
content which is a digital work,

wherein the first content usage device includes:

10 ~a license management unit operable to hold license
information that is distributed from outside of the first content
usage device and enables usage of a content; and

an output unit operable to use a content in compliance with
license information and output the content in at least one manner of

15 a sound, video and data,

the second content usage device includes the output unit
only,

the license management unit of the first content usage device,
upon receiving a request of license information from the output unit

20 of the first content usage device itself or the other identical first
content usage device or the output unit of the second content usage
device, requests the license management unit of the other first
content usage device to transfer the license information and
acquires the license information, and passes the acquired license

26 information to the output unit that requests the license information,
and

the output unit uses a content in compliance with the passed
license information.

30 13. The network system according to Claim 12,
wherein when the license management unit of the first
content usage device does not hold the license information
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or the other identical first content usage device or the output unit of
the second content usage device, the license management unit of
the first content usage device searches for the license management

5 unit of the other first content usage device that holds the requested
license information, and acquires the license information from the
license management unit of the other first content usage device.

14. The network system according to Claim 13,

10 wherein the license management unit of the first content
usage device, upon receiving a request of license information from
the license management unit of the other first content usage device,
authenticates the other license management unit that requests the
license information, and

15 when the license management unit judges the other license
management unit unauthorized, the license management unit
prohibits the other license management unit that requests the
license information from acquiring the license information.

20 15. The network system according to Claim 14,
wherein the license management unit of the first content
usage device authenticates the other license management unit that
requests the license information by determining whether or not the
other license management unit belongs to a user domain that is set
25 as a movable range of license information and the license
management unit itself belongs to.

16. The network system according to Claim 15,
wherein identification information which is different from
30 each other for identifying the license management units of a
plurality of the first content usage devices individually is assigned to
each of the license management units,
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5 the license management unit itself and the other license
management unit, is registered,
and the license management unit refers to the domain list,
and determines that the other license management unit that
requests the license information belongs to the user domain when
10 the identification information of the other license management unit
is registered in the domain list.

17. The network system according to Claim 15,
wherein the license management unit of the first content
156 usage device authenticates the other license management unit that
requests the license information by determining whether or not the
other license management unit belongs to the user domain to which
the license management unit of the first content usage device itself
belongs, and
20 by determining whether or not the other license management
unit that requests the license information is under a usage
restriction that restricts a license management unit which is to be
permitted to acquire the license information held by the license
management unit itself among a plurality of license management
25 units that belong to the user domain.

18. The network system according to Clam 13,
wherein the license management unit of the first content
usage device broadcasts inquiry information for inquiring of the
30 license management units of all the other first content usage
devices whether the license management units hold the license
information or not, and searches for the license management units
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devices.

19. The network system according to Claim 12,
wherein the license management unit of the first content
usage device, upon receiving a reservation of acquiring license
information from the output unit of the first content usage device
10 itself and the other identical first content usage device or the output
unit of the second content usage device, reserves the license
management unit of the other first content usage device for
acquiring the license information so as to secure the license
information from being released.

15
20. A network system comprising at least one first content usage
device and at least one second content usage device that are
connected to each other via a communication network and use a
content which is a digital work:

20 wherein the first content usage device includes:

a license management unit operable to hold license
information that is distributed from outside of the first content
usage device and enables usage of content; and

an output unit operable to use a content in compliance with

26 license information and output the content in at least one manner of
a sound, video and data,

the second content usage device includes the output unit only,
and

the output units of the first content usage device and the

30 output unit of the second content usage device respectively request
the license management unit of the first content usage device to
transfer the license information and acquire the license information,
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and use a content in compliance with the acquired license
information.

21. A network system comprising a plurality of content usage
devices that are connected to one another via a communication
network and use a content which is a digital work,

wherein the content usage device includes:

a license information acquisition unit operable to acquire,
from the other content usage device, license information that is
distributed from outside of the content usage device and enables
usage of a content; and

an output unit operable to use a content in compliance with
the acquired license information and output the content in at least
one manner of a sound,- video and data.

22. Alicense information acquisition method, by which a content
usage device, in a network system comprising a plurality of content
usage devices that are connected to one another via a
communication network and use a content which is a digital work,
acquires license information that is distributed from outside of the
content usage device and enables usage of a content, the license
information acquisition method including:

a holding determining step for determining whether the
content usage device holds necessary license information or not;

a searching step for searching for the other content device
that holds the license information when the content usage device
does not hold the license information; and

an acquiring step for requesting the other content usage
device to transfer the license information and acquiring the license
information.

23. The license information acquisition method according to
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Claim 22 further including:

a request accepting step for accepting a request of license
information from the other content usage device;

an authenticating step for authenticating the other content
usage device that requests the license information; and

an acquisition prohibiting step for prohibiting the other
content usage device that requests the license information from
acquiring the license information when the other content usage
device is judged unauthorized in the authenticating step.

24. The license information acquisition method according to
Claim 23,

wherein each of a plurality of the content usage devices holds
a domain list in which identification information which is different
from each other and assigned individually to identify each of the
content usage devices and identification information of the other
content usage device that is permitted to move the license
information between the content usage device itself and the other
content usage device are registered, and

the authenticating step includes:

a referring step for referring to the domain list; and

a registration determining step for determining whether the
identific_ation information of the other content usage device that
requests the license information is registered in the domain list or
not, and judging the other content usage device unauthorized when
the identification information of the other content usage device is
not registered.

25. A program for a content usage device in a network system
comprising a plurality of content usage devices that are connected
to one another via a communication network and use a content
which is a digital work, the content usage device acquiring license
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information that is distributed from outside of the content usage
device and enabling usage of a content, the program including:

a holding determining step for determining whether the
content usage device holds necessary license information or not;

a searching step for searching for the other content device
that holds the license information when the content usage device
does not hold the license information; and

an acquiring step for requesting the other content usage
device to transfer the license information and acquiring the license
information.

26. The program according to Claim 25 further including:
a request accepting step for accepting a request of license

information from the other content usage device;

an authenticating step for authenticating the other content
usage device that requests the license information; and

an acquisition prohibiting step for prohibiting the other
content usage device that requests the license information from
acquiring the license information when the other content usage
device is judged unauthorized in the authenticating step.

27. The program according to Claim 26,

wherein each of a plurality of the content usage devices holds
a domain list in which identification information which is different
from each other and assigned individually to identify each of the
content usage devices and identification information of the other
content usage device that is permitted to move the license
information between the content usage device itself and the other
content usage device are registered, and

the authenticating step includes:

a referring step for referring to the domain list; and

a registration determining step for determining whether the
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identification information of the other content usage device that
requests the license information is registered in the domain list or
not, and judging the other content usage device unauthorized when
the identification information of the other content usage is not
registered.
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