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METHOD, DEVICE AND SYSTEM FOR RECORDING MULTIMEDIA
DATA

FIELD OF THE INVENTION

[0001] The present invention relates to the field of communications technologies, and in

particular, relates to a method, device and system for recording multimedia data.

BACKGROUND OF THE INVENTION

[0002] In multimedia data communication (for example, audio and video communication), it is
a common function to record multimedia data (for example, audio data and video data) transferred
between communication terminals. With the development of a unified communication service (UC,
unified communication) and an IP contact center service (IPCC, IP contact center), clients already
regard a recording function as an indispensable feature of a newly built networking office, and at
the same time need reconstruction of a large amount of offices in existing networks to add the
recording function.

[0003] Currently a mainstream recording method is based on a multimedia data distribution
mechanism, that is, a distribution device first acquires all multimedia data from received data
packets and distributes all the multimedia data to each recording device in a centralized manner.
Each recording device obtains multimedia data of a certain number of paths and records the
obtained multimedia data as files. For example, assuming 3000 calls at the same time, the data of
the 3000 calls includes 3000 pieces of multimedia data (including audio and video data) and
signaling for establishing and managing channels used for transmitting the 3000 pieces of
multimedia data, and after receiving data packets of the 3000 calls, the distribution device first
obtains multimedia data (for example, audio and video data) of 3000 calls from the data packets and
distributes the 3000 pieces of multimedia data to 12 recording devices for recording. For example,
the 3000 pieces of multimedia data are evenly distributed to 12 recording devices for recording in
an even distribution manner, and each recording device obtains 250 pieces of multimedia data, and
records the received 250 pieces of multimedia data as files.

[0004] The distribution device needs to process and distribute all the received multimedia data.

If the data amount of the multimedia data processed and distributed by the distribution device at the
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same time is relatively large, the amount of consumed resources is large, causing that the received
multimedia data cannot be processed and distributed in time and resulting in a performance

bottleneck, so that efficiency of recording multimedia data is relatively low.

SUMMARY OF THE INVENTION

[0005] Embodiments of the present invention provide a method for recording multimedia data,
so as to solve the problem of low efficiency of recording multimedia data.
[0006] In a first aspect, a method for recording multimedia data is provided, where the method
includes:

generating, by a distribution device, a recording instruction, where the recording
instruction includes multimedia data identification information, and the multimedia data
identification information is used for identifying multimedia data that needs to be recorded; and

sending, by the distribution device, the recording instruction to a recording device, so
that the recording device identifies the multimedia data corresponding to the multimedia data
identification information and records the multimedia data.
[0007] In a first possible implementation manner, before the generating, by a distribution device,
a recording instruction, the method further includes: receiving, by the distribution device, signaling,
where the signaling is signaling for establishing a channel for transmitting the multimedia data; and
the generating, by a distribution device, a recording instruction is specifically: obtaining, by the
distribution device and according to the signaling, the multimedia data identification information,
and generating the recording instruction including the multimedia data identification information.
[0008] In combination with the first possible implementation manner in the first aspect, in a
second possible implementation manner:

the obtaining the multimedia data identification information according to the signaling
specifically includes:

obtaining a call identifier from a call identifier header field of the signaling, and using
the call identifier as the multimedia data identification information; or

he signaling includes session description protocol SDP information, obtaining an IP
address from a connection information field of the SDP information, and using the IP address as the
multimedia data identification information; or, obtaining a port number from a media name and
transport address field of the SDP information, and using the port number as the multimedia data
identification information; or, obtaining an IP address from a connection information field of the
SDP information, obtaining a port number from a media name and transport address field of the

SDP information, and using the IP address and the port number as the multimedia data identification
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information.

[0009] In combination with the first possible implementation manner or the second possible
implementation manner in the first aspect, in a third possible implementation manner, the
generating the recording instruction including the multimedia data identification information
specifically includes: recording the obtained multimedia data identification information, obtaining
recording instruction information for instructing recording of the multimedia data corresponding to
the multimedia data identification information, and generating the recording instruction.

[0010] In a fourth possible implementation manner, before the generating, by a distribution
device, a recording instruction, the method further includes: receiving, by the distribution device,
signaling, where the signaling is signaling for establishing a channel for transmitting the multimedia
data and the signaling includes the multimedia data identification information; and the generating,
by a distribution device, a recording instruction is specifically: using, by the distribution device, the
signaling as the recording instruction.

[0011] In combination with any one of the first to the fourth possible implementation manners
in the first aspect, a fifth possible implementation manner, before the generating a recording
instruction, further includes: deciding that the signaling satisfies a preset first recording policy,
where the first recording policy is used for deciding signaling corresponding to the multimedia data
that needs to be recorded.

[0012] In combination with the fifth possible implementation manner in the first aspect, in a
sixth possible implementation manner, the deciding that the signaling satisfies a preset first
recording policy specifically includes: deciding that the signaling includes a calling number or a
called number that is matched with a preset recording number; or, deciding that the signaling
includes an IP address that is matched with a preset IP address.

[0013] In a seventh possible implementation manner, before the generating, by a distribution
device, a recording instruction, the method further includes: receiving, by the distribution device,
the multimedia data identification information from a control device.

[0014] In combination with the seventh possible implementation manner in the first aspect, an
eighth possible implementation manner, before the generating the recording instruction including
the multimedia data identification information, further includes: receiving, by the distribution
device, a calling number or a called number corresponding to the multimedia data identification
information from the control device, and deciding that the calling number or the called number is
matched with a preset recording number.

[0015] In combination with any one of the first to the eighth implementation manners in the

first aspect, in a ninth possible implementation manner:
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the distribution device decides, according to a preset second recording policy, a
recording device for recording the multimedia data, and sends the recording instruction to the
decided recording device; or,

the distribution device sends the recording instruction to all recording devices that
communicate with the distribution device, so that each recording device in all the recording devices
determines whether the multimedia data corresponding to the multimedia data identification
information is the multimedia data that the recording device is instructed to record and and records
the multimedia data when the determination result is yes.

[0016] In combination with the first aspect or the first or fourth or seventh or eighth possible
implementation manner in the first aspect, in a tenth possible implementation manner, the
multimedia data identification information includes:

a call identifier corresponding to the multimedia data;

an IP address corresponding to the multimedia data;

a port number corresponding to the multimedia data; or

an IP address and a port number that are corresponding to the multimedia data.

[0017] In the eleventh possible implementation manner, the distribution device generates the
recording instruction according to a preset third recording policy, where the third recording policy is
used for deciding multimedia data identification information corresponding to multimedia data that
the recording deviceneeds to record.

[0018] In combination with the eleventh possible implementation manner in the first aspect, in a
twelfth possible implementation manner, the generating, by the distribution device, the recording
instruction according to the third recording policy, specifically includes: obtaining, by the
distribution device, preset user identity information corresponding to the recording device,
obtaining preset multimedia data identification information corresponding to the user identity
information, and generating the recording instruction including the multimedia data identification
information; or, obtaining, by the distribution device, preset multimedia data identification
information corresponding to the recording device, and generating the recording instruction
including the multimedia data identification information.

[0019] In combination with the eleventh or twelfth possible implementation manner in the first
aspect, in a thirteenth possible implementation manner, the multimedia data identification
information includes:

an IP address corresponding to the multimedia data;

a port number corresponding to the multimedia data; or

an IP address and a port number that are corresponding to the multimedia data.
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[0020] In combination with the first aspect or any one of the first to the thirteenth possible
implementation manners in the first aspect, in a fourteenth possible implementation manner, the
recording instruction further includes a data type of the multimedia data that needs to be recorded,
so that the recording device records the multimedia data corresponding to the data type.
[0021] In a second aspect, a method for recording multimedia data is provided, where the
method includes:

receiving, by a recording device, a recording instruction from a distribution device,
where the recording instruction includes multimedia data identification information, and the
multimedia data identification information is used for identifying multimedia data that needs to be
recorded;

identifying, by the recording device and according to the multimedia data identification
information, multimedia data that needs to be recorded; and

recording, by the recording device, the multimedia data.
[0022] In a first possible implementation manner, the multimedia data identification information
includes:

a call identifier corresponding to the multimedia data;

an [P address corresponding to the multimedia data;

a port number corresponding to the multimedia data; or

an IP address and a port number that are corresponding to the multimedia data.
[0023] In combination with the first possible implementation manner in the second aspect, in a
second possible implementation manner:

the multimedia data identification information includes a call identifier, the recording
device determines whether a received data packet includes the call identifier, and if yes, decides that
data included in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information includes a call identifier, the recording
device obtains signaling including the call identifier, obtains an IP address from the obtained
signaling, determines whether a destination IP address or a source IP address in a received data
packet is the obtained IP address, and if the determination result is yes, decides that data included in
the data packet is the multimedia data thatneeds to be recorded; or,

the multimedia data identification information includes a call identifier, the recording
device obtains signaling including the call identifier, obtains a port number from the obtained
signaling, determines whether a destination port number or a source port number in a received data
packet is the obtained port number, and if the determination result is yes, decides that data included

in the data packet is the multimedia data that needs to be recorded; or,



10

15

20

25

30

the multimedia data identification information includes a call identifier, the recording
device obtains signaling including the call identifier, obtains an IP address and a port number from
the obtained signaling, determines whether a destination IP address and a destination port number in
a received data packet are the obtained IP address and port number, and if the determination result is
yes, decides that data included in the data packet is the multimedia data that needs to be recorded;
or,

the multimedia data identification information includes a call identifier, the recording
device obtains signaling including the call identifier, obtains an IP address and a port number from
the obtained signaling, determines whether a source IP address and a source port number in a
received data packet are the obtained IP address and port number, and if the determination result is
yes, decides that data included in the data packet is the multimedia data that needs to be recorded;
or,

the multimedia data identification information includes an IP address, the recording
device determins whether a destination IP address or a source IP address in a received data packet is
the IP address included in the recording instruction, and if the determination result is yes, decides
that data included in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information includes a port number, the recording
device determines, whether a destination port number or a source port number in a received data
packet is the port number included in the recording instruction, and if the determination result is yes,
decides that data included in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information includes an IP address and a port number,
the recording device determines whether a destination IP address and a destination port number in a
received data packet are the IP address and the port number that are included in the recording
instruction, and if the determination result is yes, decides that data included in the data packet is the
multimedia data that needs to be recorded; or

the multimedia data identification information specifically includes an IP address and a
port number, the recording device determines whether a source IP address and a source port number
in a received data packet are the IP address and the port number that are included in the recording
instruction, and if the determination result is yes, decides that data included in the data packet is the
multimedia data that needs to be recorded.
[0024] In combination with the second aspect or the first possible implementation manner in the
second aspect or the second possible implementation manner in the second aspect, in a third
possible implementation manner, before the identifying, by the recording device and according to

the multimedia data identification information, multimedia data that needs to be recorded, the
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method further includes: screening received multimedia data by the recording device to acquire
multimedia data which is corresponding to a multimedia data identification information set, and the
multimedia data identification information set is preconfigured or obtained from the distribution
device, or generated according to the multimedia data identification information included in a
previously received recording instruction; and specifically identifying, by the recording device and
according to the multimedia data identification information, the multimedia data, which needs to be
recorded, from the multimedia data that is acquired through screening.
[0025] In combination with the third possible implementation manner in the second aspect, in a
fourth possible implementation manner, the multimedia data identification information set
specifically includes: an IP address range; or a port number range.
[0026] In a third aspect, a distribution device for recording multimedia data is provided, where
the distribution device includes:

an instruction generation unit, configured to generate a recording instruction, where the
recording instruction includes multimedia data identification information, and the multimedia data
identification information is used for identifying multimedia data that needs to be recorded;

an instruction sending unit, configured to send the recording instruction to a recording
device, so that the recording device identifies the multimedia data corresponding to the multimedia
data identification information and records the multimedia data.
[0027] In a first possible implementation manner, the distribution device further includes: a first
data receiving unit, configured to receive signaling, where the signaling is signaling for establishing
a channel for transmitting the multimedia data; and the instruction generation unit is specifically
configured to obtain the multimedia data identification information according to the signaling, and
generate the recording instruction including the multimedia data identification information.
[0028] In combination with the first possible implementation manner in the third aspect, in a
second possible implementation manner:

the instruction generation unit is specifically configured to obtain a call identifier from a
call identifier header field of the signaling, use the call identifier as the multimedia data
identification information, and generate a recording instruction including the call identifier; or,

the signaling includes session description protocol SDP information, and the instruction
generation unit is specifically configured to obtain an IP address from a connection information
field of the SDP information, use the IP address as the multimedia data identification information,
and generate a recording instruction including the IP address; or obtain a port number from a media
name and transport address field of the SDP information, use the port number as the multimedia

data identification information, and generate a recording instruction that includes the port number;
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or obtain an IP address from a connection information field of the SDP information, obtain a port
number from a media name and transport address field of the SDP information, use the IP address
and the port number as the multimedia data identification information, and generate a recording
instruction including the IP address and the port number.

[0029] In combination with the first or the second possible implementation manner in the third
aspect, in a third possible implementation manner, the instruction generation unit is specifically
configured to obtain the multimedia data identification information according to the signaling,
record the obtained multimedia data identification information, and generate the recording
instruction after obtaining recording instruction information for instructing recording of the
multimedia data.

[0030] In a fourth possible implementation manner, the distribution device further includes: a
second data receiving unit, configured to receive signaling, where the signaling is signaling for
establishing a channel for transmitting the multimedia data and the signaling includes the
multimedia data identification information; and the instruction generation unit is specifically
configured to use the signaling as the recording instruction.

[0031] In combination with any one of the first to the fourth possible implementation manners
in the third aspect, in a fifth possible implementation manner, the instruction generation unit is
further configured to decide that the signaling satisfies a preset first recording policy; the deciding
that the signaling satisfies a preset first recording policy specifically includes: deciding that the
signaling includes a calling number or a called number that is matched with a preset recording
number; or, deciding that the signaling includes an IP address that are matched with a preset IP
address.

[0032] In a sixth possible implementation manner, the distribution device further includes: a
multimedia data identification information receiving unit, configured to receive the multimedia data
identification information from a control device.

[0033] In combination with the sixth possible implementation manner in the third aspect, in a
seventh possible implementation manner, the multimedia data identification information receiving
unit is further configured to receive, from the control device, a calling number or a called number
corresponding to the multimedia data identification information; and the instruction generation unit
is further configured to decide that the calling number or the called number is matched with a preset
recording number.

[0034] In combination with the third aspect or any one of the first to the seventh
implementation manners in the third aspect, in an eighth possible implementation manner:

the distribution device further includes a recording device decision unit, configured to
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decide, according to a preset second recording policy, a recording device for recording the
multimedia data; and the instruction sending unit is specifically configured to send the recording
instruction to the decided recording device; or,

the instruction sending unit is specifically configured to send the recording instruction to
all recording devices that communicate with the distribution device, so that each recording device in
all the recording devices determines whether the multimedia data corresponding to the multimedia
data identification information is the multimedia data that the recording device is instructed to
record, and records the multimedia data when the determination result is yes.
[0035] In a ninth possible implementation manner, the instruction generation unit is specifically
configured to generate the recording instruction according to a preset third recording policy, where
the third recording policy is used for deciding multimedia data identification information
corresponding to multimedia data that the recording device needs to record.
[0036] In combination with the ninth possible implementation manner in the third aspect, in a
tenth possible implementation manner:

the instruction generation unit is specifically configured to obtain preset user identity
information corresponding to the recording device, obtain preset multimedia data identification
information corresponding to the user identity information, and generate the recording instruction
including the multimedia data identification information; or,

the instruction generation unit is specifically configured to obtain preset multimedia data
identification information corresponding to the recording device, and generate the recording
instruction including the multimedia data identification information.
[0037] In a fourth aspect, a recording device for recording multimedia data is provided, where
the recording device includes:

an instruction receiving unit, configured to receive a recording instruction from a
distribution device, where the recording instruction includes multimedia data identification
information, and the multimedia data identification information is used for identifying multimedia
data that needs to be recorded;

a multimedia data identification unit, configured to identify, according to the multimedia
data identification information, the multimedia data that needs to be recorded; and

a recording unit, configured to record the multimedia data.
[0038] In a first possible implementation manner,

the multimedia data identification information includes a call identifier; the multimedia
data identification unit is specifically configured to determine whether a received data packet

includes the call identifier, and if yes, decide that data included in the data packet is the multimedia
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data that needs to be recorded; or,

the multimedia data identification information includes a call identifier, the multimedia
data identification unit is specifically configured to obtain signaling including the call identifier
according to the call identifier, obtain an IP address from the obtained signaling, determine whether
a destination IP address or a source IP address in a received data packet is the obtained IP address,
and if the determination result is yes, decide that data included in the data packet is the multimedia
data that needs to be recorded; or

the multimedia data identification information includes a call identifier, the multimedia
data identification unit is specifically configured to obtain signaling including the call identifier
according to the call identifier, obtain a port number from the obtained signaling, determine whether
a destination port number or a source port number in a received data packet is the obtained port
number, and if the determination result is yes, decide that data included in the data packet is the
multimedia data that needs to be recorded; or,

the multimedia data identification information includes a call identifier, the multimedia
data identification unit is specifically configured to obtain signaling including the call identifier
according to the call identifier, obtain an IP address and a port number from the obtained signaling,
determine whether a destination IP address and a destination port number in a received data packet
are the obtained IP address and port number, and if the determination result is yes, decide that data
included in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information includes a call identifier, the multimedia
data identification unit is specifically configured to obtain signaling including the call identifier
according to the call identifier, obtain an IP address and a port number from the obtained signaling,
determine whether a source IP address and a source port number in a received data packet are the
obtained IP address and port number, and if the determination result is yes, decide that data included
in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information includes an IP address, the multimedia
data identification unit is specifically configured to determine whether a destination IP address or a
source [P address in a received data packet is the IP address included in the recording instruction,
and if the determination result is yes, decide that data included in the data packet is the multimedia
data that needs to be recorded; or,

the multimedia data identification information includes a port number, the multimedia
data identification unit is specifically configured to determine whether a destination port number or
a source port number in a received data packet is the port number included in the recording

instruction, and if the determination result is yes, decide that data included in the data packet is the
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multimedia data that needs to be recorded; or,

the multimedia data identification information specifically includes an IP address and a
port number, the multimedia data identification unit is specifically configured to determine whether
a destination IP address and a destination port number in a received data packet are the IP address
and the port number that are included in the recording instruction, and if the determination result is
yes, decide that data included in the data packet is the multimedia data that needs to be recorded; or

the multimedia data identification information specifically includes an IP address and a
port number, the recording device determines whether a source IP address and a source port number
in a received data packet are the IP address and the port number that are included in the recording
instruction, and if the determination result is yes, decide that data included in the data packet is the
multimedia data that needs to be recorded.
[0039] In combination with the fourth aspect or the first possible implementation manner in the
fourth aspect, in a second possible implementation manner:

the recording device further includes a data receiving unit, configured to receive
multimedia data;

the recording device further includes a multimedia data screening unit, configured to
screen received multimedia data to acquire multimedia data which is corresponding to a multimedia
data identification information set, and the multimedia data identification information set is
preconfigured or obtained from the distribution device, or generated according to the multimedia
data identification information included in the previously received recording instruction; and

the multimedia data identification unit is specifically configured to identify, according to
the multimedia data identification information included in the recording instruction, the multimedia
data that needs to be recorded from the multimedia data that is acquired through screening.
[0040] In a fifth aspect, a system for recording multimedia data is provided, where the system
includes:

a distribution device, which is specifically the distribution device in the third aspect or
any one of the first to the tenth possible implementation manners in the third aspect; and

a recording device, which is specifically the recording device in the fourth aspect or the
first or the second possible implementation manner in the fourth aspect.
[0041] In a first possible implementation manner, the system further includes a mirrored switch,
and the recording device receives multimedia data from the mirrored switch.
[0042] In combination with the fifth aspect or the first possible implementation manner in the
fifth aspect, in a second possible implementation manner, the system further includes a control

device, and the distribution device receives signaling or multimedia data identification information
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from the control device.

[0043]  Through the foregoing solutions, a distribution device does not need to process and
distribute all multimedia data and only needs to decide multimedia data identification information
corresponding to multimedia data that needs to be recorded and send the multimedia data
identification information to a recording device, and the recording device identifies the multimedia
data corresponding to the multimedia data identification information and records the multimedia
data, so that the amount of data that the distribution device processes is small, thereby improving

the efficiency of recording multimedia data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0044] To illustrate the technical solutions in the embodiments of the present invention more
clearly, the following briefly describes the accompanying drawings needed for describing the
embodiments or the prior art. Apparently, the accompanying drawings in the following description
merely show some embodiments of the present invention, and persons skilled in the art may derive
other drawings from these accompanying drawings without creative efforts.

[0045] FIG. 1 is a schematic view of an architecture of a system according to an embodiment of
the present invention;

[0046] FIG. 2 is a schematic flow chart of a method according to Embodiment 1 of the present
invention;

[0047] FIG 3-1 and FIG. 3-2 show structural examples of a SIP (session initiation protocol,
session initiation protocol) message;

[0048] FIG 4-1 and FIG 4-2 show structural examples of an IP packet encapsulating an
RTP(real-time transport protocol, real-time transport protocol) packet;

[0049] FIG. $ is a schematic view of an optimal exemplary implementation manner according to
Embodiment 1 of the present invention;

[0050] FIG. 6 is a schematic structural view of a device according to Embodiment 2 of the
present invention;

[0051] FIG. 7 is a schematic structural view of another device according to Embodiment 2 of
the present invention;

[0052] FIG. 8 is a schematic structural view of another device according to Embodiment 2 of
the present invention;

[0053] FIG. 9 is a schematic structural view of a device according to Embodiment 3 of the
present invention;

[0054] FIG. 10 is a schematic structural view of another device according to Embodiment 3 of
12
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the present invention;
[0055] FIG. 11 is a schematic structural view of another device according to Embodiment 3 of
the present invention,;
[0056] FIG. 12 is a schematic structural view of a system according to Embodiment 4 of the
present invention; and
[0057] FIG. 13 is a schematic structural view of a computer system according to an embodiment

of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0058] The following clearly and completely describes the technical solution according to the
embodiments of the present invention with reference to the accompanying drawings in the
embodiments of the present invention. Apparently, the embodiments in the following description are
merely a part rather than all of the embodiments of the present invention. All other embodiments
obtained by persons skilled in the art based on the embodiments of the present invention without
creative efforts shall fall within the protection scope of the present invention.

[0059]  As shown in FIG 1, a recording system provided in an embodiment of the present
invention includes a distribution device and a recording device. The distribution device sends a
recording instruction including multimedia data identification information to the recording device.
The recording device identifies multimedia data corresponding to the multimedia data identification
information and records the multimedia data. Optionally, the recording device may receive
multimedia data and identifies, from the received multimedia data, multimedia data corresponding
to the multimedia data identification information.

[0060] The distribution device may be deployed separately and may also be combined with
other devices, for example, combined with one of the recording devices or combined with at least
one device of control devices such as a computer telephony integration (CTI, computer telephony
integration) device, an automatic call distribution (ACD, automatic call distribution) device, a
private branch exchange (PBX, private branch exchange), a universal access platform (UAP,
universal access platform).

[0061] Embodiment 1 of the present invention provides a method for recording multimedia data,
in which a schematic flow chart of the method is shown in FIG. 2, and the method includes:

[0062] 110: A distribution device generates a recording instruction, where the recording
instruction includes multimedia data identification information, and the multimedia data
identification information is used for identifying multimedia data that needs to be recorded.

[0063] 120: The distribution device sends the recording instruction to a recording device.
13
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[0064] 130: The recording device identifies multimedia data corresponding to the multimedia
data identification information and records the multimedia data.

[0065] Specifically, the recording device receives multimedia data and identifies, from the
received multimedia data, the multimedia data corresponding to the multimedia data identification
information. Perferably, the recording device receives the multimedia data from a mirrored switch,
and the mirrored switch is configured to mirror data packets of multimedia data transferred between
two communication parties and send mirrored data packets to the recording device.

[0066] It should be noted that, the recording instruction is used for instructing the recording
device to record multimedia data corresponding to the multimedia data identification information,
and the recording instruction may carry an operation command for instructing the recording device
to execute a recording operation. The recording instruction may also carry no operation command.
In an implementation manner where an operation command is not carried in the recording
instruction, the recording device decides that a received message carrying the multimedia data
identification information is from a distribution device, so the message may be considered as a
recording instruction by default.

[0067] According to the embodiment of the present invention, the distribution device does not
need to process and distribute all multimedia data and only needs to decide the multimedia data
identification information corresponding to the multimedia data that needs to be recorded and send
the multimedia data identification information to the recording device, and the recording device
identifies the multimedia data corresponding to the multimedia data identification information and
records the multimedia data, so that the amount of data that the distribution device processes is
small, thereby improving the efficiency of recording multimedia data.

[0068] In addition, the distribution device consumes a small amount of resources, which may
therefore be combined with other devices, so as to reduce server devices and simplify networking.
[0069] The multimedia data identification information included in the recording instruction is
used for identifying the multimedia data that needs to be recorded. The multimedia data may be
specifically one or more types of data among audio data, video data, screen sharing data, image data,
and text data.

[0070] The multimedia data is multimedia data transmitted between two communication parties,
and the two communication parties are referred to as a first communication device and a second
communication device in the following. Specifically, in a point-to-point communication scenario,
the two communication parties may be two point-to-point communication parties, for example, an
agent device and a client terminal, a UC terminal and another UC terminal, a UC terminal and a

non-UC terminal, and the like; in a conference scenario, the two communication parties may be a
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conference terminal and a conference server, multimedia data transmitted from the conference
terminal to the conference server includes audio signals or video signals of the conference terminal,
and multimedia data transmitted from the conference server to the conference terminal includes
mixed audio signals of the conference or video signals of other conference terminals. The
multimedia data transmitted between the two communication parties may include multimedia data
(hereinafter referred to as “multimedia data 1”) sent by the first communication device to the
second communication device and multimedia data (hereinafter referred to as “multimedia data 2)
sent by the second communication device to the first communication device. Correspondingly, the
multimedia data identification information may specifically include information for identifying the
multimedia data 1 and information for identifying the multimedia data 2, and the information for
identifying multimedia data 1 and the information for identifying the multimedia data 2 may be the
same or may also be may different.

[0071] The multimedia data identification information may specifically include an IP address or
a port number or an IP address and a port number corresponding to the multimedia data. The IP
address corresponding to the multimedia data includes a source IP address or a destination IP
address or a source IP address and a destination IP address of the multimedia data. Multimedia data
1 and multimedia data 2 that are included in the multimedia data both have corresponding source IP
addresses and destination IP addresses. The multimedia data identification information may
specifically include an IP address corresponding to multimedia data 1 and an IP address
corresponding to multimedia data 2, for example, a source IP address of multimedia data 1 and a
source IP address of multimedia data 2, or further, a destination IP address of multimedia data 1 and
a destination IP address of multimedia data 2. A port number corresponding to the multimedia data
includes a source port number or a destination port number or a source port number and a
destination port number of the multimedia data. Multimedia data 1 and multimedia data 2 both have
corresponding source port numbers and destination port numbers. The multimedia data
identification information may specifically include a port number corresponding to multimedia data
1 and a port number corresponding to multimedia data 2, for example, a source port number of
multimedia data 1 and a source port number of multimedia data 2, or further, a destination port
number of multimedia data 1 and a destination port number of multimedia data 2.

[0072] It should be noted that, if the source IP address of multimedia data 1 is the same as the
destination IP address of multimedia data 2, the multimedia data identification information may
only include one IP address, and the IP address may be used as the source IP address of multimedia
data 1 and also as the destination IP address of multimedia data 2. If the source port number of

multimedia data 1 is the same as the destination port number of multimedia data 2, the multimedia
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data identification information may only include one port number, and the port number may be used
as the source port number of multimedia data 1 and also as the destination port number of
multimedia data 2.
[0073] Preferably, the recording instruction may further carry information for denoting whether
the IP address or port number is a source IP address or a source port number or is a destination IP
address or a destination port number.
[0074]  The recording instruction may carry identification information of one or more pieces of
multimedia data. An example of identification information of one piece of multimedia data is as
follows:
[0075] Example 1

multimedial: des(destination), IP address 1, port number 1

multimedia2: des(destination), IP address 2, port number 2
[0076] Example 2

multimedial: des(destination), IP address 1, port number 1

multimedia2: sour(source), IP address 1, port number 1
[0077] Example 3

IP address 1, port number 1
[0078] Example 4

multimedial: sour(source), IP address 1, port number 1; des(destination), IP address 2,
port number 2

multimedia2: sour(source), IP address 3, port number 3; des(destination), IP address 4,
port number 4
[0079] Example 5

multimedial: IP address 1, port number 1

multimedia2: IP address 2, port number 2.
[0080] In the foregoing examples, the multimedia data identification information take both an
IP address and a port number as examples; similarly, the multimedia data identification information
also can be an IP address or a port number.
[0081] It should be noted that, if the multimedia data includes audio and video, the multimedia
data identification information of the audio and the multimedia data identification information of
the video might be the same or might be different; if different, and the recording device needs to
record audio and video at the same time, the multimedia data identification information includes the
identification information of the audio (for example, a destination IP address and a destination port

number of the audio) and identification information of the video (for example, a destination IP
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address and a destination port number of the video).

[0082]  The multimedia data identification information may further specifically include a call
identifier corresponding to multimedia data that needs to be recorded. The call identifier
corresponding to the multimedia data may be a call identifier included in a signaling for
establishing a channel for transmitting the multimedia data. Call identifiers corresponding to
multimedia data 1 and multimedia data 2 that are included in the multimedia data may be the same.
[0083] Optionally, the recording instruction may further include a data type of the multimedia
data that needs to be recorded, for example, one or more of data types such as an audio data type, a
video data type, a screen sharing data type, an image data type, a text data type, which is used for
instructing the recording device to record multimedia data corresponding to a designated
multimedia data type. For example, for a video call communication, it may be designated to record
audio data transmitted during the communication only and not to record video data.

[0084]  Three exemplary implementation manners of Embodiment 1 of the present invention are
introduced in the following.

[0085] Exemplary implementation manner A: A distribution device generates a recording
instruction according to received signaling.

[0086] 110A: The distribution device receives the signaling and generates a recording
instruction according to the signaling, where the signaling is a signaling for establishing a channel
for transmitting the multimedia data.

[0087] The signaling may specifically be received from a mirrored switch and may also be
received from a control device (for example, CTI).

[0088] The signaling includes multimedia data identification information. The distribution
device may specifically obtain the multimedia data identification information according to the
signaling, and generate the recording instruction including the multimedia data identification
information; and may further specifically use the signaling (for example, call request signaling) as
the recording instruction, specifically, may directly use the signaling as the recording instruction,
and may further delete a part or all of information other than the multimedia data identification
information in the signaling and use the signaling as the recording instruction.

[0089] If the data received by the distribution device includes signaling and multimedia data,
the distribution device, before generating the recording instruction according to the signaling, may
further include: detecting the signaling from the data.

[0090] The signaling may specifically be SIP signaling, H.323 signaling, H.248 signaling, and
so on. In the following a SIP signaling is taken as an example to illustrate in detail an exemplary

implementation manner of obtaining multimedia data identification information from the signaling:

17



10

15

20

25

30

[0091] Exemplary implementation manner 1: Obtain, from the signaling, a call identifier
corresponding to the multimedia data and use the call identifier as multimedia data identification
information in the recording instruction.

[0092] Specifically, a call identifier is obtained from a call identifier header field of the
signaling; if the signaling is a SIP signaling, then a Call-ID is obtained from a Call-ID header field
of the signaling, the Call-ID is the call identifier. The call identifier may be obtained from any type
of signaling, or the call identifier may be obtained from a specific type of signaling, for example,
from a signaling such as call request signaling INVITE, successful response signaling 200 OK and
successful response acknowledgment signaling ACK. By taking the INVITE signaling as an
example, as shown in FIG. 3-1, a call identifier may be obtained from a Call-ID header field of the
INVITE signaling.

[0093] Exemplary implementation manner 2: Obtain, from the signaling, an IP address or a port
number corresponding to multimedia data, and use the IP address or the port number as the
multimedia data identification information.

[0094] Specifically it may includ that a destination IP address or a destination port number or a
destination IP address and a destination port number of multimedia data 2 is obtained from at least
one piece of signaling sent from a first communication device to a second communication device in
the signaling, and a destination IP address or a destination port number or a destination IP address
and a destination port number of multimedia data 1 is obtained from at least one piece of signaling
sent from the second communication device to the first communication device in the signaling.
[0095] Preferably, the signaling includes session description protocol (SDP information, session
description protocol) information and the IP address is obtained from a connection information
(connection information) field (namely, line "c=") of the SDP information, or the port number is
obtained from a media name and transport address (media name and transport address) field
(namely, line "m=") of the SDP information, or the IP address is obtained from a connection
information field of the SDP information and the port number is obtained from a media name and
transport address field of the SDP information.

[0096] If the source IP address of multimedia data 1 is the same as the destination IP address of
multimedia data 2, or the source port number of multimedia data 1 is the same as the destination
port number of multimedia data 2, the destination IP address or destination port number of
multimedia data 2 may also be obtained from at least one piece of signaling sent from the first
communication device to the second communication device.

[0097] In an actual communication scenario, the first communication device and the second

communication device are a calling device and a called device, respectively. Specifically, a call
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request signaling (for example, SIP INVITE signaling) sent by the calling device to the called
device may be parsed to obtain an IP address or a port number which is used by the calling device
to receive multimedia data sent by the called device; a temporary response signaling (for example,
SIP 183 signaling, SIP 180 signaling) or a successful response signaling (for example, SIP 200 OK
signaling) sent by the called device to the calling device may also be parsed to obtain an IP address
or a port number which is used by the called device to receive multimedia data sent by the calling
device.

[0098] FIG. 3-1 shows an example of INVITE signaling. 1086@192.167.1.248 (hereinafter
referred to as “1086”) calls 8000@192.162.1.29 (hereinafter referred to as “8000”), sends a SIP
INVITE signaling to 8000. a related parameter which is used by 1086 to receive the multimedia
data sent by 800, for example, a destination IP address (192.167.1.248) of the multimedia data and a
destination port number (10574) of the multimedia data, may be obtained from the INVITE
signaling.

[0099] FIG. 3-2 shows an example of a SIP 200 OK message body, which is SIP 200 OK
signaling returned to 8000 when a user corresponding to 1086 pick up a phone. A related parameter
which is used by 8000 to receive the multimedia data sent by 1086, for example, a destination IP
address (192.162.1.29) of the multimedia data and a destination port number (11798) of the
multimedia data, may be obtained from the 200 OK signaling.

[0100] Preferably, the call identifier may be obtained from a certain type of signaling (for
example, INVITE signaling), the call identifier is used to search the received SIP signaling to obtain
other SIP signaling including the call identifier, a signaling including SDP information is then
decided from the signalings having the same call identifier, and an IP address or a port number is
obtained from the SDP information of the decided signaling.

[0101] Perferably, before the generating the recording instruction according to the signaling, the
method further includes: determining whether the signaling satisfies a preset first recording policy;
if yes, generating the recording instruction according to the signaling, where the first recording
policy is used for deciding signaling corresponding to multimedia data that needs to be recorded.
[0102] The determining whether the signaling satisfies a preset first recording policy
specifically includes: determining whether the signaling includes a calling number or a called
number that is matched with a preset recording number, where the recording number is specifically
a number (for example, telephone number) of a communication device corresponding to the
multimedia data that needs to be recorded. One or more preset recording numbers may exist, and
the set of one or more recording numbers is referred to as a a recording number set; or, determining

whether the signaling includes an IP address that is matched with a preset IP address, may
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specifically be determining whether an IP address of a from header field value or a to header field
value or a connection information field of SDP information of the signaling is matched with a preset
IP address, and the preset IP address specifically includes an IP address of the multimedia data that
needs to be recorded. It should be noted that, because the signalings including the same call
identifier include the same calling number and called number, the determining whether the
signaling includes a calling number or a called number that is matched with a preset recording
number may be specifically: determining whether the signaling includes the obtained call identifier,
and the obtained call identifier means a call identifier obtained by parsing the signaling including a
calling number or called number that is matched with a preset recording number.

[0103] In an IPCC scenario, the recording number set is preferably formulated according to an
IPCC agent number, which may be specifically generated according to a set of agent IDs needed to
record and a correspondence between an agent ID and an agent number. The set of agent IDs
needed to record denotes that only communication-related multimedia data of agents corresponding
to agent IDs in the set of agent IDs needed to record are recorded. In an actual IPCC application
scenario, an agent may register with a control device such as a CTI, ACD, PBX, and UAP, where
the control device such as a CTI, ACD, PBX, and UAP may set the set of agent IDs needed to
record, and in the following only the CTI is taken as an example for detailed illustration. When an
agent logs in to a CTI, the CTI records the correspondence between the agent ID and the agent
number. Correspondingly, the foregoing exemplary implementation manner of generating a latest
recording number set through the set of agent IDs needed to record and the correspondence between
the agent ID and the agent number is as follows: for example, a CTI generates a recording number
set through the set of agent IDs needed to record and a table of the correspondence between the
agent ID and the agent number, and sends the recording number set to the distribution device. If a
change occurs on the set of agent IDs needed to record (for example, the registration of a new agent
ID that needs to be recorded, that is, the new agent ID is added to the set of agent IDs needed to
record) or a change occurs on the table of the correspondence between the agent ID and the agent
number (for example, an agent logs in to a CTI, or an agent logs out from a CTI), the recording
number set is updated correspondingly, and the updated recording number set is sent to the
distribution device; further, for example, a CTI sends the set of agent IDs needed to record and the
table of the correspondence between the agent ID and the agent number to the distribution device
and the distribution device generates a recording number set, and if a change occurs on the set of
agent IDs needed to record or the table of the correspondence between the agent ID and the agent
number, correspondingly, the latest set of agent IDs needed to record or the latest table of the

correspondence is sent to the distribution device and the distribution device updates the recording
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number set, or only the updated agent IDs needed to record or correspondence may also be sent to
the distribution device and the distribution device updates the recording number set. Optionally, the
recording number set may also be preconfigured on the distribution device.

[0104] The distribution device may further generate the recording instruction according to
recording instruction information, which may specifically include: first, recording a recording
parameter such as multimedia data identification information and a multimedia data type etc;
obtaining the recording instruction information that instructs recording the multimedia data, and
then generating the recording instruction including the recording parameter. The method of
obtaining the recording instruction information may include: obtaining the recording instruction
information from a signaling (which may be specifically SIP INFO signaling) that has the same call
identifier as the signaling; after the recording instruction information is obtained, deciding the
recorded recording parameter corresponding to the recording instruction information, and
generating a recording instruction including the recording parameter (for example, multimedia data
identification information). The manner of deciding the recorded recording parameter
corresponding to the recording instruction information may include: deciding the recording
parameter according to the parameter included in the SIP INFO; for example, the multimedia data
identification information included in the recorded recording parameter is a Call-ID, thus the
recorded recording parameter may be matched according to the Call-ID included in the SIP INFO;
further, for example, the multimedia data identification information included in the recorded
recording parameter is not a Call-ID but at the same time correspondence between a recording
parameter and a Call-ID is recorded, thus the recorded recording parameter may be matched
according to the Call-ID included in the SIP INFO and the recorded correspondence between the
recording parameter and the Call-ID. In addition, the distribution device may further obtain the
recording instruction information, then obtain a recording parameter of the multimedia data
corresponding to the call, and generate the recording instruction including the recording parameter.
[0105] By adopting the manner of generating a recording instruction according to recording
instruction information, it may be implemented that multimedia data of communication is recorded
only when a user instructs so, which fully respects a recording intention of a user and is particularly
applicable to a UC scenario.

[0106] Preferably, the distribution device detects a signaling denoting that a communication
corresponding to the recording instruction is successfully established (for example, SIP 200 OK,
SIP ACK) and sends the recording instruction; by adopting the implementation manner, it may be
avoided that the multimedia data transmitted before the communication is established (for example,

a multimedia color ring back tone data) is recorded, thereby ensuring that recorded multimedia data
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is multimedia data transmitted between two communication parties.

[0107] 120A: The distribution device sends the recording instruction to a recording device.
[0108] Specifically, a recording device that needs to record multimedia data corresponding to
the multimedia data identification information may be decided first, and then the recording
instruction is sent to the decided recording device.

[0109] The method of deciding the recording device may be specifically deciding the recording
device according to a preset second recording policy. The second recording policy may include a
policy of deciding a recording device based on a load balance. For example, multimedia data of
3000 paths of communication are evenly distributed to 12 recording devices for recording; further,
for example, in a scenario where each recording device is different in hardware performance, for
example, some are new model devices with high performance, which may support 500 paths,
whereas some are old model servers with low performance, which may support 200 paths, a
corresponding load balance may be reached according to the capability specification of each device.
The second recording policy may include a policy of deciding a recording device based on the
feature of multimedia data identification information; for example, communication devices
corresponding to multimedia data, which needs to be recorded and is distributed to one same
recording device, should better be associated in logical locations in the network deployment, that is,
the IP addresses corresponding to multimedia data, which needs to be recorded and is distributed to
one same recording device, should better be continuous, or the port numbers corresponding to
multimedia data, which needs to be recorded and is distributed to one same recording device,
should better be continuous. For example, it is assumed there are 2400 users, and IP addresses
corresponding to multimedia data transmitted by communication devices of the users are distributed
at x.x.1.10-x.x.11.250, so multimedia data of 250 paths of communication corresponding to an IP
address range x.x.1.10-x.x.2.20 may be distributed to one same recording device for recording. The
second recording policy may further include a policy of deciding a recording device according to
set correspondence between a recording device and a recording number set; for example, recording
device 1 records multimedia data corresponding to a number included in recording number set 1. In
specific implementation, the second recording policy may include one or more of various recording
policies (for example, the above three recording policies).

[0110] A recording device for recording multimedia data may be not decided, instead the
recording instruction is directly sent to all recording devices that communicate with the distribution
device, and each recording device decides whether the multimedia data corresponding to
multimedia data identification information included in the recording instruction is the multimedia

data that the recording device needs to record; optimally, before the recording instruction is sent, it
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may further include: sending, to each recording device, the multimedia data identification
information set that the recording device needs to record.

[0111] In addition, the distribution device may first generate the recording instruction, obtain an
instruction of a user, and then send the recording instruction to the recording device. The method of
obtaining the instruction of the user is as described in step 110A. By adopting the manner of
obtaining an instruction of a user and then sending a recording instruction to a recording device, it
may be implemented that multimedia data of communication is only recorded when a user instructs
so, which may fully respect a recording intention of a user and is particularly applicable to a UC
scenario.

[0112] 130A: The recording device, after receiving the recording instruction, identifies
multimedia data corresponding to the multimedia data identification information included in the
recording instruction and records the multimedia data.

[0113] Optionally, the recording device may receive multimedia data and identifies, from the
received multimedia data, the multimedia data corresponding to the multimedia data identification
information. Optimally, the recording device receives the multimedia data from the mirrored switch.
It should be noted that the multimedia data received by the recording device is encapsulated in a
received data packet.

[0114] The identifying the multimedia data corresponding to the multimedia data identification
information may specifically include: determining whether a received data packet includes the
multimedia data identification information; if yes, deciding that data included in the data packet is
multimedia data corresponding to the multimedia data identification information.

[0115] Specifically, as the multimedia data identification information specifically includes an IP
address, the recording device determines whether a destination IP address or a source IP address in
a received data packet is the IP address included in the recording instruction, and if a determination
result is yes, decides that data inluded in the data packet is the multimedia data that needs to be
recorded; or, as the multimedia data identification information specifically includes a port number,
the recording device determines whether a destination port number or a source port number in a
received data packet is the port number included in the recording instruction, and if the
determination result is yes, decides that data contained in the data packet is the multimedia data that
needs to be recorded; or, as the multimedia data identification information includes an IP address
and a port number, the recording device determines whether a destination IP address and a
destination port number in a received data packet are the IP address and the port number that are
included in the recording instruction, and if the determination result is yes, decides that data

included in the data packet is the multimedia data that needs to be recorded; or

23



10

15

20

25

30

The multimedia data identification information specifically includes an IP address and a
port number, the recording device determines whether a source IP address and a source port number
in a received data packet are the IP address and the port number that are included in the recording
instruction, and if the determination result is yes, decides that data included in the data packet is the
multimedia data that needs to be recorded.

[0116] In the following an example in which an IP packet with its data packet encapsulating an
RTP packet is taken to illustrate in detail an exemplary implementation manner of identifying, from
received multimedia data, multimedia data corresponding to multimedia data identification
information:

[0117] As shown in FIG. 4-1 and FIG. 4-2, FIG. 4-1 shows an IP packet encapsulating an RTP
packet sent by 10086 to 8000, whereas FIG. 4-2 shows an IP packet encapsulating an RTP packet
sent by 8000 to 10086. It should be noted that, FIG. 4-1 and FIG. 4-2 only show a source IP address,
a destination IP address, a source port number, and a destination port number in an IP packet but
other fields in this IP packet are omitted.

[0118] The IP packets in FIG. 4-1 and FIG. 4-2 are taken as examples for the following
description. In the following examples, an example of an IP address and a port number is taken for
the multimedia data identification information, and the IP address and the port number in the
following examples may also be replaced by an IP address or a port number.

[0119] Example 1

[0120] Multimedia data identification information in a recording instruction includes a
destination IP address and a destination port number of multimedia data 1 and a destination IP
address and a destination port number of multimedia data 2, which are as follows:

Multimedial: des(destination), 192.162.1.29, 11798

Multimedia2: des(destination), 192.167.1.248, 10574.

[0121] By comparing the destination IP address and the destination port number that are
included in the multimedia data identification information with a destination IP address and a
destination port number in the IP packet, it may be decided that the multimedia data in the IP packet
shown in FIG. 4-1 and the multimedia data in the IP packet shown in FIG. 4-2 are both multimedia
data that needs to be recorded, and it may be decided that the IP packet shown in FIG. 4-1 is a data
packet corresponding to multimedia data 1, whereas the IP packet shown in FIG. 4-2 is a data packet
corresponding to multimedia data 2.

[0122] It should be noted that in Example 1, information for denoting that the IP address and
information that the port number is a source IP address and a source port number or a destination IP

address and a destination port number (for example, des in the example) may be not carried in the
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recording instruction. The recording device may directly match the IP address and the port number,
which are carried in the recording instruction, with the source IP address and the source port
number in the IP packet or with the destination IP address and the destination port number in the IP
packet; and if matched, it is decided that the multimedia data in the IP packet is the multimedia data
that needs to be recorded.
[0123] Example 2
[0124] Multimedia data identification information in a recording instruction includes a
destination IP address and a destination port number of multimedia data 1 and a source IP address
and a source port number of multimedia data 2, which are as follows:

Multimedial: des(destination), 192.162.1.29, 11798

Multimedia2: sour(source), 192.162.1.29, 11798.
[0125] By comparing the destination IP address and the destination port number that are
included in the multimedia data identification information with a destination IP address and a
destination port number in an IP packet, it may be decided that the multimedia data in the IP packet
shown in FIG. 4-1 is multimedia data that needs to be recorded, and it may be decided that the IP
packet shown in FIG. 4-1 is a data packet corresponding to multimedia data 1; by comparing the
source IP address and the source port number that are included in the multimedia data identification
information with a source IP address and a source port number in an IP packet, it may be decided
that the multimedia data in the IP packet shown in FIG. 4-2 is multimedia data that needs to be
recorded, and it may be decided that the the IP packet shown in FIG. 4-2 is a data packet
corresponding to multimedia data 2.
[0126] Example 3
[0127] Multimedia data identification information in a recording instruction includes an IP
address and a port number of multimedia data, and the IP address and the port number are both used
as a destination IP address and a destination port number of multimedia data 1 and used as a source
IP address and a source port number of multimedia data 2:

192.162.1.29, 11798
[0128] By using the IP address and the port number, which are included in the multimedia data
identification information, as the destination IP address and the destination port number to compare
the destination IP address and the destination port number with a destination IP address and a
destination port number in an IP packet, it may be decided that the multimedia data in the IP packet
shown in FIG. 4-1 is multimedia data that needs to be recorded, and it may be decided that the IP
packet shown in FIG. 4-1 is a data packet corresponding to multimedia data 1; by using the IP

address and the port number, which are included in the multimedia data identification information,
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as the source IP address and the source port number to compare the source IP address and the source
port number with a source IP address and a source port number in an IP packet, it may be decided
that the multimedia data in the IP packet shown in FIG. 4-2 is multimedia data that needs to be
recorded, and it may be decided that the the IP packet shown in FIG 4-2 is a data packet
corresponding to multimedia data 2.
[0129] Example 4
[0130] Multimedia data identification information in a recording instruction includes a source
IP address and a source port number of multimedia data 1 and a destination IP address and a
destination port number of multimedia data 1, and further includes a source IP address and a source
port number of multimedia data 2 and a destination IP address and a destination port number of
multimedia data 2:

Multimedial: sour(source), 192.167.1.248, 10574; des(destination), 192.162.1.29, 11798

Multimedia2: sour(source), 192.162.1.29, 11798; des(destination), 192.167.1.248, 10574
[0131] By comparing the source IP address and the source port number, the destination IP
address and the destination port number of Multimedial included in the multimedia data
identification information with a source IP address and a source port number, a destination IP
address and a destination port number in an IP packet, it may be decided that the multimedia data in
the IP packet shown in FIG. 4-1 is multimedia data that needs to be recorded, and it may be decided
that the IP packet shown in FIG. 4-1 is a data packet corresponding to multimedia data 1; and by
comparing the source IP address and the source port number, the destination IP address and the
destination port number of Multimedia2 included in multimedia data identification information with
a source IP address and a source port number, a destination IP address and a destination port number
in an IP packet, it may be decided that the multimedia data in the IP packet shown in FIG. 4-2 is
multimedia data that needs to be recorded, and it may be decided that the IP packet shown in FIG.
4-2 is a data packet corresponding to multimedia data 2.
[0132] In addition, a call identifier field may be extended in the data packet so as to carry a call
identifier (for example, Call-ID) corresponding to the data packet; for example, a Call-ID field is
extended in an RTP packet header field. If the multimedia data identification information is a call
identifier (for example, Call-ID), correspondingly, the identifying the multimedia data
corresponding to the multimedia data identification information may further specifically include:
determining whether a received data packet includes the call identifier; if yes, deciding that data
included in the data packet is the multimedia data that needs to be recorded. Specifically, the data
packet corresponding to multimedia data 1 and the data packet corresponding to multimedia data 2

may further be decided in combination with the information for distinguishing multimedia data 1
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from multimedia data 2 in the data packet.

[0133]  The data received by the recording device may include signaling and multimedia data. If
the multimedia data identification information included in the recording instruction is a call
identifier, optionally, the recording device may obtain a signaling including the call identifier
according to the call identifier (for example, find signaling including the call identifier from the
received signaling through matching), obtain an IP address from the obtained signaling, determine
whether a destination IP address or a source IP address in a received data packet is the obtained IP
address, and if the determination result is yes, decide that data included in the data packet is the
multimedia data that needs to be recorded; or, obtain a port number from the obtained signaling,
determine whether a destination port number or a source port number in the received data packet is
the obtained port number, and if the determination result is yes, decide that data included in the data
packet is the multimedia data that needs to be recorded; or, obtain an IP address and a port number
from the obtained signaling, determine whether a destination IP address and a destination port
number in the received data packet are the obtained IP address and port number, and if the
determination result is yes, decide that data included in the data packet is the multimedia data that
needs to be recorded; or, obtain an IP address and a port number from the obtained signaling,
determine whether a source IP address and a source port number in the received data packet are the
obtained IP address and port number, and if the determination result is yes, decide that data inlcuded
in the data packet is the multimedia data that needs to be recorded. It should be noted that the
method for obtaining an IP address or a port number from the matched signaling is the same as that
described in step 110A.

[0134] If recorded data includes multimedia data 1 and multimedia data 2, and both multimedia
data 1 and multimedia data 2 include audio, preferably, the recording device mixes the audio
included in multimedia data 1 and the audio included in multimedia data 2 and records and stores
mixed audio.

[0135] Perferably, if the recording instruction further includes the type of the multimedia data
that needs to be recorded, for example, audio or video, the recording device may decide the
multimedia data that needs to be recorded according to the type of multimedia data carried in the
data packet.

[0136] Perferably, the recording device may also screen the received data packet to acquire a
data packet which might be recorded, and then identify, from the data packet that is acquired
through screening, a data packet corresponding to the multimedia data identification information
included in the recording instruction, where the multimedia data identification information set is

preconfigured or obtained from the distribution device, or generated according to the multimedia
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data identification information included in a previously received recording instruction. Preferably, if
the recording device receives data that includes signaling and multimedia data, specifically, the
recording device may detect a data packet from the received data, screen the detected data packet to
acquire the data packet corresponding to a multimedia data identification information set, and
identify, from the data packet that is acquired through screening, the data packet corresponding to
the multimedia data identification information included in the recording instruction.

[0137] The screening operation may, specifically, be performed according to a locally stored
multimedia data identification information set, and the multimedia data identification information
set may be an IP address set (for example, an IP address range) or a port number set (for example, a
port number range) or an IP address set and a port number set. The IP address range or the port
number range may specifically be a completely continuous range or may also be a partially
continuous range; by taking an IP address range as an example, the example of a completely
continuous IP address range is x.x.1.10-x.x.2.20, and the example of a partially continuous IP
address range is x.x.1.10-x.x.1.120 and x.x.1.120-x.x.2.20. The multimedia data identification
information set may be received from the distribution device and may also be generated according
to the multimedia data identification information included in the recording instruction sent by the
distribution device; for example, multimedia data identification information, which the recording
device needs to record and is included in the received recording instruction, is recorded to form a
multimedia data identification information set. Because the multimedia data identification
information included in the multimedia data identification information set is not completely discrete,
instead completely continuous or partially continuous, that is, these pieces of multimedia data
identification information are logically related, the multimedia data identification information set
may be denoted by a logic expression of a continuous range (such as the port numbers 10000-10030
or the IP addresses x.x.10.10-x.x.11.70) to rapidly perform comparison and perform screening to
acquire media that might need to be recorded. The screening operation may be further specifically
to perform screening according to other screening conditions, such as a data packet type (for
example, only audio data is recorded).

[0138] It should be noted that, if the recording device receives data that includes signaling and
multimedia data, that is, the received data packet includes a data packet encapsulating signaling and
a data packet encapsulating multimedia data, before the recording device identifies, from the
received multimedia data, the multimedia data corresponding to the multimedia data identification
information included in the recording instruction, the method may further include: detecting
multimedia data from the data, that is, detecting, from the received data packet, a data packet

encapsulating the multimedia data.

28



10

15

20

25

30

[0139] Perferably, the recording device may further cache the received data packet, and screen
the cached data packet to acquire a data packet which might be recorded. Specifically, an exemplary
implementation manner is as follows: first, caching a received data packet (for example, caching in
a real-time first in, first out manner), and then executing a real-time comparison screening operation;
as long as a data packet does not conform to the logic expression of a multimedia data identification
information set, discarding the data packet in real time; and if a data packet conforms to the logic
expression, performing screening to acquire the data packet.

[0140] It should be noted that, if the recording device receives data that includes signaling and
multimedia data, that is, the received data packet includes a data packet encapsulating signaling and
a data packet encapsulating multimedia data, specifically, the received data packet is cached in real
time, the data packet encapsulating multimedia data is detected from the cached data packet, and a
data packet corresponding to a multimedia data identification information set is acquired through
screening the detected data packet encapsulating multimedia data.

[0141] The multimedia data is cached in real time and a data packet including multimedia data
that might need to be recorded is acquired through screening, through real-time comparison
according to a logic expression, to subsequently identify, from the data packet that is acquired
through screening for recording, a data packet including multimedia data that needs to be recorded,
which may handle large real-time network traffic, thereby further improving efficiency of a
recording device.

[0142] Optionally, if the distribution device does not first decide a recording device that records
multimedia data, instead directly sends, to all recording devices that communicate with the
distribution device, a recording instruction for instructing recording of the multimedia data, each
recording device needs to decide whether multimedia data corresponding to multimedia data
identification information included in the recording instruction is multimedia data that the recording
device needs to record, specifically, making a decision according to the multimedia data
identification information set; that is, if the multimedia data identification information included in
the recording instruction is a multimedia data identification information set, it is decided that the
multimedia data corresponding to the multimedia data identification information is multimedia data
that the recording device needs to record.

[0143] Perferably, the distribution device and the recording device receive the same data, and
the data includes signaling and multimedia data, which may be specifically mirrored data received
from a mirrored switch.

[0144] FIG 5 shows an optimal exemplary implementation manner of exemplary

implementation manner A.
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[0145] A mirrored switch sends converged mirrored data (3000 pieces of mirrored data as
shown in FIG. 5) to a distribution device and each recording device seperately, and the mirrored
data includes signaling and multimedia data.

[0146] After receiving the mirrored data, the distribution device generates a recording
instruction including multimedia data identification information according to the signaling included
in the mirrored data, and instructs a recording device, which needs to record multimedia data
corresponding to the multimedia data identification information, to record the multimedia data.
[0147] After receiving the mirrored data, the recording device identifies the multimedia data,
which needs to be recorded, from the multimedia data included in the received mirrored data
according to the multimedia data identification information included in the received recording
instruction and records the multimedia data, and a recorded file may be stored on the recording
device or may also be stored on a storage device that communicates with the recording device.
[0148] By adopting the optimal exemplary implementation manner, automatic recording of
multimedia data may be implemented in a large-capacity office scenario, and a processing capacity
upper limit hardly exists; as long as communication related data is converged to one port and
mirrored to a distribution device of a recording system, the recording system can completes
recording of multimedia data independently and effectively.

[0149] In actual deployment, communication related data of an extra-large-capacity office may
be converged and mirrored through multiple ports seperately and the communication multimedia
data mirrored from each port is recorded, seperately.

[0150] According to exemplary implementation manner A in Embodiment 1 of the present
invention, the distribution device does not need to process and distribute multimedia data and the
distribution device only needs to process the received signaling, decide, according to the signaling,
the multimedia data identification information corresponding to the multimedia data that needs to
be recorded, and send the multimedia data identification information to the recording device, and
the recording device identifies the multimedia data corresponding to the multimedia data
identification information and records the multimedia data, so that the amount of data that the
distribution device processes is small, which consumes a small amount of resources and does not
cause a performance bottleneck, thereby improving the efficiency of recording multimedia data.
[0151] An exemplary implementation manner B: A distribution device generates a recording
instruction according to obtained multimedia data identification information.

[0152] 110B: The distribution device receives multimedia data identification information from a
control device, and generates a recording instruction including the multimedia data identification

information.
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[0153] Specifically, the control device obtains the multimedia data identification information
from the received signaling and sends the obtained multimedia data identification information to the
distribution device, and the distribution device generates the recording instruction including the
multimedia data identification information; the control device may further obtain, from the
signaling, a calling number or a called number corresponding to the multimedia data identification
information and send the calling number or the called number to the distribution device, and the
distribution device determines whether the calling number or the called number is matched with a
preset recording number, and if yes, generates the recording instruction including the multimedia
data identification information.

[0154] 120B: Similar to step 120A, which is not described here; and

[0155] 130B: Similar to step 130A, which is not described here.

[0156] In exemplary implementation manner B, the control device parses a signaling to obtain
the multimedia data identification information and sends the multimedia data identification
information to the distribution device for generating a recording instruction, and the distribution
device does not need to receive and parse the signaling, thereby further reducing a processing load
of the distribution device and further improving efficiency of recording multimedia data.

[0157] It should be noted that, exemplary implementation manner B mainly focus on a case
where the distribution device and the control device are combined.

[0158] In actual applications, the recording instruction may further include communication
related description information corresponding to the multimedia data identification information,
which includes, but is not limited to: the numbers of two communication parties, an ID of an agent,
identity information of a client, data type interaction information during communication between an
agent and a client, recording value information, evaluation information, so that the description
information is recorded for subsequent use while the recording device records multimedia data. In
exemplary implementation manner A, the description information may specifically be obtained
through parsing the signaling by the distribution device; and in exemplary implementation manner
B, the description information may be specifically obtained through parsing received signaling by
the control device and sent to the distribution device.

[0159] Exemplary implementation manner C: A distribution device generates a recording
instruction according to a preset third recording policy.

[0160] 110C: The distribution device generates a recording instruction according to a preset
third recording policy, where the third recording policy is used for deciding multimedia data
identification information of multimedia data that each recording device needs to record.

[0161] Specifically, user identity information corresponding to each recording device is preset,
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and a correspondence between the user identity information and multimedia data identification
information (for example, an IP address or a port number or an IP address and a port number) is
preset, where the user identity information may specifically be a telephone number (for example, a
telephone number of a UC user, a telephone number of an agent), an ID of an agent, and the like.
The distribution device obtains the preset user identity information corresponding to each recording
device, respectively, further obtains multimedia data identification information corresponding to the
user identity information, and generates the recording instruction including the multimedia data
identification information.

[0162] Specifically, multimedia data identification information corresponding to each recording
device is preset, and the distribution device obtains the preset multimedia data identification
information corresponding to each recording device, respectively, and generates the recording
instruction including the multimedia data identification information.

[0163] The generating the recording instruction including the multimedia data identification
information may be specifically: generating a recording instruction for each recording device,
respectively, and placing multimedia data identification information corresponding to each obtained
recording device into the recording instruction generated for the recording device, respectively; may
further be specifically: generating a same recording instruction for all recording devices that
communicate with the distribution device, placing multimedia data identification information
corresponding to each obtained recording device in the recording instruction, and the
correspondence between the recording device and the multimedia data identification information
corresponding to the recording device is carried in the recording instruction.

[0164] 120C: The distribution device sends the recording instruction to the recording device.
[0165] Specifically, if in step 110C one recording instruction is generated for each recording
device, respectively, the recording instruction generated for each recording device is sent to the
device, respectively, and if in step 110C the same recording instruction is generated for all
recording devices that communicate with the distribution device, the recording instruction is sent to
all the recording devices.

[0166] 130C: After receiving the recording instruction, the recording device identifies, from the
received multimedia data, multimedia data corresponding to the multimedia data identification
information included in the recording instruction and records the identified multimedia data.

[0167] If the recording instruction includes the correspondence between the recording device
and the multimedia data identification information corresponding to the recording device, the
multimedia data identification information corresponding to the recording device is first decided

according to the correspondence, and then the decided multimedia data corresponding to the
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multimedia data identification information is identified from the received multimedia data, and the
identified multimedia data is recorded.
[0168] For the specific implementation of the identification operation and the recording
operation, reference may be made to step 130A.
[0169] In exemplary implementation manner C, the distribution device does not need to parse
the signaling, instead directly sends the identification information of multimedia data, which each
recording device needs to record currently, to each recording device according to the second
recording policy, seperately. By adopting the implementation manner, the processing efficiency of
the distribution device is high and the implementation cost is low.
[0170] It should be noted that, in Embodiment 1 of the present invention, the distribution device
may further send recording additional information to the recording device, where the recording
additional information may include information for instructing a recording manner. For example,
for recording of video multimedia data, videos may be recorded by different levels according to
resolutions and the like. For example, videos lower than standard definition are entirely recorded,
and high-definition videos are recorded partially (64 frames in every 256 multimedia data frames
are recorded). The recording additional information may be carried in a recording instruction, and
may also be sent through instructions other than the recording instruction.
[0171] According to Embodiment 1 of the present invention, Embodiment 2 of the present
invention provides a distribution device for recording multimedia data 100.
[0172] As shown in FIG. 6, the distribution device for recording multimedia data 100 may
include:

an instruction generation unit 1002, configured to generate a recording instruction,
where the recording instruction includes multimedia data identification information, and the
multimedia data identification information is used for identifying multimedia data that needs to be
recorded; and

an instruction sending unit 1003, configured to send the recording instruction to a
recording device, so that the recording device identifies multimedia data corresponding to the
multimedia data identification information and records the multimedia data.
[0173] As shown in FIG. 7, preferably, the distribution device 100 may further include a data
receiving unit 1001A, where the data receiving unit is configured to receive data, the data includes
signaling, the signaling is a signaling for establishing a channel for transmitting multimedia data.
Specifically, the data may be received through a first network adapter (which may include one or
more network adapters). The instruction generation unit is specifically configured to generate the

recording instruction according to the signaling.
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[0174] Preferably, the instruction generation unit is further configured to determine whether the
signaling satisfies a first recording policy that is used for deciding the signaling corresponding to
multimedia data that needs to be recorded. If yes, the instruction generation unit generates the
recording instruction according to the signaling. For example, it is determined whether the signaling
includes a calling number or a called number that is matched with a preset recording number, and if
yes, the recording instruction is generated according to the signaling, where the recording number is
specifically a number (for example, a telephone number) of a communication device corresponding
to multimedia data that needs to be recorded; further, determine whether the signaling includes an
IP address that is matched with a preset IP address, where the preset IP address specifically includes
a source IP address or a destination IP address of the multimedia data that needs to be recorded, and
if yes, generate the recording instruction according to the signaling.

[0175] Preferably, as the signaling includes session description protocol SDP information, the
instruction generation unit is specifically configured to obtain an IP address from a connection
information (connection information) field (namely, line "c=") of the SDP information and generate
a recording instruction including the IP address, or obtain a port number from a media name and
transport address (media name and transport address) field (namely, line "m=") of the SDP
information and generate a recording instruction that includes the port number, or obtain an IP
address from a connection information field of the SDP information and obtain a port number from
a media name and transport address field of the SDP information and generate a recording
instruction including the IP address and the port number; or, specifically configured to obtain a call
identifier from a call identifier Call-ID header field of the signaling and generate a recording
instruction including the call identifier.

[0176] If the data includes signaling and multimedia data, the device may further include a
signaling detection unit, configured to detect signaling from the data.

[0177] Preferably, if the distribution device further has the function of recording multimedia
data, the distribution device may further include a recording unit 1004, and the instruction sending
unit is further configured to send a recording instruction to the recording unit so as to instruct the
recording unit to record multimedia data corresponding to the multimedia data identification
information; and the recording unit records the multimedia data corresponding to the multimedia
data identification information. Specifically, after receiving the recording instruction, the recording
unit identifies, from the received multimedia data, multimedia data corresponding to multimedia
data identification information included in the recording instruction and records the multimedia data
corresponding to the multimedia data identification information. Preferably, the recording unit

receives the multimedia data through a second network adapter (which may include one or more
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network adapters) or receives data that includes signaling and the multimedia data through a second
network adapter and detects the multimedia data from the data.

[0178] The first network adapter and the second network adapter may be the same network
adapter, and perferably, may also be different network adapters. In a scenario where the distribution
device and an existing recording device are combined, if the first network adapter and the second
network adapter are different network adapters, a network link for implementing the functions of
receiving and detecting signaling and a network link for implementing the recording operation are
separate in terms of a physical network, so that after the combination, the process of receiving and
detecting signaling and the original process of recording by the recording device are independent of
each other on a network link, thereby guaranteeing high performance of recording multimedia data.
[0179] Preferably, the instruction generation unit is specifically configured to generate the
recording instruction according to a preset third recording policy, where the third recording policy is
used for deciding multimedia data identification information of multimedia data that each recording
device needs to record. The instruction generation unit may be specifically configured to obtain
preset user identity information corresponding to each recording device, further obtain preset
multimedia data identification information corresponding to the user identity information, and
generate the recording instruction including the multimedia data identification information, where
the user identity information may specifically be a telephone number (for example, a telephone
number of a UC user, a telephone number of an agent), an ID of an agent, and the like, and the
multimedia data identification information may be an IP address or a port number or an IP address
and a port number; the instruction generation unit may be further specifically configured to obtain
preset multimedia data identification information corresponding to each recording device,
respectively, and generate the recording instruction including the multimedia data identification
information. The generating the recording instruction including the multimedia data identification
information may specifically be: generating one recording instruction for each recording device,
respectively, and placing the obtained multimedia data identification information corresponding to
each recording device in the recording instruction generated for the recording device, respectively;
may be further specifically: generating the same recording instruction for all recording devices that
communicate with the distribution device, placing the obtained multimedia data identification
information corresponding to each recording device in the recording instruction, and carrying, in the
recording instruction, the correspondence between the recording device and the multimedia data
identification information corresponding to the recording device.

[0180] As shown in FIG. 8, the distribution device may further include a multimedia data

identification information receiving unit 1001B, configured to receive multimedia data
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identification information, and specifically receive, from a control device, the multimedia data
identification information obtained by the control device from received signaling; the instruction
generation unit is specifically configured to generate the recording instruction including the
multimedia data identification information. Perferably, the multimedia data identification
information receiving unit is further configured to obtain a calling number or a called number
corresponding to the multimedia data identification information, and the instruction generation unit
is further configured to determine whether the calling number or the called number is matched with
a preset recording number, and when the determination result is yes, generate the recording
instruction including the multimedia data identification information.
[0181] Perferably, the device further includes a recording device decision unit, configured to
decide, according to a preset second recording policy, a recording device for recording the
multimedia data corresponding to the multimedia data identification information; the instruction
sending unit is specifically configured to send the recording instruction to the decided recording
device; or, the instruction sending unit is specifically configured to send the recording instruction to
all recording devices that communicate with the distribution device, so that each recording device
determines whether the multimedia data corresponding to the multimedia data identification
information included in the recording instruction is the multimedia data that the recording device is
instructed to record, and when the determination result is yes, record the multimedia data.
[0182] Specifically, a dedicated hardware circuit (for example, a hardware circuit such as a field
programmable gate array (FPGA, field programmable gate array)) may be used to implement a part
or all of the functions of the distribution device; specifically, the hardware circuit is adopted to
implement the function of one or more units included in the distribution device, thereby further
improving the performance of a distribution device.
[0183] Fro the specific function implementation of the distribution device 100. reference may
be made to Embodiment 1 of the present invention.
[0184] According to Embodiment 1 of the present invention, Embodiment 3 of the present
invention provides a recording device for recording multimedia data 200.
[0185] As shown in FIG. 9, the recording device for recording multimedia data 200 includes:

an instruction receiving unit 2001, configured to receive a recording instruction from a
distribution device, where the recording instruction includes multimedia data identification
information, and the multimedia data identification information is used for identifying multimedia
data that needs to be recorded;

a multimedia data identification unit 2005, configured to identify, according to the

multimedia data identification information, the multimedia data that needs to be recorded; and
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a recording unit 2006, configured to record the multimedia data.
[0186] Optionally, as shown in FIG. 10, the recording device may further include a data
receiving unit 2002, configured to receive data, where the data includes multimedia data, and
perferably, specifically configured to receive the data from a mirrored switch. The multimedia data
identification unit is specifically configured to identify, from the received multimedia data,
multimedia data corresponding to the multimedia data identification information.
[0187] The specific function implementation of the multimedia data identification unit included
in the recording instruction is as follows:
[0188] As the multimedia data identification information specifically includes a call identifier,
the multimedia data identification unit is specifically configured to determine whether a received
data packet includes the call identifier, and if yes, decide that data included in the data packet is the
multimedia data that needs to be recorded.
[0189] Alternatively, the multimedia data identification information specifically includes a call
identifier, the multimedia data identification unit is specifically configured to obtain signaling
including the call identifier according to the call identifier (for example, finding signaling
containing the call identifier from the received signaling through matching), obtain an IP address
from the obtained signaling, determine whether a destination IP address or a source IP address in a
received data packet is the obtained IP address, and if the determination result is yes, decide that
data included in the data packet is the multimedia data that needs to be recorded; or obtain a port
number from the obtained signaling, determine whether a destination port number or a source port
number in a received data packet is the obtained port number, and if the determination result is yes,
decide that data included in the data packet is the multimedia data that needs to be recorded; or,
obtain an IP address and a port number from the obtained signaling, determine whether a
destination IP address and a destination port number in a received data packet are the obtained IP
address and port number, and if the determination result is yes, decide that data included in the data
packet is the multimedia data that needs to be recorded; or, obtain an IP address and a port number
from the obtained signaling, determine whether a source IP address and a source port number in a
received data packet are the obtained IP address and port number, and if the determination result is
yes, decide that data included in the data packet is the multimedia data that needs to be recorded.
[0190] Alternatively, the multimedia data identification information specifically includes an IP
address, the multimedia data identification unit is specifically configured to determine whether a
destination IP address or a source IP address in a received data packet is the IP address included in
the recording instruction, and if the determination result is yes, decide that data included in the data

packet is the multimedia data that needs to be recorded.

37




10

15

20

25

30

[0191] Alternatively, the multimedia data identification information specifically includes a port
number, the multimedia data identification unit is specifically configured to determine whether a
destination port number or a source port number in a received data packet is the port number
included in the recording instruction, and if the determination result is yes, decide that data included
in the data packet is the multimedia data that needs to be recorded.

[0192] Alternatively, the multimedia data identification information specifically includes an IP
address and a port number, the multimedia data identification unit is specifically configured to
determine whether a destination IP address and a destination port number in a received data packet
are the IP address and the port number that are included in the recording instruction, and if the
determination result is yes, decide that data included in the data packet is the multimedia data that
needs to be recorded; or, as the multimedia data identification information specifically includes an
IP address and a port number, the recording device determines whether a source IP address and a
source port number in a received data packet are the IP address and the port number that are
included in the recording instruction, and if the determination result is yes, decides that data
included in the data packet is the multimedia data that needs to be recorded.

[0193] Perferably, the data received by the data receiving unit specifically includes signaling
and multimedia data; the device further includes a multimedia data detection unit, configured to
detect multimedia data from the received data; the multimedia data identification unit is specifically
configured to identify the multimedia data, which needs to be recorded, from the detected
multimedia data according to the multimedia data identification information.

[0194] As shown in FIG. 11, perferably, the recording device 200 further includes a multimedia
data screening unit 2004, where the multimedia data screening unit is configured to screen received
multimedia data to acquire multimedia data corresponding to a multimedia data identification
information set, the multimedia data identification information set may specifically be
preconfigured or obtained from the distribution device or generated according to the multimedia
data identification information included in the previously received recording instruction, and the
multimedia data identification information set may be specifically an IP address range or a port
number range or an IP address range and a port number range; the multimedia data identification
unit is specifically configured to: according to the multimedia data identification information
included in the recording instruction, identify the multimedia data, which needs to be recorded,
from the multimedia data that is acquired through screening.

[0195] Perferably, the recording device 200 further includes a data caching unit 2003,
configured to cache received data in real time, where the data includes multimedia data; the

multimedia data screening unit is specifically configured to screen the cached multimedia data to
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acquire the multimedia data corresponding to the multimedia data identification information set.
[0196] Perferably, the instruction receiving unit receives the recording instruction through a
third network adapter (which may include one or more network adapters); and the data receiving
unit receives the data through a fourth network adapter (which may include one or more network
adapters).
[0197] The third network adapter and the fourth network adapter may be the same network
adapter, and perferably, may also be different network adapters; if the third network adapter and the
fourth network adapter are different network adapters, the network link via which the recording
device and the distribution device perform communication (for example, receiving a recording
instruction) and the network link for implementing a recording operation are separate in terms of a
physical network and are independent of each other, thereby improving performance of the
recording device.
[0198] Specifically, a dedicated hardware circuit (for example, a hardware circuit such as a
FPGA) may be used to implement a part or all of the functions of the the recording device;
specifically, the hardware circuit is used to implement the function of one or more units included in
the recording device, thereby further improving performance of a recording device.
[0199] For the specific function implementation of the recording device,reference may be made
to Embodiment 1 of the present invention.
[0200] According to Embodiments 1 to 3 of the present invention, Embodiment 4 of the present
invention provides a system for recording multimedia data.
[0201] As shown in FIG. 12, the recording system for recording multimedia data includes:
a distribution device, which is specifically the distribution device in Embodiment 2; and
a recording device, which is specifically the recording device in Embodiment 3.
[0202] Perferably, the recording system further includes a first mirrored switch, and the
recording device receives multimedia data from the first mirrored switch. Optionally, the system
further includes a second mirrored switch, and the distribution device receives signaling from the
second mirrored switch. It should be noted that the first mirrored switch and the second mirrored
switch may be a same mirrored switch.
[0203] The recording system may further include a storage device, where the storage device is
configured to store a multimedia data file recorded by the recording device.
[0204] Optionally, the recording system further includes a control device, the distribution
device receives signaling or multimedia data identification information from the control device, and
if the distribution device receives the multimedia data identification information from the control

device, specifically, the control device is configured to obtain multimedia data identification
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information from the received signaling and send the obtained multimedia data identification
information to the distribution device, and the distribution device is specifically configured to
generate the recording instruction including the multimedia data identification information.
Perferably, the control device is further configured to obtain, from the signaling, a calling number or
a called number corresponding to the multimedia data identification information and send the
calling number and the called number to the distribution device, and the distribution device is
further configured to determine whether the calling number or the called number is matched with a
preset recording number, and if the determination result is yes, generate the recording instruction
including the multimedia data identification information.

[0205] For the specific function implementation of the recording system, reference may be
made to Embodiments 1 to 3 of the present invention.

[0206] The distribution device in Embodiments 1 and 2 of the present invention can be
implemented by electronic hardware or a combination of computer software and electronic
hardware. If it is implemented by a combination of computer software and electronic hardware,
specifically, it may be implemented by running a computer program on a computer. The computer
program includes a program code (program code), and the method in Embodiment 1 of the present
invention may be implemented by running the computer program on a computer. The computer
includes, but is not limited to, a PC, a server, a PAD, and a notebook computer.

[0207] The schematic structural view of the system of the computer is shown in FIG. 13, which
includes a processor, a memory, a storage controller, a communication apparatus, and may further
include a persistent memory, a persistent storage controller, a display apparatus, a display controller,
an input apparatus, and an /O controller.

[0208] The memory is configured to store a computer program and data, the computer program
includes a program code, and the program code includes a computer operation instruction. The
computer operation instruction includes a computer operation instruction for implementing the
function of each unit of the distribution device provided in Embodiment 2 of the present invention.
The data includes data needed for processing the computer operation instruction and data generated
in executing the computer operation instruction, and may specifically include data (include
signaling) received by a distribution device, multimedia data identification information obtained
from signaling, a preset recording policy written in a memory, received multimedia data
identification information, a generated recording instruction, and the like. The memory is
specifically a volatile memory.

[0209] The storage controller is configured to address and access operation instructions and data

that are stored in the memory. The storage controller is controlled by the processor.
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[0210] The main processor is configured to execute a computer program stored in a memory.
The main processor is a central processing unit (CPU, central processing unit) and is a core unit of a
computer.

[0211]  The persistent memory is configured to persistently store an application, an operating
system, and file data. The application may specifically include an application corresponding to a
computer program of the distribution device, and the stored file data specifically includes a file
saving a preset recording policy. The persistent storage apparatus includes, but is not limited to, a
magnetic disk, a magnetic tape, a memory card, and the like.

[0212] The persistent storage controller is configured to address and access an application, an
operating system, and file data in the persistent memory. The persistent memory is controlled by the
processor.

[0213] The display apparatus is configured to present a processing result of a computer. The
processing result of a computer may be specifically an operation process and an operation result in
Embodiments 1 and 2, which includes a configuration process and a configuration result of
configuring a recording policy. The display apparatus includes, but is not limited to, a display, a
display screen, a touchscreen, and the like.

[0214] The display controller is configured to control the display apparatus to present the
processing result of the computer.

[0215] The input apparatus is configured to input an operation instruction. The operation
instruction may specifically include an operation instruction for configuring a recording policy in
Embodiments 1 and 2. The input apparatus includes, but is not limited to, a keyboard, a mouse, a
touchscreen, and the like.

[0216] The /O controller is configured to control input and output of a computer system. The
I/O controller is specifically configured to control input of the input apparatus.

[0217] The communication apparatus is configured to connect the distribution device to the
Internet, an intranet or a local area network. Specifically, in Embodiments 1 and 2, the distribution
device may receive information through the communication apparatus, for example, receive
signaling, multimedia data identification information, a recording number set that is sent by a
control device, and the like, and may further send information through the communication
apparatus, for example, send a recording instruction, recording additional information, and the like
to the recording device. The communication apparatus includes, but is not limited to, a network
adapter, a GPRS module, a WIFI module, a 3G module, and the like.

[0218] The recording device in Embodiments 1 and 3 of the present invention may be

implemented by electronic hardware or a combination of computer software and electronic
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hardware. If it is implemented by a combination of computer software and electronic hardware,
specifically, it may be implemented by running a computer program on a computer, the computer
program includes a program code (program code), and the method in Embodiment 1 of the present
invention may be implemented by running the computer program on a computer. The computer
includes, but is not limited to, a PC, a server, a PAD, and a notebook computer.

[0219] The system structure of the computer includes a processor, a memory, a storage
controller, and a communication apparatus, and may further include a persistent memory, a
persistent storage controller, a display apparatus, a display controller, an input apparatus, an I/O
controller.

[0220] The memory is configured to store a computer program and data, the computer program
includes a program code, and the program code includes a computer operation instruction. The
computer operation instruction includes a computer operation instruction for implementing the
function of each unit of the recording device provided in Embodiment 3 of the present invention.
The data includes data needed for processing the computer operation instruction and data generated
in executing the computer operation, and may specifically include data received by a recording
device (which includes multimedia data), a multimedia data identification information set, a
recording instruction received from the distribution device, and the like. The memory is specifically
a volatile memory.

[0221] The storage controller is configured to address and access the operation instruction and
data that are stored in the memory. The storage controller is controlled by the processor.

[0222] The main processor is configured to execute a computer program stored in a memory.
The main processor is the central processing unit (CPU, central processing unit) and is a core unit
of a computer.

[0223] The persistent memory is configured to persistently store an application, an operating
system, and file data. The application may specifically include an application corresponding to a
computer program of the recording device, and the stored file data specifically includes a
multimedia data file saving the records and generation in Embodiments 1 and 3, a database file for
recording communication-related description information, and the like. The persistent storage
apparatus includes, but is not limited to, a magnetic disk, a magnetic tape, a memory card, and the
like.

[0224] The persistent storage controller is configured to address and access an application, an
operating system, and file data in the persistent memory. The persistent memory is controlled by the
processor.

[0225] The display apparatus is configured to present a processing result of a computer. The
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processing result of a computer may be specifically an operation process and an operation result in
Embodiments 1 and 3, which includes a recording process, a recording result, and the like. The
display apparatus includes, but is not limited to, a display, a display screen, a touchscreen, and the
like.

[0226] The display controller is configured to control the display apparatus to present the
processing result of a computer.

[0227] The input apparatus is configured to input an operation instruction. The operation
instruction may specifically include an operation instruction for configuring a multimedia data
identification information set in Embodiments 1 and 3. The input apparatus includes, but is not
limited to, a keyboard, a mouse, a touchscreen, and the like.

[0228] The /O controller is configured to control input and output of a computer system. The
I/O controller is specifically configured to control input of the input apparatus.

[0229] The communication apparatus is configured to connect the recording device to the
Internet, an intranet or a local area network. Specifically, in Embodiments 1 and 3, the recording
device may receive information through the communication apparatus, for example, receive
multimedia data, a recording instruction sent by the distribution device, recording additional
information sent by the distribution device, and the like, and may further send information with the
communication apparatus, for example, send a recorded multimedia data file to the storage device.
The communication apparatus includes, but is not limited to, a network adapter, a GPRS module, a
WIFI module, and a 3G module.

[0230]  According to Embodiment 1 and Embodiment 2 of the present invention, Embodiment 5
of the present invention provides a distribution device for recording multimedia data.

[0231] The distribution device includes a processor and a memory, the memory is configured to
store an operation instruction, and the processor executes the operation instruction to implement the
functions as follows:

[0232] A distribution device generates a recording instruction, where the recording instruction
includes multimedia data identification information, and the multimedia data identification
information is used for identifying multimedia data that needs to be recorded, and sends the
recording instruction to a recording device, so that the recording device identifies the multimedia
data corresponding to the multimedia data identification information and records the multimedia
data.

[0233] In a possible implementation manner, the distribution device receives signaling, where
the signaling is signaling for establishing a channel for transmitting the multimedia data, and after

receiving the signaling, obtains the multimedia data identification information according to the
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signaling, and generates the recording instruction including the multimedia data identification
information. The multimedia data identification information may specifically include a call
identifier corresponding to the multimedia data or an IP address corresponding to the multimedia
data or a port number corresponding to the multimedia data or an IP address and a port number that
are corresponding to the multimedia data. The obtaining the multimedia data identification
information according to the signaling may be specifically: obtaining a call identifier from a call
identifier header field of the signaling, and using the call identifier as the multimedia data
identification information; and may further specifically be: as the signaling includes session
description protocol SDP information, obtaining an IP address from a connection information field
of the SDP information, and using the IP address as the multimedia data identification information;
or, obtaining a port number from a media name and transport address field of the SDP information,
and using the port number as the multimedia data identification information; or, obtaining an IP
address from a connection information field of the SDP information, obtaining a port number from
a media name and transport address field of the SDP information, and using the IP address and the
port number as the multimedia data identification information. After obtaining the multimedia data
identification information, the distribution device may further record the obtained multimedia data
identification information in a memory first, obtain recording instruction information for instructing
recording of the multimedia data corresponding to the multimedia data identification information,
and then generate the recording instruction.

[0234] In another possible implementation manner, the signaling received by the distribution
device includes the multimedia data identification information, after the signaling is received, the
signaling may be further directly used as the recording instruction.

[0235] In combination with the foregoing two implementation manners, before the distribution
device generates the recording instruction, the method further includes: deciding that the signaling
satisfies a preset first recording policy, where the first recording policy is used for deciding
signaling corresponding to multimedia data that needs to be recorded, which may be specifically,
deciding that the signaling includes a calling number or a called number that ia matched with a
preset recording number; or, deciding that the signaling includes an IP address that is matched with
a preset IP address. It should be noted that, the preset first recording policy is stored in the persistent
memory and loaded into the memory, and before deciding that the signaling satisfies a preset first
recording policy, the distribution device reads the first recording policy from the memory.

[0236] In another possible implementation manner, the distribution device receives the
multimedia data identification information from a control device, and generates the recording

instruction including the multimedia data identification information. Perferably, the distribution
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device further receives, from the control device, a calling number or a called number corresponding
to the multimedia data identification information, decides that the calling number or the called
number is matched with a preset recording number, and generates the recording instruction
including the multimedia data identification information.

[0237] In combination with the foregoing three implementation manners, perferably, the
distribution device may decide, according to a preset second recording policy, a recording device
for recording the multimedia data, and send the recording instruction to the decided recording
device. It should be noted that the preset second recording policy is stored in a persistent memory
and loaded into the memory, and before deciding, according to a preset second recording policy, a
recording device for recording the multimedia data, the distribution device reads the second
recording policy from the memory. Optionally, the distribution device may further send the
recording instruction to all recording devices that communicate with the distribution device, so that
each recording device in all the recording devices determines whether the multimedia data
corresponding to the multimedia data identification information included in the recording
instruction is the multimedia data that the recording device is instructed to record, and records the
multimedia data when the determination result is yes.

[0238] In another possible implementation manner, the distribution device may generate the
recording instruction according to a preset third recording policy, and the third recording policy is
used for deciding multimedia data identification information corresponding to multimedia data that
the recording device needs to record. Specifically, the distribution device may obtain preset user
identity information corresponding to the recording device, obtain preset multimedia data
identification information corresponding to the user identity information, and generate the recording
instruction including the multimedia data identification information; the distribution device may
further obtain preset multimedia data identification information corresponding to the recording
device, and generate the recording instruction including the multimedia data identification
information. The multimedia data identification information may include an IP address
corresponding to the multimedia data or a port number corresponding to the multimedia data or an
IP address and a port number that are corresponding to the multimedia data. It should be noted that,
the preset third recording policy is stored in the persistent memory and loaded into the memory.
Before generating the recording instruction according to a preset third recording policy, the
distribution device reads the third recording policy from the memory.

[0239] In combination with the foregoing four implementation manners, the recording
instruction may further include a data type of multimedia data that needs to be recorded, so that the

recording device records the multimedia data corresponding to the data type.
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[0240] For the specific implementation of the distribution device, reference may be made to
Embodiment 1 of the present invention.

[0241] According to Embodiment 1 and Embodiment 3 of the present invention, Embodiment 6
of the present invention provides a recording device for recording multimedia data.

[0242] The recording device includes a processor and a memory, the memory is configured to
store an operation instruction, and the processor executes the operation instruction to implement the
functions as follows.

[0243] A recording device receives a recording instruction from a distribution device, where the
recording instruction includes multimedia data identification information, and the multimedia data
identification information is used for identifying multimedia data that needs to be recorded,
identifies, according to the multimedia data identification information, the multimedia data that
needs to be recorded, and records the multimedia data. The multimedia data identification
information may specifically include a call identifier corresponding to multimedia data or an IP
address corresponding to the multimedia data or a port number corresponding to the multimedia
data.

[0244] The identifying, according to the multimedia data identification information, the
multimedia data that needs to be recorded may specifically be: as the multimedia data identification
information specifically includes a call identifier, determining, by the recording device, whether a
received data packet includes the call identifier, and if includes, deciding that data included in the
data packet is the multimedia data that needs to be recorded, which may further specifically be: as
the multimedia data identification information specifically includes a call identifier, obtaining, by
the recording device, signaling including the call identifier according to the call identifier, obtaining
a port number from the obtained signaling, determining whether a destination port number or a
source port number in a received data packet is the obtained port number, and if the determination
result is yes, deciding that data included in the data packet is the multimedia data that needs to be
recorded; or, obtaining an IP address and a port number from the obtained signaling, determining
whether a destination IP address and a destination port number in a received data packet are the
obtained IP address and port number, if the determination result is yes, and deciding that data
included in the data packet is the multimedia data that needs to be recorded; or, obtaining an IP
address and a port number from the obtained signaling, determining whether a source IP address
and a source port number in a received data packet are the obtained IP address and port number, and
if the determination result is yes, deciding that data included in the data packet is the multimedia
data that needs to be recorded; and may further specifically be: as the multimedia data identification

information specifically includes an IP address, determining, by the recording device, whether a
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destination IP address or a source IP address in a received data packet is the IP address included in
the recording instruction, and if the determination result is yes, deciding that data included in the
data packet is the multimedia data that needs to be recorded; or, as the multimedia data
identification information specifically includes a port number, determining, by the recording device,
whether a destination port number or a source port number in a received data packet is the port
number included in the recording instruction, and if the determination result is yes, deciding that
data included in the data packet is the multimedia data that needs to be recorded; or, as the
multimedia data identification information includes an IP address and a port number, determining,
by the recording device, whether a destination IP address and a destination port number in a
received data packet are the IP address and the port number that are included in the recording
instruction, and if the determination result is yes, deciding that data contained in the data packet is
the multimedia data that needs to be recorded; or, as the multimedia data identification information
specifically includes an IP address and a port number, determining, by the recording device,
whether a source IP address and a source port number in a received data packet are the IP address
and the port number that are included in the recording instruction, and if the determination result is
yes, deciding that data contained in the data packet is the multimedia data that needs to be recorded.
[0245] Perferably, the recording device screens received multimedia data to acquire multimedia
data corresponding to a multimedia data identification information set, and according to the
multimedia data identification information, identifies the multimedia data, which needs to be
recorded, from the multimedia data that is acquired from screening, where the multimedia data
identification information set is preconfigured or obtained from the distribution device or generated
according to the multimedia data identification information included in the previously received
recording instruction. The multimedia data identification informaiton set may specifically include
an IP address range or a port number range.
[0246] For the specific implementation of the recording device, reference may be made to
Embodiment 1 of the present invention.
[0247] According to Embodiments 1, 5, and 6 of the present invention, Embodiment 7 of the
present invention provides a recording system for recording multimedia data.
[0248] The system for recording multimedia data includes:

a distribution device, which is specifically the distribution device in Embodiment 5; and

a recording device, which is specifically the recording device in Embodiment 6.
[0249] Perferably, the recording system further includes a first mirrored switch, and the
recording device receives multimedia data from the first mirrored switch; optionally, the system

further includes a second mirrored switch, and the distribution device receives signaling from the
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second mirrored switch. It should be noted that the first mirrored switch and the second mirrored
switch may be the same mirrored switch.

[0250] The recording system may further include a storage device, where the storage device is
configured to store a multimedia data file recorded by the recording device.

[0251] Optionally, the recording system further includes a control device, the distribution
device receives signaling or multimedia data identification information from the control device, and
if the distribution device receives multimedia data identification information from the control
device, specifically, the control device is configured to obtain multimedia data identification
information from the received signaling and send the obtained multimedia data identification to the
distribution device, and the distribution device is specifically configured to generate the recording
instruction including the multimedia data identification information; perferably, the control device
is further configured to obtain, from the signaling, a calling number or a called number
corresponding to the multimedia data identification information and send the calling number and
the called number to the distribution device, and the distribution device is further configured to
determine whether the calling number or the called number is matched with the preset recording
number, and if the determination result is yes, generate the recording instruction including the
multimedia data identification information.

[0252] For the specific function implementation of the recording system, reference may be
made to Embodiments 1, 5, and 6 of the present invention.

[0253] Persons skilled in the art should appreciate that, in combination with the examples
described in the embodiments here, units and algorithm steps can be implemented by electronic
hardware, or a combination of computer software and electronic hardware. Whether the functions
are executed by hardware or software depends on the particular applications and design constraint
conditions of the technical solutions. Persons skilled in the art may use different methods to
implement the described functions for every particular application, but it should not be considered
that the implementation goes beyond the scope of the present invention.

[0254] It may be clearly understood by persons skilled in the art that, for the purpose of
convenient and brief description, for a detailed working process of the foregoing system, apparatus
and unit, reference may be made to the corresponding process in the method embodiments, and the
details are not described here again.

[0255] In the embodiments provided in the present application, it should be understood that the
disclosed system, device, and method may be implemented in other manners. For example, the
described device embodiments are merely exemplary. For example, the unit division is merely

logical function division and may be other division in actual implementation. For example, multiple
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units or components may be combined or integrated into another system, or some features may be
ignored or not performed. In addition, displayed or discussed mutual couplings or direct couplings
or communication connections may be implemented through some interfaces. The indirect
couplings or communication connections between devices or units may be implemented in
electronic, mechanical or other forms.

[0256] The units described as separate parts may or may not be physically separate, and parts
displayed as units may or may not be physical units, may be located in one position, or may be
distributed on multiple network elements. A part or all of the units may be selected according to the
actual needs to achicve the objectives of the solutions of the embodiments.

[0257] In addition, each functional unit in each embodiment of the present invention may be
integrated into a processing unit, or each unit may exist alone physically, or two or more units are
integrated into a unit.

[0258] When being implemented in the form of a software functional unit and sold or used as a
separate product, the functions may be stored in a computer-readable storage medium. Based on
such understanding, the technical solutions of the present invention essentially, or the part
contributing to the prior art, or part of the technical solutions may be implemented in a form of a
software product. The computer software product is stored in a storage medium, and includes
several instructions for instructing a computer device (which may be a personal computer, a server,
a network device, and the like) to execute all or part of the steps of the method described in the
embodiment of the present invention. The foregoing storage medium includes: any medium that
may store program code, such as a U-disk, a removable hard disk, a read-only memory (Read-Only
Memory, ROM), a random access memory (Random Access Memory, RAM), a magnetic disk, or a
CD-ROM.

[0259] The foregoing descriptions are merely exemplary embodiments of the present invention,
but not intended to limit the protection scope of the present invention. Any variation or replacement
made by persons skilled in the art without departing from the spirit of the present invention shall
fall within the protection scope of the present invention. Therefore, the protection scope of the

present invention shall be subject to the appended claims.
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CLAIMS

What is claimed is:

1. A method for recording multimedia data, comprising:

generating, by a distribution device, a recording instruction, wherein the recording instruction
comprises multimedia data identification information, and the multimedia data identification
information is used for identifying multimedia data that needs to be recorded; and

sending, by the distribution device, the recording instruction to a recording device, so that the
recording device identifies multimedia data corresponding to the multimedia data identification
information and records the multimedia data.

2. The method according to claim 1, wherein,

before the generating, by a distribution device, a recording instruction, the method further
comprises: receiving, by the distribution device, a signaling, wherein the signaling is a signaling for
establishing a channel for transmitting the multimedia data; and

the generating, by a distribution device, a recording instruction specifically is: obtaining, by
the distribution device, according to the signaling, the multimedia data identification information,
and generating the recording instruction comprising the multimedia data identification information.

3. The method according to claim 2, wherein the obtaining the multimedia data identification
information according to the signaling specifically comprises:

obtaining a call identifier from a call identifier header field of the signaling, and using the call
identifier as the multimedia data identification information; or

obtaining an IP address from a connection information field of session description protocol
SDP information contained in the signaling, and using the IP address as the multimedia data
identification information; or, obtaining a port number from a media name and transport address
field of the SDP information, and using the port number as the multimedia data identification
information; or, obtaining an IP address from a connection information field of the SDP information,
obtaining a port number from a media name and transport address field of the SDP information, and
using the IP address and the port number as the multimedia data identification information.

4. The method according to claim 2 or 3, wherein the generating the recording instruction
comprising the multimedia data identification information specifically comprises: recording the
obtained multimedia data identification information, and generating the recording instruction after
obtaining recording instruction information for instructing recording of the multimedia data
corresponding to the multimedia data identification information.

5. The method according to claim 1, wherein,
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before the generating, by the distribution device, the recording instruction, the method further
comprises: receiving, by the distribution device, a signaling, wherein the signaling is a signaling for
establishing a channel for transmitting the multimedia data and comprises the multimedia data
identification information; and

the generating, by the distribution device, the recording instruction is specifically: using, by
the distribution device, the signaling as the recording instruction.

6. The method according to any one of claims 2 to 5, wherein before the generating the
recording instruction, the method further comprises: deciding that the signaling satisfies a preset
first recording policy, wherein the first recording policy is used for deciding the signaling
corresponding to the multimedia data that needs to be recorded.

7. The method according to claim 6, wherein the deciding that the signaling satisfies the preset
first recording policy specifically comprises:

deciding that the signaling comprises a calling number or a called number that is matched with
a preset recording number; or

deciding that the signaling comprises an IP address that is matched with a preset IP address.

8. The method according to claim 1, wherein before the generating, by the distribution device,
the recording instruction, the method further comprises:

receiving, by the distribution device, the multimedia data identification information from a
control device.

9. The method according to claim 8, wherein before the generating the recording instruction
comprising the multimedia data identification information, the method further comprises:

receiving, by the distribution device, a calling number or a called number from the control
device, wherein the calling number or the called number is corresponding to the multimedia data
identification information, and deciding that the calling number or the called number is matched
with a preset recording number.

10. The method according to any one of claims 2 to 9, wherein,

the distribution device decides, according to a preset second recording policy, the recording
device for recording the multimedia data, and sends the recording instruction to the decided
recording device; or

the distribution device sends the recording instruction to all recording devices that
communicate with the distribution device, so that each recording device in all the recording devices
determines whether the multimedia data corresponding to the multimedia data identification
information is the multimedia data that the recording device is instructed to record and records the

multimedia data when a determination result is yes.
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11. The method according to claim 1 or 2 or 5 or 8 or 9, wherein the multimedia data
identification information comprises:

a call identifier corresponding to the multimedia data;

an IP address corresponding to the multimedia data;

a port number corresponding to the multimedia data; or

an IP address and a port number that are corresponding to the multimedia data.

12. The method according to claim 1, wherein the distribution device generates the recording
instruction according to a preset third recording policy, and the third recording policy is used for
deciding the multimedia data identification information corresponding to multimedia data that the
recording device needs to record.

13. The method according to claim 12, wherein the generating, by the distribution device, the
recording instruction according to the third recording policy specifically comprises:

obtaining, by the distribution device, preset user identity information corresponding to the
recording device, obtaining preset multimedia data identification information corresponding to the
user identity information, and generating the recording instruction comprising the multimedia data
identification information; or

obtaining, by the distribution device, preset multimedia data identification information
corresponding to the recording device, and generating the recording instruction comprising the
multimedia data identification information.

14. The method according to claim 12 or 13, wherein the multimedia data identification
information comprises:

an IP address corresponding to the multimedia data;

a port number corresponding to the multimedia data; or

an IP address and a port number that are corresponding to the multimedia data.

15. The method according to any one of claims 1 to 14, wherein,

the recording instruction further comprises a data type of the multimedia data that needs to be
recorded, so that the recording device records the multimedia data corresponding to the data type.

16. A method for recording multimedia data, comprising:

receiving, by a recording device, a recording instruction from a distribution device, wherein
the recording instruction comprises multimedia data identification information, and the multimedia
data identification information is used for identifying multimedia data that needs to be recorded;

identifying, by the recording device, the multimedia data that needs to be recorded according
to the multimedia data identification information; and

recording, by the recording device, the multimedia data.
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17. The method according to claim 16, wherein the multimedia data identification information
comprises:

a call identifier corresponding to the multimedia data;

an IP address corresponding to the multimedia data;

a port number corresponding to the multimedia data; or

an IP address and a port number that are corresponding to the multimedia data.

18. The method according to claim 17, wherein,

the recording device determines whether a received data packet comprises a call identifier
which is included in the multimedia data identification information, and if yes, decides that data
contained in the data packet is the multimedia data that needs to be recorded; or

the recording device obtains a signaling comprising a call identifier which is included in the
multimedia data identification information, obtains an IP address from the obtained signaling, and
determines whether a destination IP address or a source IP address in a received data packet is the
obtained IP address, and if a determination result is yes, decides that data contained in the data
packet is the multimedia data that needs to be recorded; or

the recording device obtains a signaling comprising the call identifier which is included in the
multimedia data identification information, obtains a port number from the obtained signaling, and
determines whether a destination port number or a source port number in a received data packet is
the obtained port number, and if a determination result is yes, decides that data comprised in the
data packet is the multimedia data that needs to be recorded; or

the recording device obtains a signaling comprising the call identifier which is included in the
multimedia data identification information, obtains an IP address and a port number from the
obtained signaling, and determines whether a destination IP address and a destination port number
in a received data packet are the obtained IP address and port number, and if a determination result
is yes, decides that data comprised in the data packet is the multimedia data that needs to be
recorded; or

the recording device obtains a signaling comprising the call identifier which is inlcuded in the
multimedia data identification information, obtains an IP address and a port number from the
obtained signaling, and determines whether a source IP address and a source port number in a
received data packet are the obtained IP address and port number, and if a determination result is
yes, decides that data ccomprised in the data packet is the multimedia data that needs to be recorded;
or

the multimedia data identification information comprises an IP address, the recording device

determines whether a destination IP address or a source IP address in a received data packet is the IP
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address comprised in the recording instruction, and if a determination result is yes, decides that data
contained in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information comprises a port number, the recording device
determines whether a destination port number or a source port number in a received data packet is
the port number comprised in the recording instruction, and if a determination result is yes, decides
that data contained in the data packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information comprises an IP address and a port number, the
recording device determines whether a destination IP address and a destination port number in a
received data packet are the IP address and the port number that are comprised in the recording
instruction, and if the determination result is yes, decides that data contained in the data packet is
the multimedia data that needs to be recorded; or

the multimedia data identification information specifically comprises an IP address and a port
number, the recording device determines whether a source IP address and a source port number in a
received data packet are the IP address and the port number that are comprised in the recording
instruction, and if the determination result is yes, decides that data contained in the data packet is
the multimedia data that needs to be recorded.

19. The method according to any one of claims 16 to 18, wherein,

before the identifying, by the recording device, the multimedia data that needs to be recorded
according to the multimedia data identification information, the method further comprises:
screening received multimedia data, by the recording device, to acquire multimedia data which is
corresponding to a multimedia data identification information set, and the multimedia data
identification information set is preconfigured or obtained from the distribution device or generated
according to the multimedia data identification information comprised in a previously received
recording instruction;

and specifically, according to the multimedia data identification information, identifying, by
the recording device, the multimedia data, whichneeds to be recorded, from the multimedia data
that is acquired through screening,.

20. The method according to claim 19, wherein the multimedia data identification information
set specifically comprises:

an IP address range; or

a port number range.

21. A distribution device for recording multimedia data, wherein the distribution device
comprises:

an instruction generation unit, configured to generate a recording instruction, wherein the
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recording instruction comprises multimedia data identification information, and the multimedia data
identification information is used for identifying multimedia data that needs to be recorded; and

an instruction sending unit, configured to send the recording instruction to a recording device,
so that the recording device identifies the multimedia data corresponding to the multimedia data
identification information and records the multimedia data.

22. The distribution device according to claim 21, wherein,

the distribution device further comprises: a first data receiving unit, configured to receive a
signaling, wherein the signaling is a signaling for establishing a channel for transmitting the
multimedia data; and

the instruction generation unit is specifically configured to obtain the multimedia data
identification information according to the signaling, and generate the recording instruction
comprising the multimedia data identification information.

23. The distribution device according to claim 22, wherein,

the instruction generation unit is specifically configured to obtain a call identifier from a call
identifier header field of the signaling, use the call identifier as the multimedia data identification
information, and generate the recording instruction comprising the call identifier; or,

the signaling comprises session description protocol SDP information, the instruction
generation unit is specifically configured to obtain an IP address from a connection information
field of the SDP information, use the IP address as the multimedia data identification information,
and generate the recording instruction comprising the IP address; or obtain a port number from a
media name and transport address field of the SDP information, use the port number as the
multimedia data identification information, and generate the recording instruction that comprises
the port number; or obtain an IP address from a connection information field of the SDP
information, obtain a port number from a media name and transport address field of the SDP
information, use the IP address and the port number as the multimedia data identification
information, and generate the recording instruction comprising the IP address and the port number.

24. The distribution device according to claim 22 or 23, wherein,

the instruction generation unit is specifically configured to obtain the multimedia data
identification information according to the signaling, record the obtained multimedia data
identification information, and after obtaining recording instruction information for instructing
recording of the multimedia data, generate the recording instruction.

25. The distribution device according to claim 21, wherein,

the distribution device further comprises: a second data receiving unit, configured to receive a

signaling, wherein the signaling is a signaling for establishing a channel for transmitting the
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multimedia data and the signaling comprises the multimedia data identification information; and

the instruction generation unit is specifically configured to use the signaling as the recording
instruction.

26. The distribution device according to any one of claims 22 to 25, wherein,

the instruction generation unit is further configured to decide that the signaling satisfies a
preset first recording policy; and

the deciding that the signaling satisfies the preset first recording policy specifically comprises:

deciding that the signaling comprises a calling number or a called number that is matched with
a preset recording number; or

deciding that the signaling includes an IP address that is matched with a preset IP address.

27. The distribution device according to claim 21, wherein,

the distribution device further comprises: a multimedia data identification information
receiving unit, configured to receive the multimedia data identification information from a control
device.

28. The distribution device according to claim 27, wherein,

the multimedia data identification information receiving unit is further configured to receive,
from the control device, a calling number or a called number corresponding to the multimedia data
identification information; and

the instruction generation unit is further configured to decide that the calling number or the
called number is matched with a preset recording number.

29. The distribution device according to any one of claims 21 to 28, wherein,

the distribution device further comprises a recording device decision unit, configured to decide,
according to a preset second recording policy, the recording device for recording the multimedia
data; the instruction sending unit is specifically configured to send the recording instruction to the
decided recording device; or,

the instruction sending unit is specifically configured to send the recording instruction to all
recording devices that communicate with the distribution device, so that each recording device in all
the recording devices determines whether the multimedia data corresponding to the multimedia data
identification information is the multimedia data that the recording device is instructed to record,
and records the multimedia data when a determination result is yes.

30. The distribution device according to claim 21, wherein,

the instruction generation unit is specifically configured to generate the recording instruction
according to a preset third recording policy, and the third recording policy is used for deciding the

multimedia data identification information corresponding to multimedia data that the recording
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device needs to record.

31. The distribution device according to claim 30, wherein,

the instruction generation unit is specifically configured to obtain preset user identity
information corresponding to the recording device, obtain preset multimedia data identification
information corresponding to the user identity information, and generate the recording instruction
comprising the multimedia data identification information; or,

the instruction generation unit is specifically configured to obtain preset multimedia data
identification information corresponding to the recording device, and generate the recording
instruction comprising the multimedia data identification information.

32. A recording device for recording multimedia data, wherein the recording device comprises:

an instruction receiving unit, configured to receive a recording instruction from a distribution
device, wherein the recording instruction comprises multimedia data identification information, and
the multimedia data identification information is used for identifying multimedia data that needs to
be recorded;

a multimedia data identification unit, configured to identify, according to the multimedia data
identification information, the multimedia data that needs to be recorded; and

a recording unit, configured to record the multimedia data.

33. The recording device according to claim 32, wherein,

the multimedia data identification information comprises a call identifier; the multimedia data
identification unit is specifically configured to determine whether a received data packet comprises
the call identifier, and if yes, decide that data contained in the data packet is the multimedia data
that needs to be recorded; or,

the multimedia data identification information comprises a call identifier, the multimedia data
identification unit is specifically configured to obtain a signaling comprising the call identifier,
obtain an IP address from the obtained signaling, determine whether a destination IP address or a
source IP address in a received data packet is the obtained IP address, and if a determination result
is yes, decide that data contained in the data packet is the multimedia data that needs to be recorded;
or

the multimedia data identification information comprises a call identifier, the multimedia data
identification unit is specifically configured to obtain a signaling comprising the call identifier,
obtain a port number from the obtained signaling, determine whether a destination port number or a
source port number in a received data packet is the obtained port number, and if a determination
result is yes, decide that data contained in the data packet is the multimedia data that needs to be

recorded; or,
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the multimedia data identification information comprises a call identifier, the multimedia data
identification unit is specifically configured to obtain a signaling comprising the call identifier,
obtain an IP address and a port number from the obtained signaling, determine whether a
destination IP address and a destination port number in a received data packet are the obtained IP
address and port number, and if a determination result is yes, decide that data contained in the data
packet is the multimedia data that needs to be recorded; or,

the multimedia data identification information comprises a call identifier, the multimedia data
identification unit is specifically configured to obtain a signaling comprising the call identifier,
obtain an IP address and a port number from the obtained signaling, determine whether a source IP
address and a source port number in a received data packet are the obtained IP address and port
number, and if a determination result is yes, decide that data contained in the data packet is the
multimedia data that needs to be recorded; or,

the multimedia data identification information comprises an IP address, the multimedia data
identification unit is specifically configured to determine whether a destination IP address or a
source IP address in a received data packet is the IP address comprised in the recording instruction,
and if a determination result is yes, decide that data contained in the data packet is the multimedia
data that needs to be recorded; or,

the multimedia data identification information comprises a port number, the multimedia data
identification unit is specifically configured to determine whether a destination port number or a
source port number in a received data packet is the port number comprised in the recording
instruction, and if a determination result is yes, decide that data contained in the data packet is the
multimedia data that needs to be recorded; or,

the multimedia data identification information specifically comprises an IP address and a port
number, the multimedia data identification unit is specifically configured to determine whether a
destination IP address and a destination port number in a received data packet are the IP address and
the port number that are comprised in the recording instruction, and if a determination result is yes,
decide that data contained in the data packet is the multimedia data that requires to be recorded; or

the multimedia data identification information specifically comprises an IP address and a port
number, the recording device determines whether a source IP address and a source port number in a
received data packet are the IP address and the port number that are comprised in the recording
instruction, and if a determination result is yes, decides that data contained in the data packet is the
multimedia data that needs to be recorded.

34. The recording device according to claim 32 or 33, wherein,

the recording device further comprises a data receiving unit, configured to receive multimedia
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the recording device further comprises a multimedia data screening unit, configured to screen
received multimedia data to acquire multimedia data which is corresponding to a multimedia data
identification information set, and the multimedia data identification information set is
preconfigured or obtained from the distribution device or generated according to the multimedia
data identification information comprised in a previously received recording instruction; and

the multimedia data identification unit is specifically configured to: according to the
multimedia data identification information comprised in the recording instruction, identify the
multimedia data, which needs to be recorded, from the multimedia data that is acquired through
screening.

35. A system for recording multimedia data is provided, comprising:

a distribution device, specifically, the distribution device of any one of claims 21 to 31; and

a recording device, specifically, the recording device according to any one of claims 32-34.

36. The system according to claim 35, wherein the system further comprises a mirrored switch,
and the recording device receives multimedia data from the mirrored switch.

37. The system according to claim 35 or 36, wherein the system further comprise a control
device, and the distribution device receives signaling or multimedia data identification information

from the control device.
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