| Secure nmethod for nodifying data recorded in a nenory card Technical
field The present invention relates to the systens in which part of the data
records stored in a 5 smart card is nDdHfied when a transaction is
performed with a card reader and relates’ nore particularly to a secure

met hod for nodifying data recorded in a smart card during a transaction
with a reader. Background art 10 Smart cards also called chip cards are
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certain that this can be
housed in the card and an associated reader, which have been developed as access cards

to controlled access zones, or as electronic purses.

15 In general, smart cards use non-volatile, erasable and rewritable EEPROM or flash
EPROM-type memories, such that the data remains written in the memory even when
the latter is switched off. They further allow updating of recorded data by erasing one or
several memory locations and writing new data.

It is possible that, during a transaction, the memory is corrupted due to an accidental

20 interruption of the power supply generally due to an "abrupt withdrawal" of the card, i.e.
the removal thereof before the processing operation has ended, which results in the loss
of earlier data without new data being recorded. This risk is particularly great with
contactless-type cards where the spatial limits within which the card can function
correctly are not perceptible.

25  There is an added risk in the case of non-volatile EEPROM-type memories with which,
if a writing operation is interrupted before its normal end, the data may be written
nonetheless, and can therefore be read correctly shortly after the writing operation.
However, if this reading is repeated at a later point, it is not certain that this can be
performed correctly, as the retention of information in the memory cell will have been

30 insufficient as a result of the prematurely interrupted writing operation.

To ensure data integrity, it is therefore desirable for the cards to be protected against



performed correctly, as the retention of information in the nenory cell wll
have been 30 insufficient as a result of the prematurely interrupted
writing operation. To ensure data integrihty, it is therefore desirable for
the cards to be protected against 2 such risks, by ensuring that the data
is either in the nodified state, or in the state prior to nodification, but
never in an undetermned internediate state resulting froman "abrupt
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operation for erasing the old record in the buffer zone, giving a total of 4 operations.
15  This operation has therefore the disadvantage of being time-consuming, which is a
major disadvantage with contactless cards.
Furthermore, the saving of the data in another location in the memory before erasing the
earlier data requires the presence of a “flag” for indicating that the modification
operation has been carried out correctly or otherwise according to the flag value. The
20 flag can be a single bit which takes the value 0 or 1 according to whether modification
has taken place correctly or otherwise. Insofar as it is not conceivable for obvious
reasons to record check bits at the same location as the data, the only solution consists in
recording the flag (the check bit or bits) in a memory location reserved for this purpose
and therefore an entire block of 16 or 32 bits when a single bit or just a few bits are
25  sufficient.
The disadvantages mentioned above take on even more importance when the smart card
is used in certain applications requiring only a low capacity memory where it becomes
imperative not to waste positions in the memory and wherein the value of the data
modified at each transaction is a monotonic function in time. In such applications, the
30 memory data record is either an increasing counter which increments in time such as for

example a photocopier, or a decreasing counter in the case of a card for public transport



and therefore an entire block of 16 or 32 bits when a single bit or just a
few bits are 25 sufficient. The di sadvantages nenti oned above take on even
nore inportance when the smart card is gsed in certain applications
requiring only a | ow capacity nenory where it becomes inperative not to
waste positions in the nmenory and wherein the value of the data nodified at
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card when it is in a determined position in relation to the reader, the card including a

15 non-volatile, erasable and rewritable memory comprising at least one location to record
a data value relating to the transactions performed by the card, each transaction resulting
in the modification of the data value, the latter being a monotonic function in time. At
each transaction, a data value writing operation performs the writing of the new data
value in a first location of two predefined locations forming a counter in the memory,

20  the writing operation performing the erasing of the old data value recorded in the second
location such that, at the end of the correctly performed writing operation, the first
location contains the new data value whereas the second location contains the value

Z€r10.

25  Brief description of the drawings

The aims, objectives and characteristics of the invention will become more clearly
apparent on reading the following description with reference to the drawings in which:
e Figure 1 is a schematic representation of the memory of a smart card in which the
method according to the invention is implemented,
30 e Figure 2 is a schematic representation of the content of the two-tier counter of the

memory for each phase of the writing operation,



| ocation such that, at the end of the correctly perforned witing operation,
the first |location contains the new data val ue whereas the second | ocation
contains the value =zero. 25 Brief descrigption of the draw ngs The ains,
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i nventi on described below allows for the onm ssion of a check zone in

Detailed description of the invention

In a chip card of the type with a wired logic memory used in applications requiring a
15 little amount of memory, the memory locations are limited. Thus, the memory of a chip
card such as illustrated in Figure 1 is an EEPROM-type memory having a capacity of 32
16-bit words. The invention described below allows for the omission of a check zone in
the memory requiring the reservation of an entire word. For this, two memory locations
forming a two-tier counter (tier A, tier B) are reserved at the recording of the new data

20 value at each transaction carried out between the reader and the smart card.

The principles of the invention are advantageously used in all of the applications where
the data value modified at each transaction is a monotonic function in time. In some
cases (for example a card used to make photocopies), the recorded value is incremented
25 while in other applications such as access to controlled access zones or the electronic
purse, the data value decreases. However, it is preferable to increment rather than
decrement the counter. As a matter of fact, when there is an abrupt withdrawal, the risk
is that there is not a correct retention of the bits which have been written in the memory.
In this case, the recorded value can decrease because each bit 1 can switch back to 0. If

30 a decrementation is used, with the incorrectly written value decreasing, the decrease



the nenory requiring the reservation of an entire word. For this, two nenory
| ocations formng a two-tier counter (tier A tier B) are reserved at the
recording of the new data 20 value at egch transaction carried out between
the reader and the smart card. The principles of the invention are

advant ageously used in all of the applications where the data val ue
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15 cannot be reversed, are triggered by an instruction to write the new value from the

reader at the time of the transaction.

Figure 2 illustrates the normal course of the operations. At the beginning, the reading of
the counter makes value X appear in tier A and value O in tier B. The writing
20  instruction then performs the writing of the new value Y in tier B, then the erasing of

value X from tier A. Thus, the counter is incremented in one instruction.

Unfortunately, an abrupt withdrawal of the card can occur during the transaction, in
particular when the chip card is a contactless card. In this case the writing operation

25 does not proceed correctly and either the writing of the new value has not been
performed correctly, or the old value has not been erased. In this case, the transaction
does not succeed or is not validated. The result of this can be that the opening of a gate
providing access to a controlled access zone is not authorised or that a purchase by a
retail terminal in the case of an electronic purse is not permitted.

30

The cardholder therefore restarts the operation consisting in passing his/her card in or in



Figure 2 illustrates the normal course of the operations. At the beginning,
the reading of the counter makes value X appear in tier A and value 0 in
tier B. The witing 20 instruction thengperforns the witing of the new
value Y in tier B, then the erasing of value X fromtier A Thus, the
counter is increnented in one instruction. Unfortunately, an abrupt

w t hdrawal of the card can occur during the transaction, in particular when
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occurred during the witing phase, between the witing and erasing phases
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of the value X from tier A to set it at 0. It is to be noted that the writing of a memory
15 location is an OR function between the value which is located there and the new value
and that consequently, a new value can only be written if the old value is equal to 0 or

identical to the new value (which is the case here).

In a second situation illustrated in Figure 4, the abrupt withdrawal has taken place
20  during the writing phase, a value Y' between X and Y has been written in tier B and the
value X has not been erased from tier A. In this case, a first writing operation performs
the rewriting of Y' in tier B and the erasing of X from tier A. Then, a writing operation
performs the writing of Y in tier A and the erasing of Y' from tier B, such that the
counter is again in a normal situation where one tier contains the new value and the

25 other tier is at 0.

In a third situation illustrated in Figure 5, the abrupt withdrawal has taken place during
the writing phase, a value Y' less than X has been written in tier B and the value X has
not been erased. In this case, a first rewriting operation performs the rewriting of the
30 value X in tier A and the erasing of Y' from tier B. This is justified by the fact that the

repair of the counter is always carried out with the highest value which is, in this



15 location is an OR function between the value which is |ocated there and
the new value and that consequently, a new value can only be witten if the
old value is equal to O or identical toythe new value (which is the case
here). In a second situation illustrated in Figure 4, the abrupt w thdrawal
has taken place 20 during the witing phase, a value Y between X and Y has
been witten in tier B and the value X has not been erased fromtier A In
this case, iasthhdeStheWalid XO THRA! AlviriGiAg PPEfR6MBerféhif theWritingnd thé value Ynint i er B
and the erasing of X fromtier A Then, a witing operation perfornms the
witing of terithand the emsmgpfthBomrtigsiAng of Y fromtier B, such that the
counter is again in a nornmal situation where one tier contains the new val ue
and the 25 other tier is at 0. In a third situation illustrated in Figure
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In all of the situations which have just been described, the repair of the counter was
undertaken because neither of the two tiers contained the value 0, and after repair, one
of the two tiers contains the new data value whilst the other tier contains 0. It is to be

noted that in no situation is the counter again in a state where the maximum value found

20 intier A or tier B is less than the old value (X).



value X fromtier A 15 In all of the situations which have just been

descri bed, the repair of the counter was undertaken because neither of the
two tiers contained the value 0, and aftgr repair, one of the two tiers
contains the new data val ue whilst the other tier contains 0. It is to be
noted that in no situation is the counter again in a state where the maxi num
value found 20 in tier Aor tier Bis less than the old value (X). 8

CLAIMS 1. A nethod for nodifying the daaaM® a card transaction system
including a smart card or the Iike and a reader capable of reading said
card when it isin a 5 determned position in relation to said reader, said
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said data value, the latter being a nonotonic function in tinme, 10 said
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| ocation contaugs sai d neM/data value whilst said second | ocation contains
the val ue zero.UBCUOPHE % hod according to Claim 1, wherein the data val ue
recorde@ in one of said 20 two locations (A or B) is increnented at each
writing operation. 3. The nethod according to Claim2, wherein the
transaction is gal methdddatiag chdeactepised in that, at each transaction, an operation for

writing said data value performs the writing of the new data value (Y) in a first
location (B) of two predefined locations forming a counter in said memory, said
writing operation performing the erasing of the old data value (X) recorded in the
15 second location (A) of said two locations such that, at the end of the correctly
performed writing operation, said first location contains said new data value

whilst said second location contains the value zero.

2. The method according to Claim 1, wherein the data value recorded in one of said

20 two locations (A or B) is incremented at each writing operation.

3. The method according to Claim 2, wherein the transaction is not validated due to
the fact that said writing operation has not been performed correctly as a result of
an abrupt withdrawal of said card in the course of the transaction, neither of the

25 two tiers of said counter having recorded a value equal to zero.

4,  The method according to Claim 2, further including a repair of said counter by a
rewriting operation consisting in rewriting said new value (Y) in said first location
(B) and erasing said old value (X) from said second location (A) when the abrupt

30 withdrawal has taken place during the writing phase of said new value.



the fact that said witing operation has not been perforned correctly as a
result of an abrupt withdrawal of said card in the course of the
transaction, neither of the 25 two tierg of said counter having recorded a
val ue equal to zero. 4. The nethod according to Claim2, further including a
repair of said counter by a rewiting operation consisting in rewiting
said new value (Y) in said first location (B) and erasing said old val ue
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value fromsaid 5 second | ocation, followed by a witing operation

consi stidmg i n wecondipcshdm) ﬁoamwed/blywewhtmgap@rasem@nnmtmgam wnitifgg\paid mgw
erasing said incqrrect .yalue froms f ocat The net.ho
Seording to O T 5 S SeEt PREPLAEN FRrse b nporst SPBEATBREAaSt 10
contains an incpkifst data value (Y') which is less than said old value (X)
a repair of sald counter by a rewiting operation consisting in rewiting
said old data value (X) in sai d second | ocation (A) and erasing said

i ncorrect data yval ue

follo a witin ign, co g in
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and erasing said old data val ue (ﬁé@fron1said second | ocation gAL‘ when t he
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data val ue and gr\la(f:‘\rltl raéﬂe?aauo%h%%ﬁ“sﬁ{ng 1%' \gnghg sg atr%vxy ?1 Cvalue (Y) in said first
location and erasing said old data value from said second location.
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7. The method according to Claim 2, further including a repair of said counter by a
rewriting operation consisting in rewriting said new data value (Y) in said first
location (B) and erasing said old data value (X) from said second location (A)
when the abrupt withdrawal has taken place between the writing phase of said new

20 data value and the erasing phase of said old data value.

8. The method according to Claim 2, further including, when the abrupt withdrawal
has taken place during the erasing phase of said old data value (X) and an
incorrect data value (X') is recorded in said second location (A), a repair of said

25 counter by a rewriting operation consisting in rewriting said new data value (Y) in
said first location (B) and erasing said incorrect data value from said second

location.

9. A card transaction system including a smart card or the like and a reader capable
30 of reading said card when it is in a determined position in relation to the reader,

said card including a non-volatile, erasable and rewritable memory comprising at



8. The method according to Caim2, further including, when the abrupt

w t hdrawal has taken place during the erasing phase of said old data val ue
(X) and an incorrect data value (X') isqgecorded in said second |ocation
(A), arepair of said 25 counter by a rewiting operation consisting in
rewiting said new data value (Y) in said first location (B) and erasing
said incorrect data value fromsaid second |ocation. 9. A card transaction
syst em i ncl udi Nga@ BBAsdatieAks réord HaathiviiRicanidting fEmearansapiald arrid® o@f by
reading said card when it is in a determ ned position in relation to the
reader, said csaidcardcEandi thapsactivorcaysingthy moddicaeibpbsaid dataevalis, di lttpenor y
conprising at 10. | east one %ocatiog.to. record a data value relating to the
transactions ca ?p%anbo&po&l,c UDEHQp | P> each transaction causi ng the
nodi fi cation of said data value, the latter being a nonotonic function in
time ; 5 said system being characterised in that said nenory includes a
predefifed fi rssaid lspsterni bemgolthracteised ef ithat aslememdry owdtdes s, priedefired ofirat

ter, h t ti | ti i itd i nst ti f m th
Writing of & nelieaitasyh pueqner ocerd lpepidns (oPGREG BIE) SERih OIS ng
of the old dat are‘éﬂltiﬁg i Q(Mrftfn%%s?ﬁfgg?? ?gxt@ ing ﬂﬁ%ﬂi% $N new HEH viRAYY) Bf the

end of the witing operation, sal ocation contal ns sal d new data
val ue whil st sasald $iest dochtion¢R) and) theosrasangisf theeld dhtaevaher (X) frdf.sailheecaydst em

according to Caim9, wherein said smart card is a contactless_card.. 15 20
25 30 location (A), such that, at the end of the writing operation, said first location

10 contains said new data value whilst said second location contains the value zero.

10. The system according to Claim 9, wherein said smart card is a contactless card.
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