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PROCEDURE Ng% I NG UP A SECURE SERVI CE CONNECTI ON I N_A

TELECOVMUN SYSTEM The present inventioRPEIY$E o 4
procedure as defined in the preanblelof claiml1 for setting up 5 of a
secure service connection in a tel econmuni cation system which may

conprise e.g.p r oLr..npbil e
communi cati on %@é@éﬁ Bk Ui Yhe g|§%€‘?§f&a?§h% NNECTION er net
i s based Bh anTBpREOMMUNECAFEONHSEBTBM act i cal | y anyone 10 can join. In

t he network, each devi ce i ncluded in the net wor k has an i ndi vi dual
name, an |nternet nanefh Theresengadavienndon ciekaftesistd forpragedumeat i on

over the In- asg de€ifed ins th%f&miéfraﬁsrm%alnpm fGansr
col/Inter et(%#ot ocolﬁ)% in whi.ch TCP corr onds -to eq'ltlng q;t[gand | P

to |ayer @s t3EhVILfS reonnec etBi 8n ﬁlﬁﬁqmti@a
standard def |a;ys\tgerhpvwhlchsqa:yeoempnﬁséeeogenlthel TheetoptecirRr a ¢t he OSI

(r:TgI_I ed | aSglrs %e pri nmﬁ%’% 'S ‘?‘ﬂ;lffg °‘§§“‘gu¥é€ ‘grﬁl e ﬁ% I ayert ihg\r)z

been defined but the nfipe glohadr Gatianphebworkt | onheasImeméteft iwpen. For
each | aY%as@ds%C'iﬁCob@heré@ﬁfcﬂ?% b%ﬂlc@@“#?&é%gggfggtkn&mném' ch it

comuni cates with the la er?l§above and bel ow . ns of
| ayer andOt hdi@P oIOiRe F tyordy iqach edevifedinelvdeds in the

A common prohtetwseist hast hAg indg vii@@adl ddiee, an!| Dheesfbti fakdat #he
security of cgrtal et wor k S cons nodel has

not been stan > f’d% d?’é%%o%(?i/;)‘f%%?v\fég 88F‘f““f8&°a5iﬁ8Pe1°arF§ l"gse'corﬁ'hectlon
30 set up vi etelt‘mett nt ekset TRAERN t(RrageEwpigsion or Gantirol

term nal s |s e net ﬁ% whisehB3ns fhatitn TCEI’I %P%%%ag V\/no S

connected to can recelve nessa

conput er 5 ancFJ layen ¢nemd EBrEeshdNErnglyOS n%@@@nceﬁif%@mj Irm:wages 35
i.ntended for cOMMONELGhSArcha teceeRrRICt i8N DEEWRBAAFI0 defikKPARULRNS and
thus disturb or otherw se.inpair .the
ystems can be openly 1nterconnected In the -0SI mo-
del, telecommunication software is divided into .sec-
tions called 1layers., The principle is that the
20 functions of the layer have been defined but the man- .
ner of implementation has been left open. For each
layer, a specific interface has been defined, through
which it communicates with the layers above and below
it., The functions of a layer and those of the layers

25 Dbelow it are called services.

A common problem restricting the use of the

Internet is that the security of certain network lay-

ers consistent with the O0SI model has not been stan-
dardised or otherwise defined. Therefore, a connection

30 set up via the Internet between two computers or equi-
valent terminals is unprotected, which means that in
principle anyone who is connected to the network can
receive messages sent between thg two computers and
read them. Correspondingly, anyone can send messages

35 intended for someone else via a connection between two
computers and thus disturb or otherwise impair the



2 security and privacy of users. For exanple, pl aci ng orders and
maki ng paynents for services sold via the “Internet is difficult.

Li kew se, ﬁ@ddlﬁ%de user identi- fication and connecti 0%&?[1?5@/0@5’39
difficult 5 for special arrangenents In wred

t el ephone networks and in nobile coruni cati on networks, advanced

nmet hods for encryp- ti ng a tel ecommuni cation connection or at |east the

data transm tded,,ou8F Lha GRAY %Eéy oafar@séa.s;d Fg§peé5kamﬂ-f€ abhydif, A mobi |

comruni cati on net wor k such_as net wor k encr tiron radi o
conmuni cat i orfPX3g¥ Hernd mF‘E@;BBdétﬁﬁ%?%vfﬂFn@%"&@?? K I'é%/él the

security. IdEaeeris dieri i . ngimksestzéﬂaaﬂleahbe\ﬁfs 1dtelaQ1-
transmni ssi on M5 ness

so the_in 0
encrypt ed aﬁ'cb"’g:l%c?ﬁ eFEENEA t%ee?tup aﬁs?&%ﬁuﬁﬁh ’P&a t| ng
end and dbci pfmr espetidlherrangemssits ng end. Such an arrangenent can be

regarded as provi di gbﬁf%ngytgh'gghbﬁ&el ggwggk% Sﬁr?d”'it&’ mob

Pat ent speC|f|cat|on ents a | e connunlcatlon system
i n which the eRERuRcatHion nesyerksy i ANANMEA | BgtBadsodieT y enggaPeupon a

secure Q&‘ﬂ?é?t hortéﬁe&ﬁﬁmtﬂﬁéétfbrﬁebbhﬁéclﬁﬁaﬁ' ds¥ ak &léeﬁé@ the
conmuni cati on_server. ’goObl emin sell rvices and

of fering therfid%3 %Fﬁ‘%? ‘NIt Re F°‘2§ecﬁi')8?| 8r80Hﬁﬁa| c E6PER et wor k
is that tbe s€XMycin pat amobile Véoamuhbsatbonageewgrkt sughaabi ehkl BSpr esent

t he ser- Vi.C d | e | O | n r
ordering servn%tvggfl gﬁé)eg%&%@gf'ﬁﬁa%?e&[(;a%lo&neg%gﬁﬂlgat#\%ﬂrl kg%ﬁ R&bi | e
conmuni cat i onrmwdﬂ& as. proviidiagt & eeryl dpgbndeveal doff segurity.

The obj ect OfMéf@oﬁﬁse”Ehb”V%‘éﬂlond&v}&k seahawate d Mo ObLpEs

referred to above. A specific object of the present 1nvention
is to di SEFRIUESHRR 195eSHUF proEHF eFF38e%H e%‘bnﬁﬁﬁl Anformari on

system ceBprisisg b h be t dreiphgredietasnr k band encipheg@ida Agtwor khewhi ch

procedure all Owsssar.geellgg | ghgs%gf:ansmitting end and deciphered at the

receiving end. Such an arrangement can be regarded as
providing a very high level of data security.
Patent specification WO 94/11849 presents a
20 mobile communication system in which the user of“the
system is authenticated locally, whereupon a secure
connection is set up to a service provider or a tele-
communication server. However, a problem in selling
services and offering them via a telephone network or
25 mobile communication network is that the service pro-
vider has no way e.g. to graphically present the ser-
vices or products in question. In addition, using or
ordering services wvia a terminal in a telephone net-
work or mobile communication network, i.e. via a te-
30 1lephone, is difficult.
The object of the present invention: is to
eliminate the problems referred to above.
A specific object of the present invention is
to disclose a new type of procedure in a telecommuni-
35 cation system comprising both a .telephone network and
a data network, which procedure allows reliable user



3 I dentification and provides a handy and easy way for the user to
order services: offered by the networKk. A further object of the
present i nYEAYPHRC| s to disclose a procedure in which t RETFIL0053N use
or 5 order products or services provideg via the Internet regardl ess
of his/her location and term nal device or conput er connected to the

| nt er net . . ..., As for the features characteristic of the pr esent
i nvention, retdpRhtfiratigneand ProEidessa pendy and eapy tway pforedure

of y he inventine hsersebt bper seﬁpi_aeseeﬁfferéarb&fEhéoﬁEQ%W in a ‘
t el econmuni cati on yst.em comprising a st _tel ecommuni catj on network,
preferably a data net V\%I’ ;E“EE“F% SENES qﬁe?f, gﬁ?i p&Esent Jdnvgniioneisce,
preferably a tondiselose eqpratedire 15n edvichcttde tusébe chn 3ise or '
t el ecommuny capl n%E@a‘ ' : | cat i Qn t wor k

pr ef er abl ;I/y aaqt)%‘-ggr I e;;#c‘):r?ea%lét ﬁg?ﬁggggl (Ljdr%J nobI } emé%%rrﬁ: % at MorEReE wor K,
and a second ¥egardiesdericdis/ihemerkogaton eppdhsseminalordewise cost at i on,

connected to &B@paeELNEchRb8EBAHs 2Re ThEathep,network, and a
t el econmuni cati on server ;’?m ugnl cating wth both the first and the
?Bn Tha

second tel ecom mAtc eptures. FhpTpcteriskic defi cehes con-
nected via a presénteircenvioncareferensaetsi nadeotbhehe claims. '

t el eco j cati on serv d r nal__devi.- 25, ce.is connected
via a rsTTen(‘iiorynd tel ecom*rug{lc ﬁgohggg%gggg ot® r’?gleoﬁ‘ntv%q\éﬁé”i X FHRTRGt i on
server. up a SecAgsorafINiee cheneaviani én, a Heledoumumichtion ress
of a conput er gi,g¢ 8mdalsialafRi ar ffis&ostt!“?ﬁ%%@éﬁununica‘éioﬁs wofs, the

data needed for the verification o ormati on grving the conplter

access to thePEeEgrably a gatahderadontini thei dnteamat, suchimstt he
user | dentétinehadndepdseyorghe firablyans nebipdr¥rack t&quivaldgphone or

mbilenih%tion. TQedtatéthiseta{eve-o ified int .
tel eco | cat PBHCEEFTer ang 5 fﬁ"ﬁ té:(i§§ "\"mo&t PSEweﬁﬁnec?‘l on
fromthe tel eseapndi che¢lenommunication network, preferably a te-
lephone network and/or mobile communication network,
and a second terminal device, preferably a telephone
or mobile station, connected to the second telecommu-
20 nication network, and a telecommunication server  com-
municating with both the first and the second telecom-
munication networks, the first terminal device is con-
nected via a first telecommunication connection to the
telecommunication server and the second terminal devi-
25 ce is connected via a second telecommunication connec-
tion to the telecommunication server.

According to the invention, the unique add-
ress of a computer in a data network or in the Inter-
net as well as the data needed for the verification of

30 information giving the computer access to the services
of the telecommunication server, such as the user
identifier and password, are transmitted via a te-
lephone or mobile station. The data thus sent are ve-
rified in the telecommunication server and a first te-

35 lecommunication connection from the telecommunication
server to the first terminal device is set up based on
the verification and the address data received if the



server to the first termnal device is set up based on t he verification

and the address data received if the ‘ 4
first tergdapdsyvi ce or its user has the required righg ﬁsgsto

t he services of‘ the tel ecommuni ca- tion server. The access r| ght

al so conprise a gi- ven sum of none$ used to buy service tinme at the
tel e- 5 communi cation server or the access right may consi st of a
conmand to opgRsd C&E‘ﬁﬁfﬁépnde'v&c\éh'&f' Gase {Beér hagOERNOLL %889 the
connection is sent |n corres- pond |n% manner. via fhe tefephone or

mobi | e stati SAGRt © Tr?ec‘ﬁ‘rf’f%u"eo aﬂla?e§§r?ﬁ%t§: e othFhep %%I%I?%%@m‘éﬁlﬁénal n na-

10 me of thetgenpuwedtrer. The accessﬁsri@ht)aﬂlay‘ Wll'&sb Wd@rl%é atge-present
i n- vention has t advant a R:hamy makes | .easy rify the
c

Internet userc8 FEFhPLfMOREYedS esservlc Jé?%oa“r 1??1 televor k and
to pay fds th:emmlcaesoandse:hﬁrqm oducthesdctass rlnghtmnayneeonmﬁurther

advant age of E@&mhé}é(&”éb%&%ﬁ SUHSELN I, PERCLrATh | Gaddiatnthe

user is not tred 19 gi ven co Plata
network ter nERmmapec £iks ectore | thedgoanection; rJ@fn m%hlphea userres-

accessing thﬁoﬁat‘ﬁ?fkna\r%'xéﬁe%a dhe f cedephohet idE mobANRECLEPibA. SEL UP.
I n an enbodi rrgst of, the present inv t'tgx e second_t el ecomruni cati on .
connection t &Rfeupdque a Glsr"sﬂ@‘éf ¢ di% dﬂ%ﬁ'@%t%r domiR Ay as a
secu- 10 remeoonfecheorompuskirch all data transmtted via the 25 '
connection is encrypt r ery.ned ry ng algorithm
Correspondi ngly, the g‘%t Igenéjt‘?ggﬁ i’qllila’s%_ dae%c}f’yp?%a e[sr%& 1

t el ecomuni c¥ensaose hasr témd atdfventagedmt:t d thanakessiti teesytbowue—

t el ephone i S Y&y’ Mﬂ{eedlntern&‘ hQ@rGEh%&dlﬁﬁdoft hecessond tgbegpapuni cation

con- 30 nectign may a nmessage switchi ng. connection, preferably
an ESMB conn@&trgsd Pﬁ‘ mecl?e@ét’é’é & pay qb‘-h $RTVERS t 87¢r ansni t

encrypt ets nepyedaceaciseld via ekl aniaxhdthe mtmmhwtamﬁlt@gélreﬁs dat a
and access the invention as compared with prior art is that the
user is not tied to a given computer or other corres-
ponding data network terminal because the IP address
from which the user is accessing the network is speci-
20 fied each time a connection is set up. S
In an embodiment of the present invention,
the second telecommunication connection to be es-
tablished via a telephone network is set up as a secu-
re connection in which all data transmitted via the
25 connection is encrypted using a predetermined encryp- -
ting algorithm. Correspondingly, the data transmitted
is decrypted in the telecommunication server and the
data to be transmitted to the telephone is encrypted.
On the other hand, the second telecommunication con-
30 nection may also be a message switching connection,
preferably an ESMS connection, in which case the con-
nection is used to transmit encrypted message packets
containing the above-mentioned address data and access
right verification data.
35 In an embodiment of the invention, a check is
carried out in the telecommunication sexrver to es-
tablish whether the first and/or the second telecommu-



right verification data. 35 I n an enbodi ment of the invention, a

check is wb &'9{9%6 ed out in the tel ecommunication server to_es- tablish
whet her t ReCf TPt and/ or the second tel ecommu- PCT/F198/00532

5 ni cati on connection is active and whether the user has a right
of access to the services provided via the te- | econmuni cati on server.

In this case,_.the ,paynents for ., the servic d connecti on nmay be
charged on tﬁlé'cr?;s"log}/ OTgehAR i ab‘f“c%‘?m%&igﬂ.ether the user hasan
enbodi ment ofa ttighthvehtdaress &6 i tdesl servpagseproirdiefihoigethieCgds sent

by tel ephone e dulifini : eq&m{gi catl o r usj e.g. known
char geabl e l&servﬁ:{'é:arﬁjl Ser app |'c.ar|£otf’1}slf§néd{§%ﬁé #ﬂgsPag'@PQEﬁmﬁﬂﬁ - 10
cation connedh®reenvige antheannediex phant bencharged on ther bagddine

correspongi NG # Qiiha: iR B lconnection. I'n an enmbodi nent, both
connections are used in real tinme to huy a product or service via the

| n- ternet by sendithg?® ofdmensy gef \khe t pavepEdeny ela- fiked

comuni cat i opayaRct f60 &he tsereiwuier sdHt rBgelitelephofed:dhepaur chase
price on the ug%rc;s account, via_the second tel econmruni cat1 on_connection
and the tel eptiong crmunigahion (8eXVer MR c§ePon D% charespbleed of

t he r eserseatvigre giuniber mppdhiass: jnris eandnthehénrsbetsletodfuniecei ves

t he prodygt Y | S 5 J a lon is_acknow edged
by tel epﬁgnefya gneupqn ﬁb?ﬁggr Z@sle.grc\/c’el%i‘J[ésactJtrrefCl1 sé{’r aré?%é?%ﬁnt 8%t ﬁglesel | er.

In the fol | oMSFY1Gheimey SerreFPAnding to theepayment by the aid of a few

preferred enbodi nents 1y 26 egbedimaatt0 ¥den atbankedidnav N Wakgh
presents a ,_ tel %o ni gat on fsaysten(%accordl n% tqQ the jnvention.
The drawi ng presEtls ShMexhfpPEYod PIERCHPT Serydfec #idbnthgsTamin
V\,h: ch the prozathete nf séﬁﬂng/m-purchask@rbﬁc&éwbeiénvﬂm@nﬁﬂfsdhtzmg_
tel eco I caf ] AV 30 . 1 aw copprises,.the I'nternet 1
and a5 o TR e qn, b6 AL EORBREEE F Seser-

ving the purchase price on the user's account via the

second telecommunication connection and the telephone.
Next, the telecommunication server is informed of the
reservation of the purchase price, and when the user
20 receives the product or service and accepts it, the
transaction is acknowledged by telephone, whereupon
the reserved sum is transferred to the seller.
In the following, the invention will be
described by the aid of a few preferred embodiments by
25 referring to the attached drawing, which presents a
telecommunication system according to the invention.
The drawing presents an example of a telecom-
munication system in which the procedure of the inven-
tion can be implemented. The telecommunication system
30 shown in the drawing comprises the Internet 1 and a
GSM telephone network 3. Moreover, a computer 2 is
connected to the Internet and a mobile station 4 is
connected to the GSM network. The service provider's
telecommunication server 5 is connected both to the
35 Internet and to the GSM network, and the computer 2 is
connected via telecommunication connection 6 over the
Internet to the telecommunication server while the mo-



connected to the Internet and a nobile station 4 is connected to the
GSM networ k. The service provider's ‘t el ecommuni cation server 5 1is

connect ed“jgpggl;bl%& the 35 Internet and to the GSM network, ﬁﬁ%ﬁ&@o pnput er
21is connect’ed via tel econmuni cati on connection 6 over the nt er net

to the tel ecomunication server while tlée no- WO 99/ 01990
6 bile station is connected to the tel ecommunicati on server Vvia

tel ecomuni cggihon %@Q‘E&Bﬁi 0£§7a§8ﬁeé€@dcﬁ\5 thiet W_Qﬁ.gcommunicat&oﬁlelrte ;?e

to be noted that the networ er-, 5 mnal devices presente
only exanpl eSHHLT Vig HRleAMERURHEA R FRAPRE Wk s” apPe¥ chbRe G8¥h al so
be used idedwsror ocedure of the invention. The basic idea

of the procedure of t i nven- tion i h an en _network, such as
the Internet 1, 10 is ustl =8 Benﬁf’kgai ﬁg‘a%ngﬁﬁeer%o%éoflﬁ%nﬁﬂﬁ H&%%hi ch
products &nd minal cdevicespresesertied afereheapeynemly  exanfpliesiesinded
products and \SelVi Gag, ar Ix{)&f}:"e’} %A&‘%&&SﬁksT?%ﬁfféé’ﬂfevbénaaigﬁaﬁz@e

t el ecommuni cai’i on connec . I'nternet "user;, tor whoma
uni que | P addised in &he mreasshiredsrf e gBenty®m connection to the te-

| ecomuni cati on serverp fy QM i SddEro£0pRet frodéd®Fe of BBESRavRRS either
sent fromthe nobi|le station 4 a g'aé nt r(r:g{sjsa%e, e.g. an ESM5 nessage
containing Cti9R stheFhRteRNi ABAR PREWOFKer YIS 3% the EBESTPREId/in 20 a
manner kmown i& ukedl fas ci mekkeping et ypéedicer channeduiin swhiiehed '
connection 7 to th e onmuni [ 5 t_his/her user

i dentifier vi%r?%‘f%eté é&goﬁﬁgﬁ‘ﬁggg g?ﬁ %rees'ﬁe%’[\ég:ddmr%% cgﬁlgoﬁ’gé’g{re\?gs 5, the
message receifiexd desileed ypraductsl and s¢rgices| @rennade2ssingcat iter
connection 6 § xtafA@txﬁ& t dedifn MRS e RSN cat i¥n UdtHedtSsK &7,

associ ated wit e user. At ‘inter- vals, the tel ecommuni cation server

5 checks whet her tThe t BMeREMPRNRERT 1 oA OLoMNOR (SN EIve IPe 288 ve and
mai nt ai ngscal fesdirads ave & Udd BitedASSE ®SNup h@seonnection to the te-

lecommunication server 5 from his/her computer after
he/she has either sent from the mobile station 4 a
payment message, e.g. an ESMS message contaj.ning
his/her user identifier encrypted in the data field in
20 a manner known in itself, or set up an encrypted cir-
cuit-switched connection 7 to the telecommunication
gsexrver 5 and sent his/her user identifier wvia this
connection. In the telecommunication server 5, the
message received is decrypted and the first telecommu-
25 nication connection 6 is related to the user's account
or other record associated with the user. At inter-
vals, the telecommunication server 5 checks whether
the telecommunication connections 6, 7 are active and
maintains call duration counters based on these
30 checks.

In an example, the payments for the char-
geable services offered wvia the Internet are charged
as follows. Using a service-specific counter in the
telecommunication server, in which case the customer

35 is charged e.g. on the basis of duration of connecti-
on, the customer sends a fixed sum, which is stored in
the counter. When the first telecommunication connec-



30 checks. In an exanple, the paynents for the char-

geabl e ser%bg% 99 fered via the Internet are char ged as _follows. Using
a service- specdl C counter in the t el econmuni cati on ser\?é?rm?‘?ﬁ"w ch
case the customer 35 is charged e.g. on?the basis of duration of connecti -
on, the custonmer sends a fixed sum which is stored in t he counter.

V\hen the Tirstidgl BCAMMWHLAHOA RRRABEK is 89% WRynthe jcountex; isi oy

t|on6|nth$ twork 1s set up
and when t he Thahte dgflacf”glet‘hé%hﬁ h@%@‘b?’éddetecthm MB-} beeored

exhaust ed, theiki sam halseba&ﬁuebc«hahlsted toe (El&'&ctdélrb@o ié&?ﬂ”e“ ed.
|xed sum ano

After this, t{;ﬁ 8§ g q?llled c?/ ci]
exanpl e, bhRkE f’PBn tllr'?e SEIETY w’é E@Ft FRdSus tthemgcus-
char gi ng, 5i n bémeh Jcasbllhedsbyvem.lsaflxedesumce In anciifet fdxa ter

whi ch i ncreas t b u | .t.he user.sends t Server 5
a request to gcg'ﬁ’- %(?trln cftgﬂ ?’ caoln(%mg%%atl& EBH%I%BPP&? GtUNter

this, t heC}é%%gbﬂir il prhieh bgasee then isediveat edaby aheserviegunter. A
request to caggetitie é@uﬂtéﬁ wﬁléﬁninEkéases the §ﬁ 0@% :? éﬁ%gnlécat'on
connection 7. al ternative, e pr oguct  Oro S@r vi

ceis present’élaltJf% the ’t’:%%foﬁﬁ?d% E{l?héeﬁ’?& 5t 8| é'GSMESt tamehiisennon
connecti a9 6, nea:m:i ahbert:etllfm:mmm:m&ﬁtit&s connd@ﬁh.dﬁd g0 Reyerha/iphie uses

the second t onnec for the prod'uct or
servi ce. ase 5 p]as rréﬁ':ﬁe?h% %bﬁct ‘HP §E’%1°@é‘ei% By itheo
vered to the %QMMr A| reguestr tho ec(almpeb thee serorice igluekn®r w{Vvice is
paid via a nobhd eséééﬁd%lé&rﬁ%ﬁ%am&?béé&é &{‘ape 4 and a second

t el econmuni cati on con- necti on I'n any one 0O he® ways descri bed
above, the cust omet? raselriEd algﬁvm«tmm okhai prhducicosuseraind 25

t he servige pfé)vj,ﬁepre§em§>édft6dtﬁé &ﬁ@tbﬁé?r\#@g EH@ first & lréecom-
t el econmuni cat i on_ server ;on th %‘ﬁat i on, the service

provi der can dérf‘ﬁ/aétrl?rhecﬁpﬁlﬁﬁ gon 'ora gi\ﬁ%feezf o tfife %%‘f%mr 3WE t he

cust oner ackrdseided to buy, he/she uses the second telecommunica-

tion connection 7 to pay for the product or service.

Based on the payment, the product or service is delij-

20 vered to the customer. In a fourth example, the pro-

duct or service is paid via a mobile station. Using a

mobile telephone 4 and a second telecommunication con-

nection 7 in any one of the ways described above, the

Customer reserves a given sum on his/her account, and

25 the service provider is notified of the reserved sum

via the telecommunication server. Based on this noti-

fication, the service provider can deliver the product

or service to the customer and the customer acknow-

ledges receipt of the product after accepting the de-

30 livery. It is to be noted that in all the above

examples the state of the payment can be displayed for

the customer in real time using the first telecommuni-
cation connection 6 and the computer 2.

The invention is not restricted to the

35 examples of its embodiments described above, but many

variations are possible within the scope of the inven-

tive idea defined by the claims.



| edges recei pt of the fmm cceptl ng the de- 30 livery. It isto
be noted that in "ﬂ exarrpl es the state of the paynent
can be di wpbsyedod or * the c |n real time using thectiiosloss2

t el ecommuni - cation connection 6 and the conputer 2. The

I nvention is not restricted to the 35 e><3arrpl es of its enbodi nents descri bed
above, but many variations are possible within the scope of the inven-
tive i dea deftumIM®y the cl ai ns. 8
CLAI M5 - 1. Procedure for setting up a secure service

connection in a tel ecamuBroaedune sgsiremetaimyg UpIga asecurti selrvice

t el ecomuni c rk.(1), e (2) connected to
the first te?ée%tg{n%%{l%% an 2 e #Jﬂ%&l%ﬂsle%g{ond;%gg cSﬂWéﬁ%’ﬁéPﬁor? net wor k
(3), a se- fl%hdtﬁéﬁﬁpmmunaéﬁc@n(m)‘atvgﬂrkec(tléd td fhestetexthinale-
comuni caki OARLAET K2)aNeloriné L& OB AR | AT ¥R ecommfuiicale] 1! N

procedure the first term nal ewfe Is 10, connected via a
t el ecommuni c AT IFPLONMRcEFTR] sfelecoppunicatipr BRRNATEafBdn 3eSfer and
the second terond termiwmadl ddevieei $4rosoratetefiotbhehkekeeanalRieqali On ser- -

: : " ;
2% o Tn't natc e SROTRHEELLER AN 00 &fdpmunetiof o metiar go. | |
vice (2) and (He dinawhdehe pfagedure vehef fdastortexminal | déwiocat ii@n gi vi ng
the firsyoterddfalodeyi¢£a(2) fat telEE8AmhAiLREI A KhARSCLich Ge) .

t el ecomruni cati on server are transmtte e secon
device 20 (49 the telecommuppgapien §exvesy anck %Ié%oﬁﬁc?'@@rﬁ-ﬁmldew ce

are verified ndl tdeviet essnsshineaitiean t&erw@é ‘t@Ddcommunication L@e-first
t el ecommuni cq;l on_connection ég) omthe tel ecommuni cation s rver to

the first term= 252 nd 3P %e]s%cto%urb’a%aetd"% Gra 1ﬂr’cat( m and the

characterised in that

15 the unique address of the first terminal de-
vice (2) and the data needed for the verification of
information giving the first terminal device (2) ac-
cess to the services of the telecommunication server
(5) are transmitted via the second terminal d;vice

20 (4) ; )

the data sent by the second terminal device
are verified in the telecommunication server; and

the first telecommunication connection (§6)
from the telecommunication server to the first termi-

25 nal device is set up based on the verification and the
address data received if the first terminal device has
the required right of access to the services of the
telecommunication server.

2. Procedure as defined in claim 1, cha-

30 racterised in that a secure telecommunication
connection (7) is set up between the second terminal
device and the telecommunication server (5) by encryp-
ting the data transmitted via the connection using a
predetermined encrypting algorithm.

35 - 3. Procedure as defined in claim 1, cha -
racterised in that the second telecommunication



address data recei ved—tf—the—f++rst—term nal device has the required

2 oﬁfedﬁ‘?‘?ﬁ‘i‘”%"éff m &I”m MliF a0 ract e o
0

that a secure tel eco nBection (7) is set up between the

second term nal devi ce and the f'el ecommuni cation server (5) by encryp-
ting the dat gohnhakeidd edy\vi fgt BeeC I QN sy edet erm ned
encrypting al rlthm 35(17) . w%cedlﬁ%s% < AR PP 1, ¢ h
a - r a &ectdon jwhighgis, wsed tee %’é@%ﬁ'@lteleémmmdcamessage
connection (padketst up as a message swtching con- nectlon which is
used to transmt encrypt eg ‘Eressage qsﬁgé:ang,ts. , . Patient's
respiration air as deﬁ henE S o fP 134 afhE 1BS SIEfln@l@ara@terl sed
in théit anye mesa@e cladintschl ng Tonnechiar ais t ésedl ded ihransmt
SMS and/or E age di andard 5.
Procedur e as§ e |ne nﬁlg%ggg%e g?ﬁfjhigg Gg%'?ec‘:ién iR aufed ctP e r i s

e d in that &remssdy §P£Sarand/0r BSME massagashacasimtiongr cthé ogSMer ver
(5) to es- gtamddgeh whether the first and/or the second tel ecomu-

ni cati on connection (6 552 IS active and whet her the user has a right
of access to the servitceF4RERFEI &S5 defineReinepBYomRmicht ¢baiver ver .

6. Procetorelas definet an ancy weerof £kadMin thak -a Tchedk hig &ap-C t e r
in the t tion server &5% t he duration

[ d f
of “the 1115t L2 @b AR oEPARCEBMMBLERDN Loy BaRRehS] hed #8T 20
term nal devitedldmsd mhetheryithe ifdnseasindtbrnthd heecond usele©bmiie second

term nal deviGey ga)od cgﬁgbrpn(s 7t) h%éjaééél&etl Eﬁg q}lllre%theg the . .,

7. Procedure as define |n any one
sedin thapsgrf,m of access to the serwvices prov;.ded

15 wvia the telecommun:.cat:.on server,

6. Procedure as defined in any one of claims
1 -5, characterised in that, in the tele-
communication server (5), the duration of the first
telecommunication connection (6) between the first
20 terminal device and the service is measured and the
user of the second terminal device (2) is charged on
the basis of the duration. '
7. Procedure as defined in any one of claims
1 -6, characterised in that a fixed payment
25 for the service is sent via the second telecommunica-
tion connection (7), on the basis of which the tele-
communication server (5) disconnects the first tele-
communication connection on expiration of the service
time corresponding to the payment.
30 8. Procedure as defined in any one of claims
1 -7, characterised in that
a purchase order is transmitted via the first
telecommunication comntiection;
the purchase price is reserved on the user's
35 account via the second telecommunication connection;
the telecommunication sexrver (5) is informed
of the reservation; and



25 for the service i-s—sent—via—the-second tel econmuni ca- tion
connection (7), on't whi ch the tel e- conmuni catt on ‘server
(5) di scommeavmodohe ﬂmﬁﬂm, ﬂﬂy m ommuni cati on connect i %ﬁﬁggmﬁatl on
of the service to t he payrrent 30

Procedure as defined in any one of clal 7, character is e d in
t hat a purchase order is transmtted via the first

t el ecommuni cati on connafd i @Pansaction is adifowti m‘r&ﬁ@& Li G8,d S SLeserved
on the user ' fbfgﬁg ccount via the second tel eco i cation conn&Etion;
t

t he tel econmfifl CEians GaGGREen by fhe ustememati on; and
the transaction is aclemommtmﬁ.xm da$ hdeftned inCeRf tcﬁi@%ﬂ”&@h‘iﬂ%‘ on

connection by the, cus r Procedure, as_.defined_in any one
of clains >€"1 f\8'8 é?xhngrag%ﬁrlseé ?‘H‘fh‘gl?etﬁérFF@F 1es e- .
comuni caPi orcqmmqat(lpp igetwolkk a (Adt wos kaarttatia“\enetwoi:kr sdnd eehienal

device (2) CEHYYS GSerRals fgévﬁgémqg) comg& Ing'%érg L@l § Vi ge to t he

dat a net work. rocedure a I'n any on Sl ai s

1- 9, c h &ingthe terminal deyijce tieathendasac setwosk.10
| ecommuni cati on networlly, EPocddure t= QI&B&&%&‘%MH& one 398/ g1aTRB! | €

Wih the tel dcomir S B EaRih Rl dofie hatbr o eYtéfeio%mSaﬁggﬁa“ oe

network.10 lecommunication network (3) is a telephone network
and/or mobile communication network and the second
terminal device (4) is compatible with the telecommu-
nication network and/or mobile communication network.



