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Method, Apparatus, Electronic Device and Computer Storage Medium for

Generating Information Identification Codes

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to the Chinese patent application No.
201811401893.5 filed on November 22, 2018, and entitled “Method, Apparatus, Electronic
Device and Computer Storage Medium for Generating Information Identification Codes,”
which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] The specification relates to the field of computer technologies, particularly to a
method, an apparatus, an electronic device and a computer storage medium for generating
information identification codes.

BACKGROUND

[0003] With the development of Internet technologies, QR codes are increasingly being
applied to various fields for unique identifications, such as payment QR codes, transportation
QR codes, identification QR codes, coupon QR codes, card and ticket QR codes, and the like.
Taking transportation QR codes as an example, with continuous promotion of Alipay™
transportation QR codes, Alipay™ transportation QR codes are supported in more and more
cities. WeChat™, UnionPay™ and various local all-in-one card companies, bus companies
and subway companies have also begun to develop a transportation QR code function. The
Ministry of Transportation of the People’s Republic of China has also promoted the industry
to develop technical regulations for transportation QR codes. As a platform and channel, in
addition to its own transportation QR code standards, Alipay™ also complies with the
standards of the Ministry of Transportation and other local standards.

[0004] As the public transportation industry with using a transportation QR code is in an
initial stage of internetization, the architecture and capacity of overall systems and networks
may not be immediately adapted to the demand for high Internet traffic or a 24/7 service. This
problem may be reflected in two aspects in practical applications. In one aspect, the reliability
of a network of a user’s transportation environment may be poor, and mobile phones often
fail to connect to the network. When a user uses a network for the first time or has not been
using a network for a long time, the transportation code function may be unavailable due to
no service. In another aspect, systems and networks of the interaction parties such as bus,

subway and all-in-one card companies are poorly available, often causing service failures,
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connection failures and the like, shutdown of a system due to insufficient system capacity at a
typical activity peak, network disconnection during rush hours and even power outage, etc.,
which severely affects the use of a transportation QR code. Therefore, it is necessary to
ensure that a user can normally generate an information identification code and perform
corresponding operations, when the client fails to connect to a network; and/or when the
availability of a system and a network of a code identifying party (such as a bus, a subway) is
low.

SUMMARY

[0005] Embodiments of the specification provide a method, an apparatus, an electronic
device and a computer storage medium for generating information identification codes.
[0006] In one aspect, the specification provides a method for generating information
identification codes. The method may include: requesting a user’s code generation seed from
a code identifying party; receiving a first code generation seed from the code identifying
party; and synchronizing the first code generation seed to a client of the user, for the user to
generate information identification code.

[0007] In another aspect, the specification provides a non-transitory computer-readable
storage medium for generating information identification codes. The non-transitory
computer-readable storage medium may store instructions executable by one or more
processors to cause the one or more processors to perform operations. The operations may
include: requesting a user’s code generation seed from a code identifying party; receiving a
first code generation seed from the code identifying party; and synchronizing the first code
generation seed to a client of the user, for the user to generate information identification code.
[0008] In yet another aspect, the specification further provides a method for generating
information identification codes. The method may include: determining whether a network of
a client is available; obtaining, when a network of the client is unavailable, a first code
generation seed; and generating information identification code according to the first code
generation seed.

[0009] In still another aspect, a method for generating information identification codes is
provided in the specification. The method may include: determining whether a network of a
client is available in response to an information identification code generation request;
obtaining a first code generation seed when a network of the client is unavailable; wherein

the first code generation seed is pre-synchronized to the client by a server; and generating the
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information identification code according to the first code generation seed.

[0010] The specification also provides an apparatus for generating information
identification codes. The apparatus may include: a first response module, configured to
determine whether a network of a client is available in response to an information
identification code generation request; a first obtaining module, configured to obtain a first
code generation seed when a network of the client is unavailable; wherein the first code
generation seed is pre-synchronized to the client by a server; and a first generation module,
configured to generate the information identification code according to the first code
generation seed.

[0011] The specification provides another apparatus for generating information
identification codes. The apparatus may include: a second response module, configured to
request a user’s code generation seed from a code identifying party in response to triggering
of a preset service low-peak event; and a caching module, configured to store, e.g., cache, the
code generation seed after receiving the code generation seed and synchronize the code
generation seed to a client.

[0012] The specification provides a system for generating information identification codes.
The system may include: a client for performing the method as described above; and/or a
server for performing the method as described above.

[0013] The specification further provides an electronic device. The device may include one
or more processors and one or more non-transitory computer-readable memories coupled to
the one or more processors. The memories are configured with instructions executable by the
one or more processors to perform operations. The operations may include: requesting a
user’s code generation seed from a code identifying party; receiving a first code generation
seed from the code identifying party; and synchronizing the first code generation seed to a
client of the user, for the user to generate an information identification code.

[0014] In the specification, a server requests a user’s code generation seed from a code
identifying party within a predetermined time period, and synchronizes the code generation
seed to the client. The client stores, e.g. caches, after receiving the code generation seed, and
when an information identification code needs to be generated by corresponding operations, a
first code generation seed cached in a local client may be used to generate an information
identification code if a network of the client is unavailable. In this way, the embodiments of

the specification can provide services in the case where a client has no network or external
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interaction parties are disconnected from the network. The specification can greatly improve
the availability of an information identification code and enhance the user’s experience.
[0015] It should be understood that the foregoing general description and the following
detailed description are illustrative and explanatory and not restrictive to the specification.
BRIEF DESCRIPTION OF THE DRAWINGS

[0016] With reference to the attached drawings, other features, objectives and advantages of
the specification will become more apparent according to the detailed description of non-
restrictive implementation manners below.

[0017] FIG. 1 illustrates a flow chart of a method for generating information identification
codes on a client according to an embodiment of the specification;

[0018] FIG. 2 illustrates a flow chart of a process when a network of a client is available in
a method for generating information identification codes according to an embodiment of the
specification;

[0019] FIG. 3 illustrates a flow chart of another process when a network of a client is
available in a method for generating information identification codes according to an
embodiment of the specification;

[0020] FIG. 4 illustrates a flow chart of a method for generating information identification
codes on a server according to an embodiment of the specification;

[0021] FIG. 5 illustrates a flow chart of a process in case of failure of a code identifying
party in a method for generating information identification codes according to an
embodiment of the specification.

[0022] FIG. 6 illustrates a flow chart of another process in case of a failure of a code
identifying party in a method for generating information identification codes according to an
embodiment of the specification;

[0023] FIG. 7 illustrates a structural block diagram of an apparatus for generating
information identification codes on a client according to an embodiment of the specification;
[0024] FIG. 8 illustrates a structural block diagram of a process when a network of a client
is available in an apparatus for generating information identification codes according to an
embodiment of the specification;

[0025] FIG. 9 illustrates a structural block diagram of another process when a network of a
client is available in an apparatus for generating information identification codes according to

an embodiment of the specification;
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[0026] FIG. 10 illustrates a structural block diagram of an apparatus for generating
information identification codes on a server according to an embodiment of the specification;
[0027] FIG. 11 illustrates a structural block diagram of a process of an apparatus for
generating information identification codes in case of a failure of a code identifying party
according to another embodiment of the specification;

[0028] FIG. 12 illustrates a structural block diagram of another process of an apparatus for
generating information identification codes in case of a failure of a code identifying party
according to an embodiment of the specification; and

[0029] FIG. 13 is a schematic structural diagram of an electronic device for generating
information identification codes according to an embodiment of the specification.
DETAILED DESCRIPTION

[0030] Exemplary implementation manners of the specification will be described in detail
hereinafter with reference to the attached drawings so that those skilled in the art may easily
implement the exemplary implementation manners. In addition, portions that are not related
to the description of the exemplary implementation manners are omitted in the attached
drawings for the sake of clarity.

[0031] In the specification, it should be understood that the terms such as “comprising” or
“with” are intended to indicate the presence of features, numbers, steps, acts, components,
parts or combinations thereof disclosed in the specification and are not intended to exclude
the possibility of the presence or addition of one or a plurality of other features, numbers,
steps, acts, components, parts or combinations thereof.

[0032] The embodiments of the specification and features of the embodiments may be
combined with each other in case of no conflict. The specification will be described in detail
below with reference to the drawings and embodiments.

[0033] FIG. 1 shows a flow chart of a method for generating information identification
codes according to an embodiment of the specification. The method for generating
information identification codes may be implemented on a client. As shown in FIG. 1, the
method for generating information identification codes comprises the following steps of S101
to S103.

[0034] In step S101, whether a network of a client is available is determined in response to
an information identification code generation request.

[0035] In step S102, a first code generation seed is obtained when a network of the client is
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unavailable. The first code generation seed is pre-synchronized to the client by a server, and
is stored at the client. In some embodiments, the first code generation seed is cached at the
client.

[0036] In step S103, the information identification code is generated according to the first
code generation seed.

[0037] In this embodiment, when information identification code is requested, such as for
shopping, taking a bus, etc., a user may request to generate an information identification code
through an application such as Alipay™ and the like on a client. An information
identification code may be a dynamic QR code, such as a payment QR code, a transportation
QR code, an identity QR code, or a unique identification code of other information such as a
card, a ticket, a coupon, etc. For information security, an information identification code may
vary with time. However, the information identification code may uniquely identify
corresponding information, such as a payer’s account number, a payer’s transportation card,
identity information, a card number, a ticket number, a coupon number, etc. The information
identification code may ensure that corresponding information will not be leaked. In the
following description, the payment QR code is taken as an example, however, the
information identification code proposed by the specification is not limited to a payment QR
code and may also be applied to other information identification codes, such as a
transportation QR code, an identity QR code, etc. After receiving an information
identification code generation request, an application on a client first determines whether a
network of the client is available. In some embodiments, the network is a local network of the
client. If not available, a first code generation seed stored, e.g. cached, locally may be
obtained and the first code generation seed may be used to generate an information
identification code to be displayed on a screen of the client. The first code generation seed
may be pre-obtained by a server of an application from a code identifying party such as a bus,
a subway, a merchant and the like and then synchronized to the client. In some embodiments,
the code identifying party is a party with the right to interpret information. In some other
embodiments, the code identifying party is a party with the ownership of information. In still
other embodiments, the code identifying party may identify to which piece of information an
information identification code corresponds, and may allow or prohibit corresponding
operations to the information according to a request of an application. The first code

generation seed may include one or more of the user’s identity and debit card number,
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effective time range of the first code generation seed, a public key and the like. The
application may generate a valid information identification code based on the first code
generation seed so as to be recognized by a code scanning device.

[0038] In some embodiments, the server may pre-synchronize the code generation seed to
the client, and the client caches after receiving the code generation seed, and when an
information identification code needs to be generated by corresponding operations, the first
code generation seed cached in a local client may be used to generate the information
identification code if a network of the client is unavailable. In this way, the embodiments of
the specification can provide service in the case where the client has no network or external
interaction parties are disconnected from the network. The specification can greatly improve
the availability of an information identification code and enhance the user’s experience. The
specification uses cache as an example. A person having ordinary in the art should understand
that the code generation seed or other data can be stored in other memories, like a main
memory of a computing device.

[0039] In one embodiment, as shown in FIG. 2, after step S101, the method further
comprises the following steps of S201 to S203.

[0040] In step S201, a code generation seed request to the server is initiated when the
network of the client is available.

[0041] In step S202, a first response message sent by the server is received. The first
response message includes a second code generation seed.

[0042] In step S203, the information identification code is generated according to the
second code generation seed.

[0043] When an application receives a request that the user needs to generate an
information identification code, if a network of the client is available, a code generation seed
request may be initiated to the server in order to obtain the latest code generation seed. After
receiving the code generation seed request from the client, the server may send the latest
second code generation seed, and the application on the client generates an information
identification code based on the latest second code generation seed. As such, if a network of
the client is available, the latest code generation seed can be obtained in real time by an
asynchronous request, thereby guaranteeing the success rate of operations such as payment
and the like.

[0044] In another embodiment, as shown in FIG. 3, after step S101, the method further
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comprises the following steps of S301 to S303.

[0045] In step S301, a code generation seed request to the server is initiated when the
network of the client is available.

[0046] In step S302, a second response message sent by the server is received. The second
response message includes an instruction for using the locally cached first code generation
seed.

[0047] In step S303, the locally cached first code generation seed is obtained and the
information identification code is generated according to the first code generation seed.
[0048] When an application receives a request that the user needs to generate an
information identification code, if the network of the client is available, a code generation
seed request may be initiated to the server so as to obtain the latest code generation seed.
After receiving a code generation seed request from the client, the server determines whether
a code generation seed latest synchronized to the client is available. If available, the server
may send a second response message to instruct the application to generate an information
identification code by using the locally cached first code generation seed. If the code
generation seed cached in the client is unavailable, the latest code generation seed may be
obtained from the code identifying party, and then the latest code generation seed is sent to
the client. As such, if the code generation seed cached in the client is available, there is no
need to request the latest code generation seed from the code identifying party, and the code
generation seed locally cached in the client may be directly used. This can not only save
resources but also ensure the real-time performance of operations such as payment and the
like, so as to improve user’s experience when a system or network of the code identifying
party is poor in availability.

[0049] FIG. 4 shows a flow chart of a method for generating information identification
codes according to another embodiment of the specification. The method for generating
information identification codes may be implemented on a server. As shown in FIG. 4, the
method for generating information identification codes comprises the following steps of S401
to S402.

[0050] In step S401, a user’s code generation seed is requested from a code identifying
party in response to triggering of a preset event. The preset event may be a preset service
low-peak event.

[0051] In step S402, the code generation seed is cached and synchronized to a client.
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[0052] The server may request a user’s code generation seed from the code identifying party
within a predetermined time period. The predetermined time period may be, for example, a
preset low-peak period of service, thereby avoiding a peak period of service and alleviating
pressure on the server and the code identifying party’s system to prevent affecting normal
service of the user.

[0053] In one embodiment, a fixed time period may be set according to experience and the
like as a low-peak period of service. In another embodiment, traffic volume may be
monitored to determine whether it is a low-peak period of service. When the traffic volume is
lower than a preset threshold, it may be considered as a low-peak period of service. When a
low-peak period of service is determined, the server triggers a service low-peak event.
[0054] In another embodiment, for a plurality of users within a preset user group, a server
may obtain the users’ code generation seeds from the code identifying party. The preset user
group may be a group of users that includes all registered users, active users according to
statistics, users with frequent errors in a network of a client according to statistics or the like.
It may be set according to actual situations and is not limited herein.

[0055] After receiving the code generation seed sent by the code identifying party, the
server may store the code generation seed on the server and synchronize the code generation
seed to the client, thereby ensuring that the most recently obtained code generation seed is
cached on the client. In some embodiments, the received code generation seed may be cached
on the server.

[0056] For example, the server requests a user’s code generation seed from a merchant, i.e.,
the code identifying party, and synchronizes the code generation seed to a client so that the
client caches the code generation seed after receiving the code generation seed. When an
information identification code needs to be generated for payment, the first code generation
seed cached in the local client may be used to generate an information identification code if
the network of the client is unavailable. In this way, the embodiments of the specification can
provide services to in the case where the client has no network or external interaction parties
are disconnected from the network. The specification can greatly improve the availability of
the information identification code and enhance the user’s experience. Meanwhile, normal
services will not be affected as the server may request the user’s code generation seed in
batches from the code identifying party during a low-peak period of service.

[0057] In yet another embodiment, as shown in FIG. 5, the method further comprises the



WO 2020/106990 PCT/US2019/062670

following steps of S501 to S502.

[0058] In step S501, after receiving a code generation seed request from the client, whether
an external failure occurs is determined. The external failure is associated with loss of
connection with the code identifying party.

[0059] In step S502, a third response message is sent to the client when an external failure
occurs, instructing the client to use the locally cached code generation seed.

[0060] The client may request the latest code generation seed from the server when needed.
After receiving the user’s code generation seed request, the server can first determine whether
the code identifying party may be connected. In other words, the server may determine
whether the latest code generation seed may be obtained from the code identifying party. For
example, if the code identifying party fails to connect with the server due to a system or
connection failure of the code identifying party, the server may send a third response message
to the client, instructing the client to use the locally cached code generation seed. In this way,
the user can still use an information identification code to perform corresponding operations
when the system or network of the code identifying party is unavailable.

[0061] In still another embodiment, as shown in FIG. 6, the method further comprises the
following steps of S601 to S602.

[0062] In step S601, after receiving a code generation seed request from the client, whether
an external failure occurs is determined. The external failure is associated with loss of
connection with the code identifying party.

[0063] In step S602, a fourth response message is sent to the client when an external failure
occurs. The fourth response message includes the code generation seed.

[0064] The client may request the latest code generation seed from the server when needed.
After receiving the user’s code generation seed request, the server may first determine
whether the code identifying party can be connected. If the server determines that the code
identifying party cannot be connected due to an external failure, the server may send the code
generation seed cached in the server to the client, so that the client generates an information
identification code by using the code generation seed cached in the server. As such, a client
will not be prevented from generating a valid information identification code in the event of a
failure, and the code generation seed cached in the server may be more secure than that
cached in the client, thereby making the code generation seed received by the client more

effective.
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[0065] In some embodiments, if an external failure has occurred and the code identifying
party cannot be connected, the server may first determine whether a code generation seed
locally cached in the client is available (for example, a code generation seed is still valid but
fails to be updated by the code identifying party, etc.). If available, the user is instructed to
use the locally cached code generation seed to save resources. If a code generation seed
locally cached in the client is unavailable and a code generation seed cached in a server is
available (for example, the mostly recently obtained code generation seed is not successfully
synchronized to the client, etc.), the code generation seed cached in the server may be sent to
the client, so that the client generates an information identification code by using the code
generation seed.

[0066] The following are embodiments of an apparatus of the specification, which may be
used to implement embodiments of the method of the specification.

[0067] FIG. 7 is a structural block diagram of an apparatus for generating information
identification codes according to an embodiment of the specification, wherein the apparatus
may be implemented as part or all of an electronic device by software, hardware, or a
combination of both. As shown in FIG. 7, the apparatus for generating information
identification codes comprises: a first response module 701, configured to determine whether
a network of a client is available in response to an information identification code generation
request; a first obtaining module 702, configured to obtain a cached first code generation seed
when the network of the client is unavailable; wherein the first code generation seed is pre-
synchronized to the client by a server; and a first generation module 703, configured to
generate the information identification code according to the first code generation seed.
[0068] When an information identification code is requested for such as shopping, taking a
bus, etc., a user may request to generate an information identification code through an
application such as Alipay™ and the like on a client. The information identification code may
be a dynamic QR code, such as a payment QR code, a transportation QR code, an identity QR
code, or a unique identification code of other information such as a card, a ticket, a coupon,
etc. For information security, the information identification code may vary with time. The
information identification code may uniquely identify corresponding information, such as a
payer’s account number, a payer’s transportation card, identity information, a card number, a
ticket number, a coupon number, etc. The information identification code may ensure that

corresponding information will not be leaked. In the following description, the payment QR
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code is taken as an example, however, the information identification code proposed by the
specification is not limited to the payment QR code and may also be applied to other
information identification codes as mentioned above. After receiving the information
identification code generation request, the application on the client first determines whether
the network of the client is available. If not available, the first code generation seed cached
locally may be obtained and the first code generation seed may be used to generate an
information identification code to be displayed on a screen of the client. The first code
generation seed may be pre-obtained by the server of the application from a code identifying
party such as a bus, a subway, a merchant and the like and then synchronized to the client.
The code identifying party is a party with the right to interpret information. In some
embodiments, the code identifying party may be a party with the ownership of information,
may identify to which piece of information the information identification code corresponds,
and may allow or prohibit corresponding operations to the information according to the
request of the application. The first code generation seed may include the user’s identity and
debit card number, effective time range of a first code generation seed, a public key and the
like. The application may generate a valid information identification code based on the first
code generation seed so as to be recognized by a code scanning device.

[0069] In some embodiments, the server may pre-synchronize the code generation seed to
the client, and the client caches the code generation seed after receiving the code generation
seed. When an information identification code needs to be generated by corresponding
operations, the first code generation seed cached in the local client may be used to generate
the information identification code if the network of the client is unavailable. In this way, the
embodiments of the specification can provide service in the case where a client has no
network or external interaction parties are disconnected from the network. The specification
can greatly improve the availability of the information identification code and enhance the
user’s experience.

[0070] In one embodiment, as shown in FIG. 8, the apparatus further comprises: a first
requesting module 801, configured to initiate a code generation seed request to the server
when the network of the client is available; a first receiving module 802, configured to
receive a first response message sent by the server, wherein the first response message
includes a second code generation seed; and a second generation module 803, configured to

generate the information identification code according to the second code generation seed.
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[0071] When the application receives the request that the user needs to generate an
information identification code, if the network of the client is available, a code generation
seed request may also be initiated to the server in order to obtain the latest code generation
seed. After receiving the code generation seed request from a client, the server may send the
latest second code generation seed, and the application on the client generates an information
identification code based on the latest second code generation seed. As such, if the network of
the client is available, the latest code generation seed is still obtained in real time by an
asynchronous request, thereby guaranteeing the success rate of operations such as payment
and the like.

[0072] In another embodiment, as shown in FIG. 9, the apparatus further comprises: a
second requesting module 901, configured to initiate a code generation seed request to the
server when the network of the client is available; a second receiving module 902, configured
to receive a second response message sent by the server, wherein the second response
message includes an instruction for using the locally cached first code generation seed; and a
second obtaining module 903, configured to obtain the locally cached first code generation
seed and generate the information identification code according to the first code generation
seed.

[0073] When the application receives a request that the user needs to generate an
information identification code, if the network of the client is available, a code generation
seed request may also be initiated to the server in order to obtain the latest code generation
seed. After receiving the code generation seed request from the client, the server determines
whether a code generation seed latest synchronized to the client is available. If available, the
server may send a second response message to instruct the application to generate an
information identification code by using the locally cached first code generation seed. If the
code generation seed cached in the client is unavailable, the latest code generation seed may
be obtained from a code identifying party, and sent to the client. As such, if the code
generation seed cached in the client is available, there is no need to request the latest code
generation seed from the code identifying party, and the code generation seed locally cached
in the client may be directly used, which can not only save resources but also ensure the real-
time performance of operations such as payment and the like and improve the user’s
experience when a system or network of the code identifying party is poor in availability.

[0074] FIG. 10 shows a structural block diagram of an apparatus for generating information

13
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identification codes according to another embodiment of the specification. The apparatus for
generating information identification codes is installed on a server. As shown in FIG. 10, the
apparatus for generating information identification codes comprises: a second response
module 1001, configured to request a user’s code generation seed from a code identifying
party in response to triggering of a preset service low-peak event; and a caching module
1002, configured to cache the code generation seed after receiving the code generation seed
and synchronize the code generation seed to the client.

[0075] The server may request the user’s code generation seed from the code identifying
party within a predetermined time period. The predetermined time period may be, for
example, a preset low-peak period of service, thereby avoiding peak period of service and
alleviating pressure on the server and the code identifying party’s system to prevent from
affecting normal service of the user.

[0076] In one embodiment, a fixed time period may be set according to experience and the
like as a low-peak period of service. In another embodiment, traffic volume may be
monitored to determine whether it is a low-peak period of service. When the traffic volume is
lower than a preset threshold, it may be considered as a low-peak period of service. When a
low-peak period of service is determined, the server triggers a service low-peak event.
[0077] In another embodiment, for a plurality of users within a preset user group, a server
may obtain the users’ code generation seeds from the corresponding code identifying parties.
The preset user group may be a group of users that includes all registered users, active users
according to statistics, users with frequent errors in a network of a client according to
statistics or the like. It may be set according to actual situations and is not limited herein.
[0078] After receiving the code generation seed sent by the code identifying party, the
server may cache the code generation seed on the server and synchronize the code generation
seed to the client, thereby ensuring that the most recently obtained code generation seed is
cached on the client.

[0079] For example, the server requests a user’s code generation seed from a merchant, i.e.,
the code identifying party, and synchronizes the code generation seed to the client so that the
client caches the code generation seed after receiving the code generation seed; and when an
information identification code needs to be generated for payment, the code generation seed
cached in the local client may be used to generate an information identification code if the

network of the client is unavailable. In this way, the embodiments of the specification can
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provide services in the case where a client has no network or external interaction parties are
disconnected from the network. The specification can greatly improve the availability of the
information identification code and enhance the user’s experience. Meanwhile, normal
service will not be affected as the server may request the user’s code generation seed in
batches from the code identifying party during low-peak period of service.

[0080] In yet another embodiment, as shown in FIG. 11, the apparatus further comprises: a
first determination module 1101, configured to determine, after receiving a code generation
seed request from the client, whether an external failure occurs; wherein the external failure
is associated with loss of connection with the code identifying party; and a first sending
module 1102, configured to send a third response message to the client when an external
failure occurs, instructing the client to use the locally cached code generation seed.

[0081] The client may request the latest code generation seed from the server when needed.
After receiving the user’s code generation seed request, the server may first determine
whether a code identifying party may be connected, that is, whether the latest code generation
seed may be obtained from the code identifying party. For example, if the code identifying
party fails to connect with the server due to system or connection failure of the code
identifying party, the server may send a third response message to the client, instructing the
client to use the locally cached code generation seed. In this way, a user can still use the
information identification code to pay when the system or network of the code identifying
party is unavailable.

[0082] In still another embodiment, as shown in FIG. 12, the apparatus further comprises: a
second determination module 1201, configured to determine, after receiving a code
generation seed request from the client, whether an external failure occurs; wherein the
external failure is associated with loss of contact with the code identifying party; and a
second sending module 1202, configured to send a fourth response message to the client
when an external failure occurs; wherein the fourth response message includes the code
generation seed.

[0083] The client may request the latest code generation seed from the server when needed.
After receiving the user’s code generation seed request, the server may first determine
whether a code identifying party can be connected. If a server determines that the code
identifying party cannot be connected due to an external failure, the server may send the code

generation seed cached in the server to the client, so that the client generates an information
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identification code by using the code generation seed cached in the server. In this way, the
client will not be prevented from generating a valid information identification code in the
event of the external failure. The code generation seed cached in the server may be more
secure than that cached in the client, thereby making the code generation seed received by the
client more effective.

[0084] In still another embodiment, if an external failure has occurred and a code
identifying party cannot be connected, the server may first determine whether the code
generation seed locally cached in the client is available (for example, the code generation
seed is still valid but fails to be updated by the code identifying party, etc.). If available, the
user is instructed to use the locally cached code generation seed to save resources. If the code
generation seed locally cached in the client is unavailable and the code generation seed
cached in the server is available (for example, the mostly recently obtained code generation
seed is not successfully synchronized to the client, etc.), the code generation seed cached in
the server may be sent to the client, so that the client generates the information identification
code by using the code generation seed.

[0085] The specification further provide a system for generating information identification
codes, comprising: a client, configured to execute the method for generating information
identification codes as described in FIG. 1 and related embodiments; and/or a server,
configured to execute the method for generating information identification codes as described
in FIG. 4 and related embodiments.

[0086] FIG. 13 shows a schematic diagram of a structure of an electronic device suitable for
implementing the method for generating information identification codes according to the
implementation manners of the specification.

[0087] As shown in FIG. 13, the electronic device 1300 comprises a central processing unit
(CPU) 1301, which may execute one or more processes in the implementation manners as
shown in FIG. 1 according to a program stored in a read only memory (ROM) 1302 or a
program loaded into a random access memory (RAM) 1303 from a storage portion 1308. In
the RAM 1303, various programs and data required for operations of the electronic device
1300 are also stored. The CPU 1301, the ROM 1302 and the RAM 1303 are connected to
each other through a bus 1304. An input/output (I/O) interface 1305 is also connected to the
bus 1304.

[0088] The following components are connected to the I/O interface 1305: an input portion
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1306 including a keyboard, a mouse and the like; an output portion 1307 including a cathode
ray tube (CRT), a liquid crystal display (LCD), a speaker and the like; a storage portion 1308
including a hard disk and the like; and a communication portion 1309 of a network interface
card including a LAN card, a modem and the like. The communication portion 1309 performs
communication processing via a network such as the Internet. A driver 1310 is also connected
to the I/O interface 1305 as needed. A removable medium 1311 such as a magnetic disk, an
optical disk, a magneto-optical disk, a semiconductor memory and the like is installed on the
drive 1310 as needed so that a computer program read therefrom is installed into the storage
portion 1308 as needed.

[0089] In some embodiments, the method described above with reference to FIG. 1 may be
implemented as a computer software program. For example, the implementation manners of
the specification include a computer program product, comprising a computer program
tangibly embodied on a readable medium, wherein the computer program comprises a
program code for performing the method as shown in FIG 1. In some embodiments, the
computer program may be downloaded and installed from a network via the communication
portion 1309, and/or be installed from the removable medium 1311.

[0090] Flowcharts and block diagrams in the attached drawings illustrate architectures,
functions and operations which are possible to be implemented by systems, methods and
computer program products in accordance with various implementation manners of the
specification. In this regard, each block in flow charts or block diagrams may represent a
module, a program segment, or a portion of code, wherein the module, the program segment,
or the portion of code includes one or a plurality of executable instructions for implementing
regulated logical functions. It should also be noted that in some alternative implementations,
functions noted in the blocks may also occur in a different order than that illustrated in the
attached drawings. For example, in fact two successively represented blocks may be executed
substantially in parallel or may sometimes be executed in the reverse order, depending on
involved functions. It should also be noted that each block of the block diagrams and/or flow
charts, and a combination of blocks in the block diagrams and/or flow charts, may be
implemented by a dedicated hardware-based system that performs specified functions or
operations or by a combination of dedicated hardware and a computer instruction.

[0091] Units or modules as described in the implementation manners of the specification

may be implemented by software or by hardware. The described units or modules may also
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be provided in a processor, and the names of the units or modules do not in a certain
condition constitute a limitation to the units or modules themselves.

[0092] In a further aspect, the specification further provides a computer readable storage
medium, which may be a computer readable storage medium included in the apparatus in the
above implementation manner or a computer readable storage medium that exists separately
and is not assembled into a device. A computer readable storage medium stores one or a
plurality of programs that are used by one or a plurality of processors to perform the methods
as described in the specification.

[0093] The above description only describes preferred embodiments of the specification and
principles of applied technologies. It should be understood by those skilled in the art that the
scope of the invention referred to in the specification is not limited to the technical solutions
formed by a specific combination of the above technical features but also includes other
technical solutions formed by any combination of the above technical features or their
equivalent features without departing from the inventive concept, such as technical solutions
formed by mutual replacement of the above features and technical features with similar

functions disclosed (but not limited to) in the specification.
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What is claimed is:

1. A method for generating information identification code, implemented by a
server, comprising:

requesting a user’s code generation seed from a code identifying party;

receiving a first code generation seed from the code identifying party;

caching the first code generation seed on the server and synchronizing the first
code generation seed to a client of the user, for the user to generate the information
identification code, wherein the synchronized first code generation seed is cached on
the client;

receiving a code generation seed request from the client; and

when determining an external failure occurs, sending a first response message
to the client instructing the user to use the cached first code generation seed on the
client, wherein the external failure is associated with loss of connection with the code

identifying party.

2. The method of claim 1, wherein before requesting the user’s code generation
seed from the code identifying party, the method further comprises: triggering a preset

event, the preset event being a service low-peak event.

3. The method of any of the proceeding claims, wherein the requesting a user’s
code generation seed from a code identifying party comprises:

requesting code generation seeds of one or more users in a predetermined
group, wherein the predetermined group includes all registered users, active users, or

users with frequent network errors.

4. The method of any of the proceeding claims, wherein the receiving a first code
generation seed from the code identifying party comprises:

obtaining the first code generation seed within a predetermined time period.

5. The method of claim 1, further comprising;:

caching the first code generation seed on the server; and

when determining an external failure occurs, sending, to the client, a second
response message including a latest code generation seed cached on the server, wherein

the external failure is associated with loss of connection with the code identifying party.
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6. A data processing system, comprising:

one or more processors; and

one or more computer-readable memories coupled to the one or more
processors and having instructions stored thereon that are executable by the one or

more processors to perform the computer-implemented method of any of claims 1 to 5.

7. A data processing apparatus, comprising a plurality of modules for performing

the computer-implemented method of any of claims 1 to 5.

8. A non-transitory computer-readable storage medium configured with
instructions executable by one or more processors to cause the one or more processors

to perform the computer-implemented method of any of claims 1 to 5.

9. A method for generating information identification code, implemented by a client,
comprising:
determining whether a network of the client is available, wherein when the
network of the client is determined to be available:
initiating a code generation seed request to a server;
obtaining, from the server, a cached first code generation seed; and
storing the first code generation seed; and
when an external failure occurs and when an information identification code
needs to be generated, obtaining from the server a first response message including an
instruction to use the stored first code generation seed on the client, and generating the
information identification code according to the stored first code generation seed,
wherein the external failure is associated with loss of connection with a code identifying

party of the code generation seed.

10. The method of any of claims 9, wherein when the network of the client is
determined to be available, the method further comprises:

initiating a code generation seed request to a server;

receiving a second response message from the server, wherein the second
response message includes a second code generation seed; and

generating the information identification code according to the second code

generation seed.

11. The method of claim 10, wherein the second code generation seed is a latest code

generation seed received from a code identifying party.
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12. The method of claim 10, wherein the second code generation seed is pre-stored in

the server.
13. A non-transitory computer-readable storage medium configured with

instructions executable by one or more processors to cause the one or more processors

to perform the computer-implemented method of any of claims 9 to 12.
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