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control network is shown. The process control net- work includes a system
bus 5 which has at least one BACKGROUND OF THE INVENTION
central control unit 6 coupled thereto and at least one bus Interface
module 9 also coupled thereto. The con- 1. Field of the Invention
5   tral control unit 6 receives signals from the system bus 5 that
typically communicate the status of user This invention relates generally
to networks that  devices coupled to the process control network and
receive and transmit groups of logic signals from re-  applies signals to
the networkthat provide the control mote locations and, more particularly,
to an appara-  signals determining the operation ofthe user devices. tus
for Insuring the accuracy of the information trans-  10  The bus interface
unit 9 applies status signals to the mitted between the local and the
remote locations.  system bus and receives signals from the system bus 5
which are relevant to a subset of network user de- 2. Description of the
Related Art                  vices 10 that communicate with the central
control unit 6 through bus interface unit 9. User devices 10 In the
SymposIum Recor of the 1987 IEEE inter-  15  responding to digital signals,
such as motors, lamps national Symposium on Electromagnetic Compatibil-
and heaters, receive control signals through device ity, 15-27.08.1987,
page 290-296, Atlanta, Georgia,  Interface unit 16 and digital outputmodule
12fromthe A. Partyka describes a Fault-Tolerant Bus Transceiv-  bus
interface unit 9. User devices 10 providing digital er System with means
for eliminating jamming and RF  status signals In response to contact
closures provide interference. The system includes a multiloop struc-  20
status signals to the bus interface unit 9 by means of ture in which each
element is periodically and auto-  device interface unit 17 and digital
Input module 13. matically tested and In which failure of any single com-
User devices 10 responding to analog control signals, ponent does not
result in uncontrolled carrier trans-  such as control valves, receive
signals from the bus mission. The system allows for Isolation and reporting
Interface unit 9 by means of output analog module 14 of any single element
failure before fatal multiple fail-  25  and device Interface unit 18. User
devices 10 of the ure can occur. The system includes means and meth-  type
providing analog status information such as od steps as described in the
preamble of the Indepen-  flowmeters, level detectors, pressure meters etc.
pro- dent claims. Each time the microprocessor wants to  vide the status
signals to the bus interface unit send data, it has to perform certain
relatively complex  through interface module 19 and analog input module
operations of toggling the two or more Input signals  30  15. The device
interface units 16, 17, 18 and 19 con- of a sequencer, whose output is
active in one and only  vert the signals received from and transmitted to
the one state. in the simplest version the sequencer can  user devices into
a format usable by the digital output be just a counter. Acting more
intelligently, the proc-  and input modules and the analog output and Input
essor can make the sequencer to reach the state    modules, respectively.
The digital input and output number N-1. Then only one change of the
processor  35  modules 13 and 12 and the analog input and output output
port can activate the RF switch, and the next  modules 15 and 14 couple the
signals of the user de- one would already disactivate it The key idea is
that  vices, as transformed by the device Interface unit, the processor can
access the RF switch only if it acts  with the bus interface unit 9 by
means of local bus 11. intelligently, precisely according to the program.
Any  In the communication between the bus interface random inputs to the
sequencer are neglected. An ad-  40  unit 9 and the digital and analog
input and output de- ditional level of security can be added by coupling
the  vices, the messages typically have an upper bound action of the
sequencer with the action of two timers  on the time that a single message
can be active (In of which the first one Is activated by the sequencer  the
preferred embodiment, the upper limit is 10 milli- output. When a
prescribed time elapses and the out-  seconds [ ms)), however, this
Interval is a matterof de- put of the sequencer is still active, this timer
resets  45  sign choice. A malfunction in the network can result the
sequencer, thus even if the processor falls to  in uncontrolled
communication of Information, gener- change the sequencerstate after
transmitting a mes-  ally referred to as jabber, In which the message can
sage, the RF switch is still turned off. Whenever a  extend beyond the 10ms
boundary. Because thejab- processor malfunction Is detected either by a
proces-  ber is the result of a malfunction, such a condition sor activity
detector or by the first mentioned timer,  so   must be detected and the
network repaired or inacti- then the second timer is activated and power is
dis-  vated. The detection of a jabber event is typically per- connected
from the amplifier for a relatively long time  formed by an antijabber
timing unit which measures by means of a supply voltage switch.
the length of the message. However, the antijabber In the automatic control
of processes, process  circuit can Itself malfunction and not detect a
jabber- control networks are provided to collect status infor-  55  Ing
incident. Furthermore, In process control net- mation by at least one
central location and to distrib-  works of the related art, a jabber
Incident can be the ute control signals to the devices coupled to the net-
result of a single component malfunction. work. Referring to Fig. 1, a
portion of such a process  A need has therefore been felt for apparatus and
2    



3                  EP0388441 B1                   4 method that can verify
the operation of the antijabber  DESCRIPTION OF THE PREFERRED timing
circuit without comprising the normal commu-  EMBODIMENT nication operation
and which can assist in isolating a malfunction that could result in a
jabber event, the  1. Detailed Description of the Figures jabber event
resulting in interruption of communica-   5 tion on the network beyond the
immediate conse-      Fig. 1 has been described with reference to the
quence of the malfunction.                       related art. It is an
object of the present invention to provide  Referring now to Fig. 2, the
apparatus for testing an improved process control network and an im-    the
antijabbercircuit is illustrated. Logic signal groups proved method for the
exchange of signals on a proc-  10  are exchanged between the
microprocessor unit 21 ess control network wherein failure of a single com-
and the communication channel transceivers 22 and ponent in the associated
process control network  23 when the communications channel transceivers
does not result in a jabber event.                22 or 23 are enabled. The
microprocessor unit 21 ap- These objects are achieved by the invention as
plies an UNLOCK signal to antijabber timing unit 24 described In the
independent claims.         15  and to a second input terminal of logic
'AND' gate 25 The Invention further discloses a process control  and
applies a REQUEST signal to the antijabber tim- network having an
antijabber circuit and having the  ing unit 24 and to a first terminal of
logic 'AND' gate capability of testing an antijabber timing circuit. Pre-
27, to a first Input terminal of logic 'AND' gate 26 and ferred details of
the new method and embodiments of  to a first terminal of logic 'AND' gate
25. The micro- the new apparatus are described in the dependent  20
processor receives a LOCKED-UP signal from anti- claims.
jabber timing unit 24 and a RESET signal from an out- put terminal of logic
'AND' gate 25. An output window SUMMARY OF THE INVENTION
signal from antijabber timing unit 24 is applied to a second input terminal
of logic 'AND' gate 27 and to a The aforementioned and other features are
ac-  25  second input terminal of logic AND' gate 26. The log- complished.
according to the present invention, by  ic 'AND' gate 27 applies an ENABLE
signal to com- providing a microprocessor unit with the capability of
munication  channel transceiver 22 and  log- applying a timing signal to
the antijabber timing unit.  ic 'AND' gate 26 applies an ENABLE signal to
com- The timing signal has a duration longer than the max-  munication
channel transceiver 23. Communication imum permitted message duration. When
the antijab-  30  channel transceivers 22 and 23 exchange signal ber
circuit is functioning properly, a failure signal is  groups with the
remainder of the process control net- transmitted to the microprocessor. In
the event of a  work. malfunction in the antijabber circuit, the
microproces-  Referring next to Fig. 3, the relationship of prin- sor will
detect that no failure signal was received as  cipal signals of the
preferred embodiment are shown. a resultof the timing signal and
appropriate response  35  A timing or REQUEST signal is generated by the
ml- can be taken. A signal Is applied to the properly func-  croprocessor
unit 21 and applied to antijabber timing tioning antijabber to remove the
failure signal and ap-  unit 24. After a period of time that exceeds the
max- paratus is provided to Insure that the removal of the  imum period
permitted for a message, the antijabber failure signal does not compromise
the network com-  timing unit provides a LOCKED-UP signal Indicating
munication. The antijabber circuit is also used to sup-  40  that the
antijabber timing unit has detected a mes- ply a second enable signal for
the network to mini-  sage that exceeds the maximum permitted length. In
mize the opportunity for a single component to result  response to the
LOCKED-UP signal, applied to the in a jabber event.
microprocessor, the microprocessor applies an UN- These and otherfeatures
of the present invention  LOCK signal to the antijabber timing unit 24.
Although will be understood upon reading of the following de-  45  the
original REQUEST signal is Inactivated prior to scription along with the
drawings.                generation of the UNLOCK signal, a current RE-
QUEST signal related to an actual message transmis- BRIEF DESCRIPTION OF
THE DRAWING                  sion can be present The combination of a
REQUEST signal and an UNLOCK signal causes the micropro- Figure 1 is a
block diagram of process control net-  50  cessor to be reset by a RESET
signal regardless of work capable of using the present invention.      the
state of the LOCKED-UP signal. Figure 2 is a block diagram of the principal
com- ponents of the apparatus fortesting an antijabbertim-  2. Operation of
the Preferred Embodiment ing unit. Figure 3 is a timing diagram
illustrating the rela-  55  The present invention makes use of the process-
tionship of the important signals used for testing the  ing capability of a
microprocessor unit used for trans- antijabber timing unit.
mission of messages over the network to provide a timing signal and
determine If, as a resultof the timing 3    
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antijabber timing unitfunctioned correctly..  UP) if said first signal
exceeds a predeter- Because the timing signal exceeds the maximum per-
mined duration; characterized by mitted message length, if a LOCKED-UP
(failure) sig-     c) means for coupling said second signal to nal is not
generated as a result of the timing signal,   said first unit (21) to
provide notification to then the microprocessor unit responds to a
antiabber   5  said first unit (21) thatsaid first signal exceed- timing
unit malfunction. When a LOCKED-UP signal         ed said predetermined
duration; is generated by the antiabber timing unit, the micro-    d) said
first unit (21) including means re- processor responds with an UNLOCK
signal to the          sponding to said second signal to generate a
antijabber unit that inactivates the LOCKED-UP sig-      third signal
(UNLOCK) and to apply said third nal. Because the timing signal has been
removed, a   10  signal to said second unit (24); and message request
signal can be applied to the antijab-    e) said second unit (24) including
means re- ber unit. To prevent the UNLOCK signal from impact-      sponding
to said third signal to terminate said ing the operation of a message
transmission, the si-     second signal (LOCKED UP). multaneous presence of
an UNLOCK signal and a message request signal results in the resetting of
the   15  2. The apparatus of claim 1, characterized by: microprocessor
unit I.e., any activity in progress will  a) said first unit (21) being a
microprocessor be aborted and reinitated.                               and
said second unit (24) being an anti-jabber Referring once again to Fig. 2,
an important fea-     timing unit; ture of the present invention is
illustrated. The EN-    b) said microprocessor (21) Including means ABLE
signal for the communication channel trans-  20     for generating said
first signal also during a celver 22 from logic 'AND' gate 27 and the
ENABLE        test procedure; signal for the communication channel
transceiver 23      c) means responsive to said second signal from logic
'AND' gate 26 are activated by two signals,    (LOCKED UP) for preventing
transmission of one from the microprocessor unit 21 and one (the
data signals by said microprocessor (21) and WINDOW signal) from the
antijabber timing unit.  25      for causing said microprocessor to apply
said Thus, a component malfunction that would normally       third signal
(UNLOCK) to said anti-jabber tim- result in a jabber incident is prevented
from so doing  ing unit (24) after said first signal (REQUEST) because
ofthe presence of the second activation         Is removed during said test
procedure, where- component The WINDOW signal Is present when the
at said third signal (UNLOCK) causes said LOCKED-UP signal is not present,
when a REQUEST   30     anti-jabber timing unit (24) to cancel said sec-
signal is present and when the REQUEST signal has        ond signal (LOCKED
UP); and been active for less than the maximum signal trans-      d) means
within said microprocessor (21) for mission time.
preventing transmission of data signals when It will be clear that although
the preferred em-      said second signal (LOCKED UP) is not gen- bodiment
uses the processing capability of a micro-  35  erated during said test
procedure. processor unit, the same antijabber timing unit testing can be
performed by dedicated apparatus.           3. The apparatus of claim 2,
characterized by The foregoing description is included to illustrate   a) a
logic gate (25) responsive to a simultane- the operation of the preferred
embodiment and is not     ous presence of said third signal (UNLOCK) meant
to limit the scope of the invention. The scope   40  and said first signal
(REQUEST) for providing of the Invention is to be limited only by the
following  a fourth signal (RESET); and claims.
b) means for applying said fourth signal to said microprocessor (21) and
for causing said microprocessor to halt operation and to be re- Claims
45         set 1. Apparatus for preventing uncontrolled communi-  4. The
apparatus of one of the preceding claims, cation in a communication network
(22,23) com-     characterized by isolating means (26, 27) pro- prising:
vided between said first (21) and second (24) unit a) a first unit (21) for
generating a first signal  50  on the one hand and said communication net-
(REQUEST), which first signal normally de-      work (22, 23) on the other
hand for reducing ef- notes the transmission of data signals in said  fects
of single component failure on transmission network;
of data signals over said communication network b) a second unit (24)
including a timing ele-   by providing a plurality of enabling signals for
ment coupled to said first unit for receiving  55  each of a plurality of
communication channels said first signal, said second unit responsive  (22,
23). to said first signal, and when operating cor- rectiy, generating a
second signal (LOCKED   5. The apparatus of claim 4, characterized In that
4    5                   EP 0 388441B1 



signal, the antijabbertiming unitfunctionedcorrectly..     UP) if said
first signal exceeds a predeter- Because the timing signal exceeds the
maximum per-        mined duration; characterized by mitted message length,
if a LOCKED-UP (failure) sig-      c) means for coupling said second signal
to nal is not generated as a result of the timing signal,    said first
unit (21) to provide notification to then the microprocessor unit responds
to a antijabber   5  said first unit (21) thatsaid first signal exceed-
timing unit malfunction. When a LOCKED-UP signal          ed said
predetermined duration; Is generated by the antijabber timing unit the
micro-     d) said first unit (21) including means re- processor responds
with an UNLOCK signal to the           sponding to said second signal to
generate a antijabber unit that inactivates the LOCKED-UP sig-      third
signal (UNLOCK) and to apply said third nal. Because the timing signal has
been removed, a   10   signal to said second unit (24); and message request
signal can be applied to the antijab-     e) said second unit (24)
including means re- ber unit. To prevent the UNLOCK signal from impact-
sponding to said third signal to terminate said ing the operation of a
message transmission, the si-      second signal (LOCKED UP). multaneous
presence of an UNLOCK signal and a message request signal results in the
resetting of the   15  2. The apparatus of claim 1, characterized by:
microprocessor unit, I.e., any activity in progress will  a) said first
unit (21) being a microprocessor be aborted and reinitiated.
and said second unit (24) being an anti-jabber Referring once again to Fig.
2, an important fea-     timing unit; ture of the present invention is
illustrated. The EN-     b) said microprocessor (21) including means BLE
signal for the communication channel trans-  20     for generating said
first signal also during a ceiver 22 from logic 'AND' gate 27 and the
ENABLE         test procedure; signal for the communication channel
transceiver 23       c) means responsive to said second signal from logic
'AND' gate 26 are activated by two signals,    (LOCKED UP) for preventing
transmission of one from the microprocessor unit 21 and one (the
data signals by said microprocessor (21) and WINDOW signal) from the
antijabber timing unit.  25      for causing said microprocessor to apply
said Thus, a component malfunction that would normally        third signal
(UNLOCK) to said anti-jabber tim- result in a jabber incident is prevented
from so doing    ing unit(24) aftersald firstsignal (REQUEST) because ofthe
presence of the second activation           is removed during said test
procedure, where- component. The WINDOW signal is present when the
at said third signal (UNLOCK) causes said LOCKED-UP signal is not present,
when a REQUEST   30      anti-jabber timing unit (24) to cancel said sec-
signal is present and when the REQUEST signal has         ond signal
(LOCKED UP); and been active for less than the maximum signal trans-
d) means within said microprocessor (21) for mission time.
preventing transmission of data signals when It will be clear that,
although the preferred em-     said second signal (LOCKED UP) is not gen-
bodiment uses the processing capability of a micro-  35   erated during
said test procedure. processorunit the same antijabber timing unit testing
can be performed by dedicated apparatus.            3. The apparatus of
claim 2, characterized by The foregoing description is included to
illustrate   a) a logic gate (25) responsive to a simultane- the operation
of the preferred embodiment and is not      ous presence of said third
signal (UNLOCK) meant to limit the scope of the invention. The scope   40
and said first signal (REQUEST) for providing of the invention is to be
limited only by the following   a fourth signal (RESET); and claims.
b) means for applying said fourth signal to said microprocessor (21) and
for causing said microprocessor to halt operation and to be re- Claims
45         set 1. Apparatus for preventing uncontrolled communl-   4. The
apparatus of one of the preceding claims, cation in a communication network
(22, 23) com-     characterized by isolating means (26, 27) pro- prising:
vided between said first (21) and second (24) unit a) a first unit (21) for
generating a first signal  50  on the one hand and said communication net-
(REQUEST), which first signal normally de-       work (22, 23) on the other
hand for reducing ef- notes the transmission of data signals in said  fects
of single component failure on transmission network;
of data signals over said communication network b) a second unit (24)
Including a timing ale-    by providing a plurality of enabling signals for
ment coupled to said first unit for receiving  55  each of a plurality of
communication channels said first signal, said second unit responsive
(22, 23). to said first signal, and when operating cor- rectly, generating
a second signal (LOCKED   5. The apparatus of claim 4, characterized In
that 4    7                  EP0388441B1                     8 said
anti-jabber timing unit (24) includes signal  nals by said microprocessor
(21) when said test 



means for generating a fifth signal (WINDOW)      firstsignal (REQUEST) and
said third signal (UN- when said second signal (LOCKED UP) is not
LOCK) are simultaneously present. present, wherein said first signal
(REQUEST) and said fifth signal (WINDOW) enable commu-   5   9. The method
of claim 7 or 8, characterized by the nication from said microprocessor
(21) to said    further step of generating a fifth signal (WIN-
communication network (22, 23).                   DOW) by said timing unit
(24) when said second signal (LOCKED UP) is not present, said fifth sig- 6.
The apparatus of one of the preceding claims,      nal (WINDOW) providing a
separate signal for characterized by testing means for verifying op-  10
enabling transmission of data signals to said eratlon of said anti-jabber
timing unit (24), said  communication network. testing means including
first means in said micro- processor (21) for generating said first signal
10. The method of claim 7, 8 or 9, characterized in (REQUEST) longer than
said predetermined          that said first signal (REQUEST) is an
activation length of time during a test procedure, wherein  15  signal for
permitting data signals to be transmit- said anti-jabber timing unit (24)
is adapted to pro-  ted to said communications network (22, 23). vide said
second signal (LOCKED UP) after said predetermined length of time; and by
Patentansprniche said microprocessor (21) Including second   20 means for
identifying an anti-Jabber timing unit  1. Einrichtung zum  Verhindern
unkontrollierter malfunction when said second signal (LOCKED
Kommunikation in elnem Kommunkationsnetz- UP) is not generated during said
test procedure.  werk (22, 23) mit a) elner ersten Elnheit (21) zum
Erzeugen ei- 7. A method for preventing uncontrolled communi-  25    nes
ersten Signals (ANFORDERUNG), wel- cation over a communication network,
compris-        ches normalerweise die Obertragung von Da- ing the steps
of:                                   tensignalen im Netzwerk bezeichnet;
a) generating a first signal (REQUEST) when       b) einer zwelten
Elnrichtung (24) miteinem an a microprocessor (21) transmits data signals
die erste Elnheit angeschlossenen Zeltgeber to said communication network
(22,23);  30        zum Empfang des ersten Signals, welche auf b) applying
said first signal (REQUEST) to a      das erste Signal anspricht und be!
ordnungs- timing unit (24); and                             gemrilem
Betrieb ein zweites Signal (SPER- c) generating a second signal (LOCKED UP)
RUNG) erzeugt, sobald des erste Signal elne by said timing unit (24) when
said first signal   vorgegebene Dauer Oberschreltet; (REQUEST) associated
with said data signals  35   gekennzelchnet durch exceeds a predetermined
period;                   c) Mittel zum Ankoppein des zweiten Signals
characterized by the further steps of             an die erste Einheit
(21), um dieser mitzutel- d) applying said second signal (LOCKED UP)
len, daS das erste Signal die vorgegebene to said microprocessor (21), said
second sig-     Zeltdauer (Iberschreitet; nal Identifying a jabber event,
40         d) auf das zweite Signal ansprechende Mittei e) periodically
generating a test first signal    in derersten Elnhelt(21), um ei drites
Signal (REQUEST) exceeding said predetermined            (ENTSPERRUNG) zu
erzeugen und derzwel- period, said testfirst signal (REQUEST) being     ten
Elnheit (24) zuzuffIhren; und applied to said timing unit (24);
e) auf das dritte Signal ansprechende Mittel In f) generating a third
signal (UNLOCK) by said  45  derzweiten Einheit(24), um des zwelte Signal
microprocessor (21) when a second signal is       (SPERRUNG) zu beenden.
received In response to said test first signal and applying said third
signal to said timing  2. Einrichtung nach Anspruch 1, gekennzelchnet unit
(24), wherein said second signal is re-   durch moved in response to said
third signal; and    50  a) die Ausbildung der ersten Einhelt (21) als g)
preventing transmisslon of data signals to     Mlkroprozessor und der
zwelten Elnheit (24) said communication network by said micro-         ala
Antiverwaschungs-Zeitgeber; processor (21) when said second signal
b) Mittel im Mikroprozessor (21) zur Erzeu- (LOCKED UP) is not generated In
response to       gung des ersten Signals auch wahrend sines said test
first signal (REQUEST).      55         Testvorgangs; c) auf das zweite
Signal (SPERRUNG) an- 8. The method of claim 7, characterized by the fur-
sprechende Mittel zum Verhindern der Ober- ther step of reinitiating
transmission of data sig-  tragung von Datensignalen durch den Mikro- 5
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I! prozessor (21) und zur Zufuhr des dritten Si-   Zeitgebereinheit (24)
des zwoete Signal (SPER- 



gnals (ENTSPERRUNG) dutch den Mikropro-         RUNG) nach Ablauf
dervorgegebenen Zeitspan- zessor an die Antlverwaschungs-Zeitgeberein-
no liefert; und durch zwoete Mittel im Mikroprozes- helt (24), nachdem des
erste Signal (ANFOR-     sor (21) zum Identifizieren elner Fehlfunktion der
DERUNG) wahrend des Testvorgangs ent-   5
Antiverwaschungs-Zeitgebereinheit, falls des fernt wurde, wobel des dritte
Signal (ENT-      zwelte Signal (SPERRUNG) nicht wihrend des SPERRUNG) die
Antiverwaschungs-Zeitge-          Testvorgangs erzeugt wird. berelnholt
(24) voranlallt, das zweite Signal (SPERRUNG) zu beseltigon; und
7. Verfahren zum Verhindern unkontrollierter Kom- d) Mittel Innerhalb des
Mikroprozessors (21)  fO  munlkation Uber sin Kommunikationsnetzwerk zum
Verhindern der Obertragung von Daten-       mit den Schritten: signalen,
wenn des zwelbt Signal (SPER-            a) Erzeugen sines ersetn Signals
(ANFOR- RUNG) nicht wahrend des Testvorgangs er-           DERUNG), sobald
0in Mikroprozessor (21) zeugt wird.
Datensignale an das Kommunikationsnetz- 15        werk (22, 23) Obertragt,
3. Einrichtung nach Anspruch 2, gokonnzeichnet           b) Anlegen des
ersten Signals (ANFORDE- durch
RUNG) an eine ZeitgebereinheHt; und a) eln auf elne glelchzeltige
AnwesenheKt des      c) Erzeugen eines zweiten Signals (SPER- dritton
Signals (ENTSPERRUNG) und des er-          RUNG) durch die Zeitgoberelnheit
(24), wenn stbn Signals (ANFORDERUNG) ansprechen-  20         das den
DatensIgnalen zugeordnete erste Si- des Loglkgatter (25) zur Erzeugung
sines           gnal (ANFORDERUNG) elne vorgegebene vlorten Signals
(RIDCKSTELLUNG); und               Zeltspanne Oberdauert; b) Mittel
zurZufuhrdesvlerten Signals an den       gekennzelchnetdurch dieweiteren
Schritto: Mlkroprozessor (21) sowle zum Anhaltbn des         d) Anlegen des
zwelten Signals (SPER- Betriebs des Mikroprozessors und zur ROck-  25
RUNG) an den Mlkroprozessor, wobel des setzung.
zweltb Signal einen Verwaschungsvorgang anzeigt; 4. Einrichtung nach einem
der vorangehenden An-          e) periodisches Erzeugen sines ersten
Testsl- sprfiche, gekennzelchnot durch zwlschen den           gnals
(ANFORDERUNG), weiches die vorge- ersten (21) und zweiten (24) Elnhelten
einerselts  30  gebene Zeltspanne fOberstelgt und woiches und dem
Kommunikationsnetzwerk (22, 23) an-           der Zeitgebereinheit (24)
zugeleitst wird; deretselts angeordnste Isolierschaltungen (26,        f)
Erzeugen oines dritten Signals (ENTSPER- 27) zur Verringerung der
Auswirkung sines Ein-        REN) durch den Mikroprozessor (21), sobald
zelkomponentenfehlers auf die Obertragung von         sin zweltes Signal
als Antwort auf des erste DatensIgnalen fber dus Kommunikationsnetz-  35
Testsignal empfangen wird, sowie Zufuhr des work, In dern fOr Jeden von
mehreren Obertra-         dritten Signals an die Zeltgebereinheit, wobel
gungskanilen (22, 23) mehrere Akdtvierungssi-         des zweite Signal in
Beantwortung des dritten gnalo erzougt werden.
Signals beseltigt wird; und g) Verhindern der Obertragung von Datensi- S.
Elnrichtung nach Anspruch 4, dadulrch gokenn-  40     gnalen durch den
Mlkroprozessor (21) an das zeichnot, dcaB die Antriverwaschungs-Zeitge-
Kommuikationsnetzwerk, wenn dus zweite bereinheit (24) zwei
Signaelenrichtungen zur Er-      Signal (SPERRUNG) nicht in Beantwortung
zeugung slnes ffnften Signals (FENSTER) um-           des ersten
Testsignals (ANFORDERUNG) er- faPt, wenn das zweite Signal (SPERRUNG) nicht
zougt wird. ansteht, und wobei dus erste Signal (ANFORDE-  45 RUNG) sowle
ds ffOnfte Signal (FENSTER) die    8. Verfahren nach Anspruch 7,
gokennzelchnet Kommunikution vom Mlkroprozessor (21) zum          durch den
welteren Schritt siner Wlederaktivie- Kommunikationsnetzwerk (22, 23)
aktlivieren.       rung der Obertragung von Datensignalen durch don
Mikroprozessor (21), wenn des erste Tests 6. Elhrichtung nach elnem der
vorangehenden An-  so   gnal (ANFORDERUNG) und des dritte Signal sprflche,
gekennzelchnet durch esne Testebn-       (ENTSPERRUNG) glelchzeitlg
anstehen. richtung zum Verifizieren des Betldebs der
Antiverwaschungs-Zeitgebereinhelt (24), wobel die  9. Verfahren nach
Anspruch 7 oder 8, gekenn- Testeinrichtung eote Mittel Innerhalb des
Mikropro-  zelchnot durch den welteren Schrltt der Erzeu- zessors (21) zum
Erzeugen des ersten Signals  5s   gung elnes fOften Signals (FENSTER) durch
die (ANFORDERUNG) fOr sine Zeltspanne linger als       Zeltgebereinheit
(24), sobald dus zwelte Signal die vorgegebene Zektspanne wahrend des
Testvor-   (SPERRUNG) nicht vorhanden Ist, und wobei gangs umfalt, und
wobel die Antiverwaschungs-      des funfte Signal (FENSTER) eln getrenntes
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tensignalen an das Kommunikationsnetzwork            cadencement
d'anti-emission continue (24) liefert.
apres quo ledit premier signal (REQUETE) est 6te pendant ladite procedure
de test, sl 10. Verfahren nach Anspruch 7, 8 oder 9, dadurch   5    bien
quo  ledit trolsieme  signal (DE- gokennzelchnot, dme das orste Signal
(ANFOR-         VERROUILLAGE) force ladite uniti de caden- DERUNG) ein
Aktivierungssignal fOr die Zulas-        cement d'antl-omission continue
(24) A annu- sung der Obertragung von Datensignalen an des        lor [edit
second signal (VERROUILLAGE); et Kommunikationsnetzwerk (22, 23) ist
d) un moyen est prevu dane leditmicroproces- 10        sour (21) pour
empicher une emissbon de el- gnaux de donnees lorsque ledit second signal
Rovendications                                          (VERROUILLAGE)
n'est pas gindr6 pendant ladite procedure de test 1. Apparell destine A
empocher une communication non contrOlee dana un reseau de communication
i1  3. Appareil selon la revendicatlon 2, caracterisb per (22, 23),
comprenant                                 a) une porte logique (25)
sensible A une pre- a) une premlire unti- (21) pour gendrer un        sence
aimultande dudit troislbme signal (DE- premier signal (REQUETE), lequel
premier si-      VERROUILLAGE) at dudit premier signal gnat Indique
normalement t'emisslon de at-        (REQUETE) pour produire un quatrieme
si- gnaux de donnbes dana ledit roseau;    20         gnal (REMISE A L'ETAT
INITIAL); et b) une seconds unlti (24) comportant un dli-      b) un moyen
pour appliquer ledltquatribme si- ment de cadencement couplI A [edits
premie-       gnal audit microprocesseur (21) et pour forcer re unite pour
recevoir ledit premier signal, la-  ledit microprocessour A arriter son
fonction- dite seconds unite etant sensible audit pre-      nement et A
otre romis A l'etat Initial. mier signal et iorsqu'eli fonctionne corrects-
25 ment, elle  genere  un  second  signal      4. Appareli selon l'une
quelconque des revendica- (VERROUILLAGE) si ledit premier signal di-
tions precbdentes, caracterise par un moyen passe une duree priditerminie,
d'bolation (26, 27) prbvu entre lesdites premibre caracterise par:
(21) et seconde (24) unites d'une part et leMit re- c) un moyan destinb A
coupler ledit second si-  3o  seau de communication (22,23) d'autre part
pour gnal A ladite premibre uniti (21) pour produtre  rbduire des effets
d'une difaillance de compo- une notification pourladite premrire uniti (21)
sent unique lors d'une emissbon do signaux de consistenten ce quo ledit
premier signal a db-  donnbes sur ledit rnseau de communication en passe
leditb duree prediterminie;              privoyant une pluralitb de signaux
de validation d) leditb premlere uniti (21) comportant un   35  pour
chacune d'une pluralItb de canaux de moyen sensible audit second signal
pour gb-    communication (22, 23). nerer un troisieme signal
(DEVERROUILLA- GE) at pour appliquer ledit troisilme signal a  5. Apparel
salon la revendication 4, caractbrise en l(dite seconde unit6 (24); et
ce quo ladito uniti de cadencement d'anti- a) ladtte seconde unite (24)
comportant un   4o  imisslon continue (24) comport. un moyen de sl- moyen
sensible audit troisibme signal pour     gnal pour ginirer un chnquibme
signal (FENE- terminer ledit second signal (VERROUILLA-      TRE) lorsque
ledit second signal (VERROUILLA- GE).
GE) n'est pas present, dens lequel ledtt premier signal (REQUETE) et ledit
cinquibme signal (FE- 2. Appareil solon la revendicatlon 1, caracterisb en
4s  NETRE) permettent une communication depuis ce quo:
ledit microprocesseur (21) jusqu'audit reseau de a) ladito premlire uniti
(21) est un micropro-  communication (22,23). cesseur et ladite seconde
unKtt (24) est une unitb de cadencement d'anti-6mission contl-  6. AppareDl
solon l'une quelconque des revendica- nue;
50      tions prbcedentes, caractirlse par un moyen de b) ledUt
microprocesseur (21) comporte un      test pour veIrier un fonctionnement
de ladite unl- moyen pour gnerer ledit premier signal bga-  tW de
cadencementd'antl-mission continue (24), lament pendant une procedure de
test;          ledit moyen de test comportant un premler moyen c) un moyen
sensible audit second signal        prbvu dans ledit microprocesseur (21)
pour genb- (VERROUILLAGE) est privu pour empicher  u5      rer ledit
premier signal (REQUETE) de manlere a une bmission de signaux de donnies
par ledit   ce qu'll soit plus long quo Iadite longuour ternpo-
microprocosseur (21) et pour forcer ledit ml-  relle pnrdetermlnhe pendant
une procidure de croprocesseur A appliquer ledit trolsibme si-  test, dane
lequel ladite unite de cadencement 7    13                 EP0 388 441 B1
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produir led it second signal (VERROUILLAGE)       cinquieme signal
(FENETRE) par ladite unit6 de spres laditb durng temporelle pr6d6termin6e;
cadencement (24) lorsque ledit second signal et en ce quo ledit
microprocesseur (21)      (VERROUILLAGE) n'est pas present, ledit cn-
comporte un second moyen pour Identifier un   s   quieme signal (FENETRE)
constituant un signal dysfonctionnoment de I'unite de cadencement
distinct pour valider une emision de signaux de d'anti-6mesion continue
lorsque le second signal  donn6es sur ledit reseau de communication.
(VERROUILLAGE) n'est pas g6n6r6 pendant la- dite proc6dure de test.
10. Procede solon la revendication 7, 8 ou 9, carac- 10     terlse en co
quo ledit premier signal (REQUETE) 7. Proc6de pour empecher une
communication non        est un signal d'activation destIn6 a permettre
controi1e sur un reseau de communication,         I'emission de signaux de
donn6es sur ledit re- compronant les 6tapes de:
seau de communication (22,23). a) g6n6ration d'un premier signal (REQUETE)
lormqu'un microprocesseur (21) emet des si-  16 gnaux de donn6es pour ledit
r6seau de communication (22, 23); b) application dudit premier signal
(REQUE- TE) a une unit6 de cadencement (24); et c) g6n6ration d'un second
signal (VERROUIL-  20 LAGE) par ladite unit6 de cadencement (24) loreque
ledit premlersignal (REQUETE) asso- ci6 auxdits signaux de donn6es d6passe
une periode prd6termin6e; caract6ris6 par les dtapes suppldmentalres  25
de: d) application dudit second signal (VERROUIL- LAGE) audit
microprocesseur (21), ledit se- cond signal identifiant un 6v6nement
d'anti- emisslon continue;                     30 e) g6n6ratlon p6riodlque
d'un premier signal de test (REQUETE) depassant ladite p6riode
pr6d6termin6e, ledit premier signal de test (REQUETE) etant appllqu6 A
ladite unite de cadencement (24);                      35 f) g6neratlon
d'un troisieme signal (DE- VERROUILLAGE) par ledit microprocesseur (21)
lorsqu'un second signal eat recu en re- ponse audit premier signal de test
et applica- tion dudit troisilme signal a ladite unit6 de ca-  4o dencement
(24), dans loquel ledit second si- gnal est 0t6 en r6ponse audit trobieme
signal; et g) empichoment d'une emisslon de signaux de donn6es pour ledit
reseau de communica-  45 tion par ledit microprocesseur (21) lorsque le-
dit second signal (VERROUILLAGE) n'est pas g6nere en reponse audit premier
signal de test (REQUETE). 50 8. Proc6d6 selon la revendlcatlon 7,
caracterise par l'6tape supplementalre de rinltialisation d'une 6misslon de
signaux de donnees par ledit micro- processeur (21) lorsque ledi premier
signal de test (REQUETE) et ledit troisieme signal (DE-  55 VERROUILLAGE)
sont simultan6ment presents. 9. PNock  selon la revendication 7 ou 8,
caracteri- 8    


