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1 A SYSTEM FOR | NTERCEPTI NG MULTI MEDI A DOCUMENTS The
present invention relates to a systemfor

i ntercepting nmultinedia docunents dissem nated froma
network. 5 The invention thus;relates in genera
manner to a nethod and a system for providing
traceability for the content of digital docunents
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effectlve interception of information disseminated from a
network and by ensuring reliable and fast identification
of predetermined information.

The invention also seeks to enable documents to be
identified even when the quantity of information
disseminated from a network is very large.

These objects are achieved by a system of
intercepting multimedia documents disseminated from a
first network, the system being characterized in that it
comprises a module for intercepting and processing
packets of information each including an identification
‘header and a data body, the packet interception and
processing module comprising first means for intercepting
packets disseminated from the first network, means for
analyzing the headers of packets in order to determine
whether a packet under analysis forms part of a

connection that has already been set up, means for
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connection that has already been set up, neans for 2
processi ng packets recogni zed as formng part of a
connection that has already been set up to determ ne
the identifier of each receivwed packet and to access
a storage container where the data present in each
received 5 packet is saved, and nmeans for creating an
aut omat on_f or groce55|n t he rec ved
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dependﬂ‘?ﬂ@e cﬂﬁwwrjﬂheté@@@ﬁéd’zﬁack@ﬁns and the

processor meang comprise a first table for setting up a
connection and containing for each connection being set
up an identifier "connectionId" and a flag
"connectionState", and a second table for identifying
containers and containing, for each connection that has
already been set up, an identifier "connectionId" and a
reference "containerRef" identifying the container
dedicated to storing the data extracted from the frames
of the connection having the identifier "connectionId".
The flag "connectionState" of the first table for

setting up connections may take three possible values

- (P10, P11, P12) depending on whether the detected packet

corregponds to a connection request made by a client, to
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corresponds to a connection request nade by a client,

to 3 a response nmade by a server, or to a confirmation
made by the client. According to an inportant
characteristic of the present invention, the first
packet interception neans, 5 the packet header

anal yzer means, the automaton creator neans, the

packet rocess nmeans and t he ans for. analyzin

DRet CORTBAT TRT04Un SOSPEdTn TheCednPal RoFanr bghrAtde bY
|hhendépenUent and asynchronous manner. The
Intercge&b%ﬁgswrarpfl egb%aﬁter&ﬂa%cft%m%&c &8 the

conprises_a fi for storing the content of

dBE@ﬁ%ﬂFsleﬁQﬁ%RﬁﬁGQPQnﬁHﬂﬁ§|ﬁ&ﬁﬂ@§ figFerAeRFEePt MAGDS.

apHe pa@]e&sméw@@%@t@zan%e&n%ecm@ &uduinat&ﬁr creator
storing ,information relatin to at the sen

aff2bfie test? F&F"cﬁe%srﬂre @Etseda nt'§21%5 St
Aduahy aipegushey , cdritesritntce ceyta @ﬁo&ﬁﬁtéﬁlthethentalners

c0gprl ses: 2 Rl 01 Stor Lng.JatarmmLl ao rel ating to

conponen resu etectlng cont ent
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oGSt ans for processing alerts,
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t corresn ond docunen

TTTRE Pt REEEESS! FoNPEy Seane SEOhEY ! THeRude
Qe?$mﬂmwcqmgnm§un@sp@a@sngotoptbduneagsfingerprlnts of
gensitive documents under surveillance, means for
producing  fingerprints of intercepted documents, means
for storing fingerprints produced from sensitive
documents under surveillance, means for storing
fingerprints produced from intercepted documents, means
for comparing fingerprints coming from the means for
storing fingerprints produced from intercepted documents
with fingerprinte coming from the means for storing
fingerprints produced from sensitive documents under
surveillance, and means for processing alerts, containing
the references of intercepted documents that correspond
to sensitive documents.

Under such circumstances, the interception system
may include selector means responding to the means for
processing alerts to block intercepted documents or to
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processing alerts to block intercepted docunents or to
4 forward them towards a second network B, dependi ng
on the results delivered by the nmeans for processing
alerts. In an advantageous application, the
centralized systemfurther conprises neans for
associating rights 5 with each sensitive docunent
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requests on the basis of sensitive docunents that are
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f bF ShetiedOrK. £ ilvsta reafd r&kuloFr t&?qutaegét thper gagest
genera neans for producing requests
?%ﬂ?%é EW%%P d%g%ﬁ%ﬁngﬁﬁﬁgr t¥BPvei | | ance; neans
for stDhe nntdmwcemyuestsy graadudedthe dpgesation magi by
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sear chr engi ne usi ng thé previous
r geeerd stetwarda s ftdie Jindeimmgtt ﬁ@peef erehetween a first
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files THofdtemel gy hesdndibnamyy ehclihgesuspegtiest

-generator for generating requests on the basis of

sensitive documents that are to be protected, in order to
inject requests intoc the first network.

In a particular embodiment, the request generator
comprises:

- means for producing requests from sensitive
documents under surveillance;

- means for storing the requests produced;

- means for mining the first network A with the help
of at least one search engine using the previously stored
requests;

- means for storing the references of suspect files
coming from the first network A; and

- means for sweeping up suspect files referenced in
the means for storing references and for sweeping up

files from the neighborhood, if any, of the suspect

files.
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files. 5 1n a particular application, said neans for
conparing fingerprints deliver a list of retained
suspect docunents having a degree of pertinence
relative to sensitive docunegts, and the alert
processor neans 5 deliver the references of an

i ntercepted docunent when the degree of pertinence of

sai d dogu { eat el . & predet erm ne
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dof ! ! e g LGS AL Ty lerp RUSRACL LB EERL S

docunent pro ing an in eréehce
veetren reaid segang Mt faomeaed n@aféngrabringsaand said

rRsend!| ﬁﬁ?gpﬁ@ﬂ!é?sltr% ha «4Q . dgt gLALAEd FBet Wﬁ?@ui@@lﬂg the
sensjtive docunment and the sus ect intercepted

ARt L (O dRsF T WSS | ARSTUIENG S - wﬁécheaﬁéuﬁ-srcomprlses
pr oceSaS)l ngealerisr ctﬁ}ddzrﬁmgg ahhéntei-geenaes Qhva

]gzct t|ntert e?t edé}ﬂ nt .when %)hg val ue of the

re Bl ahce S s g”o &95 P&&E&H@n SF¥eGPedt BPEHRN a
m@@mlertmkmd im tgmmh@lrﬂerAﬂEéllnangvehy fihgerprint of
'é‘ts‘ﬂé@%xﬂi‘ SRR WP coGRERE] égétoP%&E&E‘ P 9

mean or congrlng fingerprints sai d nmeans
P9 beds e | Gafigiing #@@ulfénggrpréatcglfam agspect

i dr@dddoed dompiiocypent s, whi ch nodul e 30
conpri,ses neans fogﬁggodu0|ng a correlation vector

repr es¥nt¥idARe I HOWEGSe 201 1B6FFERRENER BRFhrREnT O™
Cmmmmalfeﬂﬂmww eRaBlyag ordesesBiantagsédee to be

SOGERLY o81R SETRL P AAES VTG EO1°ERL suspect
flnﬁﬁﬂqﬁpuad(ﬂqumﬁitsugﬂectcpnsedeeptedndotneemman$rﬁnr
%%Héaégﬂﬂyqéﬂéyﬂg'delivering the references of a suspect
intercepted document when the value of the resemblance
score for said document is greater than a predetermined
threshold.

‘ Alternatively, the interception system further
comprises, between said means for comparing fingerprints
and said means for processing alerts, a module for
calculating similarity between documents, which module
comprises means for producing a correlation vector
representative of the degree of correlation between a
concept vector taken in a given order defining the
fingerprint of a sensitive document and a concept vector
taken in a given order defining the fingerprint of a
suspect intercepted document, the correlation vector
enabling a resemblance score to be determined between the

sensitive document and the suspect intercepted document
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enabling a resenbl ance score to be determ ned between
the sensitive docunent and the suspect intercepted
docunent 6 under consideration, the neans for
processing alerts deliveringghe references of a
suspect intercepted docunent when the val ue of the
resenblance score for said docunent is greater than a
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paoi £ 1 iong ngeran f ivkg elosiudentecthas chei bg eapabhésbed by
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- Figure 6 is a block diagram of an example of an

interception system of the invention showing how alerts
are treated and how reports are generated in the event of
requests being generated to interrogate suspect sites and
to detect suspect documents;

+ Figure 7 is a diagram showing the various steps of
an interception process as implemented by the system of
Figure 6;

-+ Figure 8 is a block diagram showing the process of
producing a concept dictionary from a document base;

- Figure 9 is a flow chart showing the various steps
of processing and partitioning an image with vectors
being established that characterize the spatial
distribution of iconic components of an image;

- Figure 10 shows an example of image partitioning
and of a characteristic vector for said image being

created;
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35 Figure 10 shows an exanple of image partitioning
and of a characteristic vector for said i mage bei ng
created; 7 Figure 11 shows the partitioned inage of
Figure 10 turned through 900, and shows the creation
of a characteristic vector for said inmage; Figure 12
shows the principle on which a concept 5 base is

built y t i | agr
ohowi ng TRIOBE oEL Bhoys (G Bt s st dfbeft 881 8%hure 10
stieyee rébrousaﬂﬂg-‘eﬁ% 1and By s Hdiss tomgettidonng ok a

f cREGRREEPY sPBS Syecdd: fdlgtgaﬁdli;daaea flow chart
showi ng the varjous steps in the bui 1'di ng_of a

fi nger prf hEUhRsE Sffi?vg%rféi%owl%rﬂeownc Wélrlfchs RofPRESPL
t baswat sobsilstwpstion itkanid f yi ng docunents; Figure

17 | hart. sh the sel ect f 15
first i SRS B AR co oty IR 28R, nllits chduPraseos

exhapeey of conerpy fdrancnamyes sandctErgdrzes 20 and
21 Show’? Péafpléﬁbﬁg Hé“é%?g?fﬂ%;? %%t3r§1nﬁerpr1nt

cor r espondf ng respectlv y to't S Rteffere
mB@%eexanples of Figures 18 and 19. The system for

I nt erceptigerauls i NPd o 1¢RE WIS srdhasgmiRat od-isam a
St netmq&kﬂﬂﬁﬁﬁgprlses a_main nndule 100 itself
Fsthg" g @5 & TingeEPEepti Rgsgnd
proce35|nggmrécnanms(31ﬂﬂmﬁ«ﬁhﬁr&aehoﬁﬁngnchudvagians
i dentdfi ﬁegdéﬂkfgﬁTﬁ r umen%ata body. The nodule 110

for Tntercepting-an proceSS|ﬁb information is thus a
| ow | eveFigmcril ¥ isnd: ifildvs dhiegwl ishewdogi ahedselehtion of

npapsrdd 11 fQr analzjpgedata content, for recognizing
protocol s, and for reconstituting |ntercepted

docurent Bloueg deb andgdfes$hey Awoagdappleshefneans 111

simwéﬁféfﬁﬂuénuavgg rghatlng to the |ntercepted
docunent flrstl @ Ie 120 for s orln t he

cont ent ‘ofIiHitE F¥° SeramE 88n8 to a

interference vectors correspondlng respectlvely to the
interference wave examples of Figures 18 and 19.

The system for intercepting multimedia documents
disseminated from a first network A comprises a main
module 100 itself comprising a module 110 for
intercepting and processing information packets each
including an identification header and a data body. The
module 110 for intercepting and processing information is
thus a low level module, and it is itself associated with
meang 111 for analyzing data content, for recognizing
protocols, and for recomnstituting intercepted documents
(see Pigures 1, 4, and 6).

The means 111 supply information relating to the
intercepted documents firstly to a module 120 for storing
the content of intercepted documents, and secondly to a
module 121 for storing information containing at least
the sender and the destination of intercepted documents

(see Figures 4 and 6).
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nodul e 121 for storing information containing at | east
35 the sender and the destination of intercepted
docunments (see Figures 4 and 6). 8 The nmin nodul e
100 co-operates with a centrakized system 200 for
producing alerts containing the references of

i ntercepted docunents that correspond to previously

dent t 5.Fall
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ajmarélcetndm:sleandtrray htighpaetvetulathi @cfmﬁi@tg@me@ﬁt i ng

‘%ﬁﬁ %ﬁ%é??ﬂ’ %P% equ 8e8?¥%;|03 gxfgg 1s 91tuated in

t10on |nt
a pos1t10n between the networks A and B that enables it

to perform active or passive interception with an
optional blocking function, depending on configurations
and on co-operation with networks of the LAN type or of
the Internet type.

The centralized system 200 groups together various
functions that are described in detail below, concerning
rights management, calculating document fingerprints,
comparison, and decision making.

The reqguest generator 300 is optional in certain
applications and may in particular include generating
peer-to-peer (P2P} requests.

Various examples of applications of the interception
system of the invention are mentioned below:

The network A may be constituted by an Internet type

- network on which mining is being performed, e.g. of the
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system of the invention are nentioned bel ow. 35 The
network A may be constituted by an Internet type
network on which mning is being perfornmed, e.g. of
the 9 active P2P or HTM. typeg while the docunents are
received on a LAN network B. The network A may al so
be constituted by an Internet type network on which

Paggive F2P ét%ﬁ@t Bﬁtfﬂ% L Re %%%t%y ateergc%md

i nterception system ormat 1-on e| ng f or va
0PBr 2 alft WBFROBK 0F - the same Internet type. The

net wor #h& ABYwELR OA bifa ONSdd tHY @A & 1cAN W%n Internet

busi ness. network aon, which the interceptigon system can
16YBEt e bRt e %Ibp‘f%lquf REEsIVe F0VildEEEiag BFobRIAY
operterhad Moy ochkreit Se it dgitiidn eq s&enGorhes pafdi-igt L on

sgn%tl grvggf: nts vvlth twtg)e e do&Wg nts the? gernet
9 or War ?o an exet a1 R
Ihmﬁnet type. The first and second netvvor ks A and B

may al $g bR%tthoﬂ-]g’ ﬁ%&fr}ﬂgct lﬂee%o%t%lhltte&pﬁﬁnst PRIKEype

that mg el on sanme busi ness
i htl%%%%‘fzﬁ |Itﬁﬁt‘g%lt & A §he dnjesvepsisal syctee can

bheekigend fasrompnta detieeeroRatki @RtA10b1bBRing of
busi ness etvvork and ortion B of said network. 20 -

The: T/ T o Mot Reh 88d CRFERSRANEARE Y ECset
.osée:ssﬂmjm diqzmmtemoj S wmlnc hhasel Aopamkhedl ahenHIdP; being

ELN 2 he. gper ation,_of
%@War{oco s |s recéir’ia-elldnt()alé rﬁ B ¥ %hg i @ In-%?le by
P2P e@%n@@@r@@eﬂé@nﬁe@hemwomkane ehchmnat/eaéso both
KO W85 1 AARS byt Naly HRE n%%@%@ﬁ% a8 tcﬁggﬁgtbelong to

descrlptlons W|th thei r "nei ghbors. A P2P exchange Is
ofters R RBtTHEE S Melthokde 1atF§§9E§t—0PsSY§§ﬁ@dS%1§/V3ang
rwleplkd;vﬁ{é tdu 1 dtEque H1 dok ihar war a@@uﬁtéﬁﬁns ngkeRbss to

ne| hbor w the structure, a ing the
Gl o e G 2 PGt Beona BRRERCH Hogs #id
m;etoracpahl e of responding to the

The invention can be implemented with an entire set
of standard protocols, such as in particular: HTTP; SMPT,
¥TP, POP, IMPA; TELNET; P2P.

The operation of P2P protocols is recalled below by
way of example.

P2P exchanges are performed by means of computers
known as "nodes" that share content and content
descriptions with their neighbors.

A P2P exchange is often performed as follows:

- a request is issued by a node Uj;

- this request is forwarded from neighbor to
neighbor within the structure, while applying the rules
of each specific P2P protocol;

 when a node D is capable of responding to the
request r, it sends a response message R to the issuing
node U. This message contains information relating to
loading content C. The message R frequently follows a

path similar to that over which the request came; .




10

‘15

20

25

30

35

“cont al

-t ER e ot & Lorbendana rderRgPEa

request r, it sends a response nessage R to the
issuing 35 node U This nessage contains information
relating to |loading content C. The nessage R
frequently follows a path siglar to that over which
t he request cane; 10 when various responses R have
reached the node U, it (or the user in general)

deci des L.ch [ esponse c n
r equest Swﬁl ﬁec?rjr oadi rn"."gp(oﬁleseerS %‘o%’ 5 )reagﬁ"efihgﬁ%ﬂ?gﬁt
Citleseri bed usex him rga;madé Iaa‘on@ﬂst Waishnodepbnse Rheo

ngdgept w@ﬁa elt& teiss |QGRled.s JqQUes 1%aa@ﬂ§f ?ﬁBQPS@é Feer)
are provided with tification that
p%gsEB?ec@%ﬁ%ﬁﬁeﬁrﬁ%ﬁ?ﬁﬂh%ﬂﬁu?é%ﬁbﬁ@é@ORS@oRr§§9@th@o

angé¥en teqtesindde theyH®ien iody & otaQeaf, the
|nterc§§t|on systemof 10 the inventian,

IPREE B BHEASRBISES &r@e@ﬁoﬂdd&ﬁdwa:{ickl ng
vhdénﬂsf;maﬂxmnﬂﬁhaﬁ;maHE$auadpo®mlbne et detkreihdewhich
[ P _networ | se between
Peéﬁg%gégqgh ]%§§%H%€§fht|§1%'g Fﬁggﬁﬁg %echanlsm

for paBeeveaingnediladdyefi rher daprirorpsAdnbEpekengor

i endopgrihombibelytion RABIELALPERA BIEHERRLT P9 CONS St s

in obserV|ng t’he requests and the resEonses passi ng
gcPyent# f PEREGERA

ten resd aietyiQperithRal inNghe2@1Bassb¥eaPRPr bheekd Y node,

consists | observin the requests that pass through

tFe HHHUIE q:l r]i:d"otﬁl 9°Fn bl ocking the responses in

a buf fBre neawry ckikFatidh of thed®ePt oeshahishefior Thessive

-}q{&la&gc CAnSsi it d ggt&%hngnhhsloggﬁag $€54L0-S1BLA A, hd1 &y,

wnl oadi I ng towar the common
r equestas$iye RGhpaternceptiione copsigtspont pbﬁemnm@ ethe
fidfledts fddipamer 'ﬁé%p%ﬁ%@%c%)bggl%t Bni-Bégh d@ﬁ@b@é&pé

docunents to be protected he conpari son

AR A1 ARt dSokAT 1 ERE ABWAP ORBBEOF® | REOPET
(ijmﬁmpnds to a protected docunent, the dissem nation
30 aut orlzatg£§§ for.the grotec ed,doc

nment . are
consul T e d 4 §A0CkIBY PEPEARER tReOPHCETHGY (Fee
msdiMestE O e  pester &hsoutht hber sguhs el § 0 camd t ishdyuf frer

.qﬁﬁﬁﬁﬂn%?Qhel%%sponses in a buffer memory 120, 121 in

order to sort them. The sorting consists in usging the
regponses to start file downloading towards the common
system 200 and to request it to compare the file (or a
portion of the file) by fingerprint extraction with the

database of documents to be protected. If the comparison

.is positive and indicates that the downloaded file

corresponds to a protected document, the dissemination

~authorizations for the protected document are consulted

and a decision is taken instructing the module 100 to
retransmit the response from its buffer memory 120, 121,
or to delete it, or indeed to replace it with a
"corrected" response: a response message carrying the
identification of the request is issued containing
downloading information pointing towards a "friendly" P2P

server (e.g. a commercial server).
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or to delete it, or indeed to replace it with a

"corrected" response: a response.nessage carrying the
35 identification of the request is issued containing
downl oadi ng i nformati on point%pg towards a "friendly"
P2P server (e.g. a commercial server). 11 Active P2P
i nterception consists in injecting requests from one

d b th ' b t h
side of t %enﬁﬁﬁg%% er?e% E%?chﬁf %gﬁﬁ%%ln 8FF389P2P

sel ectively b
bt@qkﬁﬁgscﬁn@msmse|sud¢uqﬁnﬂm@1nﬁqu&$t$ abdf themonn

SbHge2lihher REh WL Ke A ARG RPN ol nE!Q&eéﬁiggvghgé aening

responses, to said re est sul ng e abo escri
net hod2g5éue| RRpaeke mmt@w;ﬁ%rm Tajiespioge reayests

perbar sRECei @ dhemassdipdi ot %Jﬂ&&he@ieﬁﬂaﬁlr§ﬁésgﬂﬁg the
startln%?fron1the i ntercepti on position

cOREPPPEERAEDYSTHE TR R thss aﬁaéfs. GF@CFobﬁét
| methadi ossd way pad veodiftetdeptrieguest s that are

observ ncr | the L2C0RE of
their gga%r%lr%\;gﬁ%g ne vvor sdecc?ﬁfi%%ne ASgor't gfﬂpﬁamng
spethangsm sarakesstarltara Eromdicorintgenepst pngpeospyion as

r 8gHget sufd BHAHE ARG o *1%0 ef ifeq Fsses,%lef tbNget in
search, either by reissuing f coples that are

oY #EEPU$ WaY¥Se in order to prolong the search, or by
i Ssui ng mdﬁddm o e.c%cﬁiesvc@! dHaequest sbkBrz8qoLder

to |ncrease t di,versit responses

ST TGe & omiine R BB Ps f HoT REOBG o PN EBF LF heearching,

| hlvermeemﬂmbjoeﬁzdm@mem&elcm ingaspetilbiay wbstcakés ol
ﬁ@tlon of their own docunents and to stop

con?ldentla information leaking to 25 the outside. It

al so nakEznexatgossidsiny tuedugentsi fpr gepiinehindathe

thpted s RIRSAN LRl lhewelhl  inghde B{}dre%ééifﬂ& o1
busi ness. The data may he docunents or internal use

TORMEN iditta at%toflf@egmlﬁg tigepdn QregEntRapEeleRg the
mmn,s d10 Hye 1kysrmaellga&1bdllrf:.@am@bpaegeososa\mhr@@@ésts in
author s rights,, ¢ righ nor al
A o o en e Yon PP RRPLGN by TAFROPPEF af hiant
spelllngs domalns, networks) .

The system of the invention enables businesses in
particular to control the digsemination of their own
documents and to stop confidential information leaking to
the outside. It also makes it possible to identify
pertinent data that is present equally well inside and
outside the business. The data may be documents for
internal use or even data that is going to be
disseminated but which is to be broadcast in compliance
with user rights (author's rights, copyright, moral
rights, ...). The pertinent information may also relate
to the external environment: information about
competition, clients, rumors about a product, or an
event.

The invention combines several approaches going from
characterizing atoms of content to characterizing the

disseminated media and support. Several modules act
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to the external environment: information about
conpetition, clients, runors about a product, or an
event. 35 The invention conbi nes several approaches
going from characterizing atpyrs of content to
characterizing the dissem nated nmedia and support.
Sever al nndules act 12 together in order to carry out

tgb? {1| L c%egxom?cgrgarrtf Fost) k%'h' ro%%:g' gftg ntent

cen uIe s ves to Crea
uhraia@ambﬂrtnal fWJrE:i@rrprﬁhﬁ cegtraraddeed §iYﬁ§etﬂhé0@on@ent

OfnobiliBe WOk Ky - &Nl 4 g d turf gu% H?BNAQW EEh?gr?Pgn{:o

kee track, of it: it is a t est makes
i £ B%%F?ﬁ%?l%ﬂzﬁﬁ?rﬁ?qqﬁﬂ% éﬁbﬁ?ﬁoﬁ@rkcéﬁﬂeﬁpabibnﬁ|%E to

tbe idi)éheixfﬂlédlag’mlaio Wido antdckheg iverityikhe klnd of
aﬁﬁ C|ate i nfarmati on cessors

AL e ol YNy R Ry i 0B B SRR hSpictons
ofousent hatto a?mdauimao rirdededl e iganalnewdukeand00hus

SeLVEs, LG AutammLe QR 130! %‘fé?m&@?oﬁc?ﬁﬂtﬂgrénd

identification of content. on a var
dPeSeRTIRET ot Giddisa @REwLitiepsspbl ESWEb -f or ang, thews

O OPB: 1 REEToH QredP@at Ghat hueheriseadr cChirhd LQin module
sensitive information. 15 It al so_nmakes. it possible to

i hY @rigptes dﬁ?ala;}’zté’m%’?d angy SP5ELatbdheehle Br3RRtRPaARY
de@WEﬂfidﬂlﬂﬂﬁldﬂ(Hbﬂﬂénﬁ ohuai nassedy bet deesetih@ation

| he d Id._Th |
SO G ALIE RBRA €Ok ng EE 6P kBN Rt

r@@ﬁrmyQhﬁﬁhuwhﬂassgaIChnnexﬁpacssnpetivaenanﬁmatlon
i nf or mat i on.d LEmMdar erM%EH%S% eb Eﬂ%/gé%?FeaQHaiygg and

stores the information“in or ctive use
AXGFac RGBS lﬁrlmSﬁ@lmﬁtgﬁeBﬁéwea@t VP eptipbes of a

gﬁiﬁrﬂiss HYC Heeeclaw @ nef thQnéBb ELEEPELE noﬁf{§1&én x%rld
E@? i nventi.qn, 25 there f ollomipg?descrl tion wt

g 4%y Freses 29Rq18¢ fle Badr LS 1‘6%)“*%5’ use
|wﬂennﬂnﬁﬂngumﬁ@gpt@@h&iqngs bnflot teéxonapas kee st ieach

n ng a eader_an dat a, bod
B R el 2o MR e PR CFa i fa b R O
eﬁtlor@ecw&ege@fpmtpbacenbyrslendtngmdnd eEfefvivg use of

it.

Before returning in greater detail to the general
architecture of the interception system of the invention,
there follows a description with reference to Figures 2
and 3 of the module 100 for intercepting and processing
information packets, each including an identification
header and a data body.

It is recalled that in the world of the Internet,
all exchanges take place by sending and receiving
packets. These packets are made up of two portions: a
header and a body (data). The header contains
information describing the content transported by the
packet such as the type, the number and the length of the
packet, the address of the gender and the destination
address. The body of the packet containsg the data
proper. The body of a packet may be empty.
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packets. These packets are made up of two portions: a
header and a body (data). The header contains

i nformati on describing the content transported by the
packet such as the type, the pynber and the length of

the 35 packet, the address of the sender and the

destination address. The body of the packet contains

t he da p packet be .enpt

| pack B2t ey WReEOMNEl.S AR LR STBEYe nac
tﬁéfveséﬁv@nﬁér@nB%@Eﬁ¥NQHﬁ¥aﬁﬂﬂ§%ﬁﬁ(ﬁMGOMGKW@rheKkDpwlng
( 'EH@WlsBQtet b8 St&hfr ofn auinidediyd e Hﬁ%ﬁﬁk thkNQWhPYs s

the address of a nachine, setti nq:t necti on

befwBeRaERens, nBehl Hig Up 2 \corgRe tilpss PetWEENs EFPe t o

t nasrigesdat a.) be&metfhcmplur@a;t SIS $eNdragsand data
i ving_ enn

GBEE T SRBRTH et 9 2l s bRy PecsINags trgLhe £iles.

spagesyver . the netvvork These packets can 10 be

interl §g§g g& G a g&fﬂ'@ af %ﬁﬁ;r%ﬁ@qs»r

packet can anS| f roug I al mach
bE@félﬁ%tS r'é%cl?ﬁ- RENE so‘d%‘?stﬁhﬁaﬂe@worﬁiacké“b%@apafsbﬁ pwcan

dbé f eheat1adad Nei AN hRAKdAL ddhitie AMoaNgrakde Eeﬁ@ers A
acket sent at instant t+l can arrive sooner_than t he

pla%‘R et 7ER WERPSY ddioush endlageldfy Bt aaf—%%?e?efore
casa diei per {10 ek eiddigion .n carnretisedannBdeiow HNfferent
connect ed nDde In connect ed .nod

h
BRSPS e OB 8019 Db Rer, 8T e

dm%tama@*brcars aIiJffIElCV@Jl@@bomlﬁratslytncIllhenp;:.eck.ebntﬁ@t was
neghanismsettd ngy up the connection). A TCP

connection 1S seT up in three stages (three packets):

- 1) t héP?ied | eransigerdasd beo ey fopaedc eildher) i5epaBne SR

(rﬁod@(‘ckﬁtlﬂ fhdMUd‘clhrI_é&efd' agaa¥N s sehnkBtbhembgadenttp,
of the eé?,- 5 2) the receweré%referredto as the
" Yy li’/'er 20 witth EPRCENgSAERS (8 pEBReTCT N

Vw&mﬂbdmmi1ddt£.$ﬂMns§@i hhepA@Keﬁbagbyaaes?ﬁbhroﬂﬂﬁbﬁﬂon
t*%cﬁ%%'éﬁ E%é%%%ﬁgcﬁmﬁ%h. %%%hec 1on gh hh$cé connec ion -
is set up in three stages (three packets):

1} the caller (referred to as the "client") sends
SYN (a packet in which the flag SYN is set in the header
of the packet};

2) the receiver (referred to as the "server")
responds with SYN and ACK (a packet in which both the SYN

~and the ACK flags are set); and

3) the caller sends ACK (a packet in which the ACK
flag is set).

The client and the server are both identified by
their respective MAC, IP addresses and by the port number
of the service in question. It is assumed that the
client (sender of the first packet in which the bit SYN
is set) knows the pair (IP addregs of receiver, port
number of desired service). Otherwise, the client begins

by requesting the IP address of the receiver.
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30 The client and the server are both identified by
their respective MAC, | P addresses and by the port
nunber of the service in question. It is assunmed that
the client (sender of the fi{gt packet in which the
bit SYN is set) knows the pair (IP address of
receiver, port 35 nunber of desired service).

Q her ' .09 P ,
addr oo Sig; rPhE 6L BIK iy BhcSERRIEISE S0 1
i heetéentitn awdWroupl Cdgsthey |p@eakte|thytaﬁdsgcbu?png data

L QOLE ST 2 PRLKS! S 1BNSRAIdY a gvittel NEB1ReQ! Vepp,
appllcat?g% (htt&#gSNWP tepgggﬁiffp, 5 I% o?ger ?%

perfbrn1th|s task, the interception nodule analyzes
t he pamhe.bsd@f ﬁdslepelﬁdxazyms afadkhe thECPhbUBPception

tra ort ers and of the I|c n | ayers

(ERRP ATV o St PR 3B Ry RS Bt e
p@@PmeEdtranspnmﬂ%ﬂaysnepsanﬁOof‘d@atappnmgatlgn_layers
Wﬁ@{%e%m %ecton%%tpe”at”ig &%%e%ﬁaﬁggig' nLng
portions o one nor e docunents exchang uring a

caerfomped #Q#%QWQﬁﬁh(ﬁﬁﬁpsa "connection" when the

call i s 9&@1@@@% trhe t t%@' Acaeeﬁsﬁih
efi ned the IP]éddf$§§gs f@ and CO port nunbers

o?a‘f %t%l? a%ﬁd“—’ofpotrﬁéoﬁ Pdr OngngT BS§§| 13?9“‘3?%‘65 by
t evechegedidhesingfa tdad 161 earb aﬁde@&eaheo seryer; and

ex n dat psul ed in t ackets th have
jdél%%%éﬁg¥5nca en%?bd agg AS ?Hg g 8 EUF% 2, cP
iprereept i ngh amthrfagdilog :Lpadleétmedahybehﬁoﬁél @ddbqsaes

0 £S e n t
e e Fraber D p o Lo ek R0 SE 9 B35 ¥eL ] ana
Fegelhbr 3lfRniay ;ﬁhﬁfgbﬁaﬁeaﬁﬁ#@ﬁéeaﬁeahsa@kwmzsawo@ﬁ the
| dSrheadeind nodul e 102). Dependi ng on the nature of
the packet, it activates state P2 e 103) if the
packet'i%?%ﬁﬁﬂt%ﬂﬁ'FﬁéacFP@ﬁPSP&FtESC6HnEE?|Bﬁékﬁﬁﬁeg??t
[Havervipkss Hedn netidhe eh@4pdi.f t he packet forns part of

rodi s W35, BB oTRREl ey 30 EF ciLihs P2
packets can be modeled by a 4-state automaton:

P0: state for intercepting packets disseminated from
a first network A (module 101).

Pl: state for identifying the intercepted packet
from its header (module 102). Depending on the nature of
the packet, it activates state P2 (module 103) if the |
packet is sent by the client for a connection request.

It invokes P3 (module 104) if the packet forms part of a
call that has already been set up.

P2: state P2 (module 103) serves to create a unique
identifier for characterizing the connection, and it also
creates a storage container 115 containing the resources
needed for storing and managing the data produced by the
state P3. It associates each connection with a triplet
<identifier, connection state flag, storage containers.

P3: state P3 (meodule 104) serves to process the

packets associated with each call. To do this, it
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identifier for characterizing the connection, and it
al so creates a storage container 115 containing the
resources needed for storing and managi ng the data
produced by the state P3. It associates each
connection with a triplet 35 <|dentifier, connection
state flag, storage contai ner>. state P3 (nDduIe

1Q4) serves t.o pr ss..t he kets associ ate

1821 -BRINES 0. PIGSRSS L1 PIoLaRT500! BLEoH 11 crac
ofot hecesgcihvedBipacigs donteriger 16 wbewssitheasesrage
cgggglﬁggsééﬁ ﬂPQﬂﬁaékuﬁéM?S the data present in the

packet own I n ure 3, the procedure for
i dent i £§i FyPWD JthcFJf%ﬁEhga pdtieeRrosarEseuerof denpifying

t abh esudilify gk idels n&ké@ﬁ‘ﬁ%ﬂdfo'ﬁw&etblﬁléébh%1&1@(:1 117 a
contains, t he connet(%)l( ons that are bej set u nd

CORPAFFIROR Rk |Gl KoaGBt 105 EBRT SPRRCFRLORS that
reterleaices ot tupe cont a remsadhercadnact Foostibat tilave

al § £ady, DEEN, S8lc YhrhQoTe Lgentif Leatlon proggdure

exam nes € head frane and on~ eac
desrietiolrid thatewaoenedaeiedy bera sSYNUbit set on its

own) i th&r RAdRS Ak LAY ﬁx%cfe*&%rec%aﬁ%leentﬁ@t H@ader of
table 116 where it stores the pair onprising t

coheltath arde i meeh %epﬁéomsoéoﬁn@@w %@tl%%lw affthe

gsWIr el heseStond 6 wef duWie G@neeeki-eB aﬁcgﬂaﬁyti@ntﬂe
connect,i.onSt at e>. tﬁ‘g’i cggge |onSt flag, can_take

t APEE Posdt 5 Wal VBEEe 4 dSEﬁﬁjfs thi€ pair
cormeEct 5 iorgSttdtee doesinsett ian Rdénon fdet eehdngha

; et .
CRORSELL O e s GG INCCHLOBPLRL ool 5,88 Bk Bl on
tﬁ@ﬂn%%ﬂdfemtﬂ@n&mtégpon@bef ropneptigefiete

Thead V&rb'ttafkeA%]:%@dp%\éulﬁﬁ.@ v§§ﬁe§' 'ﬁiibanﬁff&'Slé(md P12} :
connectionState i s set, at connectionState is

25 eqlféﬁnf%%qjlqnsé%‘?’d:% Hé ﬁ@édéF BF-Ot fe fehaeting a
CEFriresanas reQueg@nfi rmati on fromthe cI | ent Only ACK
is set. Wien the,.cgonnectionSt at

connecabiar bkt B8 528 Bat 89 Phofasriensrage 1o
témmaenttoy Pldornes ptiedhrgder thi sheofinent i oot dedpamds heo a

‘%Egﬁgﬂéémirom the server. The two bits ACK and SYN are

set simultaneously;

connectionState is set at P12 if connectionState is
equal to P11 and the header of the frame corresponds to
confirmation from the client. Only ACK is set.

When the connectionState flag of a connectionlId is
set to P12, that implies deletion of the entry
corresponding to this connectionId from the connection
setup table 116 and the creation in the container
identification table 117 of an entry containing the pair
<connectionrd, containerRef> in which containerRef
designates the reference of the container 115 dedicated
to storing the data extracted from the frames of the

connecticn connectionId.




- 10

15

- 20

25

30

35

30 setup table 116 and the creation in the container
identification table 117 of an entry containing the

pair <connectionld, containerRef> in which

contai nerRef designates the ygference of the

contai ner 115 dedicated to storing the data extracted
fromthe franes of the 35 connection connectionld. 16
The pu S br nt_.step igto re aver

store ?ﬁg ﬁu]?% "?al ne'fe@€E ﬁ?atthmer%at IS gfgﬁg%re%nd
betaseninhehe epeietaingrs t1Hé rté@eudaetlas thm:u He eercéangﬁ@
apbtadBy the Ldedid 18l Afhd hecel vernection

connectionid Is determned, thus making it possible
usi ng VDhiGi REFREYIRD 3 Joaane t fdic drteaitidier1 ot e

stenhagribe dﬁzﬁﬁe@fléﬁiﬂi flgﬁ@teﬁuhléa ,eftuef maleg it
connect t he content ts _con ai n nal yze
CREPEE S et et arhe e 12120 T GPBCSLBFBALLS
i Aot het ooty et HR Oddtor st mﬁmgrlahe cont ent of
i nter cggtglql d&?&lf’@f]tas Clt1 | nf n%%?%%nctog egggng
Int

destlnatlons 'S store errdd or s oring
| APRFFERS BN ¢ GHEEY YRSy dthd efétgtlouﬁedg)@ﬁa@ﬂtanéh@hemake it

dest 4 rat dok-of Irha:ﬂemnﬁfdiﬁ}ét Qg Od(f%'fmé'ﬂb§1n§5tﬁgecontent
nodule ill for_ apalyzing the content of thé dat

sPor BT RS T S AHHENS - 12‘5‘%&?’%%#8’-’%86@& @n?ﬁ’énlng

pd@é@tmétidnSEiﬁfgﬂﬁﬁdﬁEﬁﬂ U&Ep&b?udargégrﬂFﬁ;gterﬂ§h
articul ar tip, : :
Thniehf OO | S Bl B ey, bhB R, BRg: She
déestniom tsi,orP 0o f ttTEhouit@f@ep(tlasledmedmehats t he packet

inter C‘ﬂ% 'n%lithe uﬁl&lf&%ﬁ ZH A k%&'xehggg@’en@ngkyéhé data

nmodul e_102 reat| ng an aut omat
t PeoRE ket thy Géé"stﬁwrﬁodaﬁe S@@zreSaﬁé Fﬁéoﬁﬁéaﬁe‘:hqﬂl

fororhad Yy dhed rﬁ&@'&t el of dahaaatar ﬁgotacbﬁ.@ such as,
cont ai ners 115 al | ﬁqﬁerate i n_i ndependent
orfot<E a

oS ket ¥ efe. JsoBne AP ry SEERET; oR2e.
mnﬂmlmb]ﬁébdﬁsﬂﬂtuﬁﬂHHHQSaht@mc@btéhedﬁehméﬁks|ayer

(tranchy GRS s enss IR st (BeppaaRcudar et teption
creeiglrearih Qir .o ttdeso IpacliBR) )leadekrBGnathiﬁemogube ot®2, the
RAGK el 1(d3p)fc?znd:re%§: i?lgf %BCEhQBmQthbethe packet
processing module 104, and the module 111 for analyzing
the content of data stored in the containers 115 all
operate in independent and asynchronous manner.

Thus, the document interception module 110 is an
application of the network layer that intercepts the
frames of the transport layer (transmission control

protocol (TCP) and user datagram protocol (UDP)) and

. Internet protocol packets (IP) and, as a function of the

application being monitored, that processes them and
fuses them to reconstitute content that has transmitted
over the network.

With its centralized system 200, the interception
system of the invention can lead to a plurality of
applications all relating to the traceability of the

digital content of multimedia documents.
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appl i cation being nonitored, that processes them and
fuses themto reconstitute content that has

transmtted over the network. Wth its centralized
system 200, the interception ;35 systemof the
invention can lead to a plurality of applications all
relating to the traceability of the digital content

of nul di ogupRN 5. 1 v n

used ftorr H?deﬁ??f% ng T Ja rg(jﬁsuséeegnfaqr o n%lf%plg

| At éipet ﬁta*ﬁam%m@ttlorpzm Jhéwsfneg: mgelia (Ne): oP2Bn RANS

nMgdbap(sites) 389 bl Are atd Pns (é@!tté?é %n@ F&Hﬁ%‘l‘i‘%ﬁ%longr
t0|dent|f]?)/16 sto any attenp icit

dFE B nat ﬁ“(‘%%‘f cd?ﬁaltﬁ r?gi%ttﬂﬁyt ﬁ‘éld @6@9 AEepttempt
peti DBl eeiof dossosimeion f(er:rﬁ Qfm.pquhllgnmw tagot her,

or _indeed to ensure that_the era ubl i ca i on,
oahPEEEReRE SIEMTEE Br i Gt " Fropl Brg, EghaRe: o
devankats ¢n nadetd ab:oratsuz:ea systtermhea ogetrat16ns

I; t .aut hqri.zed,
p(gﬁﬁ§§8£1]:§<¥§ erti?) Slflc?at%. Q%Ltlﬁﬁ%g @rqg’l%lﬁg gﬂ: ¢

es set u usi nes
eRﬁﬁﬁ@’émw %Iarfi?ﬁlé%@ms atlvd@cmﬁaérltabl@é*aﬁgvsusvs§ﬁ@d a data

UPE8Ee dsoReapk it WY @ Qg Jeheceihensedaasnhelzed,

have docunent , consultation rights. 15 The system of
the®t NSRBI HAE HIESmBST 38 ¥ RS BYPLRESEor eFBhsed

oax@mpﬂwCithéﬁKbKHﬂﬁﬂﬁWan@odhhﬁ@&r@Eﬂh@spabdlghed under a

|
JRERARL B e S B OB e ek hakh: Bbiimthle

_s@@m_@lli;@txpm heigkeys i n which alerts generated on
i dent i fyd n&y h!ds Gide ‘i%%ﬁ%%na'h%s %”@'ogﬁc;»ﬁaw” le

proceSS|ng erts, repor S may be pro uce
d‘é%%lpm%leosqrf@l 199K toagsss oFf PEREUgEgNERESs CORRRT Hag e

9fﬂﬁ§éfp§ﬁnﬁ@eﬁﬂ?cﬂi%kh%ma@&nbhﬁleEbC|tTﬁbS§§ﬁlﬂéét98ns
2% %% nts c be .bl ocked The publication of
ARG GFOGINER A58 BECPFETEHt Eortved

any fiput heamrﬁmazdlfy tihathgr ey anewhdthasléptszed
t ead,. r| nt S%h docu
SrtPaed T il sfyiily S draababoRoPRER A Ry thislarea.
While proce331ng alerts, reports may be produced that
describe the illicit uses of the documents that have
given rise to-the alerts, or the illicit dissemination of
the documents can be blocked. The publication of a
document in a work group can also be prevented if any of
the members of that group are not authorized to use
(read, write, print, ...) the document.

With reference to Figure 6, it can be seen that the

centralized system 200 comprises a module 221 for

~producing fingerprints of sensitive documents under

surveillance 201, a module 222 for producing fingerprints
of intercepted documents, a module 220 for storing the
fingerprints produced from the sgensitive documents under

surveillance 201, a module 250 for storing the

- fingerprints produced from the intercepted documents, a

module 260 for comparing the fingerprints coming from the

storage modules 250 and 220, and a module 213 for
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centralized system 200 conprises a nodule 221 for 30
produci ng fingerprints of sensitive docunents under
surveillance 201, a nodule 222 for producing
fingerprints of intercepted ggcunents, a nodule 220

for storing the fingerprints produced fromthe
sensitive docunents under surveillance 201, a nodul e

2 ri e ' | nt I d f-romthe
Brereesiod Aheiren ot R R e T P e

f FRGEEPPPRES QOPRTRIET od t Hehats tanragepopdules sepelapde
230cumBdta. nodul e 213 for 18 processing alerts
containing t?e references of .intercepted docunents

211 t h&t "e8R 8 shoh FRPLH FATH Seridddiven e CUReREuReer
28Qreadbl esceazdn sendd iassaociv@Ntvithdeigh®s defining

S ej e 1 to be.associ,at wth rights definin
CRBECERARTE St el PR i Srcliviene” £ Befised Ma -
anddualendddl| soR 48 dromas tigrfiqwpatrifoor mefleonngekat Bagdt o
sgignr&ights. Furthernore, a request generator 300 may
conprise a 10 nodul e 301 for producing requests from
sensi t FYECNRR RNt HAMHHRIS S gRETatarc e 020 TaYachBRELES 2

303atiDe 361 ofdNprdERTieRY el ¥e B, sangRdule 303
one or re_search

for mnin t he networ,k _A usin n?

e e s A B AR B0 BPeltr calearst a
nedot En@0zhd aregtamtisnprifiuceter anamesudt suspect hihesg
coql [ t t wor nd a nodule 305 for_, .

SEHL pee R A AE O 2PRE ReBRMH, fndhiet chabinguse
s?brakRy bl e BoFed wemesitso posoible 3pA fhe sbonieg
305r & Lo SNBE N MR RS Qg %%maﬁg;g@b_eﬁheﬁg %{;ww{ eg,

that are suspect Or to sweep up a“series oOf
PRt SRS 305 £OTWTYSEPidte BN 8EEPEFE Sl beedrefierenced

I efied o Sdvrage stodde 3Guiknsbhe i pvensi ANgoi %oé§ible

th le t d_wth_autonated njning.
IR TIPSt SOASHEEP SRofRS SPhAF O Bt eiiagrhood

byf cioplas ghitat Byrepsoepeictgocax 25 segapaup sansarjeofof
ygé@eé&m%e% s'-%ge%r %ﬁgsgf;gelf*\yeﬁe&g.s re PEELDEL WOL K.

ews groups, an& oruns. e racea |?|?y 0 MDF%S I S
rsirranen steraggsmeduflet BE6r ori gi nal s,

In the invention, it is thus possible to proceed
with automated mining of a network in order to detect
works that are protected by copyright, by providing a
regular summary of works found on Internet and LAN sites,
P2P networks, news groups, and forums. The traceability
of works is ensured on the basis of their originals,
without any prior marking.

Reports 214 sent at a selected frequency provide
pertinent information and documents useful for
accumulating data on the (licit or illicit) ways in which
referenced works are used. A targeted search and
reliable automatic recognition of works on the basis of
their content ensure that the results are of high

quality.
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wi t hout any prior marking. Reports 214 sent at a
sel ected frequency provide 30 pertinent information
and docunents useful for accurulating data on the
(licit or illicit) ways in whigh referenced works are
used. A targeted search and reliable automatic
recognition of works on the basis of their content
ensurepi §are [ Neslipdhd 2l Gl JUHR; IR AU Yrobdss of
0 sites, t SO

Fi gure 77 sunmmari zes, rwe € 'proce

pPEPEEET Hel afied | BReNG ¥ ing & decument.. TRReppseesssi &s

ﬂﬁﬂ&eUquéftM@bsggggggz 5 Protection stage This stage
is perforned in two steps: Step 31: generating the

fingerprint of each docunent to be protected 30,
apsoteatidmg ddwgd i ngerprint with user rights
(description of the document. .proprietor, read, 10

wri to, TBF 0e0e 15 R AF $Ho) SRFSrmat ion in a

dat abaSeed 23 1 Stegnaat igenditat ifigoeeguesits of1 etltht dacement
u dentdd s su St ; .SLO in
e A
shesht g anP brenhdhsoRecpagss  f psprriptes; read,
Makitg, yse-ida t he neqursistcaang’ aked LArstRRE3dnt on 20
recover framthe network 44 the addresses of sites

t #3t3P37GHt% contain data that is protected by the

syst enstdhes2 i nfaramitiony relqidstg ta theti deat uke@dto

Si IS, S ed.Jn..a_sus -site _base. .Sweepi

BT MR Nl A0 TR RE<"5E8rppott R Acdlbase
re¥erenced in the suspect-site base and in a base

that is fed by users and that contains the references

of  sites having content that is it is desired to

R ot 1qeiian $hpgdeThe results are stored in the
suspecdtPentswdgsaAupineh bk-eaFREg HBwAf padges from
r%{gégjty of sub-dat abases,

- Making use of the requests generated in step 32 to
recover from the network 44 the addresses of sites that
might contain data that is protected by the system. The
information relating to the identified sites is stored in
a suspect-site base.

- Sweeping up and breaking down the pages of the
sites referenced in the suspect-site base and in a base
that is fed by users and that contains the references of
sites having content that is it is desired to monitor
(step 34). The results are stored in the suspect-content
base 45 which is made up of a plurality of sub-databasesg,
each having some particular type of content.

Step 35: generating the fingerprints of the content
of the database 45.

Step 36: comparing these fingerprints with the
fingerprints in the database 42 and generating alerts
that are stored in a database 47.

Step 37: processing the alerts and producing reports

48. The processing of alerts makes use of the content-
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30 each having sone particular type of content. Step
35: generating the fingerprints of the content of the
dat abase 45. Step 36: conparing these fingerprints
with the fingerprints in the,database 42 and
generating alerts 35 that are stored in a database
47. Step 37: processi ng the alerts and produci ng
reparts processin of alerts use of .the
SRRk Tandta B0t B S SRR S e + nd s ERBERINF,
contakhenshipat b@tﬁsmrpstrtmt\xmmudwe:on@qmssc offpbhent s
OEPJEE@m %éﬁéfﬂéé?gﬁéﬂ 1t S WY %%a&%%)tse@d%%aes age
eﬁ@fiﬁ@SFhaiogal R¥resed the .péré?@ search ppgine that

| nbeneeptb@ncpy spLse of . the invention can also be
|ntegra ed.in an tgﬁl i cation that makes it ,possible_to

i npl enrg £ IACeRDEP rOERE At H&Vﬂ?é?lﬁgecéfl glso be
"ilestgrated” istanmpglatcamlordates akeautihopozatibde to

1 I bu thin.a.restricted _group of
SpuL BhERD 4 SREHTR eotlodl B RS FLET L O8P 4
ek@ﬁ%ﬁg@ctﬁadﬂ OF R dlhawmle-dame@ tést pughicohzeahoheto

r @BV L ase cﬁé&fﬁlé’l}tf%erv‘hadﬂlne\ée%’stm%q:%dn E8RRaALY.

Under , such circumstances, the enbargo is autofrmatic 15
aPREEhBT § 645%%F oA (e 98dc @.%nf% KERdSe Rl t AXphange

I aﬁg@fm@mmmbl whdihatt eenstddruties iancebhaber abh¥eed as
stem di scovers for any docunent Y

st em
V\g T ng ?%rtoael PUBT Y s h 8P SHire CREFSFETYs, or contains a
porti oindé¢r sucllorimenmistardsat, hae aelmbaag'y) heeautomatic

P el o (HE Uik pARATRAThEC I e

tl\%@fg%ﬂf eengeel e ddudi anoeﬂ@twtuheSYa sgé&abnréhbaegaystem-

: %is&én deseddRed 39),0Wny WheNm@nYsSer wQ?Ehﬁ?St& Ope
publ i S

a_document, the 25 System nust initial
Rt HFhed WhaThaT tife 1foc ofefOntEdREarnBOSELIRR Oﬁari‘
ocaocam@wnzertthatdﬁaiash&ar@laﬂga@)éehegabmuhéwh&ﬁd wRechd

SSe! rléﬁgg éggégfgéé %Sgag?1cgtlghgo% Z are

compatible with the rights that are to be associated with
Y.

Such an embargo process is described below.

When a user desires to publish a document, the
system must initially determine whether the document
contains or all part of a document that has already been
published, and if so, it must determine the corresponding
rights.

The process thus implements the following steps:

Step 1: generating a fingerprint E for the document
C, associating said fingerprint with the date D of the
request and the user U that made the reguest, and also
the precise nature N of the request (email, general
publication, memo, etc. ...).

Step 2: comparing said fingerprint E with those

already present in a databage AINBase which containg the
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SstRE (ST Er
. dﬂmﬁortﬁateﬂﬁrhlc&flltdt&:red t1e1 Igtmpt iing Twal kdtlycdahe, chkhethen

- The process thus inplenents the follow ng steps: 30

Step 1. generating a fingerprint E for the docunent
C, associating said fingerprint with the date D of the
request and the user U that nggde the request, and al so

~ the precise nature N of the request (emmil, general
publicati on, etc. ...). 35 St ep 2: corrpari ng
S r t e r ead res in_a
dgtEL g EgiﬁﬁlBgfs] 1)ll\llc#fbcon(')nzti_i nts ﬁw% |rr(?§L P’pPeﬁP of

' eéieﬁla‘éeaﬁéntt@mthmeﬂdﬂ’r dduy ﬂté-elmwmegllsttfemdtlon

t oget her t%tﬁu]gﬁgsﬁﬂll qyg&g i ormation: the
publ i shi Egﬁuser U2: the rights associated with said

publ i cat rights asgomiafsk witdupals wibdhcprdon (e.g.
denenwafkbgir@m@sm tlel dirdhe YRkipRnthae1baye,r ead work

hts ou that h i fication

bBees LRE ) BAYs SR St i W carepeahbetopave
ttnedsfan@tl@v rlg';’tteqa, Etd.F ¢t ke famgerprint Eis
simlar r| eady .pre i.n-the
dat abaseﬁ%f' I\EBasleEirQ%J tt}}s: Cgést;eoe%%attgl %‘E? hp {]
conpar €8 3 h IReche rﬁlét‘?fﬁtﬁrdﬁltccﬂ Il@ct‘sedllllﬁrstiépal

- Teen éfp’ﬂiﬂl@r@ Méd%ﬁ%re%@rfte inl Eh@%a@éﬁ:aé@%fﬁhgggs

not lontgs THE 5 the rights and the_ user
aﬁdfei Fof“ﬁérSGbeLE]at FB%
? gmwll reject the request: the fingerprint Eis
not Tnserted in Al NBase; the docunent C is not
i nsert®d [(<+lié d@ﬁljn@htddeaselotzmaedbngheOCGDI ABBNat i ve
systerrthenldl%&sempteh%n widrs delgened noELt?gtn?%bele,

hts and t user status are conpati bl

o%%%n?e%tth% Rdldsiedd on fage rllsgﬁﬁgRFt&Vetbﬁne’é}d? bemhting

25 BESDS) alfth Wit theteantent, o eatt Bﬁe pHeki &84 Y

user beco t he ref érence user, o docunent. That
user Ei ERITTPH Hip ol EomntegE tegs Lanf T pRe
fi ngertiie nodunent mSdrt edti AndlkMBasiein the document base
of the ccllaborative system; and

an exception X is triggered.

ELSE:

the rights and the user status are compatible, so
the document is accepted. If no rights have already been
associated with the content, then the publishing user
becomes the reference user of the document. That user
can set up a specific embargo system:

1} the fingerprint E is inserted in AINBase;

2} the document C is ingerted in the document base
of the collaborative system;
date comparison can enable the embargo to be ended
automatically as soon as the date exceeds the limiting
date of the initially-defined embargo, thus having the
effect of eliminating the corresponding constraints on
publishing, modifying, etc. the document.

Figure 4 summarizes an interception system of the

invention that enables any attempt at disseminating
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2) the docunent Cis inserted in the docunent base 30
of the coll aborative system date conparison can
enabl e the enbargo to be ended autonatically as soon
as the date exceeds the limtipng date of the
initially-defined enbargo, thus having the effect of
elimnating the correspondi ng constraints on 35
PBLLRBLRY: 806k f YL DG &t £F fgma&§§?ﬂﬁﬂ%bm5ﬁ%u%?tﬁ the
summari zes an | nterception system of the nvention

t HERIEnHBYRES Al i umgntel sseni nati ng 22 docunent s

to be $hopRed ékambldOesi HOim GAWIoh Wiaht tike nd¢sage
i+0f t he docunents. An this exanple,

AAET HRY HERT TSRS  §i LR SRaelingy out a
cdocampnndthathfs ﬂ@tSﬁ&KthLZHﬂ hed ied&@uﬂegtcbh&&néﬁent
n ut horj ze emM|tsc i nement

o3 BhooE oA T o el it & Berse™ hbndr: D85

t aukberivedito xﬁcqxveeveuvnngxar@@euweng thdbcument that

PHBESBASs 8n SRSGE A1 Chdd

?otecte% by copyrlghﬁéﬁ%%ﬁ# eli(ehtgr%éptlol§ g?gﬁf%?d

tﬁg FAR¥RIY™N- conprises a nain nodul e 100 serving to

nDnltOThéhﬁnﬁéE&éﬁﬁlonfﬁfﬁ&ﬁ@QﬁE@hﬁeEW©$ﬁt%WQtEbﬁ99§ses a
o do this

bt etk d A Shmtiad d Sor Tk thecoBReRE and put

'|pﬂtermhamgﬁﬂnhhnwaen|tm&5;amdeg bd deteorkne &ha B

N &0 the 5al R R LA

content o ocunents exé%ange ‘dar
fp%ﬁﬁ§¢$rﬁﬁﬁ(ﬂﬂﬁﬁﬁﬂﬁnﬁﬁﬁua@GNEM§s1nto possebpendence in

_ d@f&%fnﬁ53&éﬁéﬂﬁﬂﬂﬁ'Ehélﬁﬁhdf@ birated the:, Céhh 6ﬁoorder

determ ne the protocol that is in use, and

ASQ RTINS AT S & CORER e Ot EREURRRRS| ?§cbana@§edurm9

(at@alsendmmtﬂﬂgsﬁnﬁmﬁﬁsgﬁ@,ch@eaﬁbua@n@é f8Res it

B g e BT s mallipe 5RSHI anifiabeactte o

aryll ype cletarsfiercende erabbicnd chatebs in beel osadedo

SRR LB AL SORRSAY LEhUlEs S0 (s
sender, its addressees, the nature of the operation:
"get", "post", "put", "send", ...}. The sender and the
addressees may be people, machines, or any type of
reference enabling content to be located. The pﬁrposes
that are processed include:

1) sending email from a sender to one or more
addressees;

2) requesting downloading of a web page or a file;

3) sending a file or a web page using protocols of
the http, ftp, or p2p type, for example.

When intercepting an intention to send or download a
web page or a file, the intention in question is stored
pending interception of the page or file in guestion and
is then processed. If the intercepted content contains
sengitive documents, then an alert is produced containing

all of the useful information (the parties, the
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2) requesting downl oading of a web page or a file; 3)
sending a file or a web page using protocols of 30

the http, ftp, or p2p type, for exanple. Wen
intercepting an intention to sgnd or download a web

page or a file, the intention in question is stored
pendi ng interception of the page or file in question

and el 8nEAENGPT PLE! fﬁteége&tHE&&“qﬁ%ﬁpt%%ﬁgo%hggﬁlng the
contai ns 35 sensitive documents, th

pFOBUEcBTeBREAPHI RSt e | toftakee vipsdians idiffderantonctions:

(the payttescet 86neent el aNGRSBfsd - RECGor
docunent s t hus enabling the alert processor system

t 3°FaRBY rFB%sC%???%Hent actions: 1) trace content
and SUpkr predupe orepbrtes drorciac cesgtidigdshg stantient cs5
2 rodu orts on the exchanges (statistics,

Et@ & gﬁ?ngS) where necessary bl ock transm ssion
aSSOC|&te@hemﬁtmﬁ¢¢WQﬁmy(hﬁPQMunramsmnﬁﬁlqnnassoc1ated
CQIBLi 8REnt Thes | (ML CARY ipR %fc%mg&%n@%m toring the
content. 10 of docupents di ssem nat the network A
and f of e ptRLRREFREL e sEEHITaGIBN “t?rlu{tto&”ﬁ@ﬂi §§pofoppent
destd@@hm@mss @is@rﬂuﬁ&eﬁ b Sthien el Qg kt hahnar eopot
aut hori zed t@ EI%F t he sensitive docune
e%’é%iﬁ?‘ﬁ%ﬁ% ’osh%?‘?“s%as 0 TROSTRE 5168 \tfvfjt ﬂeﬁﬁlnatmns
| ot eg oy s ot nbekil matli®rsethiang ate hotr ecoheriaad to
b { [ [ r h.o
B g e e (L
| 825 ANgBeke | 0 Grdidh taa eﬁttlear@teptth@nefnpdnﬂedémneﬁrmng

COBSE d i N1 rid e TRt %@heceah%eht IBSnsE‘é%HétS are
stored in: 20 the storage npdule that stores the

dIR RO UE (9T REEF ot (78S ﬁﬂéﬁ@@ﬁrﬂéﬁlﬁan?%‘t’?ﬂf -
STh)dé agmm tadul e Jazmhlqmadailmﬂ wdbhe taséﬁﬁﬁrabtoﬁﬁerefrom
tmeen the ext.r, cted d ntercegted

L g ERd RB Gk PR st GHCaRt o
|Iﬂ$ﬂkﬂﬁﬁ&ﬂh(ﬁﬂummﬁs¢1and where appropriate the.

_fhgrgge onents 0 aﬁﬁgﬁﬁtnhbrekEggrgggkgg ﬁhs'a&haﬁeﬁgs

extracted from the lntercepted content

- the storage module 121 containing the associations
between the extracted documents, the intercepted
contents, and intentions: the destinations of the
intercepted contents; and where appropriate

- the storage module 122 containing information

relating to the components obtained by breaking down the

- intercepted documents.

A module 210 serves to produce alarms indicating
that intercepted content contains a portion of one or
more sensitive documents. This module 210 is essentially
composed of two modules:

- the module 221, 222 for producing fingerprints of
sensitive documents and of intercepted documents (see
Figure 6); and

- the module 260 for comparing the fingerprints of
intercepted documents with the fingerprints in the
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i ntercepted docunents. A nodule 210 serves to produce
alarns indicating 30 that intercepted content
contains a portion of one or nore sensitive
docunents. This nodul e 210 isygssentially conposed of
two nodul es: the nodule 221, 222 for producing
fingerprints of sensitive docunents and of

[ 2 d t ' . he

S SERL BN e LS MR e

i APBraeptad Hb@uﬁgrpﬁ%e%% hessiFaMsr idecameRtehgo2e
seBghti ¥RcHGSHNEINE DASS-APLLOTARIRAITNT aher besults

con alnhgﬁathe ref erences of sensitive docunents to be

f SHREYG Bt CRA NS et EF dcthnRsst 42 Phearelares261-
out put Af modul 8e2 B denah E) edc¢h Sdanaentn ta tat aBaseiated

2 5 u 230 enabl es each docunent to.b

“8LEn e PaliPE e SR AR ST R IR WRARE bRfer
wapehnene camderemetan e ussdll tEhd nogs thiesmbdohet 220
gyl 8c230a A st QRdiidLd by flat abase 240. The nodul e

213 serves to process alerts and to 10 produce
repor t S22 19CdwER ekt REWIET HO FRIISEPsaddsires, anghko
npﬁ?ﬁ@célﬁe§@&t$1312Q|TD€§Eﬁ§iﬁ?:dhh%h@oﬁgﬁﬁﬁy %?opﬁed,

c aining sensitive el enents nmeans. o e ocki ng
P0G BOASEe BT AR T A RETETERG (5dePE E8CHTRREwor k
Boconaimhing sensvederaupleinarhe tsgf acancepfi Ahehplocking

S ! 0, n f, the
THOAREE 3 BRE T oAl Cot b 8, thod, pgtwork 3.
al ert , AR ogkehlerisinadg hw afefthremedsreficehe isehbet sherage

daseiBat 524 hadr anf (e 3ol ¢ ok tiReedkebteaFl8Miment
these references and fromthe information registered

i PRt ST S tandhep flearke $09RbREEeWDTR the

desf slesnydetderc iy drelsitq vieoldoewmep tshenhakebtte tHBesource
is [ ount if the destination of the

al ert aken to C
Ot AT FEHOr deET R S TS TAEE S5 A8 4 698 BRI ng
amihggta t e usEristeradthdnsehe davebdeesneat &hat12s, the

F&Eﬁuféngféa&g%éég%gﬁgéﬁfrfgrmﬁ%@ ?g @Efi%yggpgﬁﬁggalert.

I nto account, not ransm
rEporaleny is teksdudagot Rgcount if the destination of the

.- content is not declared in the database 240 as being

amongst the usgers of the sensitive document that is the
source of the alert.

When an alert is taken into account, the content is
not transmitted and a report 214 is produced that
explains why it was blocked. The report is archived, an
account is delivered in real time to the people in
charge, and depending on the policy that has been
adopted, the sender might be warned by an email, for
example. The content of the storage module 120 that did
not give rise to an alert or whose alarms have been
ignored is put back into circulation by the module 130.

Figure 5 summarizes the operation of the process for
intercepting and blocking sensitive documents within

operating perimeters defined by the business. This

~ process comprises a first portion 10 corresponding to
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explains why it was bl ocked. The report is archived,
an account is delivered in real tine to the people in
charge, and depending on the policy that has been 30
adopt ed, the sender mi ght be yarned by an email, for
exanpl e. The content of the storage nodule 120 that
did not give rise to an alert or whose alarnms have

b t Ia n_b h
hES31 b EISE, A% R Rl SRR Y0
pPOEE5an f 30 cmeﬂncmddém |tﬁ>g ipf¢riskeptkpPngaséntpt bvecking.
docuneqfs ﬁ?f&&%éb &ﬂoexf@g}l'é?;gca%rdrﬁ%%r sofefihagdnpy the

busi ness. rocess conprises a first portion 10
cobPrREpEF Eﬁgs'bc%’ 75 Qle GrEAETYof HPGRTREARE FeRBAL
pas@@cmtmdmegrgﬁa:omlld ﬂgie&ﬂtﬁff_%_rﬁ_ﬂgc eheespAnthageh o
interception and .t ocki n e_process
rBYT s srfl?g?lf o[}f’l?oﬁr %rﬂrsnellf?ﬁtgf EgHB P ses™a g{““%psiaté?on 11
cveat¢ nghd i dgemErimtis anealedssacisatpd2r cghssstanin

f t [ 0 t
(EERAY DERJCIERANTY TRTRN poRft! TRLGE: PLOGELE ChEn o
cTEaR etl, 136?%t1é’p sLogdng $he fAngsERUIRGST ARgetpei mght% in

a5 POerHeMMehakd 13Nd WheRed 4SEBRsSstECEn| At LELNY
t he flngFrprlnts and the rlgh s in 10 _a fingerprin

base’495s. %QQQ}QE Eon SiCkPOW; ﬁdﬁﬁgnéggﬁtre%%%ﬁ%rtﬁ4the
stk stga tairbraakinow edgnent of receipt to the

workstation 11, T e interc n and_ bl ockin [ OCESS
ot i oriq yihtereertdon s BlerckipoPrpstes o aaios .
senfh e e d@@uﬁ@ﬂﬂOMnog1atepsunent sendi ng station

12, Angdd 1ce%n%r,|§1 &p do%uTmE‘Bt' @ESﬁcgp&bé’x@meﬁPg% ding
16 mhere docunent Teavi ng region of networ

stirateian ailr?oe iPE |1mt@ﬁfé-‘§p>tté9n SF@E Pn: the ewtﬁgc%ptlon
fmcstﬁﬂreprlmtwhfeqre Bhackaaeyer 8dav2RgdecHagibn & efeddork
co §%&‘ lgﬁ prints.in aSSOC|at|on wth the
%&% &nFﬁelﬁnPBFGEEFPEﬁ modul e 16 to
gener ateralaer:t sricadiiegt bngihberpresenter ofh@ BeASTéT&E@

QHEEQ%:IH the intercepted content. 25 Step 24:

saving transactions in a database 17.
Step 23: comparing fingerprints in association with

the database 15 and the interception module 16 to
generate alerts indicating the presence of a sensitive
document in the intercepted content.

Step 24: saving transactions in a database 17.

Step 25: verifying rights.

Step 26: blocking or transmitting to a document-
receiver station 13 depending on whether the intercepted
document is or is not allowed to leave the confinement
perimeter.

With reference to Figures 8 and 12 to 15, there
follows a description of the general principle of a
method of the invention for indexing multimedia documents
that leads to a fingerprint base being built, each
indexed document being associated with a fingerprint that

is specific thereto.




Step 25: verifying rights. Step 26: blocking or
transmtting to a docunent- receiver station 13
dependi ng on whet her the intercepted docunent is or
is not allowed to | eave the cgpfinenent 30 perineter
Wth reference to Figures 8 and 12 to 15, there
follows a descrlptlon of the general prlnC|pIe of a

t hod t I
ot hoCophet iy PYGRLL SR lnd LG 1B 202,
bfiiret sbeh %@u@@@&b@t%d@urﬁeiﬂntbé‘yn@ga@dcﬁawacmm,

afékngswrw&mﬁ&% tSrisPasi thastheneta- b§6v§é@<5fé ng
froma nultipedi a docunent ‘base 501, a first ste 502
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dbeuteféxedlerns tj constituted by vectors
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whi ch are su uent groupe t he
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censhé ! ubLeh hyr &ﬂpﬁﬂ@"ﬁ HhaMRCker-1 ZAR @90'50 tdemunent
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whhad &m&xaﬂﬁﬁfmﬁeﬂlhyla:setSdEetb@ms Raverbeed in a term

c be npl ed at 22,050 hertz (Hz) for
gé%%%I%E?n éfaﬁg‘avoid the aliasing effect. The
docunefdig d¢aam%nﬂnﬂﬁﬁqmuWHhmhotae sbhrefteragescwi t h

tvgcw@eﬁa@é ﬁ@éyple%&x%%rtefd %'a% el Bgmpigh gg a

function of the type l'e e anafyzed. 20 For an
atrdli &° Ydekient (HZHatfqrs erxa@wluen ipr egdenic ﬁ:@savahé that

COM B Ny NPIBeMAr | afHORRcu@ent0k of Ehes, s\aaahewed :Lnto a
shows, i ndeed, orts broadcasts, for exanp
d#r ?1ng

nEAbett ‘EstafPthf sﬁSuFBmBéeéwBFF fEaBe
t dnetc amoberfxﬁrﬂét:s:amdms:hel ntypenbrast lef a6 B andipzed.

Sﬁégch % rzag'x lta[l?cm aSIRIENEUR 1608 AL N9 P ¥encies
-and that contalns many variations, as for films, variety
~shows, or indeed sports broadcasts, for example, the

- number of samples in a frame should be small, e.g. of the
order 512 samples. In contrast, for an audio document
“that is homogeneous, containing only speech or only
‘music, for example, this number can be large, e.g. about
2,048 samples.

An audio document clip may be characterized by
various parameters serving to constitute the terms and
characterizing time information (such as energy or
oscillation rate, for example) or frequency information
(such as bandwidth, for example).

Consideration is given above to multimedia documents
having audic components.

When indexing multimedia documents that include

video signals, it is possible to select terms t;
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- nusic, for exanple, this nunber can be |large, e.g.

about 2,048 sanples. An audi o docunent clip may be
characterized by various paraneters serving to
constitute the terns and 30 gharacterizing tine

i nformati on (such as energy or oscillation rate, for
exanpl e) or frequency information (such as bandw dt h,

f t
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constituted by key-inmges representing groups of
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gener aln generahgefomsindgser iabsecﬁeismrgﬂoedt én gdetdelr
b&é9¥§1t$515§”r@hénﬁéﬁﬁ??ﬁ§g %@% %nhoﬁghggﬁ colors

textural properties, and & Struct ures o nt
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| pphesest eghe 'ﬁneﬁjé er rsaatvle%lo metWodlathueby, i RPIEmoNeLa
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ot e L Ot i hi He T attéﬁfﬁéytq PRyt OYFE §p entire image
chareederpae: idies idhghe Fange, doauseikbrcest aebéngine the
text, the er_ns ﬁj gan, const. tuted by words in

spo]f<en or Wit £8 tgnﬁ %ﬁ%cg%rlz%u%%rjs ot by ot her
i dent i Foeras donsternttutoe iy ndogbiteatti, onbeoterhar ctans be

(ébﬁbtf%uﬁédﬁﬂ§<uH%d§ E?%b k%n @degEg Eﬁ)iaxgg%ge ?X

ref erence agal n to Fi qure start ron1a
DASECSOB Hav iy gEhear #ﬁienttﬁélﬁéﬁw@wptaﬁétsdobﬁssed

| oo SiAD 04 ANd1BreuRes st QaebhetonBt AaE9BEEPLE Thtters

(Fi ucgf 1th% for storing in a concept dictionary 5. The
f‘i%fg 'S point is to generate a step of signatures

char acterh zteferercleasyadh docwignts. 8Thetairg DAguUFeSm a
g{)efe%nr??)adsees qsrd3mhoarv ng'p° rﬁlarms Bgr t%:r.lmls alrer G rroecseesnsted
in a step 504 and grouped together into concepts c,
(Figure 12} for storing in a concept dictionary 5. The
idea at this point is to generate a step of signatures
characterizing a class of documents. The signatures are

descriptors which, e.g. for an image, represent color,

.. shape, and texture. A document can then be characterized

and represented by the concepts of the dictionary.

A fingerprint of a document can then be formed by
the signature vectors of each concept of the dictionary
505. The signature vector is constituted by the
documents where the concept c; is present and by the
positions and the weight of saild concept in the document.

The terms t; extracted from a document base 501 are
stored in a term base 503 and processed in a module 504
for extracting concepts c; which are themselves grouped

together in a concept dictionary 505. Figure 12 shows
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shape, and texture. A docunent can then be

characterized and represented by the concepts of the
dictionary. A fingerprint of a docunment can then be
formed by the signature vectggs of each concept of

the dictionary 30 505. The signature vector is
constituted by the documents where the concept ci is
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t ncept nar t.he 10 first ste
EF“EUE?&F'& tfe ' 3&&% Hatr % Gt RedRt Q‘Pﬁebﬁépﬁsuﬁfsd to
t heebtisea 508rt W idn tdf scamiiriad beimbgrusgdallotoctRate a
p § | nunb r.equal to the desired
a%%££éﬁpn$mb%ﬁé€p gbncept dictionary is set up
i n twoThe agesceds dxmvmrpzm nlgs Betnup Nnpombi ehegPs=
P1 UP2 4 SNng GPLIRZING, égyt tien th
deconpose%coa@rn(?qm é'asses P = 7 %.. a§ th‘“
M | ess t PRI BFZ U dIhe @%rtlm@rpméle@w@ﬁées into m

oplLagtE@att on @rocess.i & t@, haduce 1tbe ehaﬁrofneéltﬂsl to P.
ition of P ort.i ons

deco 0

Py RS Ol o M NS Ll a0l 2 L hpauce
t fhehexctor sir aken descdagiorg td coorcept invbt N pbeteonsr {p,,
that is e I t he f [ .oy n

ex’pfr eSSIPtﬁﬂ Ql&?@%ééfdp%?ﬁf&kgg( ?L , F%Presen ed by ghe
-term t; which is taken as being a concept, with the error

- that is then committed being equal to the following

expression:
N

€==§:64’ 2 _'Ezd L’J)

i=1 tjeh;
is the error committed when replacing the terms t; of P
by t;.

It is possible to decompose P into N portions in

. such a manner as to distribute the terms so that the

terms that are furthest apart lie in distinct portions
‘while terms that are closer together lie in the same
portions.

Step 1 of decomposing the set of terms P into two
portions P, and P, is described initially:

a) the two terms t; and t; in P that are farthest
apart are determined, this corresponding to the greatest

distance D;; of the matrix T;
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) 1=1tjEP 25 is the error conmtted when replacing
the ternms tj of Pi by ti . It is possible to
deconpose P into N portions in such a manner as to
distribute the terns so that {he terns that are
furthest apart lie in distinct portions 30 while terns
that are closer together lie in the same portions.
Step 1,0f c sin e set, of i.nt

porti ong ((ljg 2&]1 g)ffj%écr i"be% aif‘f m;'ﬁd tQ OPIt h& £48
t BiAEanceghd ip smaPlehath@metm@rdiﬁégtnce%@kgpamthw‘eme it
dggegmggglteahﬁé gorrespondi ng to the greatest

di stance Di tHe matrix T; 29 b) for each tk of P,
tk is %F?Bcgtje%l toeraced el dihg Sesd rek nugbeFaPLer

t baptibes (ilhﬁ afsen %tdalﬁél'_ﬁ.lr vvlcﬁle dalch |1&g%'a't@6ﬁt, eel};égs a)
p.1is iterated yntil the desired number o
por?s%ﬁ SShas iR % gt altﬁbed.teéﬁlseg hseFePat?n% S<kt s

. a) anﬁhe)optsnmmﬁlcaﬂ dtagehd ot ersnEcdfloset. P. and set

P2. e OBt 4 il Ege 0 288 Ui tl%lllzgl\eab E%OCESSNIS

startlﬁ 0|nt 0 otlmzatl process i
dFB¢ off 1%)191%@,0@1@8{ RL1 sz[f“. 3 PN} PahdangetNe ¥O

t eems { {4 i - g Mepr@e83eRl Rchhefhqand L h8ed
ied for Jthemg)ur ose of ‘reducingthe error in
d

RonpR i RS o gadtcipy the erprr hBr fP6REPOTHRY P
ptweesEp.hedi, ns.. pypgalpaidtaionrg the centers of gravity

1 of the Pl. Thereaf. h = Bd 2(t
2, " (B dPraadtr R, B BT Eh T ne By hen SEbEEER g

'tﬁirﬁ*‘élqﬂéphaéédtb? 8- i fTReyedffqraddie lggrost y £CThe a*(t, t)

after calculating the newmatrix T and if convertgence

| 8 NQd1 Jl%&%?fdohacteq%m&%%fp*a'r% \ tﬂeéfcornsﬂ he St op
coSn |t|con i s defined by: sgrg -cct M%. Tt eshol d
Sr%glace by ¢; 1f ec; is less than et hen after

‘calculating the new matrix T and if convergence is not

reached, decomposition is performed. The stop condition
is defined by:

(E‘ C — Ect‘i‘l)

£c,

< threshold

which is about 10-3, ec, being the error committed at the
instant t that represents the iteration.

There follows a matrix T of distances between the
terms, where D;; designates the distance between term t;
and term tj.
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whi ch is about 10-3, ect being the error commtted at
the instant t that represents the iteration. There
follows a matrix T of distances between the terns,
where Dij designates the distgpce between termti 25
and termti. 30 totitktjto toDooDoi DokDo' Don
tiDioDiiD kD '"Din tkDkODki DkkDk' Dkn t.D. oD
iiD.kD..Din toDnoDni DnkDni Dnn For nulti nedi a

L .
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shows Aho exajpl e of thow [t he cqntept |5 di ctiitghary 505 | £,
$ struﬁtured. I n der jto fac&*itate navilgat i o

Q. =80 P g 0i, Ao o ek, . o LEod ) | Don
ITST UT LTI T U1 ral y UJ AalTg UtT L Tl LAY JUT UNIT
duringlan identiflicatign stade the|concept that is
- . — = :
,kggesthp a ngenDﬁgrnl_the higtlsggry \Qgi|§ Din
AITAT Y ZEU diTu a LU [iraviyatT UlTr giral JOUIT T I3T Ut T

t
jctionary i estlablished. The naviigati om chari 509

§, Profdyged !teratuxg!y. Cp_fqﬁp 1te[at|thitpe set |p.

T—Conecepts S TTIIrrdart SPITt FTTU g U VWO 3 ubbl:l::, alTu

hen op eachliteration, {one off the 15 subgets j$

sel ected, untiji | phe]ﬂ§3|red nunggﬁ_of groupg.is | |[bi,
a or juntrrt jrne Stjop CTTITErTOIM TS SalT1 STTEU. e

stop cfriterijon mayl be, fior exanple, [that the resultin

sgpsetispare jal | hgmpgengous wilth, a gmal | spandafd Dyn,

deviarton, fTor exanpre. Tthe fimat result—1s a bimary
20 tree in which the | eaves contain the concepts of

the dFeéti0uBE inedich tdruvedrs ohvikg b earéestapp the
infg{ tip necessary..for traversiﬁg t?ehgaeghQU£égge ¢
LR e O et IR 4705EERBIE. © p
dictionary 505 is structured.

In order to facilitate navigation inside the
dictionary 505 and determine quickly during an
identification stage the concept that is closest to a
given term, the dictionary 505 is analyzed and a
navigation chart 509 inside the dictionary is
established.

The navigation chart 509 is produced iteratively.
On each iteration, the set of concepts is initially split
into two subsets, and then on each iteration, one of the
subsets is selected until the desired number of groups is
obtained or until the stop criterion is satisfied. The
stop criterion may be, for example, that the resulting
subsets are all homogeneous with a small standard
deviation, for example. The final result is a binary
tree in which the leaves contain the concepts of the
dictionary and the nodes of the tree contain the
information necessary for traversing the tree during the
stage of identifying a document.

There follows a description of an example of the

module 506 for distributing a set of concepts.
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There foll ows a description of an exanple of the 25
nmodul e 506 for distributing a set of concepts. 31 The
set of concepts Cis represented in the formof a

matrix M{ct,c2,...,cNJE93 N, yphere c1c92, where ci

represents a concept having p val ues. Various nethods
can be used for obtaining an axial distribution. The 5

first %gpstg gre;%g&eut@éectfsetlﬁgu es{en%fedw Vb EoRdos

the axis u
sBbEREEIX A& e Beessilf ﬁstep&’hﬁFS &s<Pbl éﬂk)@reStcep 1:

ceég%e&mg @ é&péer‘g@f}wl A ﬁgf vawegmt ;bgéfl'%ﬁs ltﬁ"triﬂo%s

the centroid w of rrx M -
SFRp be Baee ufer ioRFaimE oL BN coviarl deérAkuEignM  The

bety\eenst@p = etEEEﬂiaﬁlcﬁflatﬂte iRl ldehtidradd tR8vity ¢ and
gresentatl ‘E/IEO c1ihe matrix M gl Vi ng n the above

E gi AL E 48R LR GRS %R e pto two suppets.

(14) TEeSpE@céssu@Ismﬂ;ai emm a@(l&lﬂmspr oj ecting the

e'enené e flgh a{%ﬁfdeﬁ Jé% %%%ec %he matrix M

associ ated w t e gre est genva Pue v of

covali as cleheratenbroidSme ol matar txiMt e t he vaI ue pi =

uT(c, w) and 12 deconpose the set of concepts Cinto

t Wo substep?? C2 as follows: Jc;E&ED)if pi< 0

lc; EC2 if pi>0 t"15) The data set stored in the node

associ Step v tdriCulatifg tlhie dpllaripdpewheteipi Ms Heltereen

| i [ h I
“t?%é> YRl lodie %%@&“% %ﬁd %h% BelLOLONMLOI 8 b
n%tlw gea ok iMhdi Hatieds 1ion thise a@@N@eppe@tL@itu onaey . Thus

duringmt he M depkl f iygatkoa st @Q?ﬂ, 9[_._’63_(}’-1I’rp| e, | M oF der
to '

Step 3: calculate an axis for projecting the
elements of the matrix M, e.g. the eigenvector U
associated with the greatest eigenvalue of the covariance
matrix.

Step 4: calculate the value pi = uT(c; - w) and |
decompose the set of concepts C into two substeps Cl1l and
C2 as follows:

?ﬁéCl if pic<o

, : {15)
c, €C2 if pi>o0

The data set stored in the node associated with C is

{u, w, |p1|. p2} where pi is the maximum of all pi < 0

~and p2 is the minimum of all pi > 0,

The data set {u, w, |pl|, p2} constitutes the

~navigation indicators in the concept dictionary. Thus,

~during the identification stage for example, in order to

determine the concept that is closest to a term t;, the
value pti = uT(t; - w} is calculated and then the node
associated with C1 is selected if |(|pti|-|p1}]) |

| (|pti] - p2)|, else the node C2 is selected. The
process is iterated until one of the leaves of the tree

has been reached.
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determ ne the concept that is closest to a termti,

the 30 value pti = uT(t, - w) is calculated and then
the node associated with Cl is selected if
I(iptil-lpll)l < I(lIptil - pz}1, else the node C2 is

selected. The process is iterated until one of the
| eaves of the tree has been reached. 32 A singularity
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selecting the | ess conpact set. ures 14 and
tﬁBaFna%xme%fd%FW?éh Gne é’fd meRESBReE QﬁEhPﬁﬁ
capabigtsi DO oflacHimgariy ildss Reupa2t0sethe

finger rlnt b onstltute t he set

concept $IFepY ai%n??(ggig L %[eﬁ%n@o&?nﬁnfi?cfl@eﬁg or
protecurent Bxode cont dpite Coraft rues ibnngér pr ifdhgbapeibio

| gaassgfhated with a fingerprint 511, 512, 513
constituted by a data set such as the nunber of terns

in thEhgokinasnRr WierRaah & ldoriceprniss isnssdnby hheg set

fof @@@&eﬁt&, qfeﬁﬂaes?eqltq(}@@ﬁ Serdsf | b@g%er aet:uﬁéﬁ@s to be
511b, 511 reglstered conpri sin address o

t RECTRT at%bl‘%‘f&’é%? G e mindsEe %FHBQFHElth}éaSE 510

'nﬂmsmlmrwleﬂn@s fiefgetrpgin@ncept 6ficeqeency), the

con t hat ,are jacent thereto in .
Cheb et alked Bl Y] Bar Bl oR BReURRIbeb SELED 1o
si;m I @@q:urgerrt@agmeememlsa lterweph tibepreoantpt anddfoheeach

t t I I t th
e e T HIaE aF o g e BoRimaht® 12

s’E%‘-HJe%tc‘l"'-'??Cb PRPIadads thec gfdaerengtt hbeadaresses of
PoeE Beded, doEUnRittcer &F Elé@»m@r 0€88Snakbet 0 £ 0888H AFLEe s

fi rprints ar nat ur t he docunents to be
PO S e MeGae F5e WReRoa BBGURBRLCoRCeRts
Dditd th cheve |asijrae@|rﬂ:t eihettetiohdn paet dbenahehel MBTAE Escore is
SHA B IR, bRl A28l L
concept and the terms of the document which are closest
.to the concept. The address DocIndex of a given document
is stored in a database 514 containing the addresses of
protected documents.

The process 520 for generating fingerprints or
signatures of the documents to be indexed is shown in
Figure 15.

When a document DocIndex is registered, the
pertinent terms are extracted from the document (step
521), and the concept dictionary is taken into account
(step 522). Each of the terms t, of the document DocIndex
is projected into the space of the concepts dictionary in
order to determine the concept c; that represents the term
t; (step 523).

Thereafter the fingerprint of concept c¢; is updated
(step 524). This updating is performed depending on

whether or not the concept has already been encountered,
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(step 522). Each of the terns ti of the docunent

Docl ndex is projected into the space of the concepts

dictionary in order to determ ne the concept ci that

represents the term ti (stepy$23). 35 Thereafter the

fingerprint of concept ci is updated (step 524). This
updating is perforned depending on whether or not the
congep I QunLer e

o Ee i dBief! OO PESRI O T Mo rliThatt
r égrsedy cocenfrefesteerrdpt ci is not yet present in

the dagabage, coﬁ@@@tﬂ:nﬁw %BEr&etspﬁégéﬁgdlhntﬁ@edatabase
abase éan entry t he dat abase corresponds to

8361 3ch ‘ﬁa%%t{ﬁb Jo? %‘T%ﬂ S ilteh délrtélbﬁﬁénéérlv%try in
ObhecﬂSté:]@aE]sfséll mfugest;ivtmc@ Ha el @bqfectt h@d@onpe@t EDements
dé)rcu nt s ere (;Gonc dp pre é E

cfeat & %%%n‘f% SHINT%5 Fet&l\ﬂlﬁﬁ ?‘ﬁe PgRattyre®
otheh@onm@pin WMQI@miﬁmsoﬁvmreomheptoﬂlOepn as

deuaBnt ) Docfﬁ@% % %%Elﬂty 1@f 4 ;ﬁ%ﬁ&h&gw P9cn

datalterrs Docln er of terns, freque
a*ail%c%%ﬂn%we%m% tfsﬁ]d:%m |fThtehéls@ﬁée1§ﬁ @ﬁ axfargept

i inthedslaiadas God vk e nlkdle’ Y Eaﬁlaqm? ed %éhfbhfowmg
u

gncept has added hereto. its re in the
qud <h §U§]?§trupé F§THEde LHFIBENCY
(mj:dm:mieb( casrmﬁ;m's LOfariders®ref.r equency, adj acent

conce Mce he f| t bas has

boon Charin s SEANE) o BEEel 0o PUE BLL Mo df” HAEP pe

r%@t%}t e sty 32ah the Iélogtuleetlﬁash@déed phece‘ss s
f%%ééd@émhﬁiﬂkg3 feh$ '%HESHEBESH?EHré”is made

ne search pla form 53 pur pose- o

'ﬂ&érﬂ § 1 (Ao i stoc divEen oft éea@ﬁer A BEURREY heptdBacent

d@@w@u ,praﬁﬁ;ergce;d_«eas a query constitutes

reutll atl g a docunent in the database. It
based TP TS L niPPEC ﬁ’?sb Fﬁ@eﬁOBEEEHEE?@ SteP
Tﬂr%)p,urt;msémrﬁgdr@mdﬁnbafs)e decm&gﬁ]bﬁerédnt(atepngzs)

prote pYi n_he.t.ot parti al

When 9?%%}e%%ﬁf%%ﬁggp%eﬁrggg%%ngg ﬁ%ng nggeﬁ ocument
sﬁf!ﬁtecﬂt%dmniermtfadcm ensosudhnasseerchi phathgrm 530.

SeNnt eNBRS purpose of identifying a document is to

determine whether a document presented as a query

-constitutes reutilization of a document in the database.

It i1s based on measuring the similarity between

© documents. The purpose is to identify documents

containing protected elements. Copying can be total or

“partial. When partial, the copied element will have been

subjected to modifications such as: elimihating sentences

from a text, eliminating a pattern from an image,

“eliminating a shot or a sequence from a video document,

«; Changing the order of terms, or substituting terms
with other terms in a text.

After presenting a document to be identified (step
531), the terms are extracted from that document (step
532).
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30 froma text, elimnating a pattern from an i mage,
elimnating a shot or a sequence froma video
docunent, changing the order of terns, or
substituting ternms wth othegsterns in a text. After
presenting a docunent to be identified (step 35 531),
the terms are extracted fromthat docunment (step

532 b

(otbp PspBsBEReCion Jll il LIS ik RaEep 525).
e%b?a@?@@epiﬁ%nﬁl%@ﬂ%ﬁﬁé Ve the tems estrespeddéncs the
WhharyhgréOﬁﬁﬁpiﬁt@fcoﬂfg%ﬁgﬁégﬁggadﬁ%%?&h%3%5nb@p95d85

E a g list of docunents havi ng contents
s ptebatfie (TR esr?t3 ofilt Fdequ iy WeEuRene. 1Rk of
pdocamenﬂé kst abd | sditeh e iniStar TATheOkbavwent €] the

‘ daaggga§§§u$he degree of resenbl ance between docunent
djf " an

€ quéery docunent, with 1 5 < N, where 10 N
is theThanb9©C©$sdm&ummmbiﬂahﬂﬂgauméénemcesdaeabaieOws:
Al pdj a [ Op |

b, aeSlahgteg £a9 805288 % F@éure J%ﬁc%f Belthvelelh

t he ue?%J rovided in step
cBAEERE id ridpr eBitYs Qchn@ntdeweltm hed (ktepl, where

82)s &ﬁeﬁﬁﬁmﬁéﬁﬂbﬁkaadﬂmghﬂﬂ iwhene EQ%eQ@H@@pEat§base
prese as follows: Pdj pdj +

n its
f(freq%e%clfﬁp §§8re?ltb\£ﬂ+%e‘ge%r%?rcfunctl ons f can be
used, Bog.eadl freuencyn snerqmeeyfpfquﬁﬂéd ¥ sede 200

en de es,.t nunber _of occu rences
WRLS.LL COpenh desl andhep. I Bulher oL pect
déstepmieed t tRCeme@2)of t he resenblance scores of the
terms ﬁ%rCgé%ﬂ“ﬁﬁcuﬂ@nﬁmdﬁhw%%ﬁ%@ﬁ%ecbonzgﬁgpgg g%%%%nt’

ordered, ,and those that are greater than
t%?%éﬁmlHs(gP@%tQ@SﬁseﬁQ;#Qﬁ%m ned. Then the responses
are conflrned :? rab%da%QQfgghg@né§4)SC§@??onsg
firmation e list o es ses IS iltered in
o‘? e 15 Y ty}otnﬁe—re%aﬂgﬁ%eeél%%t % * the nost
ertlnent fTheeffuétey | ngoarse)d + sSEhapechon 3 hécore

~ where frequency designates the number of occurrences of

concept Ci in document dj and where score designates the

- mean of the resemblance scores of the terms of document

dj with concept Cj.
The py; are ordered, and those that are greater than

.a given threshold (step 733) are retained. Then the

- responses are confirmed and validated (step 534).

Response confirmation: the list of responses is
filtered in order to retain only the responses that are
the most pertinent. The filtering used is based on the
correlation between the terms of the query and each of
the responses.

Validation: this serves to retain only those
responses where it is very certain that content has been
reproduced. During this step, responses are filtered,
taking account of algebraic and topological properties of
the concepts within a document: it is required that

neighborhood in the query document is matched in the
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30 correlation between the terns of the query and each
of the responses. Validation: this serves to retain
only those responses where it is very certain that
content has been reproduced.;Huring this step,
responses are filtered, 35 taking account of algebraic
and topol ogical properties of the concepts within a

dggg Ee &&cﬁﬁéﬂfgu”rqg Hnﬂ§fﬁﬂﬁ%%E%°EH89dak” Bhfghbors

quer ocumant i's mat ched
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response d?(:urrefg5 The |ist_of response docunents is

del i veFBE 5”5 E2RPONSS (9o Si §edilyenchel(§hep
i B3gyeater detail to nultinmedia docunents that

contaipn inmm The descrl ti bears in artlc
bU|Id|§cg§n%1(9 ¥?F1‘r}ﬁﬁ%r %ﬁ grﬁﬁagreg £6 88E3§id8°
amujtimedid oiocu@ntcﬁertthafwlqmgltamhoamergas based on

usi ng fRL hads..t 3}4&%% 1%%a‘arftl%ﬁﬁla¥‘eoflo£)u ildll];lg up

identifying I m es an account of
t Hae pEirgerninthfmsetthet donttal keduprd efeai hagbstor

ngiéth i fPIRE haraehRlidndl Nhalded shr HQEH?eﬁ?@Eoc&Q%ﬁ% Sare
exture Z0Nnes

at mak m u to characteri,zin
ac‘?(‘g %ﬂﬁ%%ﬁ%@ﬁ e&ﬁléé’tlggo mefes; pRgethrk take
|ale¢’d>m1it esf byl lprodd itiengeattialehe sSufoRnbziog vyentaused in

S [ 0 f tion_about ect_boundary
SHE e UGS RdN SRR TG, FBE St prolargs Yor
bekierlry Hote slakeethgme oz ofres cbanabeerhaingt eexizede@0

5 te r Vv
5 SAPRRLDE ot ol 1R e are

fifRRINENS PYC PEOfCENPs Bi @él}‘glﬁaﬁﬁlﬂyar%%l%rﬁ’@m@w Y,
| $tSatoMariald ma@ld emt ahlf@&ma@aebnt Bﬁoﬁ@ngﬁj@@@%@uﬂéﬁy of

|ts atte Texture is erej n as
A AL e P B E D Ao e ghoeERGeas OF said
dhanattmyr izzatdson Texanredpaphast chrabér €ehatdctdeized

Idé QOHSSQ %ﬁeatekEggesgﬁg tfsf$n9 flne,
res gﬂses are simlar based on ¢col or; OF - 4As
fbcmh smé@aéula*namédéptegtr@ﬂﬂme bheed ean cthree fundamental

characteristics, namely its periodicity, its overall
orientation, and the random appearance of its pattern.
Texture is handled herein as a two-dimensional random
process. Color characterization is an important feature
of the method. It can be used as a first sort to find
responses that are similar based on color, or as a final
decision made to refine the search.

In the initial stage of building up fingerprints,
account is taken of information classified in the form of
components belonging to two major categories:

- so-called "structural"_components that describe
how the eye perceives an object that may be isolated or a
set of objects placed in an arrangement in three

dimensions; and.
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In the initial stage of building up fingerprints, 30
account is taken of information classified in the form
of conponents belonging to two maj or categories:
so-called "structural " conponﬁgts that describe how
the eye perceives an object that may be isolated or a
set of objects placed in an arrangenent in three 35
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svattomunber of entltles Each docunent is thus

associated with r|nt t hat S CIfI 20
thereto.21h %%%gj le §§b?cﬁ°§€§§§ aﬁ§|pg g herms
ré@m@sarerﬂnﬁaganrnngﬂ fn@mgth&opodantnyvaequefythelr
e RAEL, IRy ge%hhagﬁdte 98%{{&@ ore
t at are simlar or that conpl e reques
derikiEe; #1dhenti oned 25 above, the terms of the query

docunmentyaiiel 1Gay Gl BRI net RBYtatBacarparedewi the
wﬁe concepts of the databases in order to deduce

POHS e MY & R lh@ugkeznasecRELLies - si BRflrdegument
the ghiesr pedooingrid wiltd 2t Fgagetpeonst tuati Ng specific

t. 81, .of f an image is

In a subsequent search stage, following a request
made by a user, e.g. to identify a query image, a search
is made for all multimedia documents that are similar or
that comply with the reguest. To do this, as mentioned
above, the terms of the gquery document are calculated and
they are compared with the concepts of the databases in
order to deduce which document (s} of the database is/are
gsimilar to the gquery document.

The stage of constructing the terms of an image is
described in greater detail below.

The stage of constructing the terms of an image
usefully implements characterization of the structural
supports of the image. Structural supports are elements
making up a scene of the image. The most significant are
those that define the objects of the scene since they
characterize the various shapes that are perceived when

any image is observed.
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.30 described in greater detail below The stage of

constructing the terns of an image wusefully

i npl enents characterization of the structural
supports of the image. Structysal supports are

el enents making up a scene of the inage. The nost
significant are 35 those that define the objects of

the SCoREsSLACE LARYerEhALACLAII £8; [N A Q4S ANBRESS .

that are per en any rnmage is o rved
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depehdiragion ¢he"¢bosdes "ordegrmatingn cof thiee lomage
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i nt enS| t uces
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i s,characterize mlarity interns o ca
FHERESES oS 1 Bttt bethnss 8 Ao Prg) Spept o
tha¢nseskd 1o ¢hujmctaalﬂ1zefd blyessihﬂuatrditgl iauppent 4b the
ei&‘ TSy éné{tﬁldrggcgte %'-Je “cV'SSEg E%C%S |3 E0eN. e

per orrre ese erns are
coral reetles tt¢1a1tndﬁes@ﬂ41b@f th@ Isctmkztanrdlgrsupabrt

PEPPREAE €S0 PfHd e agfes. The information extracted from
each support_1s 20 considered as constituting a |ocal

propertye FRblewus Prsicesifpiér thean e farserlnghi shedbasis
SéfaﬁﬁééerSSEs|lnn%ﬁrte&h@”ﬁ&bscbﬁBEkucﬁad eHhYedescribe
The strai rectilinear
e R D Al ProPEFEEa B EHE FOFFow ng | ocal
pr operTlnesmfcﬁﬁnatmbmmmt(elderfgbm eaictit Bipporai hs
USSR S Pekccr SLBEEL SEAL RS OBEERLER) o 148 proes
rﬁﬁnﬁuggorqmﬂﬁn be dlstlngulshed straight rectilinear
elements (SRE), and curved arcuate elements (CAE).
The straight rectilinear elements SRE are
characterized by the following local properties:
- dimension (length, width);
- main direction (slope);
- statistical properties of the pixels constituting
the support (mean energy value, moments); and
-+ neighborhood information (local Fourier
transform) .
The curved arcuate elements CAE are characterized in
the same manner as above, together with the curvature of

the arcs.

Global properties cover statistics such as the

‘numbers of supports of each type and their dispositions

in space (geometrical associations between supports:
connexities, left, right, middle, ..).




nei ghbor hood i nformation (local Fourier 30
transfornm. The curved arcuate el enents CAE are
characterized in the same nanner as above, together
with the curvature of the argg. G obal properties
cover statistics such as the 35 nunbers of supports of
each type and their dispositions in space

(geometri gal, l?éso%@té o#sv&e @fa?g S%’}E)%"E)%%ti.nent

connexities, O sum up,
fépfgr@a%%nuﬁ:mg@ctterﬁe fp@rﬂt ithentobJjieatsr makiva up the

exteget £4 éﬁﬁﬁaf%@mzﬁﬁ%l@@ ng up the image is
summarized in Table 1. Structural supports of Type
ohi.ects of an i mageSSESRECAE Total nunbernn n2 Nunber

' ongMﬂ&hbmaiaQ>shbp@§bglgf Nurper shortnpﬁggnZC
€| obaléc threﬁng propertles unber qf
ong s at. & B r rSREhf CAE
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> threshol d%ﬂﬂ?ﬁp e (¢ thf osh3| d)| L&eal S opB?

propertiesCMrMaﬁﬂnﬁﬁﬂfhaﬂacter zation-| of the

Number  short nc ;. C n,C
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properties | Number of long - mlgdx | nalgdx

supports at a
left or right
connection

Number of middle - n;lgdx | nplgdx

connection

Number of - mpll pll
parallel long '

supports

Luminance -
(> threshold)
Luminance -
{« threshold)
Local Slope -

properties | Curvature -

Characterization -
of the
neighborhood of

the supports

Table 1

The stage of constructing the terms of an image also
implements characterizing pertinent textual information

of the image. The information coming from the texture of
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nei ghbor hood of the supports 5 Table 1 The stage of
constructing the terns of an inmage also inplenents

“characterizing pertinent textual information of the

i mage. The information com ngzdromthe texture of 39
the image i s subdivided by three visual appearances of
the i mage: random appearance (such as an i mage of
fiLpe s ; I ri. r [ t
cSne e B AEE AIER, TR ViR JBPLRRRANER or
pAREetRe@knit) or a repetition of dom nant patterns

(pi xel s Pin@sRUPSp&L raiee{flcH S ORSLHEGe 870 £fihBakhyg
a directional appearance where the patterns tend 10
oPEr aF#sth éh?%éﬁ%ﬁn&ﬂfﬁ%?%%ﬁ? G TRBPEMBRLY FPEgRS
dieeetimnbmsd; This information i s obtained by
approx[naéiﬂgd{ge i mage usi aramet ri

represernt at 1 ONs. Of DUE! & ° EAC gﬁpéaPS%ESrF§dt§R%E)'or
i at vepetbuimn E mearsaoft Heetepati dpikBlandrsgeotpal of

r§p£§§§ptfgiégg%fgggjuédgag%§5lgggtinent i nformation

for this portion of 'the I mage. riodicity and
ori ent atd o 28 E acRngszeaq sy visset B papperes tend

Weid a2 The:d and o idReA 3RCenkeS okeRkesept-edi P¥ged

e@tinatjn paranmeters for a two-dinensional
a }5ﬁ%b¥@g§1ve model . 20 Once all of the pertinent

i nf or M oniiEsizesion @ atkaded byl appessihheing the
e ) R et B R B 6 PR it oo
ofPpepiamdtfe iRertaddine iodwpasentivt by meaberobf npe spatial
Peid %%cetg% r @Jée%%i&%&%h%saﬁkﬁng(ﬁﬁ' t¥&) pefr SREOP
information for this portion of the image. Periodicity
and orientation are characterized by spectral supports
while the random appearance is represented by estimating
parameters for a two-dimensional autoregressgive model.
Once all of the pertinent information has been

‘eXtracted, it is possible to proceed with structuring

texture terms.
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conponentdi rectional elenents orientationsPair ((xi,
(3j) 0 <p <_np Frequenciesv., 0 <i <_ nd Random
conponent sNoi se st andar dG devigtion Autoregressivea j,
(i,])ESN, M paraneters Table 2 Finally, the stage of
constructing the terns of an 5 inmage can al so
|nplenent character|2|ng the col or of the i mage.
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gi ves gl obal i nf or TRYSHSERS an i nage Padd tMWat Vel -
during 15 indexing ijt is pOSSIb|e to fingd ikmpgesnphat

ave the same color hlg ram but that (are conplet?ly
different. 41 Numer qf&® propose ¢

_histograns that intjegrate spatlal i nf oy waki en< hpr

can cdnsi,.st I stingul sihi ng between
p|xe éﬁ fare corg%EhI A 8’ %é t hat’ Iaare

| et | where a |plixsctiion®lcoherent |if it bel ongs
to a relatively | arde.yrgpiqn of identic¢al pixels, and

rs=Tncoherent— 1t IUIHb part—of —a—region—of—snat

size. A method of chétrdenémitiong the spafrak (o, Bi),
di stribution of thg constituents of an|ipmagg Leng.

iTS color) s 10 degcribed betow that—T3% ess

expensive in terns QFTSONSRGISEi on time| Phadthel < nd
ARMEHTRI AR Ut e ccaBdandard c

deviation

Autoregressive {ai,j }r (i,3)es,,

parameters

Table 2

Finally, the stage of constructing the terms of an

“image can also implement characterizing the color of the

image.

Color is often represented by color histograms,
which are invariant in rotation and robust against
occlusion and changes in camera viewpoint.

Color gquantification can be performed in the red,
green, blue (RGB) space, the hue, saturation, value (HSV)
space, or the LUV space, but the method of indexing by
color histograms has shown its limitations since it gives
global information about an image, so that during

indexing it is possible to find images that have the same

‘color histogram but that are completely different.
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that is robust faced with rotations and/or shifts. The
various characteristics extracted fromthe structura
support elenments, the paraneters of the 15 periodic,
directional, and random conpopents of the texture
field, and also the paraneters of the spatia
distribution of the constituents of the inmage,

ConSt'EHﬁSro% 2t 8888 i s £ AL NG %ﬁ%%ﬁgggmfethat

descri e content of® a docunent rnms are

gtataﬁeaat:%g%%@at oL ERisan .ut Forc eFespis” thasorder

. t@oﬁ@ﬂﬁ@elﬁh&léﬁﬂﬂgﬂléﬁln Usfden Rielat kaRt gfea

dOCﬁnent % occurr ﬁg{:es of these concepts and their
pbs BYORE &M s Ah dMGAied e WP?H@erPF?ﬁ?l is
ot-oharelnt uhentt EI'eht&S'&_;s‘ ittger prdlaits viehen 1aﬁ.>t_;ease§wh30f
ry _docuyment . and. docunents
el AT R R DD S Rt R L
n@@gh@@eeéaﬁmakd(ﬂmﬁem n aII of t he characterlstlc

el emenf sydessd i bed: Ve GONSRAYER | atlhqeaﬁgﬁ¥$ﬂﬂtéon

an_i mage begins with detecting the presence
cohstie Lerrs et eHts of @nar’r”@ﬁ@nﬁlee Jof 1kSpFretess f

edéseeibey BT tfHathsﬁﬂéd@@a&pe@s&b&sﬁnstéﬁmQOBE| sts

in ch ter|2|r1 objects in ter

TRt S e R0 e B mah EhER P hods rggnd

bEhmuenedﬁdnnﬁ:ianadtmmmtdetemhpng aﬁd$bfushﬂfaé

el eme é Q‘ﬁ"}a ?E%.SttQ.C%m %E&‘%%F romS{:ﬁ% I f
o ep

there are no s ructur enents | owng™s
| steuelastak crurherdr ml@m@glt\ﬁh etther parhwebensi gf sthe

fﬂf@ﬁc pagkarqunehail f 230 LRgoR 96@@5neﬁ9¥ eéf oplo a

_s of characterizing the textured back groun in

e GG ands @36 t8eardrsngtesFegE eklieyepatial

pad ereiiitsiof @il @wed cbyisé istientef orchaeachege 7i dgnéterute
_ qgkground cql.or. here is_no

|_f red
Sitte MG ere bfr Geess figy dseHFi BLER,the Femtent
s@@pa addoahmarect eflhziseg telracsk greugdoopkdr todOtkenatd y,

(o o T AN HeRpRE »28d GLAES" BE! DLAL CendUbhdutP- of
~"useful information" of a document.

The occurrences of these concepts and their
positions and frequencies constitute the "fingerprint" of
a document. These fingerprints then act as links between
a query document and documents in a database while
searching for a document.

An image does not necessarily contain all of the
characteristic elements described above. Consequently,
identifying an image beginsg with detecting the presence
of its constituent elements.

In an example of a process of extracting terms from
an image, a first step consists in characterizing image
objects in terms of structural supports, and, where
appropriate, it may be preceded by a test for detecting

structural elements, which test serves to omit the first

.step if there are no structural elements.
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The description returns in greater detail to
characterizing the structural support elenents of an

i mge. 15 The principle on which this characterization-
IS based consists in dismant4i4ng boundary zones of

I mge objects into nultitudes of small base el enents
referred to as significant support elenents (SSEs)

Conveyhngolyéﬁiﬁ% éE%#’{gné(¥E§¥xfgi %%#%4%5%15 n%ﬁether

that are made up near strips of var Si ze
oFNEFe et hav i thmefé drsgrawndat ufés Sost ahﬁspr@gess

a{a@utest 8RSEo O] 86415 ¥ &hdhRtANFingednandeusadehior
fhe terms of these_ structural supports.
PHeabEaERord RS THR G g oo SHEYOrhE RRRN b3

nauhoﬂegremmﬂWExpaﬁamdﬁe&Eapﬁkaammedabglglbtépdofnage

i n e set {y(i ) (=1 x J),
V\/Eh Jf{é dﬁggg:r%ee %eascB{ eCt 1 Ve %gtl#é:) nurrber of rows and
t he nuﬁﬁetherﬁ ot furttured egggronnthe thesi shef

%@Méé’é@'rﬂox}?@é Cdmécecdiyvecr& &? hggp%édbﬁakab 985ing

%ﬁ ) (= zonta gr adi ent
i ﬁ% r? C? Or(|,J) E | x J}, this approach
consi sknd TN PpArdid i dhe depred dﬁﬁelﬂﬂh?Gr@BihBQ are
IocaL orlentatlon of its gradient into aftinite

v *equi di stant cl asses. The inmage contai ni ng
t he 35Thﬂldﬂﬂenjpn1aﬁ netergrsadne ptrebs edefienadl byot he

fg%%l g%k/gf%#ngq% é%%quhrhh sﬁﬁ%h?@ gléméﬁt%lgf an

lon' 1S No nore an an an
d@@%ﬁ®05|t|on in the two-di nensional (2D) plane (from

00 to BkO) M%icrlgalé Helridef icped GHQPEEEQHQEthh‘?{‘s
dgqUSIn the | ocal ori entation of gradient as a

Fgits &&&%&6@%& ipgu ﬁaaPQa%né@neﬁt of simage
petsped ﬂntd)hmﬂlmt@de@ebtfersmgwugagg i epbresréhétred
forn1 arts .of. the sane dar order to
BT A TS e SPBSERIA1 eH5F nt SFRbt SV ECEHF ed
begaBEn infmrimatiapmostdut! assedarg Z6nsecohat are made up
@ftifﬂéy}:l @&Iji?)su%%dval]@jiﬂg tst_ﬂge§ag§ Hfm;g&[ldgfhaving
different curvatures. Statistics about these objects are
then analyzed and used for building up the terms of these
structural supports.

In order to describe more rigorously the main
methods involved in this approach, a digitized image is
written as being the set {y(i,j), (i,Jj) € I x J}, where I
‘and J are respectively the number of rows and the number
of columns in the image.

On the basis of previously calculated vertical
gradient images {g,(i,3j), (i,j) € I x J} and horizontal
gradient images {g,(i,j), (i,j) € I x J}, this approach
consists in partitioning the image depending on the local
orientation of its gradient into a finite number of
equidistant classes. The image containing the
orientation of the gradient is defined by the following

formula:
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cl asses as before, but offset by half a class. On the
basis of these classes comng fromthe two

partitionings, a sinple procedure consists in

sel ecting those that have thgsgreatest nunber of

pi xel s. Each pixel belongs to two 15 cl asses, each

com ng fron1a respective one of the two

partiti gs. Gve ach pixel is potentially an

el enenlOJo:fJ ARISSEDN :[‘Ij—grgzt he procedure opts fdit}the

cl ass that contains ater nunber of pixels

anongs I

wher s PhRRSBTEIOOLE Ry %%tﬂ‘gé%é%sfﬁcﬁﬁgb%m
siZethe Eve- d@lﬁ%%%%@a]po%?é? blpslan,q fremeRd &p BRPE) using

prOReUUr 8e £ OREY qﬁaﬁk@ﬁﬁzéﬂﬁﬁﬁ @5 ticdmat L@iiRgMehe fBagl
dates are retained. hese are regions

?r%ﬁ%tagh%o?f hat I E i & Gri6REAPR §8Es. 25
Fdeovtpesing Uppardarye gionrss, SSESS&@@S@&b&EWtDGdbaQﬁn.a
Deeter Lo e el R S uEh, BRole oLl anhan.
dh?‘é]fl@@ﬁédzm SQEE Ctl’fﬁeﬂr &rce sefiyet @heaMObéﬁgepfthtanndary

tﬁ@lnﬁgrﬁﬁQ@|é&é"éhé%é&“ﬁ@%he %Qtwo'ﬁh%@%bbﬁedd@iéQEQs

as the nean of the nodul us of %ra i ent
pPREPR A it IRt H ssaseca Ut‘SFIFle 8ed Saret fllé‘ﬁb% ¢§

tﬁ'ﬁ@sﬁ&f i e the Bk, 835& tdf&tsd &l By B@h@waob]}abg\ée ¢)He%he
t.hresno e l1n ,oan cantra , I nhe as,the
P FTET efice” %%%Cdlﬁ %ﬁ‘%* COEILGG, FOWaEI‘ﬁuﬁwwanaafﬁégmjeWSr
Wan$xmpﬂeéprdueddnesQunﬂlﬂtﬁ tihe sedehodngakhosé thet have
S I I S a n e
.‘%’h%é#m et A o SR MESe BB S DS P ewo
%S: T’RSE eaaninse feeny acﬁféépﬁpbnrmeh@n@r Pgi hlae two

lﬁ@gelﬁibrpmgeg t @i drf R £ eaihf gaxgmaaé%&éﬁtmw%n
texture field. In the absence of structural elenments

i tleenfs Qfrdl $5t UhEWna§Bei BreeRAUFEdoRFBhior the

petd st rshath aiora:rae.rrsegwieangreheea gﬁmateer o@r phﬁéﬁ@famongst
en characte

d.-th t t
ST e RD R M o cBnBriBur8TE fEBhaRotheRathe
IpnﬁhabﬂﬁxtﬁIuﬁafmm@hmgnentssasofolhngsr sazéex$utb¢

Q§FH§¥E§H ﬁaggfﬂfg.ngAﬂn%E%hEﬁdogfregggnbrocedure, only

those classes that contain more than 50% of the

~candidates are retained. These are regions of the

.support that are liable to contain SSEs.

From these support regiong, SSEs are determined and
indexed using certain criteria such as the following:

- length (for this purpose a threshold length 1, is
determined and SSEs that are shorter and longer than the
thresheld are counted);

- intensity, defined as the mean of the modulus of
the gradient of the pixels making up each SSE (a
threshold written I, is then defined, and SSEs that are
below or above the threshold are indexed); and

- contrast, defined as the difference between the

pixel maximum and the pixel minimum.
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informati on (such as an imge of fine sand or grass)
in which no particular arrangenent can be determ ned,
a periodic conmponent (such as a patterned knit) in 15
whi ch repeating dom nant pattegsns are observed; and
finally a directional conmponent in which the patterns
tend overall towards one or nore privileged

di rect |AQ”%h1§' BEEpt e tl@@%ééhé@ chpy aed f%!hl So-called
accuratel%é 20 texture of the inmage on e basis of

sfEpchpr TeRGS X ey rad dd’h%f‘é*’r?é*ntlél geapliance
reprasppeeddbyt Pat édref ypds ddedSuctliies, subgokext urrﬁey

£ th | d_h 15 writt
by e B A G G dhess i e PRFobe

céﬁpvﬁenoemlsQr1dbazamtaﬁizmngﬂnhm1UGxdar@umeela usi ng

f
tRe JO&E ‘M{Jggaﬁgé&ﬁéo 12%%&%’&%5{1@1@3?{1: X thehs asFumed
Efﬁa‘én‘% %nia‘éﬁ%%tlfi@texi{lwqd Jigh ipattegnisativeti sre regular

cegpangpbaldyr antidddy jddtdrt 3hddend testhehakie1d is

c onent 18. This_step of extractlng |nfornat|on
?ﬁ%? 5%36%%%1@1&5)%&%@@ RHPOSEraiitnds possible to

-pdeaampess tiox idwere irucee e ompiohehts 3%, f@mn;loazs

Met hods gggln such estlnate are describ n
foIIOMAng paragré&ﬂé?ﬁgﬂ?eﬂ$ (ﬁﬁﬁﬁﬂgoﬁnﬁgﬁﬁﬁg ﬁftﬁandom
am@&m‘ll%o@f(ﬂlmt&ﬁo@n flarragdaetoéctfmg andd or grass) in

| c&aﬁ{@l@tﬁ& i H;aﬁgléﬂ%xd'arﬁ% ht %%pgeeagtg%mgd

I mage. nitially it consists in appl

paranetr?dpﬁﬁkﬁﬁlctQ9WHﬂ¥QmQW&ﬁQQQNﬂS @o@ﬁ@h@ﬁﬂed knit) in

{‘ﬁlﬁiciﬂl)l}epéa{tlrﬁg Qﬁﬁﬁwah%s\%@tt*éym% deaupptableasum of

dkreciiona el ements in ch each is associated with
integers (a , (3) 5 defining an orientation

of angleaOismmﬂtidnHl(Ecmpﬁméﬂt(3mawhhﬂh0therp&@téﬁns tend

: e&y %'tsovsja}?des?gz b ‘r m%)(t ?)r& fl?L%ggd J.r%zticg"sp_o

Slnce the idea 1s to characterize accurately the
-texture of the image on the basis of a set of parameters,
‘these three components are represented by parametric
models.

Thus, the texture of the regular and homogeneous
image 15 written {V(i,j), (i,j) € I x J} is decomposed
into three components 16, 17, and 18 as shown in
‘Figure 10, using the following relationship:

T3 =t )+ e, )+ {3 (16)

Where {w({i,j)} is the purely random component 16,
{h-(i,j)} is the harmonic component 17, and {e(i,j)} is
the directional component 18. This step of extracting
‘information from a document is terminated by estimating
parameters for these three components 16, 17, and 18.
Methods of making such estimates are described in the
following paragraphs.

The description begins with an example of a method
for detecting and characterizing the directional

component of the image.
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e(a.a)(1,j 1/=1S vk Kk'p(ia-jp)xcos(2n 2 2(ip+jal) k=1

a +p +tk'P(ia-jp)xsin (2na2+p2 (iptja)) ] 10 where:

(17) Ne is the nunber of directional elenents

associated with ((x, P); vk i45the frequency of the

kth elenent; and {sk(ia - j(3)} and {tk(ia - j(3)} are
the anplitudes. 15 The directional conponent {e(i,j)}

is thudnitdaplegt étycdefines by &nolwyitg tahepamaretier sodel

oy enaed bl g TR TR L, (71 ek iBucea
ob¥er fenEserabple swesef pdiventionsl Werentsade whOchf

tkachaek hbabeiheedid ool i ONA 1 CUPONRU;: al [nte s
represented in the spectral” domain by a set of .
ngéﬁﬁﬁPg AR nREIRT R e Llorabigorfal Sueh tHire Gief i tanrp/a.
by¥nt behpai wsrdef &0t eperss (dedindBby:of the nodel

which are witten (a 1 1) - Yidhe ,-traight lines can
be deconposed into subseeﬁéjb g,%;eodf'ﬁ’ aj?re-sl ope lines

each ciated wth.a.directianal = elenent. In order
t%ﬁcgﬁgéﬁa%aec? h%‘“eﬂ‘)grjféﬂgs 15t dfa%én$gc]%r E, it is )
possi bl e to adoptean approach based,on projecting the
i mage in %.sf@égéiﬁ%lﬁaé‘cﬂiﬁg’ﬁﬁ‘?s g@fb(;rf%tﬁdﬁ*l?ﬁh& sts 30
initially in makihg sure that a directional conponenl?)
is present before’@sthpplding dot s paiameieyrs. The
di recti onal corrpo'ﬁe(nt oPﬁi he irmxjeﬁfg de‘t&zct ed on the
bggise of know edge about its spectral properties. 46
| f the spectrumof the inage is consi dered as being a
thr ee- difenss difig numlpr ©f N regtiomadhiedBmeXEsY)
r 2ps st ed R taPofed] st es of the pixels and Z
represents n
: * Vi 1s the frequency of the k™ element; and

{s (i - jB)} and {t . (ia - jP)} are the amplitudes.

The directional component {e(i,j)} is thus

completely defined by knowing the parameters contained in

the following vector E:
E= {3‘1 B1r {Vlk " Six (c)’ Tix (c)}fli:]_ }(CX-'S-JE" (18)

In order to estimate these parameters, use is made
of the fact that the directional component of an image is
‘represented in the spectral domain by a set of straight
lines of slopes orthogonal to those defined by the pairs
of integers (a,, B,) of the model which are written (o,
'Bl)l. These straight lines can be decomposed into subsets
of same-slope lines each associated with a directional
element.

In order to calculate the elements of the vector E,
it is possible to adopt an approach based on projecting
the image in different directions. The method consists
initially in making sure that a directional component isg
present before estimating its parameters.

The directional component of the image is detected

on the basis of knowledge about its spectral properties.
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anplitude, then the lines that are to be detected are
5 represented by a set of peaks concentrated al ong
lines of slopes that are defined by the | ooked-for
pairs ((x 1, (31). 1In order 4o determ ne the presence
of such lines, it suffices to count the predom nant
peaks. The nunber of these peaks provides infornmation

ab@Uthtehgp@é@:@@ﬂC@f Of hd 05 RRReNGe QhAlrer ¢S %mg a

EleCtI nal (%)Iﬁo ts There foll ows a description
APES SRR BeRFIoRAL TR of ehdadfertichy (Kne)
direpcesenal titonpomedinathes «fo tila @l)@lﬁse@hﬂoﬂi RPabk&sents

ted t nb t I
el bo8l il e Eh AT AL RefGa BegrRoCRiEH Sre
cafpueashied thie ai st a1 pedy icencenamstedma(BEF) lohes of

'tB§ob8§9€h£@|éloe\!\@e A 5P eﬁ%% Qfy- tfg% Eg&kgn% L By .

sl ope Li nes observe trans orne
(1) 9799% o dehermingiths étr@sgéuceopfpﬁ@péctln@ﬁg,l st

deﬁfﬂfdes b %&lﬁiwlﬂi@@ﬂé&ﬂlﬁ'@%& e¥kdonBirfel Al@ber of
ferent ro ec on | es CK' ere k.is finite.

T |§S%r aé]%%) Gﬁ#%dfé‘ar'}ﬂ'f’& GUEn thar PEESSRES sOT
F@bseu(%mmfe harmeniqeoss kiliedcaisealcbupporakl. pairs of
mut ual Pk et n| ng._a

such t % %Sfeglkléﬂ edg?{ ﬁ(c(r\%lij ere 00% g Tﬁ\ngg g%?
rglleed tHatchpractariping FﬁklezﬁreCSeoneé componenbl To
t &6 M@erdlqeowlﬁrﬁ‘ﬂdl@%’s Syrﬁmat &¥e p&&’f&ﬁ%@édcﬂgﬂ the

t hen be used for obtalnlng pairs u
Pt i §1§fe°(tﬁém?t}d@|1@§leﬁf‘—st Fié @Ff’r'eé‘iﬂl’tlﬁ@ 30 i mage

are perhommerthaal wrgrihe vl ea®kulEBEAgPERREQt E8Pete
rate tor witten VK

" to rl‘enl"pIStlrfaﬁ1 t?gnho(?)gﬁo%%n%?cﬁmﬁgﬁt 5??1@?’?@ by an
. | eggkiathtforof dilree atitdoals 1i Bﬂopﬁalunes Hashrped) et tlon

| MY a:
:%:(él,x?si\] Y(i kl¥n P%kqj EI alJ O<i +t| (3k<l-1, O<j +Tak<J-1
(19) df R ie=- e (dabsqr‘eale antl OE- pnpz&ktawds is defined

M«mﬁml@iﬂg) th%k%%\%%bﬁéy deag§n49n%ea§f5efel&é the

si ze, of % . - .
progectlon angles 0., where ]i is finite. This projection

set can be obtained in various ways. For example it is
possible to search for all pairs of mutually prime

integers (a,, B,) defining an angle 0, such that

Iy o
6, =tan™—£ where oseks; An order r such that 0 < «, B,
k

% r serves to control the number of projections.

Symmetry properties can then be used for obtaining all
pairs up to 2m.
The projections of the modulus of the DFT of the

image are performed along the angle 0 x+ Each projection
generates a vector of dimension 1, Vg .y, written V, to

simplify the notation, which contains the looked-for

directional information.

Each projection V, is given by the formula:
Vi Lj)=Y ®l+1p,,j+1a,) 0<it+tp, <I-10<j+to, <J-1 (19)
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the nodul us of the Fourier transformof the inmage to

be characterized. 5 For each Vk, the high energy

el enents and their positions in space are sel ected.

These high energy elenents age those that present a
maxi mum val ue relative to a threshold that is

cal cul at ed depending on the size of the |nage 10 At

t Wiishsnaget o, + frec,c Al Gk jnbo N, taed NBRY, 1 mf—l)Jr[Bn@Ls—l)sl
known. The nunber of directional conponents Ne
dBadeed Ot HBeEEr Gl bis Ui Piare & e ispaetr av 1 J) is
ptﬁaembdﬁsusf of hehdi regti anal rGHMARERIF @hea lhﬁ?bu E8dpe

nage. These groperties are as follows: 15 1) The
FRe525bser68 in the spectral domain of a
d|rectFonaéachnwpneﬁkaan@hs¢mﬁmgyieabm93tathne theihe
nseq Y. t i bl ce t he

TRORLE: Oa T o R Yent, SRS y TP G oHn S7t00Ki n
uﬁé@me%6ﬁs@€%r%h¢%ﬁlthﬁr:Ereﬁﬁahﬂ@xmwungmnewaﬂnedrehatlve

tB@ &eﬁﬁﬁésﬁéfd i dates A%k tePRyeMu RY BhnEﬁe size
% n]glngTl di rectional el ements. t he basi s of
wk ﬂg ®¥€t he respective p05|t|ons of the lines on
the moglul visiof stdpe off SHeetcR 1IkAGE O, I @Rsf ﬁﬁﬂ&)@ETofl t
si bl.e to deduce t he .exact nu
(FHRESLE i DM iRt Bt K% esR IPRe Y PhEpRESTRE A

.cb$ﬂﬁgb@nﬂi thetdfrar dgymestingf thiee simptenspeotrébe

b9rides the a{gﬂ%{lﬂﬁﬂi ah %ﬁ SAMR . skegeaéxpﬁga
S|tuated every mn P BCGSS e ors
VKSR priotRRS rigrqnﬁéfthduaﬁceecﬁsoﬁoéépwg (ak 4k), the

nunberﬁ thé|Iﬁﬁééﬂgﬁﬁé¥¥édMlhhth%a%BeQ%EﬁlaHSmaln of a
o ed It is thus possible to ¢ount the tota

eecrt’ocf A 14iS MR A2Fe FYREStEYCadi AgLeRhaVEWs® the
admoi@rmntammiquepmger titess gaés&beepabr ﬁe@ﬁcé ntegers

d .35 th th
SR B o8 BlhveeneRi iR G, B oF Bhcdpmain
twﬂddﬂxﬂpﬂﬂmﬂeﬂﬁnmynbeen retai ned. 48 For_aII of these
pai rs Ay dev‘HegKr)axﬁﬁfrrls”%'tggn{eﬁe inf ERAUGAGLES 9fc€ach

detected el ement can be
candidates for representing lines belonging to

directional elements. On the basis of knowledge of the
respective positions of the lines on the modulus of the
digscrete Fourier transform DFT, it is possible to deduce
the exact number of directional elements. The position
of the line maximum corresponds to the argument of the
maximum of the vector V,, the other lines of the same
element being situated every min{L,T}.

After processing the vectors V, and producing the
direction pairs (épjh), the numbers of lines cobtained with

each pair are obtained.

It is thus possible to count the total number of
directional elements by using the two above-mentioned
properties, and the pairs of integers (&k,ﬁ’k) associated
with these components are identified, i.e. the directions

that are orthogonal to thoge that have been retained.
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i medi ately. If consideration is given solely to the
points of the original inmage along the straight |ine
of 5 equation idk - jNk=c, then c is the position of
the maximumin VK, and theseapoints constitute a

har noni ¢ one-di nensi onal signal (1D) of constant
anplitude at a frequency . It then suffices to

esti marert heif sequeasy ©4i+di 418, 3 wndlindtidg the
conventional nmethod 10 (I ocating he naxi mum vaI ue on
t Eegpepr¥esf of heach et ot kprhl 9lempats wamabiez donet i s
pQ&&th&té@y' ﬂptﬁr@éﬁsici@fa[@ltct}pqs RRR %'ofi%lph%o the
faollow n eps: erm ni ng the maxi mum of each
pPSEEEAF. dh ]ig Jr%(}:n Qe e fteaight dine of
r egahionl ydi hode thatt e grimtteie thl ta dnhio€s bled.
For each paxj nu corresponding to a pair (aklftk)
TREXATHBet 2 or X ,E}ng %ﬁl&%ﬂ:%%%ﬁ&tﬁaﬁr hpgmonic
deter dimens { o tdrisyradlovie:me s |dage@t@mpambugsudgoat a

Teechheauenoyasseci ahed witp; {2k {3Ked S48 qylat ed,

corrésponding to the intersection o ori zont al
akrequandyt e e mimdiioma ] dor ﬁe@p@N&mMgonalt hethod

t jectian r
GO 0T o T SRk PR Br PhiS el
{“F’kgnaf)(t)} are cal cul ated, which are the other

par aneter suffdit sidedid nd %@%\1@- RNt hpnefleMeCLRE ﬁethod
G ven the di rec#gﬂéﬁdk YQIF and the frequency Vk, it

| SOPOEET B Yy &PSripl i t udes sk™' Q (c) and

i k"' Q)I(Jet)errﬁmlrtg Satd sfayimgnt ke fe@K:E’EUb&oU dktiohl 3k =

" X
Fo tjtswle nean o]f“g:”ﬁwtgg)%l‘iJeatfl segl%tgpn §°t ﬁ% gPr)é% fhls?ﬁya hose

- elefeRit | BFE |56¢<e&}t/63k:téla@f a ttllﬂe‘eﬁélwldrrage that is obtained

by mul ti gy i by (ad kY m, ¥br éé o Ka (it @
2" +)'k This can be writteh as folTo 3% P l(a"’ﬂ")
- The number of lines assoc1ated with said pair is

determined from the above-described properties.

- The fregquency associated with (&k,ﬁk) is calculated,
corresponding to the intersection of the horizontal axis
and the maximum line (corresponding to the maximum of the
retained projection).

There follows a description of how the amplitudes
{(""3)(1‘)} and {("’ﬂ)(z‘)} are calculated, which are the other
parameters contained in the above-mentioned vector E.

Given the direction (&k,ﬁk) and the frequency V., it
is possible to determine the amplitudes §I(C“’ﬁ)(c) and fé“’ﬁ)(c) p
for c¢ satisfying the formula i&k—jﬁkmc, using a
demodulation method. §,(c""m(c) is equal to the mean of the
pixels along the straight line of equation id jﬁkmc of

the new image that is obtained by multiplying y(z ]) by
( lgaﬂ) ( )J
cos| ——=—lif, + ja
o 2 k k
ak +ﬂk

This can be written as follows:
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(", Q V Kk XY(Z,j)COs zk I~ 2 (A +jak) (20) Ns
i@®@J/f=c ak +Nk where NS is the nunber of elenents in
this newsignal. Simlarly, tk""Q(c) can be obtained
by applying the equation: 5 &k".9)(~)= 1 ZY(i J)sin
Zk 2 (i~3k+iak(21) Ns id-i R=c ak +Yk The
above- descri bed nethod can be summari zed by the
fql(alﬁ Wi ng st ])O orylevery directjonal el enent
(K, (D(;‘%—do%)f!ﬁrj W{tﬁdﬁj@% culate 1) The (20)
nmean of thespbints (i Uﬁk) +Whi ghted by, | (a"6) COS V 2

wsbzgkN Hatd mlber e RealBa0 £0r LREROND, LLchl
e an of  the

ELFHL a{ 1) wvel(ﬁht% b‘gﬁ ?Rtalfr)ectfhty @P@&ymgzt@e/ K
+|e§{5;1tioﬁk + "k 15 This nean corresponds to the
est’i mat ed arrplltude k T ble 3 bel qw sumari zes the

MRl 5§ ectl o(p g . 50 Step 1.
Al cul ate\ltpgﬂ:ﬂ;?)og PYE Ats (a k' Pk) E P2Y
Step 2. Calculate th rmdu us of thé DFT of the inmage

/'y y("lfh?)abww@@&qme@(meqmﬁ Steep b, sEomaeverd bakihe

Pjg&,lfoﬂnf e the vector Vk: the projection of
yr(w, v% }5( usi n equati pn
or T dlrectlonal ement a“[ﬁ), do

For every line (d}, calculate

1} The mean of the points (i,j) weighted by:

gk A
CO§ ‘—""“-16 +ja
(n2 ﬂ ( k J k)}

k k

This mean corresponds to the estimated amplitude &%P(d).

2} The mean of the points (i,j) weighted by:

g0
sm ——l + a
ékz -I-ﬂk ﬁk J k

This mean corresponds to the estimated amplitude ﬁfﬁ%d).

Table 3 below summarizes the main steps in the
projection method.




(19). Step 4: Detecting lines: For every (ak, Pk) E Pr
determ ne: M =max{Vk(j)}; i calculate nk, the nunber
of pixels of significant val ue encountered al ong the
projection save nk and jmax tfe i ndex of the maxi mum
in Vk select the directions that satisfy the
criterion: MK > SQ nk where se is a threshold to be
defi ned, depending on the size of the i mge. The

fi Fections _that_are retained are cornsrdered as berng
1 ﬁéeai tect FRhSUu bRt e hele ctte R B ajiasds onspad rs. (Save Bi) <
1 . | ooked- for pairs &k, /jk whi ch are the orthogonal s
he pal ned [ ep._ 4. Table 3
ey wj ;?% (e (TR @8 626 RgTand She Tnage
W ivihg |3 dﬂ

d&te?( textural information in an

as_contained TN thie harmoni ¢ COMPONENt
g?gpj%} HRY sSvelhpbhentPdaff e FRpretahe cthasvector Vy:
 thet projurofo2Df s neywayeslohd i (0&% F)1Custdg equation
7155LHP+J Vp)+DPS|n2)r(|cop+JVP) 22) P=J 10 where:

cP—att are—anpttudes—{ecop—vpr—+s—the—pth-spati-al
S@qneﬁcy Déﬁedﬂmngrﬁxnaﬁulon that is to be determ ned
Bor CORSL h% el emsnts of the vector: H=C'

S(cP 1 QEY %ﬁF' M { ) For this purpose, the
pr ocedur S by de ‘5 the presence of said
peri odi ¢ _conmponent _in %he |na e of the nodul us, of the

Fouri er $FHA&OrmMar L8F RHW% rip§ pixels of significant

value encountered along the projection
save n, and j,, the index of the maximum in V,

select the directions that satisfy the criterion:

M,
—t 5,
n,

where ‘s, is a threshold to be defined, depending on the
size of the image.
The directions that are retained are considered as being

the directions of the loocked-for lines.

Step 5. 8ave the locked-for pairs &imlﬂ) which are the

orthogonals of the pairs (a,, B,) retained in step 4.

Table 3

There follows a description of detecting and
5 characterizing periodic textural information in an image,
as contained in the harmonic component {h(i,j)}. This
component can be represented as a finite sum of 2D
sinewaves
hli, 7) EZC mmZxGw +jv, }fD ngnGw +jv, ) (22)
p=1
10 where;
c, and D, are amplitudes;

(0,, v,) is the p™ spatial frequency.

Pl




10

- 15

~ 20

25

30

paraneters are estimated. Detecting the periodic
conponent consists in determning the presence of

i sol ated peaks in the image 10 of the nodul us of the
DFT. The procedure is the sangjas when determning the
di rectional conponents. Fromthe nethod described in
Table 1, if the value nk obtained during stage 4 of
the e d j Tab Ny I

threshtIilﬁg lﬂﬁé%&%goﬁt%&mg% S arkg cfez::eern lfl]]t%hat ®15
cRarasisnted Plﬁetlf}ﬁ toF of I‘i-‘é‘rerrmcctogon'ponent
rather H (el smt,ha}t” orma continuous |im8a,)

Char act eri zi ng t he ’pef’Pddi ¢ component anmpunts to

| ocat i Bgrt heissphapesk partks pfbcec&uﬂel‘le:e@liﬁs 2@ daeseting

f d
<P BkpLLRGUEAE £510 BONLLLANE OBy BRAKEhe nagp ot
cé feBpdndus oot hidig¢ Founienrdemsiorral eftatrewhheh its
appbhhddess (LFe ) Ay fempdul ation method is used as

for estimating the 25 anplitudes of the directional
conponBRESCEDRYI el RrariiasHic campaRentofconsdghiensy

(ﬁdf’eMﬁ’inllﬁ@ ethél Qfﬁeﬁﬁﬁﬁféd UE? ﬁ@@l'a't'é'éld 9ela§s|b?§n1:h§ almb Qe

[ New i e obtaine
n%ft?e % q?ra%@ %{F&(I, 1) PEPCEESEF, 3P Qh?\/?-’?‘%e as
Tilhen | @etee:pmamtg athebyitriee t30nkdl cowpbgeageat | PASH the

bnn%% o& dé'%grfbec?:{n: JI’a%)élé) -E 11@Ptﬁezq}gﬁuen?10 %tnaflr}w_ed
“during stage 4 of the method described in Table 1 is less

- than a threshold, then isolated peaks are present that

- characterize the presence of a harmonic component, rather

- than peaks that form a continuous line.

Characterizing the periodic component amounts to
locating the isolated peaks in the image of the modulus
of the DFT,.

These spatial frequencies @%,ﬁp) correspond to the

positions of said peaks:
(ép,l?p)z ar%m)ax‘{’(a),v) (24)

In order to calculate the amplitudes &%,ﬁp) a

demodulation method is used as for estimating the
amplitudes of the directional component.

For each periodic element of frequency Qﬁpjﬂ), the
corresponding amplitude is identical to the mean of the
pixels of the new image obtained by multiplying the image
m{y& )} by coﬂu%,+1vp). This is represented by the

following equations:

L-1 T-1

C, LxTZD:;y(n m)cos(na) +mv) (25)
D, LxTLZ_;gy(n m)cos(na) +mv) (26)

To sum up, a method of estimating the periodic

component comprises the following steps:
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To sumup, a nethod of estimating the periodic
conponent conprises the followi ng steps: 52 Step 1.
Locate the isolated peaks in the second half of the
i mage of the nodulus of the Feurier transform and
count the nunber of peaks. Step 2. For each detected
peak: calculate its frequency using equation (24);
calculate its anplitude using equations (25-26). The

ast—Tformatiom to 'U.c extracted—+s .L.Ullt arretd—r—the
hE-EPy 1r anlerf ed nplmehicofafed jpgaksTHins themsenent hayfsof

peheepnagend Loty Mo @t adL%hNME FOUeL Al otheang
hon- Ey_r retri cal half-plane support (NSHP) defined by
FEYTE O POV WP £ 9% equation: w(i j)=- X -

T

alszpwpi ik" j Fdy Mdhjdet(e’%iﬁed (Jedx :FSN M whgr eOI .
‘La ; S, ,=al e t he araneters to term ne
2t Sulded seg s igS R L B (17 i o)

L  1eM gilate )1te HhoBN uddiudingMequiheopai (26N2H) .1 s

known as the order of the nodel {u(i,])} Is Gaussian
white noise of finite variance v'. 15 The paraneters
of theThededstarifpweatinn 40 bd MxtMpcesed is contained in
1fﬁg,ﬁﬁfél¥)réid3%(égﬂpdﬂﬁitnq%hqqﬁ)gt e%EEgaEbﬁgoéﬁgt may

el enents of Ware nunerous, such”as for exa

PP LESRTRIMEAY I thrdD riitoxgpered veehpdas of Ehe non-

| epsthe sl e hd VP 1ERS) sughotierastiol | @ifed by the
dfgﬂéﬁr'l on..of. & method of . characterizing the color

of “an | pEge Frah Wi eI desired to extract terns
tj repPlisBmTng ehatlackeriBtiufss) of the i mage, (@dre
color is a pdtifweul ar exanpl e of characteristics that
Cﬁhﬂeﬁ@n{a@ﬁ}ﬁ(l t hearehehach&ramdi &ss 3% PEMABrmined for
al gebraic or"geébnetrical nonents, statistical

peoper t ikes),) drelidng spectral properties of

~.pseudo- Zer ni ffka )/ wREENtS< ] E'ﬁé}d{ﬁé,ﬁ?’/d 1i<§ bRsadyan <}

percept.uéqﬂM characterization “of ‘color, firstly, the
chorraignpdhéht §soknowe esagbeaceder of the model

- {u(i,j)} is Gaussian white noise of finite
variance o’.

“The parameters of the model are given by:
w={N,M)o2.la,,}

(k)eSy } (28)

The methods of estimating the elements of W are
numerous, such as for example the 2D Levinson algorithm
- for adaptive methods of the least squares type (LS).

There follows a description of a method of

-characterizing the color of an image from which it is

-desired to extract terms t; representing characteristics

-of the image, where color is a particular example of
characteristics that can comprise other characteristics
such as algebraic or geometrical moments, statistical
properties, or the spectral properties of pseudo-Zernicke
moments. |

The method is based on perceptual characterization

of colox, firstly, the color components of the image are
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53 transfornmed fromred, green, blue (RGB) space to
hue, saturation, value (HSV) space. This produces
three conponents: hue, saturation, value. On the
basis of these three conmponests, N colors or iconic
conmponents of 5 the imge are determ ned. Each iconic
conponent C is represented by a vector of M val ues.

Theaﬁsg@thu@@ ff@c@rﬁ&ntgﬁé@a ar}tﬂlﬂtear (R&RJ %ﬁaléleagﬁemle,
riputi on resentl eac conp
aﬁ8£3F§61?1F1e et P*fﬁs‘” ﬁ??%ﬁes off htl%epse REnFhrRe
quesbonentd 0 Hhe, rmmmhtdmtal aedaiel.s S)hOWhel baEiguee 9

{ Ehofle OhredMoRlGRAAIR. B Ny ontan T hige CRTRORFRES of
REBespares ahe Cﬂ&f@g}@m@@ i s Racaindconred cbmpomBRGS Spate

'| Béﬁré@'ﬁ@é@% (SRR )od Ty QL Q%%st 0 Q‘HE énvgﬁ]aégage

15 HSV space. .. The HSV-nobdel can efine
fB?lPB%\%eﬂ‘Hdéhe( NI each panuLRE ﬁiaﬁ@élpetsemof vheiRrts

enspresngt tng m@sw@@elme afat Hnabl eRe( Bhnb¥ar bEeSs
_over Ehe acrlgee% 2Q -neasuring the purity of
o orss us 5e ‘W@?df % SPeR5EPEA bet ween col ors

t'hat dFlee "methietl devpestpeld' isoshbivadéd” FigWakue (Ming, by
:Pa%@; twhe [ 1l ;- indicates the

@%}Et%ﬁégé 1of'gr kl\hnessl%gg?léial g‘ol or and the 25 extent to

whi ch 1 & stigrsgsanaig wittieme 630, besekt iThe fHSVNBUeimage a611

nom-famedtadd ansforimig0’ 19f ikhera REB-rRd8! fr&h%@é‘%ce
eﬁtcégins i stinguish 128 hues, 130 saturations

EGPAR tEtep £12)adg ogdergtopphERiRaaN aiaFYeln
\H3V Ggpac@). and hue and satur ation Hand S are
undet ef.m he color is

pur e. achrhes'*[éolnbOde Gt ge g&%{»‘ééaﬁ%ﬁ E)trlg‘tlﬁ'or whi t e

to thHaeuits coffamlesl overdehet oahgee [00B60F, t Watrareach

| d e e deSnt3P o gduced while maintaining Hand V,
and in contrast in “order to have colors that are

dar kerSaBinadkidns @ddedapyes over the range [0 1],
‘measuring the purity of colors, thus serving to

~distinguish between colors that are "vivid", "pastel", or
"faded".
-Value (V): takes values in the range [0 1],

indicates the lightness or darkness of a color and the

- extent to which it is closgse to white or black.

The HSV model is a non-linear transformation of the
RGB model. The human eye can distinguish 128 hues, 130
saturations, and 23 shades.

For white, V.= 1 and S = 0, black has a value V = 0,

~and hue and saturation H and S are undetermined. When V

= 1 and § = 1, then the color is pure.

Each color is obtained by adding black or white to
the pure color.

In order to have colors that are lighter, S is
reduced while maintaining H and V, and in contrast in
order to have colors that are darker, black is added by

reducing V while leaving H and S unchanged.
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reducing V while leaving H and S unchanged. 54 Going
fromthe col or image expressed in RGB coordinates to
an i mage expressed in HSV space, is perforned as
follows: For every point of coérdinates (i,j) and of
value 5 (Rk, Gk, Bk) produce a point of coordinates
(i,j) and of wvalue (Hk, Sk, Vk) , with: VK =nmax

( Rk, BkGoGkYy I@oﬁktherolurnimﬁkekaﬁkésséﬁ G RBK Hk

/ / .- m / B f
Vs ndtPst Bor ] e, B Fedliphly (st B
tEeBﬁO¥W@¢eaﬁtéﬁllPﬁ§ HSV space is partitioned (step

613) . rdrcebers gwn@e&fn@@ofagﬁaws Yf\' yﬁsax%vgﬁ 81 ue
hzﬁ, §§turag|on and val ue. N e 16, then the
cbior £xr2f Braéu?%l?ofa\%l%l%kw% %%at%%u bl gihyand of
deakugr ay,, Swdvym owayh:red, pink, orange, brown,
olive, yellow, green, sky blue bl ue green, blue,
purpl e, magenta. For each pixel, the color to which it
bel ong¥x Féa*ddtePurPrid. Thereafter, the nunber of

poi nts having each 25 color is calculated. In a
second nmai 2 the partitions obtained during
t he f|5§t‘p ERELE, Pare characterized. In this
step 620, an attanpt is made to characterize each
previously @btained partition G. A partitionis 30
defined by (its i onji ¢ conmponent and by the coordi nates
of the plxeLs_ﬁﬁaLﬁmm“LJt up. lﬂh@cqgggﬁm@Q|Q@ @ a

V,—min(R,,G,,B,)
$

B, —R

H, = |2+ : k if Vi is equal to G
vV, —min(R,,G,,B,)

\y R, -G, . \
+ — if Vi is equal to By
V., —-min(R,,G,,B,)

Thereafter, the HSV space is partitioned (step 613).

N colors are defined from the values given to hue,
saturation, and value. When N equals 16, then the colors
are as follows: black, white, pale gray, dark gray,
medium gray, red, pink, orange, brown, olive, yellow,
green, sky blue, blue green, blue, purple, magenta.

For each pixel, the color to which it belongs is
determined. Thereafter, the number of points having each
color is calculated.

In a second main step 620, the partitions obtained
during the first main step 610 are characterized.

In this step 620, an attempt is made to characterize
each previously obtained partition Ci. A partition is
defined by its iconic component and by the coordinates of
the pixels that make it up. The description of a
partition is based on characterizing the spatial
distribution of its pixels (cloud of points). The method
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partition is based on characterizing the spati al
distribution of its pixels (cloud of points). The
met hod 55 begins by calculatig ? the center of gravity,
the major axis of the cloud of points, and the axis
perpendi cuI ar thereto This new index is used as a
ferenc onposi t he artl ion C
ugaPlty o?a kﬁﬁt%&%(ﬁ%? Hat® aﬁgayéﬁyés%ﬁFeﬁaBﬁr
thalpeoéehhag@l@id poipuisntmkiang upheeach soperbendicular
SuRzparbiti nss Jﬁﬁfo%‘fsfs Lfg ig,] %_Ctr%%le Eﬂge in

partition G 1s as ating t center of
gF&GPIpORRAY t e Rantedtian ¢ M@q% aopltlﬁélé§ﬁfp@ﬁeﬁt1]§‘

Oﬁaeeﬁtﬂbﬂg e b pagiddanida vyndex pe‘f@leﬁ\z'la@é' 5[]

di stribution of the points
pBPf‘P{gg a]finﬁf R r%“ffii‘ fifr ddts & %F&FFHBS “The process
coﬂnthazéotéwdzmng|awﬁ&ﬁﬂﬂtuﬁﬁ10ﬁ|uanasdebﬂmedsas
fol |l ows i X3 ) X360 .. N N 15
bar 4 o R TR gl S At SadArds Sgp thé
c@ﬁc@matfcom adidle a?rfd td'w cyimgponeg tenCéadhfindhgsthae

NYRBE! £ 1 &1 9T iHfe,c0r responding to each iconic
component . e characteristic vector is obtained from

the nunfRICBFatgIN o RREANR T SErBREE AN 0P cBREr POINtS
Gt the azz&lruﬂﬂherclofnp@mt@ Idarteaelsnangyéaatmg

sub- dlst i.,ons, er ,of

TR %i%?jﬂ?”f&eﬁns SUpsBEC L 4O pRELSrPa - By faLovs:
val ues igyd hiZ0®xafgpPed Fi gur e1¥38Aows .t hdNseoarid Ost ep
620 of processing onnN 25 the basis of "i'¢onic N
conmponents CO to C15 showing for the conponents CO
(modul e #2141 tairech IG5 theoduagieb 3ppoet hatovaghauessdbEps
Wﬂg§ ﬁ%?ﬁ% fadﬁ a%%ﬁféal%%&ﬁkﬁhgnhﬂgeégﬁ rag§gs the

Ieadln to a nu nts

: .dwfé?ﬁ%tc?% e igrge pog@ﬁ%@@ﬁiapgo ho( seep Boagnigigympament .

30 annpharciRarddddQRicig: @%@w@Sésl %ﬁ%mgeaofﬁoﬁuaﬁsr
ht radii under consi deration

oints on the eij
(%‘ff@%%fsf PHREE ofngaghs fiehkitRYt46R0RhAt COFCF HEL: T

Inuﬁﬁﬁr(ﬁf[pd@ﬂﬂS ah thbescaﬁgamaﬁtsﬁﬁiaﬁétﬁiﬁuﬁﬁons, and

2 OREALE) A Tk} bIRGEs

Thus, the characteristic vector is represented by 17
values in this example.

Figure 9 shows the second step 620 of processing on
the basis of iconic components C0 to Cl5 showing for the
compeonents CO0 (module 621) and €185 (module 631), the
various steps undertaken, i.e. angular partitioning 622,
632 leading to a number of points in the eight
orientations under consideration (step 623, 633), and
annular'partitioning 624, 634 leading to a number of
points on the eight radii under consideration (step 625,
635), and also taking account of the number of pixels of
the component (C0 or Cl15 as appropriate) in the image
{step 626 or step 636).
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(step 626 or step 636). 56 Steps 623, 625, and 626
produce 17 values for the conponent CO (step 627) and
steps 633, 635, and 636 prodbuece 17 val ues for the
conmponent Cl15 (step 637). Naturally, the process is
anal ogous for the other 5 conponents Cl1 to Cl4.

Figureg_10 a 11 ow the fact that the abov |

descri %E%ip%r%%%s:ss%sg’ iarﬂfgrngntproﬂurc&t at’i 8f: u‘l’ﬁugorl hhe

t hemeotaamt eCOf (Fegure 7)0 aridhetiepage3ns 6part ahdoesd in
0

FPofe P PR AR U SeibBRRES, FasClirep 57T

gr avi t§atawert e oriemradass disglhaadogoas Sekehhat pbher

|@g@0nér§té)qulg@qjﬂ4hat enabl es four angul ar
sub-divj si ons ( 90, 180, 270) to be obtai ned.

Ther ea?%%‘?re%rﬂ%rﬁﬂﬁ Al AhoM itk |f6ﬁt| §hagr £Benahove1s
\Aﬁé@cﬁmemmeﬁiésssaflaomrﬁtahamamaebuateaual to 1 and

t hen op, 2 radlqz uaI to 2 ? Bul ed. This
produced the" vesl'f XIORHraPic FeERE of ﬁelﬁnﬁ%‘ael%f
Fpair - ikhed gin 6:wc5 subseds, 8pn¢1coiﬁbelhmngecncbs§e@wr e and
nd SORAINGLING B NG N1 801 LERAE Bhe Pt

hr oug y appl yi ng the above to the |mage
o$rEFY'Jd3&f @qil tf@ wEdemtayions apptai fed arcipgrigatetipnngndex

the dpmdacandanenstial #guthahqhhgr 5Qbadi DsN&Ss NMo,
i nfl uence on thg chaiﬁcj:t eristic vect or. This makes it
| &

p%%s'l bt o <En QPtERBeHet hod is 25 invariant

i N roteHd s £ tAs et Iamda&bd‘ietrﬁmhhﬂdﬁ ﬁrakp@gfcbfmed
eto oht ain for. i mage.the t

RESO B il oh b0 nEaCHn) BPERatiE ¢80T be @ ana

privgyeran és ra@lﬂﬂﬂ@@narlucpuﬂebemﬁgthelcdbnta@nt Tlores

Oérécﬂ}%és”%@l% Ve e v%pehaggcggygycyc WeE | ttr%oll{l@gé hee

entire image or to portions o
WS 14 ‘brli%f 6dedar #pt AonBof 1Ehe pr ocess wher eby a

docuneme GaldRe credTRmted 1hnigr 8tal Rl BPUELrni AR UEhe

_ortlon for charactgalmglg In a fIrSt]piQSSI bl e

FIGEs d%é& PPon BY FRPHEIRDrnRY. 2B
Imunyad $odem&nﬁm&gé bﬁtﬂlbhﬁék$1mﬁéhvector V1 is obtained

characterizing the image and demonstrating that the

-rotation has no influence on the characteristic wvector.

. This makes it possible to conclude that the method is

invariant in rotation.
As mentioned above, methods making it possible to

‘obtain for each image the terms representing the dominant

-colors, the textural propertiesg, or the structures of the

dominant zones of the image, can be applied equally well
to the entire image or to portions of the image.

There follows a brief description of the process
whereby a document can be segmented in order to produce
image portions for characterizing.

In a first possible technique, static decomposition
is performed. The image is decomposed into blocks with

or without overlapping.
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or W thout overlapping. 57 In a second possible
techni que, dynam c deconposition is perfornmed. Under
such circunstances, the image,is deconposed into
portions as a function of the content of the inage. 5
In a first exanple of the dynamc deconposition
t echni ye, the rtlon roduced f
consti t Ut edsgy SI u?arlf?/etpoql}ﬂ]squlen %a] ge (p0| nts
oflecpmppettion)is Ther femmsl ar ek shated ircumsabhyes,
aBfle LReYeare g@&gﬁdﬁa it sodhat gnl |

b rermtlgtn fi nx’fl{d; thets"i'l(a)rl‘rltgg%tsp%l rﬁ?gég?gﬁ ot
fE@@dcﬁpFﬁth%f e 3884 ng t he sane vi sua

propertheg €stat | std®Sle idE tQkQQﬁnﬁﬁhﬂ@“&@é@%pb@@tlon
ons or the segnents of the _'inmage
e bRl ane ) o BT e hocEEoy F50% GEFBE on
hcenatthicad b Sﬁg;‘[ﬂrﬁlﬂtﬂwmoz.tnlt% iimageepdmate @peints of
fEﬁ%?e&Q EfnwnP?fl é%m r%§ %ﬁcﬁEh e%aEEGEi ET and
each e ¢l dsses are ose8 At o
ctb@ge@r@nﬂul@&ﬁwmy [fusest desithed omlurber smaltl asrs}esr

| Seh @B 04N DHANG f UHONmaRR Blod n@ke ardl kag@aealm the
the nearest class. A class I's represented 20 by

CPRTBF VRS sang d’rlsélal%o@ﬁﬁ’wt(lﬁssdﬁrtéﬁhaiihﬁs in

bexded SSgSEMuce tHY tortions oM@heBikBghkAPS 6f fhe
net hod of .char.acterizi,ng the shapes of an inage are

d%@%g?b%% B G- 2&HG5e “&ar act eri zation i s perfor med

~in a plorahother Zﬁcdﬁu@mos:.hafo rellilmsnahehaeraonhlcal

{, én@gty&{'agﬂeoq @g%gggvsgsn&ug P8 “ELghd, first

n S 1nh an I mage eaves on—a
tekasses. ) Theredffmgye itHeswbjlateedtt @achubfu tesotlnsoms

fold ayesbiodletimald an. «BhA IR, the Llithiactndf desirea

shifting in translation, the inmage or inmage portion
| RURREE et AFIRP iitSs TEGGPESr  PHARESOEHP1TB. reelRes are

.tmczmﬁcefﬁceqihe heresge lassdef An@dabﬁ 1@0£@presented
%%?IIthng%;%Pa%?grav1Egea% Vggm%ngo SQ ?a surroundlng
box, a segment, a curve, ..).

The main steps of a method of characterizing the

~shapes of an image are described below.

Shape characterization is performed in a plurality
of steps:

To eliminate a zoom effect or variation due to
movement of non-rigid elements in an image {(movement of
‘lips, leaves on a tree, ..), the image is subjected to
multiresolution followed by decimation.

To reduce the effect of shifting in translation, the
image or image portion is represented by its Fourier
transform.

To reduce the zoom effect, the image is defined in
polar logarithmic space.

The following steps can be implemented:

a) multiresolution f = wavelet(I,n}; where I is the

starting image and n is the number of decompositions;
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a) multiresolution f = wavelet(l,n); where | is the
starting image and n is the nunber of deconpositions;
58 b) projection of the imageinto | ogPolar space:
g(l,m =f(i,j).withi = 1*cos%n) and j = 1*sin(m; c)
calculating the Fourier transformof g : H= FFT(Q);

5d teri t lurality
of di 1 Bt PERLCEU A8 e TS e ogon A b s Ge
of vexitlors ef £ (di menvibh #gual*tos (e didensd drrsdfh e
Prol eck) 081 SeUBNg L ey LAl AN o . u -

statistica propert es of ~each projection ve or
(ﬁﬁﬁﬁ? vari ance, nonents). The term representing shape

i s conglitubesetyriddq Mpl ues of the statistical
properties of each, ro ection vector. .15 Reference.is

made agai n b tPEC ng KcHefe RUTEHE LY REePiEpetoAns
syst eas shawn .in: Furgwrx%@ltoaf ec et bg &e&ﬂSEQC%f

d n t he ari.so nodul e onmpar es e

¢ aEgE T on G TR TR Bya R st Rini o Bhot retSn
féageeprints in the fingerprint base. 20 The rol e of
the compariepn dANSHANHS dis Cu%ﬂéa%li's%&%aﬁ BRBpELEENG o

function, which, for eac ment rovi
valele PERI {Etiore VSICtche @egiee V@ﬁ-‘lﬁé§@w‘om@ﬁ@@ts bet ween

the comenteni lt QRRGIHTRNRY salrag;et he @@ﬂbemueéd 15 €the
suspect docuymen @H' r.ee _of ertlnence% | f 5
VEES STTR S ahat 15 rabRsra L opne sagﬁ%cfrozectwn

doechrent 211 is considered as contalnlng coples of

rporthﬁg ég§#%% e %%%FEEEEWEF%OW@h?egE% ;e ﬁ%%ﬂ% of the

conpare en genera
213 eTRimp tl gy tsviss epy sbeowvedn Fogblreck . dlssen1nat|on of

~the dQﬁPWﬁQ&ﬂﬁﬂQ@Pr Qs %@%rg %uﬁgpghrgﬂgré arls?n

explalnln the conditions un
C*g%é%ﬁ%r@& the L4ngrIprpBssphl Ehe oreerivedse

- tta;mmtt hatrmcmlee fi26@rbeineempar the Eingerprimt soand,
e for processi.ng alerts, a nodul e 212
”f |o comparison ction is to calculate a
: pertlnence functlon, which, for each document, provides a

real value indicative of the degree of resemblance

between the content of the document and the content of

the suspect document (degree of pertinence). If this

wwvalue is greater than a threshold, the suspect document

211 is considered as containing copies of portions of the

~document with which it has been compared. An alert is

then generated by the means 213. The alert is processed

to block dissemination of the document and/or to generate

~-a report 214 explaining the conditions under which the

document can be disseminated.

It is also possible to interpose between the module
260 for comparing fingerprints and the module 213 for
processing alerts, a module 212 for calculating
similarity between documents, which module comprises
means for producing a correlation vector representative

of a degree of correlation between a concept vector taken
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35 simlarity between docunents, which nodul e
conprises neans for producing a correlation vector
representative of a degree ofgcorrelation between a
concept vector taken 59 in a given order defining the
fingerprint of a sensitive docunent and a concept

vect or tak n h s
flngergrln o¥£%§§%%%§EF%$qiercep egi&go%uggn? Sgn?ﬁtlve
cdprenant oand ezt @Pnerikesvétt podsiksine ifpa gdvennrrdey

r 83¢7RE AGCenS CRA gD MEEN 4§ %@ibiﬂetdtv%nt@%'ég%gﬁ and

the suspect 1 ntercepted docunent under consideration,
aA@cHRenat ert processor nmeans 213 deliver the

refer emﬁésc@fréléﬂﬁ@@ﬁre(tﬁﬁrnﬁ‘aﬁﬁﬁduj(@ﬁﬁﬁmﬂe\l\ﬁﬁ:ean t he

1 bl d

PR tef i L R S Sear S Hetafery T SLRETE ke) T,

fdbcuaénulamdngh6|$m$pﬂdﬁ)AﬂnﬂnmagtedtW@C@m@@mEnnéer

i nLerpgsed P&ﬁmgga%t{ﬁ%rg¥ggga S %%EB%rbﬁg deliver
|ngerpr|n%s ah e nmeans 213 for proceSS|ng

altbﬁt sefeyepres crf DtRETOIYY rﬂglteem@gtﬁdad@&mn&mt when the

MY 1uE0PP! £ 15€: ré&derBRiscd %’ccﬁf@dﬁﬂls%g.daﬂolcﬁhh@hfteﬁgnce
wave representative of the re ?ﬁﬁ&epalrlng bet ween

agreala%p'fh%ﬁ o?ref%%fe?fﬂ?lﬁl%ddﬁ r defining the

.20 flngﬁépﬁb@ﬁl@fzﬁQSﬁ@ﬁldalﬁhxmmMﬂﬁﬁﬁﬁuaijaycb&mapén

ctor t aken a ven er defini

H@e?ﬁ??‘ﬂ Hf Jefites%%cbse% dtt‘“’eereéle 5 edglg’ocg%er%t60 5RG b)
neamBafDmgprmgmrpmpmns|andwﬁhﬁ%maaﬁsvédﬁoﬁorr@WDCQQSQHQ
[ r a .k l,a r
B o A e are Bt A3y
t Rempsyu8pect i ntercepted docunent under consi deration.
The ”Eépsmgé-ﬁsfﬂ!ir P RERSSimY A alfterdRlretRie ke
references of a sus ect |nterc%§%ed docungﬁﬁ when t he
vAPRECBEN E Rkl Yo st PALEG I ETHERE Ps
38ofcept evedtan taalpéredﬁt ef njinedh tdideshdled.inihg wbeul e

-2lgoforocalcul atd ng ST AL Iy REENee R, 9CWIRILR L Bector

erves O nmeas ance

beaernitwo glivcemertdehydefikiing dbeodingerprint of a

suspect intercepted document; and
b) means for producing an interference vector from
- gald interference wave and enabling a resemblance score
to be determined between the gensitive document and the
_suspect intercepted document under consideration.

The means 213 for processing alerts deliver the

references of a suspect intercepted document when the
. value of the resemblance score for said document is
- greater than a predetermined threshold.

The module 212 for calculating similarity between
documents in thisg variant serves to measure the
resemblance score between two documents by taking account
of the algebraic and topological property between the
concepts of the two documents. For a linear case (text,
audio, or video), the principle of the method consists in

generating an interference wave that expresses collision
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of the al gebraic and topol ogi cal property between the
35 concepts of the two docunents. For a |inear case
(text, audio, or video), thegprinciple of the nethod
consists in generating an interference wave that
expresses collision 60 between the concepts and their

”SEQQQ&ES AL the %ﬂ)’@.{:yancg T i g%ﬂ%ﬁsh%%et% E;Héry

response ocunen rom erence wave,
i deernerefceiviectlapse of d&%m%am%ﬂ%@ﬁ@ﬁltés tﬁéom

skl barht ¥yrpetaeed he 5 HoGHmM e At e wWetermiged by

t aki ng_account of the nelghborhood of the concegts.

FERLaUREE et hafP LS PIUriMt Ao Yo ErOn s *ea

phbeahéhysotoibé ediétediﬁmead ey @S kIR rarcmxdmmed pfonke
For an tsl mge, for

oBETeRErERLIR RE Yhe ndibed ot 8 e TRk e 2
bpthrd11Eztoﬁn@;memﬁhdms,ea¢ﬂu¢wﬂe¢01@ﬁ intkeference

C%G?é PQPQI gt erg&@&f %@%oﬂ@\@%f SiGRGU At edgofhgn

resultin erence vector a conbi nati on of
t heage, t Hpr verampLe, W@@q@qw STd&der termen (6pPngRPES)

eéﬁgpbﬁoj)écﬂédcﬂh %&@ﬁ ldhg:e%rtllcmserfaerderfw \@am Mli‘@&tiion,
docunent haV|n dlnenS|on such gxt

t §Pe ﬁ%’éﬁ?r%ﬂ?n CIEEEERY D 1a9n6’a&‘3&&8}:§ :
doesukni ndg) 1mt1@rfeammref ereenee fisneat icambyibD@tdehi nédthe}se

t&gr9$£€gr§et of pairs (linguistic units: ternms or

concepts, "positions) 20 (u,p) of the docunent D) and
the seTh&habphbowalaedesdyiiptddm athernr gxgapdet 012

%ﬂcﬁi@tf&?ﬁ &5 ﬂ?ﬁj@rf&éﬂce SNt sediay '?ﬂ)ddiﬁe%g;e'ha\rlng a

ues {o, 2}, functi'fon yDQ i s defined
ylng/b? c_yéuﬂ@}swlzr c%ltcrlre 5151 Rg et EYIS GoCYMel8es not

25 exn@@rla t&er quesymaac g @ gdarX woehment @ thﬁe
biACPEEFLERST etin e & oy SELEREY 1 HGHRERRR. APt Of

péles|$15ngmusth@1quﬂmy dmnmmemt'@amm@phas abslieashs)
i ngﬁ)les(?flb@ﬂe #Joqumerﬁco ﬂ h%tncf 2 %%'tg%b?l?v@;x tt}glues

t'he "docunen unctlon
yb eanibethdorrpde of tas 22 sifpeal toe set is made up of

-elements having integer values: E = {O, , 2}, €
function y, , is defined by:

* Yp,omp = 2 < the linguistic unit "u" does not
exist in the query document Q;

* Vp,om,p = 1 ¢ the linguistic unit "u" exists in
the query document Q but is isolated;

* Yp.omp = 1 ¢ the linguistic unit "u" exists in
the query document Q and has at least one neighbor "u'"
~that is a neighbor of the linguistic unit "u" in the
document D.

The function y,, can be thought of as a signal of
amplitude lying entirely in the range 0 to 2 and made up
of samples comprising the pairs (ui,pi).

Yoo i8 called the interference wave. It serves to

represent the interferences that exist between the
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anplitude lying entirely in the range O to 2 and nade
up of sanples conprising the pairs (ui,pi). 35 yDQis
called the interference wave.g{t serves to represent
the interferences that exist between the 61 docunents
D and Q Figure 18 corresponds to the function (D, Q

OEOE'{lﬁeH?&UHE%ﬁé &, a”ﬁg%ré nerd reéqs%%n\@v%oe)éﬂgpkﬁnétion

ant volsin va a a pIrsci ne apres
sdPrRe @& thecdpeupwnis dpphde comment nager, tandis
que sa soeur reste a la maison" [ My neighbor's son

goes tgo the swmin ool after |eaving school in

oE&§E££8EEESEnEiiéééké%EﬂﬁhiIe his 10 sister stays at

homa] QL v1leppiabtddandveindisi v/ dé dpr ¢d stieeobepres la
| 9 nage eu

res tlg Fg Pg%?%%bl d% ﬁ%'|jﬁ%brcém%ﬁﬁ|§%€ygr tandis

aﬁtler Sschoeur testded 1b mvignri'ng pool to swim V\,hl l e

hi s sigjy rné%@ﬂﬁoi‘nst&?n WS &Y e P LAiaRE ARt goﬁloafter

because enfant""1s present 1n Dand in_Q
ah@avingaschpel skl yHOrlsaT D tas ﬁWﬁWQ while his

;(gﬂ.ﬁx:éﬁféﬂ&*_)'s—aﬁ(@aﬁéﬂa%h yD, Q' nager) = YD Q(soeur) _

y res o) e sane.reasons i scine) =

D0l ocBl b) e iain e TR VG BAS Vapﬁgsﬁﬁ%gﬂafe & Felo

"acmheplacEn@rpmurnnageﬁ)znmbﬁakqﬂe tlaeisoeunergbber 8 ila
D_a ,,the same as in Q yD Qsortie) =

%) Eﬁapprendre) = yD, Q maison) = 2 25 because the

wor ds '[¥prneeghbonppranidrd cyalss " mditson'schegilst tonthe

bg&lﬂﬁlﬁgt%%i Sto 'éhrl% RhBuWe Hh% %qrsﬁ:%%p%EQ%thnt BBe

function of the docunents D and
" LUEREHNY rentre a Ia mai son apres 1'ecole" 30 [The

child %00 ot aitoebe&@lal@@I kEn&éheokunetihoantyd, ib present
provides.info nat 2} the degree resenpl ance

bebweeR D Hh DFEAFhEEIEIRCE oft HaREs™™ -
it posgigﬁenﬁanu denwgkyvdmcun¢ﬂ5$nﬁger = Yp,o(s0€Ur) =

Yp,q(reste) = 0 for the same reasons.

Yoo (Piscine) = y; o(€cole) = 1 because the words
~"piscine" and "école" are present in D and Q but their
neighbors in D are not the same as in Q.

Yp,o(s0Ortie) = y, ,(apprendre} = y,,(maison) = 2

- because the words "sortie¥, "apprendre", and "maison"

exist in D but do not exist in O.

Figure 19 corresponds to the function (D, @,) of the
documents D and Q,.

Q,: "L'enfant rentre & la maison aprés 1l'école"

[The child comes home after schooll

The function y; , provides information about the
degree of resemblance between D and Q. 2An analysis of
this function makes it possible to identify documents Q
which are close to D. Thus, it can be seen that Q1 is

closer to D than 1is Q2.
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which are close to D. Thus, it can be seen that QL is
35 closer to Dthan is 2. 62 In order to make yDQ
easier to analyze, it is posgtble to introduce two
"interference" vectors VOand V1. V. relates to the
nunber of contiguous zeros in 7DQ 5 V1 relates to
the nuihesr@r COHLHAUOUS ONGSiidy HQnkhg-di mepsign of
VO is, equal to the size ¢f the |ongest Sequence of
zBPESIPLE yER) 1AL IYfi% (T} erde SFdCEERSseVOVEREOYS ¥y and -
defi ned as follows: 10 The dinension of V1 has the

si ze of, the l.aongest ..sequence of ones.in .Sl ot
Vol oA RE e BETREE 85, EREELE T S it 0o
l evel U, Sllettedl[te] thentainbsrt hé nonbeguots segrentesy ; -
of siz : l; 14 T Lhaterf n e of
t he ab'gl\llg_%%(%%p eOIJ‘éfaéf %h%ﬁmgﬁﬁbgi g%rglggz‘%f%%d‘%%ﬁerhe
chSRIDTL (FHAWNCE LIHHEHMPS AFYgur-e 20: The di nensi on
of VO tBe 3ihesatseddie V88 BeqHENEE ardD Rif ihR\elns0
|g L | ength 3. The dimension of V1 is 1 because the
I ﬂg St®5Sequence at level 1 is 1. The case for (D

) i sTsdoiméneiorgwe Blhashehwesioe M tlse elfigest

g;?,@?erweer% ac{?%élwgmi?quences 25 at level 0. The

nsi on Befause the | ongest sequence at

| evel 91¢% GflnllepgnbainsToheahvubart eof heegigndes iafy size n_
SLOrf=fOr @enerating alerts, the follow ng function
is defined: n ma * jj x VJJ] + Z7 X V1[j] 30 w=j=1
j=1 R Slot V,In] contains the number of sequences of size n_
at level 1.

The interference vectors of the above example are
shown in Figures 20 and 21.

The case of (D, Q,} is shown in Figure 20:

The dimension of V, is 3 because the longest sequence
at level 0 is of length 3.

The dimension of V; is 1 because the longest sequence
at level 1 is 1.

The case for (D, Q,) is shown in Figure 21:

The vector V, is empty since there are no sequences
at level 0.

The dimension of V, is 1 because the longest sequence
at level 1 is of length 1.

To calculate the similarity score for generating

~alerts, the following function is defined:

1}

o * »j x Vo[j] + if:j X Vl[j]

®0 = =1
B
where:
® = similarity score;
Vy = the level 0 interference vector;
V, = the level 1 interference vector;
T = the size of text document D in linguistic units;




10

15

20

25

30

where: w = simlarity score; VO = the level 0O

interference vector; V1 =the level 1 interference

vector; 35 T = the size of tegt docunent D in
linguistic units; 63 n = the size of the level 0
interference vector: m= the size of the level 1
interfearenefeveekerof ehé Slavdml e 8t SfeddARelior :

d to gi t [ ance to, zero_| evel
sequenlied. ERR BER BRanBF ekl Hol ke o TENGH IRES Be

equal twi2; aRvalner gatarzat i dmarcdef fusddentg @G igkeater

e 02xT_Lp_thi .This fo La Kk It
paBprtante 24 [zt LPel it ioa | 10CHRETD Pk o>
dbedArnt aDigndakhe foery dgualodumeht Q The scores in
the abpve gxagphg1 858 Acn fQAd AR erf@S @i Qllqua1 X to
(1. x0+2x0+3x2) .14 x 100 = - x 100 = 63.63% 2xIT 22
CHs82¢P, €p)thigsexample (1x3) x 100 = 3 x 100 = 13.63 %
%2x|1|1 Z'Zhi'llaeﬁ@_fﬂiﬁ_3§$mé]fe%eﬂ€rpaiésﬁg>1@ t?d =l cwanthetas
oblows:.lnitiallzi the pertinence nction:
pS%FFﬁ%ﬁ%%Y(?SOFe;?é%&ﬁe? LOGNE '%b5€§l fHET¥unber
oflodowemen®s, do: pertinence (i) = 0; Extract terns

fromtofc SUSBECL £19OHE Moy d Ui LEM-UelERh TLAE
its concept. For each concept Ci  détermne the
dee&freA? s which 25 the concept is present. For

1 i [ :
_e_ach docGL)Jrr:erﬁt x ol xmdateHSth’.)p)((erltolon(:enE >\(/allouoe=

63.63%
2 x 11 22
Case (D,Q,):
{(1x3) 3
0 = X 100 = — x 100 = 13.63%
2x11 22

The process of generating an alert can be as
follows:
Initializing the pertinence function: pertinence
{1): '
For i = 0 to i equal to the number of documents, do:
pertinence (i) = 0;
Extract terms from the suspect document.
For each term determine its concept.
For each concept ¢; determine the documents in which
the concept is present.
For each document d; update its pertinence value:
pertinence(d;) = pertinence(d;) + pertinence (d;, c;)
.with pertinence(di,cj) being the degree of pertinence of
the concept ¢y in the document d; which depends on the
number of occurrences of the concept in the document and .
on its presence in the other documents of the database:
the more the concept is present in the other documents,
the more its pertinence is attenuated in the query

document.
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'ﬁﬁ%- i mges) are extrac

pertinence(di) = pertinence(di) + pertinence (di, cj)
Wi th pertinence(di,c,) being the degree of pertinence
of the concept ci.in the docaaent d. which depends on
t he 30 nunber of occurrences of the concept in the
docunment and on its presence in the other docunents
of thesdatabaske xtdecumdrerd heF cRGEPI e R@SERAbN B given
EE gge& docunents, the nore its pertinence is

en 8 in the query docunent. 64 Select the K
docunefbsrelaval tke greaaterof hdre agipernse doceskakd. with

e t t { h
CReCr e ool Tt R quary’ dacooiai 5 SPARE & b Hee o
oF€5BO1e8ponses. Apply the nodule 212 to the nem1I|st

of respppsPSthe lhodlee SEOr &d SHH Q‘@vﬁrlltslﬁagfarglsﬁgﬂses
tEEGEFO|d t he, suspect docunent is considered
t

fi Ag°Poris ertWﬂ?”bﬁeﬁEﬁF?-SPr?ﬁgoaﬁta5%§e
Asuapect dscuhettefior e:o}&m@rd cﬁb@coﬁ@.ﬁ&hﬁﬁgapb@ﬁlbﬁs of
n o, Prycessin qcungnt in the S
g%%? %ggﬁég?écrga |ng%&§éﬁ%§n R&SFﬁrﬁﬁtEHD Eﬂ?%
eyerdEEP@- process of extracting terms (step 502) and
the pregessadfaeXid agt i %e&P%&EBE?t%Sp 3k Qs?gé)dgéuments

al ready nentioned, in rticulfar with eren
FIyur R drodmi e 3%Hdexi2Ag farrrmrteuaﬁéasada@émﬁ@ht

COIMG ¢ Shitht | 08QSdRd| andl @hHes phbcaks seél @ﬁﬁ?&'&ﬁh@g?

SRR LT 5 oo BB rRs s DraRGLEBRL AT BT aR e

cﬂﬁmﬂpnﬁﬂﬂjlnﬁ qﬁnmmdyn@eh@gehbar thepketfBular with
dﬁgE %§ relies on the way images in a

vi deo ocunent e grouped toget her in groups each of

whi ch Wehtai indesriing komvudéneeds ai dagesentr compathing

2pi eS8 HOUPS 1RGO, ?%5 tiat arecﬁ refsr red 1o, na.s%ltuted

e repr esentati ve
kK ORI FRPRESeThangr 6UPFRE PEgEPRERCRELVE doo

. GomuogEieduUgelges, and concepts ¢; are determined by

grouping together the terms t;.
Detecting key-images relies on the way images in a

video document are grouped together in groups each of

- which contains only homogeneous images. From each of

these groups one or more images (referred to as key-
images) are extracted that are representative of the
video document.

The grouping together of video document images
relies on producing a score vector SV representing the

content of the video, characterizing variation in

. consecutive images of the video (the elements 8V,

represent the difference between the content of the image
of index i and the image of index i-1), with SV being
equal to zero when the contents im; and im, , are
identical, and it is large when the difference between
the two contents is large.
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relies on producing a score vector SV representing the
30 content of the video, characterizing variation in
consecutive images of the vide® (the el enents SV
represent the difference between the content of the
image of index i and the image of index i-1), with SV
bei ng IrquAaliet Ot & el sMIRtd Nehe Ail@IAIS svyp taed riedl, _dreen,

are.3h-identical., and it is.large when the, difference
pafaeBn et MeThoall st 9 Rrs’ s Th HidF Lo b the
cuidapasee thidel gregdetgr tthe auanst igueena sandlbl image
(BERLrbaads, ofs oAch, | MRAe ddfFccd dildghabel Al hgsvi deo
are added together to constitute a singFe inhage

r SPEPTRESED HI TR PItHaddm &f tfreduengy PRRAEsse as to

dEé@ﬁD@S@@llgir e a du Lf&%!c%déhd%zf cfoli@@bﬂ%ﬂ%)’ﬁ’ﬁﬁlds $8 48

toh. retain onI%thﬁrll ow frequency conponent LTR . To _ .
d6™* hi §7° W3R YT ror 5571 effs 1e¥ PaRepaddter BBranp angigh
apasghfipass Hi)l teate Widedamthiutedrehiapblaea appkuedeksfion

' t dtot | f rh
HEoee s v "y O e b R RBee. BVByees
velef Btey |ang candideered:i ot Sloaavingleheffbbeowing the

aFgofdt g4 tﬁf‘ea@?ﬂ.ll’l%mﬁ%%mai%rgggwl- ow i mage is

produced 15 For each point "a2xi- o e imge TR do
Cal cul ate the point bi,j of the |low frequency | ow
| Rxgescdnning akes the nmean val ue of a2xi,j_11 a2xi,j,

and Xi, J.x1' .20 _Colum scan Fromt | ow i mages,

the i ngd® HR e S GTEFS RSy PER Hc\égi nt bl2xj of

the i nBge €ERh geinCalagl atef tdlee podafe TRi,j dof the | ow
5

frequ ' e i, . takes e a f

bi , 2xf¢1§.c‘£l%\,¥2éxj W ol Dsis, lé%xjt}-;l% HE P BuE P o
sEeRES arh , appikesd tie okepanvaduedesi agd, ;- The,pynbeandf

ia{zeratli_ons depends on the resolution of the video

i Miges. For immges having a size of 512 x 512, n can

be set at three. 30 The result imge LTR is projected

Icolunpl Weadn ty of
- From two low images, the image LTRk is produced

For each point b of the image TR, do

i,2xj
Calculate the point bbi'j of the low frequency low

image, bb,; ; takes the mean value of b, b and

j i, 2xj-17+ i,2xj}!
bi,2xj+1 M
The row and column scans are applied as often as
desired. The number of iterations depends on the

resolution of the video images. For images having a size

~of 512 x 512, n can be set at three.

The result image LTRiI is projected in a plurality of
directions to obtain a set of vectors Vk, where k 1is the
projection angle (element j of V0, the vector obtained
following horizontal projection of the image, is equal to
the sum of all of the points of row j in the image). The
direction vectors of the image LTRi are compared with the
direction vectors of the image LTRi-1 to obtain a score i_

which measures the similarity between the two images.
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directions to obtain a set of vectors Vk, where k_is
the projection angle (elenent j of VO, the vector
obtained follow ng horizontaééprojection of the
image, is equal to the sumof all of the points of
row j in the image) . The 35 direction vectors of the
| rhye hdRrcaie @nmmfml wtafvetﬂm@n@l ﬁaq%ocfn ﬁ‘hectreb&oef
LTR| obt ai n I C asu
gslglgﬁ? arl?v”tla%toh it he lre %r]rg’éle §6e?ﬁp 56073
| digbantaets bgfah@tel@lgedlgoeaiwee@f tihiee veetoor Vkdo$t amegs i
NANENGNE NPSATE G [SCtiRLe Of Cagl Knkhar1dbe! 2aLe.
i s calculated between t vector of ITmage I an
t esGRREes E%Reo‘FaW%b]gfé:@dl and then all of these 5

di st ances a&e &8l £ul adred. SCMSS%torf%ft1%|1ﬂtetsh%h%0966§e
constitu e scorge ector SV: element | .of

raet b T het e ark 15 “Fe ieaRr R THmGH R LG
t hetwemget hd Rimedge TII:‘[{ER:\/eutcbrtheS\images moetihed | wher dettor

BrelLTLgRUEAL SO 8 RSO LBy g
dé@c?h%tm@?ﬁ%fg%rﬁ@@ﬁplkéf (Ufanl@l‘Jéapllng thegwsddeoget her

and exthasd i Fe K&vs I%nﬂaoﬁegfoan%xaa gaabyzed
in order to determ ne the ey-1 mages that correspond

tIrPPRIDRGTAEST tAEE R é’éldoieXtT gCEyngAkey nagaIek -

I ndex Thé svedtst der et @ﬁm@z@i ank@»)tdle_ﬂqiﬁ@ afettebmne the

DO, T T SRR et 0% FPRAIG Ghathim FRLues of
($V ghtAm marg,m)ofandldeic tjhei sm cvmiirddviedvaer el 3 key-

k t
Gitge e IS 0h) o8 8ot il 3ol BECEY (11
%Wliﬁﬁ@%lbeztéﬂcﬁerwttw SNOGuESd L ke (LRt vetnonusy dmd
seion | @ g Qugh mdl) oralnldefltf £ Qer tngmmuﬁt Mﬁaﬁﬂeﬁé ep,

the index | corresPon ing to the maxi num val ue
situated betthesn™iWb| 9% (¢ hitinf! (nhsﬁﬂjdn&“rﬁlﬂﬁ) is

ded errdated; tand tEhejivas ahrbghstion of the result of
it 1.s_decided_whether, or

def i nj
' :gecg atl ik stol %rk%é:%#e&ndg%geﬁmménkeﬁz-l ﬁﬁﬂgglaﬁzed

ivsitfjoﬁl(tﬂ)e ami ttdles &hgr oeptot S¥ewer atratljadenhrough
hﬁ%miWEQ%?tcﬁnghEQy'hﬁa%35hh§¥éﬂg the index j
corresponding to the maximum value éituated between two
minimumg {(minl and minR) is determined, and then as a
function of the result of the equation defining M1 it is
decided whether or not to consider j as being an index
for a key-image. It is possible to take a group of
several adjacent key-images, e.g. key-imageg having
indices j-1, i, and j+1.

Three situations arise if the minimum of the two
slopes, defined by the two minimums {(minL and minR) and
the maximum value, is not greater than the threshold:

i) if [8V(j) = minL| is less than the threshold and
minl. does not correspond to SV{(0), then the maximum SV(j)

is ignored and minR becomes minL;
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30 indices j-1, j, and j+l. Three situations arise if
the m ninum of the two slopes, defined by the two

m nimunms (mnL and m nR) and ethe maxi mum val ue, is.

not greater than the threshold: i) if 1SV(j) = mnLI

is less than the threshold and 35 minL does not

correspendiEo | SY(H) , - tohax, | hies MEd 4P $‘16(ajn) thieS threshold

R 58 R0 Bk g LIS

nmnRR asdl eks manmmheﬁxnne$mm(ieﬂdmm@d aindRmand fhe

: . |
PR oy L TR < 095RD 18 g

t hengaeaheeshionny. a msm cuthlﬁmtsm@eglrcnmﬁﬁanses
aﬂniﬁeré ah1ed Adhind$ LArclared ascPeiag A0 Be@%@( arPfindex

-image. Wien minRis rgnored m nR takes th

vSFu EFBsHER9f 0 (HETHTHORASs iHapRred t@lpﬁetﬁkaﬁtt3$
n7aRie adloddst itd tdHe haldimhopatwaked essthBapifhe of
threghold mnL is retained and mnR and | are

or et gdter sel ecting a key-inage, the process is
|teratedl)AifemmﬂhiSKHpHd(arelﬁaﬂ% m@emnmhenthtesﬁald,

f t

%@:ﬂ%&ﬁ ?e%%ezdmeér?adt)g r%%%gg %g?n}%%wor (A), the
systen$%%¢hgﬁe¥#ﬁ#¥ﬂﬁeﬁwkﬁ%ihM@gﬁhathﬁtp@@ﬁpﬁﬁséé a
Mgkt £r dd 10)atf Aach 1iHeG8RMI, NthiRARAHREBHES Shigr, Packet s
of information each |nclud|ng an identification
header and a data body, the packet interception and
processi ng nodule (110) conprising first neans (101)
for intercepting packets dissemnated fromthe first
network (A), nmeans (102) for 10 anal yzing the headers

- of packets in order to determ ne whether a packet

under analysis forns part of a connection that has
al ready been set up, neans (104) for processing
packets recogni zed as form ng part of a connection
that has al ready been set up to determ ne the 15
identifier of each received packet and to access a




10

15

20

25

30

35

- | pESEEEPIAP DK@ r_CRd iz he Qb@inﬂh%,%art of a

storage container (115) where the data present in each

" recei ved packet is saved, and neans (103) for creating

an automaton for processing éte recei ved packet

bel onging to a new connection if the packet header
anal yzer nmeans 20 (102) show that a packet under
apahymss constitutes a request for a new connection,

t he ans, (103) for _creatin .aut.omat.on conprise in
dr t FoaT s T casidng Ay T8, OPayEoERAt ai ner

(dispehbnacent &ron rg fihsst mesowunded Aeeded Epstemobenngy

a j A b a 0

Fora e L o S, T NAIREC N, PR MRy 08e
coRRBEEPRAING and Mracesshipd dankets @énipfpemation each
CORBEGAI NR & alferdd B0 caH iR LR ahReE>3aP8i BEdy, the
creaﬁed and bei ng, assocjated wth each connection by
sBRO e atREFULH B e RLITGSH PuleRELEn (1ARY in 30

t batptis g tﬁ'ﬁefstg ergarisS &Sl on:ta_arfml(1 ihtprteptansgl %ah]ﬁ@ts

t n ata stared in.the,c ai pers

¢ §F oo BRE e s et LB By R (f 100 £or
sthaty? bhg privt desldersuctt gmcketparini outler hot get Shitinpe

RIFe t BCP o ﬂé%%%t'EEHEET’igﬁﬁgi%O%oéﬁg:¥5£990¥h§

content transported 35 b protocol; and for
reerREF 1o it & hes sdacesht bgendsetinth smegns 2 (1f) for

characteri zed in_that .the analyzer nmeans (102) and the
Y FURESot° CPG4 P L ERO 3@6& FPFstPt b |%e%ﬁi‘8}n?- ofhe
sbedentnof igr &t aavec trear iard parkatnang toraeaedsSa

- SO0Regdd ALRADLS U AL ARLl het, SoanseLl ol dacn

| ag "connecti 0 and a se
(HeTyivest packet ilkyisayedonpadneesnand1edht &bni myeatong an
%%ﬁbmé@ﬁPQEﬁ‘%ﬁo%%%%iﬂ?ﬁ;ﬁ%rg@ggip ﬁngégieypbefgnging to

identifier “connection nd a refereéence
"% YA RS and ddt Th¢i RgCkett headert anpabyz¢y 18gans

dedi Tatsbv arsiokl packbe dabar axblasiedebiomthes a
franes of_the connection havingpthe identifije
p

TSR TS @ 1Y CRANERELPRe 8nm§§§?eﬁ}%%%o£ﬂ¥ng to
atr@ahizig Bn chavaeteni zedpridsthah phetitabar means for

;e(gﬁﬁgﬁtgpggﬁagé??% %hggﬁg%géért?gig)(%&g)céﬁ%aining the
resources needed for storing and managing the data
produced by the means (104) for processing packets
‘associated with the new connection, a triplet comprising
<identifier, connection state flag, storage containers
being created and being associated with each connection
by said means (103) for creating an automaton, and in
that it further comprises means (111) for analyzing the
content of data stored in the containers (115}, for
recognizing the protocol used from a set of standard
protocols such as in particular http, SMTP, FTP, POP,

IMAP, TELNET, P2P, for analyzing the content transported

" by the protocol, and for reconstituting the intercepted

documents.
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t hree possi bl e values (P10, P11, P12) dependi ng on
whet her the detected packet corresponds to a
connection request nade by asglient, to a response
made by a server, 20 or to a confirmation nade by the
client. 4. An interception systemaccording to any one
ob.chai Mtedcépt Son CHPE o Id AR ing thakikhae fii rst

Pagkeber LOLSLE oL QR mans ((LAD) . (e backen feader

(m@eyesshe m@&m&et1@4boesmpﬂjnﬁan§1¢b®4ﬁabaad(tme) for
o) stored

TRRRELAG D o nlon R NG N RERATLIRL By BhRS

aSYRBAF bhOuSCHERheFet 3P BN Ardanﬁtléneépf'p@nneygt-enid" and

agC o1 gy NGedion ey M- Afe Cl AP a LekOnd tsB%a%%g 2991»
in.that _it further coq?rlses a first nmodule (120

stOFPhELYHRY CREHnTT® dotmoRtaininger £8bt 8ACRy the
nodnheolﬁﬂd:ﬁ))tl‘ﬁa)f haH erleepidyn@eand sepr apesahngapacket sr

12 f .35 ] [ .

of e RS A Peranins " ShutHige-heEr, Raehheving
othénQQntﬁanxitk&iwnﬂﬂdlcat@dﬁtoAﬁtpntegcepE|dﬂtsysten1
agLOF &gy 1ol aivn %ran@%ar ?C%%E' é?ﬂnbgtﬁgﬂt hé%mg the

further conprises a nodul
i SR el i QQQRQQR}QH¥QThe conponent s t hat result
fromdetecting the content of intercepted 5 docunents.

7 |nterce tlon system accordi,ng to any,one of
o B TG i, BN 2660 R PHAES) ELE it Bor

—cchqwacﬁﬁrxzedxmnltﬂatzemesyahgnwéaﬁﬂécﬁoﬁﬁStet@g OE aftse

(22 hortd Ai09U90 S AGREPLLN 8 8ECBENSL L LYE cace

under surveil-ance

. prlcke g fiidge varliveiss (FRLO, | Bias cepz bdddpeudem sen

MR d? 3 I g %%ck%'t”%?:?é%?&ﬁd@r99“&690121%%‘%1011

sensitive docunents _under survel ance, neans

IR Tr MG DYy ér Srilss - 150probaERENFE ORREAL Y cR pRlver,

aee W SonTeais tidR0nabier byCoARasi pent i ngerprints
comng fromthe neans (250) for storing fingerprints

produced fromintercepted docunments wth fingerprints

- ChmAng itemcepe iomasyst2RA0xctordshertogany i cger$f i ¢ilsims

phrq:%Jc_,'e,d cfh Q’@c‘?ﬁ%@i'z%dv?tndgﬁggegﬁé ¥l 95{ packet

interception means (101}, the packet header analyzer

~means (102), the automaton creator means (103}, the

packet processor means {104), and the means (111) for
analyzing the content of data stored in the containers

(115) operate in independent and asynchronous manner.

5. An interception system according to any one of claims

1 to 4, characterized in that it further comprises a

- first module (120) for storing the content of documents

intercepted by the module (110) for intercepting and
processing packets, and a second module (121) for storing
information relating to at least the sender and the

destination of intercepted documents.
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20 surveillance, and neans (213) for processing
alerts, containing the references of intercepted
docunents that correspond toysensitive docunents. 8.
An interception systemaccording to claim?7, 25
characterized in that it includes selector neans (130)

r %Spﬂﬂdhﬂee&ee%hﬁoﬁegy&é@%céﬁlr@ QCeSSiae 8l ert s to
bl ock i nterce docunents or. to forward t hem't.o

achazagharhEetoiR Bhaebendi g on INPHESH B modu e 122)
d@logvegﬁ@‘lhg ihberweedsn (24t fraf tgimﬁdﬁlqmaﬂeal;tssthat

i nter.ceptjon system | t.o cl ai or
cFﬁFH#t fr@ﬂa?ﬁE?E#%?%d ??l??éﬁ q%e:€ §oHGPET Sy st em
( 280pmehust her conpri ses neans (230) for associating
rights with each sensitive docunent under
surveill ance rights, and 35 neans (240) for storing
i it oARRENEATFEPREPRGSY B &hi AP C S, taufitth HiegRfs Claims

def kpest hengenattipnsq undernahi oh fdm&o@a@ms@@n abe
used. 71 10. An interception ]éften1accordu9% f
it ?r

OREDEFaLEPAESYPLER 620 Ch ATy Lty M52

-1 ptreapesad BEhgeeprﬂntéldSBtsér&iM\ka /accﬁuntehfcsLANdEype

d d K
?%F&?’S@E??‘gﬁegsft&m%ﬁﬁa cot dl%%]}to ads‘% tr%/?Z JTn]g]el g’%‘lnts of
t@ngsrcbptadtéptz@dnta,tmﬁﬁnst(zzﬁnrﬁqnwﬁﬁﬂain@etmeen a
fkﬁmg EEE%@E% é?Q&ﬁé@@ ffgﬁ”égﬂsfﬁ@¥%zﬁﬂﬁdﬁéﬁ%%oﬁﬁder

e Internet type. .
i ALEVEEpHLABAC s yBERRF ab2DN i Ry ts‘ctca‘rﬂ;rlgorfeuaer&rémﬁ@ 1

t 8r8auehar @%ﬁr i Bedridptdataddundtited Pesethatween far
first network A of the LAN tsfe and second q @S E}r
oFOTBATERE FARGRIRE L TLRECOMIE A qhi i SIS Gyds et
aecerdnggftﬁgaﬂyrbneSq@r@dwuéﬂ;ffbﬂ(lﬂxendapmmiekmpments
is_itnter ed b | st
 RabPnEibberBr o BhS PR B he st P oo SeBking
LANngeppriftds pnofuced cipim orersyistiorn atbsomanig tU@der
CE@EGEl%lanSEaréﬁéeﬁééﬁg t3h I hadosd o fdHd 8 £ QTR EES

a gener at or 00) for generating requests from
S§ﬁ§pgpgénao§gﬁEﬁ@§e¥@pces of intercepted documents that

- correspond to sensitive documents.

8. An interception system according to claim 7,
characterized in that it includes selector means (130)
responding to the means (213) for processing alerts to
block intercepted documents or to forward them towards a
second network B, depending on the results delivered by

~the means (213) for processing alerts.

9. An interception system according to c¢laim 7 or claim
8, characterized in that the centralized system (200)
further comprises means (230) for associating rights with
each sensitive document under surveillance rights, and
means (240) for storing information relating to said
rights, which rights define the conditions under which

the document can be used.
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25 be protected, in order to inject requests into the
first network A 15. An interception system according
to claim14, characterized inlthat the request
generator (300) 30 conprises: neans (301) for
produci ng requests fromsensitive docunents under
surveillance means (302) for storing t he requests

du 303 f t t
WPh BSS T RETRaT ROt i Oa e B Tateh"BRPHE. BE fpeims
thetprEVIQMSi@CEﬂKWEHﬂrxnuﬁhﬂt51t7ﬂs imtanpof804beBOben a

f . .
95::@&%&%%1@%&% %Eé“% .es%%%e%t (c,ggégaaf gg%&gk B of

fromthe st networ neans
sheephdy tyPsuspect files referenced in the neans
(304 306) for storing references 5 and for sweeping

ug | es, fromthe nei ghborhood, if ang of the .
%pe%‘fl It centd ot PSS G&SOTEH 1Sy SPeAM¥CceBE dPRgCiains
anyton®, ofhatadterized dd thefrariactier Imedrpeséaabesaedn a

( or, i,n rrnts deliver
FESs iRty 8 SR A o aves 5K = oGl flerwor
d@g@éethﬁ Yerarnwndepesl ati ve to sensitive docunents

and the alert processor neans (213) deliver the

references of an intercepted docunment when the degree

012 peh? i HETREC BT 1941 BYSEEINBRCordiggefepny hane ¢5 glaims

p1 egiet e i ddurasha dn thatAdd mheéeﬁeéé@%éy@é@lm a
characterlzed

cordln to a e.of clains 7 to 9,

TR e CoRPYe T Do R e SP it TearEots B of
(ﬁﬁ%»lﬂtnrnﬁhnnypdm)flngerprlnts and 20, said nmeans
(213) for processing alerts, a nodule (212) for
calculating the simlarity between docunents, which
nbilul&n commbosetion) syssen Beropdédgctagamn one of claims

|t fer ed}%%a%‘é%lz%ﬁpﬁﬁs%ﬁ%ﬂtngtt he Eﬁﬁeﬁo%dp@é%é‘&l a

betmeen a concept 25 vector taken 1 n a gi'ven order

def 5 Mt .An@é,fr FPRENENEETNECS ENBPL RUE AoRePARAME BREWOTK
B oMo vgcteiet.aken in a given order defining the

fingerprint of a suspect

“14. An interception system according to claim 13,
characterized in that it further comprises a generator
(300} for generating requests from sensitive documents to
be protected, in order to inject requests into the first

network A.

15. An interception gsystem according to claim 14,
characterized in that the request generator (300)
comprises:

+ means (301} for producing requests from sensitive
documents under surveillance;

- means (302) for storing the reqguests produced;

+ means {(303) for mining the first network A with
the help of at least one search engine using the

previously stored requests;
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i ntercepted docunent; and b) neans for producing an
interference vector from 30 said interference wave
enabl i ng a resenbl ance score T™» be determ ned between
the sensitive docunent and the suspect intercepted
docunent under consideration, the neans (213) for
processi nganse(tss deldaeridng éﬂtﬁ:ﬂr@f %@lﬁ@%&e@-&n@es of

t ted d I f th
- SUBREF snbb TRt retind AT st et Retirek & Ffidn o
predetermeaed { o eshibdd. SWébpthANP|smﬁ@ecapﬁudessystem
a?@?%géﬂgeéolﬁ%@%&fs CURLP 306)L 2ot EBAAG! BLELEGnCes

it fur ri ses, ‘betwee
(280) LPBHr SERFMERT e fi‘i kRt pﬂnqm §h@n@elgab@rh@§ﬁs ie1ayy,

f 8 phocessheer af £Ids, a nodule (212) 5 for
calculating simlarity between docunments, which

nodul e conpri ses nmeans for producing a correl ation
VEEt O”n Tiepsesest Adn Ve@rsﬂerrt fm:ddﬁ@liﬁg eb aarr ehat bbnclaims

bet nee C e vect.qr |ve

de?ﬁl%g ?¢?§)§#$%%rﬁflﬁ% s?eﬁs gggﬁgeﬁ?rand
aceopzepty v%mgﬁrp]mrttaﬁ(eiehlrvea g &eﬁtopderedeﬁnﬁdngmpect
t B8chhoges p{mt) qiaﬁng%sra%%tre'enb%r pepted, efQEURENL tive to

the correlation vector enab esenbl ance  score
t%e%%l%ﬁﬁ%HQﬁqﬂﬂFQﬁﬁ\Mﬁﬂ@-FW@ a§§ﬁ§|PF?@eéééﬁn@ﬁ@nﬁn@213)

t 81 sesPetie | rdfRIreeied AOGHNBREerbBgebdCcanshiflentt Wedn

t ans ( )_for, processin 5 alerts deliverin

e (et o ror i TERC ot PR r COPRBEIC AL UHERE L Sherian
t hepvadaetsemiinde viesatallance score for said docunent

is greater than a predeterm ned threshol d.

17. An interception system according to any one of claimg
7 to 9, characterized in that it further comprises,
between said means (260) for comparing fingerprints and
said means (213) for processing alerts, a module (212) -
for calculating the similarity between documents, which
module comprises:

a) means for producing an interference wave
representing the result of pairing between a concept
vector taken in a given order defining the fingerprint of
a sensitive document and a concept vector taken in a
given order defining the fingerprint of a suspect
intercepted document; and

b} means for producing an interference vector from
said interference wave enabling a resemblance score to be
determined between the sensitive document and the suspect
intercepted document under consideration, the means (213)
for processing alerts delivering the references of a
suspect intercepted document when the value of the
regsemblance score for said document i1s greater than a

predetermined threshold.
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18. An interception system according to any one of claims
7 to 9, characterized in that it further comprises,
between said means (260) for comparing fingerprints and
said means (213) for processing alerts, a module {212)
for calculating similarity between documents, which

module comprises means for producing a correlation vector

‘representative of the degree of correlation between a

concept vector taken in a given order defining the
fingerprint of a sensitive document and a concept vector
taken in a given order defining the fingerprint of a
suspect intercepted document, the correlation vector
enabling a resemblance score to be determined between tChe
gsensitive document and the suspect intercepted document

under consgideration, the means (213} for processing

~alerts delivering the references of a suspect intercepted
- document when the value of the resemblance score for said

~document .ig greater than a predetermined threshold.




