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This dinvention is in the field of digital
telecommunications, and is more particularly directed to
monitoring and redundancy schemes therein.

ckagroun the ventio

As is well known in the art, significant advances have

10 been made in telecommunications systems over recent years,

particularly in the rate at which information can be

communicated. Modern digital telecommunications systems

‘and communication media provide very high bandwidth, such

N as the 44.736 Mbps data rate provided by the DsS-3 data

15 frame standard. Furthermore, conventiocnal fiber optic

cable and systems can provide even higher bandwidth and

data rates by time-division multiplexing of up to twelve
DS-3 lines, providing bandwidth of up to 536.8 Mbps.

20 These extremely high bandwidths now available in
digital telecommunications systems have enabled the
communication of large volumes of data at high speeds.
Since voice channels require very little bandwidth (on the
order of 4 kbps each), a large number of voice channels may

25 now be communicated over a single communication line by way
of time division multiplexing. The available bandwidth now
also enables the communication of large blocks of digital
data from computer—to—comﬁuter , a@s well as digital data
representative of other media such as video displays.

30

Unlike voice transmissions, however, in which some
amount of errored signals can be readily tolerated without
garbling_ of the message, the successful transmission of
digital data among computers requires high reliability ér;d

35 high quality transmission. Accordingly, conventional
digital cross-connects now provide "perforgiién_ce ménitoring*'
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(commonly referred to as "PM"), by which the error rate of
received digital data is monitored by way of cyeclic
redundancy check (CRC) and other conventional coding
techniques. Such performance menitoring is used to ensure
the desired grade of service desired by those
telecommunications customers paying premium tariffs for
high quality and low error rate communications.

2

Conventional télecommunications systems also generally
provide some amount of redundancy so that failure of a
telecommunications line or network element does not result
in the loss of the communicated message. Conventional
telecommunications systems with performance monitoring have
implemented certain alarm conditions by which a human
operator is alerted to events such as "loss of signal™ and
to error rates exceeding various thresholds. In response,
the operator can manually switch to a redundant line to
again enable communication of the digital data in the
system. Of course, the procedure of generating an -alarm
condition and the manual switching of input/output ports to
other lines cannot be effected quickly.

By way of further background, conventional fiber optic
terminals (commonly referred to as FOTs) have implemented
1:1 redundancy for the fiber optic lines in a system, with
some amount of automatic switching. According to this 1:1
redundancy scheme, the overhead portion of the bandwidth
is monitored to determine if a loss-of-signal ("1LOS") or
alarm indication signal ("AIS")  condition is Dbeing
received. In these FOT 1l:1 redundancy schemes, upon
receipt of an LOS or AIS signal, the FOT will automatically
switch its transmission to the other of the two fiber optic
lines, enabling transmission of the data despite the
failure of the first fiber optic line.

-
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Figure 1 illustrates the bandwidth in a conventional
1:1 redundant fiber optic lines 1E, 1W, as received by a
' conventional fiber optic terminal (FO‘I‘)' 3. Each of fiber
optic lines 1E, 1W in this example are of the 0C-12 type,

5 and as such bidirectionally communicate twelve DS-3 lines
in time-domain multiplexed fashion. The DS-3 paths occupy
much of the available bandwidth, as shown in Figure 1.
According to conventional standards, a portion of the
remainder of the bandwidth communicated by fiber optic

10 lines 1E, 1W is reserved for line data, such as framing and

3

synchronization signals, frame identifying signals, and

also signals such as 10S and AIS which indicate a 1line

failure somewhere in the system. This line data portion of

the bandwidth is alsc referred to as overhead, as it does

15 not carry any traffic data. Fiber optic terminal 3 is
cperable to multiplex and de-multiplex the data to and from
ocne of fiber optic cables 1E, 1W, for communication with
twelve individual DS-3 lines.

20 According to the conventional 1:1 redundancy scheme,
conventional FOT 3 monitors the line data and switches
communication between fiber optic lines 1E, 1W upon receipt
of a signal indicating a line failure. However, many
conditions other than the 10S and AIS conditions are

25 unacceptable to the telecommunication customer that is
demanding high quality communication, particularly where
computer data is to be transmitted and received. These
other conditions may not be of such degree as to cause loss
of an entire line (i.e., all channels or "paths" being

30 communicated along the fiber optic line), but may be due to

2 hardware failure for a single path within the 1line.

Examples of these other conditions include loss-of-frame

("LOF"), and "soft" errors in which a particular path has

experienced a high rate of errored seconds. The mere

monitoring of line data by conventional FOT 3 provides no
visibility into these other path-related conditions, and

35
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as such the redundancy scheme of Figure 1 is unable to )
provide the high level of protection desired by certain ' .

4

customers. Conventional FOT 3 thus only provides line
protection, and as such requires doubling of the available

5 fiber optic capacity from that required for traffic only,
to accomplish such 1line protection. As such, the
‘utilization of system fiber optic cable is relatively low
in such situations.

10 It is therefore an cbject of the invention to provide
2 method and system for providing facility protection for
a2 digital telecommunications system, which monitors path
data and provides automatic switching on both hard and soft
error conditions.

15 .

It is a further cbject of the present invention to
provide such a method and system to provide such protection.
where the switching time between the primary and secondary
lines for a failing path is extremely short, such as.on the

20 order of 50 msec or less.

It is a further object of the present invention to
proVide such a method and system which may be readily
implemented into existing cross-connect installations.

25 _

It is a further object of the present invention to
provide such a method and system in which the possibility
of blocking is much reduced.

It is a further object of the present invention to
provide such a method and system in a distributed manner in
a digital cross-connect.

It is a further cbject of the present invention to
provide such a method and system in which the soft error’
rate thresholds may be modified.
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It is a further object of the present invention to
provide such a method and system in which the utilization
of fiber optic cables may be increased dramatically.

It is a further cbject of the present invention to
provide such a method and system in which transmission
media of different types (e.g., microwave and light wave)
may provide protection for one another.

10
Other objects and advantages of the present invention
will become apparent to those of ordinary skill in the art
having reference to the following specification together
5 with the drawings.
15
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Figqure 1 is an illustration of the bandwidth, line and
path data communicated in a conventional fiber optic
terminal.

Figure 2 is an electrical diagram, in block form, of
a telecommunications system in which the preferred
embodiments of the invention may be used.

Figure 3 is an electrical diagram, in block form, of
a digital cross-connect system in which the preferred
embodiments of the invention may be implemented.

Figufes 4a and 4b are matrix diagrams of a digital
cross-connect, illustrating the operation of a first
preferred embodiment of the invention.

Figure 5 is a flow chart illustrating the operation
of the first preferred embodiment of the invention.

Figures 6a through 6c are matrix diagrams of a digital
Cross-connect, illustrating the operation of a second
Preferred embodiment of the inventiocn.

Figure 7 is a flow chart illustrating the operation
of the second preferred embodiment of the invention.
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umma of the Inventijo

The invention may be implemented into a digital
_telecoinmunications system to provide facility protection by
wéY of distributed fault sensing and facility switching at
the digital cross-connects. According to the present
invention, each line has three ports (head, east and west)
assigned thereto, with the east and west ports on the
10 system side to be protected, and providing 1:1 redundancy.
| AIS, LOF and degraded signal conditions are monitored on
received paths at the east and west ports (i.e.,
facilities), and the facility is blind switched to the
\ alternate redundant (east or west) port upon receipt of
15 such conditions. The degraded signal thresholds are
: preferably different from those that cause measured events
in conventional performance monitoring. According to a
first embodiment of the invention, the east and west ports
for a facility are on the same logical group in the cross-
20 connect, allowing the bridging to be done in the transmit
end (3rd stage) in a non-blocking manner. Accecrding to a
second embodiment of the invention, the logical group
limitation is overcome by moving fault monitoring to the
transmit side of the head-end port, in accordance with an
35 algorithm that minimizes blocking. '
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ngta;' 1ed Description of the Preferred Embodiments

Referring first to Figure 2, an example of a digital
telecommunications system into which the preferred
epbodiments of the invention are implemented will be
described. It is to be understood that the system of
Figure 2 is presented by way of example only, and that the I
present invention may be incorporated into other system .;;
configurations, and provide the same level and importance
of benefits and advantages as provided in the system of

Figure 2.

The system of Figure 2 is a long-distance
telecommunications system, in which digital cross-connects
2 and 4 bidirectionally communicate with one another over
a distance that may be on the order of hundreds of miles.
Digital cross-connects 2, 4 are of conventional
construction, and are preferably 1633 SX digital cross-
connects manufactured and sold by Alcatel Network Systems,
Inc. While Figure 2 illustrates single ports in each of
cross-connects 2, 4 in redundant communication with one
another, it is of course well understoocd that each of
cross-connects 2, 4 support many ports, for example up to
3 on the order of 2048 ports. The ports served by cross-
Connects 2, 4 may be in communication with one another in

the same manner as that shown in Figure 2, or may
communicate with other lines to other cross-connects in the
overall +telecommunications  system within which cross-
Connects 2, 4 are installed.

In the exemplary system of Figure 2, digital cross-
Connects 2, 4 communicate with one another along redundant
routes in a bidirectional manner. A first bidirectional
route (EAST) is between I/0 port 6E of cross-connect 2 and
I/0 port 8E of cross-connect 4, and includes DS-3 lines 17
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nnected to each of ports 6E, 8E. The EAST route also
ssjudes fiber optic terminals (FO’l‘s) 10, having fiber
stic cable 13 connected therebetween; repeater 11 is
avided within fiber optic cable 13 in the conventional

9

ganner. FOTs 10 may be of conventional construction, such
as described hereinabove relative to Figure 1, except that
ghe present invention allows elimination of the 1:1
redundancy line protection function. As is well known,
odern fiber optic cable is able to communicate data at a
pacity far exceeding a single DS-3 line; accordingly,
ltiple DS-3 lines 17 may be received by each FOT 10, for
ommunication along fiber optic cable 13 in time-division
ultiplexed fashion;

The second route (WEST) in the system of Figure 2 is
ports 6W and B8W of 'cross—-connects 2, ¢4,
: espectively. In this example, the WEST route includes
dicrowave terminals 14 that receive DS-3 lines fro:m cross-
eonnects 2, 4, with microwave transmission 1line 15
Connected therebetween. As such, the present invention may
be used with transmission media of different types, so that
dicrowave transmission can provide redundancy to fiber
optic cabling; of course, the redundant routes may both be
fiber optic, microwave or any other conventional medium.

The exemplary system of Figure 2 is an "open" systen,
in that communication is not limited to traffic only
between cross-connects 2, 4. For example, DS-3 lines 17°'
B2y be received by FOTs 10 and microwave terminals 14 from
Y digita) cross—-connects or other sources in the system, as
shown in Figure 2. In addition, other conventional network
elements, such as add/drop boxes and the like, may of
Course also be resident in the system of Figure 2. '

The ports of digital cross-connects 2, 4 on the
°PPosing sides from the EAST and WEST routes are connected
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¢ local systems, in the conventional manner; these ports
re referred to in the art, and hereinbelow, as the "head"
ports- such connection may be by way of DS-3 lines or
other conventional communication channels. '

As illustrated in Figure 2, transmission is effected
by each of cross-connects 2, 4 from its head port to both
the EAST and WEST ports, effecting a ™head-end bridge" as
is well known in the art. Each of cross-connects 2, 4
receive communication from only one of its EAST and WEST
ports at any given time, however. In the example of Figure
2, communication is_ received by cross-connects 2, 4 from
its EAST ports 6E, 8E, respectively; the WEST route is the
gsecondary route in this example. The present invention
performs blind receive-end switching within cross-connects
2, 4 in the event of a monitored hard or soft path fault or
errer condition, as will be described in further detail
hereinbelow.

connect 2 according to the preferred embodiments of the

invention will now be described (cross-connect 4 is

Preferably similarly constructed). As noted above, the

Preferred construction of cross-connect 2 is in such a
¥ manner . that the computing and switching processing
Capability is widely distributed, as in the 1633 SX cross-
Connect system manufactured and sold by Alcatel Network
Systems, Inc. The construction of cross-connect 2 shown in
Figure 3 thus corresponds to the 1633 SX cross-connect
System.

Cross~connect 2 includes administrative processing
Wnit (APU) 12 which is the central data processor within
the system. APU 12 is directly connected to conventional
Storage and input/ocutput functions such as random access
Demory 21, disk storage 23, tape drive 25, and user

Referring now to Figure 3, the construction of cross-
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{pterface 19. APU 12 is also connected to bus BUS, which
Y include one or more :.nformatlon paths within the
: ,ystem- The function of APU 12 is to administer the
peration of cross-gonnect 2 at a relatively high level,
and to provide user control and visibility relative to the
gwitching operations provided by cross-connect 2.

Cross-connect 2 further includes many distributed
rocessors connected to bus BUS, illustrated in Figure 3 as
{nterface processing units (IPUs) 16, 18. Each of IPUs 16,
8 is a relatively complex data processing unit, including
conventional _ programmable  microprocessor, or
lternatively custom 1logic, of adequate complexity énd
erformance to perform the functions described hereinbelow.
Bach of IPUs 16 are for controlling input and output
functions relative to the bidirectional DS-3 ports, and
thus control the operation of the head, east and west ports
of cross-connect 2 when installed into a system as
dllustrated in Figure 2. To accomplish this function, each
of IPUs 16 is associated with and bidirectionally coupled
tO_ cne of first/third matrix stage units 20. In this
example, each of first/third stages 20 includes a 'portion
of the switching matrix (as will be described hereinbelow),

. 8nd the appropriate transceiver circuitry to provide four
DS-3 ports.

Cross-connect 2, for .these embodiments of the
invention, serves as a digital telecommunications switch in
2 manner realized according to a modified version of the

' Well-known Clos matrix. A preferred version of the
Bodified Clos matrix useful in cross-connect 2 is described
g in copending application S.N. 882,920, filed May 14, 1992
in the name of E.K. Bowden, entitled "Methods and System
for Immediately Connecting and Reswitching Digital Cross-
Connect Networks"  assigned to Alcatel Network Systems,
Inc. ang incorporated herein by this reference. According
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course. the present invention is also capable of protecting
qainStl: line failures.

13

The operation of cross-connects 2, 4 in providing the
gacility protection will now be described .in  detail
relative to the preferred embodiments of the invention. It
should be realized that a system including a single one of
cross—-connects 2, 4 having the facility protection schenmes
described hereinbelow, with conventional cross-connects,
» gwitching systems and the like in the remainder of the
" petwork, may also take advantage of the present invention.
As such, a customer desiring the high speed facility
protection provided by the present invention may implement
: the same on his receiving cross-connect, without regard to
the type of switches that are elsewhere in the system, so
long as each facility to be protected is also received at
a redundant port.

ero ocki s cili t
Referring to Figures 4a, 4b, and 5, the operation of

digital cross-connect 2 in providing facility protection
according to a first embodiment of the invention will now

implemented in a computer program according to which APU 12
and IPUs 16, 18 operate. It is contemplated that one of
ordinary skill in the art will be able to readily implement
the method described hereinbelow into a digital cross-
Connect without undue experimentation, based on the
foliowing description.

Figure 4a illustrates, in matrix form, the switch
Touting in cross-connect 2 with the EAST route as primary
for the example of a single bidirectional path. On the
transmission side, the path is received from the local side
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£ cross—-connect 2 by input head port H; of flrst/thn.rd
age 20, (serving as the first stage of the Clos matrix for
’ aata from local to system), and is communicated through
enter stage 22; to first/third stage 20,. First/third
tage 20, serves as the third stage of the Clos matrix for
ata transmitted from local to system, and in this
embodiment of the invention broadcasts to both east and
est output ports E, and W, for transmission of the path
ssociated with input head port Hi. According to this
“embodiment of the invention, both east and west output
ports E;, Wp for a given path are controlled by the same
“girst/third matrix stage 20, (and, in this example, by the
same ASIC), in order to avoid a blocking condition because
of the broadcast.

14

Accordingly, the path data received from the local
3§ side at input head port H; is switched to, and broadcast
3 from, both east and west output ports E,, W, at all times.
¥ This third-stage broadcast enables the blind receive -end
g0 switching used in the facility protection scheme according
1 to the present invention.

On the receive side for this path, first/third stage

20, receives a facility from the system at active east input

% port E; (the WEST route being the secondary route in the
system at this time). The facility is routed via center
Stage 22, back to first/third stage 20,, and presented to
cutput head port H,. It should be noted that, in this
example, output head port H, is on the same first/third
% stage 20, as east and west input ports E;, W; as each
first/third stage 20 can serve multiple ports (whether
head, east or west ports); however, according to this
embodiment of the invention, the output head port Hy may be
on a different first/third stage 20 from that of the east

1 % ana west input ports E;, W; with which it is associated.
According to this embodiment of the invention, first/third
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gtage 20, is operable to switch the facility from being
,,celved from east input port E; to being received from west
input port Wy, upon the occurrence of a hard or soft failure
event as will be described hereinbelow.

Of course, while Figure 4a illustrates a single
pidirectional path through cross-connect 2, similar
switching and connection 'is made through cross-connect 2
for each of the active paths and ports that it is serving.
iIn the example of the 1633 SX cross-connect, up to 2048
ports and paths are handled in parallel.

Figure 5 is a flow chart illustrating the cperation of L
the facility protection monitoring and switching functions -
performed by cross-connect:- 2 according to this first _
embodiment of the invention. The functions illustrated in ;'j".._
Figure 5 and described hereinbelow are performed by each
IPU 16 for facilities received at its ports from the
system, i.e., for data received at the east and west input
ports E;, W; of its associated first/third' stage 20.
Accordingly, each IPU 16 is able to monitor the facilities

received at the input ports in its associated first/third
stage 20, and to enable the switching necessary to provide

Protection.

B

According to this embodiment of the invention, both
hard and soft errors or failure conditions may enable
Protection switching to the secondary redundant input port.
' Referring to Figure 5, the monitoring for hard errors is-

Y

Performed beginning with process 24, in which each of the
active ports E;, W; associated with an IPU 16 is scanned to
determine if a hard error signal or condition has been
received. The scanning performed by process 24 is
Performed of the portion of first/third stage 20, (in the
case of input ports E;, W;) at which the signal is received.
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AIS : Alarm indication signal
10S : loss of signal
I0F : Loss of frame

108 and LOF signals are well known path and line data R
: gignals by which loss of a facility is detected. Aas is Tt
% well known in the art, the AIS signal is generated by a o
network element upon its detecting of an alarm condition
'from an "upstream™ network element; this causes only a
single alarm signal to be generated to facilitate
corrective action, as the location of the fault can be more
readily detected than if each network element passed alohg
an alarm signal. Decision 25 determines if any one of the
hard error signals is detected by the scan of process 24;
if so, control passes to decision 31 to effect facility
protection switching as will be described below. If no

1 0 hard error is detected in decision 25, wait state 26 is

entered for the particular path, until the designated
Period (e.g., 20 msec) elapses, at which time the scan of
Process 24 is initiated again. The frequency at which the ::::i.’;_-"
scan of the active ports is performed depends primarily on e

fault. For example, if facility protection is to be
effected in a short time, the scan periocd must be kept
sufficiently short so that the sum of the scan period plus
the time required to switch is less than the specified
Switching time. In this example, where the switching time
Specification is 50 msec (maximum), a scan period of 20
hsec allows up to 30 msec to effect facility protection in
Tesponse to a hard failure. .

W

!
S Soft error conditions are also monitored by each IPU et

16 at its associated active input. ports in process 26, but
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¢ a less frequent rate. The soft error conditions, as
{11 be described hereinbelow, relate to measured errored
econds over a periocd of time, and as such the same urgency
g not present for detection of a soft error threshold
rossing as in the case of a hard error state. The table
‘pereinbelow provides an example of the soft error
‘ehresholds upon which facility protection switching may be
: enabled:

17

10 errored seconds (ES) in 15 minutes; or
864 ES in 1 hour; or
4 severely errored seconds (SES) in 24 hours

- vhere an ES is defined as any second within which a coding
3 § viclation is detected, and where an SES is defined as any
" second in which more than 44 coding violations are detected
(i.e., an error rate of greater than 10° errors per
f second).

It should be noted that the soft error thresholds
checked in process 28 according to this embodiment of the
invention differ in type and in degree from conventional
Performance monitoring thresholds. Firstly, the thresheld
error rates at which facility protection switching is to be
initiated will generally differ from those of conventional Ll
Performance monitoring (by which the grade of service is R
defined), and will generally be at more stringent levels
SO that facility switching may be used to avoid degradation
in the grade of service for the facility. In addition, the
' threshold error rates that initiate facility protection

Switching are administrable, allowing the system operator
to increase or decrease the sensitivity of facility
Protection switching by adjusting the threshold values via
APU 12. secondly, as hard error conditions (LOS, IOF, AIS)
are monitored for facility protection separately from soft
®rror threshold crossings, the threshold definitions in the
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ove table are purely for errored seconds due to coding
vlolations, and do not include errored seconds due to the
presence of LOS or AIS conditions (which are included in
the conventional errored seconds definitions).

Referring back to Figure 5, process 28 and decision 29

aatermine if one of the soft error threshold conditions
have been exceeded. The monitoring point is at the input ol
jéort to ensure that only error conditions in the facility, _
and not errors due. to the matrix, are used to effect the

protection switching. If no soft error threshold condition

has been exceeded, wait state 34 is entered until the

desired period (e.g., one second) elapses before the next

threshold crossing detection operation is performed.

If a soft error threshold crossing is detected in
decision 29, the method according to this embodiment of the
invention performs additional decisions to ensure that if
the facility is switched, the result will not be worse than
- that causing the switch. IPU 16 first determines, in
- decision 30, if the "mate" port (i.e., the opposite east or
vest port from that checked in process 28) has recently
. CTossed any soft error thresholds during the time it was
. Rost recently active. This determination is performed by
IPU 16 based on information from its constant monitoring of
_ the mate port which continues even for inactive ports, and
thus, according to this embodiment of the invention, APU
__ 12 need not intervene in the switching process. If not,
. Control passes to decision 31 to effect the switching. If
thz'esholds have been crossed for the mate port, IPU 16
3Malyzes the history of the mate port to determine if its
9%ade of service is higher than that checked; if so,
s“’1"~‘f:chirxg is again enabled. If the grade of service at the -
Ate port is not better, control passes back to wait state
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3 34; DO facility switching is effected in this event, as the

1%

§ cvitch to the mate port would not improve the error rate of

the facility.

It should be noted that the threshold crossing check:
§ for mate pcfts as performed by decisions 30, 32 is not
¥ performed if a hard failure (10S, LOF, AIS) is detected. .
This is because an errored facility is preferred over 2a o
hard failed channel; as such, the error rate status of the
pate channel is immaterial in the event of a hard failure,
as the switch is to be made regardless of the error rate.

Upon entry to the switching portion of the methed,
whether due to a hard error (from decision 25) or a soft
error rate threshold crossing (from decisions 29, 30, 32),
IPU 16 first determines, in decision 31, whether the
automatic switching function is enabled. If not, the
system returns to the monitoring state (via process 40), in
which the scan and checks of processes 24, 28 are again
periodically performed. To avoid oscillation, it 1is
preferred that each IPU 16 moriitor the switching frequency
for each facility it receives, and disable automatic
switching for a facility upon detecting excessive switching
frequency (e.g., greater <than <four switches in ten e
minutes). Re-enabling of the automatic switching may be T
effected either manually or automatically at the end of a .
defined period (e.g., at the end of a 24 hour peried).

As shown in Figures 2 and 4a, according to this
embodiment of the invention, each facility is broadcast on
both the EAST and WEST ports at all times. Accordingly, at
this stage of the switching process (when enabled),
decision 33 is performed by which the incoming facility on
the mate port is checked by IPU 16 to ensure that the
facility received thereat is operable; if not, the system
Treturns to the monitoring state via process 40. The check
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ormed bY decision 33 on the mate port (in the example
pigure 43, port W, of first/third stage 20,) is
somplished by menitoring the facility received thereat
a period of time, such as on the order of 10 msec, to
ure that no hard failure is present. If the mate port
ening facility is in service, process 36 is then
gormed to effect a blind receive-end switch. LT

Referring next to Figure 4b, the matrix condition of
pss-connect 2 according to this example is illustrated
{ ter the blind switch of process 36. Figure 4b
lustrates that first/third stage 20; is now receiving the
il1ity on west input port W; from the system, and routing
he facility through center stage 22, to head cutput port H,
¢ first/third stage 20,. Accordingly, referring back to
igure 2, cross-connect 2 is now receiving the facility
rom cross-connect 4 via the WEST (microwave) route, which
s the secondary route to the EAST (fiber optic) route.

Upon completion of the switching of process 36, IPU 16
otifies APU 12 of the switch (process 38), so that the
‘sWitching event is visible to the system operator wvia the
8upervisory functions and interface of APU 12. In addition
-to notification of the switching event and the ports
' affected, IPU 16 may also communicate such information as
§ the cause of the switch (i.e., hard or soft error). The
System then returns to the monitor state via process 40,
8 23nd the process of Figure 5 is repeated periodically for
the facility now being received via the WEST route.

It is well known in the art that facility failures are
- Often due to line cuts, such as occur if a fiber optic
Cable is cut during building construction and other
aqctivities. Such a line cut will, of course, appear to
Cross-connects 2, 4 as a 1OS or AIS condition (depending N
. Upon the location of the cut) for all of those facilities

s
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wmmunicated by the cut 1line. The switching of each
acility carried by the cut line may be effected in an
mdividual manner by way of the process of Figure 5.
owever, once a line cut is detected, switching time may be
Fgatly reduced by ajroiding much of the decision time, and
specially the mate port check of decision 33 which
requires a 10 msec monitoring pericd.

21

The multiple switching of those facilities associated
vith a2 cut line, is preferably performed upon the IPU 16
‘ detecting the first signal failure resulting from a cut
& line completing the 10 msec mate port monitoring period
'.  described above. Upon completion of this monitoring step,
this IPU 16 checks all of the ports under its control to
: 1 determine which, if any, are active east or west ports for
¥ a facility. IPU 16 will then execute the process of Figure
5 to check for hard failures for each of its ports which
: ' is an active east or west port, prior to relinquishing
.' - control, and without the 20 msec scan wait time (process
55 ¥ 46) between examination of the incoming facilities at these
ports. The overall switching time of the multiple
facilities affected by a line failure, such as a line cut,
is thus greatly reduced.

It is of course evident from the foregoing description
that the facility protection switching scheme of this
embodiment of <the invention is unidirectional, as it
Performs a receive-end switch upon detection of a failure
&vent. As noted above relative to line cuts, many facility
failures are due to events that affect transmission in both
directions (the obvious example being a line cut). Those
Other cross-connects in the system (such as cross-connect
4) that have the facility protection capability described
hereinabove will simultaneously be performing the same
Ronitoring and facility protection switching as that of
Cross-connect 2. Accordingly, the unidirectional facility
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pzotection switching performed according to this embodiment
of the invention will be performed in a bidirectional
ganner (i.e., by both ends of the 1line switching
gnidirectionally) if both cross—~connects 2, 4 are
configured to do so.

It is also evident that this embodiment of the
" invention provides facility protection switching in a
"blind®™ manner, in that no communication with the other end
4 of the system is required in order to effect the switch.
; This blind switching thus provides fast and reliable
~ facility protection. 1In addition, the distributed nature
of the monitoring and switching functions, as performed
locally by IPUs 16 rather than manually responsive to a
|8 central processor, allows for facility protection to be
4 performed in a very rapid manner, such as on the order of
less than 50 msec from the time of a hard error fault. . As
such, the present invention provides a high degree of
protection for the customer, particularly those demanding
40 a high grade of service. Finally, as the protection scheme
is performed on a facility level, rather than a line level,
facility protection in the event of excessive error rates
is available by way of the present invention.

&5 Furthermore, the embodiment of the invention described
hereinabove relative to Figures 4a, 4b and 5 provides
facility protection switching in a manner that is
Suaranteed to be non-blocking, since the broadcast to the
redundant ports is performed in the third matrix stage (see

ho first/third stage 20, of Figure 4a), and since the receive-
end switch is performed in the first stage. This requires
that the east and west input ports for a glven path nmust be
Physically within the same 1nput/output "bay", i.e.,
Controlled by the same IPU 16; similarly, the east and west

% output ports for a given path must also be physically Ll
located within the same input/output bay. This
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':"constIuCtion is not only non-blocking, but also is easily
M yplementable; in this example, with the east and west
[ § jnput ports E; and W; in the same ASIC, a single write
3 cperation by the associated IPU 16 effects the receive-end
switch.

23

Where the system includes fiber optic lines, the
present invention also replaces the 1:1 line protection of
conventional FOTs (see Figure 1 above). The redundant

b fiber optic line is thus available to carry traffic, or

alternatively need not be implemented at all. In addition,
non-fiber optic lines may now be used as redundant
secondary routes for fiber optic lines. Fiber optic
utilization is thus greatly improved by way of the present
invention, when implemented in fiber -optic transmission
networks.

ex e Po ssi ent Fast Facilit otectio

A second preferred embodiment of the present invention
will now be described, in which the constraint on
assigmment of the east and west ports present in the first
praferred embodiment of the invention is overcome. This
second embodiment of the invention adds additional benefits
to those provided by the first embodiment, especially in
enabling implementation of the <facility - protection
switching scheme into existing systems that do not have the
east and west ports for a path assigned to the sane
input/output bay. This embodiment of the invention is
additionally advantageous as it allows for flexibility in
assignment and rearrangement of ports in newly installed

systenmns.

~ As in the case of the first preferred embodiment, -the
method according to the second preferred embodiment of the
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ynvention is preferably implemented in a computer program
jeccording to which APU 12 and IPUs 16, 18 operate. It is
. contemplated that one of ordinary skill in the art will be
. agble to readily implement the method described hereinbelow
,' into a digital cross-connect without undue experimentation,

| pased on the following description.

Figure 6a is a matrix diagram illustrating the state

. | of cross—connect 2 for the example of a single path at the
T beginning of the method according to this second embodiment
 of the invention. As noted above, according to this

embodiment of the invention, the east and west input ports
E;, W; for this single path need not be assigned to the same
first/third stage 20, and thus need not be physically
located near each other or in the same  input/output "bay"
as in the first embodiment of the invention described
hereinabove; similarly, the east and west output ports E,,

' Wy similarly are not constrained to the same first/third

§is

10
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stage 20. Accordingly, the present invention is especially
useful as it may be implemented in existing installations
of digital cross-connects..

As illustrated in Figure 6a, the input transmission
from the local side of cross-connect 2 for this path is
received at head input port H;. In this example, east
cutput port E, is on a different first/third stage 20 from
west output port W, (20, and 20,, respectively). As such,
the broadcast of the transmission from head input port H; to
east output port E, and west output port W, cannot
necessarily be made at the third stage of the matrix, but
instead may have to be made at one of the center stages 22,
or in the worst case (as shown in Figure 6a) at the first
matrix stage 20, at the location of head input port Hy.

It is well known in the art that broadcast
transmission is preferably made at the latest possible
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age of the Clos matrix for the desired output ports, in

25

der to© pinimize the possibility of a blocking conditien
r subseguently assigned ports. It is therefore preferred
at the broadcast of the transmission from head input port
ro east and west output ports Eq, Wo be done in a manner
nich minimizes the frequency of first or second matrix
tage broadcasts. Such a method would first determine if
‘a third stage broadcast is available, and would make 2
' econd stage broadcast only if no third stage broadcast ’
‘would be sufficient; only if neither a third nor a second
: stage broadcast would be sufficient would 2a first stage

proadcast be used. .

It should also be noted, however, that the east and
west routes are assigned and reserved as the system is set
up according to this embodiment of the jnvention. As a
result, the only time at which blocking could be
encountered is at such time as new ports are added and

their cross—-connect matrix route assigned. In the event

& that implementation of a new port results in ablocking
sitnation, the matrix routes can be readily reallocated
during system configuration to remove the blocking
condition.

Furthermore, the probability of blocking is relatively fj:_;_'_-,
low even for relatively large numbers of ports in the Do
cross-connect. By way of computer modeling, it has been
calculated that the blocking probability in a 2048 port
cross-connect, having 2n center stages (as described in the

} above-cited copending application S.N. 882,920, filed May
14, 1992 in the name of E. K. Bowden, entitled "Methods and
System for Immediately connecting and Reswitching Digital
Cross-connect Networks", assigned to Alcatel Network
Systems, Inc. and incorporated ‘herein by reference) is

) essentially zero where 70% or fewer of the available ports
are utilized and where 33% of the east/west port pairs are
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i'mt assigned within the same four-port logicé.l group (i.e.,
w the same first/third stage 20), even where 75% of the
wgilized ports are implemented with the facility protection
scribed herein. With 90% port utilization and 75% of the
ilized ports having facility protection implemented, the
plocking probability has been calculated to be less than
'0.004%. Accordingly, this embodiment of the invention will
Ep:ov:i.cle great flexibility of implementation, while only
adding an extremely small likelihood of blocking even for .

‘jarge and busy cross-connects.

on the receive.side of the bidirectional path in the
3 example of Figure 6a, the initially active route is the
 EAST route. East input port E; is implemented in
- 4 first/third stage 20,, and its transmission is routed
' v_ through center stage 22, and first/third stage 20, to head
§ output port Hy,. As before, head output poi't Hy, communicates
‘W the transmission to the local side of cross-connect 2.

R . In this example, the secondary inactive west input

§ port W, is implemented at first/third stage 20,, and thus in

2 different first/third stage 20 than that of east input

Port E,. West input port W; is connected via center stage

22; also to first/third stage 20,, but since west input port

° W; is the secondary port at this time, no connection is made
vithin the third matrix stage in first/third stage 20,.

As noted above, each of first/third stages 20 may
Support multiple ports, for example, four ports. In this
éxample, one of the spare ports in first/third stage 20,
Serves as protection output port P,. Protection port P, is
Not necessarily able to communicate traffic, but for
Purposes of this embodiment of the invention is able to be
Ronitored by IPU 16, in the manner to be described
i’ hereinbelow. .
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Also according to this embodiment of the invention,
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APU 12 includes a status register 42 for each of east and
. gyest input ports E;, W;. These status registers 42 contain
. certain information gathered by the appropriate IPUs 16 for
k the associated ports, including whether the most recent use
. of the port resulted in a hard error condition or if the
. port is available for successful receipt of a facility.

| As shown in Figure 7, the method according to this
embodiment of the invention includes multiple scanning and
" checking - operations to detect hard and soft error

- conditions in the received facility. In contrast to the
# tirst preferred embodiment of the invention, the monitoring
¥ ana switching function of this embodiment of the invention
§ is performed at the third stage at which head output port
H, is implemented, as this is the only first/third stage 20
within which it is guaranteed that traffic from both east
and west input ports E;, W; will meet.

L B

0 For the example of the single path in the condition
shown in Figure 6a, process 44 is performed by which IPU 16
associated with first/third stage 20, scans incoming traffic
at head cutput port H, for hard error conditions, namely the
AIS signal noted hereinabove (since any incoming IOF or 1OS

' 5 signal is converted to AIS prior to communication in the
matrix), and also any high-speed loss-of-frame condition
caused by the matrix itself. Decision 45 is then performed
to determine if a hard error condition has been detected;
if not, wait state 46 is entered and control remains there

0 until the desired scan period (e.g., 20 msec) elapses., at
which time the scan of process 44 is repeated at the head
output port H,.

If a hard error condition is detected in process 44
and decision 45, decision 47 is performed in which status
register 42 assigned to the inactive port for the path (in

REPLACED
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this example, the SW; register 42 for west input port W;) is
interrogated to determine whether the inactive port is in
an error state. If the status register 42 indicates an
1 error state for the inactive port, the facility protection
switch will be fruitless, and accordingly control passes
pack to the monitor condition (process 60). If the status
register 42 interrogated in decision 47 indicates that the
inactive port is not in an error condition, control passes
to process 50 to make the facility switch.

Process 50 effects the facility switch at the head
output port H, end of the path, which in this case is
performed by first/third stage 20,. As in the <first
embodiment of the invention, the switch is effected in this
example of cross-connect 2 by the -associated IPU 16
performing a write operation to the ASIC within which
first/third stage 20; is realized. After completion of the
head-end switch of process 50, the condition of the matrix
is in the state illustrated in Figure 6éb, with traffic from
vest input port W; routed via first/third stage 20, through
Center stage 22; to head output port H, via first/third
stage 20,. Traffic from the east input port E; is

§ disconnected from head output port H, at first/third stage
20,.

» After the head-end switch is effected by process 50
] responsive to the hard error condition, decision 57 passes
g control to decision 59 in which the signal at head output
#l bort H, is checked, in this example, to ensure that the
g facility now being received at west input port W; is valid.
g It not, process 62 is performed which reconnects head
Sutput port H, to the prior active input port E;, with
B control passing back to the monitored state. If the
facility received at the previously inactive port (e.q.,
West input port W;) is valid, decision 59 passes control to
Process 58 in which the event of the switch is reported to
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pPU 12, together with information identifying the path for
+hich the switch was made and alsc the reason for the
gacility protection switch. Included in the reporting of
process 58 is the updating of status register 42 for the
previously active port, indicating that the most recent use
of the port had an errored condition; in addition, the
status register for the newly active port is also updated
to indicate that it is in a good condition. Control then
passes back into the monitor state (process 60), for the
newly active port.

Referring still to Figure 7, the monitoring and
facility protection switch for the case of soft error rate
threshold crossings will now be described. As in the case

® of the first embodiment of the invention -described

hereinabove, the soft error rate monitoring is performed in
an interleaved fashion with the hard error scanning, but at
a reduced frequency. Accordingly, over a given period of
time, each path will be monitored for both hard error
) events and also for soft error rate excesses.

According to this embodiment of the invention, soft
error threshold crossings are monitored at the first stage;
_' -in this example, first/third stage 20, is monitored for
¥ coding violations received at east input port E;, and
first/third stage 20, is monitored for csding violations at
west input port W;. IPUs 16 associated with these ports
thus determine whether a soft error rate threshold is
crossed, on an ongoing basis. The soft error rate
thresholds checked are preferably similar to those
discussed above relative to the first embodiment of the
invention, namely errored seconds and severely errored
seconds due purely to coding wviolations (i.e., not
including seconds having LOF, 1OS or AIS conditions) over
varying periods of time; as in the first embodiment
described above, the particular thresholds may be
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administrated to those values desired for the grade of

“-service.

The monitoring of soft error threshold crossings at

k the receive end (first matrix stage) is used to

periodically update status registers 42 both for active and
also inactive ports. As will be noted below, this
information is used in the facility switching for error

| rate reasons.

In the event that a soft error threshold is crossed
for a facility, its.IPU 16 inserts a flag to this effect in
the overhead data for the facility, prior to transmitting
the facility along to its center stage 22. Process 48
checks head output port H, to determine if the overhead bits
in the facility it receives indicates that a soft error
rate threshold has been crossed from the active input port
(in this example, east input port E;). Decision 49 is then
rerformed based on the results of the check of process 48.
If no soft error threshold has been exceeded for the path,
control passes to wait state 52 for the remainder of the
check periocd (e.g., 400 msec). If a soft error threshold
has been exceeded, decision 53 is performed by which the
status register 42 of the inactive port is interrogated,
similarly as in decision 47 for hard errors. In additien,
decision 53 also interrogates the status register 42 to
determine if a soft error threshold has recently been
exceeded for the inactive port, to prevent switching to a
port which also has an active threshold crossing; if either
is the case, no switching is performed and control passes
back to the monitor state of process 60.

If the inactive port is acceptable (no hard errors and
no soft error threshold crosSings) , IPU 16 associated with
first/third stage 20, performs a head-end switch to connect
the inactive port to its protection output port P,, in

TR
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process 54. The result of this switch is illustrated in
figure 6c, showing that traffic from the east input port E;
§is still routed to head output port H,, while traffic from
the west input port W; is routed to the protection output
_ port Po. IPU 16 associated with first/third stage 20; then
3 examines the traffic at protection port P,, by checking the
#l overhead data received thereat to determine if a threshold .
§ crossing is now being reported by west input port W;. Of '-"“"':' -
g course, the presence of a hard error condition at this
facility will also be detected in process 54, such as the n
L0S, LOF, AIS conditions.

| In decision 55, the results of the monitoring of
J process 54 is determined. If the inactive port currently
coupled to protection output port P,  does not have an
' adequately clear signal, such as a hard error condition or
f a threshold crossing, no switching is effected, and control
% passes back to the monitor state (process 60).

If the inactive port currently connected to protection
3 cutput port P, is clear, control then passes to process 50
by which the third stage head-end switch is made,
{ connecting the previously inactive port to the head output
{ port Hy. In the example of Figures 6a through 6c, the head-
.; end switch is effected by IPU 16 causing first/third stage
20, to connect west input port W; to head output port H,.
The result of the head-end switch of process 50 due to

crossing of a soft error rate threshold is illustrated in
Figure 6b. Protection output port P, is also then freed
'- for use in connection with any other head output ports
Served by first/third stage 20,.

: Since the facility protection switch of process 50

Was, in this case, due to excessive soft error rate (and

] since decision 55 has already determined if a threshold .
Crossing from the new facility has occurred), decision 57 '
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passes control directly to process 58 to report the head-
end switch to APU 12, and to update the status register 42

32

W cor the Previously active port (indicating a soft error

threshold was exceeded) and for the newly active port
(indicating a good condition). Control then passes back to
the monitored state : Via process 60.

As discussed above, the facility protection switching
provided by this embodiment ~ of the invention is
unidirectional. Accordingly, in the event that a

¢ ._ bidirectional fault (such as a cut line) occurs, the other

__ - cross—-connect in the system will similarly respond, if it
4 contains the same facility protection capability. In

_ addition, it is of course contemplated that the monitoring
@ and facility protection provided in this embodiment of the

invention may be implemented for many of the ports serviced

by a particular cross-connect, especially those for which

- high grade of service is desired, such as for data
-communications.

As in the case of the first embodiment described
hereinabove » this embodiment of the invention also provides
the significant advantages of facility ‘protection with fast
Switching times in the event of a hard failure, such

. Switching times being on the order of 50 msec or less. In

addition, the protection afforded by this embodiment of the
invention is implemented not only for hard line failures,
but also for hard failures affecting only a single
facility, and also for excessive error rates exceeding a
9iven thresheld. 1In fiber optic networks, 1:1 1line
Protection may be eliminated and the utilization of fiber
OPtic lines for traffic improved. This facility protection
is provided in a unidirectional manner, and uses blind
Switching which does not require handshaking communication
Vith other .cross-connects in the system, and thus is
‘Telatively simple and extremely fast.
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In addition to the advantages provided by the first
embodiment of the invention, this embodiment of the
invention alsc allows for a high degree of flexibility in
the assignment of ports within a cross-connect, as the east
and west ports for a given path may each be physically
located anywhere within the cross-connect. Accordingly,
this embodiment of the invention is particularly well-
 suited for implementation into existing installations, as

& no rearrangement of port assignments is necessary.

While the invention has been described herein relative
to its preferred embodiments, it is of course contemplated
that modifications of, and alternatives +to, these
embodiments, such modifications and alternatives obtaining
the advantages and benefits of this invention, will be
apparent to those of ordinary skill in the art having
reference to this specification and its drawings. It is
contemplated that such modifications and alternatives are

vithin the scope of this invention as subsequently claimed
herein.
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bims in 92AD029 with reference numerals:

8 1. A method of facility protection by a cross-connect (2) in
ghelecommunications system, in which a facility is received by the
Jss-connect (2), at one of first and second input ports (E;, W)
: m first and second redundant network lines (EAST, WEST), and

punicated to a head output port (H,), comprising the steps of:
3 monitoring (24, 28, 44, 48) the received facility at said
st input port (E;) to detect an errored condition; and
responsive to detecting an errored condition, connecting
4, 50) the head output port (H,) to said second input port (W)
‘Mreceive said facility thereat.

2. The method of claim 1, wherein the monitoring step
prises: . :

' B detecting (28, 48) coding violations in the received
Jpility over a selected period of time, said errored condition

iuding the number of detected coding violations exceeding a
.-_3; it .

3. The method of claim 2, wherein said monitoring step
ther comprises:

i detecting (24, 44) a hard error signal in the received
ity. i ' *

; 4. The method of claim 1, wherein said cross-connect (2)
Rther comprises first and second output ports (E,. W,) coupled to
g first and second redundant network lines (EAST, WEST), and
gPled to receive digital signals from a head input port (H;):

8 further comprising:

_ broadcasting said digital signals received at the head
Ut port (H;) at both of said first and second output ports (E,,

onto the first and second network lines (EAST, WEST).

B 5. The method of claim 4, wherein said cross-connect (2) is
figured as a switching matrix of the Clos type;:
| and wherein said broadcasting step is performed from the third
9 (20,) of said switching matrix. :

f.6° The method of claim 1, wherein said cross-connect (2) is
lgured as a switching matrix of the Clos type;

, and wherein said broadcasting step is performed from the first
¢ (20,) of said switching matrix.
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8,irs in 92aD029 with numerals _ , ’Im
Hift of June 16, 1992 _
.- e 3 :

§ wherein said input/output processing unit (16, 18) comprises
tirst input/output processor (16,) coupled to a first stage (20,)
% said cross-connect matrix (20, 22) associated with said east and
Bst input ports (E;, W;), said first input/ocutput processor (16,)
iy connecting the facility received at an active one (E;) of said
@st and west input ports to a center stage (22,) of the cross-
mnect matrix, for monitoring the received facility to detect an
or condition, and for switching to connect the previocusly
jactive one (W;) of said east and west input ports to the center
age (22;) of the cross-connect matrix responsive to detecting the
or condition. : :

, 11. The system of claim 10, wherein said input/output
ocessing unit (16, 18) comprises:

: a second input/output preocessor (18,) coupled to the
ter stage (22;) of the cross-connect matrix to which the first
age (20,) is coupled by said first input/output processor (16,).

- 12. The system of claim 10, wherein said cross-connect matrix
of the Clos matrix type, having first (20), center '(22) and

Bird (20) stages;

4 wherein said input/output processing unit (16, 18) comprises:

2 plurality of input/output processors (16, 18); and

3 a plurality of first/third stage circuits (20), each

#iled to an associated one of said plurality of input/output

®Cessors (16);

4 wherein said east input port (E;) corresponds to a first one

¥ said first/third stage circuits (20,), controlled by a first of

#'d plurality of input/output processors (16,);

8 wherein said west input port (W;) corresponds to a second one

B Said first/third stage circuits (20,), controlled by a second of
iq Plurality of input/output processors (16,);

@ and wherein said first and second ones (20,, 20,) of said

St/third stage circuits are coupled to a third one of said

St/third stage circuits (20,) corresponding to said head output

't (H,), controlled by a third of said plurality of input/output

WCessors (16,). ' -

13. The system of claim 12, wherein said first of said
ut/output processors (16,) controls the monitoring of the
pelved facility at said first (20;) of said plurality of
'st/third stage circuits;
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3 and wherein said third of said plurality of said input/output
B cessors (20;) controls the switching to the previously inactive
, of said east and west ports (W;) at said third of said
—Sst/third stage circuits (20,).

g 14. The system of claim 13, wherein said third of said
Bst/third stage circuits (20;) further comprises a protection
yjput port (Pg); ‘ - .

¥ and wherein, responsive to detecting an error condition, said
ird of first/third stage circuits (20,) switches the previously
yctive one of said east and west ports (W;) to said protection
put port (P,) for monitoring.

15. A digital telecommunications system, comprising:
" first and second transmission lines (EAST, WEST):;
a first cross-connect (2), comprising:

a plurality of ports, including first and second
put ports (E;, W;) for receiving a first facility from said first
i second transmission lines (EAST, WEST), respectively, and
luding a head output port (HO,) for presenting the first
ility;

a central processing unit (12), coupled to a bus

2 a cross-connect matrix (20, 22), coupled to said
s (BUS) ;

an input/output processing unit (16, 18) coupled to
d bus (BUS) and to said first and second input ports (E;, Wy),
¢ connecting the facility received at one of said first and
ond input ports (E;) to said cross-connect matrix (20, 22), for
litoring the first facility to detect an error condition, and for
tching to connect the other of said first and second input ports
) to said cross-connect matrix (20, 22) responsive to detecting
* error condition.

_ 46. . A method of providing 1line protection for a
‘communications system including a fiber optic line (13) in such
iner as to eliminate the need for providing a redundant fiber
['c ling, comprising:
2 ?ig'srlding a redundant route (15) relative to said fiber optic
p e
~broadcasting a facility over the fiber optic line (13) and
" redundant _routg (15) to a cross-connect (2), saida cross-
ect (2) hgv:mg first and second ports (6E, 6W) coupled to said
: optic line (13) and said redundant route (15), respectively,
\ j.c':rt:osss--coru-xec:‘t: (2) having a head port (H,) for presenting the
rved facility, said head port (H,) coupled via a cross—-connect
ix (20, 22) to said first port (6E or E;):
X monitoring (24, 28, 44, 48) the received facility at said
port (E;) to detect an errored condition; and
responsive to detecting an errored condition  connecting

fst of June 16, 1992 | | l“ |“‘
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t S0) the head port (H,) to said second port (W.) t .
Uity thereat. port (W;) to receive satdTE

7S SHEET HAS BEEN
REPULACED




