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ENCRYPTION/DECRYPTION METHOD AND ENCRYPTION/DECRYPTION APPARATUS

. BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an encryption method and

encryption apparatus for encrypting a plain text, and a

decryption method and decryption apparatus for decrypting a
cipher text.

2. Description of the Related Art

It is convéntionally known that information is encrypted in
order to secure privacy for the information when communicating
and recording. Information is encrypted into meaningless
information and transferred or recorded in a recording medium.
When the encrfpted information is received, it is decrypted'to-
get the original informatibn.

There are two main encryption/decryption methods: a private
key cryptosystem and a public key cryptosystem. In the private
key cryptosystem, the same key is used for encryption and
decryption. The encryption side and the decryption side have the
same key in private. On'the other hand, the public key %
cryptogystem uses different keys at the encryption side and the
decryption side. The key used at the encryption side is open to
the public whereas the key used at the decryption side is kept in’

private.

Known as a private key'cryptosystem is the
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encryption/decryption algorithm specified in a Data Encryption
Standard (DES), whicﬁ is a standard encryption/decryption method
in the United States. In the DES system, the .
encryption/decryption algorithm is open to the public and the .
cipherihg strength is maintained just by a ciphering key. The
reason why the encryption/decryption algorithm is made public is
that it is expected that a vast amount of calculation is required
for decryption without the ciphering key even when the algorithm
is known and the calculation will need more than some hundred or
thousand years with the use of ﬁ high—speed calculation unit. |

Encryption is basically performed by a combination of
transposition, which changes the sequence of characters, and
substitution, which replaces a character with another character
according to a specified rule. An encryption/decryption
algorithm and a ciphering key indicate how the sequence of
characéers are changed and which character is replaced with which
character.

Various encryption/decryption systems superior in securitf
and speed have been developed in addition to the DES system. For
example, an encryption/decryption system (MULTI 2 system)
disclosed in the US Patent No. 4,982,429 and No. 5,103,479 and
the Japanese Unexamined Patent Pﬁblication No. 1-276189 is known.

" The International Standardization Organization (ISO) also

specifies an encryption system in 1ISO 9979/0009 and an
encryption-use mode in ISO/IEC 10116.
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In the MULTI 2 encryption system, an input data is 64 bits
long and an output data is also 64 bits long.- A 256-bit work key
used for encryption is generated by a 256-bit system key and a
64-bit data key. The number of encryption stages is a positive
integer.

Fig. 12 shows an outlined configuration of the encryption
algorithm in the MULTI 2 system. As shown in Fig. 12, a 256-bit
work key Kw is generated in the encryption algorithﬁ with the use
of a 64-bit data key Ks and a 256-bit system ke& J. This
operation is called a key schedule processing and is conducted by
an encryption-algorithm executing means C. The generated work
key Kw is supplied fo an encryption-algorithm executing means F
to encrypt an input 64-bit-blocked plain text. The same
encryption algorithm can be conducted by the encryption-algorithm
executing means C and the encryption-algorithm executing means F.

The basic encryption algorifhm of the MULTI 2 system has
been described above. The original plain text may be found by
calculating the distribution of frequencies characters or words
appear in statistical processing in advance and by computing é
matching condition of the frequency distribution and that 6f
character-string patterns in the obtained'ciphered text.

There is a mode of operation in which a cipher text is
generated by calculating logical exclusive OR between a 64-bit
encrypted block and a 64-bit data to be input next. This

encryption mode is called a cipher block chaining (CBC) mode.



The encryption-algorithm executing means F performs a CBC-mode
encryption/decrypfion algorithm.

In a communication system in which a data unit used for
communication is determined in ad&ance, such as a packet |
communicafion,‘when a block encryption system employing a block
having 64 bits is used and a data unit which cannot be divided by
the number of bits in one block is input, there appears a
fractional data having a less nuﬁber of bits than one block.

This fractional data is handled in an output feedback (OFB) mode.

A fractional data, if any,‘is supplied to an encryption-
algorithm executing means G and encrypted with the use of random
numbers generated by using the work key Kw in the OFB mode. With
lthis configuration, when ohe block has 64 bits, data having a
iess number of bits thah one block is encrypted and a cipher text
is obtained. The CBC mode and OFB mode are called encryption-use
modes.

Fig. 13 shows an outlined configuration of the decryption
algorithm in the MULTI 2 system. As shown in Fig. 13, a 2567bit
work key Kw is generated in an encryption algorithm with the use
of a 64-bit data key Ks and a 256-bit system key J. The work-key
generation is perforﬁed in a key schedule processing in which the
same encryption glgorithm as that used in the encryption side is
-used. The éncryption algorithm is conducted by aﬁ encryption-
algorithm executing means c. The generated work key Kvw is

supplied to a decryption-algorithm executing means f to decrypt



an input 64-bit cipher text.

In this decryption algorithm, transbosition and substitution
in the encryption algorithm performed in the encryption-algorithm
executing means F is conducted in the reverse order.

A cipher text encrypted in the OFB mode is supplied to an
encryption-algorithm executing means g and decrypted with the use
of random numbers generated-by using the work key Kw. With this
configuration, a 64-bit ope-block cipher text is decrypted and
the original 64~bit one-block plain text is obtained. The
decryption-algorithm executing means £ performs a CBC-mode
decryption  algorithm.

"Encryption-use modes will be described below by referring to
Figs. 14A and 14B. Fig. 14A shows an outlined configuration of
encryption and decryption in the CBC mode and Fig. 14B
illustrates an outlined configuration of encryption and
decryption in the OFB mode.

In the CBC mode, as shown in Fig. 14A, the i-th plain-text
block M(i) is input to a logical exclusive OR circuit 101 and is
~exclusive~ORed with the one-block-before cipher-text block C(i-1l)
which is delayed and fed back by a register (REG) 103. The
exclusive ORed data is encrypted by an encryption-algorithm
executing means'102 with the use of the work key generated

according'té the data key Ks. The encrypted i-th cipher block

C(1i) is expressed as follows:

Cc(i) = EKs(M(i). EOR. C(1i-1))



where EKs(m) indicates that m is encrypted with Ks and EOR
indicates 16gica1 exclusive OR operation. |

The cipher-text block C(i) is transmitted and received by
the receiving side. The received 6ipher-text_block C(i) is
decrypted by a decryption-algorithm executing means 111 with the
use of the work key generated éccording to the daté key Ks, and
is suppiied to a logical exclusive OR ciréuit 113, Ihe one-
block-before cipher-text block C(i-1) which is delayed by a
register (REG) 112 is input to the logical exclusive OR circuit
113 and logical exclusive OR between the two inputs is |
calculated. In this case, the same data key Ks is used both in
the transmitting side and receiving side. The i-th plain-text'
block M(i) is obtained from the logical exclusive OR circuit 113.
The i-th plain-text blodk M(i) is expressed as follows:
M(1i) = DKs(C(i). EOR. C(i-1))
where DKs(c) indicates that ¢ is decrypted with Ks.

In the OFB mode, the i-th plain-text block M(i) is input to
a logical exclusive OR circuit 105. The output of an encryption-
algorithm executing means 104, which is converted to random
numbers with the use of the work key generated according to thé
data key Ks, is also input to the logical exclusive OR circuit
105. The output of the encryption-algorithm executing means 104
is delayed one block by a register 103 and fed back to the
encryption-algorithm executing means 104. A cipher-text block

C(1i) encrypted with the use of random numbers is output from the



logical exclusive OR circuit 105.

The cipher-text block C(i) is transﬁitted and received by
the receiving side. The received cipher-text block C(i) is
supplied to a logical exclusive OR circuit 114. The output of an
encrypfion—algorithm executing means 115, which is converted to
random numbers with the use of the work key generated according
to the data key Ks, is also supplied. The output of the
encryption-algorithm executing means 115 is delayed one block by
a register (REG) 112 and fed back to the encryption-algorithm
executing means 115. In this case, the random numbers supplied
to the logical exclusi&e OR circuit 114 is the same as the random
numbers supplied to the logical exclusive OR circuit 105. The
decrypted i-th plain-text block M(i) is obtained from the logical
exclusive OR circuit 114.

Fig. 15 shows an outlined configuration of an
encryption/decryption system having the encryption-use modes
described above. In Fig. 15, the transmitting side is provided
with a scrambler 100 for encrypting data. Input data is
scrambled, ﬁamely encrypted, by the scrambler 100 and
transmitted. The scrambled transmission data is transferred via
a trénsfer path such as in a space and received by the receiving
side. The receiving side is provided with a descrambler 110.
The scrambléd.transmission data is descrambled, namely decrypted,
by the descrambler 110 to obtain the original data and is output.

The scrambler 100 has a CBC-mode encryption section
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indluding an encryptor 102 serving as an encryption-algorithm
executing meaﬁs for encrypting an input data (plain text), a
register 103, and a logical exclusive OR (EX-OR) circuit 101, and
an OFB-mode encryption section including an encryptor 104 serving
as an encryption-algorithm executing means and a logical
exclusive OR (EX-OR) circuit 105. The scrambler 100 is also
provided with an encryptor 106 for generating a work key from a
data key and a system key. The generatéd work key is sﬁpplied to
the encryptors 102 and 104.

Since the encryptors 102, 104, and 106 can use the same
encryption algorithm, one encryptor can be_substituted for three
encryptors. Since the operations of the CBC-mode and OFB-mode
encryption sections have already been described, the descriptions
" thereof are omitted. |

The descrambler 110 has a CBC-mode decryption section
including a decryptor 111 serving as a decryption-algorithm
executing means for decrypfing an input, received data (cipher
text), a register 112, and a logical exclusive OR'(EX-OR) circuit
113, and an OFB-mode decryption section including an encryptor
115 serving as an encryption-algorithm executing means. and a
logical exclusive OR (EX-OR) circuit 114. The descrambler 110 is
also provided with an encryptor 116 for generating a work key
from a data key and a system key. The generated work key is
supplied to the decryptor 111 and the encryptof 115.

Since the encryptors 115 and 116 can use the same encryption



algorithm, one encryptor can be substituted for two encryptors.
Since the operations of the CBCQmode and OFB-mode decryption
sections have already been described, the descriptions thereof
are omitted.

In the encryption/decryption system shown in Fig. 15, while
the encryption side just executes the encryption algorithm, the
decryption side has to execute-the decryption algorithm and the
encryption algorithm for generating the work key required for
decryption. In other words, the decryption side needs to be
provided with hardware sections for executing the decrﬁption
algorithm and encryption algorithm. Therefore, the decryption
side has to have a larger-scale hardware section than the
encryption side.

When the encryption/decryption system is used for a
btoadcasting system such as a satellite broadcasting system, the
cost of receiving facilities increases compared with transmissioh

facilities. Then, a broadcasting system is prevented from wide-

spreading.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the present invention to
provide an encryption/decryption system and encryption/decryption
apparatus in which a cipher text encrypted with a specified

encryption algorithm is decrypted by the receiving side having
simple configuration.
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The foregoing object is achieved in one aspect of the
preéent invention through the provision of an encryption method
including a work-key generation step for generating-a work key by
executing a decryption algorithm and an encryption step for
generating a cipher text by encrypting a plain text according to
the specified encryption algorithm with the use of the work key
generated in the work-key generation step.

The foregoing object is achieved in another aspect of the
present invention through the provision of a decryption method
including a wdrk-key generation step for.generatiﬂg the work key
used for encryption by executing a decryption algorithm and a
decryption step for obtaining the original plain text by
-decrypting a cipher text according to the decryption algorithm
with the use of the work key generated in the ﬁork-key generation
step.

The foregoing object is achieved in yet another aspect of
the present invention through the provision of an
encryption/decryption method including an encryption work-key
generation step for generating a work key by executing a
decryption algdrithm, the step being implementéd in the
encryption side; an encryption step for generating a cipher text
by encrypting a plain text according to the specified encryption
algorithm with the use of the work key generated in the work-key
generation step, the step being implemented in the encryption

side; a decryption work-key generation step for generating the
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work key used for encryption by executing the decryption
algorithm, the step being implemented‘in the decryption side; and
a decryption step for obtaining the plain text by decryptiﬁg the
cipher text according to the decryption algorithm with the use of
the work key generated in the work-~key generation step, the step
being implemented in the decryption side. .

The foregoing object is achieved in still another aspect of
the present invention thrgugh the provision of an encryption
apparatus including key schedule means for generating a work key
by executing a decryption algorithm with the use of key
information and encrypfion means for Qenerating a cipher text by
encrypting a plain text according to the specified encryption
algorithm with the use of the work key generated by said key-
schedule means.

The foregoing object is achieved in a further aspect of the
present invention through the provision of a decryption apparatus
including key schedule means for generating the work key used for
encryption by execufing a deéryption algorithm and decryption
means for obtaining the originai plain text by decrypting a
cipher text according to the decryption algo:ithm with the use of
the work key generated by the key schedule means.

The foregoing object is achieved in a yet further aspect of
the present invention through the provision of an .
encryption/decryption apparatus including the encryétion side

provided with encryption key-schedule means for generating a work
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key by executing a decryption algorithm, and encryption means for
generating-a cipher text by encrypting a plain texf according to
the specified encryption algorithm with the use of the work key
generated by the encryption key-schedule means; and the
decryption side provided with decryption key-schedule means for
generating the work key used by the encryption means, by
executing the decryption algorithm, and decryption means for
obtaining the plain text by decrypting the cipher text according
to the decryption algorithm with the use of the work key
generated by the decryption key-schedule meané.

According to an encryption method and a decryption method of
the present invention, the work key required for decryption can
be generated by executing the decryption algorithm. Therefore,
means for executing the.decryption algorithm which generates the
work key and means for executing the decryption algor;thm which
decrypts a cipher text can be implemented by one unit, and the
configuration of the decryption side can be simplified.

' In addition, when a plain text is encrypted with the use of
random numbers generated by executing a decryption algorithm in
the OFB mode, since fhe text encrypted in the OFB mode can be
decrypted with the use of random numbers generated by executing
the decryption algorithm, the unit described above can also serve
as means for executing the decryption algorithm for generatiﬁé
random numbers in the OFB mode. Thérefore, the configuration of

the decryption side can be further simplified.
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When the present invention is applied to a broadcasting
system, the cost of the system can be reduced by simplifying the
configuration of receiving facilities. Wide spread of the

broadcasting system is promoted.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing an encryption apparatus
and a decryption apparatus using an encryption method and a

decryption method according to an embodiment of the present

invention.

Fig. 2 is a block diagram showing an encryption algorithm
used in an encryption method of the present invention.

Fig. 3 is a block diagram showing a decryption algorithm
used in a decryption method of the present invention.

Fig. 4 is a block diagram showing a scrambler to which an
encryption method of the present invention is applied.

Fig. 5 is a block diagram showin§ a descrambler to which a
decryption method of the present invention is applied.

Fig. 6 is a block diagram showing an encryption algorithm
used in an encryption method and an encryption apparatus of the

present invention.

Fig. 7 is a block diagram showing a decryption algorithm
used in a decryption method and a decryption apparatus of the

present invention.

Fig. 8 shows details of basic functions used in the
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encryption algorithm shown in Fig. 6.

Fig. 9 is a bloék diagram showing details of a configuration
used for calculating function n2 among the basic functions shown
in Fig. 8.

Fig. 10 is a block diagram showing a key-schedule processing
algorithm of the present invention.

Fig. 11A shows an encryptor core and Fig. 11B illustrates a
decryptor core. )

Fig. 12 shows a conventional encryptioﬁ algorithm.

Fig. 13 shows a conventional decryption algorithm.

Fig. 14A shows a configuration uséd in an encryption-use
mode, CBC mode, and Fig. 14B illustrates a configuration used in
an encryption-use mode, OFB mode. .

Fig. 15 shows a configuration of a conventional

encryption/decryption system.

DESCRIPTION OF THE PREFERRED EMBODIMENT

Fig. 1 is a block diagram showing an outlined configuration
of an encryption/decryption apparatus which uses an
encryption/decryption method including encryption-use modes,
according to an embodiment of the present invention. The
encryption method of the present invention is implemented in the
transmitting siée and the decryption method of the present
invention is implemented in the receiving side.

In Fig. 1, the transmitting side is provided with a
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scrambler 1. Input data is scrambled, namely encrypted, by the
scrambler 1 and transmitted. Thé scrambled transmission data is
transferred via a transfer path such as in a space and received
by the réceiving sidé. The receiving side is provided with a
descrambler 2. The scrambled transmission data is descrambled,'
namely decrypted, by the descrambler 2 to obtain the original
data.

The format of transmission data (receiving data) is, for
example, a transport stream (TS) specified in ISO/IEC 13818. The
transport stream has a 188-byte packet.configuration, each packet
usually including a four-byte header followed by a 184-byte
payload. A dummy period for adding a 16-byte parity is attached
to a packet in order to correct a transfer error. This type of a
packet appears repeatedly to form a transport stream.

The header of a transport stream includes packet attribute
information such as packet identification (PID) information
indicating the packet contents, video data, audio data, or other
data string, and transport scrambling control (TSC) information
indicating whether data is encrypted or not. When it is
determined from the result of checking the header of a packet
that the received data is not encrypted, the transport stream is
output as is from the descrambler 2 after it passes tlirough a
delay section. The delay time specified by the delay section is
equal to the time required for descrambling in the descrambler 2.

The scrambler 1 has a CBC-mode encryption section including
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an encryptor 12 serving as an encryption-algorlthm executing
means for encrypting an input plain text, a register (reg) 13 for
delaying one block the output of the encryptor 12, and a logical
exclusive OR (EX-OR) circuit 11, and an OFB-mode encryption
section including a decryptor 14 serving as a decryption-
. algorithm executing means and a logical exclusive OR (EX-OR)
. circuit 15. The scrambler 1 is also provided with.a decryptor 16
serving as a decryption-a;gorithm executing means for generating
a work key from a data key and a system key. The generated work
key is supplied to the encryptor 12 and the decryptor 14.

The operation of the scrambler 1 will be described below.“
In the CBC mode, both a switching means 30 and a switching means
31 are switchéd to terminals "a", and input block data (plain
text) is applied to the logical exclusive OR (EX-OR) circuit 11.
It is exclusive-ORed with the output of the register 13 for
delaying one block the output of the encryptor 12. The
calculated output of EX-OR 11 is input to the encryptor 12
serving as an encryption-algorithm executing means. The
encryptor 12 encrypts a plain text by executing the encryption
algorithm with the use of a work key. The encrypted text is
transmitted through the switching means 31.

Input data which has been made fractional when blocked is
encrypted in the OFB mode. Both switching means 30 and 31lare
switched to terminals "b" in the OFB mode, and input block data

(plain text) is applied to the logical exclusive OR (EX-OR)
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circuit 15. It is exclusive-ORed with the‘random-number output
of the decryptor 14 and encrypted. In this case, the decryptor
14 executes the decryption algorithm with the use of a work key
and outputs random numbers. The encrypted text is transferred
through the switching means 31.

The work key supplied to the encryptor 12 and the decryptor
14 is génerated before encryption by executing the decryption
algorithm in the decryptor 16 with the use of a data key and a
system key. ' _

' since the decryptors 14 and 16 are not used at the same time
in encryption and they can use the same decryption algorithm, one
encryptor can serve as both decryptors 14 and 16.

The descrambler 2 provided for the receiving side has a CBC-:
mode decryption section including a decryptor 21 serving as a
decryption-algorithm executing means for decrypting input,
received data (cipher.text), a fegister 22 for delaying one block
the input, received data, and a logical exclusive OR (EX-OR)
circuit 23, and an OFB-mode decryption section including a
decryptor 25 serving as a decryption-algorithm executing means
and a logical exclusive OR (EX~OR) circuit 24. The descrambler 2
is also provided with a decrthor 26 for generating a work key
from a data key and a system key. The generated work key is sent |
to the decryptor 21 ;nd the decryptor 25.

The opefation of the descrambler 2 will be described below.

When the received data has been encrypted in the CBC mode, both a
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switching means 32 and a switching means 33 are switched to
terminals "a", and input block data (cipher text) is apblied to
the decryptor 21. The same work key as that used for encryption,
which is generated by the decryptor 26, is supplied to the
decryptor 21. A cipher text is decrypted by executing the
decryption algorithm with the use of this work key. The '
decrypted block data is input to the logical exclusive OR (EX-OR)
circuit 23. It is exclus;ve-ORed with the received cipher text
which is delayed one block by the register (reg) 22. The
calculated result is decrypted to obtain the original plain text
and the text is output through the switching means 33.

When a cipher text which has been made fractional and
encrypted in the OFB mode is decrypted in the OFB mode, both
switching means 32 and 33 are switched to terminals "b" and the
received block data (cipher text) is input to the logical
exclusive OR (EX-OR) circuit 24. It is exclusive~ORed with the
random-number output of the decryptor 25 and decrypted. In this
case, the decryptor 25 executes the decryption algorithm with the
use of the work key generated by the decryptor 26 and outputs the
same random numbers as in the transmitting side. The decrypted
plain text is transferred through the switching means 33.

The work key suppiied to the decryptor 21 and the decryptor
25 is generated before decrfption by executing the decryption
algorithm in theldecryptor 26 with the use of the same data key

and the same system key as in the transmitting side.
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It is required that the decryptor 14 and the decryptor 25
use the same decryption algofithm, and the decryptor 16 and the
decryptor 26 use the same decryption algorithm in the scrambler 1
and the descrambler 2. when one decryptor serves as the
decryptor 14 and the decryptor 16 in the scrambler 1, the
decryptor 25 and the decryptor 26 use the same decryption
algorithm.

In the scrambler 1, the decryption algorithm used in the
decryptor 14 can be equal to a decryption algorithm for
decrypting the encryption algorithm used in the encryptor 12.
When the decryption algorithm is set as described above, the
decryptor 21 and the decryptor 25 can use the same decryption
glgorithm in the descrambler 2. This means that the decryptors
21, 25, and 26 can use the same algorithm in the descrambler 2.

Since the decryptors 21, 25, and 26 are not uséd at the same
time in decryption, one decryptor can serve as the decryptors 21,
25, and 26. The present invention features a common use of a
decryptor as described above and substantially simplifies the
configuration of the descramblér 2, that is, the configuration of
a decryption means.

An encryption algorithm used in an encryption method of the
present inventioq will be described below by referring to Fig. 2.

In the encryption algorithm of the present invention shown

in Fig. 2, input data is grouped to have 64 bits and output data
is also grouped to have 64 bits. A 256-bit work key for
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encryption is generated from a 256-bit system key and a 64-bit
déta key. The number of encrypfion stages is a positive integer.

A 256-bit work key Kw is generated by executing a decryption
algorithm with the use of a 64-bit data key Ks and a 256-bit
system key J. This operation is called a key schedule processing
and performed by a decryption-algorithm executing means E3. The
'generated work key Kw is supplied to an encryption-algorithm
executing means E6 to encrypt an input 64-bit plain text. The
decryption algorithm executed in the decryption-algorithm
executing means E3 needs to be able to decrypt the encryption
algorithm executed by the encryption-algorithm executing means
E6.

The original plain text may be found by calculating the
distribution of frequenéies characters or words appear in
- statistical processing in advance and by computing a matching
condition of the frequency distribution and that of character-
string patterns in the obtained cipher text encrypted as
described above. Therefore, the CBC mode is employed, in which a
cipher text is generated by calcu;ating logical exclusiée OR.
between a 64-bit encrypted'block and a 64-bit plain text data to
be input next. The encryption-algorithm executing means E6
performs such a CBC-mode encryption algorithm.

In a system in which a data unit is determined in advance,
when 64 bits, for example, are encrypted as one block and a data

unit which cannot be divided by the number of bits in one block
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is input, there appears‘a fractional data having a less number of
bits than one block. This fractional data is handled in the OFB
mode.

A fractional data, if any, is supplied to a decryption-
algorithm executing means E7, and encrypted with the use of
random numbers generatéd by using the 256-bit work key Kw in the
OFB mode. With this configuration, when 64 bits are encrypted as
one block, data having a ;ess number of bits than one block is
encrypted and a cipher text is obtained. The CBC mode and OFB
mode are called encryption use modes,

As described above, the decryption algorithm used in the
decryption-algorithm executing means E3 which generatés the work
key Kw is the same as the decryption algorithm used in the
- decryption-algorithm executing means E7 serving as an OFB-mode
encryption means. One decryption-algorithm executing means
actually does these two operations.

Fig. 4 shows a configuration of a scrambler 1 in which one
decryption-algorithm executing means does the two operations. In
Fig. 4, a decryptor 14 (16) serves as the decryptors 14 and 16
shown in Fig. 1, and EX-OR 11 (15j acts as two EX-ORs shown in
Fig. 1.

In Fig. 4, a 64-bit data key is written in advance into a
data-key register 17 and a 256-bit system key for each system is
written into a system-key register 18 prior to encryption

processing. To increase cipher strength, the data key is updated



- 22 -

every several seconds or every several tens of seconds.

In this condition, switching means 42 and 43 are both.
switched to terminals "a." The 64-bit data key stored in the
data-key register 17 and the 256-bit system key stored in the
system-key register 18 are supplied to the decryptor 14 (16). A
256-bit work key is generated by executing the decryption
algorithm in the decryptor 14 (16). The work key is written into
a work-key register 19.

When the work key is generated, switching means 41 and 44
are both switched to terminals "b." Blocked 64-bit input data is
input to EX-OR 11 (15), and exclusive-ORed with cipher data
delayed one block by a register 13. The calculation result is
input to the encryptor 12 and encrypted by executing the
encryption algorithm wifh the use of the work key read from the
work-key register 19. The cipher text output from the encryptor
12 is a CBC-mode cipher text and output through the switching
means 44. When initialization is performed at power on, the
register 13 is set to an initial value.

When fractional data is input, the sw;tching means 42 and 43
"are both switched to terminals "c¢" and the switching means 41 and
44 are both also switched to terminals "c." The encrypted data
delayed by the register 13 is input to the decryptor 14 (16)
through the switching means 42, and converted to random numberé
by executing the decryption algorithm with the use of the work

key which is supplied to the decryptor 14 (16) from the work-key
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register 19. The random numbers generated by the decryptor 14
(16) are input to EX-OR li (15) through the switching means 41
and exclusive ORed with the fractional input data for encryption.
The cipher text encrypted in this way in the OFB mode is output
through the switching meads 44.

A decryption algorithm used in a decryption method of the
present invention will be described below by referring to Fig. 3.
- As shown in Fig. 3; a 2567bit work key Kw is generated by
executing a decryptidn algorithm with the use of a 64-bit data
key Ks and a 256-bit system key .J. The work key is generated in
the key schedule processing which uses the same decryption
algorithm as in the encryption side. A decryption-algorithm
executing means D3 performs the decryption algorifhm. The
generated work key Kw is supplied to a decryption-algorithm
executing means D6 to decrypt an input, CBC-mode, 64-bit-~blocked,
cipher tegt.

In the decryption algorithm, transposition and substitution
specified in the encryption algorithm executed in the encryption-
algorithm executing means E6 shown in Fig. 2 are perforﬁéd in.the
reverse order. _

A cipher text encrypted in the OFB mode is supplied to a
decryption-algorithm executing means Dﬁ and decrypted with the
use of random numbers generated by using the work key kw. The
decryption-algorithm executing means D7 performs the same

decryption algorithm as that used in the decryption-algorithm
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executing means E7 shown in Fig. 2.

| As described above, the decryption algorithm used in the _
decryption-algorithm executing means D3 which generates the work
key Kw 'is the same as the decryption algorithm used in the
decryption-algorithm executing means D7 serving as an OFB-mode
encryption means, and it-is alto the same as tﬁe decryption
algorithm used in the decryption-algorithm executing means D6
which decrypts a cipher text. In decryption, one decryption-
algorithm executing means does these three kinds of operations.

Fig. 5 shows a configuration of a descrambler 2 in which one
decryption-algprithm exeduting means does the three kinds of
operatiqns. In Fig. 5, a decryptor 21 (25, 26) serves as the
decryptors 21, 25, and 26.shown in Fig. 1, and EX-OR 23 (24) acts
as two EX-ORs shdwn in fig. 1. _

In Fig. 5, a 64-bit data key is written in advance into a
data-key register 27 and a 256-bit system key is written in
advance into a system-key register 28. . .

| In this condition, switching means 50 and 51 are both
switched to terminals "a." The 64-bit data key stored in the
data-key register 27 and the 256-bit system key stored in the
system-key register 28 are supplied to the decryptor 21 (25, 26).
A 256-bit work key is generated by executing the decryption
algorithm in tﬁé decryptor 21 (25, 26). The work key is written

into a work-key register 29.

When thé work key is generated and stored in the work-key
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register 29, the switching means 50 and 51 and a switching means
52 are all switched to terminals "b" in the CBC mode. Received,
64-bit-blocked cipher data is input to the decryptor 21 (25, 26)
through the switching means 50, and decrypted by executing the
decryption algorithm iﬁ the decryptor 21 (25, 26) with the use of
the work key read from the work-key register 29. The decrypted
data is input to EX-OR 23 (24), and exclusive ORed with the
received data delayed one block by a register 22 and input to EX-
OR 23 (24) through the switching means §2. The cipher text
encrypted in the OFB mode is decrypted to regeﬁefate the original
plain text.

When encrypted, fractional data is input, the switching
means 50 and 52 are both switched to terminals “c." The received
data delayed one block by the register 22 is input to the |
decryptor 21 (25, 26) through the switching means 50, and
converted to random numbers by executing the decryption algorithm
with the.use of the work key which is supplied to the decryptor
21 (25, 26) from the work-key register 29. The random numbers
generated by the decryptor 21 (25, 26) are input to EX-OR 23 (24)

and exclusive ORed with the encrypted, fractional, received data

input through the switching means 52. The cipher text encrypted

in the OFB mode is decrypted to regenerate the plain text.
As described above, since one decryptor for executing the

decryption algorithm serves as three decryptors in the

descrambler 2, which is a decryption apparatus implementing a
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decryption method of the present invention, its configuration can
be substantially simplified.

Details of the encryption algorithm executed by the
encryptor and the decryption algorithm executed by the decryptors
will be described below by referring to Figs. 6 and 11.

Fig. 6 illustrates the encryption algorithm. Input dafa
having 64 bits ié divided fo the higher 32-bit data and the lower
32-bit data, and input to the fi:st eight encryption stages
including four calculation staggs'ﬁo and four calculation stages
61. Different functions are used in the four calculation stages
60 and 61.

At the first stage of the four calculation sfages 60,
function.ul is applied to the input higher 32-bit data and the
input lower 32-bit data. Next at the second stage, function n2
is applied to the outputs of the first stages. In this case, a
32-bit work key Kl is input to the second stage and the second-
stage calculation is performed with this work key Kil.

At the third stage, function =3 is applied to the outputs of
the second stage. Two 32-bit work keys K2 and K3 are input to
fhe third stage. The third-stage calculation is performed with
the work keys K2 and K3. Next at the fourth stage, function n4
is applied to the outputs of the third stage. A 32-bit work key
K4 is input to thé fourth stage and the fourth-stage calculation
is performed with the work key K4.

At the first stage of the next four calculation stages 61,
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function nl is applied to the outputs of the calculation stages
60. Then, at the secohd stage, function n2 is applied to the
outputs of the first stage. A 32-b;t work key K5 is input to the
second stage and the second-stage calculation is performed with
the work key K5.

At the third stage, function n3 is applied to the outputs of
the second stage. Two 32-bit work keys K6 and K7 are input to
the third stage. The third-stage calculation is performed with
the work keys K6 and K7. Next at the foufth'stage, function n4
is applied to the outputs of the third stage. A 32-bit-wo£k key
K8 is input to the fourth stage and the fourth-stage calculation
is performed with the work key K8.

As described above, the 256-bit work key is divided into
eight 32-bit keys K1 to K8, and supplied to the calculation
stages. The 64-bit data including the encrypted higher 32-bit
data and'the encrypted lower 32-bit data is input to the next
eight encryption stages 62. In this eight encryption stages, the
same calculations as those performed in the above-described eight
encryption stages are performed and a 64-bit further-randomized
output dafa having the higher 32 bits and lower 32 bits is
obtained.

As shown in the figure, the operation in eight encryption

stages can be repeated the desired times,'not limited to twice.
The more times the operation is repeated, the further the output

data is randomized and the higher encryption strength the output
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data has.

Each function performed at each stage in calculation stages
specifies substitution, in which a character is replaced with
another one according to a certain rule, and transposition, in
which the order of characters is changed.

Fig. 7 shows the decryption algorithm, in which the
calculations specified in the above-described encryption
algorithm are performed ip the reverse order from the output
side. 1In other words, at the first stage of the first four .
calculation stages 63 in an eight encryption stages, function n4
is applied with the use of the 32-bit work key K8 to a 64-bit
encrypted input data divided into higher 32-bit data and lower
32-bit déta. Next, at the second stage, function n3 is applied
to the output data of the first stage, with the use of the work
keys K7 and K6. Then, at fhe third stage, function nr2 is applied
to the output data of the second stage, with the use of the work
key K5. Function nl is applied to the output data of the third
stage in the fourth stage.

Such four calculations are performed in the same way with
the use of the work keys K4 to K1 in the next four calculation
stages 64.

The same operations are performed in eight encryption stages
65 which are cascade-connected to the above-described eight
encryption stages. The decrypted 64-bit output data having the
higher 32 bits and the lower 32 bits is obtained. The number of
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times the operation in eight encryption stages is repeated is set
equal to the number of times the operation is repeated in the
encryption algorithm. “

Details of a calculation performed in a calculation stage
will be described below by referring to Fig. 8 with the
calculation stages 60 in the encryption algorithm being taken as
an example.

In the first calculation stage with functién nl, the
divided-to-32-bit, higher, input data is output as is without
calculation whereas the lower data is exclusive ORed with the
higher data for each bit and output as the lower data.

Next in the second calculation stage with function n2, the
work key Kl is added to the lower 32-bit data "x" with a modulo
of 2*2 to generate x + Kl1. The result x + K1, which is
representéd by "y" hereinafter, is cyclic left shifted by one bit
and y - 1 calculated with a modulo of 23 is added to the result

to get "z." "z" is cyclic left shifted by four bits and

exclusive ORed with "z" for eéch bit. The calculation result is

exclusive ORed with the higher 32-bit data and output as the
higher output data. The lower 32~bit data is output as is
without any calculation.

In the third calculation stagé with function n3, the work
key K2 is added to the higher 32-bit data "x" with a modulo of
2%%2 to generate x + K2. The result x + K2, whiéh is represented

by "y" hereinafter, is cyclic left shifted by two bits and v + 1
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calculated with a modulo of 2% is added to thé result to get
"z." wzw ig cyclic left shifted by eight bits and exclusive ORed
with "z" for each bit to obtain the result "a."

The work key K3 is added to "a" with a modulo of 23 to
generate a + K3. The result a + K3, which is represented by "b"
hereinafter, is cyclic left shifted by one bit and -b is added to
the result with a modulo of 2% to get "c." "c" is cyclic left
shifted by 16 bits and exclusive ORed with the logical OR of "a"
and "x" for each bit. The calculation result is exclusive ORed
with the lower 32-bit data for each bit and output as the lower
32-bit data. The higher 32-bit data is output as is without any
calculation.

In the fourth calculation stage with function n4,.the work
key K4 is added to the lower 32-bit data "x" with a modulo of 232
to genefate X + K4. The result x + K4, which is represented by
"y"'hereinafter, is cyclic left shifted by two bits and y + 1
calculated with-a modulo of 23 is added to the result. The
calculation result is exclusive ORed with the higher 32-bit data
and output as the higher 32-bit data. The lower.32-bit data is
output as is without any calculation.

In the above dalculations, substitution, in which a
character is replaced with another one, is performed by adding
the work kéys Kl to K4 to the data, and transposition, in which
the order of characters is changed, is conducted by dyclic

shifting the data. A plain text is randomized and encrypted by
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executing such a substitution and transposition algorithm.

In decryption,'the substitution and transposition algorithm'
reverse to that for encryption is performed and the original
plain text is pbtained. _

The above-described operation will be further described
below in detail by referring to Fig. 9 with function n2 being
taken as an example. |

In Fig. 9, the input, lower 32-bit data "x" and the'32-bit
- work key K1 are added in a first 32-bit édder 80 and the addition
data "y" is output. The addition data "y" is cyclic left shifted
by one bit in a first cyclic left shifter 81 and is also added to
the output of the first cyclic-left shifter 81 in a second 32-bit

adder 82. In a third 32-bit adder 84, -1 is added to the

addition result to obtain the data "z." The data "z" is cyclic'

left shifted by four bits in a second cyclic left shifter 85 and
is also input to a logical exclusive OR circuit 86. The 6utput
data of the second cyclic left shifter 85, the data "z", and the
higher 32-bit data are input to the logical exclusive OR circuit
86 and are e#clusive ORed for each bit.

The.calculation result of the logical exclusive OR circuit
86 is input to the next stage as the higher 32-bit data. The
lower 32-bit data is input to the next stage as is without any
calculation.

Fig. 10 shows an algorithm of the key-schedule processing

for generating a 256-bit work key from a 64-bit data key and a
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256~bit system key.

- As shown in Fig. 10, two sets of four calculation stages 66
and 67, and one calculation stage 68 are cascade-connected in the
key~-schedule processing algorithm.

In other words, at the first stage of the first four
calculation stages 66, function nd is applied to a 64-bit data
key divided into the higher 32 bits and lower 32 bits, with the
use of a 32-bit system key 34, Next, at the second stage,
function n3 is applied to the output data of the first stage,
with the use of system keys J3 and J2, and the higher 32-bit data
is output as a work key Ki. Then, at the third stage, function
n2 is applied to the output data of the second stage, with the
use of a system key Jl, and the lower 32-bit data is output as a
work key K2. Function nl is applied to the output data of the
third stage in the fourth stage, and the higher 32-bit data is
output as a work key K3.

At the first stage of the next four calculation stages 67,
function w4 is applied to the output data of the calculation
stages 66, with the use of a 32-bit system key J8, and the lower
32-bit data is output as a work_key K4. Next, at the second
stage, function n3 is applied to the output data of the first
stage, with the use of system kéyé J7 and J6, and the higher 32-
bit data is output as a work key K5. Then, at the third stage,
function n2 is applied to the output data of fhe second sfage,

with the use of a system key J5, and the lower 32-bit data is
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output as a work key K6. Function nl is applied to the output
data of the third stage in the fourth étage, and the higher 32-
bit data is output as a work key K7.

| In the following calculation stage 68, function n4 is
applied to the output data of the calculation stages 67, with the
use of a 32-bit sjstem key J4, and the lower 32-bit data is
output as a work key K8.

An encryptor executiqg the above-described encryption
algorithm executes repeatedly the basic part of the encryption
algorithm as shown in Fig; 6. When the four calculation stages
shown in Fig. 6 are regarded as an encryptor core, the encryption
algorithm for the encryptor can be'implemented by using the
encryptor core repeatedly as shown in Fig. 11A. Work keys Ksl to
Ks4 are input to the encryptor core first, and work keys KsS to'
Ks8 are supplied in the second time. |

An decryptor executing the above-described decryption

algorithm executes repeatedly the basic part of the decryption

algorithm as shown in Fig. 7. When the four calculation stages

shown in Fig. 7 are regarded as an decryptor core, the decryption
algorithm for the decryptor can be implemented by using fhe
decryptor core four times as shown in Fig. 11B. Work keyé Ks8 to
Ksb are input to the décryptor core first, and work keys Ks4 to
Ksl are supplied in the secénd time.

By repeating the operation of the decryptor core two and

one-fourth times, the key-schedule processing algorithm shown in
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Fig. 10 can be implemented. In this case, system keys are input
instead of work keys, and data keys are also suppiied.

| As described above, the encryption algorithm is executed
only with the encryptor core, and the decryption algorithm and
the key-schedule processing algorithm are executed just with the
decryptor core. Therefore, the hardware scale can be reduced.
It is highly advantageous especially in the descrambler.

When a descrambler tq which the present invention is applied
is used in a receiver in a broadcasting system, since the cost of
the receiver can be reduced, wide spread of the broadcasting
system, which requires each user to have the receiver including
the descrambler, is promoted.

In the above description, a 64-bit blocked plain text is
encrypted with the use o6f a 64-bit data key and 256-~bit syétem
keys to generate a 64-bit blocked cipher text, and a 64-bit
blocked cipher text is decrypted with the use of a 64-bit data
key and 256-bit system keYs to regenerate the original plain
text. The present invention is not limited to texts and keys
having these bits, and can be applied-to text and keys having any
number of bits.

Furthermore, the present invention is not limited to the
'eﬁcryption/decryption'method repeating transposition and
substitution as described above, and can be applied.to other

encryption/decryption methods.

The present invention can be applied to cable TV systens,
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satellite communication systems, and.other network systems. By
allowing the user to obtain system keys and data keys by
transferring them in communication data or by means of prepaid
cards or telephones, these systems can be configured such that
only users who have paid the fee can decrypt transferred

information.
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WHAT IS CLAIMED IS:

1. An encryption method comprising:

a work-key generation step for generating a work key by
executing a decryption algorithm; and ‘

an encryption step for Qenerating a cipher text by
encrypting a plain text according to tbe specified encryption

algorithm'with the use of the work key generated in said work-key

generation step.

2. A decryption method comprising:

a work-key generation step for generating the work key used
for encryption by executing a decryption algorithm; and

a decryption step'for'obtaining the original plain text by
decrypting.a cipher text according to said decryption algorithm

with the use of the work key generated in said work-key

generation step.

3. An encryption/decryption method comprising:

an encryptioh work-keylgeneratioh steb for geherating a work
'key by executing a decryption algorithm, the step being
implemented in the encryptién side;

an encryption step for generating a cipher text by
encrypting a plain text according to the specified encryption

algorithm with the use of the work key generated in said work-key

AU
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- generation step, the step being implemented in the encryption
side;

a decryption work¥key generation step for generating the
work key used for encryption by executing said decryption
algorithm, the step being implemented in the decryption side; and

a decryption step.fof obtaining said plain text by
decrypting said cipher.tgxt according to said decryption
algorithm with the use of the work key generated in said work-key

generation step, the step being implemented in the decryption
side.

4. An encryption apparatus comprising:

key schedule means for generating a work key by executing a
decryption algorithm with the use of key information; and

encryption means for génerating a cipher text by encrypting
a plain text according to the specified encryption algorithm with

the use of the work key generated by said key-schedule means.

5. A decryption apparatus comprising:
key schedule means for generating the work keéy used for
encryption by executing a2 decryption algorithm; and
decryption meaqs‘for obtaining the original blain text by
decrypting a cipher text according to said decryption algorithm

with the use of the work key generated by said key schedule

means.

_—

RO
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6. An encryption/decryption appératué comprising:
the encryption side provided with
encryption key-schedule means for generafing a work key
by executing a decryption algorithm, and
encryption means for generating a cipher text by
encrypting a plain text according to the specified encryption
algorithm with the use of the work key generated by said
encryption key-schedule means; and
the decrypfion side provided with
decryption key-schedule means for generating the work
key used by said encryption means, by executing said decryption
algorithm, and |
decryption means for obtaining said plain text by
~decrypting said cipher text according to said decryption

algorithm with the use of the work key generated by said

A

decryption key-schedule means.



