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security nodul e, generally renova
theaveathér forecast, general-interest telewsuon a sporting event etc. These
contents can be broadcasted on the units of certain users such as a Pay-TV
decoder, a computer or even a mobile phone, a palmtop, a PDA, a radio, a television

or a multimedia terminal.

The digital flow is enciphered in order to be able to control the use thereof and to
define certain conditions for such use. This encryption is made thanks to control
words, which are changed at regular intervals (between 5 and 30 seconds) in order
to deter any attack aiming to find such a control word.

The user unit includes a security module, generally removable, which manages the
security operations such as the verification of the rights and the decryption of the
necessary keys (control words) for the decoder to access the transmitted data.

The accounting of use of such contents is today based on the principle of the
subscription or event purchasing. Subscription allows the definition of a right
associated with one or more broadcasting channels and allows the user to access

these channels in clear if the right exists in his security unit.
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security operations such as the verification of the
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At the time of establishing a security module for a new client, a credit is usually
attributed to him allowing him to test the practicality of the impulse buy. This credit is

not invoiced to the client, because it may never be used.

In normal operation conditions, the user buys one or two films with this credit and
connects his user unit for reloading. At this moment, the management center
establishes the invoice for the two films purchased and reloads the module with the
amount that has previously been agreed upon with the user.

The management center cannot invoice the consumption carried out on this initial
credit until the user connects his unit to a network. In this way, the total amount of the
non-invoiced credits on all the security units can be considerable.

Actions have been taken such as the proposal of games to encourage, by the
distribution of a price, the users to connect their unit.
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* replacement of the first security module by the second security module,

¢ connection of the user unit on a transmission network,

e initialization of a communication between the second security module and a
management center,

e insertion by the user unit, of a data block in the blocks transmitted by the
second module, this block comprising the identifier of the first module and the
data specific to said first module.

This method allows the recovery of data in a first security module while the
connection with the management center is made thanks to the second security
module.

The security module exchange represents an opportunity to request this connection
to initialize the new module.
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The invention will be better understood thanks to the following detailed description,

which refers to the enclosed drawings given as non-limitative examples, namely:
- Figure 1 shows the different elements of the invention and
- Figure 2 shows the data block processing.

In Figure 1, the decoder STB has an non-volatile memory M1. This memory will be
used for storing the data coming from the security module SC currently connected. In
our example, the SC1 security module has been withdrawn from the decoder STB
and replaced by the new module SC2.

According to the chosen operating mode, the data pertaining to the security module
is exported from the memory M2 of the security module to a memory M1 intended for
this data, which is located in the decoder STB. This transfer can be carried out for
example each time the content of the memory M2 is modified, or at regular interval,
or even by a command issued from the management center.

Associated with this data, the security module adds an identifier such as the unique
number UA. The data is transmitted from the security module SC towards the
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According to an embodiment, the management center CGS includes a separation

module, which allows the sorting and the appropriate processing of the blocks. In
fact, the input module is in principle configured to verify that each block comes from
the same source and thus includes the same identifier. For this reason it is important
to separate the blocks for processing in a conventional way, at least for the part of
the blocks BSC2. The block BSC1 will have a specific processing precisely in the aim
to recover information concerning no longer connected security modules.

In order to avoid losing the data stored in the decoder STB memory by the
replacement of the data pertaining to the new security module SC2, the management
center disposes a control to activate, in the security module connected to the
decoder, the data transfer operation towards the decoder.

Therefore, during a module change, the new module is initially not authorized to
transfer its data and the data contained in the memory M1 is representative of the
previous security module.
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transfer. of this information in the user unit, .
¢ Insertion by the user unit, of a data block in the blocks transmitted by the
second module, this data block comprising the identifier of the first module

and the data specific to said first module.

2. Method of storage and transmission according to claim 1, characterized in that
the transfer of the specific information of the first security module is carried out at

regular interval.

3. Method of storage and transmission according to claim 1, characterized in that
the transfer of the specific information of the first security module is carried out each
time said information is modified.

4, Method of storage and transmission according to any one of the claims 1 to 3,
characterized in that the transfer of the specific information is stopped after the
replacement of the first module by the second security module.

5. Method of storage and transmission according to claim 4, characterized in that
the transfer of the information is authorized as soon as a successful connection with
the management center has been carried out.
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6 OB 0 G BB SSEU Y TR, Az i

tbl@ttranbfewcﬂf the infoematior iesaltmhenzm! byedcommdirl sé?lﬁqsy%e management
uIe this data bl ock conmprising the identifier of

CFH first module and the data specific to said first
nmodul e. 2. Method of storage and transm ssion
according to claim1, characterized in that the
transfer of the specific information of the first
security nodule is carried out at regular interval.
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claim1l, characterized in that the transfer of the
specific information of the first security nodule is
carried out each tine said information is nodified.

4. Method of storage and transm ssion according to any
one of the claims | to 3, <characterized in that the
transfer of the specific information is stopped after
the replacenent of the first nodul e by the second
security nodule. 5. Method of storage and transm ssion
according to claim4, characterized in that the
transfer of the information is authorized as soon as a
successful connection with the managenent center has
been carried out. 8 6. Method of storage and

transm ssion according to claim4, characterized in
that the transfer of the information is authorized by
a command sent by the managenent center.



