6 FEBRUARY 2007 -1 | MAGE DATA PROCESSI NG AND ENCRYPTI NG APPARATUS The
present invention relates to an inmage. processing apparatus, and nore
particularly to the encryption of inmage data. Fig. 1 is a bIo&fﬁﬂ%ﬂﬁ%ﬁﬁ%ﬁ
a configuration of a prior art inmage encodi ng apparatus having an
encryption function. Fig. 2 'i-s a block-diagram of an image decoding
apparatus for decoding the image data encoded by the apparatus of Fig. 1.
In the encodi ng apparatus shown in Fig. 1, nuneral 110 denotes a high
resol ution anal og video signal (hereinafter referred to as an HD signal),

uhich, in the presgpt bl sSik NDRRRAING ppirand a frame frequency of

30 Hz. Relative to D signa a video signha an ordinary resol ution
- HD signal, a video signal of an ordinary resolution having 525 scan
lines, a frame frequency of 30 Hz and 858 pixels is referred to as an SD
signal. An HD A/D conversion circuit 112 sanples the video signal 110 at a
sanpling frequency of 54.054 MHz to convert it to a digital signal. By

virtue of the sanpl c . nQf pixel s, pehabine of 6
FEBRUARY 2007 2 tt#ek?%i é%%g%ﬁgox’s‘?’éﬁgllg#g?%lﬁ“&SOAegﬁi%?1 ?gaé%ol ution
(HD) / cr di nary. y&salytd on, 6 SD) - GONVELSH AR Gl HeUids Ak -1v to the

encrvption of image data.

Fig. 1 is a block diagram of a configuzation
of a prior art image encoding apparatus having an
encryption £function.

Fig. 2 '+ a block diagram of an image
decoding apparatus for decoding the image data encoded
by thg.apparatus of Fig. 1.

In the encoding apparatus shown in Fig. 1,
numeral 110 denotes a high resoluticon analog video
signal (hereinafter referred to as an HD signal), which,
in the present example, has 1,050 scan Tines

and a frame frequency of 30 Hz. Relative to the
HD signal; a video signal of an ordinary resolution -
HD signal, a video signal of an ordinary resolution
having 525 scan lines, a frame frequency of 30 Hz &2d
858 pixels is referred to as an SD signal.

An HD A/D conversion circuit 112 samples the
video signal 110 at a sampling frequency of 54.054¢ MHz
to convert it to a digital signal. By virtue of t-e

sampling frequency, the number of pixels per line cf



reduces the nunber of pixels to one half in both the vertical direction and

hori zontal direction to output a video signal of the ordinary_r L
having the 525 scan lines, the franme frequency of 30 Hz and 8§§%§ﬁkghgq@%¥

line. An encoding circuit 116 efficiently encodes the digital SD signal
outputted fromthe conversion circuit 5 114 by an encoding schene which is a
conbi nation of notion conpensated adaptive prediction encoding and DCT. A
decoding circuit 118 decodes the encoded signal outputted fromthe decoding
circuit 116 to reproduce an SD signal. An SD/HD conversion signal 120

i nterpol at escnpi ¥ehstha Hie Wt 4 degidat a »f ramy he sdaeediong circuit 118
by a factor of two in both the vertical direction and horizontal direction

to convert i%ab?)/aﬁdiHlargi gralol Nag Ysohhe oBRlER iean\argivar gilkcui t 120
outputs a signal corresponding to the high resolution video signal having

1,050 scan |jipgsced, ¢he Piux®es RET pildene awddhle Hanamanf pegueney of 30 Hz. A
subtractor 122 subtracts the output of the SD/HD conversion circuit 120

fromthe outpsit@falhairbchiconeerdsihotieonttilt dit2ctdoneaehopkyek. The
output of the subtractor 122 is referred to as an auxiliary video signal.
An encodi ng £ivtded &24neicadesheherdiREBRUAR¥020@Zon- hdvingt phe of the
subtractor 122 in the sane encoding schene as that for the encoding circuit

116. A nul tigdexiogncliges] €86 fubihkpkexgGehbg of 30 Hz

and 858 pixels per line.

An encoding circuit 116 efficiently encodes the
digital SD signal outputted from the conversion circuit
114 by an encoding scheme which is a combination of
motion compensated adaptive prediction encoding and DCT. A
decoding circuit 118 decodes the encoded signal
outputted from the decoding circuit 116 to reproduce an
SD signal. An SD/HD conversion signal 120 interpolates
pixels to the output video data from the decoding
circuit 118 by a factor of two in both the vertical
direction and horizontal direction to convert it to an
HD signal. Namely, the SD/ED conversion circuit 120

outputs a signal corresponding to the high resolution

video signal having 1,050 scan lines, 1,716 pixels pex

line and the frame frequency of 30 Hz.

A subtractor 122 subtracts the output of the
SD/HD conversion circuit 120 from the output of the
A/D conversion circuit 112 for each pixel. The output
of the subtractor 122 is referred to as an auxiliary

video signal. An encoding circuit 124 encodes the



encoded data (the encoded SD signal) outputted fromthe encoding circuit
116 and the encoded data (the encoded auxiliary video signal) outputted
fromthe encoding circuit 124 and outputs it to an encrypti on €FEBRUARY.207
The encryption circuit 128 encrypts the output of the nmultiplexing circuit
126 in accordance with an encryption_key signal of an encryption key out put
circuit 130, and an output unit 132‘obtbuts the encrypted data outputted
fromthe encryption circuit 128 to a transmi ssion line. As described above,
the transmssion line may be a communication line or a recording nmedi um

The encryption is gkjefh% descri bed w . reference to Fi $h 3 and 4. The
fol | owi ng ermsyoyadth ST Hi Cth% i+AbtRe B $°F8%A7FI ow chart of
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a 64-bi t s gnaliy ;b WhialcP s et it eRhRlecDidonl OUndlet G115 AN error

circuit 124 and outputs it to an encryption circuit 128.
The encryption circuit 128 encrypts the output of the
mﬁltiplexing circuit 126 in accordance with an
encryption key signal of an encryption key cutput
circuit 130, and an output unit 132 outputs the encrypted
data outputted from the encf&ption circuit 128 to a
transmission line. As described above, the transmission
line may ke a communication line or a recording medium.

The encryption is briefly described with
reference to Figs. 3 and 4. The following encryption
techniques are available.

Fig. 3 s a2 flow chart of the encrygtion by
the US Data Encryption Standard (DES) published in the
FIPS Publication 46 dated January 15, 1977, and Fig. 4
shows a function of the encryption of Fig. 3. The data
encryption algorithm of the DES is published as
the "Data Encryption Standard" as described above.

Referring to Figs. 3 and 4, the DES is explained.
The DES converts block encryption to binary data
comprising 0's and 1's. 1In the DES, the binary data is

grouped into 64-bit blocks and the transposition and



56-bit encryption key is actually effective. The replacenent of the digit
is controlled by the encryption key in each cycle. Fig. 3 shows an
encryption process of the DES. Fig. 4 shows a function fK(R) whfERBRYARY,2007
heart of the encryption. As shown in Fig. 3, a 64-bit plain text is first
transpositioned. This is a fixed trangpesition independent fromthe
encryption key. Then, the 64 bits are divided into a left half LO and a
right half RO. Then, the follow ng operations are repeated over the 16
stages: L = Rnn-1 R =1Ln-1 + fKn(Rn-1) (1) where + represents a sum of
node 2 for each pipladementd aRa repeesedt foheekeht bhakk 82 bncsyahd the
right half 2 bit, respectively, at the end of the operation for the n-th
stage, and Kn.is genaiateptioonkeheiener gptban skeypads ofowhirh Bhe right
side of Fig. 3. in Fig. 12, sl....sl16 are 1 or 2. Condensed transposition
i s defined asjtherd ramsposhitonfexctiedeagisgnenotrthe.i npbes .14 Fig. 3, 8
bits out of the 56 input bits are excluded so that an output conprises 48
bits. The coyglansedcrnamysposntken issactnalbyabféecbhvVersi 6Aeso that the

i nput cannot be 6 FEBRUARY 2007 5 perfectly reproduced fromthe output.
Thi s serves teplamkeentheofosthernd ioht oi st hentretypdi BY kB difficult.

encryption key in each cycle. Fig. 3 shows an
encryption process of the DES. Fig. 4 shows a function
fK(R) which is the heart 6f the encryption.

As shown in Fig. 3, a 64-bit plain text is
first transpositioned. This is a fixed transposition
independent from the encryption key. Then, the 64 bits
are divided into a left half Lo and a right half Ry-

Then, the fcllowing operations are repeated over the

16 stages:
Ln = Rn—l
R, =1L _; + fK_ (R _,) (1)

where + represents a sum of mode 2 for each bit, Lp and
Rn represent the left half 32 bits and the right half
32 bit, respectively, at the end of the operation for
the n-th stage, and Kn is generated from the encryption
key as shown in the right side of Fig. 3. 1In Fig. 12,
Sy.-.-Syc are 1l or 2.
Condensed transposition is defined as the

transposition excluding some of the input. In Fig. 3,
8 bits out of the 56 input bits are excluded so that an

output comprises 48 bits. The condensed transposition

1s irrevocable conversion so that the input cannot be



Referring to Fig. 4, the function fK(R) in Fig. 3 is specifically described
in Fig. 4, to generate the function fK(R), augnented transposition is made
to R The augnented transposition is defined as the overl appeds FEBRUARY 2007
transposition of sone inputs- In the illustrated exanple, 16 bits out of
the 32 input bits appear in overlap at the output. K conposed by the key
is node 2 added to the output. The resulting 48 bits are divided into eight
6-bit bl ocks and the respective 6 Bits are converted to 4 bits by SI, 52,
58, respectively. Assuming that the 6 bits constitute one character, it
may be considered as a type of replacenent. However, since the output is
conpressed to 4 bits, the conversion is irrevocable. Accordingly, the fK(R)
is genera?@yf@atuyree@@@ﬁpéeﬁuﬁépﬂoﬁheTHP§Puﬁome€8Fﬁ5d%%%veﬁo O mean t hat

t he conversion of the formula (1) is irrevocable. The for a (1) may be
converted askef ehkomstimatiopnofntie. eRATYPLRAPRISY 4}%é¥égi?XLn) (2) It
is thus seen that Ln-1 and Rn-1_can bhe cglcglated fr n and Rn. The

cal cul ation of theRe6eAHFRI(EP Fi9refeatBl T1BCE s L16 and R16

are detern%neg, t hey are.?.ﬁ%EFUA Y 2007 - .6 finally transpositioned again
and the enttypt?on®i SPetifiFaateescribed in Fig. 4,  to

generate the function fK(R), augmented transposition is

made to R. The augmented transposition is defined as
the overlapped transposition of some inputs. In the
jllustrated example, 16 bits out of the 32 input bits
appear in overlap at the output. K composed by the key
is mode 2 added to the output. The resulting 48 bits
are divided into eight 6-bit blocks and the respective
6 bits are converted to 4 biES by Sl’ 52, - eeey 58’
respectively. Assuming that the 6 bits constitute one
character, it may be considered as a type of replacement.
However, since the output is compressed to 4 bits, the
conversion is irrevocable. Accordingly, the fK(R) 1is
generally an irrevocable function. This, however, does

not mean that the conversion of the formula (1) is

irrevocable. The formula (1) may be converted as

follows:
Rn-l = Ln
Ln—l = Rn + fKn(Rn_l)
= Rn + fK(Ln) (2)

It is thus seen that Lo-1 and R,y can be calculated

from Ln and Rn.

The calculation of the formula (1) is repeated

16 times and when L16 and Rl6 are determined, they are



In a decodi ng apparatus shown in Fig. 2, a transm ssion data input unit 140
receives the data from the transm ssion line and supplies it to a
decryption circuit 142. The decryption circuit 142 decrypts i t6 FEBRUARY 2007
utilizing the encryption key signal outputted from the encryption key
output circuit 144. In order for theédecryption to be correctly perforned,
the exactly sane encryption key as that outputted fromthe encryption key
output circuit 130 used in the encoding apparatus (see Fig. 1) should be
used. The decryption is substantially a reverse operation to the
encryption.égggyjphtﬁdnsgnsﬁ%%@ﬂe®r@%%%@sam¢ohh@rﬁﬁQ%ﬂPéh@@olﬁhe top in
Fig. 3. First, a reverse transposition to the last transposition in the
encryption k%rgqﬂgmednd Rn_1 and Ln_i are determned fromthe fornula (2),
and when RO and LO are determined, a reverse transposjtion to the first
transposition in the encreqndoig i aPRAFFLYS BRI dane¥: 4 he origi nal 64
bits are reproduced. In order to decrypt the DES  encrypted text, there is
no known neihadsntisel onhai® e dmRt hdtite IS FesiriRp o IBSRUMTRI t hat one
m crosecond is needed to exanmine if one key is correct _one or not, 2,283
years i s neefedtrensndfisi®naliing aEFURRS esTHE thafs ARt Rt a decr ypt ed

by the decryption 6 FEBRUARY 2007 7 . circuit 142 is separated by a
separation circuit 148 -t o Thn&ESFSYRIECR (?f”c%tsé"szi éffélpry% eicoded data of

the by utilizing the encryption key signal outputted from
the encryption key output circuit 144. In order for
the decryption to be correctly performed, the exactly
same encryption key as that outputted from the encryption
kxey output circuit 130 used in the encoding apparatus

(see Fig. 1) should be used.

The decryption is substentially a reverse
operation to the encryption. Briefly, the process
proceeds from the bottom to the top in Fig. 3. First,

2 reverse transposition to the last transposition in the
encryption is mede, and Rn—l and Ln-l are determined
from the formula (2), and when RO and LO are determined,
a reverse transposition to the first transposition in
the encryption is made. In this manner, the original 64
bits aré reproduced. In order to decrypt the DES
encrypted text, there is no known methoq other

than examining the keys one by one. Assuming that one
microsecond is needed to examine if one key is correct
one or not, 2,283 years is needed to examine all of

2 keys.

The transmission data decrypted by the decryption



,,,..Ciliary video signal, which are supplied to decoding circuits 148 and
150, respectively. The. decoding circuit 148 outputs the reproduced SD
signal and the decoding circuit 150 output the reproduced auxi FEBRUARY 2007
signal. An SD A/D conversion circuit 152 converts the digital SD signal
outputted fromthe decoding circuit - 348 to an anal og signal. The output of
the SD /D conversion circuit 15.2 is an anal og video signal having 525
scan lines and the frame frequency of 30 Hz. This video signal is applied
to a nonitor device of an ordinary resolution to display the imge. An

SO/ HD conversion ¢irguyiot ik5S4epamearedsbyhe degetak iSR siigrali tout4guttbed from
t he decodingcéffcuit 148 to a digital HD signal in the sane process as that
of the SD/ HD cggggasa@aacbfcmm@ F20sidnaadded é&h6odadddatheoduttpet of the
decodi ng cir&dit 150 and the output of the SD/HD conversion circuit 154.
The out put gf1gbﬁaﬁﬂdeidé565ﬁsnalvidabcbignalsoppiésﬂomdidgcbdihge hi gh
resol uti on video signal. An HD D/ A conversion <circuit 158 converts the
digital outpyt -ehitbeladidend 156,t veapeansvelysi giak. d¢heddogput of the HD
D)A converter 158 is a video signal having 1,050 scan lines and the frane
frequency of -80ctkizt ITHe ehpytsi ghal reproppt¢@dSPosaghaghanésshati on nonitor

6 FEBRUARY 2007 8 to displa{ t he i mage. The above prior art video signal
encodi ng andgecoding circuit 150 output the reproduced auxiliary

video signal.

An SD A/D conversion circuit 152 converts the
digital SD signal outputted from the decoding circuit
148 to an analog signal. The output of the SD A/D
conversion circuit 152 is an analog video signal having

525 scan lines and the frame frequency -
of 30 Hz. This video signal is applied to a2 monitor
device of an ordinary resolution to display the image.

An SD/HD conversion circuit 154 converts the
digital SD signal outputted from the decoding circuit
148 to a digital HD signal in the same process as that
of the SD/HD conversion circuit 120. An adder 156

-adds the output of the decoding circuit 150 and the
output of the SD/HD conversion circuit 154. The output
of the adder 156 is a video signal corresponding to the
high resolution video signal. An HD D/A conversion
circuit 158 converts the digital output of the adder
156 to an analog signal. The output of the HD D/A
converter 158 is a video signal having 1,050

scan lines and the frame frequency of 30 Hz.

The video signal is applied to a high resolution monitor



decodi ng apparatus has a problemin that the video signal cannot be
reproduced for those who do not have the encryption key, for both the | ow
resolution video signal and the high resolution video signal.eFBBRGARY 2607
demand that charges to users are discrimnated between the | ow resol ution
di spl ay device having 525 scan |ines and the high resol ution display
devi ce having 1,050 scan |ines for tHWe sane content, but the prior art
apparatus does not neet the requirenent. |In a first aspect the present
i nvention provides an inmage processing apparatus which permts the
reproduction as usual for an image having a | ower resolution than a
predeterninﬁg hevelaan8hBerRf¥S ‘the reproduction of an image having a
hi gher resolution by conductigg a g&gdg&grnined gro%ess..ln ogg enbodi nment ,
the i mage processi nEhappBPEEuBT E8hprT Sed tIERpaF RN SHEENE "Fof "Separ at i ng
i nput image data into |owres tLon i ~data,and, gne or. nore auxiliary
i mage data agwodhm%r%%?%f?ﬁﬁstﬁégls Fggggﬁtggn%Pﬁﬁgégedgggfoand encryption
means for encrypting at_I|eas i kLar a EEBRUAR 07 - 9 1In
anot her pre&fgn@h‘EﬁﬂﬁﬂFn%%t%eﬁﬁngggéekbgrggg?égwggpgga §§ Egggseparating
the input image data i e | ytLon.i ng;5bg one or nore
auxiliary imn@K?Qﬁﬁ¥§%%§E?%%£Fpo?ggFﬁgﬂtEéklga%n?ggggﬁ%?gﬁ iﬁage data and
decodi ng thseiglnrgalgean%‘t@qg'Wi@ﬂ resolution video signal.

There 1s a demand that charges to users are

discriminated between the low resolution display device
having 525 scan lines and the high resolution display

device having 1,050 scan lines for the same content,

but the prior art apparatus does not meet the requirement.

In a first aspect the present invention provides
an image processing apparatus which permits the
reproduction as usual for an image having a lower
resolution than a predetermined level and permits the
reproduction of an image having a higher resolution by

conducting a predetermined process.

In one

embodiment, the image processing apparatus comprises
separation means for separating input image data into
low resolution image data and one or more auxiliary
‘image data for interpolating the low resolution image
data, and encryption means for encrypting at least one

auxiliary data.



at | east one auxiliary inmage data encrypted conprises decryption nmeans for
decrypting the encrypted auxiliary image data, and synthesi zation neans for

synthesizing the |ow resolution inage data and the auxiliary gEg8RUARRLBe7
O her aspects features and advantages of the invention will becone apparent
fromthe following detailed descrigption taken in conjunction with the
acconpanyi ng drawi ngs. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a block
diagramof a prior art. image encoding apparatus, Fig. 2 is a bl ock diagram
of a prior art imge decoding apparatus, Fig. 3 is a flow of prior art

encryption, Fig. 4 i%OQHQ&O?EQEQQ&EQFémﬂbékﬁgd@ﬁigﬁb ifdge S5 is a block
di agram of a coan&uFation of one enbodi nent of an i nage encodi ng appar at us

of the present inventiQRatGisdfo® ¥oparRltacly diRgridpf andpafiguration of
an enbodiqam$QﬂFl§ﬁ ? geadecoding apparatgg;of 6 FEBRUARY 2007 - 10 the

present inventi.on Ehg- flzwi $edobbieskndijaggamdalt 22 amadidHedngortion of a
conf i gur atdagr® df* 8 nodi fi ed enbodinent of Fig- 6, Fig. 8 is d bl ock diagram

of a modified portlen;igtyainedel uadaefbodiiiret poflakiigg Ghe low
resolution image data and decoding the image data having

at least one auxiliary image data encrypted comprises

decryption means for decrypting the encrypted auxiliary

image data, and synthesization means for synthesizing

the low resolution image data and the auxiliary image

data.
Other aspects features and advantages of the

invention will become apparent from the following

detailed description taken in conjunction with the

accompanying drawings.

S8RIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a prior art.

image encoding apparatus,

Fig. 2 1S  a block diagram of a prior art

image decoding apparatus,

Fig. 3 g a flow of prior art encryption,
Fig. 4 1is a flow of prior art decryption,
Fig. 5 is a block diagram of a configuration

of one embodiment of an image encoding apparatus of the
present invention,

Fig. 6 45 a block diagram of a configquration

of an embodiment of an image decoding apparatus of



Fig. 9 is a block diagramof a configuration of a second enbodi nent of the
i mge encodi ng apparatus of the present invention, Fig. 10 is a bl ock

di agram of a configuration of a second enbodi nment of the inmgéFEBRUARNR007
apparatus of the present invention, Fig. 11 illustrates band division of a
space frequency, Fig. 12 is a block diagramof a configuration of a

nodi fied portion of a nodified enbodidrent of Fig. 10, Fig. 13 is a block
di agram of a configuration of a nodified portion of a nodified enbodi nent
of Fig. 10, Fig. 14 is a block diagramof a specific encoding circuit of
the enbodi nent, and Fig. 15 is a bl ock diagramof a specific decoding
circuit of the g@beditmamtvernEPAILED DESCRI PTI ON OF THE EMBODI MENTS Fig. 5 is
a bl ock diagramof a configuration 6 FEBRUARY 2007 - 11 of_ one enbodi nent
of the encodi ng appagatds &F the BPoskeddagavanrifor, "sd Fisf 6 is a bl ock
diagram of a configuration of the decodi ng apparatus. The encodi ng

appar at us ﬁggwmohn0§ig.CQ“ﬁégﬂF@§H°“d@§cﬁiBéé}fmﬁﬁeﬁmeﬂ}Wﬁﬂﬁn%% a hi gh
resolution®video signal having the 1,050 scan lines and the frane
frequency efg306Fz as does the signal HD 110.

Fig. 8 is @ block diagram of a modified

portion of a modified embodiment of Fig. 6,

Fig. 9 js a block diagram of a configuration
of a second embodiment of the image encoding apparatus

of the present invention,

Fig. 10 is a block diagram of a configuration
of a second embodiment of the image decoding apparatus
of the present invention,

Fig. 11 illustrates band division of a space

frequency,

Fig. 12 is a block diagram of a configuration
of a modified portion of a modified embodiment of Fig.
10,

Fig. 13 is  a block diagram of a configuration
of a modified portion of a modified embodiment of Fig.
10,

Fig. 14 1is a block diagram of a specific
encoding circuit of the embodiment, and

Fig. 15 is a block diagram of a specific

decoding circuit of the embodiment.

DETAILED DESCRIPTION OF THE EMBODIMENTS

Fig. 5 is a block diagram of a configuration



Nuneral 12 denotes an HD A/ D conversion circuit for converting the video
signal 10 to a digital signal, nuneral 14 denotes a high resol ution
(HD)/ordinary resolution (SD) conversion circuit for converti 8¢EBROARY 2007
digital HD signal outputted fromthe YD A/D conversion circuit 12 to a
video signal of the ordinary resolution, nuneral 16 denotes an encoding

circuit for efficiently encoding thel?ugput of the conversion circuit 14,
nuneral 18 denotes a decoding circuit for decoding the output of the
encoding circuit 16, nunmeral 20 denotes an SD/ HD conversion circuit for
interpolating the SD signal output of the decoding circuit 18 to convert
It to an HD signal,.fRe@iméne2odepAkesnaoSHD L BEL PE LQr ogukheacting the
out put of thef Sty l§ conver si on circui? %0 ??on??he out put of the HD A/D
conver si on cj el h pieli @ng BUNEr 8h 24 gd8ReLeSoan encoding
circuit for é%%gﬁﬁﬁg%Pﬁghégggut Sﬁepﬁﬁe su tactor022. Thg cirguits 12 - 24
have the sa 51295 185 bRos8 Oliekbe ik SHbESatsd .- 124 of Fig. 1 and
operate in t ocOHBEELERRIBR LR R el By bt hE - o8 dongice an |
encryption cirecui trﬁeorenc%arxy?otéﬁ%ﬁa%s%wn afn g encodi ng,Ghrcuit 24 in
o}

accordance wth an encrypti signal outputted from-an encryption key

out put circuielsc28pefs thgnedar VIR iddhotleChNinguy die 1te aMivGlyegonpl ies with
the DES standard is used. Numeral 30 denotes ™a nultiplexing circuit for

signal having the 1,050 scan lines and the frame

frequency of 30 Hz as does the signal HD 110.

Numeral 12 denotes an HD A/D conversion circuit for

converting the video signal 10 to a digital signal,

numeral 14 denotes a high resolution (ED)/ordinary

resolution (SD) conversion circuit for converting the

digital HD signal outputted from the ED A/D conversion

circuit 12 to a2 video signal of the ordinary resolution,

numeral 16 denotes an encoding circuit for efficiently
encoding the output of the conversion circuit 14,
numeral 18 denotes a decoding circuit for decoding

the output of the encoding circuit 16, numerzal 20
denotes an SD/HD conversion circuit for interpolating
the SD signal output of the decoding circuit 18 to
convert it to an HD signal, numeral 22 denotes &
subtractor for subtracting the output of the SD/HD
conversion circuit 20 from the output of the HD A/D
conversion circuit 12 for each pixel, and numeral 24
denotes an encoding circuit for encoding the output of

the subtactor 22. The circuits 12 - 24 have the same

functions as those of the circuits 112 - 124 of Fig. 1

and operate in the same manner.



mul tipl exing the output of the encoding circuit 16 and the encryption
circuit 26, and nuneral 32 denotes an output unit for outputting

transm ssion data multiplexed by the multiplexing circuit 30 t6cFEBRUARY 2007
transm ssion line such as a conmunication |ine or a recording nedium The
encodi ng apparatus shown in Fig. 5 is now described . The operation. of the
circuits 12 - 24 are the sane as thesgqof-the prior art apparatus.

Narffely, the encoding circuit 16 outputs the encoded data of the video
signal derived by converting the HE signal 10 to the ordinary resol ution,
and the encoding circuit 24 outputs the encoded data of the auxiliary video
signal to reproduce fhwehiagh 26es@nottiesn avi e sypnedn fe meehe £er ansm ssi on
video data of the ordinary resolution. In the present enbodi nent, prior to
the nultipl exjperoftindetbet huspodded datka,erdweding puirencoded data of the
encoding circuit 24 is encrypted by the encryption circuit 26 by using the
encryption keycsmiancouvptht éd enemyehé concrigma oreWesu dirputran raguit 28
and it is applied to the nmultiplexing circuit 30. 6 FEBRUARY 2007 13
Accordi ngly, émctyrtifeskay erbOHitnEAECUile 28t plAekitiy TRt B3O

mul ti pl exes the encoded data of the video signal of the ordinary resolution
(the output wdchrhicl®hc oBhRBgOBRr HOREN16PMEAd efh& idie dded Ret & tastda
encrypted auxiliary video signal and the output it 32 outputs the output of
the nultipl exings89cuit 30 to the transm ssion line. Accordingly, the

vi deo Numeral 30 denotes a multiplexing circuit for
multiplexing the output of the encoding circuit 16 and
the encryption circuit 26, and numeral 32 denotes an
output unit for outputting transmission data multiplexed
by the multiplexing circuit 30 to a transmission line
such as a communication line or a recording medium.

The encoding apparatus shown in Fig. 5 is
now described » The operation of the circuits 12 - 24 are

the same as those ot the prior art apparatus. Namely, the
encoding circuit 16 outputs the encoded data of the
video signal derived by converting the HD signal 10 to
the ordinary resolution, and the encoding circuit 24
outputs the encoded data of the auxiliary video signal
to reproduce the.high resolution video signal from the
transmission video data of the ordinary resoclution. In
the present embodiment, prior to the multiplexing of
the both encoded data, the output encoded data of the
encoding circuit 24 is encrypted by the encryption
circuit 26 by using the encryption key signal
outputted from the encryption key output circuit 28

and it is applied to the multiplexing circuit 30.



signal of the ordinary resolution is transmtted w thout encryption and the
information for reproducing the high resolution video signal (auxiliary
video signal) is encrypted so that, in the receiving station, 6FERRUARYH007
resol ution video signal cannot be reproduced w thout the encryption key and
the video signal of the ordinary resqlsution can be reproduced w thout the
encryption key. The decodi ng apparatus shown in Fig. 6 is now descri bed..
Nuneral 40 denotes a transm ssion data input wunit for receiving data from
the transm ssion line, nuneral 42 denotes a separation circuit for

separating a set stnpeapAddieRiyhe itnr ahempgeisen tdaindodimentynithe40 to a
portion related to the encoded data of the SD signal and a portion rel ated

to the encoded 3§%§egﬁn he i rawxitl 3@r puvitded exiegnalhe @ndodededatad44 denotes a
decryption PGt f or ecrypting the encoded data of the auxiliary video
si gnal fron1%¥e $eP@4alkioon igneduiott t42 bydiekeyemeisnguthenedthygpti on key

si gnal outpu ed’ from the encryption key output circuit 46. 6 FEBRUARY 2007
14 MNumeral 48 gg@obestaedemodﬁdggcticuhﬁtf@6) enddithg ehecéadodatadat a of
the 5D signaf Ffom t he Pepa.ration circuit 42, nuneral 50 denotes a

decodi ng rcgEtth@redecg@kng ehxidhevdedidarasobneheandxitheapytpyt. deo
signal fromthe decryption circuit 44, nunmeral 52 denotes an SD D/ A
conversi on cipeui 82f onteshvethengutPHe @FgFbal mBbtipdRELNGUEPEELER from the

decodi ng .. . . .
30 to the transmisslon line. Accordingly, the video

signal of the ordinary resolution is transmitted
without encryptionand the information for reprodﬁcing
the high resolution video signal (auxiliary video
signal) is encrypted so that, in the receiving station,
the high resolution video signal cannot be reproduced
without the encryption key and the video signal of the
ordinary resolution can be reproduced without the
encryption key.

The decoding apparatus shown in Fig. 6 is

now described.  Numeral 40 denotes a transmission data input

unit for receiving data from the transmission line,
numeral 42 denotes a separation circuit for separating
a set stream from the transmission data input unit 40
to a portion related to the encoded data of the SD
signal and a portion related to the encoded data of the
auxiliary video signal, and numeral 44 denotes a
decryption circuit for decrypting the encoded data of
the auxiliary video signal from the separation circuit

42 by referencing the encryption key signal outputted

from the encryption key output circuit 46.



circuit 48 to an anal og signal, nuneral 54 denotes an ,,; D/ ED conversion
circuit for converting the digital SD .tgnal outputted fromthe decodi ng
circuit 48 to a digital Fil signal in the same process as that6BbEBRUARY 2007
Sr)/ Ec) conversion circuit 20, nunmeral 56 denotes an adder for adding the
out put of the decoding circuit 50 to the output of the 5D/} conversion
circuit 54, and nuneral 58 denotes-ahdHD D/ A conversion circuit for
converting the digital output of the adder 56 to the analog signal. The
operation of the decoding circuit shown in Fig. 6 is now described. the
transm ssion data input unit 40 receives the data fromthe transm ssion
line and supplies igutordhetGeparaiteon cecudingdlxiandithéorseparation
circuit 42 separates it to a portion related to the encoded data of the SD
signal and aw tHeleaigd daka afcdder] Yatsiotat hbrefckPpt ed auxiliary

vi deo signal supplies the forner to the decoding circuit 48 and the
latter to the decryidn @imiwidui42 4numemid Rerdfandtons cd réafediagdecrypts the
encryption 6 UARY 2007 15 to the encoded data of the auxiliary video |

by usi ng the#ﬁqgt_elf@rzypia'@@l{@y digypAc Wb ated oFf St awel bheFypti on key
output circu 46 as the fXc% potjon key signal outputted fromthe
encryption keyzed ctigoe lcifm@ {88 G TpE T SRR S rtti (RERRER L 1) . e. coded

data of the auxiliary video signal decrypted. . .
52 denot€£ an SD DA% converé%%n circuit for converting

tbe-digital SD signal outputted from the decoding
circuit 48 to an a2nalog signal, numeral 54 denotes an
SD/ED conversion circuit for converting the digital SD
signal outputted from the decoding circuit 48 to a
digitzal HD signal in the same process as that of the
spD/ED conversion circuit 20, numerzl 56 denotes an
adder for adding the output of the decoding circuit 50
+o the output of the SD/ED conversion circuit 54, and

pumeral 58 denotes an HD D/A conversion circuit for
converting the digital output of the adder 56 to the
analog signal.

The operation of the decoding circuit shown in

Fig. 6 is now described. the transmission data input unit

40 receives the data from the transmission line and
supplies i1t to the separation circuit 42, and the
separation circuit 42 separates it to a portion related
to the encoded data of the SD signal and a portion
related to Ehe encoded data of the encrypted auxiliary
video signal and supplies the former to the decoding
circuit 48 and the latter to the decryption circuit 44.

The decryption circuit 44 decrypts the encryption



the decryption circuit 44 is applied to the decoding G?rcuit 50 and decoded
thereby. Thus, the decoding circuit 48 outputs the .reproduced digital SD
signal and the decoding circuit 50 outputs the reproduced di gi t&FEBRUARY 2007
video signal. The SD DA conversion circuit 52 converts the digital SD
signal outputted fromthe decoding circuit 48 to an analog signal. The SD
D) A conversion circuit 52 may be an &watog signal having 525 scan |ines and
the frane frequency of 30 Hz and the video signal is applied to a nonitor
device of the ordinary resolution to display the inmge. The SD/ HD
conversion circuit 54 converts the digital SD signal outputted fromthe
decodi ng circug%ed4§3t@ha.dmg¢d%d i ghad £ i phe hewsahiapy 06e$8%as that of the
SD/ HD convergPén circuit 120. The adder 56 adds the.outfut of the decoding
circuit 50 to the gutguingfthe heSD HIT OOEVEPSi Y ct ¥t BACPeEteheh pixel .

The out put #8%°¥he "adder 56 is a video signal corresponding to the high
resol ution vi deo,,si gadrydthieorHI §Y A Lahiterst o ik rduias s8¢onverts the
digital outBGF"of 6 FEBRUARY 2007 - 16 rye adder 56 to an anal og signal .
The out put %%c%ﬁﬂida;ﬁexxﬁﬁ&ﬂ%ﬂ(ﬂFQﬁQQﬁﬁq Teem £he {F YRS uthsh vi deo

si gnal havi , 050 scan |lines and the franme trequenqﬁw of 30 Hz and it may
be applied L Sathicghrauesgol it i9n AP RRAAE GGy tHe 9 nage: In the

decoding apg aig%idigomgan o'? %’heG’auxiliary video signal decrypted
py the decryption circuit 44 is applied to the decoding
circuit 50 and decoded thereby.'
Thus, the decoding circuit 48 outputs the
reprcduced digital SD signal and the decoding circuit
50 outputs the reproduced digital auxiliary video signal.
The SD D/A conversion circuit 52 converts the

digital SD signal outputted from the decoding circuit 48

to an analog signal. The SD D/A conversion circuit 52

may be an analog signal having 525 scan lines and the
frame frequency of 30 Hz and the video signal is applied
to a monitor device of the ordinary resolution to
display the image.

The SD/HD conversion circuit 54 converts the
digital SD signal outputted from the decoding circuit
48 to a2 digital signal in the same process as that of
the SD/HD conversion circuit 120. The addér 56 adds
the output of the decoding circuit S0 to the output of
the SD/HD conversion circuit 54 for each pixel. The
output of the adder 56 is a video signal corresponding
to the high resolution video signal. The HD D/A

conversion circuit 58 converts the digital cutput of



wi t hout the encryption key or if the encryption key is not correct
(hereinafter collectively referred to as w thout key or no key state), the
decryption circuit 44, outputs a quite unstable data pattern SQFEB%A&%BP’
output of the HD D/A conversion circuit 58 is also unstable and an unstable
pattern such as a noise image is digpl-ayed on the screen of the display
device such as a CRT. Alternatively, a fixed imge nay be displayed on the
hi gh resolution nonitor screen in the no key state. Figs. 7 and 8 show
portions of block diagrans of such nodified encoding apparatus. The |ike

el ements. in Figs,. 7@and$ & aEdqgundgadiby Irhke suwpitales dhe Fig. 7, a
%)‘medtec? between the decoding circuit 50 and the adder 56, and

switch 60 i gbpr
when the no _key, sial@ Ghen eiucudle heienar ypyhoR deed utiignahlides det ect ed
by the decr;@)t‘?dah circuit 44, the switch 60 is set to '0" by the detection

output so that '0' is appljef {&qd herddanddenefernehd regueacty encryption

0
key is i nptft’t‘iiba]t c}"a[vt‘?‘é"gdedr yption circuit 44', the decryption circuit 44
connects the switeh 80) tiq the, 6, FERRIARYE 2008 night resglmitiosf the decoding
%i‘% d éiLOCSWI t'ch 62 i's provided between the adder 56 and the

circuit 50.9% :

HD D/ A conversi i i 45128) Sohd hatagd.n the no key state a predeterm ned
| evel is i HB?RJIQ% C"Jtc{)cdtah(f a% D/ A conversion circuit 58. The switch 62
normal |y sel ects the oueépdecofiinbeapnpdezt®s, shohnwhenFig. 6,

without the encryvption key or if the encryption key is
not correct (hereinafter collectively referred to as
without key or no key state), the decryption circuit 44
outputs & quite unstable date pattern so that the
output of the ED D/A conversion circuit 58 is also
unstable and an unstable pattern such as a noise image
is displeyed on the screen of the display device such as
a2 CRT.

Alternatively, a fixed image may be displayed on
the nigh resolution monitor screen in the no key state.
Figs. 7 and 8 show portions of block diagrams of such

modified encoding apparatus. The like elements in Figs.

7 and 8 are designated by like numerals.

In Fig. 7, a switch 60 is provided betwesn the
decoding circuit SO0 and the adder 56, and when the no
key state (no input of the encryption key signal) is
detected by the decryption circuit 44, the switch 60 is
set to '0' by the detection output so that '0' is
applied to the adder 56. When the correct encryption
key 1s inputted to the decryption circuit 44', the

decryption circuit 44' connects the switch 60 to the



t he decryption circuit 44" the no key state (no input of the encryption key
signal), the switch is set to the predetermned |evel input. In this

manner, when the correct input is present, the high resolution_video
signal is outputted and in the no key state, the predeterni neflFEBRHARY 28074

is outputted and an i mage correspoqdigg to the predetermned | evel is

di splayed on the nonitor screen. In ﬁigé. 7 and 8, the switches 60 and 62
are illustrated to facilitate understanding although it is apparent that
the function of such switches 60 and 62 may be incorporated in the decoding

circuit 50 apdipat &° ALR SQEE?EEEaEiE&Q?HiBOSSI Al ternatively, the output

of the decoding circuit 50 or conversion circuit may be forced

to a predetermned fgvelg(fer @xem@kgh g O OULRYL 8 eliNbEESRONSER O the
detection of the no key s?ate by the decryption circuit 44. In Figs. 7 and

8, the no keyy&iatssisndetget g8 pby LHgvdRCIyRtE OPcGiECHBT sd4erald hough it
may be detected by error code detection or an error correction process. 6

FEBRUARY 2007, e o seepndeeabodi ppate o i preseal LoVEMpdeied Which is
applied to a systemin which the image information is transmtted by the

band di vi si oy yhd D BpRCEOATEHYEHE YC i Scuiow SEescrihedsdigeh 3 s a bl ock
di agram of a configuration of an encodi ng apparatus thereof, and Fig. 10 is
a bl ock di agicamaiflya selects the output of the adder 56, and when

the decryption circuit 44' the no key state (no input

of the encryption key signal), the switch is set to the

predetermined level input. In this manner, when the

correct input is present, the high resolution video

signal is outputted and in the no key state, the

predetermined level signal is outputted and an image

corresponding to the predetermined level is displeved

on the mohifor screen.

In Figs. 7 and 8, the switches 60 and 62 are

illustrated to facilitate understanding although it

is apparent that the function of such switches 60 and

62 may be incorporated in the decoding circuit 50 end/or

HD A/D conversion circuit 58. Alternatively, the

output of the decoding circuit 50 or the HD D/A

conversion circuit may be forced to a predetermined

level (for example, zero output) in response to the

detection of the no key state by the decryption circuit

44.

In Figs. 7 and B8, the no key state is detected
by the decryption circuit 44 although it may be detected

by error code detection or an error correction process.



configuration of a decoding apparatus. Fig. 11 illustrates the band
division of the space frequency. Nuneral 210 denotes an analog HD signal to
be encoded. In the present enbodinent, it is a video signal SERBREARY Sho9
scan lines and the franme frequency of 30 Hz. An ED A/D conversion circult
212 sanples the analog ED signal at 18 sanpling frequency of 54.054 MHz to
convert it to a digital signal. The nunber of pixels per |ine of the
sanpled Ed signal is 1,716. The output of the HD A/D conversion circuit 212
is applied to band division filters 214 and 216 and divided by the filters
214 and 216 to a | ofv FrrEQEENETPOGAPEAENE farvdien priefe it ddifeseyi@onponent
respectively at a, horizontal frequency and the nunber of pixels is reduced
to one hal f wn¥hl b8t pEPLARIt K8 BasdS 8P $nombiicht eheiM3%EE a | ow resol ution
conponent of the horizontal frequency, which is further separated into a
Iom1frequen¢yf0€@%ﬁbﬂ€nﬂsaﬁaaésﬁﬂéhegrEﬁuéﬁéybé6§p§ﬁéﬁﬁlé¥‘éWVéMﬁ cal
frequency by band division filters 218 and 22C_ respectively to reduce 6
FEBRUARY 20872ce A%eIHRBCHumBefOdf desickébed t o oféIhal’f . 1%i mi 1%amlPSk he band
division filters 222_and 224.segarates he out put,.of the band division

filter 216 €3 HF SAF r 8s6POFFBHE 2 ELAPoRENE Nl "EREIAS PPEACAT S equency) into
a low frequency, £onpogeptsandya ;i gh freqauency; coreangyt .

configuration of a decoding apparatus. Fig. 11

illustrates the band division of the space frequency.

Numeral 210 denotes an analog HD signal to be

encoded. In the present embodiment, it is a wvideo
signal having 1,050 scan lines and the frame frequency
of 30 Hz. An HD A/D conversion circuit 212 samples

the analog HD signal at a sampling frequency

of 54.054 MHz to convert it to a digital signal. The
number of pixels per line of the sampled Hd signal is
1,716.

The output of the HD A/D conversion circuit 212
is applied to band division filters 214 and 216 and
divided by the filters 214 and 216 to a low frequency

component and a high frequency component respectively at a
horizontal frequency and the number of pixels is reduced
to one half.

The output of the band division filter 214 is a
low resolution component of the horizontal frequency,

which is further separated into a low frequency

component and a high' frequency component at a vertical

frequency by band division filters 218 and 220

respectively tc reduce



respectively at the vertical frequency to reduce the nunber of pixels to
one half. In this manner, the high resolution video signal having 1,716

pi xels in the horizontal direction and 1,024 pixels in the ver 6iFEBRUARY 2007
direction is separated into an LL signal (the output of the band division
filter 218), an LH signal (the outputl®df-the band division filter 220), an
HL signal (the output of the band division filter 222) and an HH si gnal
(the output of the band division filter 224) having one half of the total

nunber of plxe|S in the horizontal direction and . the verti direction, as
shown in Fig.thgll e YnIRt<ghe 49 Xgidl fras 5tJH'é”r"b‘il\pb'as edaﬁaa?di n both
the horizontal dlrectl n and the vertlcal direction, t he vi deo

i nformation WAVERLOEN £ treérfro?d?tfcéd‘ 24 FeHATAF S t rH"e Lfﬁf’d“et &d

corresponds to t e ggo SI of the ardinary r§§olut|on naV|ng 525 scan

lines the frt&fe PP\é:q éﬁr&i Sfﬁli-‘izerar?&%ééhﬁ A J4tdo%F 858. On the

ther hand, the LH |,. the HL | HH |

i o pass " dAPASSERBY Ao Bemii Ao tad e W rLeasa CRe ar e and they

are the aUX'ffde?%ded’dg}ﬁerToo@&'ﬂ@A@ A ch @@EBBL@%{Y @@fmompa@en{ orm the high
na

resol ution vi I'n cooperation Wwth the LL signal. The encoding

circuit 226 pffigdeniddy encodes véheiout pite@lechby bandedivestion filter 218
(LL signal) by an encodi ng schene which is a conbination of the |

number of pixels to one half.

In this manner, the high resolution video signal
having 1,716 pixels in the horizontal direction and
1,024 pixels in the vertical direction is separated into
an LL signal (the output of the band division filter
218), an LH signal (the output of the band division
filter 220), an KL signal (the output of the band
division filter 222) and an HH signal (the output of
the band division filter 224) having one half of the
total number of pixels in the horizontal direction and
the vertical direction, as shown in Fig. 11l. Since only
the LL signal has the low-pass data in both the
horizontal direction and the vertical direction, it is
the video information which can be reproduced for
display as the image and corresponds to the video signal

of the ordinary resolution naving 525 scan lines

the frame frequency of 30 Hz and 858 pixels

per line of 858. On the other hand, since the LH
signal, the HL signal and the HH signal are high-pass
data, they cannot be displayed as the image as they

are and they are the auxiliary video signals which



noti on conpensat ed adaptive prediction known as the CC Recommendation 723
and the DCT. Encoding circuit 228, 230 and 232 efficiently encode the
outputs of the band division filters 220, 222 and 224 (LH signal ., HL si naI
and HH signal), respectively, by a conbination of the D?CM an§FEBRUARY

| ength encoded and variable Iength_ ¢pde. The outputs of the encoding
circuits 228 - 232 are nultiplexed By a nultiplexing circuit 234. An
encryption circuit 236 encrypts the output of the multiplexing circuit 234
by using the encryption key outputted fromthe encryption key out put

circuit 238 in a r e, W e tion technique of the DES standard
described abetv@. g%%egggﬁtf%%égF%gggi?§%¥ 29" prpg898§r?ﬁ€°“output of the
encodi ng circuj ttﬁ§6 ng-%ﬁg joutput of the encryption circuit 236 and the
out put theredf’is ed o the transmission line by the output unit

242. I n the decodi n,g é‘pé’ﬁc;]@éyﬁ?sé‘ﬂ“@ui{‘ ﬁ%a?f]rolﬁ%%g%ﬁ% ?r 20 SSI on data

i nput unit 250 recelves t ansn ssi on T ssion line

and applies it o the sepajathoh Chieidita ¥ Tg}le %f %IQ{QHGalE)EEdRUﬁQ{aZS??

21 circuitt®%2 Separates It into a portion re enc

the LL si g}al ﬁ{‘%ﬁc&@ﬁ%%ﬁéﬁ@tﬁ%&? idhe cgn{'ﬁ.rnél-ﬁoxﬁl-o@%é"E signals, and
applies th ornmer to the decoding circuit 254 and the latter to the
decryption gl tedpfenddteedesdapti v fHdGW i APbnown as the CCI
recommendation 723 and the DCT. Encoding circuit 228,
230 and 232 efficiently encode the outputs of the band
division filters 220, 222 and 224 (LE signal, HL sigfal
and KHH signal), respectively, by a2 combination of the
DPCM and a zero run length encoded and variable length
code. The outputs of the encoding circuits 228 - 232
are multiplexed by a multiplexing circuit 234. An
encryption circuit 236 encrypts the output of the
multiplexing circuit 234 by using the encryption key
outputted from the encryption key output circuit 238
in accordance with the encryption technique of the DES
standard described above.
The multiplexing circuit 240 multiplexes the
output of the encoding circuit 226 and the output of

the encryption circuit 236 and the output thereof is
outputted to the transmission line by the output unit
242.

In the decoding apparatus shown in Fig. 10, the
transmission data input unit 250 receives the
transmission data from the transmission line and

applies it to the separation circuit 252. The separatioer



decrypts the encoded data of the LH, HL and HH signals by using the
encryption key signal outputted fromthe encryption key output circuit 258.
In order to correctly decrypt it, the encryption key shoul d bef EEBRUARY 2003t

used for encoding the encryption key signal. The separation circuit 260
separates the output of the decryption circuit 256 to the encoded data of
the LH signal, the encoded data of -tldé HL signal and the encoded data of
the HH signal, which are applied to the decoding circuits 262, 264 and 266,
respectively. The decoding circuits 254, 262, 264 and 266 decode the

encoded dat g.i hereto, respectively. The output ,of, the codi n
circuit 254qup€ﬁégﬁﬁséi§% Fratehel EDLBFR %oﬁ@éFéPSan#Fé%Ftt%6§q%onver?s
t he out put i circuit 254 to_an anal og.si ly. e .qut put of
the SD D/ A %nncv%% gﬁacég‘f‘jr%%i?h% iil%agnif‘gga 3?536%§?E%§|at-r§§vit%g the

nunmber of scaf ldnes of; 533 and, é%?g%%@%fafrSHHeQ§¥%EEs3Qh§Zf@@QeEt i's

di spl ayed as an 1 nmage by an i mage évice o e ordinary

resol ution. " . Si I d Lgn oglgined at the
verti cal fré%ﬂ2%é§Q£y t gg%éﬁﬁﬁggggﬁﬁﬁgﬁvkgogbg gétgégnfﬁesi;atipn filters
270 and 272 and i JHHG e Pigel Sphd dheryseibpatideaeet pep is

interpolated to two tinmes. Simlarly, the reproduced HL signal and HH
signal are swdhesizeahaterddiaerdd calof regdensy by the rhasgdgsyhshesization

filters 274 and 276 and the nunber
by using the encryption key signal outputted from the
encryption key output circuit 258. In order to correctly
decrypt it, the encryption key should be same as that
used for encoding the encryption key signal.

The separation circuit 260 separates the output
of the decryption circuit 256 to the encoded data oi the
LH‘signal, the encoded datz of the EL signel and the
encoded data of the HE signal, which are applied to the
decoding circuits 262, 264 and 266, respectively.

The decoding circuits 254, 262, 264 and 266
decode the encoded data inputted thereto, respectively.
The output of the decoding circuit 254 is the LL signal.
The SD D/A conversion circuit 268 converts the output of
the decoding circuit 254 to an analog signal. The
output of the SD D/A conversion circuilt 268 is an enalog
video signal having the number of scan lines of 525 and
the frame frequency of 30 Hz and it is displayed as

an image by an image display device of the ordinary

resolution.
The reproduced LL signal and LH signal are

combined at the vertical frequency by the band



of pixels in the vertical direction is interpolated to two tines. The

synt hesi zed signals are conbined at the horizontal frequency by the band
synt hesi zation filters 278 and 280 and the nunber of pixels in the
horizonta-1 direction is interpolated to two tinmes. By those 6FEBRBARY 2H070N
processes, the digital high resolwtion video signal having 1,050 scan
lines and the frame frequency of 30 Hz is reproduced. The HD D/ A conversion
circuit 282 converts the reproduced digital HD signal to an anal og ' signal
In the decodi ng apparatus shown in Fig. 10, in the no key state, the

decr ypt i on sgintdwgisti z2%56 coutfiuttera 2q0i erdun3t abhé dacanpabéeref so that the
output of the HD D/A conversion circuit 282 is also unstable and an

unst abl e patittels duochhasvarndicae dimgetisn displayedpohatedetsaneen of the
di spl ay device such as CRT. Alternatively, the inage of the | ow resol ution
or a still timage miymbéadiigpl aypedroprodwec dd gL resphatl i omd KNI tor screen in
the no key state. Figs. 12 and 13 show portions of block diagranms of such
nmodi fi ed de¢gdrhgaeraeppmnahasizteati kive eteameinsl t Hr eqrosec ofby itdghe 10 are 6
FEBRUARY 2007 23 designated by the like nunerals. In Fig. 12, an SD/HD
conver si onbendcantiR@ditariogohveterh? thearsutpifi afd ttee davddirng circuit
254 to the HD signal and a selection switch for selecting the output of

t he SD/ HD @én&?é?‘@?%nl@i t@i vepBicak diecdhifthes Adikerpolated to

two times. The synthesized signals are combined at the
horizontal frequency by the band synthesization filters
278 and 280 and the number of pixels in the horizontal
direction is interpolated to two times.
By those synthesization processes, the
digital high resolution video signal having 1,050
scan lines and the frame frequency of 30 Hz
is reproduced. The HD D/A conversion circuit 282
converts the reproduced digital HD signal to an analog
signal.
In the decoding apparatus shown in Fig. 10, in
the no key state, the decryption circuit 256 outputs z
quite unstable data pattern so that the output of the
HD D/A conversion circuit 282 is also unstable and an
unstable pattern such 2s a noise image is displayed on
the screen of the display device such as CRT.
Alternatively, the image of the low resolution
or a still image may be displayed on the high resolution
monitor screen in the no key state. Figs. 12 and 13

show portions of block diagrams of such modified decoding

apparatus. The like elements to those of Fig. 10 are



out put by the band synthesization filters 278 and 280 and supplying it to
the HD DJ A conversion circuit 282 are provided. The SD/HD conversion circuit
284 is identical to the SDYHD conversion circuit 54 of Fig. 6. 6 FEBRUARYI20b7
286 is normally connected to, synthezied output of the band synthesization
filters 278 and 280, and when no key. gt_ate is detected by the decryption
circuit, it is switched to the output“of the SOYHD conversion circuit 284

by the detection output. Thus, 1in the no key state, the inage can be
di spl ayed by the high resol ution nonitor al t hough the quality of the inmage

i's not suffifdanindtdgt h, [es0 nitor. when the encryption key
signal is not mputtedxg'f ﬂel e%r%}%ﬁ%r}%?rcwt 256', it is possible that

the output of the engfymid om key,ou & erelystw%ﬁS:iﬁc\Ipi cadd yeast opped or
the encryption key output ci rcui t Itse is not present. For the

confi gurat i QreewWLdg . OJ%%%E Ihcgf :}Jer%gtdebcro%q%%n@izdﬂla: ofs 4 he hanrd

synt hesi zation filters 270 y the detection output of the

decryption Gip eUigha25Gind Q addaddt 1dle SAR e eClse 1ddt i tHS ot g t ch 282
is provided between 6 FEBRUARY 2007 24 thesized output by the band

synt hesi zat io@n thiel ts&r/HD ajwh2860s il dife il Blsd GeNvelesi i ttdsiteld 282 so t
in the no key state, a predetermned level is fitted to the FMD A

conver si on eiuteuitt b¥8ZhelheandNd it 1288 -periEal Ify 1selrect7 8 eds 2dtthesi zed
out put by
and supplying it to the HD D/2 conversion circuit 282
are provided. The SD/HD conversion circuit 284 is
identical to the SD/HD conversion circuit 54 of Fig. 6.
The switch 286 is normally connected to. synthezied
ocutput of the bandéd synthesization filters 278 and 280,
and when no key state is detected by the decryption
circuit, it is switched to the output of the SD/HD
conversion circuit 284 by the detection output. Thus,
in the no key state, the image can be displayed by the
high resolution monitor although the quality of the
image is not sufficient for the high resolution monitor.

When the encryption key signal is not
inputted to the decryption circuit 256', it is
possible that the output of the encryption key output
circuit 258 is forcibly stopped or the encryption key
output circuit 258 itself is not present.

For the configuration shown in Fig. 12, the high
frequency data of the band synthesization filters 270 -
280 is reset by the detection output of the

decryption circuit 256' to attain the same effect.

In Fig. 13, a switch 282 is provided between



ve band synthesization filters 278 and 280, and when no key state is
detected by the decryption circuit 256, it is switched to the predeterm ned

| evel input by .Ye detection output. In this nmanner, when the gorrect
ncryption key is present, the high resolution video signal is®6hBRUARER007
and in the no key state, the redetermned |evel signal is outputted and the

i mage corresponding to the predetekfined |evel is displayed on the nonitor

screen. when the encryption key signal is not inputted the decryption

circuit 256', it is possible that the output of the encryption key out put
circuit is forcibly stopped or the encryption key output circuit 253

itself is not E%§§§@$izédroﬂhéuéoﬁ¥ib%ﬁaP?Bﬁ sHBtReFhZ#F 5O 181 1ERES switch
r
&l

288 may notz3e ovi ded and the ou;§ut of the :-HDIJ/\cgnversion circuit
282 may be fgrges 180 aanéokBeait PEVeIoTfoF SEXAnPHES U Zer 68 butPut) in

accordance2‘With the detection output of the no key state ﬁ% the decryption
circuit 44. |p f gshe 10 JFRY 1352t he %(f’qfe%e%%ﬁf"b“? Hefebtd¥ by the
d b%/826E FEBRUARY 2007 - 25

decryptioncefrcuit 256_altho%?q}it ”ﬁﬁege detecte
an error dg;g&@dam'%bdkn%rm%r Gt TRV Prieess. 28 Enboditrent s of the
encodi ng crfcuit and the dlggodei%gc csi rtj,luit used in the r‘_%s*{)e tive
enbodi ment g, a¢eh 28w RIRA T e S NS 'S SH BISTRH fhh % speci fi ¢

»e band synthesization filters 278 and 280, and when
t2
.ne no key state is detected by the decryption circuit

255, it is switched to the predetermined level input by

- detection output. In this manner, when the correct

h

enc-vption key is present, the high resolution video

signal is outputted, and in the no key state, the
sredetermined level signal is outputted and the image

corrasoonding to the predetermined level is displayed on

~h2 monitor screen.
When the encryption key signal is not inputted

cc the decryption circuit 256', it is possible that

zhe output of the encryption key output circuit is
forcibly stopped or the encryption key output circuit
253 itself 1s not present.

For the configuration shown in Fig. 13, the

switch 288 may not be provided and the output of the

iD D/A conversion circuit 282 may be forced to a

constant level (for example, zero output) in accordance

with the detection output of the no key state by the

dacryption circuit 44.

In Figs. 12 and 13, the no key state is detected

5vy the decryption circuit 256 although it may be detected by



enbodi nent of the encoding circuit. The encoding circuit shown in Fig. 14
conprises a blocking circuit 301, ADCT circuit 302, a quantization <circuit
303, a variable length encoding circuit (VLC) 304, a notion C6IFEBREARY007
circuit 305, a notion vector detection circuit 306, a rate control circuit
307, a local decoding circuit 308 and a buffer nenory 309. In Fig. 14,

i mge data to be encoded is grouped 23 nmto 8 x 8 pixel blocks by the bl ock
forming circuit 301 and they are supplied to the DCT (discrete cosine
transfornm) circuit 302 through the switch 310. The switch 310 is

peri odi cal fQr ex | e,. for _each frame or_ every. sev i el ds) swi tched
to a term %él grg’otro dge;g;%Fe O 8 S\Fs eﬁrr&d:aé:aﬁ’ﬁroﬁy nneq%{/d,aéev#e'n it is

connected to the t inal a._andntra-frane or intra-fi oding (intra
node) is conduct ed. Or?%t"}'neé“tisnto a Wsd& "G4 -ciu?latfnsqlgrjrreg by the DCT

circuit 30 .the . l.tin . cqefficient .. Yadized dy 4
quantizatiéﬁéggﬁégif%§§ ﬂ%\ Eggﬁb%%ee &6 5§ﬁ§%%2% vé?iable Iéﬁgth

encodi ng c%gguitcggérﬁﬁg_ tenporarily stored in the buffer 309. 6 FEBRUARY
2007 26 the other hand, in other than the intra node, the switch 310

is connected to a gggm nal ksto gomduel 4ihe MM i Lpeengaled prediction
encodi ng. Nuneral s 3f1 and 312 denote a de-duantization circuit and a
de- DCT ci redbbaihest eEnthid Wneodiegl eealuit.
The encoding circuit shown in Fig. 14 comprises
a blocking circuit 301, ADCT circuit 302, a quantization
circuit 303, a variable length encoding circuit (VLC)
304, a motion compensation circuit 305, a motion vectbr
detection circuit 306, a rate control circuit 307, a
local decoding circuit 308 and a buffer memory 309.
In Fig. 14, image data to be encoded is grouped
into 8 x 8 pixel blocks by the block forming circuit 301
and they are supplied to the DCT (discrete cosine
transform) circuit 302 through the switch 310.
The switch 310 is periodically (for example, for
eéch frame or every several fields) switched to a terminal
a to prevent erroneous propagation.
Namely, when it is connected to the terminal a
an intra-frame or intra-field encoding (intra mode) 1is
conducted.
In the intra mode, it is DCT-transformed by the
DCT circuit 302 and the resulting DCT coefficient is
quantized by the quantization circuit 303 and further

encoded by the variable length encoding circuit 304 and

temporarily stored in the buffer 309.



decoding circuit 308. The data quantized by the quantization circuit 303 is
restored to the original image data by the |ocal decoding circuit 308.
Nuneral 313 denotes an adder, numeral 314 denotes a switch whiédiFBRYARY200Y
in other than the intra node, and nuneral 316 denotes a subtractor. The

| ocal |y decoded-image data refers the notion vector detected by the notion
vector detection circuit 306 to oatpét—the corresponding bl ock of the
predeterm ned frame (preceding frame, succeeding frame or interpolated
frame). The output of the notion conpensation circuit 305 is subtracted by

the input image datg by the subtractor 316 to produce a.djfferepce. The
difference is encod@ﬁ %QetﬂéhﬁfﬂhéP?chP oger %ﬁﬁglqﬁgﬁtfﬁgﬁ?(ﬂ? rcuit 303

and the varjable .leng encoding circuit 304 and it is _stored in the

buf f er 309.{%eg%h:gngggcfarc%g@ﬁﬁ nt%i?c‘iﬁrtm%"b%{ %o?‘r%a?%’ééj‘ﬂ% frame data
to be enco 1th:the redeternmined.reference frane data to produce the
mot i on vec?@?‘?%égl{’%e‘:%ﬁ?ﬁﬁfag?a RESHDT T O veélz‘iooérl%gFEBRUARY 2007 - 27

detection circuit Sgggé§afgp9i%Sea&gii?edggg'éﬁg éé%g¥%E§§£§¥&CirCUit 305 to

specify the block to out pu he motion conpensation Clrcuit 305.

The rate confr@hs€isgait 307pepntsPLest hen: aides Qle&naoding iy switching
t he quantization step

decoding circuit 308. The data quantized by the

guantization circuit 303 is restored to the original

image data by the local decoding circuit 308.

Numeral 313 denotes an adder, numeral 314
denotes a switch which is closed in other than the intra
mode, and numeral 316 denotes a subtractor.

The locally decoded image data refers the motion
vector detected by the motion vector detection circuit
306 to output the corresponding block of the
predetermined frame (preceding frame, succeeding frame
or interpolated frame).

The output of the motion compensation circuit
305 is subtracted by the input image data by the
subtractor 316 to produce a difference.

The difference is encoded by the DCT circuit
302, the guantization circuit 303 and the variable
length encoding circuit 304 and it is stored in fhe

buffer 309.

The motion vector detection circuit 306
compares the frame data to be encoded with the
predetermined reference frame data to produce the

moticn vector, and the output of the motion vector



of the quantization circuit 303 in accordance with an occupation rate of
the encoded data in the buffer 309. Finally, the notion vector data detected
by the notion vector detection circuit 306, an encodi ng i den6iFEBRYARY2007
code for identifying the intra node and quantization step data indicating
the quantization step are added by an adding circuit 315 and it is
outputted as the encoded data. Fig.-137is a specific block diagram of the
decoding circuit. The decoding circuit basically operates in the reverse
manner to the encoding circuit shown in Fig. 14. The decoding circuit shown
in Fig. 15 coqyrises an_input buffef nenory 401, a variable | ength decoding
circuit 402, HFUEEYIRMtTLEERSR PFciiFt supBliaddeoDOTe BPEEANt 404, a notion
conpensation circuit 405 and an_  output buffer nmenory 406. The encoded data
sequenti al | y TERETIOM ¢ ReSthpuit BQEfé@ refoifyaohei B1pFbcESsBA by the

vari abl e | engt qg%%gin c%rcuit,402, t he de-quanti zation ggrcuit 403 and
the de- OCT ci?tit dtiBnleFien femPaRS3paeR ChFERlHafd” 6 FEBRUARY

2007 28 The quantization steg of the de-quantization Lreygit 403 is
determined by the quantfz5¥ton Q?Eﬁoga?hFcﬂhFc%O sc??ﬁﬁ%ﬁftgga al ong with
e pencoded ol TS Bl 40T, Genoheosan. 2005L [ OB bbEonOuLBYt Of Lo
of the quantization circuit 303 in accordance with an
occupation rate of the encodéd data in the buffer 309.
Finally, the motion vector data detected by the
motiqn vector detection circuit 306, an encoding
identification code for identifying the intra mode and
quantization step data indicating the quantization step
are added by an adding circuit 315 and it is outputted
as the encoded data.
FPig. 15 1is a specific block diagram of the
decoding circuit.
The decoding circuit basically operates in the
reverse manner to the encoding circuit shown in Fig. 14.
The decoding circuit shown in Fig. 15 comprises
an input buffef memory 401, a variable leﬂgth decoding
circuit 402, a de-quantization circuit 403, a de-DCT
circuit 404, a motion compensation circuit 405 and an
output buffer memory 406.
The encoded data sequentially read from the input
buffer memory 401 is processed by the variable length

decoding circuit 402, the de-quantization circuit 403

and the de-DCT circuit 404 and converted to the space

area data.



outputted fromthe noti on conpensation circuit 405, and nuneral 408 denotes
a switch for selecting the output of the de-DCT circuit 404 or the out put
of the adder 407. The switch 408 is connected to the terninal &FEBRUAR¥ 2007
intra node by the encoding identification code detected by the data
detection circuit, not shown, and connected to the termnal b in the other
node. The decoded data is tenporaﬂli/%ﬁdTed in the output buffer nenory
406 and restored to the original space arrangenent and outputted as
one-frame or one- field inage data. As will be readily understood fromthe

above description, irReaCLQYdaNncs W t[lfct%g)efj%r etﬁ_tent meioﬁ he hi gh

resol ution video S|gnal i's not reprod e do not have the

encryption ngréUQttQQB I &pr Oty Onh%1H%fAé%%Jg¥gﬂl§ﬂé§1@@ﬂ¥%)Slgna

is permtted. The charges to the users scrimnated between the

di splay devi %}ﬁlefx E.QetEQWs?rﬁ%QJég _ﬁﬂi%n%nq]lttrﬂe el S @udedae of the high

resolution of the same content eSent 1 nvention may be i npl emented in

other various fornsyukhaut 4cbezp@arewor&s M SRl ladihob tHEBRUARY 2007
29 scope of the invention. For exanple, mhl the i mage signal is divided

into four frggugaeyobands ige-phe %@%@dteqqult@rttne tdig Fepie@®@nt i Nvention
is not limted thereto. In other words, the foregoing description of the
outputted from the motion compensation circuit 405, and
numeral 408 denotes a switch for selecting the output of
the de-DCT circuit 404 or the output of the adder 407.
The switch 408 is connected to the terminal a in
the intra mode by the encoding identification code

detected by the data detection circuit, not shown, and
connected to the terminal b in the other mode.

The decoded data is temporarily stored in the
output buffer memory 406 and restored to the original
space arrangement and outputted as one-frame or one-
fiéld image data.

As will be readily understood from the above
description, in accordance with the present embodiment,
the high resolution video signal is not reproduced for
those who do not have the encryption key and the
reproduction of only the low resolution video signal is

’permitted. The charges to the users may be discriminated
between the display device of the low resolution and the

display device of the high resolution of the same

content.
The present invention may be implemented in other

various forms without departing from the spirit and



enbodi ments has been given for illustrative purpose only and is not to be
construed as inposing-limtation in any iespect The scope of the invention
is, therefore, to be determned solely by the follow ng cl ai ns 6FEBRUARY 2007
limted by the text of the specification and alterations nmade within the
true spirit and scope of the invention. - 3 0 - 6 FEBRUARY 2007 CLAI M 1.
An i mage processing apparatus conprisin?' i nputting neans for inputting a

| ow resolution inmage and an auxiliary %a@e for the | ow resol ution imge;
decrypting nmeans for decrypting the auxiliary inmage using a decryption key;
and i mage processing neans for generating a high resolution inmage using the
| ow resol uti on dcopgefahde tingentdori | i ary i mage, wherein the apparatus

provi des the high resolution inmage to first output nmeans if the decryption
key exists in the ap t pr.ovi de redet eram i d ga de@ t he
first output neans ifpfélg 3%’?%%1 obﬁlhﬁ(leey %?)egsﬁnnaofge%ﬁg?gl t he appar at us.
2. An image prioeessid\t appabalis, aGAding ¢f Aidia embsEneint ! ifie
apparatus provides the |ow resolution imge to second output neans

regardl ess of prheddrid OHvaRtide s IR YBH QN K@hepdty S in the apparatus. 3.
An i mage processing nethod conprising the steps of: inputting a | ow

resolution imge and ah adihdi afdkds, the foregoing description of the
embodiments has been given for illustrative purpose only
and  is not to be construed as imposing -limitation in any
respect.
The scope of the invention is, therefore, to be
determined solely by the following claims and not

limited by the text of the specification and alterations

made within the true spirit and scope of the invention.



imge for the low resolution inmage; decrypting the auxiliary inmage using a
decryption key; generating a high resolution inmage using the | ow

resol ution image and the auxiliary inmage;3providing the high r E§6BRUABK 2007
image to first output nmeans if the decryption key exists in an apparat us;
and providing a predetermned inmage to the first output neans if the
decryption kg&_ﬁﬁés not exist in the apparatus. ?. An inmage processing

met hod according to claim3, further conprising a step of providing the | ow

resol ution image negapgdl ¢maqef Wﬁéhgﬁﬁngra phrbitisdeonprlisQhgiey exists in
the apparatus. - 31 - 6 FEB%UA Y 2007 . (AN i mage processi ng _apparatus
conprising: inputting HBRASTLBE MAPDEt FRY ADPMLEANDNAgdOW KEPQdUEOR | onest
frequency copRRRNMtan® G a8GAhrivBGRigd TN AHY 1w irEWstut 1 & UahEe ;
conponent ; decryptlng means for decr¥pt|ng t he second |nag§ 'USIH%p%ga
decryption key: andIPREYRTPPIcBEENSgTREaASCFEPLIBAethE AY=d 1P ution
i mage using ulkdnlg raStddomga idid Kdye s@nbnd i nage, wherein the apparatus
provi des the high resol ution inage'to firs% outgut ans if_the decryption
key exists in the ZPpaPaPLSCeERd"Sr BYPLEs * 3 pPEREL B e Pﬂé@b to the
first output messalsatiiford hematee nugiin @ rtHeeyl o e suliutebors timdyge tdred affpar at us.
6. An inmage %&%¥¥¥2£¥Jf%§ggYﬂLB according to claim
wherein the apparatus provides the high resolution

image to first output means if the decryption key exists

in the apparatus, and provides a predetermined image to the

first output means if the decryption key does not exist in

the apparatus.

2. An image processing apparatus according to claim
1, wherein the apparatus provides the low resolution image
to second output means regardless of whether or not the
decryption key exists in the apparatus.

3. An image processing method comprising the steps
of:

inputting a low resolution image and an auxiliary
image for the low resolution image;

decrypting the auxiliary image using a decryption
key;

generating a high resolution image using the low
resolution image and the auxiliary image;

providing the high resolution image to first
output means if the decryption key exists in an apparatus;
and

providing a predetermined image to the first output

means if the decryption key does not exist in the apparétus.

4. An lmage processing method according to claim 3, further
comprising a step of providing the low resolution image
regaxdless of whether or not the decryption key exists in the
apparatus.



5, wherein the apparatus provides the first inmage to second output neans
regardl ess of whether or not the decryption key exists in the apparatus. 7.
An i mage processing nmethod conprising the3steps of: inputting6&EBRUARYI20em)e
including a | owest frequency conponent and a second i mage including a

hi ghest frequency conponent; decrypting the second i nage using a decryption

key; and generatisfg anhiigiades pHddds¥ingragpdtHtiue dumgtisings Mage and the
second i mage, providing the, hlﬁp resoLutipn i Lrs out ut neans if

the decryption key extSRECFH'SGHE BT PY 90@|%?ﬁ§ ﬂ?g et er i ned
i mage to theihblafifayt AUlloweBaNE rielqueheydedmppniedt eayd @esae_dzﬁid EXiagfe i N the
apparatus. 8. ina,lnagepgrgpe%f ng nmethod according to claim7, further
conpri si ng at8PePfe P IpPot RS YESCY FRIPONESdl ess of whet her or not
t he decrypti on key @x¢tsyptingtheanppfost décrypting the second image
using a decryption key; and
image processing means for generating a high
resolution image using the first image and the second image,
wherein the apparatus provides the high resolution
image to first output means if the decryption key exists
in the apparatus, and provides a predetermined image to the
first output means if the decryption key does not exist in
the apparatus.

6. An image processing apparatus according to claim
5, wherein the apparatus provides the first image to
second output means regardless of whether or not the
decryption key exists in the apparatus.

7. An image processing method comprising the steps
of: »

inputting a first image including a lowest frequency
component and a second image including a highest frequency
component;

decrypting the second image using a decryption key:
and

generating a high resolution image using the first
image and the second image,

providing the high resolution image to first
output means if the decryption key exists in an apparatus,
and

providing a predetermined image to the first output
means if the decryption key does not exist in the apparatus.

8. An image processing method acéording to claim 7, further
comprising a step of providing the first image regardless of
whether or not the decryption key exists in the apparatus.





