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- Met hod-for Prot ectl ng a Communi cations System from Unaut hori zed Access

' The" present invention concerns a method according to the introductory

U

“si¢l ause -of claiml. 5 | n nodern conmmuni cati ons

systens,. large quantities of information (data and® prograns) are

- stored- that are necessary for the operation and particularly for the user-

speci fi c__conf iguration of the system The information is distributed anong

s vari ous - Method fori Riredéctingia Sommuntieations SystemJroxn Unaxthbrized Ac¢esvol ves

. dat a that is identical for all users 10 (gl obal data), personal data on

.(‘*. B

_ ___t___he____._us .',;. ‘and devi ce-specific data of functional uni ts of t he
o system:These dat arHXpsdseRSninBbe 66REma Y MeMId 4 96 HESHrSGRATS clahfifof
rranagerrent of the information is preferably done in a central
S ocatlon fromlasmilch it is transmtted as necessary to the

“sappl i caple functional units of the systemvia data connections. From EP

0 735 785 Al is known a communi cations systemwi th a central system manager

~’that can:15 Ih@né&ﬁdc@ﬁnﬁnﬁe@mrsywﬁkemg ifid¥Co i folr@atidib (dutadride d
S eup; thes system manager ensures that all functional units up to and
_incl udi ng t heregrpmishae sinsed thakarg rnéce:séms forcthe aperptigmand particularly fos dhasusgr-y

Computer, oafbRane cBRAKIAAILRR S, |fh RSHRIG 12 CABRRE Wibnf REASR

possi bi l'i't'y tfiuedtional units of the QﬁlﬁnthSpeZ:ﬁﬂ:aIlﬁlmﬂv@ﬁéstda%thmﬂ identiesl $oit dlbussisst em

‘cannot be excluded with absolute 20

- Thus tHb obj dglobgdatperesionskiata %%r\lﬁ?rw&meﬁp@éﬁ%%a of fimetiongl pmits of
~ circunstancesy grstem Thes¢ QA4 (1S be pRHeAGF fpathst ThabMbALERICLRR. Fhathekfert

.communi cat I ons

of the information is preferably done in a central location from which it is transmitted as
necessary to the applicable functional units of the system via data connections. From EP
0735 785 Al is known a communications system with a central system manager that can
be used as a dealer system. When the system is started up, the system manager ensures

* that all functional units up to and including the terminal devices are supplied with the

" necessary information. When the system manager, for example, a commercial personal
= computer, can be connected to the system via a known interface, the possibility that
unauthorized third parties can access the system cannot be excluded with absolute

20 ... certainty.

Thus the object of the present invention is to preclude, under all circumstances,

1. unauthorized access to information stored in a communications system.

25 This object is attained through the measures given in the characterizing section

of claim 1. Advantageous embodiments of the invention are given in additional claims.

The comparison of the password stored in all functional units with a password
that is compulsorily transmitted during establishment of a data connection ensures that

30 . - nounauthorized access to stored information is possible. If a participating functional unit



This object is at t ai ned t hrough the nmeasures given in the

. 25
characterizing section of claim 1. Advantageous enbodi nents of the
invention are given in additional clains. The conpari son

~of the password stored in all functional units with a password

that is conpulsorily transmtted during establishment of a data connection

.ensures that
possible. I|f

det er mi nes duddterpixsstdatihg sstatdishmeit of a date aonmeetiec thatthe tramsmittedpasseiosioes ed
password does

access to inf

30 no unaut horized access to stored information is
a participating functional unit -

A SR P Sorat il S5 Ry ket P

<embodi ment s aiRdemed 2AHHEBSal ebblithefRlNA AdeHlagdes oFBR Mndthdi R nR seen from the
description below. 5 The invention is described in

‘greater det ai

despaptinn hpjoway of exanple with the aid of a draw ng.

+The dra%vi ng shows a digital communications systemthat is constructed
g

‘accordi to
distributed

the principle known fromEP O 745 785 - Al with central and

The inbéHtioh idRatribeain Sreaté @t PBEIOW by aly N Sxahsié *ith @ied St s

‘essential.ly of a switching section 10 VT and a great nunber of

‘term nal devi
‘connected to
with

provi ded as t

efeasdrewings nhhecdraving showe a digitat eomgusisations sysygm that is construgipd o
oM o . _
dcGrdith Lo B SIBI iBi Horh vt PASHET ATOAG et and GBS

faactivnal wiitsmha g@nmunications systéth consists essentially of a switcHimg saetidic hi ng

section VT is i,%g'grised of _.a cjircuit swtching network SWJ .to
[

whi ch the cir¥
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circuit
‘Mit line to
each via indi
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25
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&great ppmberyeldemunal dewices EG copgeted-ip dhe sitchang.spction, Vil

acircurt swtchi
largetuadm@y hpacity ambwith @ video désphayican pb provided as the system manager

SM.

The switching section VT is comprised of a circuit switching network SWU, to
which the circuit switching groups SLMY1 ... SLMY3 are connected. Each circuit
switching group SLMY is connected on one side via an 8 Mbit line to a circuit switching
network SWU and on the other side each via individual 8 Mbit lines to three multiplexers
MUX. The circuit switching group SLMY has a coupler for switching the voice, data
and signaling channels (time slots) coming from the circuit switching network SWU to
the multiplexers. Ten terminal devices EG are each connected via their own 2 Mbit line
to each multiplexer MUX. The multiplexers MUX have a coupler that switches the voice
and signaling channels of the 8 Mbit line coming from the circuit switching groups
SLMY to the appropriate terminal devices EG. The multiplexers MUX are controlled by
the associated circuit switching groups SLMY. The circuit switching network SWU is
a digital coupler with a control unit ST that serves to switch connections. This
configuration makes it possible to connect any desired terminal devices EG with one
another via the circuit switching groups SLMY and the circuit switching network SWU,
and to exchange useful information in the form of data or program code and also voice

information through these connections. An exchange of data between terminal devices



» MUX. The circuit switching group SLMY has a coupler for switching the

voi ce, data 20 and signaling channels (tine slots) comng fromthe
. Circuit switching network SWJ to the nmultiplexers. Ten term nal
** devices EG are each connected via their own 2 Mit |ine to each
mul tipl exer MUX. The nultipl exers MJUX have a coupler that switches the
voi ce and signaling channels of the 8 Mit |ine comng fromthe
circuit sw tching groups SLMY to the appropriate term nal devices
EG The nul t Ef tkes platdforexample, twheh thedcumenPéperatingt state as thederainal devices)i t

- i t chi SLMY. The ci.rcuit swi.tchi k_SWJ i
o dlgital coupPih oy I tusy SRnditibt fiite S ndineibd sl bR tmnal dpdies. oMosavebns
<5 This exteRRI s AichQR afiBIkE Or HigitBEiSes Phrnksq o RASRLined b HRHciRGed

- termnal devices EGwth one another via the circuit swtching
~-groups SLMY &4nes ke)deadingdaithe public é¢lecommunionsions sstwork OEN, are camnektedviaruhange

c# useful o nformytion i ryn of dat r progr.a de.a al so i ce 30
o or mit 1 on RvERERLRisAA SRR Sl ihofhe B SRR SR e Bibihel #06&s  na

. devices EG can also enter into connection via the switching section VT with ;[xarmﬂ?s_ that are not

© “EG takes place, for exanple, when the current operating state in the

. ternminal devFemtgcted to this comypyuricasions Rstess Thegnmber of cirpuit switphing geupst ed

~-at other tergj | ovar . . - | ke C;

- .anal og or di §|L F/g*’ ?’lﬁirﬁé’csfé%ﬁ M’ %\g te]l“élgg'le%evﬁeﬁgﬁs@ Elé)&gﬁngl g%d‘lﬁ %vgﬁlédl 2 i8%e
~lines Ls) | eestisidgrddantdremplelfor the pardpesswoimheprestht explanatisny@nktheFdonfigueation
-connected via_an 5 . .interface nodule SLB to.the circuit swtching
networl® swy 86therreRmwRications sy dealized according to thisgrinciple 23 Jep BASSIBIe, oAt o
connection vig.the swtching section VI with partners that are not
‘connected to this communications system The nunber of circuit sw tching

© groups " SLMWY, multiplexers MJX, and term nal devices EG shown in

the drawing is to.pe . consj ed an .ex |l e for the purpos f the
present exgl anat i gﬁ,e sl dewge igﬁﬁ?%’?c} © fgtersace E(\’eﬁf‘f""’f‘h c ?ﬁﬁgﬁi“ a‘?‘fsons
system real i gafmanfe@ficHs\Gste. DEpenink hi the Spplafids dyORakd ) BreaPhumber of

cour se.
15 convenient features available to the user. For example, in an embodiment of the

communications system used for foreign exchange dealings in banks, the terminal
devices EG, have for various inputs and outputs (such as destination selection), a
keyboard with program-controlled LCD (Liquid Crystal Display) legends. Furthermore,
a display screen with a user interface as well as hands-free and monitoring functions can
20 also be provided in the terminal devices EG. In order to fulfill all these functions, each
terminal device EG has its own processor that controls the relevant functions by means
of software stored in an associated program memory or data memory. The software
involved is switching software and operator software. The switching software controls
all functions connected with communication, such as the monitoring and switching of
25 connections (voice channels) to the multiplexers MUX and the circuit switching groups
SLMY. The operator software primarily assumes control of the user interface with the

keyboard and the display screen.

In the case of enhancements or user-specific modifications, it can become

30 necessary to update information stored in functional units SLMY, MUX, EG of the



.The term nal devices EGformthe interface between the users and the
communi cations system Depending on the application, they nake a great

‘nunber of 15 conveni ent features available to the user. For exanple,
“.#'n an enbodi ment of the conmmuni cations systemused for foreign
exchange deal ings in banks, the term nal devi ces EG have for

various inputs and outputs (such as destination selection), a
keyboard with programcontrolled LCD (Liquid Crystal Display) |egends.
“Furthernore, system. Thus for eyahmple, infoanation dtbred in e temnihelr devices EG (programs

+hands-free and njtoring functions can 20 .also b rovided. i.n the
“terninal devi anlorsaia) Prsbbedated beeAups ysersepirg 4l ron RieFadion @5 afitions
Ctermnal devi egnkls Bethelr WokPhch! For IRie pulfiRE, &8 rhi)gfﬂpﬁafemﬂfdrﬁlaﬁéfﬁ"?ﬁust be

L r
-“functions by neans sof tware ‘stored 1 n an associ ated program
“> menory or dat tramsamitied to Weeappodpiriete terminal devicesi B@ ol Amathérspassiblectpdaty mothewar e

“«and operator soft e. The swi.tchi.ng .saftware. canty ol al .
TFUnct ] ofle. conRRIERAAc ECTRSHE OLNTBIIng A dhsineion ko Brrpuss the grsafigted lin
oswitching of 82 changed. 30 HRRUIse BE ehhnt GRertRNAE bSthmuRichiiéhs BybiemD 4R ko MUX
and the circuit SWI%ChI ng groups SLMY. The operatof software

. primrily assheremensegssay t®$upp1%@1l1g@minalrﬂeeiccseﬁﬁ witht tievt pregram versions. Kayhisar d
w-and the displa [ een, . Ln t case of enhancenments pr
oer - opect 11 ot FERinal devices B st pppl it o0 Begberm SHICARISTAA 4

4 nformation stlgmgeltd the Hata & 4 sirvalt switthifg ShiltSL MV PslatdsFop Exdnlitsle, to the activation

3 . system Thus, for exanple, information stored in the
term ndl devi ebapaticylps el fararding route in He n@t SFAYISY PRESAINESIABdat ed because
“users desire a different configuration or additional features at

their workplace. For this purpose, the appropriate information nust be
- transmtted to theThepranpganaine of therihfoahativvnecesaiyGor Apattien opibs sydibm angdat e

DD e v ol e R R S RS h
- enhancenment s {0 g seAMMHUgeRAEMO MBheSy SleRhaldgeF SV BHAO the interface between the
i 15 operator and the system. It is connected to the circuit switching network SWU via a
special interface (with 2 B channels at 64 kbit/s and one D channel at 16 kbit/s) and an
interface module SSB. The system manager SM has a large database, which contains,
among other things, the data and programs for configuring the circuit switching groups
SLMY, the multiplexers MUX and the terminal devices EG.
20 '
For transmitting information to a terminal device EG, for example, terminal
device EGn, the operator (system administrator) initiates at the system manager SM a
function “Supply terminal device with new information.” A loading procedure activated
thereby establishes a connection via the circuit switching network SWU, the circuit
25 switching unit SLMY1 and the multiplexer MUX1 from the system manager SM to the
terminal device EGn, which is identified by a device number known to the system
manager SM. During this process, a free channel (time slot) is seized on the connection
lines between the circuit switching unit SLMY1 and the multiplexer MUX1 and/or
between the multiplexei‘ MUX1 and the selected terminal device EGn, by which means

30 the transmission between the system manager SM and the terminal device EGn can take



. becone necessary to supply all term nal devices EG with new program
versions. In this case, the term nal devices EG nust be supplied

_---'-f':-.with new program code and/or data. A change to the data in a
s-circuit swtching unit SLMY relates, for exanple, to the activation 10

of a particular call forwarding route in the "night service" operating
- state. -The managenent of the information necessary for
-~ operation of the system and user-appropriate configuration of

% functional uplace V'ﬁlal‘dfita WWWOEG caneccpien for menple, with the HLC tpeotogail &m

manager SM The sy SM fo&ln%laétlﬁ | nt %&{a n the .15
.“operator and ?qpeas ‘?%‘r‘?ﬁté 11B° tefra! ?’lﬁ‘fet ‘fﬂr%%ﬂﬁ’é'toﬁor k
<SWJ via a  message t& ﬂﬁ%{yé&%m' HAREEASN, Whkielpeh e ¢AANNRSISN 8f ﬂ)@%ﬁéghﬁﬁ&l @nd

.:_.f'--'-_\one D channel at 16 kbi £/s) and an i nterface nodul e SSB.
- “syst em managéhe tgmihalglesice Eﬁgéeemaﬂageqn mlbmfmmatlam has been transmltted ﬂmthg

5 R M OO W L

. For transni t inesgigh foar e tdrMal @ev@cetmﬂnvnﬁkeugsmtwuﬁﬁtesftﬁé comacIntwith e nal
- -devi-ce EGn, the operator system admnistrator) initiates at the system
* rmanager SM aterminal device Ea i1gdike Sabjnny infermationican e treasmitted figaythe system
information.” é@ﬁ@l IL.shes a
“;connection vfréd%?%ea%ﬂﬁgus% e%&ﬁ cﬁ“%&“ﬁé@%@ tSSQ(WY tfe™C Mlﬁ{ eéfs uSis“Q
-'swi t chi ng unahal&gdw{brmduﬁehe rrul ti plexer MUX1 fromt he syst em manager SMto
‘the termnal device EGr, which is identified by a device nunber
- known Y5 the system manager SM During this process, a free
-channel (tine sl ol isSiffledCni e \GsteRMRERIIPLIM can b ERidPpeiBRAl the
‘circuit swtching u#ntlsﬁllw and tﬁs Hﬂn& téexgr Y eaﬁJPhﬂ ia?p
“between the nuMputpt &mbmawﬂdxroammttddhea ackhewn spleciad nmterfade tdaké camiaGicationswhi ch

{Tg;’:mms ngP d evP ee g&’gg‘%‘ tf ghe stjj/gtte}/n\e I%Qna;[ggre Sl%/[y t%ttﬁg]cgrgrrr]l%glcatmns systgmtrgqulres
_ -'__ﬁ;_ 4 knowledge of the necessary procedures and protocols on the part of the human operator.
L 15 Despite all conceivable security measures, the possibility that unauthorized third parties

can acquire the necessary knowledge cannot be excluded with absolute certainty. Also
for this reason, unauthorized access to the communications system and its functional
units SLMY, MUX and EG cannot be completely excluded. For this reason, it must be
prevented in all events that unauthorized third parties can gain access to the system and

20 extract any information or undertake manipulations that cause service interruptions.

In principle, not only accesses that take place from a system manager SM

belonging to the communications system are possible. Accesses that originate from a

system manager SME connected to the public communications network OEN are also

25 possible. In addition, accesses are also possible from a system manager SMF connected
to a foreign communications system KA that can establish connections with the
communications system in question via the public communications network OEN. If

these are unauthorized accesses, they must be prevented under all circumstances.

30 The method according to the invention satisfies this requirement. It provides that



.place via a data (point-to-point) connection, for exanple, with the HDLC
protocol . As soon as the connection has been established, the
term nal device EGh delivers a sign-on nessage to the system
smanager SM whereupon the transm ssion of the information to t he
term nal device EGh begins. As soon as all information has been transmtted
to the 5 term nal device EGr, the system nanager SMreceives an
appropri ate di sconnect : message fromthe term nal device EGn,

wher eupon it heeriingiassvdriiés anereédat thersyw'emhnaﬂ[@er SM which gosemk nedesslt/ihee

EGh. In like fashion, .informatjon can b nsmtted fro stem
manager SM t o CQEmuRIcations;system thal if manges éf ?%VSWB%C&SM% LY Sarbipe

Asi ng i.c.23Ahe HRHA 1Rsrt£lféﬁgh' Eﬁﬁuap 4l at later st Bs of the corﬁrﬁm'nEa?tlo“nb Tpdigat

form the system nanager SM can comerci al personal conput er
that may be conofgwsirtsof ﬂleaysiemm\tmstscpm@f te fumdtionflamits bHthe kyste affestédlt thons

ssystem _Access, from the system nmanager t I C t|on

require Startup E%f&%l“@'ﬂé’@&g‘? it @SE & é’Ylﬁ}c}b&‘&Mg\ &%P%?@%@Pgatﬁn
the part of tggnd¥eiisn td)ﬂﬁrs?' tem m&éa er SM. PRIRUBIO stlebted A5 a8HréaD IR phtd iret Y
‘measures, the possibility fhat unaut hori zed thitd parties can

acqui re t he néinstignslyunitsothite egre diseatlyoteagle ae eanydeatipheeh fenssionalt wnitseef Gient y .

Al so fo ri S
system and i« FbRor 3000 o B R A SERAT B ekt o ARTTME R R
conpl etely ex@ldstbettd asdtie dddirsds s@mieANIn thé cade ot h&xrl, the address ispesMsnthe dontrolal |

events that unaut hor| zed thi rgtéﬁartles can _gain access to .the systemand 20
ext ractlOany i WP ke theriesmit switehing Retvesh SHIP 42 theeercvit awitehing grovps SLAEY L,

interruptions. SLMY él‘élg ad%rﬁs is ehfbrdd hg)cﬁglcgntr&%%toﬂ:'}épgﬁ ﬁﬁﬁaciqﬁst%lmltont ake

pl ace froma System nan e’ conmuni ca
system ar e postaithp evia Aceatasentrobtermirnal) BIathat isr tmadafor conﬁgunngstgas tsevitchimgager

SME connected tqg th ubl i.c. communj catj ons network CEN ar
R T S A g MR V) R
connect ed each esté‘tﬁlsﬁ 4 %ﬁe&%&@%@'&&hit%ﬁtcﬁﬂxgtﬁﬁv&% SW t6 dhe ‘§§§télﬁ| i sh

connections with t communi cat 1 ons sys min quest lon via the
public léommnmaagenr&vlrwdvmmhaptﬁmo tltansmlt the current ipessavosd.e Them thehpassword is

accesses, the ent | rcunst.an
The method: ac et BrnieR Y SrbbrstRd Rortehat b G4 T BB riinerm.Sid o togircuit
- provides that switching groups SLMY], ... , SLMY3. Following termination of the conRection
between the circuit switching group SLMY and the system manager SM, each circuit

-

switching group SLMY transmits the password to the associated multiplexer MUX via
20 signaling channels and thence to the connected terminal devices EG. The password is
stored in all functional units SLMY, MUX, and EG of the communications system.

When a terminal unit EG is newly attached to a connection of the
communications system, the terminal unit is logged on to the associated circuit switching
25 group SLMY through a procedure initiated in the terminal unit, whereupon it transmits

to the terminal device the current password, among other things.

Security can be additionally increased if the system manager SM checks, prior to
transmitting the password to a requesting circuit switching group SLMY, using its source
30 address, whether the circuit switching group SLMY is authorized at all to receive the



.a certain password is entered at the system manager SM whi ch governs access
to the communi cations systemthat is managed by the system
manager SM At every startup, i.e., at the initial installation
«Startup and at later startups, of the communicati ons system or of
parts of the system at |east one of the functional units of the system
affected by the 5 startup has transmtted to it an address with
which this functional unit can establish a data connection to the
syst em managepasSiwbrdPrSetwritgleby bs éirthet Bdreaseditdhat sise systenpmaniger SMeverifies an
functional units that can direct]y _reach as m eripheral functional
units of the entered passwogdiap H}ecb&ﬁﬁs(?ﬁya%%@m%g‘ég (e Jebsfore 4CePHBE & vay . A
Lentrally located functional unit is selected as the address
sender. In the case at hand, the address is sent by the control 10
-~ unit ST of the cir Buety tiné & connegtioreisveet up By\thet systehemanageuSM belpnging togthe

sgroups SLMYL, . . SLMY3. The, address | nt e .hto the cont.rol
it STSupon’ PR 4R uAKion P fesvien syeteit mhgpgar, SYE, s SEET, b B s 5
term nal BT t Bathahgingfifin{aéibn oA ffinstibhd] Anftd6f th¥tdraMuRRations sKstem, Hhegldten -
After receiving the address, the circuit switching groups SLMv1, ..., SLMW
each est abl i smanagsomusicendthe prsswordalong wiih thesammeshomigquest. weack fgvationd

upilie

system 15 . r tol 1.t transm e I t sward.
Then the passiiplfHidf the SBhARHAR AR bhinihd BRIV Y. SpQlibleERMUR 248
connecti on bytdrénat dSHENEGRNErifids wWildiliep thdasowérduiahsmitted in the nhédtiohRgup

- groups SLMv1, ..., SLMY3. Follow ng term nation of the connection .
bet weedOt he cinfermmation gerees Pl itsstirpd Begswordh olf e 1590t the casethe Bimctigpal ugith
circuit : ] | ;g . - gl t p;
associ at ed WFW%%%EWI@?%8§MI§&%8% ?ﬁ%ﬁ?ﬁ%i’gﬁﬁg&%fﬁgﬁs&mﬁ o]
t he connect edpasswordisl verified ovhen Einctibhal ynits,sswoh ds beo terminal devis¢esOE@Ggwish tal |

functional unit SLI\Q(, I\/L%( and EG of the communi cations system
Wien a term nﬁ’FCilﬁPﬁet AHEVILR ORE GRS t ached to a connection of the
comuni cations system the termnal unit is |logged on to the associ ated

circuit swtching 25 group SLMY through a procedure initiated in the
term ndb unit, whelbeigysteni administratof, either a person autherized by theroperatdr ofitheisystern he

current password, anong oih hi_ngs. Secur i an, be
2ddi 1 onal Ty PhereRethopzat by e et e et g papayort e
transmtting yaerdam@ufsr &M and lat@GUasde inditHer bEbédded ot AL pronHted HBe Sdidm
using its source 30 _address, whether the circuit swtchi nc};_ glroup SLWY
i s aut hori zedmapagsr |SM.o It is @dsogongejxable that the system manager SM automatically, i.e.,

without the participation of the system administrator, changes the password periodically
20 or at arbitrary times. In this case, the valid password is not known to anyone, which

considerably increases security against unauthorized access.

When the password is changed at the system manager SM, it transmits the new

password with a change identifier as described to all circuit switching groups SLMY,

25 which then pass on the new password to all functional units MUX and EG of the
communications system that they can reach directly, where it replaces the old password.

To increase security, a further embodiment of the method provides for the old password

to be transmitted simultaneously with the new password when the password is being

changed, with the new password being accepted in the affected functional unit only if the

30 old password received agrees with the preexisting old password.



.6 password. Security can be further |n _
the system nanager SMverifies an ent er ed passwor mﬂm] H"IH;’ ﬂ”"’

various criteria (syntax, etc.) before accepting it.

sEvery time a connection is set up by the system nanager SM bel ong| ng to the
5 systemin question or a foreign system manager SME or SMF for the
pur pose of exchanging information with functional units of the
comuni cati ons system the system manager mnust send the password
along with the connection request. EachCLAIMIS onal unit i nvol ved
in the connection (circuit switching group SLMY, nultiplexer MJX and
termnal device EG verifies whether the password transmtted in the
Lconnection sejup 1 i r

The 15 not i e oottt RF oM Rk EiRathoh byb R BBl eer

i nformati on thﬁdmnmoﬁth'ut ebtored id tharfnhdusnilmnite (SLMYe MUK, EG) bEﬂuesystemhmd

jpassword is v r|f| n functlonal units, such as two t i Vi ces
EG wi sg {o  hatcanb ese 4 thegete fr copfigyratinnedy4-ystemymanager( SMYshi; S%F) viaThe

system admi ni gt dbfectiGhd her a person authorized by the operator of the
system or a person authorized by the manufacturer of the system
can enter thechaasterizdd dn thate password correspending tamthegecesShiithodzdtionds enttradge

it either as ne ded or r %ed by the system manager SM It is
al so concei valf @e ¥ tnF?é‘E Z manager SM automatically, i.e.

wi thout the pafmawteaéryaaxt@ﬁoﬁhes &ﬁmﬁﬁmaf@%ﬁétaﬁ axﬁdﬂlﬂf@@ﬁiehﬁﬂlu%a&§mrd

peri odi caIIy 20 at arbltrar% tines. In this case, the vali
passworld is n@}tstemmmageb(&mw transmifipd te at least one of therfanctienalmits (V¥ xebibe

securit y agal n(%m'dﬂl%ﬁﬁorﬁg ﬂrsztglg affeliEd Ey the startup whereupon the functional unit (SLMY)

sets up with this address a connection to the system manager (SM),

in that the system manager (SM) then transmits the password to the functional unit
(SLMY),
15 in that the functional unit (SLMY) then transmits the password to all functional units
(MUX, EG) reachable by it, and
in that, at every subsequent establishment of a data connection from a system manager
(SM; SME; SMF) to functional units (SLMY, MUX, EG), this password is appended to
the connection setup information and verified by each of the addressed functional units
20 (SLMY, MUX, EG) for agreement with the password it has stored.

2. Method according to claim 1, characterized in that also during establishment of

data connections between functional units (SLMY, MUX, EG) the password is appended

to the connection setup information and verified by each of the addressed functional units
25 (SLMY, MUX, EG) for agreement with the password it has stored.

3. Method according to claim 1 or 2, characterized in that the system manager
(SM), prior to transmitting the password to a functional unit (SLMY) requesting the
password, verifies the authorization of that functional unit (SLMY).
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“pascvord w th a change |dentifier as described to all  cl ?cﬂﬂﬂﬂlﬂﬂﬂﬂlﬂlmﬂl

groups SLMy, 25 whi ch then pass on the new password; t d all fun!:tl’t)nafl
sunits MJX and EG of the comuni cati ons systemthat they can reach
directly, where it replaces the old password. To increase

security, a further enbodi nent of the nethod provides for the old password
to be transmtted simultaneously with the new password when the password is
bei ng 4, chamgtithd d6bdrtling e clamyvl ihasavtérizeddh BgatpwBahe gasswotdie being
affected functional unit only if the 30 ol d password received agrees
‘with the preefhangehdhonew passupsd i transmitted along with a change message to at least one

! al dt aﬁlf@‘ﬁ its
1. Vet hod T t’%? Otmeuét(ISLn » Which then transmits thseynsew assword to alf fapctional um

access to (SLMY, M[ﬂif{pEG)areadmbﬂd‘I@ut.l s stored in the functional units
«( SLMY, X, EG of the systemand 5 that can be supplied thereto for
configuration by a system manager (SM SME SMF) via dat a

connections, s Methd&%&&ﬁin"gr tb Biin 4] chdlAkterized &P Uit BofOhE eﬁppda%k/’aa ah@ the

access authorization is enter&d in the system manager

in that at ev&emempas&wq:dafe transmélyestt te theofunctionabunit (SIIMY elosg stithrthe ahange
addr ess |dent|f n% the 10 system manager (SM is transmtted to at
| east one of nctional units (SLMY) of the conmmuni cat i ons
system af f ect ed by the startup whereupon the functional unit (SLMy)
sets up with this address a connection to the system nanager (SM,

' thatl0t he s§st emMdinigRecoriens torakim 4 phctharscterized listb s nassword can be

hon 1 oot i T khapged by a systolt-fdbdinisfritor at Hebub @ mohdiEer (SM) bORR) G dr ™)

reachabl e by piompiing by the system manager (SM).

7. Method according to claim 4 or 5, characterized in that the password can be
15 changed automatically by the system manager (SM) either periodically or at arbitrary

times.

8. Method according to one of the preceding claims, characterized in that a
password entered at the system manager (SM) is verified upon entry on the basis of

20 predetermined criteria.



.in that, at every subsequent establishnent of a data connection froma

syst em manager (SM SME; SMF) to functional units (SLWMY, MJX EG,
this password is appended to t he connection setup information and
sverified by each of the addressed functional units 20 (SLwY, MIX, EGQ
for agreement wth the password it has stored. 2. Met hod

according to claim1, characterized in that also during establishment of
data connections between functional units (SLMY, :MJX, EG the password is

appended to t he connect i Abstgsitop theDidclosdireon and verified by each
of the addressed functional units 25 (SLwY, MJX, EG for agreenent
wth the password it has stored. Met hod according to claim

3.
1 or 2, characteri i ot n(a% I o]
transmtting the pgggﬁf/g?lgap gewgﬁtgg%a?@gﬁgq 593%11%5{{, gﬁr/ﬁ;)mgruel%uest |]:lnﬂg;]lg)[tl#eu’[’reEl
passwor d, ver inf fusstidnhleurats {SlaviYz MUBNEG] of dxatimrhumicdtions systennand ¢aSbkshpplisd

-8 4. Vet hod or.di to cl.aim1, characteriz in
“Chat, wilen ¢ niborsiedingn & syemdrangeer G Vid o ehitions ot refBaiam et s
transm tted abapgseih gﬁsﬁoﬂ%ﬁ%ﬁ&% $5%0Eesé utRdriZafi@Pis eRRR in the system ménggdronal
unit (SLMY), which then transmts the new password to all functional units

(SLMY, MUX, ESM)-eAbtvety sanhyp ofithe sytem, an addressidentifyivigthe systen oranagey (5M)
R R I 1w
change the fBGSGAE unit (SLMY) establishes a connection with this address to the system
10 manager, which then transmits the password to the functional unit (SLMY).
Subsequently the functional unit (SLMY) transmits the password to all functional units
(MUX, EG) reachable by it. Upon every establishment of a data connection to functional
units (SLMY, MUX, EQG), the password is appended to th_e connection setup information
and the password is verified by each of the addressed functional units (SLMY, MUX,
15 EQ) for agreement with the password stored therein.

(Fig.)
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40 . .6.
password can be
manager (SM at any time, or upon

1SM. Met hod according to claim4 or 5,
changed autonatically by the syst edfpagos

that the passﬁ(ﬂ?‘ﬁ‘séﬁl‘?’eﬁé 15

Met hod according to claim4 .or 5,
“-"changed by a system adminfitrator at the system

pronpti. ng by-the system manager

characterized in

manager (SM either periodically or at arbitrary

characterlzed in that the

times.

8. Met hod according to one of the preceding clains, characterized in
that a password entered at the system manager (Sl\/g is verified
upon entry on the basis of 20 predetermped criteria
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