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BACKGROUND

[0002] The foreign exchange market determines exchange rates between value

mediums (e.g., currencies) and comprises the largest market in the world. Typically, the
foreign exchange market works through financial institutions that facilitate continuous
trading of currencies for central banks, commercial companies, investment management
firms, retail traders, and the like and consequently establish the dynamic floating
exchange rates between different currencies.

[0003] In typical arrangements, a pair of financial institutions operating with different
primary value mediums (e.g., U.S. dollars versus Mexican Pesos) will have a nostro
account holding a significant balance of the foreign value medium with the other
institution to provide the necessary liquidity for such cross-medium transactions. In this
arrangement, the nostro account is used for the ability to pay and receive the domestic
currency of the counterpart institution, and can be debited and credited for business

transactions involving the counterpart institution in the foreign currency.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The disclosure herein is illustrated by way of example, and not by way of

limitation, in the figures of the accompanying drawings in which like reference numerals
refer to similar elements, and in which:
[0005] FIG. 1 is a block diagram illustrating an example transaction service providing

on-demand liquidity, according to examples described herein;
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[0006] FIG. 2 is a service flow diagram illustrating an example transaction service flow
for a transaction involving on-demand liquidity, according to examples described herein;
[0007] FIG. 3 is a block diagram illustrating a transaction computing system
implementing on-demand liquidity for cross-medium transactions, according to examples
described herein;

[0008] FIG. 4A is client computing device executing a transaction application for
initiating on-demand transaction services, as described herein;

[0009] FIG. 4B is an example of a client computer system 450 from which clients may
execute transactions as described herein;

[0010] FIG. 5 is a flow chart describing example methods of facilitating cross-medium
transactions using the on-demand liquidity and volatility resolution techniques described
herein;

[0011] FIG. 6 is a flow chart describing example methods of executing order
management and asynchronous exchange interactions to prevent failed transactions,
according to various implementations;

[0012] FIG. 7 is a flow chart describing example methods of initiating a failover state to
mitigate exchange infrastructure downtime or failures, according to certain examples
described herein;

[0013] FIG. 8 is a flow chart describing an example method of facilitating client-to-
client cross-medium exchange through the use of hot wallets in order to circumvent
exchanges, according to examples provided herein; and

[0014] FIG. 9 is a hardware diagram illustrating a computer system upon which

examples described herein may be implemented.

DETAILED DESCRIPTION

[0015] Cross-medium exchanges typically involve a valuation of each medium (e.g.,
two different currencies) and one or more trusted entities to facilitate the exchanges (e.g.,
financial institutions). For foreign currency exchange between institutions that primarily
use their home currencies, a first bank operating with one primary currency (e.g.,
Mexican Pesos) will maintain a nostro account of the other bank’s currency (e.g., U.S.
dollars) and vice versa. The purpose of the nostro account is to maintain parked liquid
money of the other’s currency in order to facilitate the settlement of the currency
exchanges between the two banks. The amount held in each nostro account can depend

on an estimate of the amount of currency to be exchanged between the two banks over a
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given time period (e.g., one day). Accordingly, nostro accounts have provided a solution
for banking institutions to receive deposits, make payments, and handle other financial
transactions for other banking institutions operating under different primary currencies.
By providing this liquidity, international transacting entities (e.g., multi-national
corporations) have the ability to rely on one banking institution to facilitate their
transaction needs throughout the world (e.g., through bilateral agreements between
banks).

[0016] However, by having money parked in nostro accounts in multiple financial
institutions throughout the world, a banking institution must tolerate a significant amount
of undeployed or uninvested money for such cross-medium exchanges. That is, this
money must remain liquid in nostro accounts—enabling direct debiting by the counterpart
institution (e.g., through SWIFT MT103 secure messaging)—instead of being loaned,
invested, or deployed in other illiquid profit-making ventures. Current estimates indicate
that on the order of ten trillion U.S. dollars in value is used as parked float sitting in
nostro or other correspondent accounts throughout the world. Furthermore, any pair of
banks that do not have an agreement regarding such exchanges must use other banks that
do, which can drive up transaction fees and complexity.

[0017] To address these inefficiencies, certain banks will implement deferred aggregate
settlement systems, where banking institutions will create an arrangement in which
transactions are aggregated until a settlement interval (e.g., at a certain time every day).
At this time, the net amount of the transactions is settled, which may enable these banks
to hold lower balances in their nostro accounts at the other banks (e.g., by transferring
funds to and from the nostro accounts after the settlement interval). However, this
exposes each transaction to a delay and, as a consequence, injects uncertainty and risk
into the system.

[0018] Additional problems and inefficiencies that exist in the medium exchange
industries involve exchange rate guarantees, which are typically not possible until the
time of settlement. This problem has typically been treated with guaranteed exchange
ranges, which can either be tolerated by exchanging parties or rejected. Furthermore,
since exchange rates can vary in-real-time, the exposure to exchange rate volatility
increases significantly due to settlement delays lasting upwards of several days.
Accordingly, one aspiring method to address the problem of exchange rate guarantees is

to significantly decrease the settlement time.
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[0019] With the advent of digital currencies and decentralized ledgers, the use of nostro
accounts may be largely eliminated, releasing the parked money therein to be deployed by
the banking institutions accordingly, as described herein. A computing system is
provided herein that implements a cross-medium transaction service by leveraging the use
of a digital currency and ledger (e.g., a decentralized, distributed ledger) to replace the
need for clearing houses and/or nostro/vostro accounts. This cross-medium transaction
system operates to provide on-demand liquidity for cross-medium exchanges such that
fund settlements can occur at any time within seconds or fractions of a second, as
opposed to several days in the current implementations. As such, the computing system
implements real-time gross settlement, and is not limited to banking institutions or
currencies, but may rather be implemented for any exchange of value (e.g., commodities,
other digital currencies and assets, bonds, stocks, securities, etc.).

[0020] The computing system can comprise a client interface (e.g., an application
programming interface) to communicate with client computing devices (e.g., via an
executing transaction service application executing on these client computing devices).
The client may be a financial institution or may be associated with any financial
institution in which the client has an account. At any given time, a client may execute the
transaction service application to transfer a certain value of a medium (e.g., a U.S. dollar
amount) to another client in a different medium (e.g., South African Rands). Such a
transaction may be for any reason, such as the two clients simply living in two different
countries and utilizing their respective countries’ currency.

[0021] Through a user interface of the transaction service application, the sending client
can select or input an identifier of the receiving client (e.g., selecting the receiving client
from a contact list) and a transaction amount in the sending client’s home currency or any
other value medium. The sending client may then submit the transaction request, which
can be received by the computing system described herein. Upon receiving the
transaction request, the computing system can perform a dynamic exchange rate lookup
between the sending medium and receiving medium, and optionally provide the current
exchange rate to the sending and/or receiving client (e.g., via the executing transaction
service app). In certain aspects, the transaction service can maintain its own live
exchange rate database that receives exchange rate data from any number of sources, such
as central banks, institutional banks, commodities exchanges, stock exchanges, third-

party exchange monitoring entities, and the like. In variations, the computing system can
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transmit quote requests to originating and destination exchanges and provide the quotes
back to the client(s).

[0022] In certain implementations, when a transaction request is received from the
sending client, the computing system can execute the transaction in seconds or fractions
of a second, with the processes described herein occurring in this timeframe. The
transaction amount in the sending medium (e.g., U.S. dollars) can be immediately
withdrawn from the sending client’s account with a particular financial institution. The
withdrawn amount is exchanged for the digital currency of the transaction service at an
originating exchange, and then transferred to a destination exchange of the receiving
client. At the destination exchange, the digital currency is converted to the receiving
client’s value medium (e.g., South African Rands) and transferred to an account of the
receiving client’s financial institution. The result is a very near real-time transaction at or
very near the exchange rate at the time of request.

[0023] It is contemplated that the settlement amount may vary slightly from the request
amount due to the slight time delay (e.g., a few seconds) in the transaction process. This
variation may be due to the exchange rate for the sending and receiving mediums
experiencing volatility and varying during this time, and/or the respective exchange rates
of the digital currency versus the sending and receiving value mediums. To address this
volatility variation, the computing system can maintain a customer pool with a certain
amount of the digital currency at each originating and/or destination exchange. In order
to guarantee the exchange rate between the sending and receiving mediums at the time of
the transaction request, the computing system can withdraw or deposit the difference
between the guaranteed amount and the transferred amount (minus fees) to and from this
client pool. Accordingly, as transactions at the destination exchanges are performed (i.e.,
converting the digital currency to the destination value medium), the computing system
can withdraw and deposit the volatility differences for each transaction to and from the
client pool as needed.

[0024] In certain implementations, the computing system can facilitate on-demand
liquidity for cross-medium transactions using exchange account adapters that provide
asynchronous exchange interactions in order to prevent failed transactions. Itis
contemplated that the transaction hardware architecture from end-to-end will have
reliance on the computing infrastructure of the exchanges, which can experience
downtime for any reason (e.g., hacks, upgrades, system maintenance, etc.). Accordingly,

direct messaging between an exchange management engine of the computing system and
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the computing systems of exchanges themselves may result in errant responses from the
exchanges, which can result in failed transactions.

[0025] As described in detail herein, the use of account adapters can enable
asynchronous interaction with exchange computing systems such that errant responses are
filtered or decoupled from an exchange management engine of the computing system, and
handled by the computing system separately by the adapter. Valid responses from the
exchanges can be processed by the adapter and published on an event feed, which can be
monitored by the exchange management engine for more seamless facilitation and
management of cross-medium transactions.

[0026] Furthermore, the cross-medium transaction management functions described
herein can experience large “master” orders for a relatively large payment across value
mediums (e.g., U.S. dollars to Euros). It is contemplated that such large “master” orders
can expose the transaction management service certain risks, such as unfavorable
exchange rates, market manipulation (e.g., front-running), and these client transactions
consuming liquidity of other clients (e.g., drawing a disproportionate amount of digital
currency from a client pool at a destination exchange). As a technical problem, this
scenario can result in failed settlement of transactions at destination exchanges due to a
depleted client pool resulting from servicing the master order. To address this technical
problem, the exchange management engine described herein can establish a breakup
threshold or a set of breakup thresholds that, in some aspects, can depend on the client
pool balances of the destination exchanges. If a received transaction request or order
includes an amount that exceeds the breakup threshold, the exchange management engine
can break up the order into smaller sub-orders for treatment.

[0027] It is understood that such breaking up of large orders can add significant
complexity, specifically when involving numerous large institutions making large,
recurrent cross-medium transactions among many different value mediums (e.g., differing
currencies), which involves several distinct destination exchanges. According to
examples described herein, the transaction computing system can further include an order
management engine that can organize, label, and manage broken up master orders in a
records database or distributed ledger. In doing so, the order management engine can
open a record for each sub-order of each master order, provide updates and/or reminders
for unclosed sub-orders, and can ultimately reconcile each master order in its records

(e.g., through monitoring of the event feed published by a corresponding adapter).
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[0028] In certain scenarios, clients may seek to avoid the exposure to volatility inherent
in transacting through exchanges. While limited in time compared to typical current
foreign exchange transactions involving nostro/vostro accounts (which can last several
days), transacting through exchanges requires clients to open accounts at the originating
and destination exchanges, making them dependent on the quality of their orderbooks
(which can impact exchange rates), exchange fees, limitations on trade volume, as well as
any potential security limitations in the network infrastructure of the exchanges.

[0029] In such scenarios, the transaction computing system can provide digital client
wallets holding a local pool of digital currency for each client, which can replace the on-
demand liquidity provided by the exchanges. In variations, the clients can create local
digital wallets of the digital currency within their own computer networks or through
third-party cloud computing services. In variations, the computing system described
herein can manage the digital wallets of the clients. In any case, the transaction
computing system can provide exchange quotes to sending and receiving clients—for
example, based on quote requests to the normal originating and destination exchanges, or
by enabling sending and receiving clients to set the originating and destination exchange
rates respectively—and facilitate the transaction by performing direct digital currency
transfer between each client’s digital wallet based on the provided exchange rate(s). The
receiving client, having access to its own local wallet, may then disburse the received
amount in the destination value medium or home currency.

[0030] Among other benefits, the examples described herein achieve various technical
effects in order to provide technical solutions in the field of cross-medium transaction
services. A root problem in such transactions involves a technical inability for traditional
transacting institutions to transact with on-demand liquidity without the use of parked
funds in nostro accounts. Accordingly, the standard practice of such institutions has been
to tolerate a certain level of cost in opportunity resultant from maintaining such accounts
with foreign institutions. The advent of decentralized distributed ledgers and digital
currency technology opens the door to provide various technical solutions, as described
herein, to this root problem in the field of cross-medium transaction services.

[0031] Itis contemplated throughout the present application that various service fees
between entities described herein may be calculated, presented, requested, and transferred
at any step described herein. For the purpose of illustration, these service fee

calculations, presentations, requests, and payments are largely disregarded to provide a
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comprehensive description of the technical features of the various concepts detailed
herein.

[0032] As used herein, a computing device refers to devices corresponding to desktop
computers, cellular devices or smartphones, personal digital assistants (PDAs), laptop
computers, tablet devices, virtual reality (VR) and/or augmented reality (AR) devices,
wearable computing devices, television (IP Television), etc., that can provide network
connectivity and processing resources for communicating with the system over a
network. A computing device can also correspond to custom hardware, in-vehicle
devices, or on-board computers, etc. The computing device can also operate a designated
application configured to communicate with the network service.

[0033] One or more examples described herein provide that methods, techniques, and
actions performed by a computing device are performed programmatically, or as a
computer-implemented method. Programmatically, as used herein, means through the
use of code or computer-executable instructions. These instructions can be stored in one
or more memory resources of the computing device. A programmatically performed step
may or may not be automatic.

[0034] One or more examples described herein can be implemented using
programmatic modules, engines, or components. A programmatic module, engine, or
component can include a program, a sub-routine, a portion of a program, or a software
component or a hardware component capable of performing one or more stated tasks or
functions. As used herein, a module or component can exist on a hardware component
independently of other modules or components. Alternatively, a module or component
can be a shared element or process of other modules, programs or machines.

[0035] Some examples described herein can generally require the use of computing
devices, including processing and memory resources. For example, one or more
examples described herein may be implemented, in whole or in part, on computing
devices such as servers, desktop computers, cellular or smartphones, personal digital
assistants (e.g., PDAs), laptop computers, virtual reality (VR) or augmented reality (AR)
computers, network equipment (e.g., routers) and tablet devices. Memory, processing,
and network resources may all be used in connection with the establishment, use, or
performance of any example described herein (including with the performance of any
method or with the implementation of any system).

[0036] Furthermore, one or more examples described herein may be implemented

through the use of instructions that are executable by one or more processors. These
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instructions may be carried on a non-transitory computer-readable medium. Machines
shown or described with figures below provide examples of processing resources and
computer-readable mediums on which instructions for implementing examples disclosed
herein can be carried and/or executed. In particular, the numerous machines shown with
examples of the disclosure include processors and various forms of memory for holding
data and instructions. Examples of non-transitory computer-readable mediums include
permanent memory storage devices, such as hard drives on personal computers or
servers. Other examples of computer storage mediums include portable storage units,
such as CD or DVD units, flash memory (such as those carried on smartphones,
multifunctional devices or tablets), and magnetic memory. Computers, terminals,
network enabled devices (e.g., mobile devices, such as cell phones) are all examples of
machines and devices that utilize processors, memory, and instructions stored on
computer-readable mediums. Additionally, examples may be implemented in the form of
computer-programs, or a computer usable carrier medium capable of carrying such a
program.

[0037] ON-DEMAND LIQUIDITY TRANSACTION SERVICE

[0038] FIG. 1 is a block diagram illustrating an example transaction service 100
providing on-demand liquidity, according to examples described herein. The transaction
service 100 can be facilitated by a transaction computing system 140 that comprises an
exchange management engine 160 and messaging interface 145 for coordinating and
executing commands between sending users 105, originating institutions 110, originating
exchanges 130, destination exchanges 180, destination institutions 190, and/or receiving
users 195. As provided herein, the sending users 105 and receiving users 195 can
comprise clients of the transaction service 100, and can include individual users,
businesses, households, charities, financial entities (e.g., local banks), and the like.
[0039] In various implementations, the originating institution 110 and the destination
institution 190 can also comprise clients of the transaction service 100, and can include
cross-medium or cross-border transaction entities, such as large financial institutions,
multi-national corporate entities, governmental entities, non-governmental organizations,
and the like. Accordingly, the originating institution 110 and destination institution 190
can also comprise sending clients and receiving clients, as discussed throughout.
Furthermore, a sending client may refer to an originating institution 110, such as a bank,
or can refer to any initiating transacting entity, such as a commercial business or

individual user. Along these lines, a receiving client can refer to a destination institution
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190, such as a bank, or any collecting entity, such as a commercial business or individual
user.

[0040] In various examples, a sending user 105 can initiate a transaction session to
transmit a cross-medium transaction request to the sending user’s 105 originating
institution 110 (e.g., the user’s bank). The cross-medium transaction request can
comprise a quote request that queries for an exchange rate between the user’s value
medium and a destination value medium. Using a secure messaging interface 145
operating under a secure and dedicated format or schema managed and/or authenticated
by the transaction computing system 140, the originating institution 110 can transmit a
quote request through the messaging interface 145 to the transaction computing system
140.

[0041] The messaging interface 145 can function to coordinate between the respective
entities shown in FIG. 1 through one or more messaging networks 120 using the
established format and/or schema developed for the transaction service 100. In certain
implementations, the originating institution 110, the destination institution 190, the
originating exchange 130, the destination exchange 180, the receiving users 195, and/or
the sending users 105 can communicate directly with any one or more of the foregoing
entities over the messaging network(s) 120 using the messaging format or schema devised
by the transaction service 100. Additionally or alternatively, the coordination of any
cross-medium transaction may be orchestrated by the transaction computing system 140
through transaction requests, quote acquisitions from exchanges 130, 180, trade
commands to the exchanges 130, 180 and institutions 110, 190, status updates to and
from the users 195, 105, and/or trade confirmations to each entity.

[0042] Upon receiving a transaction request, an exchange management engine 160 of
the transaction computing system 140 can create a record of the upcoming transaction in a
decentralized ledger 170 over one or more networks 165. The decentralized ledger 170
functions to guarantee security and accuracy of all transactions coordinated by the
transaction computing system 140. Once transaction records are created on the
decentralized ledger 170, they become immutable such that subsequent challenges to data
recorded on the ledger 170 are not possible. These accuracy and security guarantees can
function to replace many aspects of the bilateral agreements made between financial
institutions, which are typically designed to have a series of assessments and
authentication steps in place to provide the necessarily reliable recordkeeping for cross-

medium transactions. As described herein, each node of the decentralized ledger 170 can
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update independently and further process each transaction coordinated by the transaction
computing system 140. Thus, the decentralized ledger 170 in FIG. 1 is shown for
illustrative purposes and is not limited to the configuration shown in FIG. 1.

[0043] In various implementations, the exchange management engine 160 of the
transaction computing system 140 can process the transaction request to identify a
receiving user 195 and/or a destination institution 190. In certain examples, the
transaction request can further identify the originating exchange 130 at which the sending
user 105 or the originating institution 110 has a digital wallet 132 storing a certain
amount of a digital currency utilized by the transaction computing system 140 to facilitate
cross-medium transactions. For example, if the sending user 105 is a multi-national
business and operating in both the United States and Argentina, and wishes to pay an
Argentinian contractor in Argentine pesos from U.S. dollars, the sending user 105 can
transmit a transaction request via the messaging network 120 directly to the transaction
computing system 140, or indirectly through an financial institution 110 (e.g., a U.S.
bank) associated with the sending user 105. In certain implementations, the transaction
request can include an identifier of the receiving user 195 (the Argentinian contractor)
and/or the receiving institution 190 (e.g., an Argentinian bank of the receiving user 195).
In further implementations, the transaction request can include a quote request for
exchange rates.

[0044] According to examples described herein, the exchange management engine 160
can process the transaction request by determining an originating exchange 130
associated with the sending user 105 and a destination exchange 180 associated with the
receiving user 195. The exchange management engine 160 may then transmit the quote
request to the originating exchange 130 and the destination exchange 180. These
exchanges 130, 180 can comprise third-party entities that function to facilitate the secure
storage of digital currency in digital wallets 132, 182 for their own clients. In this
example, the originating exchange 130 includes a digital wallet 132 storing a certain
amount of the digital currency for the originating institution 110, and the destination
exchange includes a digital wallet 182 storing a certain amount of the same digital
currency for the destination institution 190.

[0045] Each exchange 130, 180 can process the quote request and return an exchange
quote. This exchange quote can comprise the current exchange rate between the
respective home medium and the digital currency for each exchange 130, 180. In the

example above, the originating exchange 130 can provide a current exchange quote
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between U.S. dollars and the digital currency, and the destination exchange 180 can
provide a current exchange quote between Argentinian pesos and the digital currency. In
various examples, upon receiving the exchange quotes, the exchange management engine
160 can generate a guaranteed exchange quote between the originating medium (e.g.,
U.S. dollar) and the destination medium (e.g., Argentinian peso).

[0046] In certain aspects, the exchange management engine 160 can generate the
guaranteed exchange rate between the two value mediums (e.g., U.S. dollars and
Argentinian pesos) based solely on the two exchange quotes received from the exchanges
130, 180. In variations, the exchange management engine 160 can generate the
guaranteed exchange rate between the two value mediums based on the two exchange
quotes and projected or current volatility information of each value medium. This can
include the projected or current volatility of the originating value medium, the digital
currency, and/or the destination value medium.

[0047] Once the guaranteed exchange rate is provided to the sending client (the sending
user 105 or originating institution 110), the sending client may either authorize the
transaction in a specified transaction amount or reject the guaranteed exchange rate. If
authorized, the exchange management engine 160 can generate transaction instructions
for the originating institution 110, the originating exchange 130, the destination exchange
180, and the destination institution 190. In various implementations, the transaction
instructions cause the originating exchange 130 to receive the transaction amount in the
originating value medium. In the above example, the transaction instructions can cause
the originating institution 110 to withdraw the transaction amount in U.S. dollars from the
sending user 105, and transfer the transaction amount to the originating exchange 130.
[0048] The originating exchange 130 can convert the originating value medium to the
digital currency. In variations, the originating institution 130 or sending user 105 may
have a digital wallet 132 with a certain amount of the digital currency at the originating
exchange 130. In any case, when the digital wallet 132 at the originating exchange 130
includes an amount of digital currency corresponding to the transaction amount, the
transaction instructions can cause the originating exchange 130 to transfer the specified
amount of the digital currency to the destination exchange 180. For example, the
transaction instructions can identify the digital wallet 132 of the sending client and the
digital wallet 182 of the receiving client to facilitate the digital currency transfer and

subsequent conversion.
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[0049] At the destination exchange 180, the transaction instructions can comprise a set
of commands that ultimately result in a correct amount of digital currency being
converted to the destination value medium, and subsequently deposited into an account of
the receiving user 195 at the destination institution 190. In certain scenarios, the received
amount of the digital currency at the destination exchange 180 will not equate to an
amount corresponding to the guaranteed exchange rate provided by the exchange
management engine 160. For example, as described herein, the lapsed time between
receiving the exchange quotes and the conversion of the digital currency at the destination
exchange 180 to the destination value medium exposes the transaction to a small amount
of volatility, which can cause a slight deviation between the guaranteed exchange rate and
the final exchange rate.

[0050] When nostro accounts are used, the exposure to this volatility may be several
days until the transaction is finally settled. Thus, cross-medium transactions involving
nostro accounts typically do not involve guaranteed rates, and if they do, one party must
typically consume a loss due to volatility, or a subsequent transaction may be necessary to
settle a net loss or gain based on an accumulation of transactions. According to examples
described herein, the transaction computing system 140 can maintain a client digital
currency pool 135, 185 at each exchange 130, 180 (e.g., every exchange enabling trading
of the digital currency used herein). In certain implementations, this client digital
currency pool 135, 185 can be used to fund the volatility difference between the
guaranteed exchange rate and the final exchange rate at the destination exchange 180.
[0051] As implemented, the exchange management engine 160 can receive a set of
status updates or confirmations that the asset conversions and transfers have taken place.
At the destination exchange 180, before or after the conversion, a status update may be
transmitted to the exchange management engine 160 indicating the amount received
and/or converted. The exchange management engine 160 can determine a difference
between the actual amount and a guaranteed amount corresponding to the guaranteed
exchange rate.

[0052] If the received amount exceeds the guaranteed amount, the exchange
management engine 160 can transmit a transfer message to the destination exchange 180
to transfer the positive difference from the digital wallet 182 of the destination institution
190 to the client digital currency pool 185, and settle the transaction thereafter. However,
if the received amount is below the guaranteed amount, then the exchange management

engine 160 can transmit an instruction to transfer the negative difference from the client
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digital currency pool 185 to the digital wallet 182 of the destination institution 190, and
settle the transaction thereafter.

[0053] In variations, the transaction computing system 140 can pre-fund the digital
wallets 132, 182 of the originating institution 110 and/or destination institution 190 with a
slippage amount of the digital currency to be used solely for the slight volatility
differences that occur due the elapsed time between providing exchange quotes and the
final conversion at the destination exchange 180. In such an example, the private keys
associated with each digital wallet 132, 182, and the client pools 135, 185 may not require
access between entities. In this variation, the transaction computing system 140 can
occasionally receive a current balance of the slippage of the sending and receiving clients.
If the slippage amount is below a customized threshold for the client, the transaction
computing system 140 can top up the slippage amount above the threshold by a
predetermined amount. The customized threshold for each client may be based upon that
client’s utilization of the transaction service 100 and the value amounts in which the
client transacts on a periodic basis (e.g., every two weeks), in order to prevent the
slippage balance dropping to zero. In further variations, the transaction computing
system 140 can still maintain a client pool 135, 185 of digital currency at each exchange
130, 180 as a final layer to be used only if slippage balances are depleted.

[0054] Once the correct amount of the digital currency is converted at the destination
exchange 180 and transferred to the destination institution 190 in the destination value
medium (e.g., Argentinian pesos), the destination exchange 180 and/or the destination
institution 190 can transmit a status confirmation back to the exchange management
engine 160 indicating that the transaction has been settled. The exchange management
engine 160 may then record the transaction settlement as a hash in the transaction record
(e.g., to the decentralized ledger 170 over the one or more networks 165), and transmit
final confirmations to the sending client and the receiving client.

[0055] Accordingly, the nostro accounts of the institutions 110, 190 may be eliminated
and the balances therein may be deployed by the institutions 110, 190 as they please. It is
contemplated that the use of slippage balances and/or client pools 135, 185 at exchanges
130, 180 enable the transaction computing system 140 to provide guaranteed exchange
rates to client, while the use of a decentralized ledger 170 for recordkeeping provides the
clients with the necessary security and accuracy such that complex bilateral agreements
between large institutions may be simplified.

[0056] ON-DEMAND LIQUIDITY TRANSACTION SERVICE FLOW

14
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[0057] FIG. 2 is a service flow diagram illustrating an example transaction service flow
200 for a transaction involving on-demand liquidity, according to examples described
herein. In the below description of FIG. 2, reference may be made to various features as
shown and described with respect to FIG. 1. For example, the transaction facilitation
system 210 can correspond to the transaction computing system 140 as shown in FIG. 1.
Referring to FIG. 2, the transaction flow 200 can may begin with an initial transaction
request being transmitted from a sending client 205 to the transaction system 210. In
certain examples, the transaction request can identify an originating value medium and a
destination value medium. In further examples, the transaction request can enable the
transaction facilitation system 210 to identify an originating institution, a recipient client
250 (e.g., a bank, person, company, etc.), account identifier(s), wallet identifier(s), an
originating exchange 220, and/or a destination exchange 230.

[0058] In certain implementations, the transaction facilitation system 210 can have
access to certain account and/or wallet information to determine balances and to make an
initial determination of whether the transaction is possible based on those balances. Upon
receiving the transaction request from the sending client 205, the transaction facilitation
system 210 can transmit a quote request to an originating exchange 220 corresponding to
the sending client 205, and receive a return quote indicating the exchange rate at the
originating exchange 220. As described herein, the return quote can indicate the
exchange rate between the digital currency utilized by the transaction service and the
originating value medium (e.g., a home fiat currency of the sending client 205).

[0059] The transaction facilitation system 210 can further transmit the quote request to
a destination exchange 230 associated with the receiving client 250, and receive a return
quote accordingly. The return quote from the destination exchange 230 can indicate an
exchange rate between the digital currency and the destination value medium (e.g., a
home fiat currency of the receiving client 250). Based on the return quotes from the
originating exchange 220 and the destination exchange 230, the transaction system 210
can generate exchange rate information for the sending client 205. This exchange rate
information can comprise a guaranteed exchange rate determined by the transaction
system 210 for facilitating the cross-medium transaction. In some aspects, the guaranteed
exchange rate must be accepted within a certain timeframe (e.g., ten minutes) to maintain
the guarantee. At the end of this timeframe (e.g., as determined by a timer associated
with the exchange rate information), the guaranteed rate can expire and the transaction

service flow 200 would reset.
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[0060] Upon receiving the exchange rate information, the sending client 205 can
transmit a payment confirmation message to the transaction facilitation system 210. The
transaction system 210 can process the payment confirmation message by generating a set
of customized trade instructions for the originating exchange 220 and the destination
exchange 230 to execute the transaction. The transaction system 210 may then transmit
the trade instructions to the originating exchange 220 and the destination exchange 230
respectively, causing the movement of digital currency—in an amount corresponding to
the transaction amount—ifrom the originating exchange 220 to the destination exchange
230.

[0061] In certain implementations, the trade instructions transmitted to the destination
exchange 230 can include a slippage instruction to withdraw or deposit a certain amount
of digital currency from a slippage pool (e.g., client pool 185 in FIG. 1) of digital
currency at the destination exchange 230 for conversion. This “slippage amount” can
ensure that the converted amount equates to the guaranteed amount corresponding to the
guaranteed exchange rate provided prior to the transaction. For example, it is
contemplated that on occasion a received amount at the destination exchange 230 from
the originating exchange 220 will not equate to the guaranteed amount that corresponds to
the guaranteed exchange rate information provided to the sending client 205 due to, for
example, volatility exposure of the transaction. In such a scenario, the transaction system
210 or the destination exchange 230 can perform a computation to determine a value
difference, and cause a slippage amount equating to the value difference to be deposited
to or withdrawn from the client pool 185 residing at the exchange 230, a slippage balance
of the receiving client’s 250 digital wallet 182, or a general client pool 185 of digital
currency held at the destination exchange 230.

[0062] In response to successful execution of the transfer, the originating exchange 220
and the destination exchange 230 can transmit back status updates indicating the
successful transfer. In further executing the trade instructions, the destination exchange
230 can convert an equivalent transaction amount of the digital currency to the
destination value medium, plus or minus a volatility amount, as described above. That is,
the destination exchange 230 can deposit or withdraw the volatility amount (e.g., a
difference between a guaranteed amount and the converted amount) to or from a client
pool 185 or slippage balance of the receiving client’s 250 digital wallet 182, whichever

the case may be.
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[0063] The payment to the receiving client 250 can correspond to a conversion of the
correct amount of the digital currency in the destination value medium (e.g., the home
currency of the receiving client 250). This conversion and subsequent transfer to the
receiving client 250 may be performed automatically by the destination exchange 230
based on the trade instructions initially transmitted by the transaction system 210. As
such, the trade instructions may include account or wallet information identifying a
financial account of the receiving client 250 (e.g., a bank account). Once the transaction
amount has been received by the receiving client 250, a post-payment confirmation can
be transmitted to the transaction system 210, indicating that the transaction has be
finalized. In various examples, the transaction system 210 can transmit a settlement
confirmation message to the sending client 205 and conclude the transaction.

[0064] SYSTEM DESCRIPTION

[0065] FIG. 3 is a block diagram illustrating a transaction computing system 300
implementing on-demand liquidity for cross-medium transactions, according to examples
described herein. The transaction computing system 300 shown in FIG. 3 can correspond
to the transaction facilitation system 210 and the transaction computing system 140
shown and described with respect to FIGS. 1 and 2 respectively. Accordingly, the
functions of the transaction systems 140, 210 described with respect to FIGS. 1 and 2
may be performed by the logical blocks of the transaction computing system 300 as
shown and described with respect to FIG. 3. Referring to FIG. 3, the transaction
computing system 300 can include a network interface 310 (e.g., an application
programming interface) to communicate over one or more networks 380 with client
devices 396 of users 395, institutions 375 (e.g., financial institutions), and exchanges 390.
[0066] In certain examples, the network interface 310 can further enable the transaction
computing system 300 to publish transaction records to a decentralized ledger 370, as
described above. In various examples, each transaction record can comprise the details of
each open and settled transaction, such as a transaction identifier, any status updates,
transfer, conversion, and payment confirmations, timestamps and the like. As described
above, each node of the decentralized ledger 370 can update independently and further
process each transaction coordinated by the transaction computing system 300. Thus, the
decentralized ledger 370 in FIG. 3 is shown for illustrative purposes, and is not limited to
the configuration shown in FIG. 3.

[0067] In various implementations, the transaction computing system 300 can include

an exchange management engine 325 that functions to coordinate each cross-medium
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transaction between sending clients and receiving clients (e.g., users 395 and/or
institutions 375). As such, the exchange management engine 325 can manage the
execution of orders and transfers (e.g., in digital currency, fiat currency, commodities,
and other assets). Furthermore, in doing so, the exchange management engine 325 can
comprise a payment orchestration layer, which may rely on synchronous interactions with
the exchanges 390 to execute trades, determine order statuses, execute withdrawals,
confirm deposits, and any other interaction that makes up a cross-medium transaction.
However, it is contemplated that utilizing synchronous interactions with exchanges can
cause transactions to fail (e.g., due to errant responses from the exchanges 390).

[0068] According to examples provided herein, the exchange management engine 325
can utilize a messaging engine 330 to communicate with the exchanges 390 via the
network interface 310. As described herein, the messaging engine 330 can operate in
accordance with a secure format or schema developed solely for the on-demand liquidity
transaction service implemented by the transaction computing system 300. For
synchronous interactions, the messaging engine 330 can perform polling tasks to confirm
orders (e.g., one poll per order). When an overload of orders exists at an exchange 390,
nonce collisions and potential throttling may result at the exchange 390, which can cause
transaction failures.

[0069] To address this technical problem, the transaction computing system 300 can
perform asynchronous interactions with each exchange 390. Specifically, the transaction
computing system 300 can include an exchange account adapter 345 for each account of
each exchange 390, which can decouple polling from orders. Accordingly, polling is
performed as a separate task, so that errant responses from the exchanges 390 will no
longer require special handling or result in a failed transaction.

[0070] Specifically, each exchange account adapter 345 can comprise an integration
point with a given exchange 390 for a given account. In various examples, there can be
one exchange account adapter 345 per account per exchange operating at any time. Each
exchange account adapter 345 can accept trade commands from the exchange
management engine 325 and asynchronously publish or output events, for example, to an
event feed 348 in a local database 340 of the transaction computing system 300. In
certain examples, the exchange account adapter 345 can output an account exchange
connection status event that comprises, for example, an exchange account address and
account balance events indicating transfers, withdrawals, deposits, and/or value medium

conversions. When operating, the exchange account adapter 345 can receive commands
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from the exchange management engine 325 to execute trades and transfers, which the
adapter 345 can route to a corresponding exchange 390. The exchange account adapter
345 can then asynchronously publish events to an event feed 348 of any and/or all orders,
trades, and transfers for a corresponding account of the exchange 390. In various
examples, the exchange account adapters 345 can be framework-independent and
therefore can be reused with any number of distributed execution frameworks.

[0071] The exchange management engine 325 may then reconcile the event feed 348—
indicating trade and transfer information as published by the exchange account adapter
345 of a specified exchange 390—with its own internal orders and transfer records 346.
Accordingly, each exchange account adapter 345 can generate a comprehensive event
feed 348 consisting of order, trade, and transfer data from a corresponding exchange 390.
Using the framework described herein, the transaction computing system 300 can utilize
the exchange account adapters 345 to increase throughput capability with the exchanges
390, increase resilience to exchange failure, and increase capability to modulate order
types to the exchanges 390.

[0072] In large-scale transaction management, further problems may occur due to
increasing transaction volume, which may be treated through single market orders for
large value payments. However, this can expose the transaction computing system 300 to
unfavorable rates, market manipulation via the exchanges 390 (e.g., front-running), and
different client transactions consuming the liquidity of other clients. According to
examples described herein, the exchange management system 325 can solve these
problems by breaking up these large orders into smaller orders, and distribute and
randomize these smaller orders over a period of time. Specifically, the transaction
computing system 300 can include an order management module 335 that strategically
breaks up incoming “master” orders into a set of sub-orders based on a ruleset.

[0073] The order management module 335 can track all in-flight trades and transfers
across all clients in the records database 346 and/or the decentralized ledger 370. The
order management module 335 can enable the exchange management engine 325 to
leverage limit orders with the exchanges 390 to reduce risk, and reserve market orders for
topping up balances in the client pools or slippage balances. Furthermore, by organizing
broken up orders, the exchange management engine 325 can perform order queuing
techniques. Specifically, in the event of a disabled market or exchange 390, the order
management module 335 can queue orders in the records database 346, and then release

the orders once the market or exchange 390 is reenabled.

19



WO 2021/126787 PCT/US2020/064924

[0074] In an example scenario, the exchange management engine 325 can receive a
large transaction request from an institution 375 that has an account with a particular
exchange 390. The transaction amount corresponding to the request can comprise a
“master” order when the amount exceeds a particular threshold, or a tiered threshold of a
multi-tiered order management scheme. The order management module 335 can
determine the manner in which to break up the request into sub-orders. For example, the
order management module 335 can divide the transaction amount into equal amounts as
sub-orders, input a tag to each sub-order, and record each of the sub-orders in the records
database 346 for subsequent tracking.

[0075] In the event of a downed exchange 394 (e.g., due to scheduled maintenance), the
order management module 335 can put a hold on the sub-orders, and queue them in the
records database 346 until the downed exchange 394 comes back online. Thereafter, the
exchange management engine 325 can release the sub-orders to the specified exchange
390 for execution and receive status updates (e.g., via the event feed 348 as published by
the exchange account adapter 345 corresponding to the specified exchange 390). The
order management module 335 can then reconcile each sub-order for each master order in
the records database 346. Once each sub-order is reconciled, the order management
module 335 can close the transaction record for the master order.

[0076] In various examples, the transaction computing system 300 relies on the
infrastructure of the exchanges 390 in order to complete transactions. If a particular
destination exchange 394 is down, the exchange management engine 325 will be unable
to complete a transaction. In such a scenario, the exchange management engine 325 can
utilize a third-party crediting institution 377 (e.g., a financial institution) distinct from the
downed exchange 394 to execute the transaction on credit with the third-party institution
377.

[0077] In various implementations, the transaction computing system 300 can identify
when a particular exchange 394 is down since transaction quotes, trade instruction
messages, digital currency movement to and/or from the downed exchange 394, and
payments to the downed exchange 394 may fail. In some aspects, the downed exchange
394 may perform planned network downtime (e.g., for maintenance) and provide the
transaction computing system 300 with a timetable for the planned downtime. In such
scenarios, any end-to-end transaction involving the downed exchange 394 will likely fail.

Furthermore, during the downtime, clients such as users 395 and other institutions 375
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will be unable to receive accurate transaction information, such as exchange quotes, and
will be unable to initiate a transaction since funds cannot reach the downed exchange 394.
[0078] As an alternative to queueing the orders in the records database 346, the
transaction computing system 300 can bypass the downed exchange 394 to provide
quotes to clients, initiate transactions for the clients, and return transaction statuses to the
clients when transactions are executed. The transaction computing system 300 can
perform such tasks by leveraging the messaging engine 330 to maintain communications
with the other exchange 390 (e.g., a functioning counterpart originating exchange), and
performing or settling the transaction on-credit. Specifically, the transaction computing
system 300 can form partnerships with certain crediting institutions 377 in the same
marketplaces as the exchanges 390. Upon identifying that a particular exchange 394 is
down, the exchange management engine 325 can trigger the messaging engine 330 to
open communications with a corresponding crediting institution 377 that services the
same or a similar service sector or area (e.g., a geographic area) as the downed exchange
394.

[0079] Accordingly, clients (e.g., users 395 or institutions 375) seeking to make a
transaction via a downed exchange 394 can transmit a quote request using a client device
396 (e.g., via the executing service application 397), which can be processed by the
messaging engine 330 and forwarded to the exchange management engine 325. In certain
examples, the exchange management engine 325 can submit the quote request to the
downed exchange 394, which would yield a failed return message. In variations, the
exchange management engine 325 can identify the downed exchange 394 from the
transaction request and perform a lookup in the event feed 348 to identify that the
exchange account adapter 345 corresponding to the downed exchange 394 has flagged the
exchange 394 as being down (e.g., based on a certain number of failed return messages
from that exchange 394).

[0080] Knowledge of the downed exchange 394 can trigger a failover to the crediting
institution 377 for the requested transaction by the user 395. In this failover state, the
exchange management engine 325 can transmit the quote request to a counterpart
exchange 390 (e.g., the functioning exchange of the originating exchange or the
destination exchange) and receive an exchange quote in return. The exchange
management engine 325 can then transmit an on-credit transaction request to the crediting
institution 377 as opposed to the downed exchange 394. With knowledge that the

transaction will occur external to the exchanges 390, the crediting institution 377 can
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process the on-credit transaction request and make the final payment corresponding to the
user’s transaction to the receiving client, and transmit a status update indicating that the
transaction was executed. Upon receiving this status update, the exchange management
engine 325 can transmit a confirmation message to the client device 396 of the sending
user 395.

[0081] In the event that the downed exchange 394 is an originating exchange (e.g., one
that converts between U.S. dollars and the digital currency), the exchange management
engine 325 can be triggered to perform the on-credit transaction with the crediting
institution 377 associated with the destination marketplace (e.g., a destination exchange
that converts between the digital currency and British Pounds). In the event that the
downed exchange 394 is a destination exchange, the exchange management engine 325
can still perform the on-credit transaction request with the crediting institution 377 of the
destination marketplace. Accordingly, if either the originating or the destination
exchange is down—which breaks the transaction flow of the digital currency between the
originating exchange and the destination exchange—the exchange management engine
325 will execute the on-credit transaction request with a crediting institution 377 of the
destination.

[0082] However, depending upon which exchange 394 is down, the exchange
management engine 325 can perform differently in executing the final settlement or
reconciliation of the credited amount. If the downed exchange 394 is an originating
exchange, then the exchange management engine 325 can provide the quote from the
destination exchange 390. If accepted, the exchange management engine 325 can place a
hold request on the transacting amount in, for example, a transaction backlog of the
downed originating exchange 394. The hold request can indicate the transaction amount,
a sending user ID, destination exchange ID, and a receiving user ID. In such an example,
the transaction amount from the sending user 395 will automatically convert to the digital
currency at the originating exchange when it becomes operational, and then transfer the
digital currency to the destination exchange 390 for conversion to the destination medium
(e.g., a particular currency).

[0083] On the destination end, the exchange management engine 325 can transmit a
credit notification indicating the on-credit transaction to the destination exchange 390.
This credit notification can identify the sending user, the receiving user, originating
exchange ID, and the transaction amount. Accordingly, when the originating exchange

394 comes back online, the destination exchange 390 will receive an amount of the digital
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currency corresponding to the on-credit transaction (e.g., plus or minus a volatility
amount during the downtime). The destination exchange 390 can transmit a confirmation
message indicating the received amount of the digital currency to the exchange
management engine 325—or the exchange account adapter 345 corresponding to the
destination exchange 390, which can then publish the update to the event feed 348
monitored by the exchange management engine 325.

[0084] In real-time or periodically (e.g., once per day), the exchange management
engine 325 can coordinate with the destination exchange 390 and crediting institution 377
to reconcile the credited amount corresponding to the transaction. It is contemplated that
this amount may be different than the received amount by the destination exchange,
minus fees and/or interest. If the final amount is higher than the received amount (e.g.,
the difference being the volatility amount minus fees and/or interest), the exchange
management engine 325 can transmit an instruction to the destination exchange 390 to
add the surplus volatility amount less fees and/or interest into the customer pool held by
the destination exchange 390, and to convert the remainder to the destination medium.
This destination medium amount may then by transferred to the crediting institution 377
to reconcile the on-credit transaction.

[0085] If the downed exchange 394 is a destination exchange, then the exchange
management engine 325 can provide the exchange quote from the originating exchange
390 to the sending user 395. If accepted, the exchange management engine 325 transmit
transaction instructions to the originating exchange 390 to hold the transaction amount or
convert the transaction amount to the digital currency and hold the digital currency
amount. The exchange management engine 325 may then transmit a credit transaction
instruction to the crediting institution 377 corresponding to the downed destination
exchange 394 to execute an on-credit payment, according to the transaction amount, to
the receiving user 395.

[0086] The held amount, whether in the originating medium or converted to digital
currency, can be placed in a holding queue at the originating exchange 390 until the
destination exchange 394 comes back online. The exchange management engine 325 can
identify the destination exchange 394 coming back online through a status update
transmitted via the messaging engine 330, or via the event feed 348 when updated by the
exchange account adapter 345 corresponding to the destination exchange 394. Once
detected, the exchange management engine 325 can transmit a release message to the

originating exchange 390, which can transmit the transaction amount in digital currency
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to the destination exchange 394, which can transmit a status update indicating the
transferred amount to the messaging engine 330, or the corresponding exchange account
adapter 345 for publication in the event feed 348.

[0087] The exchange management engine 325 can compare the on-credit transaction
amount to the transferred amount from the originating exchange 390. For example, with
knowledge of the on-credit transaction amount, the exchange management engine 325 can
transmit a settlement instruction to the destination exchange 394 to withdraw or deposit a
difference amount to or from the customer pool of digital currency at the exchange 394,
and settle the relevant amount in the destination medium to the crediting institution 377.
[0088] Numerous variations of settling with the crediting institution 377 are also
contemplated. For example, the transaction service implemented by the transaction
computing system 300 can comprise a funding account at the crediting institution 377,
which can be utilized by the exchange management engine 325 to settle funds with the
receiving client or to settle an on-credit transaction by the crediting institution 377. In
one example, the order management engine 335 can track the transaction flows of all on-
credit transactions in its internal records 346 and/or as published on the decentralized
ledger 370. At a settlement interval (e.g., once a week), the exchange management
engine 325 can settle the final on-credit transaction amounts at each crediting institution
377 holding a credit balance.

[0089] In further variations, the sending client (e.g., user 395 or sending institution 375)
can have a nostro account at the crediting institution 377. In this case, no exchanges are
needed, and the transaction can be performed directly. In still further variations, the
transaction service implemented by the transaction computing system 300 and the
crediting institution 377 may both have access to a digital wallet at the destination
exchange 390 corresponding to the crediting institution 377. In this scenario, the
exchange management engine 325 can transmit a transfer instruction to cause a wallet to
wallet transfer of the on-credit transaction amount in an equivalent amount in the digital
currency.

[0090] It is contemplated that certain clients of the transaction service implemented by
the transaction computing system 300 may have the capacity to bypass the exchanges 390
outright, which may serve to speed up cross-medium transactions and reduce volatility
exposure. Specifically, in order to execute transaction through the exchanges 390, each
client must open an account with an exchange 390. Currently, many exchanges 390

primarily facilitate crypto-traders and speculators, and some exchanges 390 have
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unreliable and/or expensive fiat deposit methods. Furthermore, the quality of exchange
order books can impact the provided exchange rates to sending clients, and certain
exchanges 390 may not have the capacity to scale up their operations to handle some of
the large cross-medium transactions required by large corporate entities. Still further, as
described herein, certain exchanges 390 cannot guarantee availability to facilitate
transactions at all times (e.g., due to downtime maintenance or upgrades).

[0091] According to examples described herein, the transaction computing system 300
can replace the on-demand liquidity provided by the exchanges 390 with wallets 344 that
contain a certain amount of the digital currency for sending and receiving clients. In such
examples, the clients of the transaction service can pre-fund a “hot wallet” 344 with
digital currency for cross-medium transactions. To execute a transaction, a sending client
can transmit a message establishing an exchange rate for the originating medium and
digital currency, and the receiving client can transmit a message establishing an exchange
rate for the digital currency and destination medium. Upon receiving the messages, the
exchange management engine 325 can generate a payment execution quote based on the
quotes provided by the sending and receiving clients.

[0092] According to various examples, the payment execution quote can comprise a
send amount in the originating value medium, a receipt amount in the destination value
medium, any transaction fees in each respective medium, and a corresponding digital
currency amount to bridge between the two value mediums based on the generated
exchange rate(s). The exchange management engine 325 may then transmit the payment
execution quote to both the sending and receiving clients, which can be accepted or
rejected. When both clients accept the quote, the exchange management engine 325 can
access the hot wallet 344 of sending client and transfer the digital currency amount from
the hot wallet 344 of the sending client to a hot wallet of the receiving client. The
receiving client may then request conversion of the digital currency amount to the
receiving value medium. Upon receiving a confirmation message from the receiving
client that the digital currency was converted and deposited, the order management
module 335 can record the details of the transactions accordingly.

[0093] In various implementations, the sending client and the receiving client can each
manage a respective wallet of cryptocurrency independently (e.g., external to the
exchanges 390 and/or directly on the ledger 370). In such examples, the exchanges 390
local to each client can enable the clients to configure risk tolerance (e.g., the value

amount and time of exposure to cryptocurrency volatility) by acting as treasury
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management entities that readily facilitate cryptocurrency to local value-medium
conversions and vice versa. Along these lines, each client can also utilize the exchanges
390 for cash and liquidity management (e.g., for on-demand foreign exchange), which
enables each client to self-manage liquidity risk, market risk, and/or credit risk.

[0094] In such examples, the transaction computing system 300 can comprise a
facilitator for direct wallet-to-wallet exchanges from a sending client to a receiving client,
as described above. In certain examples, the transaction computing system 300 can
determine the exchange rates between value mediums in any number of ways. These
exchange rates can correspond to rates between the originating and destination value
mediums themselves (e.g., the respective currencies) as well as the rates between the
cryptocurrency and each value medium. In one example, the transaction computing
system 300 queries what would otherwise be an originating exchange and a destination
exchange for the respective exchange rate quotes between the originating value medium
and cryptocurrency and the destination value medium and the cryptocurrency.

[0095] In variations, the sending client and receiving client can establish exchange rates
between the cryptocurrency and respective local value medium, which the transaction
computing system 300 can utilize to generate the quotes for each client. In further
variations, the quotes can be based on current exchange rate data from any number of
third-party foreign entities, or the general marketplace (e.g., a foreign exchange
marketplace that establishes exchange rates based on supply and demand between
currencies). Upon generating the quotes for the sending and receiving clients, the
transaction computing system 300 can facilitate the transfer by, for example, bypassing
the originating exchange 220 and destination exchange 230 and communicating directly
with the sending client 205 and receiving client 250 using the dedicating messaging
protocol of the transaction service, as shown in FIG. 2.

[0096] Specifically, the transaction computing system 300 can generate exchange rate
quotes in the manner(s) discussed herein and coordinate the transaction between sending
and receiving clients by transmitting trade instructions and confirmations directly. The
transaction service flow can comprise receiving confirmations of the exchange rate quotes
from both the sending and receiving clients, a secure message to the sending client to
transmit a specific amount of cryptocurrency to the wallet of the receiving client, and a
confirmation to each client that the transaction is complete. Additionally, a record of the
transaction can be published to the decentralized ledger 370 as a confirmation that the

transaction has completed. In various examples, the receiving client can perform the
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conversion between the received cryptocurrency via a local exchange. For example, the
receiving client can make conversions based on cryptocurrency or home currency
volatility and risk appetite.

[0097] CLIENT COMPUTING DEVICES

[0098] FIG. 4A is a block diagram illustrating an example computing device utilized by
clients of the on-demand liquidity transaction service, according to various examples. In
many implementations, the computing device 400 can comprise a mobile computing
device, such as a smartphone, tablet computer, laptop computer, VR or AR headset
device, and the like. In variations, the computing device 400 can comprise a desktop
personal computer typical of the office spaces of business entities. In some examples, the
computing device 400 can include certain features such as a microphone 425, a camera
420, and/or a communication interface 410 to communicate with external entities using
any type of wireless or wired communication protocol. In certain aspects, the computing
device 400 can store a designated application (e.g., a transaction service application 432)
in a local memory 415.

[0099] In response to a user input 418 selecting the transaction service application 432,
the application 432 can be executed by one or more processors 430, which can cause a
user interface 442 to be generated on a display screen 420 of the computing device 400.
Furthermore, the executing application can enable the computing device 400 to
communicate with the transaction system 440 over one or more networks 445. As
provided herein, the transaction system 440 shown in FIG. 4A can correspond to the
transaction computing system 140 of FIG. 1, the transaction facilitation system 210 of
FIG. 2, and the transaction computing system 300 of FIG. 3.

[0100] The user interface 442 of the transaction service application 432 can enable the
client to transmit quote requests 412, view return quotes 427, transmit accept or reject
messages 413 based on the received quotes 427, initiate and execute cross-medium
transactions, view transaction status updates 426, and the like. Transmission of a quote
request 412 to the transaction system 440 over the network 445 can enable the transaction
system 440 to acquire exchange quotes from the relevant exchanges and provide a
transaction quote 427 to the computing device 400, which can be displayed on the user
interface 442. The user interface 442 can enable the client to accept or reject the quote
427. As described above, acceptance of the quote 427 can cause the transaction system
440 to perform the transaction processes described herein, and provide status updates 426

until the cross-medium transaction is settled.
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[0101] FIG. 4B is an example of a client computer system 450 from which clients may
execute transactions as described herein. The computer system 450 can be implemented
on, for example, a server or combination of servers, and may function to enable a client to
execute cross-medium transaction. The computer system 450 includes processing
resources 475, a main memory 470, a read-only memory (ROM) 465, a storage device
460, and a communication interface 455. The computer system 450 includes at least one
processor 475 that executes a transaction application 474 stored in the main memory 470
to facilitate sending and/or receiving clients to access the transaction services described
throughout the present disclosure.

[0102] The communication interface 455 enables the computer system 450 to
communicate over one or more networks 499 (e.g., cellular or Wi-Fi network) through
use of the network link. Using the network link, the computer system 450 can
communicate with one or more computing devices, one or more servers, and/or the
transaction computing system described throughout (the transaction computing system
140 of FIG. 1, the transaction facilitation system 210 of FIG. 2, and the transaction
computing system 300 of FIG. 3). The executable instructions in the memory 470 can
include application-based instructions that the computer system 450 can execute to access
and interact with the cross-medium transaction services implemented by the transaction
computing system 300 of FIG. 3. In various examples, the computer system 450
described in connection with FIG. 4B may be utilized by institutional clients (e.g.,
domestic and international banks) to provide foreign exchange services to their respective
clients using the transaction facilitation means described herein.

[0103] METHODOLOGY

[0104] In the below discussions of the various methods of FIGS. 5-8, reference may be
made to reference characters representing certain logical blocks, engines, or modules
described with respect to the systems diagrams of FIGS. 1-4. Furthermore, certain
logical blocks shown in FIGS. 1-4 may be recited herein as computing engines or
modules that can perform the functions of the processes shown and described with respect
to the flow charts of FIGS. 5-8. For example, the transaction computing systems 140,
210, 300, and 490 shown in FIGS. 1-4 the various components described therein
respectively, may perform the processes described in the flow charts of FIGS. 5-8.
Further still, certain methods, steps, or processes described with respect to individual flow
charts of FIGS. 5-8 may be combined with other steps or other flow charts, and need not

be performed in the respective sequences shown.
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[0105] FIG. 5 is a flow chart describing example methods of facilitating cross-medium
transactions using the on-demand liquidity and volatility resolution techniques described
herein. Referring to FIG. 5, the computing system 300 can include a network
communication interface 310 to communicate, over one or more networks 380, with
client devices 396 executing a transaction service application 397, and computing systems
of exchanges 390, each implementing conversions between a home value medium and a
digital currency. In various implementations, the computing system 300 can receive, over
the one or more networks 380, a cross- medium transaction request from a sending client
(e.g., individual users 395 or client institutions 375) (500). In certain examples, the
transaction request can indicate an original value amount in an originating value medium
(502), a destination value medium, and a receiving client (e.g., a receiving user 395 or
client institution 375 in a different country) (504). As provided herein, the originating
value medium can comprise a first fiat currency, and the destination value medium can
comprise a second fiat currency. In variations, the exchanges can comprise entities that
specialize in exchanging any asset class of value into another asset class of value (e.g.,
stocks, bonds, commodities, fiat currencies, cryptocurrencies, real estate, treasuries,
goods, services, etc.).

[0106] Based on the originating value medium and the destination value medium, the
computing system 300 can establish network communications with an originating
exchange 390 and a destination exchange 390 (505). For example, the network
communications can comprise a secure and dedicated format or schema that is specific to
the cross-medium transaction service. In certain examples, the transaction request from
the sending client can comprise a quote request for an exchange rate between the
originating value medium and the destination value medium.

[0107] Using the established network communications, the computing system 300 can
transmit exchange rate quote requests to both the originating exchange 390 and the
destination exchange 390 (510), and receive exchange rate quotes from both exchanges
accordingly (515). The exchange rate quote from the originating exchange 390 can
comprise an exchange rate for converting from the originating value medium to a digital
currency utilized by the cross-medium transaction service (517). The exchange rate quote
from the destination exchange 390 can comprise an exchange rate for converting the
digital currency to the destination value medium (519).

[0108] Based on the exchange rate quotes, the computing system 300 can generate a

guaranteed exchange rate for the sending and receiving clients, and transmit the
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guaranteed exchange rate to at least the sending client (520). In certain examples, the
guaranteed exchange rate may be forwarded to both the sending and receiving clients, and
require authorizations from both before executing the transaction. According to various
implementations, based on a confirmation from at least the sending client, the computing
system 300 can generate and transmit, over the one or more networks 380, a first set of
transaction instructions to the originating exchange 390 and a second set of transaction
instructions to the destination exchange 390 (525). The first set of transaction
instructions can cause the originating exchange 390 to (i) convert the value amount in the
originating value medium to a corresponding value amount in a digital currency, and (ii)
transfer the corresponding value amount in the digital currency to the destination
exchange 390. In many implementations, the second set of instructions can cause the
destination exchange to (i) convert the corresponding amount in the digital currency to a
corresponding value amount in the destination value medium, and (ii) transfer the
corresponding value amount in the destination value medium to an account of the
receiving client.

[0109] However, it is contemplated that a deviation between a guaranteed amount
corresponding to the guaranteed exchange rate and an actual transferred amount may exist
due to exposure to transaction volatility over a period of time between receiving the
transaction request and the transfer of the corresponding value amount in the destination
value medium to the account of the receiving client. To address, this volatility deviation,
the computing system 300 can maintain a client pool of the digital currency at the
destination exchange 390, which the computing system 300 can occasionally top-up
manually when needed, and/or the client pool may be automatically balanced through
natural positive and negative deviations in the transferred amounts versus guaranteed
amounts.

[0110] According to examples, the computing system 300 can receive, over the one or
more networks 380, a status update from the destination exchange 390, and determined
whether the transferred value amount matches a guaranteed value amount corresponding
to the guaranteed exchange rate (530). If so (532), then the computing system 300 can
receive a transaction confirmation from the receiving client indicating that the transfer
and conversion was successful, and transmit a settlement confirmation to the sending
client accordingly (535). However, if the status update from the destination exchange
390 indicates a deviation from the original value amount (534), the computing system 300

can determine a slippage amount in digital currency to match the guaranteed amount
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(540), and transmit an offset instruction to the destination exchange 390, causing the
destination exchange 390 to utilize the client pool to offset the deviation by an offset
amount of the digital currency such that the corresponding value amount in the
destination value medium equates to the original value amount in the originating value
medium based on a guaranteed exchange rate provided by the computing system 300
(545). In such a scenario, the deviation corresponds to a value difference between the
value amount in the digital currency and correct amount of the digital currency based on
the guaranteed exchange rate, and the offset amount compensates for the deviation to
provide the guaranteed exchange rate to the sending and receiving clients. The
computing system 300 may then receive a transaction settlement confirmation from the
receiving client, indicating that the conversion was successful and the correct amount was
deposited (550).

[0111] In certain implementations, the client pool of the digital currency at the
destination exchange 390 can be utilized by the computing system 300 for volatility
deviations in cross-medium transactions for all receiving clients associated with the
destination value medium. In variations, the pool of the digital currency at the destination
exchange 390 can comprises a slippage balance in an account of the receiving client.

This case, the slippage balance in each account of each receiving client can be dedicated
solely for volatility deviations in cross-medium transactions involving the receiving
client.

[0112] FIG. 6 is a flow chart describing example methods of executing order
management and asynchronous exchange interactions to prevent failed transactions,
according to various implementations. Referring to FIG. 6, the computing system 300
can receive a cross-medium transaction request from a sending client, and establish
network communications with an originating exchange and a destination exchange based
on the details of the request (600). In establishing the network communications, the
computing system 300 can transmit and receive communications asynchronously with the
originating exchange and the destination exchange by initiating a first exchange account
adapter 345 to receive and filter communications from the originating exchange, and a
second exchange account adapter 345 to receive and filter communications from the
destination exchange (605).

[0113] In various examples, the first exchange account adapter 345 can be specific to an
account of the sending client at the originating exchange 390 and the second exchange

account adapter 345 can be specific to an account of the receiving client at the destination
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exchange 390. Furthermore, each exchange account adapter can comprise a computer
program specific for filtering received communications from a respective exchange 390
(607) and publishing only non-errant communications or responses from the exchange
390 to an event feed 348 (609). Accordingly, the first exchange account adapter can
publish non-errant messages from the originating exchange 390 to the event feed 348, and
the second exchange account adapter can publish non-errant messages from the
destination exchange 390 to the event feed 348.

[0114] According to examples provided herein, the computing system 300 can execute
exchange management logic to monitor the event feed 348 and communicate with the
originating and destination exchanges 390 based at least in part on information published
to the event feed 348 by the first and second exchange account adapters to facilitate the
transaction (610). In further examples, the transaction request can comprise a quote
request for an exchange rate to transfer a value amount in an originating value medium to
a receiving client in a destination value medium. The executed exchange management
logic can cause the computing system 300 to process the quote request by transmitting
corresponding quote requests to the originating exchange 390 and the destination
exchange 390 (615), and reading the exchange rate quotes from both the originating
exchange 390 and the destination exchange 390 in the event feed 348 as published by the
first and second exchange account adapters 345 (620).

[0115] The computing system 300 may then generate exchange rate information
indicating an exchange rate (e.g., a guaranteed exchange rate) to convert the value amount
in the originating value medium to the destination value medium and transfer the resultant
amount to the receiving client, and transmit this information to at least the sending client
(625). According to examples, the executed exchange management logic can further
cause the computing system 300 to receive an acceptance message from the sending
client indicating an exchange transaction in a specified value amount to the receiving
client and conversion from the originating value medium to the destination value medium
(630). In certain scenarios, one or more of the exchanges 390 may not have the capacity
to handle large “master” transaction about a certain threshold.

[0116] Thus, the computing system 300 can determine whether the request amount to
be converted and transferred exceeds one or more thresholds (635). For example, a
threshold transaction amount can be specific to a particular exchange 390, or can be
general for all exchanges (e.g., a capacity threshold of the cross-medium transaction

service). If the transaction amount does not exceed the threshold(s) (637), then the
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computing system can execute the cross-medium transaction in a standard state, as
described by examples throughout the present application (640). However, if the
transaction amount does exceed the threshold(s)) (639), then the computing system 300
can partition the exchange transaction into a plurality of sub-orders and process each sub-
order separately with the originating and destination exchanges 390 (645). Based on
partitioning the exchange transaction into the plurality of sub-orders, the computing
system 300 can execute order management logic to generate a record for each sub-order
and track each sub-order until the sub-order is settled by the destination exchange 390
(650). Accordingly, when all orders are settled, the computing system 300 can reconcile
the master transaction in the records (e.g., internal records or decentralized ledger 370),
and transmit a confirmation message to the sending client indicating settlement of the
exchange transaction (655).

[0117] FIG. 7 is a flow chart describing example methods of initiating a failover state to
mitigate exchange infrastructure downtime or failures, according to certain examples
described herein. Referring to FIG. 7, based on a transaction request from a sending
client, the computing system 300 can attempt to establish network communications with
an originating exchange 390 and a destination exchange 390 (700). In any given time, the
computing system 300 can determine that one of the originating exchange 390 or the
destination exchange 390 is experiencing downtime as a downed exchange 394 (705).
Based on determining the downed exchange 394, the computing system 300 can initiate a
failover state and establish network communications with a crediting institution 377 to
bypass the downed exchange 394 and facilitate the transaction request (710).

[0118] In various examples, the computing system 300 can transmit an exchange quote
request based on the sending client’s transaction request to the running exchange, and
receive an exchange rate quote (715) (e.g., to either convert from the originating value
medium to the digital currency or to convert the digital currency to the destination value
medium, depending on which exchange is down). Based on the received exchange quote
from the running exchange 390, the computing system 300 can generate an exchange rate
(e.g., a guaranteed exchange rate), and transmit the exchange rate information to the
sending client (720). In certain implementations, the exchange rate information may be
based on historical data and/or a current volatility of the digital currency, the originating
value medium, and/or the destination value medium. Based on client confirmation and
transaction details, the computing system 300 may then transmit on-credit transaction

instructions to the crediting institution 377 to transfer the exchange amount requested by
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the sending client to an account of the receiving client in the destination value medium
(e.g., a destination currency), thereby settling the transaction on credit (725).

[0119] To settle the debt with the crediting institution, the computing system 300 can
perform a number of functions depending upon which exchange 390 was experiencing
downtime. For example, if the downed exchange 394 is the originating exchange, the
computing system 300 can monitor the exchange 390 for an online status (730). When
the originating exchange 390 comes back online, the computing system 300 can transmit
trade instructions to the originating exchange 390 to perform the exchange transaction
with the destination exchange 390 in accordance with the examples described herein
(735). In certain examples, the computing system 300 may then transmit trade
instructions to the destination exchange 390 to convert, transfer, and settle the on-credit
amount with the crediting institution 377 (740). In variations, the computing system 300
can independently (e.g., either manually or automatically) settle the on-credit transaction
with the crediting institution 377 and subsequently settle the transaction amount with the
previous downed originating or destination exchange 390.

[0120] If the downed exchange 394 comprises the destination exchange 390, the
computing system 300 can transmit transaction instructions to the originating exchange
390, causing the originating exchange to place a hold on transferring digital currency to
the downed destination exchange 394 (745). In some aspects, the transaction instructions
can further cause the originating exchange 390 to convert the value amount of the sending
client in the originating value medium to digital currency prior to placing the hold. In
variations, the hold command can cause the originating exchange 390 to hold the
exchange amount in the originating value medium, and await conversion until the downed
destination exchange 394 is back online. The computing system 300 may then monitor
the down destination exchange 394 for an online status (750). When the destination
exchange is back online, the computing system 300 can receive an online confirmation
that the downed destination exchange 394 is back online.

[0121] Inresponse to the online confirmation, the computing system 300 can terminate
the failover state by transmitting a release command to the originating exchange 390,
causing the originating exchange to transfer digital currency corresponding to the
exchange value amount to the destination exchange 390 (755). The computing system
300 may then transmit a settlement command to the destination exchange 390, the
causing the destination exchange 390 to convert the transferred digital currency to a

converted amount in the destination value medium, and transfer the converted amount of
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the destination value medium to the crediting institution in order to at least partially
reconcile the credit request (760). In variations, the computing system 300 can
independently (e.g., either manually or automatically) settle the on-credit transaction with
the crediting institution 377 and subsequently settle the transaction amount with the
previously downed originating or destination exchange 390.

[0122] FIG. 8 is a flow chart describing an example method of facilitating client-to-
client cross-medium exchange through the use of hot wallets in order to circumvent
exchanges, according to examples provided herein. Referring to FIG. 8, the computing
system 300 can receive a transaction request from a computing device 396 of a sending
client of the cross-medium transaction service (805). Based at least in part on the
transaction request, the computing system 300 can receive exchange quotes (e.g., from
the sending and receiving clients, or marketplace data indicating current supply/demand
exchange rates from a third-party entity) (810). In certain examples, the exchange rate
quote from the sending client can indicate an exchange rate (e.g., a guaranteed exchange
rate) for converting the originating value medium to the digital currency (812), and the
exchange quote from the receiving client can comprise an exchange rate quote to convert
the digital currency to the destination value medium (814). In variations, the computing
system 300 can determine a guaranteed exchange rate based on exchange rate quotes
received or determined from the marketplace data.

[0123] In some examples, the computing system 300 may then generate and transmit
exchange rate information for converting the originating value medium to the destination
value medium to the computing device 396 of the sending client and/or the receiving
client (815). In certain implementations, the exchange rate information to the sender can
indicate an amount of cryptocurrency to transfer from the wallet of the sender to the
wallet of the receiver (817). Additionally, the exchange rate information to the receiver
can comprise a confirmation of the amount of cryptocurrency to be received in the
receiver’s wallet (819). The computing system 300 may then receive a confirmation from
the computing device of the sending client and/or the receiving client comprising an
authorization to perform an exchange transaction to transfer a value amount in the
originating value medium to the receiving client for conversion to the destination value
medium. Upon receiving the confirmation(s), the computing system 300 can transmit
trade instructions to the sending client to transfer the agreed-upon amount of
cryptocurrency from the digital wallet 344 of the sending client to a digital wallet of the

receiving client (820).
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[0124] In various implementations, the corresponding amount of the digital currency
can correspond to a current exchange rate between the originating value medium and the
digital currency. In certain examples, the computing system 300 can determine whether
the transferred amount matches or aligns with a guaranteed exchange rate (825).
Specifically, it is contemplated that even though the time period for the exchange may
last for a matter of seconds, this time period can still expose the exchange transaction to
exchange rate volatility. In such examples, if the amount does align with the guaranteed
exchange rate (832), then the computing system 300 can transmit settlement
confirmations to the clients upon final conversion to the destination value medium and
transfer to an account of the receiving client (830).

[0125] However, if the transferred amount does not align with the guaranteed exchange
rate (834), then in certain implementations, the computing system 300 can transfer an
offset amount from the slippage balance of the destination wallet 344 of the receiving
client to enable the proper conversion (835). As described herein, each digital wallet 344
of each client of the cross-medium transaction service can include a slippage balance used
solely for compensating for exchange rate volatility. As further described herein, the
computing system 300 can transfer the offset amount to or from the slippage balance of
the digital wallet 344 of the receiving client such that a final conversion amount of the
digital currency to the destination value medium aligns with the guaranteed exchange
rate. Thereafter, the receiving client can access the destination digital wallet 344 and
convert the corresponding amount of the digital currency to the destination value medium
to settle the exchange transaction. The computing system 30 may then transmit
settlement confirmations to the sending and/or receiving clients upon final conversion to
the destination value medium (840).

[0126] Subsequent to finalizing the exchange transaction, the computing system 300
can determine whether the slippage balance of the digital wallet 344 of the receiving
client has dropped below a utilization threshold specific to the receiving client. In such
examples, the utilization threshold of the receiving client can correspond to a percentage
of a total exchange transaction amount of the receiving client over a certain time period
(e.g., each day or week). In response to determining that the slippage balance of the
digital wallet 344 of the receiving client has dropped below the utilization threshold
specific to the receiving client, the computing system 300 can transfer a top-up amount of
digital currency from an internal digital wallet of the transaction service to the digital

wallet 344 of the receiving client.
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[0127] Itis contemplated that facilitation of direct client-to-client exchange also enables
each client to perform treasury management functions using a local exchange, as
described herein. Accordingly, each client can configure its own risk tolerance by setting
cryptocurrency risk exposure, liquidity, and either manually or automatically converting
cryptocurrency to a local value medium at a local exchange accordingly. Thus, if more
liquidity is required, the client can convert the local value medium to the cryptocurrency
at the local exchange. However, if less volatility risk is needed the client can convert the
cryptocurrency to the local value medium at the local exchange.

[0128] HARDWARE DIAGRAM

[0129] FIG. 9 is a hardware diagram illustrating a computer system upon which
examples described herein may be implemented. A computer system 900 can be
implemented on, for example, a server or combination of servers. For example, the
computer system 900 may be implemented as part of a network service for providing
transaction services. In the context of FIGS. 1-4, the transaction computing system 140,
210, 300, 490 may be implemented using one or more computer systems 900 such as
described by FIG. 9.

[0130] In one implementation, the computer system 900 includes processing resources
910, a main memory 920, a read-only memory (ROM) 930, a storage device 940, and a
communication interface 950. The computer system 900 includes at least one processor
910 for processing information stored in the main memory 920, such as provided by a
random-access memory (RAM) or other dynamic storage device, for storing information
and instructions which are executable by the processor 910. The main memory 920 also
may be used for storing temporary variables or other intermediate information during
execution of instructions to be executed by the processor 910. The computer system 900
may also include the ROM 930 or other static storage device for storing static information
and instructions for the processor 910. A storage device 940, such as a magnetic disk or
optical disk, is provided for storing information and instructions.

[0131] The communication interface 950 enables the computer system 900 to
communicate over one or more networks 980 (e.g., cellular or Wi-Fi network) through
use of the network link (wireless or wired). Using the network link, the computer system
900 can communicate with one or more computing devices, one or more servers, and/or
client transaction terminals. The executable instructions in the memory 920 can include
instructions 922, which the computer system 900 can implement the transaction service,

facilitating cross-medium exchanges using the on-demand liquidity and volatility
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resolution techniques, as described throughout the present disclosure. Specifically,
execution of the transaction management instructions 922 enables the computer system
900 to receive transaction requests 986 from clients, transmit quote requests 956 and
transaction commands 954 to exchanges, receive status updates 988, and respond to the
updates accordingly.

[0132] The executable instructions stored in memory 920 can also include
asynchronous exchange instructions 924, which the computer system 900 can execute to
initiation exchange account adapters to filter and publish incoming communications from
exchanges, as described herein. The executable instructions can further include order
management instructions 926, which the computer system 900 can execute to break up
master transaction requests and track and reconcile each sub-order in accordance with
examples described herein.

[0133] The executable instructions can further include failover instructions 932, which
the processor 910 can execute to detect downed exchanges and initiate a failover state to
mitigate such exchange infrastructure downtime or failures by engaging with crediting
institutions at destinations, according to certain examples described herein. The
instructions stored in memory 920 can further include client-to-client transaction
instructions 936 in order to facilitate direct client-to-client cross-medium exchange
through the use of digital wallets, thereby circumventing exchanges, as described herein.
[0134] The processor 910 is configured with software and/or other logic to perform one
or more processes, steps and other functions described with implementations, such as
described with respect to FIGS. 1-8, and elsewhere in the present application. Examples
described herein are related to the use of the computer system 900 for implementing the
techniques described herein. According to one example, those techniques are performed
by the computer system 900 in response to the processor 910 executing one or more
sequences of one or more instructions contained in the main memory 920. Such
instructions may be read into the main memory 920 from another machine-readable
medium, such as the storage device 940. Execution of the sequences of instructions
contained in the main memory 920 causes the processor 910 to perform the process steps
described herein. In alternative implementations, hard-wired circuitry may be used in
place of or in combination with software instructions to implement examples described
herein. Thus, the examples described are not limited to any specific combination of

hardware circuitry and software.
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[0135] It is contemplated for examples described herein to extend to individual
elements and concepts described herein, independently of other concepts, ideas or
systems, as well as for examples to include combinations of elements recited anywhere in
this application. Although examples are described in detail herein with reference to the
accompanying drawings, it is to be understood that the concepts are not limited to those
precise examples. As such, many modifications and variations will be apparent to
practitioners skilled in this art. Accordingly, it is intended that the scope of the concepts
be defined by the following claims and their equivalents. Furthermore, it is contemplated
that a particular feature described either individually or as part of an example can be
combined with other individually described features, or parts of other examples, even if
the other features and examples make no mention of the particular feature. Thus, the
absence of describing combinations should not preclude claiming rights to such

combinations.
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WHAT IS CLAIMED IS:

1. A network-based computing system implementing a cross-medium
transaction service, comprising:

a network communication interface to communicate, over one or more networks,
with (i) client devices executing a transaction service application, and (ii) computing
systems of exchanges each implementing conversions between a home value medium and
a digital currency;

one or more processors; and

a memory storing instructions that, when executed by the one or more processors,
cause the computing system to:

receive, over the one or more networks, a transaction request from a
sending client, the transaction request indicating an original value amount in an
originating value medium, a destination value medium, and a receiving client;

based on the originating value medium and the destination value medium,
establish network communications with an originating exchange and a destination
exchange;

transmit, over the one or more networks, a first set of transaction
instructions to the originating exchange, the first set of transaction instructions
causing the originating exchange to (i) convert the value amount in the originating

value medium to a corresponding value amount in a digital currency, and (ii)

transfer the corresponding value amount in the digital currency to the destination

exchange; and

transmit, over the one or more networks, a second set of instructions to the
destination exchange, the second set of instructions causing the destination

exchange to (i) convert the corresponding amount in the digital currency to a

corresponding value amount in the destination value medium, and (ii) transfer the

corresponding value amount in the destination value medium to an account of the

receiving client.
2. The computing system of claim 1, wherein the executed instructions

further cause the computing system to:

maintain a client pool of the digital currency at the destination exchange.
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3. The computing system of claim 2, wherein the executed instructions
further cause the computing system to:

receive, over the one or more networks, a status update from the destination
exchange, the status update indicating a deviation from the original value amount; and

based on the deviation, transmit, over the one or more networks, an offset
instruction to the destination exchange, the offset instruction causing the destination
exchange to utilize the client pool to offset the deviation by an offset amount of the digital
currency such that the corresponding value amount in the destination value medium
equates to the original value amount in the originating value medium based on a

guaranteed exchange rate provided by the computing system.

4. The computing system of claim 3, wherein the deviation is caused by
exposure to transaction volatility over a period of time between receiving the transaction
request and the transfer of the corresponding value amount in the destination value

medium to the account of the receiving client.

5. The computing system of claim 3, wherein the transaction request from the
sending client comprises a quote request for an exchange rate between the originating
value medium and the destination value medium, and wherein the executed instructions
further cause the computing system to:

using the established network communications, receive exchange rate quotes from
both the originating exchange and the destination exchange; and

based on the exchange rate quotes, generate the guaranteed exchange rate for the

sending and receiving clients.

6. The computing system of claim 5, wherein the deviation corresponds to a
value difference between the value amount in the digital currency and correct amount of
the digital currency based on the guaranteed exchange rate, and wherein the offset amount
compensates for the deviation to provide the guaranteed exchange rate to the sending and

receiving clients.

7. The computing system of claim 3, wherein the client pool of the digital

currency at the destination exchange is utilized by the computing system for volatility
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deviations in cross-medium transactions for all receiving clients associated with the

destination value medium.

8. The computing system of claim 3, wherein the client pool of the digital
currency at the destination exchange comprises a slippage balance in an account of the
receiving client, the slippage balance being dedicated for volatility deviations in cross-

medium transactions involving the receiving client.

9. The computing system of claim 1, wherein the executed instructions
further cause the computing system to:

establish a dedicated messaging schema for the cross-medium transaction service,
the dedicated messaging schema enabling secure transmission, over the one or more
networks, of messages to facilitate execution of cross-medium transactions;

wherein the network communications with (i) the client devices executing a
transaction service application, and (ii) the computing systems of the exchanges are

performed in accordance with the dedicated messaging schema.

10. The computing system of claim 1, wherein the originating value medium
comprises a first fiat currency, and wherein the destination value medium comprises a

second fiat currency.

11. A non-transitory computer readable medium storing instructions that,
when executed by one or more processors of a computing system, cause the computing
system to:

communicate, over one or more networks, with (i) client devices executing a
transaction service application, and (ii) computing systems of exchanges each
implementing conversions between a home value medium and a digital currency;

receive, over the one or more networks, a transaction request from a sending
client, the transaction request indicating an original value amount in an originating value
medium, a destination value medium, and a receiving client;

based on the originating value medium and the destination value medium,
establish network communications with an originating exchange and a destination

exchange;
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transmit, over the one or more networks, a first set of transaction instructions to
the originating exchange, the first set of transaction instructions causing the originating
exchange to (i) convert the value amount in the originating value medium to a
corresponding value amount in a digital currency, and (ii) transfer the corresponding
value amount in the digital currency to the destination exchange; and

transmit, over the one or more networks, a second set of instructions to the
destination exchange, the second set of instructions causing the destination exchange to
(i) convert the corresponding amount in the digital currency to a corresponding value
amount in the destination value medium, and (ii) transfer the corresponding value amount

in the destination value medium to an account of the receiving client.

12. The non-transitory computer readable medium of claim 11, wherein the
executed instructions further cause the computing system to:

maintain a client pool of the digital currency at the destination exchange.

13. The non-transitory computer readable medium of claim 12, wherein the
executed instructions further cause the computing system to:

receive, over the one or more networks, a status update from the destination
exchange, the status update indicating a deviation from the original value amount; and

based on the deviation, transmit, over the one or more networks, an offset
instruction to the destination exchange, the offset instruction causing the destination
exchange to utilize the client pool to offset the deviation by an offset amount of the digital
currency such that the corresponding value amount in the destination value medium
equates to the original value amount in the originating value medium based on a

guaranteed exchange rate provided by the computing system.

14. The non-transitory computer readable medium of claim 13, wherein the
deviation is caused by exposure to transaction volatility over a period of time between
receiving the transaction request and the transfer of the corresponding value amount in

the destination value medium to the account of the receiving client.

15. The non-transitory computer readable medium of claim 13, wherein the

transaction request from the sending client comprises a quote request for an exchange rate
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between the originating value medium and the destination value medium, and wherein the
executed instructions further cause the computing system to:

using the established network communications, receive exchange rate quotes from
both the originating exchange and the destination exchange; and

based on the exchange rate quotes, generate the guaranteed exchange rate for the

sending and receiving clients.

16. The non-transitory computer readable medium of claim 15, wherein the
deviation corresponds to a value difference between the value amount in the digital
currency and correct amount of the digital currency based on the guaranteed exchange
rate, and wherein the offset amount compensates for the deviation to provide the

guaranteed exchange rate to the sending and receiving clients.

17. The non-transitory computer readable medium of claim 13, wherein the
client pool of the digital currency at the destination exchange is utilized by the computing
system for volatility deviations in cross-medium transactions for all receiving clients

associated with the destination value medium.

18. The non-transitory computer readable medium of claim 13, wherein the
client pool of the digital currency at the destination exchange comprises a slippage
balance in an account of the receiving client, the slippage balance being dedicated for

volatility deviations in cross-medium transactions involving the receiving client.

19. The non-transitory computer readable medium of claim 11, wherein the
executed instructions further cause the computing system to:

establish a dedicated messaging schema for the cross-medium transaction service,
the dedicated messaging schema enabling secure transmission, over the one or more
networks, of messages to facilitate execution of cross-medium transactions;

wherein the network communications with (i) the client devices executing a
transaction service application, and (ii) the computing systems of the exchanges are

performed in accordance with the dedicated messaging schema.

20. A computer-implemented method of implementing a remote transaction

service, the method being performed by one or more processors and comprising:
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communicating, over one or more networks, with (i) client devices executing a
transaction service application, and (ii) computing systems of exchanges each
implementing conversions between a home value medium and a digital currency;

receiving, over the one or more networks, a transaction request from a sending
client, the transaction request indicating an original value amount in an originating value
medium, a destination value medium, and a receiving client;

based on the originating value medium and the destination value medium,
establishing network communications with an originating exchange and a destination
exchange;

transmitting, over the one or more networks, a first set of transaction instructions
to the originating exchange, the first set of transaction instructions causing the originating
exchange to (i) convert the value amount in the originating value medium to a
corresponding value amount in a digital currency, and (ii) transfer the corresponding
value amount in the digital currency to the destination exchange; and

transmitting, over the one or more networks, a second set of instructions to the
destination exchange, the second set of instructions causing the destination exchange to
(i) convert the corresponding amount in the digital currency to a corresponding value
amount in the destination value medium, and (ii) transfer the corresponding value amount

in the destination value medium to an account of the receiving client.

21. A network-based computing system implementing a cross-medium
transaction service, comprising:

a network communication interface to communicate, over one or more networks,
with computing systems of exchanges each implementing conversions between a home
value medium and a digital currency;

one or more processors; and

a memory storing instructions that, when executed by the one or more processors,
cause the computing system to:

based on a transaction request from a sending client, establish network
communications with an originating exchange and a destination exchange;
transmit and receive communications asynchronously with the originating
exchange and the destination exchange by:
initiating a first exchange account adapter to receive and filter

communications from the originating exchange, wherein the first exchange
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account adapter publishes non-errant messages from the originating
exchange to an event feed; and

initiating a second exchange account adapter to receive and filter
communications from the destination exchange, wherein the second
exchange account adapter publishes non-errant messages from the
destination exchange to the event feed;

wherein the computing system executes exchange management
logic to monitor the event feed and communicate with the originating and
destination exchanges based at least in part on information published to the

event feed by the first and second exchange account adapters.

22. The computing system of claim 21, wherein the transaction request
comprises a quote request for an exchange rate to transfer a value amount in an

originating value medium to a receiving client in a destination value medium.

23. The computing system of claim 22, wherein the executed exchange
management logic causes the computing system to process the quote request by
transmitting corresponding quote requests to the originating exchange and the destination
exchange, and reading the exchange quotes from both the originating exchange and the
destination exchange in the event feed as published by the first and second exchange

account adapters.

24. The computing system of claim 22, wherein the executed exchange
management logic further causes the computing system to receive an acceptance message
from the sending client indicating an exchange transaction in the value amount to the
receiving client and conversion from the originating value medium to the destination

value medium.

25. The computing system of claim 24, wherein the executed exchange
management logic further causes the computing system to:
determine that the value amount exceeds a capacity threshold of the cross-medium

transaction service;
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based on the value amount exceeding the capacity threshold, partition the
exchange transaction into a plurality of sub-orders and process each sub-order separately

with the originating and destination exchanges.

26. The computing system of claim 25, wherein the executed instructions
further cause the computing system to:

based on partitioning the exchange transaction into the plurality of sub-orders,
execute order management logic to generate a record for each sub-order and track each

sub-order until the sub-order is settled by the destination exchange.

27. The computing system of claim 26, wherein the executed order
management logic further causes the computing system to:
when all sub-orders are settled, transmit a confirmation message to the sending

client indicating settlement of the exchange transaction.

28. A non-transitory computer readable medium storing instructions that,
when executed by one or more processors of a computing system, cause the computing
system to:

communicate, over one or more networks, with computing systems of exchanges
each implementing conversions between a home value medium and a digital currency;

based on a transaction request from a sending client, establish network
communications with an originating exchange and a destination exchange;

transmit and receive communications asynchronously with the originating
exchange and the destination exchange by:

initiating a first exchange account adapter to receive and filter
communications from the originating exchange, wherein the first exchange
account adapter publishes non-errant messages from the originating exchange to
an event feed; and

initiating a second exchange account adapter to receive and filter
communications from the destination exchange, wherein the second exchange
account adapter publishes non-errant messages from the destination exchange to
the event feed;

wherein the computing system executes exchange management logic to

monitor the event feed and communicate with the originating and destination
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exchanges based at least in part on information published to the event feed by the

first and second exchange account adapters.

29. The non-transitory computer readable medium of claim 28, wherein the
transaction request comprises a quote request for an exchange rate to transfer a value
amount in an originating value medium to a receiving client in a destination value

medium.

30. The non-transitory computer readable medium of claim 29, wherein the
executed exchange management logic causes the computing system to process the quote
request by transmitting corresponding quote requests to the originating exchange and the
destination exchange, and reading the exchange quotes from both the originating
exchange and the destination exchange in the event feed as published by the first and

second exchange account adapters.

31. The non-transitory computer readable medium of claim 29, wherein the
executed exchange management logic further causes the computing system to receive an
acceptance message from the sending client indicating an exchange transaction in the
value amount to the receiving client and conversion from the originating value medium to

the destination value medium.

32. The non-transitory computer readable medium of claim 31, wherein the
executed exchange management logic further causes the computing system to:

determine that the value amount exceeds a capacity threshold of the cross-medium
transaction service;

based on the value amount exceeding the capacity threshold, partition the
exchange transaction into a plurality of sub-orders and process each sub-order separately

with the originating and destination exchanges.

33. The non-transitory computer readable medium of claim 32, wherein the
executed instructions further cause the computing system to:

based on partitioning the exchange transaction into the plurality of sub-orders,
execute order management logic to generate a record for each sub-order and track each

sub-order until the sub-order is settled by the destination exchange.
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34. The non-transitory computer readable medium of claim 33, wherein the
executed order management logic further causes the computing system to:
when all sub-orders are settled, transmit a confirmation message to the sending

client indicating settlement of the exchange transaction.

35. A computer-implemented method of implementing a cross-medium
transaction service, the method being performed by one or more processors of a
computing system and comprising:

communicating, over one or more networks, with computing systems of
exchanges each implementing conversions between a home value medium and a digital
currencys;

based on a transaction request from a sending client, establishing network
communications with an originating exchange and a destination exchange;

transmitting and receiving communications asynchronously with the originating
exchange and the destination exchange by:

initiating a first exchange account adapter to receive and filter
communications from the originating exchange, wherein the first exchange
account adapter publishes non-errant messages from the originating exchange to
an event feed; and

initiating a second exchange account adapter to receive and filter
communications from the destination exchange, wherein the second exchange
account adapter publishes non-errant messages from the destination exchange to
the event feed;

wherein the computing system executes exchange management logic to
monitor the event feed and communicate with the originating and destination
exchanges based at least in part on information published to the event feed by the

first and second exchange account adapters.

36. The method of claim 35, wherein the transaction request comprises a quote
request for an exchange rate to transfer a value amount in an originating value medium to

areceiving client in a destination value medium.

37. The method of claim 36, wherein the executed exchange management

logic causes the computing system to process the quote request by transmitting
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corresponding quote requests to the originating exchange and the destination exchange,
and reading the exchange quotes from both the originating exchange and the destination
exchange in the event feed as published by the first and second exchange account

adapters.

38. The method of claim 36, wherein the executed exchange management
logic further causes the computing system to receive an acceptance message from the
sending client indicating an exchange transaction in the value amount to the receiving
client and conversion from the originating value medium to the destination value

medium.

39. The method of claim 38, further comprising:

determining that the value amount exceeds a capacity threshold of the cross-
medium transaction service;

based on the value amount exceeding the capacity threshold, partitioning the
exchange transaction into a plurality of sub-orders and process each sub-order separately

with the originating and destination exchanges.

40. The method of claim 39, further comprising:
based on partitioning the exchange transaction into the plurality of sub-orders,
executing order management logic to generate a record for each sub-order and track each

sub-order until the sub-order is settled by the destination exchange.

41. A network-based computing system implementing a cross-medium
transaction service, comprising:

a network communication interface to communicate, over one or more networks,
with computing systems of exchanges each implementing conversions between a home
value medium and a digital currency;

one or more processors; and

a memory storing instructions that, when executed by the one or more processors,
cause the computing system to:

based on a transaction request from a sending client, attempt to establish
network communications with an originating exchange and a destination

exchange;
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determine that one of the originating exchange or the destination exchange
is experiencing downtime as a downed exchange; and

based on determining the downed exchange, initiate a failover state and
establish network communications with a crediting institution to bypass the

downed exchange and facilitate the transaction request.

42. The computing system of claim 41, wherein the downed exchange
comprises the destination exchange, and wherein the executed instructions further cause
the computing system to:

based on the transaction request, transmit, over the one or more networks, an
exchange quote request to the originating exchange;

receive, over the one or more networks, an exchange rate quote from the
originating exchange, the exchange rate quote indicating an exchange rate to convert an
originating value medium of the sending client to a digital currency; and

based at least in part on the exchange rate quote from the originating exchange,
transmit, over the one or more networks, a transaction quote to the sending client, the
transaction quote indicating a guaranteed exchange rate to convert the originating value

medium to a destination value medium.

43. The computing system of claim 42, wherein the executed instructions
further cause the computing system to:

receive, over the one or more networks, a confirmation from the sending client to
initiate an exchange transaction comprising a value amount in the originating value
medium to be converted to a destination value medium and transferred to a receiving
client; and

based on receiving the confirmation from the sending client, transmit, over the one
or more networks, a credit request to the crediting institution, the credit request
instructing the crediting institution to deposit the value amount in the destination medium

to an account of the receiving client.

44. The computing system of claim 43, wherein the executed instructions

further cause the computing system to:

51



WO 2021/126787 PCT/US2020/064924

transmit, over the one or more networks, transaction instructions to the originating
exchange, the transaction instructions causing the originating exchange to place a hold on

transferring digital currency to the downed destination exchange.

45. The computing system of claim 44, wherein the transaction instructions
further cause the originating exchange to convert the value amount of the sending client

in the originating value medium to digital currency prior to placing the hold.

46. The computing system of claim 44, wherein the executed instructions
further cause the computing system to:

receive, over the one or more networks, an online confirmation that the downed
destination exchange is back online;

in response to the online confirmation, terminate the failover state by:

transmitting, over the one or more networks, a release command to the
originating exchange, the release command causing the originating exchange to
transfer digital currency corresponding to the value amount to the destination

exchange.

47. The computing system of claim 46, wherein the executed instructions
cause the computing system to further terminate the failover state by:

transmitting, over the one or more networks, a settlement command to the
destination exchange, the settlement command causing the destination exchange to
convert the transferred digital currency to a converted amount in the destination value
medium and transfer the converted amount of the destination value medium to the

crediting institution in order to at least partially reconcile the credit request.

48. A non-transitory computer readable medium storing instructions that,
when executed by one or more processors of a computing system, cause the computing
system to:

communicate, over one or more networks, with computing systems of exchanges
each implementing conversions between a home value medium and a digital currency;

based on a transaction request from a sending client, attempt to establish network

communications with an originating exchange and a destination exchange;
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determine that one of the originating exchange or the destination exchange is
experiencing downtime as a downed exchange; and

based on determining the downed exchange, initiate a failover state and establish
network communications with a crediting institution to bypass the downed exchange and

facilitate the transaction request.

49. The non-transitory computer readable medium of claim 48, wherein the
downed exchange comprises the destination exchange, and wherein the executed
instructions further cause the computing system to:

based on the transaction request, transmit, over the one or more networks, an
exchange quote request to the originating exchange;

receive, over the one or more networks, an exchange rate quote from the
originating exchange, the exchange rate quote indicating an exchange rate to convert an
originating value medium of the sending client to a digital currency; and

based at least in part on the exchange rate quote from the originating exchange,
transmit, over the one or more networks, a transaction quote to the sending client, the
transaction quote indicating a guaranteed exchange rate to convert the originating value

medium to a destination value medium.

50. The non-transitory computer readable medium of claim 49, wherein the
executed instructions further cause the computing system to:

receive, over the one or more networks, a confirmation from the sending client to
initiate an exchange transaction comprising a value amount in the originating value
medium to be converted to a destination value medium and transferred to a receiving
client; and

based on receiving the confirmation from the sending client, transmit, over the one
or more networks, a credit request to the crediting institution, the credit request
instructing the crediting institution to deposit the value amount in the destination medium

to an account of the receiving client.

51. The non-transitory computer readable medium of claim 50, wherein the

executed instructions further cause the computing system to:
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transmit, over the one or more networks, transaction instructions to the originating
exchange, the transaction instructions causing the originating exchange to place a hold on

transferring digital currency to the downed destination exchange.

52. The non-transitory computer readable medium of claim 51, wherein the
transaction instructions further cause the originating exchange to convert the value
amount of the sending client in the originating value medium to digital currency prior to

placing the hold.

53. The non-transitory computer readable medium of claim 51, wherein the
executed instructions further cause the computing system to:

receive, over the one or more networks, an online confirmation that the downed
destination exchange is back online;

in response to the online confirmation, terminate the failover state by:

transmitting, over the one or more networks, a release command to the
originating exchange, the release command causing the originating exchange to
transfer digital currency corresponding to the value amount to the destination

exchange.

54. The non-transitory computer readable medium of claim 53, wherein the
executed instructions cause the computing system to further terminate the failover state
by:

transmitting, over the one or more networks, a settlement command to the
destination exchange, the settlement command causing the destination exchange to
convert the transferred digital currency to a converted amount in the destination value
medium and transfer the converted amount of the destination value medium to the

crediting institution in order to at least partially reconcile the credit request.

55. A computer-implemented method of implementing a cross-medium
transaction service, the method being performed by one or more processors of a
computing system and comprising:

communicating, over one or more networks, with computing systems of
exchanges each implementing conversions between a home value medium and a digital

currency;
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based on a transaction request from a sending client, attempting to establish
network communications with an originating exchange and a destination exchange;

determining that one of the originating exchange or the destination exchange is
experiencing downtime as a downed exchange; and

based on determining the downed exchange, initiating a failover state and
establish network communications with a crediting institution to bypass the downed

exchange and facilitate the transaction request.

56. The method of claim 55, wherein the downed exchange comprises the
destination exchange, the method further comprising:

based on the transaction request, transmitting, over the one or more networks, an
exchange quote request to the originating exchange;

receiving, over the one or more networks, an exchange rate quote from the
originating exchange, the exchange rate quote indicating an exchange rate to convert an
originating value medium of the sending client to a digital currency; and

based at least in part on the exchange rate quote from the originating exchange,
transmitting, over the one or more networks, a transaction quote to the sending client, the
transaction quote indicating a guaranteed exchange rate to convert the originating value

medium to a destination value medium.

57.  The method of claim 56, further comprising:

receiving, over the one or more networks, a confirmation from the sending client
to initiate an exchange transaction comprising a value amount in the originating value
medium to be converted to a destination value medium and transferred to a receiving
client; and

based on receiving the confirmation from the sending client, transmitting, over the
one or more networks, a credit request to the crediting institution, the credit request
instructing the crediting institution to deposit the value amount in the destination medium

to an account of the receiving client.

58. The method of claim 57, further comprising:
transmitting, over the one or more networks, transaction instructions to the
originating exchange, the transaction instructions causing the originating exchange to

place a hold on transferring digital currency to the downed destination exchange.

55



WO 2021/126787 PCT/US2020/064924

59. The method of claim 58, wherein the transaction instructions further cause
the originating exchange to convert the value amount of the sending client in the

originating value medium to digital currency prior to placing the hold.

60. The method of claim 58, further comprising:
receiving, over the one or more networks, an online confirmation that the downed
destination exchange is back online;
in response to the online confirmation, terminating the failover state by:
transmitting, over the one or more networks, a release command to the
originating exchange, the release command causing the originating exchange to
transfer digital currency corresponding to the value amount to the destination

exchange.

61. A network-based computing system implementing a cross-medium
transaction service, comprising:
a database comprising digital wallets of clients of the cross-medium transaction
service, each digital wallet storing a respective amount of digital currency;
a network communication interface to communicate, over one or more networks,
with computing devices of the clients of the cross-medium transaction service;
one or more processors; and
a memory storing instructions that, when executed by the one or more processors,
cause the computing system to:
receive, over the one or more networks, a transaction request from a
computing device of a sending client of the cross-medium transaction service;
acquire exchange rate information corresponding to cross-medium
exchanges between an originating value medium of the sending client, a digital
currency, and a destination value medium of a receiving client;
receive, over the one or more networks, a confirmation from the
computing device of the sending client, the confirmation comprising an
authorization to perform an exchange transaction to transfer a value amount to the
receiving client; and
upon receiving the confirmation, transmit trade instructions to the

computing device of the sending client to transfer the value amount in the digital
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currency from a digital wallet of the sending client to a digital wallet of the

receiving client.

62. The computing system of claim 61, wherein the value amount of the
digital currency corresponds to a current exchange rate between the originating value

medium and the digital currency.

63. The computing system of claim 62, wherein the receiving client accesses
the digital wallet of the receiving client and converts the value amount of the digital

currency to the destination value medium.

64. The computing system of claim 61, wherein each digital wallet of each
client of the cross-medium transaction service includes a slippage balance used for

compensating for exchange rate volatility.

65. The computing system of claim 64, wherein a period of time
corresponding to transferring the digital currency between digital wallets exposes the
exchange transaction to exchange rate volatility, and wherein the executed instructions
further cause the computing system to:

upon transfer of the value amount of the digital currency to the digital wallet of
the receiving client, determine whether conversion of the corresponding amount of digital
currency to the destination value medium aligns with a guaranteed exchange rate

determined by the computing system.

66. The computing system of claim 65, wherein the executed instructions
further cause the computing system to:

in response to determining that conversion of the value amount of the digital
currency to the destination value medium does not align with the guaranteed exchange
rate, transfer an offset amount to or from the slippage balance of the digital wallet of the
receiving client such that a final conversion amount of the digital currency to the

destination value medium aligns with the guaranteed exchange rate.

67. The computing system of claim 66, wherein the executed instructions

further cause the computing system to:

57



WO 2021/126787 PCT/US2020/064924

subsequent to finalizing the exchange transaction, determine whether the slippage
balance of the digital wallet of the receiving client has dropped below a utilization
threshold specific to the receiving client; and

in response to determine that the slippage balance of the digital wallet of the
receiving client has dropped below the utilization threshold specific to the receiving
client, transfer a top-up amount of the digital currency from an internal digital wallet to

the digital wallet of the receiving client.

68. The computing system of claim 67, wherein the utilization threshold of the
receiving client corresponds to a percentage of a total exchange transaction amount of the

receiving client over a certain time period.

69. The computing system of claim 61, wherein the originating value medium
comprises a first fiat currency and the destination value medium comprises a second fiat

currency.

70. A non-transitory computer readable medium storing instructions that,
when executed by one or more processors of a computing system, cause the computing
system to:

store, in a database, digital wallets of clients of the cross-medium transaction
service, each digital wallet storing a respective amount of digital currency;

communicate, over one or more networks, with computing devices of the clients
of the cross-medium transaction service;

receive, over the one or more networks, a transaction request from a computing
device of a sending client of the cross-medium transaction service;

acquire exchange rate information corresponding to cross-medium exchanges
between an originating value medium of the sending client, a digital currency, and a
destination value medium of a receiving client;

receive, over the one or more networks, a confirmation from the computing device
of the sending client, the confirmation comprising an authorization to perform an
exchange transaction to transfer a value amount to the receiving client; and

upon receiving the confirmation, transmit trade instructions to the computing
device of the sending client to transfer the value amount in the digital currency from a

digital wallet of the sending client to a digital wallet of the receiving client.
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71. The non-transitory computer readable medium of claim 70, wherein the
value amount of the digital currency corresponds to a current exchange rate between the

originating value medium and the digital currency.

72. The non-transitory computer readable medium of claim 71, wherein the
receiving client accesses the digital wallet of the receiving client and converts the value

amount of the digital currency to the destination value medium.

73. The non-transitory computer readable medium of claim 70, wherein each
digital wallet of each client of the cross-medium transaction service includes a slippage

balance used for compensating for exchange rate volatility.

74. The non-transitory computer readable medium of claim 73, wherein a
period of time corresponding to transferring the digital currency between digital wallets
exposes the exchange transaction to exchange rate volatility, and wherein the executed
instructions further cause the computing system to:

upon transfer of the value amount of the digital currency to the digital wallet of
the receiving client, determine whether conversion of the corresponding amount of digital
currency to the destination value medium aligns with a guaranteed exchange rate

determined by the computing system.

75. The non-transitory computer readable medium of claim 74, wherein the
executed instructions further cause the computing system to:

in response to determining that conversion of the value amount of the digital
currency to the destination value medium does not align with the guaranteed exchange
rate, transfer an offset amount to or from the slippage balance of the digital wallet of the
receiving client such that a final conversion amount of the digital currency to the

destination value medium aligns with the guaranteed exchange rate.

76. The non-transitory computer readable medium of claim 75, wherein the
executed instructions further cause the computing system to:

subsequent to finalizing the exchange transaction, determine whether the slippage
balance of the digital wallet of the receiving client has dropped below a utilization

threshold specific to the receiving client; and

59



WO 2021/126787 PCT/US2020/064924

in response to determine that the slippage balance of the digital wallet of the
receiving client has dropped below the utilization threshold specific to the receiving
client, transfer a top-up amount of the digital currency from an internal digital wallet to

the digital wallet of the receiving client.

77. The non-transitory computer readable medium of claim 76, wherein the
utilization threshold of the receiving client corresponds to a percentage of a total

exchange transaction amount of the receiving client over a certain time period.

78. The non-transitory computer readable medium of claim 70, wherein the
originating value medium comprises a first fiat currency and the destination value

medium comprises a second fiat currency.

79. A computer-implemented method of facilitating cross-medium
transactions, the method being performed by one or more processors of a computing
system and comprising:

storing, in a database, digital wallets of clients of the cross-medium transaction
service, each digital wallet storing a respective amount of digital currency;

communicating, over one or more networks, with computing devices of the clients
of the cross-medium transaction service;

receiving, over the one or more networks, a transaction request from a computing
device of a sending client of the cross-medium transaction service;

acquiring exchange rate information corresponding to cross-medium exchanges
between an originating value medium of the sending client, a digital currency, and a
destination value medium of a receiving client;

receiving, over the one or more networks, a confirmation from the computing
device of the sending client, the confirmation comprising an authorization to perform an
exchange transaction to transfer a value amount to the receiving client; and

upon receiving the confirmation, transmitting trade instructions to the computing
device of the sending client to transfer the value amount in the digital currency from a

digital wallet of the sending client to a digital wallet of the receiving client.
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80. The method of claim 79, wherein the value amount of the digital currency
corresponds to a current exchange rate between the originating value medium and the

digital currency.
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