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A METHOD OF DATA STORAGE M"D APPARATUS THEREFOR 

BACKGRO~"D OF THE INVENTION 

Field of the Invention 

The present invention relates to the field of data processing, and more particularly, but not 

exclusively, to a method and apparatus for implementing a system which is able to provide 

-_digital storage services_for public or corporate users. . .: ... - ... 
·.:·· 

.DeScription of the Relate~ Art 

-: :· ··. '· -

The .explosive growth in automatic information syst~s and their interconnections via 

"cyb~space" has increased the . dependence o.f both_ :organization$ and .indiVidu?ls on the 

information processed, sto~ed arid communicated using these system~. Some of the 

information, hereinafter called digital valuable~ or valuables for short - whether it be text, 
. . . 

graphics, animation, video, audio, all types of data, or software (such as source code or· 

machine code) written in various programming languages, are very precious for a user -
. ·- . 

-whether the user is an· organisation ·or i.ndividual, and need be kept in a safe place, from 

which the valuables can be retrieved reliabiy and securely at a later stage •. Examples of 

- such digital" valuables .. are patients'- medical records, financial transa~tions, various 

certificates, proprietary business data, el¢ctro_nic ~oney, and l~gal do~ents. 

Cmrently, a u~er's digital informati_on is commonly stored in th~ user's computer or in a 

networked file server. There are several fundamental problems with such an approach in 

that, firstly, it lacks integrity protection. Digital information isinevitably in digital format. 

The information is easy to tamper with; and the modifications need not leave any trace on 

the physical medium. In many situations it is necessary for a user to verify that the 

information retrieved is indeed what was stored in the first place and any modification to 

the information by system faults or malicious process can be detected. The second problem 

is low reHability. A hard disk or floppy disk may crash, resulting in irreversible loss of 

data. A networked file server provides higher reliability than a local hard disk but loss of 
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data is not uncommon. Moreover, such servers lack adequate security protection and are 

not easily accessible to public users. The third problem with the current technology of 

storing information is that it has little confidentiality protection. 

It is an object of the invention to alleviate at least one disadvantage of the prior art. 

SUMMARY OF THE INVENTION 

_ _ _ _ · -~ccording to the invention in a first asp~ct, there-i~ _p~ovided_ a digi~l data-depository for - :_ 'i ·_ · 
storlng digital data items for a ~ser c~niprlsllig: :_ · · ---~: - - . - .·- ·. - · . . . . - . l · 
data storage means;.. · 

- ·-a_ ~er account ·associ~ted\vith_the us~; 
. . . .· 

. .. . . . . . ~ . 

.·z ... 
-l . ...... 

' means for. com,munfoat~on with the user; 
··t· means for auth~ntication of the user ~th the depository; J 

m~~s fo.r establishing a digital dat~ ~~tion·s~ssio~-~ ~hi~h- the tJSer is able to instruct -• 

storage or retrieval of a digital _data item in association with the u~er' s account; 

.means for encoding ihe data item int~ a pforality of parts, the parts bemg separat~ly stored -

in the storage means;and 
- -

means for de~oding- the encoded· data item. --· --· - .-.·.· 

··According to the 'invention iri a second aspect, there ·is p~ovided a method of storing digital 

data items for a user comprising the. steps of: 

providing a user account associated with the user; 

authenticating the identity of the ·user; • 

receiving a digital data item and an instruction froµl the user for the item to be stored in 

association with the user's account; and 

encoding the data item into a plurality of parts and storing the parts separately. 

According to the invention· in a third _aspect, there is provided a method of protecting 

. digital data comprising: 

providing a data depository in which digital data may be stored electronically; 

providing for registration of users of the data depository, each user having an 

.... ·! 
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account with the depository; 

in response to a request from a user, opening a transaction session with the user in 

which the user and the depository authenticate each other and performing a transaction 

instructed by the user in respect of a digital data item, the transaction being selected by the 

user from a plurality of avallable transactions including storage of the item in or retrieval 

of the item from the depository. 

The described embodiment of the present invention discloses a method for ~plementing . 

a digital valuables depository system, for public or corporate users to store and to retrieve 

- p~eciou~ digital info~ation .. T:~~ :d~ribed embodiment is the electronl~ analcigy to the 
·.. . . . . 

physical safe boxes provided by b~s whereby customers can keep their preciOus 
. . . .. . 

belongings .. There· are two. generic ~ti~es in the,. system, a Service Provider (SP)_ and. a. 
; . . . . . 

. User, the SP operating and provides Digital Safe services to the ·user: To make use of the 

service, the User fi~t registers with the SP to open an account. The User can then deposit 
.· . . ······ . -. -· .. ·--·.:::. --· 

· digital _valuables into, retrieve and _delete them from its account, ali being carried out in 

an authentic and secure manner. 

The SP ensures high reliability in storing users' digital valuables. To store a valuable, the 

·SP.first encodes each.valuab_le into N·p311s.based 9n an encoding algorithm, and then stores 

the N parts into one or more data st~rage devices. To-retrieve or copy a valuable_~hich has·· 

been stored previously, the SP reads the N parts f~om correspon~ing stora~e devices, and 

recover& the valuable °from the N p~ based on a decoding algorith:m. The encoding and 
- ·. .... . 

decoding algorithms are chosen such tha~ the original valuable can be recovered correctly 

even i~ some of the N parts are __ l~st or coi:nipted. To avoid storage error/corruption 
·- . . . 

accumulation, the system periodically checks the N parts of every stored valuables and 

recovers/corrects lost/corrupted parts when they are detected. 

BRIEF DESCRIPTION OF THE DRAWINGS 

An embodiment of the invention will now be described, by.way of example, with reference 

to the accompanying drawings in which: 
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FIG. 1 is a schematic diagram of a data storage system, being an embodiment of the 

invention. 

FIG. 2 shows a possible data structure of the User Account maintained by the Service 

Provider (SP) in the pref erred embodiment of the present invention. 

FIG. 3 shows the steps to allow the User accessing his account in the preferred embodiment 

of the present invention. 
•. :·· . . . . . . .· : . .-~ . : . . ...... __ ':'" :.,.· :. .. : -. .·.-. ··.-·. . . -· ~- . ." . . .... ,,,._ . . >·· ............ -·. . . · ... · : .. :'" · .. :.::· :._. . >- ·. .. . . ··. -·-~ . ..:..:-:-:· .... ::·.:.--":.·_"· ..... _. ___ ........ --:~:--.~·:.:_.,~~-~:~ .. 

---FIG. 4(a) illustrates a·possible logical-structure of-the Transaction Request message of type· -· -> ~t --· . . - . . . . - . l 
- Valual:>le Storage (VS_Req) in accordance ~th the prefef!e4 em~odiment of the present - -· ; . . . .. . . . : . . . . . :·· .... -~· ... -:, . ·<. :....... . . . . .... . . . ·. ,.. . . . . . .. ·. . -. . . . ... ;,,. 
~-invention~ ___ .. _--, '_ _ _· -·- _ _ _ ·-

··· ·. . i 

_ FIG. 4(b) illustrates a possible logical-s~cture of _the T~~saction Request message of fype · 

va1~b:1e --c~py -(Vc_~eqj i~ _ accordanc~- ~~-the ·preferred embodiment of "th~ present 

invention. 

FIG. 4(c) illustrates a possible logical structure of the Transaction Request message of type 
. . ..· ... ···' .·· . :. . .. . . . . 

' , ·j 

Valuable Deletion (VD _Req)~in.. ac.c.ordance ·wi~h the preferred. enibodllrient of the present _,,# 

invention. 

FIG. 4{ d) illustrates ~ possibl~dogical ~~~re of the Trari~ction Requesi message of fype . 
Valuable Retrieval (VR_Req) in accordance with the preferred embodiment of the present 

invention. 

FIG. 4(e) illustrates a possible logical structure of the Transaction Request message of type 
. . 

Account S~atus Report (ASR_Req) in accordance with the preferred embodiment of the 

present invention. 

FIG. 4(f) illustrates a possible logical structure ofthe Transaction Request message of type 

Session Close (SC_Req) in accordance with the preferred embodiment of the present 

invention. 

.• .. 
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FIG. S(a) illustrates a possible logical structure of the Transaction Response message of 

type Valuable Storage (VS_Resp) in accordance with the preferred embodiment of the 

· present invention. 

.. ·-· 

FIG. S(b) illustrates a possible logical structure of the Transaction Response message of 

type Valuable Copy (VC_Resp) in accordance with preferred embodiment of the present 

invention. 

FIG. S(c) ilh,1strates a possible logical structure of the Transact.ion Response .me.ssage of -

··type Valuable Deletion (vn~Resp) i~ ·acc~~dah~~-·~~·fu.e ~r~t~e~·:~~bod~ciit of the::··· 

present invention. 

FIG; S(d) niustrates a possible logical structtire of the Trans~ctl~ri Response m~ssage··~r-· · ·• 
. . 

type Valuable Retrieval (VR_Resp) in accordance with the preferred embodiment of the 
. . .. - . . 

- · present invention. 

FIG. S(e) ·mustrates a possible logical structure of the TransactiOn Response.message of­

type Account Status Report (ASR_Resp) in accordance with the preferred embodiment of 

the present invention. 

FIG. S(f) illu~ttat~s a possible logical structur~ of ·the Transaction Response mes5age of 

type Se~ion Cl~se (SC_R~sp) in accordance \vith the.prefe~ed ~bod~ent of the p~esent 
.... · .. 

invention. 

. -
FIG. S(g) illustrates a possible logical structure ·of the Transaction Response message of 

type Error (ERR_Resp} in accordance with the preferred embodiment of the present 

invention. 

·FIG. 6 shows the flow diagram of a Transaction Response Program {TRP) used in the 

preferred embodiment of the present invention. 

FIG. 7 illustrates the flow diagram of the first Valuable Dispersal Program (VDP) used in 
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the preferred elnbodiment of the present invention. 

FIG. 8 shows the flow diagram of the first Valuable Recovery Program (VRP) used in the 
preferred embodiment of the present invention. 

FIG. 9 illustrates the flow diagram of the second Valuable Dispersal Program (VDP) used 
in the preferred embodiment of the present invention . 

. . . . ·-·-. . . . .. . . - . . . . . . . .... : ·~- :· · ... : ·· ... ·, ~- ..... : .... _. .. _·: . . :.: ... ;_~--~: : .. ~ :""··· : .... : 
·FIG .. 10 shows _the flow diagram ~f the. _secop;d_ :Y~luaR~~- ReqQyecy Progi'ahi (VRP) used-~- · · · · 
th~ preferred . embodiment" of the present invention, . 

. FI~~ -1 I sh~~s the .flo\\; diagr~1n~6r ili~-· fi~st yaluable ~h~c~i~g _aria ·:c~ri~~~fon ~Prograrti"· 
(VCCP) used in the preferred embodiJ1'ent of the present invention . 

. FIG. 12 shows the flow diagram of th~ second Valuable.Checking and Correction.Program 
(VCCP) used in .the preferred embodiment of ~e present inven~~n. 

DETAILED DESCRIPTION OF-THE INVENTION 

Methods for implementing a· digital d~~a depository syst~m,herein~er referred to as Digital _ 
· · Safe, ar~ described.·The.system is ml:_electronic analogy fo the_physical safe b~xes provided. 

·by banks whereby -custo~ers ··can. keep their preeious ·belongings. In the -following 

description, numerous specific details are set forth such as logical structures of digital 
information and program steps, etc. In order to provide a thorough understaildirig of the 
present invention. It will be obvious to one skilled in the art that the present invention may 
be practised without these specific details. In ~ther instances, well ~own steps as those 
involved in public key and symmetric key cryptosystem operations, in computing digest of 
a message using a one-way hash function, in digital signature generation and verifica~ion, 
in encoding of a data item into a codeword in an error-control coding scheme, "in error-and­
erasure-correction decoding, in erasure-correction decoding, are not ~howrt in order not to 
obscure the present invention. 

-.. -. : . 

~ 

... 1 

.• ··; 

_.; . 
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Notation and Nomenclature 

The detailed description with respect to the implementation _and operations of the Digital 

Safe system is presented partially in terms of algorithmic and symbolic representations of 

operations on data bits within the computer memory. These algorithmic descriptions and 

representations are the means used by those skilled in the art of data processing to most 

effectively convey the substance of their work to others skilled in the art . 

. An algorithm is here, and generally, conceived to be a· ~elf-COD$ist_ent sequence of steps 

leading t~ .a desired r~sult. These step~ are those require physi~al -~~p~latl~~ ofphysi~al. ·. 
quantities. Usually, though not nec~ly, the5e quantities talce the fonn of electrical or 

m~gnetic signals capable of being st~red, transf~ed, co~bined, and otherwise manipulated .. 

In this. case, -the. physical quantities U.~ voltage· or current signals which ~orrespond to the 

digital valuables/information being processed. It proves convenient at times, principaily for 
. . - . .. . •. 

reason of common usage, to refer to these _signals as bits, :values, elements, symbols, 

characters, terms, items, fields, numbers or the like. It should be bome in mind, however, 

that all of· these and similar t~ are to be associated wi_th the appropriate physical 
. . .. 

quantities and are merely convenient labels applied to these quantities. 

Furthermore, the manipulations performed are often referred to in terms such l!S adding or. . . 

comparing, which are commonly associated "'i~ the mental operations perfonned by a. 
- . 

huma~ operator. No .$uch capabilitY of a human operator is necessarjr, or. desirable. In most 
·- . - ..... 

cases, in any of the operations described herein which form part of the present invention, 

the operations are machine operations. Useful machines for perfonning the operations of 
. . . . - . . ~ 

the present invention include general purpose digital computers or similar devfoes such.as 

digital signal processors. In all cases, it should be borne in mi~d that there is a distinction 

between the method operation in operating a.computer or other apparatus and the method 

of computation itself. The embodiment of the present invention to be described relates to 

method steps for secure and reliably storing users' digital valuables into and then 

subsequently retrieving them from a data depository system maintained and operated upon 

by a service provider. 
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The embodiment of the present invention also relates to an apparatus for perfonning these 

operations. This apparatus may be specially constructed for the required purpose or it may 

comprise general purpose computers as selectively activated or reconfigured by a computer 

program stored in the computers. The algorithms presented herein are not inherently related 

to any particular computer or other apparatus. In particular, various general purpose 

machines ma;r be used with pro~ams written in accordance with the teachings herein, or 

it may prove more convenient to construct specialized apparatus such as digital signal 

processor to perform the required method steps. The required structure for a variety of 

· ~ese>machiries would appe·ar frQm the description given below.·. -
. . . . . ·.. . . . . . . . . . -. :· : . . . 

.. ·~:-·-.: ... :. -:· 
.· ......... ·-··."' :.·· 

. GENERAL SYSTEM CONFIGURATION 
:, .. _ .. · .. .. . ... - .·.· •.-·· . 

·.:;: 

--· ... . ···"":""·· . .'',•: . . . ~ --- . . . : ~ .. --~-
::· 

·. :· 

A genera{ model of the Digital Safe system is shown in FI~. 1. .in whi~h the Service · 

Provider (SP) __ lP .. provid.es .. da:ta dep~sitory $ervices ·to User 30 via· a transmission channel ... ··· 

·2~ .. T~~ SP s~s~em .. is ~espon~ibl~ f~r siorl~g ~d· ·r~trie~g .the· User~s-.digital valuables in-. 

a secure, teiiable, and authenticated manner. A digital valuable, or valuable for short, has 

mi uniq~~ identifier and is ·a ~e1f-contmned entity. Th~~ -can be\·anous ~~~ of ~ahiabies 
including but not restricted in form to text, graphics, animation, vid~o, audio~ s~ftware, or ... -
.- .. .- .. .. . ·. - . . ;· .. _-

. -. ~y combhiatfon thereof. _The transinis~ion -channer 20. represents the means and ~~re 
- . 

specifically the; ine4ia through whfoh co1rum.~njcation messages"'are exchang~d between the 

SP 10 and th~-User 30. Such messag~s include the l!ser'~· requests to the SP over p~ths 25 . 

and 15 arid the SP's responses to the User over p~ths.15 and 25. The transmissi~n ~hannel - · 

20 includes but is not limited to any communication means or media such as computer 

. networks, · radio ·links, satellite links, diskettes or. other. storage medium. ·it should be .-
. . : . . . . 

·understood by one skilled in the art that the tenn User is interchangeable with any user of 

information. 

The described embodiment teaches methods for sec~rely and reliably storing Users' 

valuables into and then retrieving them from the User's account maintained by the SP. 

These methods will be described with reference to specific . steps of manipulating 

information. For one skilled in the art, it is obvious that some of these steps shall be best 

automated by, for example, implementing them as a special purpose software, which is 
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usually called a server, running on general purpose computers. It is clear that an 

information provider could simultaneously initiate multiple executions of the server to serve 

multiple end users. It is also clear that there may exist multiple SPs. For example, there 

may be one SP per organization or per district. 

For clarity of presentation, the description below will elaborate on the model having one 

SP and one User. It is also clear that a User may also be another SP. 

. :.":."··. .· ··.-.· . 
. ~ .. 

PREFERRED EMBODIME}l.'T OF THE -PRESENT INVENTION 

. 1.-. . Overall. System Set-Up 

Referring to FIG. 1, .prior to usi~g the Digital Safe service~ provided by the SP 10, th~ 

User 30 registers itself tci .the SP. During this registr:ation process, the User autlientiCates 

itself to the SP by whatever means as required by the SP. The User agrees to the· terms of 

a service contract. Such a co~tract contains at a minimum Ute identitiest addresses of -~th 

the User and the SP, and the types of services to be provided by the SP. It may contain the 

public keys of the U~er and the ~P, -respectively. These keys are· selected hr ~e resp~cti_ve 
party ~ased on certain public-key cryptosystems. (FKCs ). It may contain ~~cret keys shared · 
-by the Users and the SP. The Digital Saf~ system relies on crypt?graphic protocols for 
mutual authenticatio~ between the User and the SP ·and for protecting the confidentiality 

and integrity of the User's valuables. Such cryptographic protocols require the User to 

possess cryptographic,. keys ~r secrets_ to operate. The contract may also specify ~e 
. . 

procedures _for the User to recover lost cryptographic keys or secrets. 

Message authentication code (MAC) is used to protect the integrity of a message. A MAC 

of a message can be generated using a symmetric key cryptosystem with the message and 

a secret value as inputs or using a one-way hash function with the message and -a secret 
- . 

value as inputs. Since both digital signature and MAC are used for message integrity 

protection and authentication, we will refer them as Integrity Check (IC). For further 

references on PKC, symmetric key cryptosystem, generation and verification of digital 
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signature, one-way hash functions, generation and verification of MAC, and public key 
certificate, see D. E. R. Denning, Cryptography and Data Security, Addition-Wesley, 
Reading, MA, 1983; W. Stallings, Network and Intenietworks Security - Principles and 
Practice, Prentice Hall, Englewood Cliffs, NJ, 1995; and C. Kaufinan, R. Perlman and M. 
Speciner, Network Security - Private Communication in a Public World, PTR Prentice Hall, 
Englewood Cliffs, NJ, 1995. 

At the end of the User registration, the SP sets up an account for the User. There are at 
· · · _ l~ast ~o types of accounts. In the first type, called flat.rate. acc;:ount~ .. the User's ac~oun~ is _ ... · .. · 
,.~~"': ·: . ·:auocatecf :~--.fi.~~d d~t~· storag~ -4~~t~ ·~d ~time. interval (which· ~~y· ti~ --~t~~d~~i rir ·r~du~;t{~ · . .. : . - - . . .. 

· at the. User's request) and the service ~barge m~ght. be at a. flat ~te. In the second type, , .. · 
called flexible-rate. accou~t, ~e .lls~t~. icco~nt ~u ~o fi~~d_.~~~:sto~ge .qtiot~ and _the Us~t.. . . . . . ,_ - . . .-·-. .... .. ... . . . . . . . . . . 

is charged by usage~ . 

The User's. account might be repres~Iited by a data: structure. shown FIG.· 2, which includes · 
a unique Account number (Acc_No) 50, the User's identity (U_ID) 52, contact info~tion 
54, optionally public keys or public k~y certific~t~ 56, ·and uirormati~~ iteins 58 related 
to valuables stored in the account. Possible information items 58 are valuable identity 

.· .... 

· ·· , : (V~m), i:YPe, si~~ .. time. oC:submfs~ioJ;I,. a· prot~tfon ~a~ cP .::.FLAG); :an ~~ti~~al · ~~~tag~· · .... ,~ ... . . . . . '• . -.. . . . : . . . . . . . 

interval for flexible-rate account and.pointers to locations where_ the~ parts ~f ~evaluable 
. are stored. . 

The P _FLAG takes two possible. values, Encryption_Required and 
· Encryption_Not_Required. If P_FLAG is s~t to Enc;rypti~n_Required, then the v~uable is. . . . . ···. . . . 
· encrypted by the SP and a pointer to the decryption key is kept in the account for each. SP 
encrypted valuable. If P _FLAG is set to Encryption_Not_Required, then the valuable is not 
encrypted by the SP. The information items related to stored valuables will be empty 
initially and will be updated every time the User update~ its account or when a valuable's 
storage interval expires. It should be noted that all the items in the User's account can be 
made visible to the User except the pointers to decryption keys and the pointers to storage 
locations, which are only accessible to and modifiable by the SP. 
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2. User Transaction Session with Service Provider 

The Digital Safe services provided by the SP 10 to the User 30 include Valuable Storage 

{VS), Valuable Copy (VC), Valuable Retrieval (VR), Valuable Deletion {VD), and Account 

Status Report (ASR). The VS service lets the User store new valuables in its account; the 

VC service allows the User to get copies of its previously stored valuables from its account, 

the VD service lets the User remove one or more valuables from its account; the VR 

service permits the User to get copies of previously stored valuables and at the same tinie 

delete those valuables from his account; and the ASR service provides the .User with its 
• .. ~:· ··... . .. ·-· . . . . - ,. ·. · ... · . . 

. most" recent -account _status report. . .. : ... •.·.·. 

FIG. 3 sh9ws the steps a user follows in· accessing its account in the preferred embodiinet).f 
- • .. · - . .. . .. . 

~f the present invention. In FIG .. 3, the. User· and the SP s~arts a transaction _sessi~n py·. · 
running a mutual authentication and a session key exchange protocol. The User 10 prepares · 

. . . . ... .... . ·. '· ... .. ..· . ' ._ .. - .... . -
··an Open Request (O _Req) message and sends _th~ O _Req to the SP in step 100. The O _Req 

message is used to initiate the communications hetWeen the User and the -SP, and more 

importantly, to authenticate the User to the· SP. The O_Req_contains a~ least1he User's 

account number Acc_No 50 and/or identity U_ID 52. It is integrity protected by an IC ( 

Le., either the ·user's di~tal signature-or ·a MAC)-~hich can ~e verified by the SP. Upen 
. . . 

receiving the O_Req, the SP verifies its validity in step 110. If it is not v~~d, an aiert 

signal is sent to the User and the SP "in step 120. If it is valid;. the SP generates an Operi · -
. - - . . ~ - -

·Response {O_Resp) message, sends it to_the User and opens a ses$ioh with theliser in step · 

130. The O _Resp is used to authenticate the SP .to the User. Thi~ is integrity protected by 

an IC (i. e., either the SP's signature or a ~C) which can be verified by the User. After 
. . 

receiving O_Resp, the User checks its validity in step 140: An alert signal is _sent to the 

User ~cl/or the SP in· step 150 if the Response is not valid; otherwise, the User proceeds 

to step 160. The objectives of O_Req and O_Resp are mutual authentication of the User 

and the SP, to negotiate a unique session identifier to bind the User's transaction with his 

account, and to negotiate session keys for encrypting and integrity protecting the follow on 

message exchanges during the entire session if the communication path between the User 
... 

and the SP is not secure. There are many authentication and key distribution protocols in 

the literature (see, for example, C. Kaufman, R. Perlman, and M. Speciner, NetWork 
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Security - Private Communication in A. Public World, PTR Prentice Hall, Englewood 

Cliffs, NJ. 1995) which fulfil these requirements. Such protocols can be used in place of 

C>_R.eq.and ()_R.esp. 

Referring again to FIG. 3, following the successful opening of the transaction session, the 

User generates and sends a Transaction Request (T_R.eq) in step 160 to the SP. There are 

five types ofT_R.eq messages corresponding to the five types of services: Valuable Storage 

R.equest (VS_R.eq), Valuable Copy R.equest (VC_R.eq), Valuable Deletion Request 

(VD_Req),. Valuable Retrieval_· R.equest ·(VR._R~);. AccOl:Jllt.Status RepQrf·Request 
: . . . .• . . . . . .... . -· . . . . . . . .. . -: ~. 

(ASR.~Req). In addition, there is'a .. s·e~i~n Cl9s~-=~eque~,.(S·C~eq) ~hichis used by-the: 

U$er to request closing of the current session. · . . . ... .. .. -

·.'- .... _;.:.-.-~": . 
··: -:~·.. . . ...... . 

The possible logic~l striictures of the six T_Re~ types in accordance with th~ pre_ferr~~ 
embodiment .of the present ll)vention are ,given- in, }i'IG." 4(~)- 4(f). ~-

• . 

.. :: . ~ -~·"' .:';, . 

FIG. 4(a) shows· the structure of VS_Req. This logical structure comprises a session 

Identifier (S_ID) 170 which was negotiated during steps 100 and 110-in FIG. 3 artd is used· 

here to. identify uniquely·the present session, a transaction type field VS_Req 175 which 

. ; .. identifies ·th~ typ~~Qf T~Req'~ Valuable ·St~tage;·a val~able:id_entifier V_IQ 180 which. 
. .. - . . . . . . . . . . . , -

shows the identity of the silbmitted valuable, ~ field. P _FLAG 182 which takes two ·pos~ible. 
values Encryptio.n _Required and Encryption ~Not_Jlequired. Th:e Encryption_ Required value., 

indicates that :the User'~ valuable be encrypted by th~. SP b~fore ·.it is stored while ·the· · 
. . - . . 

Encryption_Not_Required value indicates that the User's valuable be not encrypted by the 

SP before it is stored. The VS_Req message also contaiµs .~field V _By 185 whi~h js the 
- . . . . : . . . 

submitted v~luable body, an optional field V _SI l88 which spe~ifies the storage time 

interval of the submitted valuable (note that this field is not needed for flat-rate account), 

a freshness identifier F _ID _U 190 which guarantees that the message is fresh or in 

sequence, and a message IC field IC_U 195. The V j3y 185 may be in plaintext or in 

ciphertext. The latter is preferred if the User wants to keep the valuable confidential only 

to itself. The V _By contains the User's digital signature which can be used by either the 

User, or the SP, or an independent judge ·to verify the authenticity of the valuable. To 

simplify the presentation, only one V _ID and one V _By are s~own here. In general, the 

. .. 
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message in FIG. 4(a) may contain multiple V _ID and multiple V _By fields. 

FIG. 4(b) depicts the structure of VC_Req. It comprises the S_ID 170, a transaction type 

field VC_Req 205 which identifies the type of T_Req as Valuable Copy, a valuable 

identifier V _ID 210 which shows the identity of the valuable to be copied, a freshness -

_ identifier F_ID_U 215 and a message IC field IC_U 220. 

Possible logical structures of VD_Req and VR_Req are given in FIG. 4(c) and FIG. 4(d), _ 

__ r~sp_~ctively. In FIG. 4(c), the field VD_Req 225 indicates the type_ ofT.Jleq as Valuable . ' . : ·:·~.. . . . . •.. . ~ . . . . ·- . . . . . - . . : 

Deletion and the.field V _ID 230 shows the identity of~e ~aluable tct Q~ deleted. In FIG. - - -- _ _. __ 

4(d), the field VR_Req 245 indicates the tyi>e of the T_Req as Valuable-Retrieval and the 

_ field V ~ID 250 identifies the nanie o_f ~e valuable to -be retrieved. --
- --

To _simplify the presentati~n., only_one y _ID fiel_d is shown in :eiG. 4(b) - 4(d). In, gep.eraJ, _ 

~each message· in FIG- 4(b) - 4(d) may contain m'Qltiple V _IDs. ---

FIG. 4(e) and FIG. 4(f) show the structures of ASR_Req and SC_Rt;q, respectively. In FIG. 
- - -

4(e), the field ASR_Req 265 indicates the ·type of T_Req as Account Status Report, and 

-the fi~ld ASR _:_Option 27~ -. ~pecifies the f orinat of. the status .report. Possible valu~s--of 
. ASR_Option are FULL (in which cas~ tJ:ie SP will send the-User a full version rep.ort, as 

. - . 
specified in FIG. 2) and SHORT (in which case the· S~ will send the -~ser a User selectable 

short v~rsion report). In FIG. 4(f), the SC_Req 285 indicates-thatthe T_Req is of type 

Session Close. 

In :i_;-IG. 4(a) ·to FIG. 4(f), the F_ID_U and the IC_U fields are optional. They should be 

present if the communication path between the User and the SP is not integrity protected. 

The F _ID_U may be a t1n:iestamp, a sequence number, or a nonce (a non-repeating random 
. - -

number generated by SP and sent to the User in advance). The IC_U is computed over the 

entire message; it may be the User's digital signature generated using its private key or it 

may be a MAC generated using a secret key which is shared between the User and the SP. 

The User's digital signature mnst be used for the IC_U field whenever non-repudiation of 

origin of the T_Req messages is a requirement. 
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Referring to FIG .. 3 again, upon receiving the T_Req in step 490, the SP processes it and 
prepares a Transaction Response (T_Resp) message using a Transaction Response Program 
(TRP) in step 500. There are at least seven types of T_Resp messages: Valuable Storage 
Response (VS_Resp), Valuable Copy Response {VC_Resp), Valuable Deletion Response 
(VD_Resp}, Valuable Retrieval Response (VR_Resp), Account Status Report Response 
(ASR_Resp), Session Close Response (SC_Resp), and Error Response (ERR_Resp). FIG. 
5(a) - S(g) show possible logical structures of the seven Transaction Response types in 
accordance with the preferred embodiment of the present invention. 

·._ .. ·_ ~:~ ·:_._-_ .. <.::· ___ :_. ., , - . . -... _ ... -- : .-. -· .... ·.•.. . ,., . ·. ·"- - -~ - .... -· .·· -.'·{.:':,-~~::}~·~y;:·~~(r.· - .. 
FIG. S(a) is the striicture ofVS_Resp~ It c0mpri~es .a s~ssion ident~fier(S_ID) 170 ~hich-_:" ·~ 
was ~egotiated during steps 100 -and.~1.0 in_FIG~ land is used h~e to uniquely identify .. ' 

-· · ·tiie pr~~~t.·se~ion, ·a.·fi~Id vs~~esp. ·3o({~hlch irldiciates the -tYP~ of.T~R~si/as v~i~~bie ._:~ '> · · 
Storag~~ V jD 1 SO taken f~om FIG. 4(a), ~field VS~ACK-305 ~hich indi~ates the s~c~~ss .- . 

. ... . . or,_f"ailure of the fransactioi:i processing, ·a .fyeshn_ess identi~~r ·_F_ID_SP-';·3_10 -w~~h. ::>:<··.: . . - . . . . . .. .: . . . .. . . . . . . . -. . ; . :~: .... . 
guarantees that the message is fresh o~ m sequence, ·and a message IC field IC_S~ 3·1'5_ . 

FIG~ s(b) is the·stru~ture ofVC_Resp. It consists ~fS_ID "170, a field VC_Resp 320 whi~h : 
identifies the T_Resp as type Valuabl_e Copy, V_ID 210 t~en from FIG. 4(b), the.copied . . . . · .. ·.~ . . .. · .. : . -::· ··;: ·-~.· ~. -: ·. ..:_:-.... ~ ... _ .. ·· ·. ~···_, .. ·-:.··-.:·::; :· .. valuable V _By 325 as speqified by V .. ID, a field VC~ACK 327 indicating tile· success tir . ' .. .. . ... - . .. . 

failure of the transaction proce~sing, the fields F_JD_S:p 330 and IC....;SP 335 .. · ~ 

....... FIG. 5{c) is.the_structure ofVD~Resp. It consis~J>fS_ID 170" a field -VD..:_Resp J40-which ·. 
identifies the T_Resp as type Valuable Deletion> V _ID 230 taken from FIG. 4(c), a field 

. VD..,..ACK 342 indicating the: success or failure.of.the transaction proc~sing, the _fields 
F_ID_SP 345 and IC_SP 350. 

FIG. S(d) is the structure ofVR_Resp. It consists of S_ID 170, a field VR_Resp 355 which 
identifies the T_Resp as type Valuable Retrieval, V _ID 250 taken from FIG. 4(d), the 
.retrieved valuable V _By 360 as specified by V _ID, a field VR_ACK 362 showing the 
success or failure of the transaction processing, the fields F_ID_SP 365 and IC_SP 370. 

FIG. S(e) is the structure ·of ARS_Resp. It comprises S_ID 170, a field ASR_Resp 375 
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which identifies the T_Resp as type Account Status Report, a field ASR_Report 380 with 

its format as specified by ASR_Option 270 in FIG. 4(e), a ASR_ACK field 382 indicating 

the success or failure of the transaction processing, the fields F _ID _SP 385 and IC_SP 390. 

FIG. 5(f) is the structure ofSC_Resp. It consists of S_ID 170, a field SC_Resp 395 which 

identifies the T_Resp as type Session Close, a field CS_ACK 398 indicating the success 

or failure of the transaction processing, the fields F _ID_SP 400 and IC_SP 405. 

. ./. ·...• . ...... . . . . .. -~: .. - .. 

FIG. S(g) is the. strucrure ·.of ERI( .. Resp. i~· comists of S_ID 170; a fie14 ERR_ReSp 410. >. 
which identifies the. T _Resp. as type ERROR, ~ field T_Req_ Type 415, a field ERR_S~atus 

420~ ~e fields-F_ID_SP 425 and IC_SP_ 430. T_R~q_Type in~icates the type of.T_Req ::: ~~:.::: 
. . . ·-

with which the ERROR message is associated with.:, Possible value~. of T_Req_Type are 

VS_Req, VC_Req, VD _Req, VR_Req, ASR_Req, and SC_Req. ERR_S~tus shows the type .. .· 
. . . . . . . . .. . . . . . .. . - . ·.- ··-~ .· 

of errors which takes possible values such as -'~Reque5t ·Not Verified" and "Request Not 

Permitted". 

In FIG. S(a) to FIG. S(g), the F _ID_SP and the IC_S~ fields are optional. They should be 

_present if the c6inmunication path between _th~· SP. and the User .is not integrity.protected. . _ 

The F_ID_SP may be a timestamp, :a.sc:=quence number, or a nonce (i.e., a non-rep~ating . 

random number generated by the User- and sent to tl?.e SP before hand). The IC_SP is 
. . . 

computed over the entire message; it may be the SP's digital signature generated using its. 

private key or it may be a MAC generated using a secret key shared between the SP and 

the User .. The former must be used if nqn-repudia~on ~rorigin of T_R~sp messages are 

required. 

Referring again to FIG. 3, the SP sends the T_Resp to the User in step 10.0~. The T_Resp . 

sent in step 1000 by the SP is received at the User side in step 1020. The User first verifies 

if T_Resp is valid in 1030, including verifying the freshness of the freshness identifier 

F_ID_SP and the validity of the integrity check IC_SP. If the answer is "No'\ an alert 

signal is sent to the User and/or the SP in step 1040 and the User/SP will take actions 

accordingly. Assuming that the output of step 1030 is "Yes", the User then checks to see 
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if the received T_Resp is of type SC_Resp. If yes, the current session is closed; otherwise, 

it accepts and outputs the results of the T_Resp message in step 1055 and then goes back 

to step 160. 

3. ·Operations of the Transaction Response Program 

FIG. 6 shows the flow diagram of a Transaction Response Program (TRP) used in the 

preferred embodiment of the present invention. Referring to FIG. 6, the T_Req received 

-.· ... ·, _: .. in ~tep 490.i~~FIQ.3 is .first.checked for its validity .in step 520, including checking th,e . 
· -vaiiditle~ .of the fre~~~ss identif1~~--1:~m_u .and the iJ;itegrity ·check ·ic~u,' as -~~t{~: · ~­

checking if the requested operation in T..:..Req is permitted. If the T_Req is not valid; a 

as specified. in FIG. 5(g). Assuming that T_Req passes the checking in step 520, it is. next . . . . . . .-

inspected in st~p 540 to see if it is or"type SC.:....Req. If the answer is "Yes", the TRP close~ 
. ·the current sessi~n-~d ~repares··a T_R~ of"fype SC_Re~p-·fu::stc=P 550 accQrdu;g to ·die·,._ 

format of the T_Resp given in FIG. 5(f). Assuming_ that the outcome in step 540 is "No", . 

the T_Req ·is· checked in. step 560 to see if it is of fype VS"~Req~ If yes~ the TRP first 

processes and stores the submitted valuable usi~g a Valuable Dispersal Prograrri (VDP), . . . . . . . .: . . '.,-

. upd~te~· the u~~t'.s· ·adcou~t (i. · ~.~--r~~_ords th~:·valuable's V~Jri, "time :~t~tor~ge, ·st~~g~--~-- · · 

duration, pointers to stor~ge locations, the value of P _FLAG and poiriter to tl_te d~~ryption 
. . . 

key i( P _FLAG =:=Encryption_ Requited), and then prepares a T :._Resp of type VS_Resp in· . . . . . . . . . 

·step 570-according_fo the'(o~a(as~pecified iri FIG. 5(a). If step 560 outputs "No", the 

T_Req is next inspected to see if it is of type VC_Rep in step 580. Ifyes, the TRP first 

recovers the reqµested valuable using a Valuable Reco.ve:ry Program (VRP) and then 

prepares a T_Resp of type VC_Resp in 590, where the format of VC_Resp is according 

to FIG. 5(b). Assuming that step 580 .yields "No", the T_Req is next checked in step 600 

to see if it is of type VD _Req~ if the answer is 'iYes", the TRP first deletes the valuable 

specified in T_Req and then prepares a T_Resp of type VD_Resp in step 610 according to 

the format _as given in FIG. S(c). Assuming tha~ the outcome of step 600 is "No", the 

T_Resp is next checked in step 620 for type VR_Req. If yes, the TRP first recovers the 

requested v~luable using VRP, delete the valuable from the User's account, and prepares 

a T_Resp of type VR_Resp according to the fonnat of FIG. S(d), all being performed in 
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step 630. If the output of step 620 is "No", the T_Req must be of type ASR_Req. In this 

case, the TRP prepares a T_Req of type ASR_Req, with its format as given in FIG. 5(e). 

It should be noted that the T_Resp messages prepared in steps 530, 550, 570, 590, 610, 

630, and 640 are sent to the User in step 1000 in ·FIG. 3. The executions of the steps 540, 

560, 580, 600, 620, and 640 do not have to follow the order given above; they may-be 

carried out in any order according to the preference if the system designer. 

4. Operations of the First Valuable Dispersal Program and the First Valuable Recovery 

Program 

FIG. 7 illustrates the flow diagram o~~eTirst Valuable Dispersal Program (-yDP) usCd in 

. the preferred embodiment of the presenHnvention. The valuable to be processed by-.tb~ 

YnP pro~ has the valuable id~ntifier :Y _ID 180 and -vaiuabie-body V_By 18.5 as 

specified by the VS_Req message shown in FIG. 4(a). ~evaluable contains the User's 

· digital signature which can be checked by th_e_ User. and the SP to verify "its authe~tiCity~ · · 

The basic function of VDP is to. transfer a submitted valuable into N parts baSed on an {N, 

K) error-control code C with· symbols over Galois field GF(~111), where. m is a. positive 

integer. For further reference on encoding and decoding of a (N, K) error-control code, see 

Jl..E. Blahut, Theory ana Practice of Error Contr9l Codes, Addison-Wesley, Reading, MA, 

1983. Also see S. Lin and D .. J. Cost_ello; ·Jr.~ Error Control Coding: Fundamentals and 

Applications, Prentice-Hall, Englewood Cliffs, N!, 1983. Referring to FIG. 7,-the Vser's 
. . 

.digital signature on the valuable· is first checked -in step 700. If it is· valid, ·the .VDP : 
. . . . 

proceeds to step 705; otherwise it goes to step 530 in Fig. 6. In step 705, the VDP checks 

if the P _,_FLAG 182 field of the V~_Req m~age is set to Encryption_Required. If "No", 

the program proceeds to step 715; otherwise, the. valuable i~ encrypted under a 

cryptographic key in step 710. In step 715, the valuable or its ciphertext from st~p 710 is 

divided into q K-tuples, xi = (xii. Xi2 ... xiiJ in step 715, for i = 1_ to q, where xij is a 

symbol over GF(2m). Each K-tuple Xi, i = 1 to q, is then encoded into a: codeword Yi = (Yi! 

Yi2 ... YiN) of the (N, K) error-control code C in step 720. Next, the q codewords Yi, for i 

= 1 to q, are rearranged into ~ q-tuples, Z; = (Yi; y2; ... yqj) in step 725, for j == 1 to N. 

Finally the q-tuples Z;, j = 1 to N, are stored into one or multiple data storage devices. 
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FIG. 8 shows the flow diagram of the first Valuable Recovery Program (VRP) which works 

in conjunction with the first VDP in the preferred embodiment of the present invention. To 

recover the valuable (with identifier V _ID) which was dispersed by the first VDP in FIG. 

7, the VRP first reads the N q-tuples Z'; ·= (y' 1; y' 2; ••• y' qj), for j = 1 to N, from the 

corresponding storage devices in step 740 using the storage location pointers in the User's 

account, where Z'; is the read version of Z;. If Z'; can not be found due to various reasons 

such as storage device crash or corruption, Z';.is regarded as a q-tuple of "erasures", i.e., 

all the s~bols .in Z'; = {y' 1; y' 2; .••• y' qj) are marked as "erasure". Next, meVRP reari.~ges_ .. , .. 
.. . ·.... . . . . . ... · . . ; . . _.·_ - .. ':'.- . ': ·. : . "; ·. . . . . · ...... -· '.. ... . . . · .. _.: .. · .. ·-:_ ... ~·~.~-- ..... :·:. 

: .. ·N q-~ples Z'j, j = l to N?. into q N-t1:1ples Y'.f= (Y'n y' i2 · ••• y' iN), for i = 1 tO q, :iri s~ep 745~~ .: ., :. 
. . . . .·. . . . . . . 

It should be noted thaf if Z'; is a q-tuple of "~ures", the jth symbol Y,i; ·in Y'i ·is ~ » - ._. : 

"erasiire0 "'·TheW·tuple 'f.~1::= (Y~u y\2 -~:. y" iN)is an erroneous t'.~d~word ofthe·(N, Iq c9~e.'.,, . » · ... · .· .·· . 
. . . · .- .• ·.· ... --~ ....... .•... t. .... · : ........ ·:. ' .. : .;. . . . ... . · •.... • .· .... -. . . .:· '• . ,. . . : • ·; : .: _ ... ·. '" .. • ... ·~ ·:-:··~·· :·' . .-~ ... :" . :- :· 

c, i.e., a codeword COmJpted by errors and erasures.···'.fhe q erroneous codewords Y' r=.cy·;~ .... ' .· 
- ••• :!11<-

Y\2 -... y' iN), i = .1 t~» q, are input one by one to ail ~r-and-erasure-cor:rection decoder~· ·. . . 

. . based on the (N, K) codec, to produce.q K-tupl~~ X'i= (x'.~ X'ii ·~ •. x~ilJ, i ,;..· l to q,jn-s~~P,:_ .. ·- . 

750. If the errors and the erasures in Y'F (y'u y';2 •• ~ y'il-l) are correctable by the decoder, 

then X'i = Xa. Step 755 .checks to see if the q N-tuples are decoded suc(!essful. If ~ot, an 

alarm is raised in step 765; if yes, the outputs of step 750, X';, i = 1 to q, are concat.enated 

·. in.step. 760.-In .. step 770, the VRP reads the co~esponding P_FLAG.from the User's 
·. . . ;·" . . .. ·- ·... . . . -· . . . -

account and ch('.c~~··ir1t equ~ls Encryption_Required. If '~o", the program produces th~: 
required valuable (\Yhich: is the output of step 769) ·in step 780; ·if ;'Yes", th~ program," 

proceeds to step 775 where it decrypts the output of step · 760. using the approprfate'.: .. 

decryption key. The result of step 775· fa the required.valuable which is.output fu step 780~ 

Let d denote the ~inimum Hamming distance or'the (N, K) code C. Further, let e d~n~te~ 
the number of erasures (i. e., Jost symbols) and c the number of error symbols in Y' F (y' ii 

y' i2 ••• y' iN), respectively. By the theory of error-control coding, the decoder output will be 

correct, i. e., X' i = Xi, as long as e + 2c < d. In particular, for the so called maximum­

distance codes, such as the Reed-Solomon codes, their minimum Hamming distanced= 

N - K + 1. Therefore, given K, an N can almost be selected; such that the probability that 

a ·valuable cannot be recovered is smaller than a pre-determined threshold. 

5. Operations of the Second Valuable Dispersal Program and the Second Valuable 

.. 
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Recovery Proszram 

FIG. 9 illustrates the flow diagram of the second Valuable Dispersal Program (VDP) used 

in the preferred embodiment of the present invention. The valuable to be processed by the 

VDP program has the valuable identifier V _ID 180 and valuable body V _By 185 as 

specified by the VS_Req message shown in FIG. 4(a). The valuable contains the User's 

digital signature which can be checked by the User and the SP to verify its authenticity. 

The basic function of VDP is to transfer a submitted valuable into N parts based on an (N, 

. K,) error-control code C .~itl:t symbols ov~r Galoi~ field GF(2m), where m is a positive 

-~tege~~ Refe~ing t~ FIG.· -9~ ftie User's di~ltal signature on the valuabie is _fust ~hecked in·· 

Step 800~ !fit i~ valid, the VDP proceeds to s~ep 810; otherwise it goes to step 530 in Fig. 

· 6. :In step 810, the VDP checks if the P ..... FLAG.182 of the VS_:Req message is_ set to 

Encryption_R_equired. If ''No", the program proce~ds .to step 815;· o~erwise, the valuable 

is encrypted under an encryption key in step 812. In step 815, the valuable (if P FLAG 

=Encryptlon_Not_Required)ortheot1tputofstep~~2(ifP~FLAG._=Encryption_R:iuired) _:. 

is divided into q K-tuples, ~ = (xi1 Xj2 ... xiK), for i. = 1 to q, where xij is a symbol over 

GF(2m). Each K-tilple Xi, i.= 1 to q; is.then encoded into a codewor:<f Y;-= <Yn Yi2 ... YiN) 

of the (N, K) error-control code C in step 820. The q codewords Y;, for i = 1 to q, are 

·rearranged intb N·q-tupie8, Zj ~ (Y1; y2; ••• yqj) in step 825, for j = 1 to N. Next, an integrity 
- .·· . . . . . 

check (as discussed under "Overall SySt~m Setup") . IC; is co~puted over Z;, j = 1 t!J N, 

in step 830. Fi~ally the (Zi, IC;). j ::;: 1 to N, are stored_ int~ one or ~ultiple data storage 

· devices in step 835 with each Z; being stored together with its corresponding IC1• 

FIG. 10 shows the flow diagram of.the second Valu~ble Recovery Program (VRP) which 
' . 

works in conjunction with the second VDP in the preferred embodiment of the present 

invention. To recover the valuable (with identity D_ID) which was dispersed by the VDP 

of FIG. 9, the VRP first reads the N q-tuples Z'; = (y' lj y' li ... y' q;) and the associated 

integrity checks IC'j• for j = 1 to N, from the corresponding storage devices in step 840, 

where Z'; is· the read version of Zj and IC'1 is the read version of ICJ. If Z'j can not be 

found due to various reasons such as storage device crash or corruption, Z'J is regarded as .. 

a q-tuple of "erasures", i. e., all the symbols i11 Z'j = (y' 1; y' lJ ••• y' qj) are marked as 

"erasure". If Z'J is found, it will be integrity checked using IC'J· That is, an integrity check 
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is computed over Z'j and the result is _compared with IC'j· If the two are equal, Z'j is 

considered error free; otherwise, Z'j is regarded as a q-tuple of "erasures". In step 845, the 

VRP checks to see if the number of erased Z'js is less than d, the minimum Hamming 

distance of the (N, K) code. If not, it raises an alarm in step 850; if yes, the program 

proceeds to step 855 where the N q-tuples Z'j• j = 1 to N, are rearranged into q N-tuples 

Y'i= (y'i1 y'i2 ••• y'iN), for i = 1 to q. I~ shoul~ be noted that if Z'j is a q-tuple of"erasures", 

the jth symbol y' ij in Y' i is an "erasure". The N-tuple Y' F (y' n y' i2 ••• y' iN) is a codeword 

corrupted by erasures. The q N-tuples Y' F (Y'n y' i2 ••• y' iN), i = 1 to q, are input one by 

. ·.-~:me t9 .. an· erasure-correction decoder based on the (N, K) code C,. to_ p,r~d:uc~ q :K-tuple5 ·. :~: . -·· .-~: ·· . 

. ,~· ... ':X'r.(~'i; x'u -~~~-x'ilJ, .i ~ l t~·q, in steP S6o.·As lo~g as the .. number of ernw:~~ in ~~i·i~~::~--· .. :,·_,,:..._- .. '.·, 
'... . . . . . . . ..·. ..:. . .-,.. . 

less than d, the outputs of the decoder in step 860 will be correci. In step 865, the X' i• i ·· .. · 
. ·. . . ·. . - . . .., . - .. . . 

7.1. to q,·are-~oncate.n~tedtoge.~er. ln step:~_7o. the YRP reads the correspondil].g·P_FLAQ_;, .. .,.·<; ... ··.. .. . . . .. . . . . . . - .. . . . . . . . -~~ . . .. : . ····~ .. ·.... .... . . ' . : . . . . . . . ' .. 

from fi?.e User's account anclchecks if it equal~ Encryption_Req~ired:· If"No", thepro~. 
. . . 

. . _produces ihe: required valuable (which ·is the output of step 865) in ~tep 880; Jf "Yes", the · t_ 

prog~ proceeds to step 87S where: it dec~t~ the outp11t of St~~ s6s ti~irig the -~ppropriat~· ' 

decryption key. The result of step 875 is the required valuable which is output in step 880. 

6. Ooerations of Data Checking and Correction Programs 
. .... , . . . . . . . . . . 

- ...... ·. . . : ... -... _· ... . - .··.,. . 

To avoid error accumulations in the N parts of the stored · valuable, all stored data Is . -- . . . 
. - .. 

checked _petjodically (in regular ()r irregular interests) by a. Data Checking and Correction 

-·P~ogram (DCCP). The DCCP" checks if al!· the N parts of a. valuable ~e i~ta~t. If not,· it -.': 

corrects the errors and recovers the missing parts. 

. . . 

There ate ·two versions of DCCP. The first "b°CCP works in conjunction ~ith the ·first VDP 

in section 4. Its flow diagram is shown in FIG . .11. In step 900, the DCCP collects the N 

q-tuples Z'l = (y' tj y' lj ••• y' qj), J = i. to N, associated w~th the valuable identified by a 

given D_ID. I.f Z'j can not be found, DCCP marks Z'1 as a q-tuple of "erasures'', j = 1 to 

N. It then rearranges Z';,j =I to N, into q N-tuples Y'r (y'11 y'i2 ... y'iN), i = 1 to q. In 

step 905, Y'i is decoded into X'i= (x'il x' i2 ••• x'iK), i = 1 to q, using an error-and-erasure­

correction decoder of the (N, K) code C. Step 910 checks if all the q decoding operations 

in step 905 are successful. If not, an alarm is raised in step 915 and the program goes to 
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step 925; if yes, the DCCP proceeds to step 920. In step 920, X'i is encoded into Y"F 

(y'\1 y" i2 ••• y"iN), i = 1 to q; the q N-tuples Y"i, i = 1 to q, are rearranged into N q-tuples 

Z"i= (y"1j y"2j .•. Y"q;), j = 1 to N; finally, the old q-tuples Z'j = (y'1j y'2; ••• y"q;) in the 

storage devices are replaced by the new ones Z"; = {y"1j y"2; ••• y"qj), j = 1 to N. In step 

925, the DCCP checks to see if there are more stored valuables need to be checked; If not, 

the program terminates; if yes, it gets the D _ID of the valuable to be checked in step 930 

and goes back to step 900. 

The_ second. DCCP works in conjunction with. ~e second VDP in section 5 and its flow 

dia~~m; is shbwn in ·FIG. 12_. For ~ given D _ID of a· stored val~ble, tl.ie D-CCP coll~cts · 
~e data segments (Z'i• IC'), j. = 1 to N, _w~ich are associated with the valuabl~ in step 

940.~ ~µ step 945, the DCCP checks if 8:11 th_e N. q-tuples Z 'j _·= CY' u y' 2i ... y' q;) are found ·. 

and if they all .pa5s the integrify check based on IC'j; j = 1 to N. If yes, the DCCP goes to . 

step 975; if not, the DCCP proceeds t<? st~p 95~ where the Z'j is marked_~s a q:tuple of 
.·· ... -. . .. .:.... ., . . -

"erasures"- if it is n·ot found ot if it fails to". pass the integrity check."Step 955 checks to see 

if the number of erased Z';s is less d, the minimum Hamming distance of the (N, K) code 

C~ If not, the DCCP raises an al~ m step 960 and then goes ~o step 975; if yes, the 

program proceeds to step 965. In step 965, the Z'j• j = 1 to N, are rearranged into Y' F (y'i1 

Y'ii .···:Y'™), i =. 1 to q, which are then d~c()ded on~ by one using an erasure-correction 
. -

decoder of the (N, K) code .C, into X'F. (x'n. x~i2: ••• x'nc), i"'= 1 to q. In step.970~ X'i is 

encoded into_ codeword Y11i= (Y"u y"i2 .. ~. y"iN) _of th~ {N, K) <?Pde C, i = 1-to q. The q 

~odewords are then rearranged into q-tuples Z"i = (y"1; y"2j ••• y"q;), j = 1 ·to N. Finally, the 
. - . ~ 

DCCP computes the integrity check IC"1 ofZ"j• and replace the old (Z'j• IC';) with the new 

(Z";, IC";) in the storage devices, j = 1 to N. In step 975, the DCCP chec~s if there are any 

more valuables need to ·be· checked. If' not, the program terminates and if yes, it fetches 

D _ID of the valuable to be checked in step 980 and then goes back to step 945. 

7. Procedures for Key Recovery 

The User_ of the Di~ital Safe system needs to keep two sets of secret values, one for 

authentication to the SP in order to access its account and the other one for encrypting its 

valuables before submitting them to the SP. The former set of secret values are referred to. 

. ··-
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as User Authentication Secret Values (UASVs) and the latter set of secret values are 

referred to as Valuable Protection Secret Values (VPSVs). Examples of such secret values. 

are private keys in public key cryptosystems and secret keys .in symmetric key 

cryptosystems. All the secret values must be kept by the User in a secret and secure 

manner. An example of keeping a VPSV is to encrypt a valuable under the VPSV, encrypt 

the VPSV under a master key, and attach the encrypted VPSV with the valuable. 

Loss of.the· UASV$. p.reyents th~ U~er from acces~ing.its acc;:oµnt .on-:line. In the eve~~ of . ,. ,_ .· 
· th·~ ... Use~. losing· its UASVs, :.i.h~ User ·a~pioach~· pre-d~;erm~ed Ke~· Escrow ~ent;· i~.' ··. ·~ .. · -
recover UASVs ifUASys are ~scrowed by such agents. Alternatively, the User" will have 

t9 authentfo.~te its~l(t9 th.e sp:.by other mean~ (such.~ µsmg·pape~ .docum~ts) ~and·uptin: 
. a~th~~tj~ation, tlie User ancf the ·~p s~ar~tely orjointii. es~abiishlng'.~ new set ~CU~SVs. 
to replace the lost ones.-.The User ·from· that point ·onwards uses the ~ew: UASVs to . .. . . ·'. . . . . ·- . . . . .. .•. .. . . 

authenticate itself in order to accesS. its account. -· 

. . 

Loss of VPSVs prevents the User from decrypting its encrypted data or verifying the 

authenticity of the retrieved/copied valuables from its account. To prevent this from 

. . ·. ·· · -ha~pe~ng, the User ~houlci k~ep. m~ltiple copies. of the vPSV s· ~r irt~e. ~e. o( ~e· key:~,··· . __ · ··· 
. . . ... ·. . . . . - .- . -. . . ·. 

recovery services provided- by_ a key escrow system. In ~e event of. the User losing .its 
. . . •' 

VPSVs, the User approaches Key Escrow Agents to recover.lost VPSVs. If the lost VPSVs 
.· ... . 

· are not .escr~wed, then valuables encrypted _by ~e lost VPSV.s wili" be ·lost too.· 
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Claims 

1. A digital data depository for storing digital data items for a user comprising: 

data storage means; 

a user account associated with the user; and 

means for establishing a digital data transaction session in which the user is able to instruct 

storage or retrieval of a digital data item in association with the user's account; 

means for _encoding the data item into a plurality of parts, the parts being separately stored 

iri th~ storage means;an4 
.. : - .. , - . - - . ··.-

.. me~ ·.for d~oding the encoded data it~~ 

... 2 ... · A depository as claimed in-.Gl~~~l ,wherein the daUi storage .:means comprises at · 

· 1~t one data storage devfoe~ the parts being separately stored on ·:~e data storage device . 

or devices .. 

3. A depository as claimed in Claim 1 or Claim 2 further comprising means for 

communication with the user. 

·. -.. ~ 

4. . A depository as clai~ed in. any one of the preceding _claims fl,lrther comprising -

means for authentication of the .. use~ -~th ~he deposlto~~.. ·. -

5. A depository as claimed in any· one of the preceding . claimS. further comprising 

means for authentication c:>f the depository by the user. 

. . 

6. A depository as claimed in any one of the preceding Claims wherein the user is able 

to instruct retrieval of a copy of the item in said transaction session. 

7. A depository as claimed in any one of the preceding Claims wherein the· user is able 

. to instruct deletion of the digital data item in said transaction session. 

8. A depository as claimed in any one of the preceding Claims wherein the user is able 

to instruct an account status report in said transaction session. 

1111111111111111111 11111111111 
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9. A depository.as claimed in any one of the preceding Claims 

wherein the user's account has a data stI'll:cture identifying the user and containing 

information identifying the data items stored therein. 

10. A depository as claimed in Claim 9 wherein the infonnation of each data item 

includes at least one of the type, size, time/date of submission, period of storage and 

pointers to the locations of the stored parts of the data item. 

· · J 1. · · A. depository as claimed in any one_ of.the preceding Clai~~ wher~ ~~.~~~-(~.~ ... ,j: ._ .. 
encoding:· . ·= . . .. .. ·· .·~ · · · '· · • · - -.· .. ··· . . ..... _,. :·: ~~-~ .. = . /:.. ·_,:;_· . 

··a) divides the data iteII_l into a multiple. of q K-tuples, denoted _aS ~ = {Xj1 Xu ••• xi.J, i = ·· . ... _ 

.·l· io q,,vhere·xij ~s.a syinbol ~vet_GF(2in) ~th m-b~g a positive_ ~-t~ger;·: :.:.· ·,-<: ·,-~·.:·:_: · -<: .. : c _ . 

. lJ)fo~, i = 1 to q, encodes·~ i~to a codeword Yi:::: cYii ~Yi2 •. ;· yiN)°~shlg. in~~ Kferto~~ '":]· _ .·. 

control code C, where.Yu is a symbol .. over GF(~m); _ .. _ . . -::-.' .. :· 

c) ·rearranges Yi, for i. '"". i to q, irito_.·.q-tuples.Zj·=. (Y1j.Y2j ~-~ Yq;),_for.j ~· 1 to N; ~d-_ 

d) stores the Zj, for j = 1 to N, as said parts. 

12. A depository as claimed in claim 11 wherein the means for decoding : 

··· a) ·o~ in~~tting. a data item. identlty, fo~ J: -~·-1_ ~ci N, -reads. Z'; ·= (y; lj y; 2j~ .~.- y·· qj)_ from tlje_~.:~ -. 
.. . . - . . 

locations where Zj was stored, where Zj, j ·== 1 . to _N, are the parts of. the data. item as · 
. . . "'· 

jdentified 

c) decodes Y'i using an error-and-erasure-correction decoder of the (N, K) code C to 

. obtain X'; =.(x'u x'n ... x'iK), for i = 1 to q;~d 

d) concatenates X'i, for i = 1 to q to form the data item. 

13. A depository. as claimed in Claim 12 wherein the means for decoding; 

e) at step (a), if Zj cannot be found, assigns z•j as a q-tuple of erasures,such that in 

Z'j = (y' 1; y' 2; y' q;) _each symbol is marked as an erasure; otherwise l~aving Z'j 

unchanged; 

f) checks to see if all the decoding operations are succ~ssful and if not, raises an alarm. 

--~----·-· 

I 1\\1\\I 111\~ \\\~I 11\IJ II 1\\1 
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14. A depository as claimed in Claim 11 \vherein the means for encoding computes an 

integrity check ICj over Z; for j=l to N and stores (Zj, ICj), for j=l to N, as -said parts. 

15. A depository as claimed in Claim 14 wherein the means for decoding: 

a) on inputting a data item.identity, for j == 1 to N, reads Z'j = (Y' lj Y'2; ••• Y'qj)and IC'j 

from the locations where (Z;. Cj) was stored, where Zj• j = 1 to N, are the parts of the data 

item as identified and C; are the parts of the corresponding integrity check 

b) rearranged Z'i, for j = 1 to N, into N-tuples Y'i = (Y'n y'i2 ... y'iN), for i = l to q; 

· ~) decodes Y\ µsing ari err.or-and-enisure-correction decoder of ihe (N, K) code C, .tC? 

obtain x;, ~- (x'u ~;~ ... ~'nJ, for i = 1 to q;and .·· . 

d) concateiiat~s x· i• for i = 1 to q t<? form tl,le_ data item. . 

16 .. · ~.A depository as claimed.in Claim 15 wh~~ein-~the means for qecoding: 
. . 

e) · at step_ (a), if Z;-cann~t be found, assigns Z'j 8.5 a q-tuple of erasure~ $\!Ch that~ .....•. 

Z'j ='= (y' 1; y' 2; ..... y' qj) each symbol is marked as an erasute; ~therwis~ verifying the i~tegrity .. 

of Z'j based on IC'i• "if Z'j fails the integrity verific~tion, marking _it as a q-tuple of 

erasures; otherwise leaving Z'; unchanged; 

f) checks to see if all the decoding operations are successful and if not, raises an alarm . 

. ·... -
17. A depository as claimed in· any one of the preceding claims further comprising 

JI1eans for encryption .of the data __ item. · 

18. A depository as claimed Claim 17 wherein the user is able to instruct encryption, 

prior to encoding, of the data item tQ be sto~ed dur~ng the transaction ses~on. 

19. ·A depository as claimed Claim. 18 as dependent directly or indirectly on Claim 9 

wherein theinformation of each data item includes an indication of whether or not the item 

is encrypted and a pointer to a decryption key. 

20. A depository as claimed in any one of the preceding Claims further comprising 

means for decryption of an encrypted data item. 

11111111111111 11111 1111111 1111 
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21. A depository as claimed in any one of the preceding Claims further comprising 

means for checking the encoded data items. 

22. A depository as claime<;l in Claim 21 wherein the means for checking decodes. 

checks and reencodes the data item at intervals. 

23. A depository as claimed in Claim 22 wherein the intervals are of fixed or variable 

period. 

·.· .. _.· 
·. ·•.. .. . . ·· .. ~ 
.. :· .... :·· .. ··. 

. . ... __ , .. _. ~ . .. ,-.·: ..... _: .::.,.~ . . · '· _· .. . · ......... ~4.: · ·•··· A.· d~posifory ~ ~i~~ed ·hi ~}/~~e of.fu~·pr~~~i~~-Clai~~ · 

_further comprising me~ fo.r. _veri?.'i~g the· integritY of the _data it~ ~d the 41~a i~em 
...... ' .. ·iil~iud~ an:integrity•ebeck to ·be verlijed:··. . -

. . . ·.... . . ... .. 

· -25._· _·. : A depository as claimed in Claun 24 wh~ein the integrity check:cQrilpri~es a 4igital · :. : . -. 

·si~nfr~.· 

26. A deposit~ry as claimed in_ Claim 24 wherein the integtjty check comprises a 
-

.. . . .... ·· . message authentication code. . 

.· 27.. . .. A. depository as claiIJ'!ed in ariy one of the preceding Clai~s w~erein c;ommunication 

with the user during the transaction session is by means of a plurality ·~r m~sages each.· 

associated with a transaction to be perfonned. 

28. A depository as claimed in Claim 27 wherein at least one of said messages contains 

· a freshness identifier. · 

29. A depository as claimed in Claim 28 wherein the freshness identifier comprises a 

timestamp, sequence number or a nonce. 

30. A method of operating a depository as claimed in any one of the preceding Claims. 

-----·-·----·-·--····----······ 

11111111111111 11111 1111111 1111 
* C L M S * 

-

•. r ..... ~ • .: •' .' ·.-



W099/37054 27 
PCT/SG98/00003 

31. · A method of storing digital data items for a user comprising the steps of: 

providing a user account associated with the user; 

authenticating the identity of the user; 

receiving a digital data item and an instruction from the user for the item to be stored in 

association with the user's acc·ount;and 

encoding the data item into a plurality of parts and storing the parts separately. 

32. A method as claimed in Claim 31 further comprising the steps of: 

·receiviµg an instruction to retrieve a stored a_nd enc9ded data item, decoding the data item 
~d ~~dint>iii~ data it~m tothe user~. . ·. '··< . . . ·. . . . . ·. 

- .. · 33. ·A method.of protecting digital. dat~ comprising: 
. . . 

providing . a data depository in which digita,l data may be stored electronically; 

· . providing for registration of user:s of the data. depository, each_ user having an 
. - . .·: . . . . ·-

· account with the depository; 

in response to a request from a user, opening a transaction session with the user in 

which the user and the depository authe~ticate each other and perf~rming a transaction 

instructed by the user in respect of a digital· data item, the transaction being selected by the 

user fro~. a plurality of available ~ransactions.including storage of the item in or retrieval 

of the item from the depository. 

34. A.method as claime~ in Claim 3J .. in which storage of the item.,fucludes encoding 
. . . -. . -

the item into a plurality of parts and storing the parts separately in the depository. 

35. A method as claimed in claim 33 or Clail_ll 34 further comprising the step· of 

checking, at intervals, the integrity of data items stored in the depository. 

\ \11\11\ \\\I\\ Ill\\ \\1\1 \\ \II\ 
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