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A METHOD OF DATA STORAGE AND APPARATUS THEREFOR
BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to the field of data processing, and more particularly, but not

exclusively, to a method and apparatus for implementing a system which is able to provide .

- . digital storage services for public or corporate users.

Description of the Related Art . .

The exploswe growth in automatic mformatton systems and their interconnections via

"cyberspace” has increased the dependence of both orgamzatlons and mdmduals on the:

~ information processed, stored and commumcated using these systems Some of the
mformatxon hereinafter called dxgltal valuables or valuables for short - whether it be text,
graphtcs, animation, video, audio, all types of data, or software (such as source code or

machine code) written in various programming languages, are very precious for a user -

" whether the user is an organisation or _i_ndividlta}; and need be kept in a safe place from

* which the valuables can be retrieived reliabiy and 'seourely at a later stage: Examples of

- such digital’ valuables are patients® medical records, financial transacnons vanous

- -cemﬁcates, propnetary business data, electronic money, and legal documents -

Currently, a user’s digital information is commonly stored in the user’s computer or in a

networked file server. There' are several fundamental problems with such an approach in

that, firstly, it lacks integrity protection. Digital information is inevitably in digital format.-

The information is easy to tamper with, and the modifications need not leave any trace on
the physical medium. In many situations it is necessary for a user to verify that the
information retrieved is indeed what was stored in the first place and any modification to
the information by system faults or malicious process can be detected. The second problem
is low reliability. A hard disk or floppy disk may crash, resulting in irreversible loss of

data. A networked file server provides higher reliability than a local hard disk but loss of
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data is not uncommon. Moreover, such servers lack adequate security protection and are
“not easily accessible to public users. The third problem with the current technology of

storing information is that it has little confidentiality protection.
It is an object of the invention to alleviate at least one disadvantage of the prior art.

SUMMARY OF THE INVENTION

L _jAccordmg to the mventxon in a ﬁrst aspect there 1s prov1ded a dlgltal data deposrtory for
'stonng dlgxtal data itéms for a user compnsmg S

' _data storage means

S a user account assocrated w1th the user, :

means for commumcatxon with the user;

means for authentxcatlon of the user with the deposrtory,

‘means for estabhshmg a dlgxtal data transaction session in which the user is able to instruct

_ storage or retneval of a digital data item in assoclatlon w1th the user’s account;

‘means for encodmg the data item into a pluralxty of parts, the parts being separately stored

in the storage means;and

means for decoding the encoded'data 1tem (R L

Accordmg to thei mventlon ina second aspect, there is prov1ded a method of stonng dlgltal :

data items for a user compnsmo the steps of:
providing a user account associated with the user;
- authenticating the rdentlty of the “user;
receiving a digital data item and an instruction from the user for the item to be stored in
- association \\_nth the user’s account; and

encoding the data item into a plurality of parts and storing the parts separately.

According to the invention in a third aspect there is provided a method of protectmo
.digital data comprising:
providing a data depository in which digital data may be stored electronically;

providing for registration of users of the data depository, each user having an

wtsnibe

R T N N HF Ly

:?‘ "

'-::ay.._u.y'ti... e



WO 99/37054 ' _ : o PCT/SG98/00003

account with the depository; | _ ,

in response to a request from a user, opening a transaction session with the user in
which the user and the depository authenticate each other and performing 2 transaction
instructed by the user in respect of a digital data item, the transaction being selected by the
user from a plurality of available transactions including storage of the item in or. retrieval

of the item from the depository.

The described embodiment of the present invention discloses a method for implementing

.a digital valuables deposxtory system, for public or corporate users to store and to retrieve

' precxous dxgltal mformatlon The descnbed embodlment is the electromc analogy to the' '_-. R

phys:cal safe boxes provided by banks whereby customers can keep their preclous

-belongmgs There are two. generic entmes in the system a Sérvice Provider (SP)and a -

- -User, the SP operatmv and provxdes Dmtal Safé servxces to the User To make use of the =

- service, the User first reglsters with the SP to open an account The User can then deposrt

' -dxgrtal valuables mto remeve and delete them from its. account, all being carned out in .

an authentic and secure manner

The SP ensures high reliability in storing osers’ digital valuables. To store a valuable, the

' SP first encodes each valuable into N parts based on an encodmg algonthm ‘and then stores T

the N parts 1nto one or more data storage devices. To- retrieve or copy a valuable whxch has -

been stored previously, the SP reads the N parts from correspondmg storage devices, and

recovers the valuable from the N parts based on a decodmg algonthm The encodmg and

decoding algorithms are chosen such that the ongmal 'valuable can be recovered correctly "

even if some of the N parts are. lost or corrupted To avoid storage error/corruptlon

accumulation, the system periodically checks the N parts of every stored valuables and =

recovers/corrects lost/corrupted parts when they are detected.

BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the invention will now be described, by way of example, with reference

to the accompanying drawings in which:
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FIG. 1 is a schematic diagram of a data storage system, being an embodiment of the

invention.

FIG. 2 shows a possible data structure of the User Account maintained by the Service

Provider (SP) in the preferred embodiment of the present invention.

FIG. 3 shows the steps to allow the User accessing his account in the preferred embodiment

of the present invention.

--FIG. '-zi(a)'- xllustrates a'p'o"ssihh-;j logxcal structure of -the. Trzinsaction Réf;uest ﬁi’e‘;ééage of type -
~ Valuable Storage (VS Req) in accordance w1th the preferred embodxment of the present L .

" "_-.mventzon R SRS -.:.._

o FIG 4(b) 1llustrates a possrble logrcal structure of the Tra.nsactron Request message of type R
Valuable Copy (VC Req) in accordance thh the preferred emibodiment of the present':' ER

_mventlon

'FIG. 4(c) 1llustrates a poss1b1e loglcal structure of the Transaction Request message of type
-Valuable Delenon (VD Req) in. accordance w1th the preferred embodrment of the present B

mventron I o

FIG. 4(d) illustréte's a p’ossible'lo'gical' structure of the' Transaction Request' message ¢ of tﬁ)e |
Valuable Retrieval (VR_Req) in accordance with the preferred embodiment of the present

invention.

FIG. 4(e) illustrates a possible logical structure of the Transaction Request message of type
Account Status Report (ASR_Req) in accordance with the preferred embodiment of the

present invention.

FIG. 4(f) illustrates a possible logical structure of the Transaction Request message of type
Session Close (SC_Req) in accordance with the preferred embodiment of the present

invention.
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‘FIG. 5(a) illustrates a possible logical structure of the Transaction Response message of
type Valuable Storage (VS_Resp) in accordance with the preferred embodiment of the

“present invention.
FIG. 5(b) illustrates a possible logical structure of the Transaction Response message of
type Valuable Copy (VC_Resp) in accordance with preferred embodiment of the present

invention.

. FIG. 5(c) 1llustrates a possxble logxcal structure of the Transactton Response message of - .

“type. Valuable Deletlon (VD Resp) in accordance thh the preferred embodunent of theff" S

present mventlon

FIG 5(d) lllustrates a possxble logrcal structure of the Transactlon Response message o f

. type Valuable Retrieval (VR Reep) in accordance w1th the preferred embodunent of the |

: present mventron

FIG. 5(e) illustrates a possible logical structure of the Transaction Response message of - _
type Account Status Report (ASR Resp) in accordance with the preferred embodiment of

the present mventxon

FIG. S(t) xllustrates a possxble logzcal structure of the Transactron Response message of
type Session Closc (SC Resp) in accordance w1th the preferred embodnnent of the present N

invention.
FIG. 5(g5 illustrates a possible logical structure 'of.the'Trartsaction Response message of
type Error (ERR_Resp) in accordance with the preferred embodiment of the present

invention.

- FIG. 6 shows the flow diagram of a Transaction Response Program (TRP) used in the

preferred embodiment of the present invention.

FIG. 7 illustrates the flow diagram of the first Valuable Dispersal Program (VDP) used in
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the preferred embodiment of the present invention.

FIG. 8 shows the flow diagram of the first Valuable Recovery Program (VRP) used in the _

preferred embodiment of the present invention.

FIG. 9 illustrates the flow diagram of the second Valuable Dispersal Program (VDP) used

in the preferred embodiment of the present invention.

| ".'FIG 10 shows the ﬂow dragram of the second Valuable Recqvery Program (VRP) used in {' S

_ the preferred embodrment of the present mvenhon

i FIGe 11 shows the ﬂow dlagram of the first Valuable Checkmg and Correctron Program S

(V CCP) used in the preferred embodlment of the present mventton T

| : FIG 12 shows the flow dlagram of the second Valuable Checkmg and Correctxon Program |

(V CCP) used in the preferred embodtment of the present mventxon -

- DETAILED DESCRIPTION.OF-_-THE IN_VENTION T

| Methods for xmplementmg a d1 gltal data dep051tory system herelnafter referred to as D1 gltal )

- Safe, are described. The system is an electromc analogy to the physxcal safe boxes provxded- -

'by banks whereby customers can keep their precrous belongmgs In the following

description, numerous specific detaxls are set forth such as logical structures of digital
mformatlon and program steps, etc. m order to provide a thorough understandmg of the
present invention. It will be obvious to one skilled in the art that the present invention may
b.e practised without these speciﬁc details. In other instances, well known steps as those
involved in public key and symmetric key cryptosystem operations, in compu_ting digest of
a message using a one-way hash function, in digital signature generation and verification,
in encoding of a data item into a codeword in an error-control coding scheme, in error-and-
erasure-correction decoding, in erasure-correction decoding, are not shown in order not to

obscure the present invention.

Sigy 1T
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Notation and Nomenclature

The detailed description with respect to the implementation and operations of the Digital
Safe system is presented partially in terms of algorithmic and symbolic representations of
operations on data bits within the computer memory. These algorithmic descriptions and
representations are the means used by those skilled in the art of data processing to most

effectively convey the substance of their work to others skilled in the art.

- .An’algorithm is here, and generall_y, _conéeived to be a self-consistent sequence of steps
 leading to a desired result. These steps are thosefequire_ physi.cal"r'ha'nipﬁ—latioﬁ of ph'ysiaal'. 3
quantities. Usually, though not ilqus§a;ily, these quaﬁtitﬁes 'take'th:e form of electrical or
_magne_tic signals capable of being stored, trihsfjefred, combined, and otherwise in_axﬁpulated. |
Iri this case, the physical quantitiés are \fblfage' or current signals which éorrespond to the

. dxgltal valuables/information being processed. It proves ¢ convenient at times, pnnclpally for B '.

- ‘reason of common usage, to refer to these signals as b1ts values, elements, symbols

characters terms, items, fields, numbers or the like. It should be borne in mmd however
that all of these and similar terms are to be associated with the appropriate physical -

quantities and are merely convenient labels applied to these quantities.

Furthermore, the manipulations. performed' are oﬁen référred to in terms éuah as adding or‘
comparmg, which are commonly associated W1th the mental operanons performed by a
human operator. No such capablhty of a human operator is necessary, or desu'able In most
cases, in any of the operations described herein which form part of the present mventlon
the operations are machine operations. Useful machmes for perfonnmg the operations of
the present invention include general purpose dlgltal computers or similar devices such as
dlgxtal sxgnal processors. In all cases, it should be borne in mind that there is a distinction '
between the method operation in operatmo a-computer or other apparatus and the method
of computatnon itself. The embodiment of the present invention to be described relates to
method steps for secure and reliably storing users’ digital valuables into and then
subsequently retrieving them from a data depository system maintained and operated upon

by a service provider.
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The embodiment of the present invention also relates to an apparatus for performing these
operations. This apparatus may be specially constructed for the required purpose or it may
comprise general purpose computers as selectively activated or reconfigured by a computer
program stored in the computers. The algorithms presented herein are not inherently related
to any particular computer or other apparatus. In particular, ‘various general purpose
machines may be used with programs written in accordance with the teachings herein, or
it may prove more convenieht to construct specialized apparatus such as digital signal

processor to perform the required method steps. The required structure for a variety of

thesemachmes would_appear__ 'f_rQ-m. _tho descnptlon gwen beIOW .. . ~ -

o GENERAL SYSTEM CONFIGURATION L

A general model of the Dtgltal Safe system is shown in FIG. 1 in wlnch the Semce' '

._--Prov1der (SP).10 provrdes data deposztory semces to User 30viaa transnussmn channel S L

'20. The SP system is responsible for stonng and retnevmg the User’s dxgttal valuables in. - |

a secure, rellable and authenticated manner. A dlgttal valuable, or valuable for short, has -

“an umque identifier and is a self-contained enﬁty There can be various types of valuables
including but not restricted in form to text, graplncs ammatlon, video, audxo soﬁware, or ..
."_."any combination thereof The transtmssmn channel 20 represents the means and more a

specifically the media through whxch commumcatlon messages are exchanged between the
SP 10 and the User 30. Such messages include the User’ s requests to the SP over paths 25 | .
and 15 and the SP’s responses to the User over paths 15 and 25. The transmission channel - |

20 includes but is not limited to any communication means or media such as computer

. networks, radio links, satellite links, diskettes or. other storage medium. It shou_ld be e

understood by one skilled in the art that the term User is .interchangeable with any user of

information.

The described embodiment teaches methods for securely and reliably storing Users’
valuables into and then retrieving them from the User’s account maintained by the SP.
These methods will be described with reference to specific steps of manipulating
information. For one skilled in the art, it is obvious that some of these steps shall be best

automated by, for example, implementing them as a special purpose software, which is
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usually called a server, running on general purpose computers. It is clear that an
information provider could simultaneously initiate multiple executions of the server to serve
multiple end users. It is also clear that there may exist multiple SPs. For example, there

may be one SP per organization or per district.

For clarity of presentation, the description below will elaborate on the model having one

SP and one User. It is also clear that 2 User may also be another SP.

~ PREFERRED EMBODIMENT OF THE PRESENT INVENTION

" - s _lOVeraH.System Set-Up |

_ Referrihg to FIG. 1, .pri.(_)r_to using the Digital Safe eervice_s prov_idéd by the SP_ 10, the

‘User 30 registers itself to the SP. During this registration process, the User authenticates :
itself to the SP by whatever means as required by' the SP The User agrees to th'e'-terms of
a service contract. Such a contract contains at a minimum the _ide’ntities,' addresses of both
the User and the SP, and the types of services to be provided by the SP. It may contain the
public keys of the User and the SP, respectively. Theee keys are selected by the respective' o
party based on certain public-key cryptosystems (PKCs). It may contain secret keys shared o
by the Users and the SP. The D1g1ta1 Safe system relxes on cryptographle protocols for

mutual authenncatxon between the User and the SP and for protectmg the conﬁdenuahty '
and integrity of the User’s valuables. Such cryptographxc protocols require the User to _ '
possess cryptographic keys or secrets to operate The contract may also speclfy the

procedures for the User to recover lost cryptographlc keys or secrets.

Message authentication code (MAC) is used to protect the integrity of a message. A MAC
of a message can be generated using a symmetric key ciyptosystei'n with the message and
a secret value as inputs or using a one-way hash function with the message and a secret
value as inputs. Sittee both digital signatut'e and MAC are used for message integrity
protection and aut_hentication, we will refer them as Integtity Check (IC). For further

references on PKC, symmetric key cryptosystem, generati.on and verification of digital
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signature, one-way hash functions, generatton and verification of MAC, and public key
certificate, see D. E. R. Denning, Cryptography and Data Security, Addmon-Wesley,
Reading, MA, 1983; W. Stallings, Network and Internetworks Security - Principles and
Practice, Prentice Hall, Englewood Cliffs, NJ, 1995; and C. Kaufman, R. Perlma_n and M.
Speciner, Network Security - Private Communication in a Public World, PTR Prentice Hall,
Englewood Cliffs, NJ, 1995.

At the end of the User registration, the SP sets up an account for the User. There are at

~. least two types. of accounts. In the ﬁrst type called ﬂat»rate account the User 'S, account is ot I

PR T T

allocated a. ﬁxed data storage quota and trme mterval (whxch may be extended or reduced'_f R

-at the User s request) and the servrce charge mrght be ata ﬂat rate In the second type_ -.

L called ﬂexrble-rate account the User s account has no ﬁxed data storage quota and the User' T

h is charged by usage

| The User s account mrght be represented by a data’ structure shown FIG 2 wluch mcludes""' R

a unique Account number (Acc No) 50, the User’s 1dent1ty (U ID) 52 contact mformatlon
54, optxonally pubhc keys or pubhc key certificates 56 and mformatlon items 58 related

to valuables stored in the account Possible mfonnatlon 1tems 58 are valuable 1dentxty

| (V ID), type size,’ trme of subrmssxon, a’ protectxon ﬂag (P FLAG), an optlonal storage‘ PR

interval for ﬂexlble-rate account and pomters to locatrons where the N parts of the valuable .

. _arestored - S

The P_FLAG takes two possible values, Encryptxon _Required and

' Encryptlon Not Requrred IfP FLAG is set to Encryptron Requlred then the valuable is
-encrypted by the SP and a pointer to the decryptlon key is kept in the account for each. SP

encrypted valuable. If P FLAG is set to Encryption_Not _Required, then the valuable is not
encrypted by the SP. The information items related to stored valuables will be empty
initially and will be updated every time the User updates its account or when a valuable’ s
storage interval explres It should be noted that all the items in the User’s account can be
made visible to the User except the pointers to decryptlon keys and the pointers to storage

locations, which are only accessible to and modifiable by the SP.
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2. User Transaction Session with Service Provider

The Digital Safe services provided by the SP 10 to the User 30 include Valuable Storage
(VS), Valuable Copy (VC), Valuable Retrieval (VR), Valuable Deletion (VD), and Account
Status Report (ASR). The VS service lets the User store new valuables in its account; the
VC service allows the User to get copies of its previously stored valuables from its account,
the VD service lets the User remove one or more valuables from its account; the VR
service permits the User to get copies of previously stored valuables and at the same time
.. delete those valuables from his account; and the ASR semce prov1des the User w1th its | _

.most recent account status report

B _'.FIG 3 shOWs the steps a user follows -in ‘dccessing its accOunt in the preferred ernbodir'nent'.
i of the present invention. In FIG. 3, the User’ and the SP starts a transactlon session by"
' runmng a mutual authentxcatlon and a sessron key exchange protoco] The User 10 prepares R
“an Open Reguest (O_Req) message and sends the O _Req to the SP in step 100. The O_Req
message is used to initiate the communications between the User and the SP, and more
importantly, to authenticate the User to the SP. The O_Req contains at least'the User’s -
account number Acc_No 50 and/or identity U_Ilj 52. 1t is integrity protected by an IC (
i. e., either the User’s digital signature or 2 MAC) which can be verified by the SP. Upen -
receiving the O _Req, the SP verifies its. Validity 'in-st'é.'p 110. If it is not'.valid an alert
~ signal is sent to the User and the SP i in step 120. If it is vahd the SP generates an Open
-Response (O_Resp) message sends it to the User and opens a sessron thh the User in step .
' .130 The O_Resp is used to authenticate the SP to the User. Thxs is mtegnty protected by
an IC (i. e., either the SP’s signature or a MAC) which can be verified by the User. After
receifri-ng O_Resp, the User checks its v.aIidity in step 140. An alcr't_sigrral is jsent to._the
User and/or the SP in 'step 150 if the Response is not valid; otherwise, the User proceeds
to step 160. The objectives of O_Req and O_Resp are mutual authentication of the User
and the SP, to negotiate a unique session identifier to bind the User’s transaction with his
account, and to negotiate session keys for encrypting and integrity protecting the follow on
message exchanges durmg the entire session if the communication path between the User
and the SP is not secure. There are many authenncatton and key distribution protocols in

the literature (see, for example, C Kaufman, R. Perlman, and M. Speciner, Network



WO 99/37054 ' : 12 : PCT/SG98/00003

Security - Private Communication in A Public World, PTR Prentice Hall, Englewood

Cliffs, NJ. 1995) which fulfil these requirements. Such protocols can be used in place of
O_Req and O_Resp. |

Referring again to FIG. 3, following the successful opening of the transaction session, the
User generates and sends a Transaction Request (T_Req) in step 160 to the SP. There are
five types of T_Req messages corresponding to the five types of services: Valuable Storage
Request (VS_Req), Valuable Copy Request (VC_Req), Valuable Deletion Request

(VD _Req),. Valuable Retneval Request (VR Req), Acconnt Status Report ‘Request . .

(ASR_Req). In addmon there isa Sessxon Close Request (SC Req) whlch is used by the

_ -User to request closmg of the current sessron

Tue possibie- logicel struetures of the sxx T_Reg types in accordance w.ifh'the preferred S

embodiment of the present invention are ;gi\._rert~in___f_f‘IG."4(_e)__- am. .

FIG. 4(a) shows the structure of VS_Req. Thls logical structure compnses a sessxon-
1dent1ﬁer (S_ID) 170 which was negotiated during steps 100 and 110'in FIG. 3 and i isused: -
here to 1dent1fy umquely the present sessxon, a transactzon type field VS_Req 175 which

h .1dent1ﬁes the type of T. Req as Valuable Storaoe a valuable ldentlﬁer V_ID 180 wluch, :
shows the identity of the. submttted valuable, a ﬁeld P FLAG 182 whlch takes two p0551ble_

valuesEncryptxon Requtred andEncryptlon Not_ Requlred TheEncryptxon Requxredvalue_
' 1nd1cates that - the User’s valuable be encrypted by the SP before it is stored while the""' '
Encryption_Not_Required value indicates that the User’s valuable be not encrypted by the
_SP before it is stored. The VS_Req message al_so contains a ﬁeld V_By 185 which is the
submitted valuable body, an optional.ﬁeld V_SI 188 which specifies the storage time -
interval of the subrhitted valuable (note that this field is not needed for flat-rate account),
a freshness identifier F_ID_U 190 which guarantees that the message is fresh or in
sequence, and a message IC field IC_U 195. The V_By 185 mey be in plaintext.' or in
ciphertext. The latter is preferred if the User wants to keep the valuable confidential only
to itself. The V_By contains the User;s digital signature which can be used by either the |
User, or the SP, or an independent judge to verify the authenticity of the valuable. To

simplify the presentation, only one V_ID and one V_By are shown here. In general, the
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message in FIG. 4(a) may contain multiple V_ID and multiple V_By fields.

FIG. 4(b) depicts the structure of VC_Req. It comprises the S_ID 170, a transaction type
field VC_Req 205 which identifies the type of T _Req as Valuable Copy, a valuable

identifier V_ID 210 which shows the identity of the valuable to be copied, a freshness

_identifier F_ID_U 215 and a message IC field IC_U 220.

Possible logical structures of VD_Req and VR_Req are given in FIG. 4(c) and FIG. 4(d),
..::;_respectlvely In FIG. 4(c) the field VD Req 225 indicates the type of T Req as Valuable L
'--Deletlon and the field V ID 230 shows the identity of the valuable ta. be deleted InFIG. R

4(d), the field VR_Req 245 indicates the type of the T_Req as Valusble Refrival and the .

ST field V_ID 250 1dent1.ﬁes the name of the valuable to be retneved

To 51mp11fy the presentatlon, only one V ID field is shown in FIG 4(b) 4(d) In general __ ‘. .

" .each message in FIG. 4(b) - 4(d) may contain multlple V_IDs.

- FIG. 4(e) and FIG. 4(t) show the structures of ASR_Req and SC _Req, respectively InFIG.
4(e), the field ASR_Req 265 indicates the type of T " Req as Account Status Report, and

:"the field ASR_ Optlon 270. specxﬁes the format of the status report Possrble values of '

- ASR_Option are FULL (m which case the SP will send the User a full verslon report, as | _
: spemﬁed in FIG. 2) and SHORT (m whxch case the SP will senid the User a User selectable
short versmn report) In FIG. 4(t) the SC_Req 285 mdlcates that. the T Req is of type .

Session Close

In FIG. 4(a) to FIG. 4(f), the F_ID_U and the IC_U fields are optional. They should be
present if the communication path between the User and the SP is not integrity proteoted

The F_ID_| U may be a timestamp, a sequence number, or a nonce (a non—repeatmo random

number generated by SP and sent to the User in advance). The IC_U is computed over the

entire message; it may be the User’s digital signature generated using its private key or it
- may be a MAC generated using a secret key which is shared between the User and the SP.

The User’s digital signature must be used for the IC_U field whenever non-repudiation of

origin of the T_Req messages is a requirement.
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T -, valuable V_By 325 as specxﬁed by V ID, a ﬁeld VC ACK 327 mdlcatmg the success or e
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Referring to FIG. 3 again, upon receiving the T_Req' in step 490,' the SP processes it and
prepares a Transaction Response (T_Resp) message using a Transaction Response Program
(TRP) in step 500. There are at least seven types of T_Resp messages: Valuable Storage
Response (VS_Resp), Valuable Copy Response (VC_Resp), Valuable Deletion Response
(VD_Resp), Valuable Retrieval Response (VR_Resp), Account Status Report Response
(ASR_Resp), Session Close Response (SC_Resp), and Error Response (ERR_Resp). FIG.

5(a) - 5(g) show possible logical structures of the seven Transaction Response types in

accordance with the preferred embodiment of the present invention.

.' ,:m . e e - : e . s T : . - S

TFIG S(a) is the structure of VS Resp It compnses a sessmn ldentlﬁer (S ID) 170 which —"’."
was negotxated durmg steps 100 and 110 i in FIG 3 and is used here to umquely 1dent1fy '
' Storage vV_ID 180 taken from FIG 4(a), a ﬁeld VS, ACK 305 which mdlcates the successj.T
or failure of the’ transactlon processmg, a freshness 1dent1fier ‘F_ID_SP- 310 thch:
guarantees that the message is fresh or in sequence, and a message IC ﬁeld I1C SP 315,

FIG. 5(b) is the structure of VC_Resp. It consists of S_ID 170, a field VC_Resp 320 which ~ - -
1dent1ﬁes the T_ Resp as type Valuable Copy, V_ID 210 taken from FIG 4(b), the copxed

- failure of the transactxon proeessmg, the ﬁelds F- ID _SP 330 and IC ' SP 335.

FIG. 5(c) is 'the_structure ova'_Resp. It consists of s_ID 170, 2 field -VD;Resp 340 which .
identifies the T_Resp as type Valuab]e Deletion, V_ID 230 taken from FIG. 4(c), a field

.VD_ACK 342 indicating the: success or fallure of the transaction processmg, the fi elds
F _ID_SP 345 and IC ' SP 350.

FIG._ 5(d) is the structure of VR_Resp. It consists of S_ID 170, a field 'VR_Resp 355 which -
identifies the T_Resp as type Vahtable Retrieval, V;_ID 250 taken from FIG. 4(d), the
retrieved valuable V_By 360 as specified by V_ID, a field VR_ACK 362 showing the
_success or failure of the transaction processing, the fields F_ID_SP 365 and IC_SP 370.

FIG. 5(e) is the structure of ARS_Resp. It comprises S_ID 170, a field ASR Resp 375 -
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which 'identiﬁ_es' the T_Resp as type Account Status Report, a field ASR_Report 380 with
its format as specified by ASR_Option 270 in FIG. 4(e), a ASR_ACK field 382 indicating
the success or failure of the transaction processing, the fields F_ID_SP 385 and IC_SP 390.

FIG. 5(f) is the structure of SC_Resp. It consists of S_ID 170, a field SC_Resp 395 which
“identifies the T_Resp as type Session Close, a field CS_ACK 398 indicating the success
or failure of the transaction processing, the fields F_ID_SP 400 and IC_SP 405.

FIG. S(g) is the. structure of ERR Resp It consxsts of S ID 170 a ﬁeld ERR Resp 41 0 _

whxch identifies the T Resp as type ERROR, a ﬁeld T_Req_Type 415 a field ERR Status " '_
-420 the ﬁelds F_ID_SP 425 and IC_SP 430 T Req_Type 1nd1cates the. type of T Req
| thh which the ERROR message is assoclated with.” Possible values of T Req_Type are .
_. \A Req, vC Req,VD Req, VR Req, ASR_Req, and SC Req ERR Status shows the type'
" of errors which takes poss1b]e values such as "Request Not Venfied" and "Request Notf._._'- _

Permitted”.

In FIG. 5(a) to FIG. S(g), the F_ID_SP and the IC_SP fields are optlonal They should be

- present if the communication path between the SP and the User i is not integrity protected S

_ The F_ID_SP may be a txmestarnp, .a.sequence number, ora nonce (i. e, a non-repeating: ..
| random number generated by the User and sent to the SP before hand). The IC;;SP is
. computed over the entire message; it may be the SP’s digitai signature generated using its
private key or it may be a MAC generated usingfa seeret key shared between the SP and
the User. The former must be used if non-repudiation of origin of T_Resp messages are

required.

Referring again to FIG. 3, the SP sends the T_Resp to the User in step_ 1000. The T_Resp _
sent in step 1000 by the SP is received at the User side in step 1020. The User first verifies
if T_Resp is valid in 1030, including verifying the freshness of the freshness identifier
F_ID_SP and the validity of the integrity check IC_SP. If the answer is "No", an alert
signal is sent to the User and/or the SP in step 1040 and the User/SP will take actions
accordingly. Assuming that the output of step 1030 is "Yes", the User then checks to see
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if the received T_Resp is of type SC_Resp. If yes, the current session is closed; otherwise,
it accepts and outputs the results of the T_Resp message in step 1055 and then goes back
to step 160.

3. ‘Operations of the Transaction Response Program

FIG. 6 shows the flow diagram of a Transaction Response Program (TRP) used in the
preferred embodiment of the presént invention. Referring to FIG. 6, the T _Req received

.. in’step 490.i in FIG.3 is first. checked for 1ts vahdlty in step 520 mcludlng checkmg the.. I
.-'vahdmes of the freshness identifier F ID U and the mtegnty check iC U, as weIl as"’ B

checkmg if the requested operatlon in T Req is perrmtted Ifthe T Req is not vahd a

as speczﬁed in FIG S(g) Assummg that T Req passes the checklng in step 520 it is next

o mspected in step 540 to see if it 1s of type SC Req If the answer rs " Yes", theTRP closes- Lo
| _-'the current session and prepares'a T_Resp of type sC Resp in step 550 accordmg tothe - '

T Resp of type ERR: Resp lS formed in_step 530 where the format of the ERR Resp 1s-_ ' o

format of the T " Resp grven in FIG 5(f). Assuming that the outcome in step 540 is "No",
the T Req is- checked in step 560 to see if it is of type Vs Req. If yes, the TRP first

processes and stores the submxtted valuable using a Valuable Dlspersal Program (VDP) .

' "updates the User s account (1 e records the valuable s V ID time . of storage, storage':'_--- R

duration, pomters to storage locatlons the value of P_FLAG and pomter to the decryptxon :

key ifP FLAG Encryptnon Requxred) and then prepares aT Resp of type VS Resp in-

- 'step 570-according to the format as speclﬁed in FIG. 5(a). If step 560 outputs "No“ the' .

T Req i is next inspected to see if it is of type VC_Rep in step 580. If yes, the TRP first

recovers the requested -valuable usmg a Valuable Recovery Program (VRP) and then

o prepares a T _Resp of type VC_Resp in 590 where the format of VC Resp is accordmg

to FIG. 5(b). Assuming that step 580 yields "No", the T_Req is next checked in step 600
to see if it is of type VD_Req, if the answer is "Yes", the TRP first deletes the valuable
specified in T_Req and then prepares a T_Resp of type VD_Resp in step 610 according to
the format as given in FIG. 5(c). Assuming that the outcome of step 600 is "No”, the
T_Resp is next checked in step 620 for type VR_Req. If yes, the TRP first recovers the
requested valuable using VRP, delete the valuable from the User’s account, and prepares

a T_Resp of type VR__Resp according to the format of FIG. 5(d), all being performed in
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step 630. If the output of step 620 is "No", the T_Req must be of type ASR_Req. In this
case, the TRP prepares a T_Req of type ASR_Req, with its format as given in FIG. 5(e).
It should be noted that the T_Resp messages prepared in steps 530, 550, 570, 590, 610,
630, and 640 are sent to the User in step 1000 in FIG. 3. The executions of the steps 540,
560, 580, 600, 620, and 640 do not have to follow the order given above; they may be

carried out in any order according to the preference if the system designer.'

4. Operations of the First Valuable Dispersal Program and the First Valuable Recovery
‘Program ' -
FIG. 7 illustrates the flow diagram of the first Valuable Dispersal Program (VDP) used in
the preferred embodiment of the present invention. The valuable to be processed by the

VDP program has the valuable jdentifier V_ID 180 and valuable body V_By 185 as
_specified by the VS_Req message show_n_ in FIG. 4(a). .Th_e valu_able conteu__xs the User’ s- .

- digital signature which can be checked by the User and the SP to verify its authenticity. -

The basic function of VDP is to transfer a submitted valuable into N parts based on an (N,
K) error-control .code C with'symb'ol_s over Gaiois field GF(2"), where..m is a positive .
integer. For further reference on enceding and decoding of a (N, K) error-control cede see
- R. E. Blahut, Theory and Practlce of Error Control Codes, Addlson-WesIey, Readmg, MA,
1983. Also see S. Lin and D. J Costello, Jr., Error Control Coding: Fundamentals and
Apphcatnons Prentice-Hall, Englewood Chffs, NJ, 1983. Refemng to FIG 7, the User’s
' digital signature on the valuable is first checked in step 700..If it is valxd ‘the VDP ©
proceeds to step 705; otherwise it goes to step 530 in Flg.. 6.In step 705, the VDP checks
if the P_FLAG 182 field of the VS_Req message is set to Enc‘ryption_;_Required. H"No", -
~ the program proeeeds to step 715; otherwise, the - valuable is encrypted under a -
cryptographic key in step 710. In step 715, the valuable or its ciphertext from step 710 is
divided into q K-tuples, X; = (x;; X;; - ,K) in step 715, for i = 1-to q, where xij is a
symbol over GF(2"™). Each K-tuple X, i = 1 to q, is then encoded into a codeword Y=y
... Yp) of the (N, K) error-control code C in step 720. Next, the q codewords Y;, fori
=1 to q, are rearranged into N g-tuples, Z .- =¥y Yy - yq'j) in step 725, forj=1 to N.

Finally the q-tuples Z,j=1to N, are stored into one or multiple data storage devices.
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FIG. 8 shows the flow diagram of the first Valuable Recovery Program (VRP) which works
in conjunction with the first VDP in the preferred embodiment of the present invention. To
recover the valuable (with identifier V_ID) which was dispersed by the first VDP in FIG.
7, the VRP first reads the N g-tuples Z°; = (¥’ ¥’y - ¥'g)» forj = 1 to N, from the
corresponding storage devices in step 740 usiri'g the storage location pointers in the User’s
account, where Z’; is the read version of Z;. If Z°; can not be found due to various reasons
such as storage device crash or corruption, Z’; is regarded as a q-tuple of "erasures", i. e.,

| . allthe symbols inZ;= (y Y 2 - q,) are marked as "erasure" Next the VRP rearranges o

.. N q-tuples Z; j=1 to N mto q N-tuples Y= (y 0y i ,N), for i=1to q, in step 745 ERRR

It should be noted that 1f Z’ is a q-tuple of "erasures the jth symbol Y’y in Y’ is an :

L "erasure" The N—tuple Y’ = (y Y- 1.,) isan erfoneous codeword of the (N, K) code_ L - ! |

C,ie.,a codeword corrupted by errors and erasures. The q erroneous codewords Y.’~ (y’
i._y 2 - m), =1to q, are mput one by one to an error-and-erasure—correctlon decoder _
based on the (N, K) code C to produce q K-tuples X’ (x it Xz e ] .x) i=1to q,.in step:_ o
750. If the errors and the erasures in Y’= (¥’ ¥’ - ¥'m) ar€ correctable by the decoder,

then X’; = X;. Step 755 checks to see if the q N-tuples are decoded successful. If not, an"' .

~ alarm is raised in step 765 if yes, the outputs of step 750, X’;, i =1 to q, are concatenated

. in-step. 760.-In step 770, the VRP reads the correspondmg P_FLAG. from the User s_: e

account and checks if 1t equals Encryptxon Requn'ed If "No", the program produces the o
required valuable (which is the output of step 760) in step 780 if "Yes", the program
" proceeds to step 775 where it decrypts the output of step 760 usmg the appropnate
decryption key The result of step 775 is the required valuable whxch is output in step 780.

Let d denote the minimum Hamming distance of the (N, K) code C. Further, let e denote.
the number of erasures (1. ¢., lost symbols) and ¢ the number of error symbols in Y= (y’;

© ¥'iz - ¥'i), Tespectively. By the theory of error-control coding, the decoder output will be
| correct, i. e, 'X’i =X, as long as e + 2¢ < d. In particular, for the so called maximum-
~ distance codes, such as the Reed-Solomon codes, their minimum Hamming distance d = _
N-K+1. Therefore, given K, an N can almost be selected, such that the probabxhty that

a valuable cannot be recovered is smaller than a pre-determined threshold.

5. Operations of the Second Valuable Dispersal Program and the Second Valuable
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Recovery Program

FIG. 9 illustrates the flow diagram of the second Valuable Dispersal Program (VDP) used
in the preferred embodiment of the present invention. The valuable to be processed by the
VDP program has the valuable identifier V_ID 180 and valuable body V_By 185 as
speciﬁed by the VS_Req message shown in FIG. 4(a). The valuable contains the User’s
digital signature which can be checked by the User and the SP to verify its autﬁenticity.
The basic function of VDP is to transfer a submitted valuable into N parts based on an (N,
. K) error-control code C w1th symbols over Galois field GF(Z"'), where m is a positive

'mteger Refernng to FIG 9 the User’ 'S drgxtal s1gnature on the valuable is ﬁrst checked in - -

step 800. If it is valid, the VDP proceeds to step 810; otherwise it goes to step 530inFig.
" 6. In step 810, the VDP checks if the P_ FLAG 182 of the VS _Req message is set to

'Encryptlon Requrred If "No", the program proceeds to step 815; otherwxse, the valuable -

is encrypted under an encryptron key in step 812. In step 815, the valuable (if P_FLAG

- —Encryptlon Not . Required) or the output of step 812 (1f P FLAG Encryptlon Required) _. _

is divided into q K-tuples, X; = (x;; Xp ... X), fori =1 to q, where xij is a symbol over
- GF(2™). Each K-tuple X;,i=1to q, is then encoded into a codeword Y;= (y;, ¥i2 -.- ¥a0)
of the (N, K) error-control code Cin step 820. The q codewords Y;, fori =1 to q, are

- rearranged into N'q-tuples, Z; = (y;; ¥;; ... y) in step 825, for j = 1 to N. Next, an integrity -~

" check (as discussed under "Overall Sjstem Setup”) IC; is computed over Z j=1tN,
in step 830. Finally the (Z; IC,), i= 1to N, are stored into one or multlple data storage
- devices in step 835 with each Z bemg stored together with its corrésponding IC;. '

'FIG. 10 shows the flow dxagram of the second Valuable Recovery Program (VRP) which
works in conjunction with the second VDP in the preferred embodiment of the present
invention. To recover the valuable (with identity D_ID) which was dispersed by the VDP
of FIG. 9, the VRP first reads the N g-tuples Z,=(y"); ¥y - Y and the associated
integrity checks IC, forj=1tN, from the corresponding storage devices in step 840, -
where Z’; is the read version of Z and IC’; is the read version of IC;. If Z’; can not be .
found due to various reasons such as storage device crash or corruptxon Zis regarded as . .
a g-tuple of "erasures”, i. e., all the symbols in Z’ i =y Yy - Yy are marked as

"erasure". If Z’, is found, it will be integrity checked using IC’;. That is, an integrity check
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is computed over Z’; and the result is compared svith IC’,-. If the two are equal, Z’; is
considered error free; otherwise, Z’; is regarded as a g-tuple of "erasures”. In step 845, the
VRP checks to see if the number of erased Z’s is less than d, the minimum Hamming
distance of the (N, K) code. If not, it raises an alarm in step 850; if yes, the program
proceeds to step 855 where the N g-tuples Z; 'j =1 to N, are rearranged into q N-tuples
Y= aYe Y fori=1tog It should be noted that if Z’; is a g-tuple of "erasures",
the jth symbol y'in Y’ is an "erasure The N-tuple Y= Ys - Yo is a codeword
corrupted by erasures. The q N-tuples Y’ = (y’ i Y - ¥Y'o)s i =1 to q, are input one by

.oneto an erasure-correctron decoder based on the (N, K) code C, to. produce q K—tuples-z_’_;; i

X'= (x 0 X .x) i= 1 to g, in step 860 As long. as the number of erasures 1n Y’ 1s";-:.
Tess than d the outputs of the decoder in step 860 will be correct. In step 865, the X’,, i

from the User s account and checks xf it equals Encryptlon Reqmred If “No" the program S
produces the requtred valuable (which is the output of step. 865) in step 880 1f "Yes", the -
program proceeds to step 875 where it decrypts the output of step 865 usmg the appropnate' B
' decryptron key. The result of step 875 is the required valuable which i is output in step 880.

. 6. Operations of Data Checking and Correction Programs

To avoid error accumulations in th.e-N parts of the stored ' valuable 'al'l -'storend data is
. checked penodrcally (in regular or 1rregular mterests) by a Data Checkmg and Correctxon
Program (DCCP) The DCCP checks if all the N parts of a valuable are intact. If not, it S

- corrects the errors and recovers the rmssmg parts.

‘There are two versions of DCCP. The first 'l'):C-CP works in conjunction with the first VDP . :
in section 4. Its flow diagram is shown in FIG. 11. In step 900, the DCCP collects the N
q-tuples Z’; = (¥’ ¥y o Y'gh J = 1 to N, associated with the valuable identified by a
given D_ID. If Z’; can not be found, DCCP marks Z’; as a g-tuple of "erasures”, j = 1 to
N. It then rearranges Z’;, j = 1 to N, into q N-tuples Y’ = (¥’ ¥’ ... Yn) i=1t0 q. In
step 905, Y?; is decoded into X’= (x’;; X’, - X’g), 1 =1 to q, using an error-and-erasure- |
correction decoder of the (N, K) code C. Step 910 checks if all the q decoding operations

in step 905 are successful. If not, an alarm is raised in step 915 and the program goes to
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step 925; if yes, the DCCP proceeds to step 920. In step 920, X’; is encoded into Y"=
" Y2 - Y'e)s 1 =1 to g; the g N-tuples Y";, i=1toq, are rearranged into N g-tuples
Z% =" Y Y i=110N; 'ﬁnally, the old g-tuples Z’; = (y";; 'y ... _y’q,-) in the
storage devices are replaced by the new ones Z; = (y"}; y"y ... ¥"3), j =1 to N. In step
925, the DCCP checks to see if there are more stored valuables need to be checked. If not,
the program terminates; i.f yes, it gets the D_ID of the valuable to be checked in step 930
and goes back to step 900.

B The second DCCP works in conjunction with the second VDP i in section 5 and its flow

_dlagram is shown in FIG. 12. For a given D ID of a stored valuable the DCCP eollects"' R

the data segments (2, 1C),j =1 to N, _w}nch are assocxated.wuh the valuable in step

. 940 Ini. step 945, the DCCP checks if all the 'N q-tuples Z'; = =@ § s Yd) are found . .

and 1f they all’ pass the mtegnty check based on IC pi=1 to N. If yes, the DCCP goes to: .
step 975 if not, the DCCP proceeds to step 950 where the Z’; xs marked asa q-tuple of B
"erasures" 1f it is not found or if it fails to! pass the mtegnty cheek Step 955 cheeks to see
1f the number of erased Z’s is léss d, the minimum Hamming distance of the (N, K) code |
C. If .not the DCCP raises an alenn in step 960 and then goes to step 975; if yes, the
program proceeds to step 965. In step 965 theZ’;,j=1to N, are rearranged into Y’ = (y';,

Vi oY) i=1to g which are then deeoded one by one usmg an erasure-correction -
decoder of the (N K) code C into X’= (x’; X’ i3 e ,x), i=1toq.In step 970, X’; is .
* encoded mto_codeword Y'= " v ._;._ y"n) of the (N, K) code _C, i=1toq Thegq

codewords are then rearranged into q-tuples Z" = (y"; Y"yj . Yy j =1 0 N. _Finally, the
DCCP computes the integrity check IC"; of Z"}, ;nd replace the old (Z’,-; IC’) with thenew -
(Z%, IC") in the storage devices, j = 1toN.In step 975, the DCCP checks if there are any
more valuables need to be checked. If not, the pi'ogram terminates and' if yes, it fetches

D_ID of the valuable to be checked in step 980 and then goes back to step 945.

7. Procedures for Key RecoVegg

The User of the Digital Safe system needs to keep two sets of secret values, one for
authentication to the SP in order to access its account and the other one for encrypting its

valuables before submitting them to the SP. The former set of secret values are referred to
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as User Authentication Secret Values.(UASVs) and the latter set of secret values are
referred to as Valuable Protection Secret Va]ues'(VPSVs). Examples of such sécret values -
are private keys in .public key cryptosystems and secret- keys in symmetric key
cryptosystems. All the secret values must be kept by the User in a secret and secure
manner. An example of keeping a VPSV isto encrypt a valuable under the VPSV, encrypt
the VPSV under a master key, and attach the _encryptedl'VPSV with the valuable.

L '-Loss of the UASYVs prevents the User frorn accessmg its account on-line. In the event of

e the User losmg its UASVs the User approaches pre-determmed Key Escrow Agents to

' recover UASVs 1f UASVs are escrowed by such agents Alternatrvely, the User wﬂl have o

o 'to authentlcate 1tself to the SP by other means (such as usmg paper documents) and upon ¥

: authentlcatron, the User and the SP separately or Jomtly estabhshmg anew set of UASVs :

. to replace the lost ones. The User- from that pomt onwards uses the new: UASVs to

authentrcate itself in order to access xts account

Loss of VPSVs prevents the. User from decrypting its encrypted data or'verifying the -

. authentlcxty of the retneved/copled valuables from its account To prevent this from

SR happemng, the User should keep multxple coples of the VPSVs or make use of the key

recovery services provxded by a key €scrow system In the event of the User losxng rts
VPSVs the User approaches Key Escrow Agents to recover lost VPSVs If the lost VPSVs
** are not escrowed, then valuables encrypted by the lost VPSVs wxll be lost too.”

LY
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Claims

. A digital data depository for storing digital data items for a user eompﬁsing:
data storage means; '

a user account assoclated with the user; and

means for estabhshmg a digital data transaction session in which the user is able to instruct
storage or retrieval of a digital data item in association with the user’s account;

means for encoding the data item into a plurahty of parts, the parts being separately stored

o :ﬁm the storage means,and

' "Tmeans for decodmg the encoded data 1tem

- 2 A deposrtory as cla:med in Claun 1 wherem the data storage means comprises at
'least one data storage devrce the parts bemg separately stored on the data storage device -

or d_evrces. -

3. A depository as claimed in Claim 1 or Claim 2 further comprising means for -

communication with the user.

| _'4. A depos1tory as claxmed in_any one of the precedxng clalms further compnsmg )

means for authentlcatxon of the user.w1th the deposxtory

“5. - A depository as claimed in any-one of the preceding claims, fiirther comprising -

~* means for authentication of the depository by the user.

6. 'Aﬂdepository as claimed in any one of the preceding Claims Wherein the user is able -

to instruct retrieval of a copy of the item in said transaction session.

7. A depository as claimed in any one of the preceding Claims wherein the user is able

" to instruct deletion of the digital data item in said transaction session.

8. A depository as claimed in any one of the precedirrg Claims wherein the user is able

to instruct an account status report in said transaction session.

* [ L M $ *



L1 A deposrtory as clarmed in any one, of the precedmg Clarms wherexn the ‘means-fo,

e .'encodmg

e “1to a where X; IS, A symbol over GF(2"‘) w1th m bemg a POSltlve mteger'
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9. A depository ‘as claimed in any one of the preceding Claims
wherein the user’s account has a data structure identifying the user and containing

information identifying the data i'tems stored therein.

10. A depository as claimed in Claim 9 wherein the information of each.data item
includes at least one of the type, size, time/date of submission, period of storage and

pointers to the locations of the stored parts of the data item.

a) dnndes the data 1tem into a multlple of q K-tuples denoted as X, (xIl x;2 il<), 1 =

b) for i=1to q, encodes X, into a codeword Y (Yn Yo - ym) usmg an (N, K) error-- .
control code C, where Y;isa symbol over GF(Z“‘) ' i -

'c) rearranges Y,, for i=1 to q, mto q-tuples Z = (yIJ yz, ym),forJ é"1 to, N, and _ v
d) storesthe Z;, forj=1to N, as sard parts "

12. A deposrtory as claxmed in clarm 11 wherem the means for decodmg

a) orr mputtmg a data 1tem 1dent1ty, for j j= 1 to N, reads Zy= = (y* 5 b% o ) from the
locations where Z; was stored where Z _] =1.to N are the parts of-the data 1tem as -
-rdentrﬁed . N S o S
b) rearranges Z for j=1toN,into N-tup'lesﬂY’- =y y’i'zj'... Yo fbr i=1 to'q;"""f'l e

¢) decodes Y”’; using an error-and-erasure—correctlon decoder of the (N, K) code C to

- obtain X*; = (x;; X’ - X’y), fori=1tog;and

d) concatenates X’,, for i i=1to q to form the data item. )

13. A depository. és claimed in Claim 12 wherein the means for decoding:

e) _at step (a),_ if Z; cannot be found, éssigns Z’; as a g-tuple of erasures,such that in
Z; = (Y'y ¥y - ¥Ygq) cach symbol is marked as an erasure; otherwise leaving Z’
unchanged; - | |

1) checks to see if all the decoding operations are successful and if not, raises an alarm.

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\
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14. A depository as claimed in Claim 11 wherein the means for encoding computes an

integrity check IC; over Z; for j=1 to N and stores (Z;, IC), for j=1 to N, as said parts.

15. A depository as claimed in Claim 14 wherein the means for decodmg

a) on inputting a data 1tem_1dennty, forj=1to N, reads Z’;= (Y’ Yy - Y’ )and IC;
from the locations where (Z;, Cj) was stored, where Z;, = 1 to N, are the parts of the data
item as identified and C; are the parts of the corresponding integrity check

b) rearranged Z’ forj=1to N, into N-tuples Yi=0a Y- .’,N), fori=1toq;

- c) decodes Y’ usmg an error-and—erasure-correctxon decoder of the (N, K) code C to_

" obtain X = (x £ X'a . ,K) for i= 1 to q,and

d) concatenate_s X’ f_or i=1 to q to form the data jtem. .

16. " A depdsitbfy as claih:ed'irx Claim 15 wherein the means fer decoding

e) - at step (a), if Z; cannot be found, assigns Z’ a’s a g-tuple of erasures, such that m-.f_ e

=¥'yY - q,) each symbol is marked as an erasure otherwrse verifying the mtegnty
of YA based on IC’,, if Z’; fails the integrity venﬁcatron marking 1t as a q-tuple of
erasures; otherwise leaving Z’; unchanged; ' '

f) checks to see if all the decoding operations are successful and if not, raises an alarm.

- 17. A depository as claimed in"any. one of the ﬁrecediné claims further eomprising o

. means for encryption of the data item. - |

- 18. A depository as claimed Claim 17 wherein the user is able to instruct encryption,
prior to encoding, of the data item to be stor_ed during the transaction ses_sion.

19. ' A depository as claimed Claim 18 as dependent directly or indirectly on Claim 9
wherem the information of each data item includes an indication of whether or not the item

is encrypted and a pomter to a decryption key.

2. A depository ae claimed in any one of the preceding Claims further-comprising :

* [ L M H] *

‘means for decryption of an encrypted data item.



L _24 A deposxtory as clalmed in any one of the precedmg Clanns

-'_.messaoe authentlcatlon code _
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21. A depository as claimed in any one of the preceding Claims further compﬁsihg

means for checking the encoded data items.

22. A depository as claimed in Claim 21 wherein the means for checking decodes,

checks and reencodes the data item at intervals.

23. A depository as claimed in Claim 22 wherein the intervals are of fixed or variable
period.

_further compnsmg means for venfymg the mtegnty of the data 1tem and the data 1tem L |
':.f--.-'.._f'._mcludee an- mtegnty check to be venﬁed R L e T RRE

.25 A deposxtory as clalmed in Clalm 24 wherem the mtegnty check compnses a dlgxtal _":' ] -

""'sxgnature
.26, - A dep051tory as claimed m Clalm 24 wherem the lntegnty check compnses a

.27 A deposxtory as claxmed in any one e of the precedmg Clalms whereln commumcatlon- ' )
w1th the user dunno the transaction session is by means of a plurahty of messages each’

associated with a transaction to be performed.

28. A depository as claimed in Clalm 27 wherem at least one of saxd messages contains
“a freshness 1dent1ﬁer

29. A depository as claimed in Claim 28 wherein the freshness identifier comprises 2

timestamp, sequence number or a nonce.

30. A method of operafing a depository as claimed in any one of the preceding Claims.

* c L M S *
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31. A method of storing digital data items for a user comprising the steps of:
providing a user account associated with the user;

authenticating the identity of the user;

receiving a digital data item and an instruction from the user for the it.em to be stored in
association with the user’s account;and '

encoding the data item into a jalurality of parts and storing the parts separately._-

32. A method as claimed in Claim 31 further comprising the steps of:
receiving an mstructlon to retrieve a stored and encoded data 1tem decodmg the data i item

and sendmg the data ttem to the user

S .33.' A method of protectmg dlgltal data compnsmg

B provxdmg a data depository in which dxgttal data may be stored electromcally,
provxdmg for registration of users of the data deposrtory, each_user, havmg an
account with the depository; -

m response to a request from a user, opemng a transactron session with the user in
which the user and the depository auther_ltlcate each other and performing a transactlon
instructed by the user in respect of a digital data item, the transaction being selected bj the
. user from a plurahty of avaxlable transactzons mcludmg storage of the 1tem in or rctneval

of the item from the deposnory L

3. A method as clatmed in Claun 33 in whlch storage of the 1tem xncludes encodmg :

the item into a plurality of parts and storing the parts separately in the deposxtory

35. A method as claimed in clalm 33 or Clalm 34 further compnsmg the step of
checking, at intervals, the mtegnty of data items stored in the deposxtory

e
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