1 CLI ENT CREDENTI AL BASED SECURE SESSI ON AUTHENTI CATI ON METHOD AND
APPARATUS [ 0001] The present disclosure relates generally to secure session
authentication 5 and in particular relates to the establishnment of a
secure authenticated session wthout significant conputational overhead.
[0002] In a client-server environnent, comunications between the client
and server will often need to be authénti cat ed. Specifically, often one
conputing device communicates with another co uting device (client and

server) over a 10 networ C ' [ order to ensure
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Text Transfer Protocol) Post-based authentication over SSL/TLS (Secure Socket
Layer/Transport Layer Security) to authenticate a session. Then, the
authenticated session is identified by a token stored in or on the client in an HT TP
cookie. This scheme is complex since it requires SSL/TLS. To properly support

20 SSL and TLS, a client needs to include relatively strong cryptographic capabilities.
For example, a public/private key system could be used. However, the use of
such strong cryptographic capabilities on a simple client, such as a wireless data
device or a personal digital assistant (PDA), may not be possible depending on
the device. Further, if being used in a wireless environment, the use of this form

25  of authentication requires numerous exchanges of information just to establish a
channel. With wireless devices, the delays in the wireless space and the cost in
terms of network bandwidth, battery life and data transmission costs may be oo
high.
[0004} An alternative solution is to use a simpler cryptographic method. Such

30 schemes include challenge-response sequences such as NTLM (Windows NT
LAN Manager) authentication. Referring to NTLM authentication, this is a
Microsoft proprietary HTTP based challenge-response authentication mechanism

that authenticates a TCP (transmission control protocol) connection. Since data



M crosoft proprietary HITP based chal | enge-response authentication

mechani sm that authenticates a TCP (transm ssion control protocol)
connection. Since data 2 integrity of HITP traffic over NTLM aut henti cated
connections is not protected, an HITP nessage can be changed, renoved or
injected by an attacker. Thus, even though a session has been

aut henti cated, data source authenti cation for HTTP nmessages i s not
guaranteed. 5 [0005] A nore secure solution to the sinple cryptographic
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i nformation conbined with a password to create a hash key, the use of
secure pseudo-random nunber generators to expand the shared 20 credential s,
the use ofGEBERALCe nunbers to prevent addressing replay, anong others,

are descri bed. 000% The. present discl osure therefqre may. provide a nmethod
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t he met hod conprising the steps utilizing the client credential to
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already be known by the server, may be used as the shared credential.
{0008] Various extensions to the above, including the creation of a session, the
use of other known information combined with a password to create a hash key,
the use of secure pseudo-random number generators to expand the shared
20 credentials, the use of sequence numbers to prevent addressing replay, among
others, are described.
[0009] The present disclosure therefore may provide a method for client credential
based authentication of messages between a client and a server, said client and
server both knowing said client credential, the method comprising the steps of:
25  utilizing the client credential to create a key; and using the key to authenticate
messages between the client and the server.
[0010] The present disclosure may further provide a client device adapted for
client credential based authentication of messages between the client device and
a server, said client device and server both knowing said client credential, the
30 client device comprising: memory for storing the shared credential; a processor
communicating with said memory and adapted to: utilize the client credential to
create a key; use the key and a message to create a message authentication

code; and add the message authentication code to the message to create a
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processor

client credential to create a key; use the key and a nessage to create a

device conprising: nmenory for storing the shared credenti al;
comuni cating with said nenory and adapted to: utilize the

message aut hentication code; and add the nessage authentication code t

the nessage to create a 3 secure nessage; and a communi cation subsystem

adapted to send the secure message. BRI EF DESCRI PTI ON OF THE DRAW NGS
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Figure 4 is a block diagram showing an exemplary mobile device that can

be used in association with the above.

DESCRIPTION OF PREFERRED EMBODIMENTS
[0012] Reference is now made to Figure 1. In the exemplary process of Figure 1,
a client 110 communicates with a server 120. in order to ensure that
communications in either direction are authentic and data insertion or alternation
does not occur, the present disclosure provides for communication in which a
message text is appended with an identifier that can be reproduced on either end
of the communication.
[0013] In a preferred embodiment, the identifier appended is a message
authentication code (MAC). MAC is well known in the art and includes two inputs.
Specifically, these are the text that the MAC is being appended to and a secret
key. A combination of the two enables a hash to be produced and without
knowledge of the secret key, the hash cannot be reproduced. As wouid be
appreciated by those skifled in the art, the hash value is generally large enough so
that a random value will not be valid.
[0014] Various MAC algorithms could be used. One example is the HMAC
algorithm. Such an algorithm can be, for example:

HMACk(m) = h({K @ opad) || h((K @ ipad) || m))

a
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appreci ated by those skilled in the art, the hash value is generally |arge
enough so that a randomvalue will not be valid. 30 [0014] Various MAC

al gorithns could be used. One exanple is the HWAC al gorithm Such an

al gorithm can be, for exanple: HVACK(mM = h((K O+ opad) 11 h((K (B ipad) 11
m) 4 [0015] Where Kis the key, opad and ipad are constants and mis a
message. His a secure hash function. “he O+ synbol denotes a bitw se
exclusive or (XOR) and the 11 synmbol denotes concatenation. [0016] "h"
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[0019] Oneamdiebrnal 920 tHomexariple tetides deppsabased oh apassvwandeth pakevor d
string wuntil a desired nunber of bits has been reached. O hers include

hashi @ a 1Hhssther servet worldsalieady hanthisiRasswiRTds aef thus 18k ' Bexpand and
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are not require her approach m using the password or ot her
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15  key of a desired length. Such a deterministic algorithm would be known to those
skilled in the art and various algorithms could be used.
[0019] One such algorithm could be the repeating of an encoded password string
until a desired number of bits has been reached. Others include hashing a
password with a secure hash function such as SHA1 to expand and produce a
20 certain number of bits and then removing any excess bits that are not required.
Another approach might be using the password or other client credential with a
secure pseudo-random number generator (PRNG). The password or client
credential could be the seed for the secure pseudo-random number generator and
as long as both the server and client had the same pseudo-random number
25  generator, the required number of bits outputted by a secure PRNG will constitute
the key. Other algorithms would be known to those in the art.
[0020] Other secure information could be added to password to improve entropy.
For example, birthday, city of birth, mother's maiden name, among other
information known to both the client and server could be added to password and
30 used as part of a security token to seed the PRNG or as an argument of secure
hash function to produce the key. Such additional secure information is provided

by client offline.



the key. O her algorithnms would be known to those in the art. [0020] O her
secure information could be added to password to i nprove entropy. For
exanpl e, birthday, city of birth, nother's maiden nanme, anong ot her

i nformati on known to both the client and server could be added to password
and 30 used as part of a security token to seed the PRNG or as an argunent
of secure hash function to produce t he key. Such additional secure
information is provided by client offline. 5 [0021] As will be
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15  was calculated in step 130.

[0024] In one example the message can be an HTTP message. If a useris
attempting to establish a secure session over HTTP, the MAC could be added to
the HTTP footer. This example is however not limiting, and other message types
are contemplated.

20  [0025] In step 145, server 120 calculates the key for the client identifier received in
the message from step 140. The server 120 knows the common secret from the
client credentials of client 110 and therefore can use the client ID to find these
client credentials and to calculate the key based on the same algorithm that client
110 used to calculate the key K. Once the key is calculated in step 145, it can be

25  stored locally on server 120 and associated with client 1D 142 or a session
identifier in order to eliminate the need to recalculate the key for any subsequent
messages received from client 110.

[0026] In step 150, server 120 sends an activate response back to client 110
along with session identifier 152 and a MAC for the activate response message.

30  Again, the MAC is calculated based on the shared key and the contents of the
activation response message.

[0027] Once client 110 has received session identifier 152, the session identifier

can be included in subsequent messages sent to the server 120 as shown in step



110 used to calculate the key K. Once the key is calculated in step 145, it
can be 25 stored locally on server 120 and associated with client 1D 142 or
a session identifier in order to elimnate the need to recal cul ate the key
for any subsequent nessages received fromclient 110. [0026] In step 150,
server 120 sends an activate response back to client 110 along with
session identifier 152 and a MAC for tHe activate response nessage. 30
Again, the MAC is cal cul ated based on the shared key and the contents of
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session identjfigr t he sessi.on Jdentifier can be included in

. 52,
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message could be ignored or an error sent back to the originator.
[0031] After finishing with the session, either the server 120 or client 110 can tear
down the session by sending a message in step 190 to the other party. The
message includes a session identifier and an end session message. This end

20 session message is accompanied with the MAC for the end session, the session
identifier and the key K. If the message in step 190 is verified the session will
then be ended.
{0032] Reference is now made to Figure 2. Figure 2 shows a dataflow diagram
between a client 110 and the server 120 and provides an alternative embodiment

25  to the embodiment of Figure 1. Specifically, the embodiment of Figure 1 does
not prevent addressing replay and if a designer of a system is concerned about
addressing replay attacks, the method of Figure 2 could be used instead.
[0033] As will be appreciated by those skilled in the art, a third party snooping
communications between a client 110 and server 120, when utilizing the method

30  of Figure 1, could intercept a message and could resend that message to server
120. In the method of Figure 1, server 120 performs the same verification 180

and finds that the message is valid and sends an appropriate response. In some



identifier and the key K If the nessage in step 190 is verified the
session will then be ended. [0032] Reference is now nade to Figure 2.
Figure 2 shows a datafl ow diagram between a client 110 and the server 120
and provides an alternative enbodinent 25 to the enbodi ment of Figure 1.
Specifically, the enbodi ment of Figure 1 does not prevent addressing replay
and if a designer of a systemis concerhed about addressi ng repl ay
attacks, the nmethod of Figure 2 could be used instead. [0033] As will be
appr eci at eaisby itihosdesikable éd allowtsuehaaddressingireplap attagks oogiurg In this
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whi ch includes an activation nessage, a client 5 identifier 140
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nunber should be sent along with the nmessage. Various ways of provjding

uni quds sdhaanessagenbhs wilhbe aprosgiated Mnbeseiskilieddn dhe art, whenever a client
110 sends a message using the method of Figure 2, a unique sequence number

should be sent along with the message. Various ways of providing unique
sequence numbers are known to those in the art.
[0036] If the MAC is verified in step 180 and the sequence number is verified in
20  step 215, the server 120 sends an activate response message 220 back to client
110. This activate response message includes the response, a session identifier
152, a sequence number 254 along with a MAC 258.
[0037] In a similar fashion to that of Figure 1, subsequent messages can proceed
with the session identifier, the message and a sequence number with a MAC
25  calculated for all of these things along with the key that is known to both the client
110 and server 120.
[0038] At the end of a session, either the server 120 or the client 110 can tear
down a session by sending an end session message, which includes a session
identifier, a sequence number and the MAC for all of these things. The session is
30 then ended.
[0039] There could be a concern that if a password is used for the key, that the
key might have bad entropy. One solution is to enforce desired password

strength levels, such as by ensuring the password is of a minimum length, has



[0036] If the MACis verified in step 180 and the sequence nunber is
verified in 20 step 215, the server 120 sends an activate response nessage
220 back to client 110. This activate response nessage includes the
response, a session identifier 152, a sequence nunber 254 along with a MAC
258. [0037] In a simlar fashion to that of Figure 1, subsequent nessages
can proceed wth the session identifidr, the nessage and a sequence nunber
with a MAC 25 calculated for all of these things along with the key that is
known to hpihidtes ehtdenimber$Dam it sery eombth wb&ﬂlBB]Jr Axampb, endrdefr ta
session, either the server 120 or he cllen%1 g%can t ear nga session
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t hen ende ere coul e a concern that if a password is used for
t he key, tdrahotehe key m ght have bad entropy One solution is to enforce

desired password _str. th |evels, ensuri rd is of a
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to security experts, the password or conbination of password and ot her
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i ent 110 MR FF o835 SRstaR KBFMeL S B of AEIRN R RE RS R e f or
every sessyentifRsirakldadhe@cbivedl i ent 110 and server 120 Hence, a nethod
can use the session identifier as part of the key once the ses
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15 Thereafter a second key, designated herein as K2, is created by server 120 in
step 315. K2 can be derived from a combination of the shared credentials, such
as the password, along with the session identifier that is being assigned to the
session with client 110. The algorithm for the combination of the shared
credential plus the session identifier would be known to both the client 110 and

20 server 120,
[0042] In step 320 the server 120 sends an authenticated response message back
to client 110 which includes the activate response, the session identifier 152 along
with the MAC created with key K2. Client 110 calculates key K2 based on the
session identifier received in the message of step 320 in step 325 and stores the

25  key K2. Client 110 then uses this key K2 for subsequent communications with
server 120.
[0043] As will be appreciated, the method of Figure 3 can also utilize the
sequence numbers within messages and thus the methods of Figures 2 and 3
can be combined.

30 [0044] The use of a session identifier within the key provides a unique key for that
session.
[0045] !In a further alternative, a more secure symmetric key could be negotiated

between the client and server utilizing the key based on the shared client



step 315. K2 can be derived froma conbination of the shared credential s,
such as the password, along with the session identifier that is being
assigned to the session with client 110. The algorithmfor the conbi nation
of the shared credential plus the session identifier would be known to both
the client 110 and 20 server 120. [0042] In step 320 the server 120 sends
an authenticated response message back 9to client 110 which includes the
activate response, the session identifier 152 along with the MAC created
with key KRed&hlizatth(daloalrouaheestdeynd@ptias.eooaxamele, $kes siient dodisht i fi er

received in the nessage of step 320 |n, st 325 d st he 25 k K2.
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credentials, thus allow'ng symetric en_cr%/pt i on. For exanple, the client
could serehaiyplerspbmeasagesbetweandbesdent and servess Klawevehdhiser ver coul d

t hen respo ' tr L ' h h d key.
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and server,. HpyeV | equires synmetric
encryption?sdecrypl) ?)B%fb@gga{%ﬁwté%ég%[%:ﬁm As will be appreciated by those

ski | | ed i nfoole] Bigures He 2ahal/2 themefdre shemt a mMethadiofgommpupcating between a
roto i

¥ ot orr ed flsniAnRel SHYCa s odEaS I s t Siera pdey B ErSRave Tow a
met hod of QA 6dH 0EiZRehS&Y @hd be incorporated into the message to ensure the

15 authenticity of the message and prevent spoofing or the insertion or removal of
data from a message. Known credentials could include items already known to
both the client and server such as a password. Alternatives include adding keys
to both the client and the server that would be known to the client and the server.
This could be done during the provisioning of the mobile device either when it is

20  being built or during subsequent provisioning.
[0048] Based on the above, the message cannot be modified in transfer since
message integrity is protected by the MAC. It should also be appreciated that
only the owners of the session can produce a valid message for the session.
Thus the server is also authenticated.

25  [0049] Client 110 can be any device that can communicate with a server 120.
Wired devices such as computers can be utilized; however, due to the nature of
the protection and the lightweight computational requirements of the methods
described herein, the method can also be used on devices that have limited
computational abilities. Such devices can, for example, include some wireless

30 devices where further benefit is derived from having a limited number of
communications for a handshaking routine. One exemplary mobite device on
which the present method can be used is described with reference to Figure 4

betow. This is not meant to be limiting, but is provided for illustrative purposes.



client and a server using shared secrets in order to create a key for
hashing. The hash can then utilize this key and be incorporated into the
nmessage to ensure the 15 authenticity of the nessage and prevent spoofing
or the insertion or renoval of data froma nessage. Known credentials
could include itens already knowmn to both the client and server such as a
password. Alternatives include adding Kéys to both the client and the
server that would be known to the client and the server. This could be
done dur i ngogo)erjureidsisanblogk afagram itosirdtingle viatelecddvie aphierbd tsédwitko
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O L om s o o8l St e s A B e PR Wb hstlgtoss  ne
e nesadh R, oot odhelens e SplohFoossiqroBPL0 o o
cel | ular t42epAsméll bitdppaatr tossswsyskited iptis figld ok spmmunieatianss thet er net
appl | ance’pgrr(ic&aggteg‘iggoo hg ic:g%trﬁt?rgcgt%/r{ ggbsyas%r%)sf’lqp\}vﬁsde dependent upon the
communication network in which the device is intended to operate.
[0052] Network access requirements will aiso vary depending upon the type of
network 419. In some CDMA networks network access is associated with a client
20  or user of mobile device 400. A CDMA mobile device may require a removable
user identity module (RUIM) or a client identity module (SIM) card in order to
operate on a CDMA network. The SIM/RUIM interface 444 is normally similar to a
card-slot into which a SIM/RUIM card can be inserted and ejected like a diskette
or PCMCIA card. The SIM/RUIM card can have approximately 64K of memory
25 and hold many key configuration 451, and other information 453 such as
identification, and client related information.
[0053] When required network registration or activation procedures have been
completed, mobile device 400 may send and receive communication signals over
the network 419. As illustrated in Figure 4, network 419 can consist of muitiple
30  base stations communicating with the mobile device. For example, in a hybrid
CDMA 1x EVDO system, a CDMA base station and an EVDO base station

communicate with the mobile device and the mobile device is connected to both



10 [0051] Where nobile device 400 is enabled for two-way conmuni cation, it
w Il incorporate a comrunication subsystem 411, including both a receiver
412 and a transmtter 414, as well as associated conponents such as one or
nore, preferably enbedded or internal, antenna elenents 416 and 418, | ocal
oscillators (LGs) 413, and a processing nmodul e such as a digital signal
processor (DSP) 15 420. As will be appaklent to those skilled in the field
of conmmuni cations, the particular design of the comunication subsystem
411 wi I @mdﬂa@émlmﬂ/ The'EXD© arcbODMA dathase siatiows kse diffehertipading diets ce
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nobi |l e deVvice 'may“require a rgrmva | e user entity nodule (RUM or a
client iddnpitty reodivee2282 Myhichrday pedortarsuth coopeenrecaverduatigtsnas wor k.
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In the exanple system shown in Figure 4, analog to digital (A/ D)
converlsi oncommDnimiversigrais if recaiearedh2eand trgnamittaridddemarbe adspively

controlied through automatic gain control algorithms implemented in DSP 420.
[0055] Mobile device 400 preferably includes a microprocessor 438 which controls
the overall operation of the device. Communication functions, including at least
data and voice communications, are performed through communication

20 subsystem 411. Microprocessor 438 also interacts with further device
subsystems such as the display 422, flash memory 424, random access memory
(RAM) 426, auxiliary input/output (I/O) subsystems 428, serial port 430, one or
more keyboards or keypads 432, speaker 434, microphone 436, other
communication subsystem 440 such as a short-range communications subsystem

25 and any other device subsystems generally designated as 2242. Serial port 430
could include a USB port or other port known to those in the art.
[0056] Some of the subsystems shown in Figure 4 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 432 and display 422, for

30  example, may be used for both communication-related functions, such as entering
a text message for transmission over a communication network, and device-

resident functions such as a calculator or task list.



comuni cation functions such as denodul ati on and decodi ng to be perforned
in the DSP 420. In a simlar manner, signals to be transmtted are
processed, 10 including nodul ati on and encodi ng for exanple, by DSP 420 and
input to transmtter 414 for digital to anal og conversion, frequency up
conversion, filtering, anplification and transm ssion over the

communi cati on network 419 via antenna #18. DSP 420 not only processes
comuni cation signals, but also provides for receiver and transmtter
control . FOO5%Qperating systegasotwapplisatiby tha hicroprastissat #3% isp@ieedM n

receiver 412 and transmtter 414 may.be adaptiyv ntrol. ough
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(PIM) application having the ability to organize and manage data items relating to
the user of the mobile device such as, but not limited to, e-mail, calendar events,
voice mails, appointments, and task items. Naturally, one or more memory stores

20  would be available on the mobile device to facilitate storage of PIM data items.
Such PIM application would preferably have the ability to send and receive data
items, via the wireless network 419. In a preferred embodiment, the PIM data
items are seamlessly integrated, synchronized and updated, via the wireless
network 419, with the mobile device user's corresponding data items stored or

25  associated with a host computer system. Further applications may also be loaded
onto the mobile device 400 through the network 419, an auxiliary I/O subsystem
428, serial port 430, short-range communications subsystem 440 or any other
suitable subsystem 442, and installed by a user in the RAM 426 or preferably a
non-volatile store (not shown) for execution by the microprocessor 438. Such

30 flexibility in application installation increases the functionality of the device and
may provide enhanced on-device functions, communication-related functions, or

both. For example, secure communication applications may enable electronic



426. Received comuni cation signals may al so be stored in RAM 426. [0058]
As shown, flash nmenory 424 can be segregated into different areas for both
conput er progranms 458 and program data storage 450, 452, 454 and 456.

These different storage types indicate that each programcan allocate a
portion of 10 flash nenory 424 for their own data storage requirenents.

M croprocessor 438, in addition to itsl3operating system functions,

pref erably enabl es execution of software applications on the nobile

devi ce. Acpherdetces fiokshsatd ofhaxpuichdmahoias trahbattionsrto hel peréimedopsngt i ons,
I ncluding at |east data and voice comruni cation applications for exanple,
Wil | nornﬁb@?“ﬁéeﬂﬁﬁﬁ%ﬂﬂ%% on nobil e device 400 during 15 manufacturing.
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the m croprocessor 438. Such 30 flexibility in application installation
i ncreases 4He functional i ty of the device and may provide enhanced

on- devi ce Hﬁfgtft%icé:emrﬁ@étld?ﬁ boe@IYh s bpz'?a%bzié’ﬁev?é@ttfl}o isor
exanpl e, secure conmmuni cation applications may enable electronic 13
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voice or audio 1/0 subsystems, such as a voice message recording subsystem,
may also be implemented on mobile device 400. Although voice or audio signal
output is preferably accomplished primarily through the speaker 434, display 422
20 may also be used fo provide an indication of the identity of a calling party, the
duration of a voice call, or other voice call related information for example.
{0063] Serial port 430 in Figure 4, would normally be implemented in a personal
digital assistant {(PDA)-type mobile device for which synchronization with a user's
desktop computer (not shown) may be desirable, but is an optional device
25 component. Such a port 430 would enable a user to set preferences through an
external device or software application and would extend the capabilities of mobile
device 400 by providing for information or software downloads to mobile device
400 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the
30 device through a direct and thus reliable and trusted connection to thereby enable
secure device communication. As will be appreciated by those skilled in the art,
serial port 430 can further be used to connect the mobile device to a computer to

act as a modem.



or web page download will be processed by the comruni cati on subsystem 411
5 and input to the m croprocessor 438, which preferably further processes
the received signal for output to the display 422, or alternatively to an
auxiliary I/O device 428. [0061] A user of nobile device 400 may al so
conpose data itens such as email nessages for exanple, using the keyboard
432, which is preferably a conplete 104l phanuneric keyboard or

t el ephone-type keypad, in conjunction with the display 422 and possibly an
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15 communicate with a cellular network or wireless local area network (WLAN) or a
modem or cable connection for a wired connection. Other devices with memory,
a processor and communications subsystem with combinations of some features
from Figure 4 could also be used.
[0067] The embodiments described herein are examples of structures, systems or

20 methods having elements corresponding to elements of the techniques of this
application. This written description may enable those skilled in the art to make
and use embodiments having alternative elements that likewise correspond to the
elements of the techniques of this application. The intended scope of the
techniques of this application thus includes other structures, systems or methods

25  that do not differ from the technigues of this application as described herein, and
further includes other structures, systems or methods with insubstantial

differences from the techniques of this application as described herein.



[ 0064] O her conmuni cations subsystens 440, such as a short-range

conmmuni cations subsystem is a further optional conponent which nmay provide
for conmuni cati on between nobile device 400 and different systens or

devi tes, which need not necessarily be simlar devices. For exanple, the
subsystem 440 5 may i nclude an infrared device and associated circuits and
conponents or a BluetoothTM communjsxati on nodul e to provide for
comunication with simlarly enabled systens and devices. [0065] The
enbodi ment_ of Figure 4 includes many aspects that may not be necessary for
a device M i npl enent the nethods herein. 10 [0066] A nore basic
device could include only a processor, nenory and comruni cations

subsystem | iUl b oA bsSdr RHEnti@RioA oPmessgeobetiveen pliritice t he key
K and the I\/Kg"%gr{s(}gé&tgﬂ kec§/ P%. Menory coul d be used nti&lhe shar ed

Q. stor
cr edent delice andarsencert sas giartsipvica and VGRS 84 8"33 ‘%?/(get en could
i ncl ude,, wi d i i<yis systens such as a radi o subsystemto 15
B RSP MecREdst

conmuni cate w ["['ular network or, wireless |ocal area network (WAN)
or a nodem diizibaMecliedirrrieniad e ¢68e2 Ky ed connection. Other devices with
MEMDry,  a PLAGeSHOd mBilgs RTRURimiedib0M: Sukisge nstndwgtdsesoeisenat i ons of some
features fromFigure 4 could also be used. [0067] The enbodi nents

descri bedmbesi ei n are exanpl es of structures, systens or 20 nethods having
el ements cor gesnARgiatgescageh an@ttationfootie MAGTHI Baksy and hRIMESSAGFHI i cat i on.

This witten description may enable thas [ ' hggart to make and
use enbbﬂpﬁﬁglﬁéﬂ%{}i”ﬁ@”gﬁnf’ggﬁ%{’]‘%g@%ﬁ‘gﬁen'E”s tahg'?%éle%ee\%ﬁ%g correspond to the

el enents of Daﬁ%&\%wmau@me@feqméﬂce nampki oautrenticaihiveimasedlfed scope of the
techni ques of this application thus includes other structures, systens or
met hods 25 that do not differ fromthe techniques of this application as
descri bed hergi metiadhf it t hetteréinchiddbent otedentiad israpassves; systenms or

met hods with insubstantial differences fromthe techniques of this
application as described herein. 15 CLAIMS. 1. A nethod for client
credent izal  bangehembd @ riains ator oairo®, wiesengeld kpgisviEeehLLIePEINd i ce and a
server, said client qeavd ce srgad'“y%racgiggéh.know ng said client credential,

> : da]pd
client credential until a desired key le
4, The method of claim 1 or claim 2, wherein said key is created by utifizing a hash

function known o both the dlient device and server.

5. The method of claim 4, wherein the results of the hash function are truncated to a

desired key length.

6 The method of claim 2 or any one of claims 3 to 5 when dependent on claim 2,
' e key.

wherein the password is combined with a security token prior to the creation of th
7. The method of claim 6, wherein the security token comprises information
provided by the client device to the server offline, said information comprising any of:

birthdate, birthplace, mother's maiden name, and/or security answers.

8 The method of any one of claims 1to 7, wherein said utilizing step further
combines the client credentiat with a session identifier to create the key and/or combines

the client credential with a nonce from an activation message.

9 The method of any one of claims 110 8, wherein said creating of the key utilizes

a secure pseudo-random number generator.



t he met hod conprising the steps of: utilizing the client credential to
create a key; preparing a nessage for transm ssion, the nessage including a
sequence nunber; computing a nessage authentication code "MAC' with the
key and the nessage by using a MAC function known to both the client
device and the server; and using the MAC and the sequence nunber to

aut henticate the nessage. 2. The nethod of claiml1l, wherein said client
credential is a password. 3. The nethod of claim1l or claim2, wherein said
key is created by repeating said client credential until a desired key

| ength 18 acmixeemetﬂodéf ciditned, mbtleodhekeolrapsautiooandohrenumt®r gedrestel n sai d key
is created tR% | h ﬁ%“%' a has function known to both the client device
and ser V&7, "8 S PhE *HER cI aim4, wherein the results of the hash
function are truncated to a desired key length. 6. The nethod of cla|m2
or any e of, cl WhEs.

passworgpl S f':— %ﬁgﬁo?’ %ﬁ;@@%@@ﬁﬂ?ﬁ’ﬁmgﬁﬁaﬂ% S’Fr@r&?‘aﬁepscreaﬁhgn of the
key. 7nuifber gepttatid usds tob aliant Grededtiat mmblmaﬁemﬂ‘etb@u sequitytiehesrrscosqRdi ses
information provided by the client device to the server offline, said
information conprising any of: birthdate, birthplace, nother's nai den
name, amd/ or Teemethiotipf caiswErshengiepBhdanten hisih Bfwharsin SlecPserdTTaie®E 1 to 7,
wher ei n [ &thp edent i al with a
session |§ ent#é}jsegk&tuggsctﬁé%{?enftU{ﬁgg&hlcan o@g]oth%?%%édnqﬁnetm% i ent credential
W th a sestter dsemtheahera@tadeatnalo@mmg@ugfethegwﬂ%@«'m%%%d of any one of clains
1 to 8, wherein said creating of the key utilizes a secure pseudo-random
nunber generator. 16 10. The method of claim9, wherei n t he secure

pseudo- ﬁ&nﬁwﬁb%@frafg@ﬁépé@‘@ms 11ed2. whrrepispidisingReiMAC YAl as a seed. 11.
The et hogleQicafd e Mell mpfls§Rendant on claim6, wherein the pseudo-random
nunber generator uses t cI ient credential conmbined with the security
token as a seed. 12. The met hod of cl aim 10 when dependant on claim 8,
wherein the pgGMER=NME Rthe HETbRTe t8RMAE Bscubs@esddae; aldi ent credenti al

conbined with the session identifier as a
sending the secure message.

14. The method of claim 13, wherein said secure message is verified as authentic and
unaltered by recreating the MAC upon receipt of the secure message and comparing the

recreated MAC with the received MAC.

15.  The method of claim 13 or claim 14, wherein said message is an activation
request message and comprises a client identifier or said message is an activation reply,

and comprises a session identifier.

16. The method of claim 13, wherein the message is an HTTP message, and the
MAC is added to an HTTP footer.

17. The method of any of ¢taims 1 to 16, further comprising the step of negotiating a

symmetric key utifizing said key created with said client credential.

18. A client device adapled for client credential based authentication of messages
between the client device and a server, said client device and server both knowing said
client credential, the client device comprising:

memory for storing the shared credential;

a processor communicating with said memory and adapted to:



seed or uses the client credential conmbined with the nonce as a seed. 13.
The nmethod of any one of clains 1 to 12, wherein said using the MAC to

aut henticate the nessage conprises: adding the MAC to the nessage to create
a secure message; and sending the secure nmessage. 14. The nethod of claim
13, wherein said secure nessage is verified as authentic and wunaltered by
recreating the MAC upon receipt of the secure nessage and conparing the
recreated MAC with the recei ved MACI7 15. The net hod of claim 13 or claim
14, wherein said nmessage is an activation request nmessage and conprises a
client identifierygfaréantbsbRfSagearsmisaionAbe meaatagerinclefitya sequedc®onpri ses a
sessi on |dent|f|er 16. The nmethod of claim 13, wherein the nessage is an
HTTP nel4BeRs;, and the MAC is added to an HTTP footer. 17. The method of
any of clains 1 hmmkﬁheEMﬁﬂbﬁﬁemﬁﬂpnﬂsﬁmgkewe step of negotiating a

symetric key utilizing said key cre t Si&dential . 18. A
ciient device adaffedf qyrangqp%#st‘iﬁgg rtglat‘g:a rB%Ss%g ggtlp ‘g'r%tgtllcatl on of

messageguadetwgen the client device and a server, said client device and

server both knovwégfg%‘t ﬁ%mgﬁ%ﬁggaw@]teﬂ ?{gr? de%metrh@ss%bb%‘éreéi@\éléé@uﬁorfpr' si ng:

menory for storin a processor conmmunicating with
sai d nemkyagngnddapted to: 17 prepare a nmessage for transm ssion, the

e b AT RS HIRAES olthd eacblie ridshagy credential to

create a key?“H nmessage to create a rreszﬁo%b
aut henti cat i gie dzode beihyAGher adapteddd am*i‘émrﬁé%%@@s%ﬁﬁ@ﬁ%‘iﬂ‘i Hecode to the

message to create a sec TR & (AL aad asubigy st em adapt ed
to sendSENE" SENFERe L ngfrgﬁgﬁ%gé\?}/ce bei ng further nﬂ@ ted to

aut hent Isé@li@ncanumeesrag@ngéeéumwwqth%fu@é?we”w 'sage received from
the server including a further MAC and a further

19. The client device of claim 18, wherein said client credential is a password.

20.  The client device of claim 18 or claim 19, wherein said processor is adapted to
create the key by repeating the client credential until a desired key length is achieved.

21. The client device of claim 18 or claim 19, wherein said processor is adapted to

create the key by utilizing a hash function known to both the client device and server.

22. The client device of claim 21, wherein the processor is further adapted o

truncate the results of the hash functionto a desired key length.

23. The client device of claim 19 or any one of ciaims 20 to 22 when dependent on

claim 19, wherein the processor is further adapted to combine the password with a

security token prior to the creation of the key.

24 The client device of claim 23, wherein the security token comprises information

provided by the client device to the server offline, said information comprising any of:

birthdate, birthplace, mother's maiden name, and/or security answers.



sequence nunber, using the further MAC and the further sequence nunber. 19.
The client device of claim 18, wherein said client credential is a
password. 20. The client device of claim18 or claim 19, wherein said
processor is adapted to create the key by repeating the client credenti al
until a desired key length is achieved. 21. The client device of claim18
or claim19, wherein said processor is adapted to create the key by
utilizing a hash function known to bidth the client device and server. 22.
The client device of claim2l, wherein the processor is further adapted to
truncate the results of the hash function to a desired key |length. 23. The
client device of claim19 or any one of clains 20 to 22 when dependent on
cl aihm 1925.Vme7midlerttE@vi@é’ ORGDAE of ﬁaifntsrﬂshtep_:;,m]gunedai@ Ero@eﬁéﬁmeﬁ] he Ioassvvor d
with a security taoken prior to the creation of the key. : client
Gevi ce. didaaied o eRlent cradBrtal B p S8t adiartioeilp Bl nE e iR on

pr ovi dedcdmpirtehtee chdneatdereni wieh & toridedrosearvativaibhlmaseagesai d i nf or mati on
conprising any of: birthdate, birthplace, nother's maiden nanme, and/or
security answers. 18 25. The client device of any one of clains 18 to 24,
wher ei n Zai d Theolos device sf argdapbbdaite 18dmBSs. véherdie sail parsessr ®dential with a
session J i fi t . o ient credential
with a néodr%gle&fté E%}Etg&ﬁ%g{f@%ﬁ:%%%ﬁ%g@ﬁé%@do%%&?g%ﬁ?fgbi ce of any one
of clainms 18 to 25, wherein said processor is adapted to create the key
utilizing a %&%‘Hﬁ&zlﬁéﬁﬁ@&&ﬁm%%ﬂé’r M the &%g%r;?s%% ranfidm nlipef! 1 €Nt devi ce
of cl ai m 26, erel n the secure’ pseudo-random nunber generator uses the
client cresdetariuaes e cherd sredentzBas Ieet| i ent device of claim 27 when
dependant on claim 23, wherein the pseudo- random nunber generator uses the
client credential conmbined with the security token as a seed. 29. The

client ddvi cdheicligngpyricedf dpiaR’wangasndaptontsiaimm e wheidhepseudie pseudo-

randpm %H@% nGRP& @h&ratdd $68s fhB @uietrit Eﬁaéntﬁf%ﬁm&d&bitrﬂﬂ@%@ﬁ@ t&iénha}st he _
session identifier as a seed or uses the client credential conbined with

t he nonc&Se88- a seed. 30. The client device of any of clainms 18 to 29,
wherein said nessage is an activation request nessage and conprises a

client identifie r.said ssage i s, an ,activati repl and conprises a
sessi on %d ent{hpic@?n? device of crlgaum 2a!q«~hen dependant on clg‘im %1 whe%:ry the pseud%- P
random number generator uses the client credential combined with the session identifier

as a seed or uses the client credential combined with the nonce as a seed.

30. The client device of any of claims 18 to 29, wherein said message is an
activation request message and comprises a client identifier or said message is an

activation reply, and comprises a session identifier.

31. The client device of any of claims 18 to 30, wherein said processor is further
adapted to negotiate a symmetric key utilizing said key created with said client

credential.

32 The client device of any one of claims 18 to 31, wherein said client device is a

mobile device.

3s. A computer readable medium embodying program code for execution in a
processor of a computing device or system for causing said computing device or system

to perform the method of any one of claims 1 to 17.



31. The client device of any of clains 18 to 30, wherein said processor is
further adapted to negotiate a symmetric key utilizing said key created
with said client credential. 32. The client device of any one of clains 18
to 31, wherein said client device is a nobile device. 33. A conputer
readabl e nedi um enbodyi ng program code for execution in a processor of a
conputing device or system for causing said conputing device or system to
performthe nmethod of any one of claﬁﬁs 1to 17. 19 34. A nethod for
client credential based authentication of nmessages between a client device

d | : . L o . . Cent

credonti o ATRhReGincAth HEKHES o8 B REU AP In AR s BbER once

to an entryfierredta sshensaid ciientiieviae e ohpavey ibath leowinigregsl. cligs crefeotidlent  devi ce

adapt ed {04 m%[HoSEEb&érﬁig@ﬁé @Jreipgﬁﬁqibéw%vm?%ér&@ée' tQ%n%t’nb%iﬁ%g%qﬁ)wEbet ween a
an er, C )

client device a ser sal rent device and server nowi ng said
client cihderesrcpaipanyng dfawinpent devi ce substantially as herein described
with reference to an enbodi nent shown in the acconpanyi ng draw ngs.

35. A client device adapted for client credential based authentication of messages

between a client device and a server, said client device and server hoth knowing said

client credential, said client device substantially as herein described with reference to an

embodiment shown in the accompanying drawings.



