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NETWORK FLOAS FOR NETWORK DEVI CE Fi el d of the

WO pwe8i4e [ 0001] The present invention rel at eBCT/0S2008/013691
using network flows data exported fromnetwork routers
to provide information about the traffic

oS DHOR O RESTEVIRK, RELNURR AP SO B TN AMES
devi ces i nvoy WERITWORREFL OOWSUSORINETSVORIE IDEVECE

address. This application describes the steps

necessary to efficiently resolve the network device
addrdéskigﬂﬁhdﬂﬁgmﬁmgin names using user friendly
nanes of the network devices. Background of the
| nveri0064] [ 00B2] pNsenbrikvergaye rdlates e usdeg uletivork nloys data
i mport ant u&iness functions, such gs.s bscr.i ber
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and sys o 'ty planmhing, and securi

usagenetbik deeed dledtiTy! tHe@cheriagéviats iniddvé®in e flow using
exchanged in a conmuni Cati ons sessi on bet ween partl es,

but rtheineretwodk add=essuniripapplisatom detcaitiesthe steps, necessary to

known as. "flow records" containing opne or nore types,
of weftfﬁe@p&y( resglve the ngtwierk, deyige aaddress, iauiheist Geyprin names

flow 0 r C ' f r), sFlowmr),
j F ovb[sﬁg {‘%%fg‘&ﬁw @%I%R%{;gh%glge%k d%ﬁé’ed herein, a
flow record is defi ne%agﬁgl%mggéﬂthg?Ii“;erﬁfoggpeasure of
uni di recti onal networ | P packets
that share common source and destination paraneters

duri o6z} i mNetwoek VtﬁJaFe[dHiQ?a]s ddeful }fbﬁ&nﬂfgr Meipdgah@ business
i ncluded within each flow record vary based on the

t ype foncigensyisueh angubsariber billingomaskietingi& custemer care, product
cases &sed on the particular network device

provgdcﬁvg PORRIL | SRVPEE FRFEAUGT ranssgment NEBYPTKe @A gsystems
0 1l eb it 9RO, BB KLl
such aasual information exchanged in a communications session between
parties, but rather includes numerous usage detail records, known as
“flow records” containing one or more types of metadata (i.e., "data
about data"). Known network flow records protocols include Netflow®,
sFlow®, jFlow®, cFlow® or Netstream®. As used herein, a flow record
is defined as a small unit of measure of unidirectional network usage by a
stream of IP packets that share common source and destination

parameters during a time interval.

[0003] The types of metadata included within each flow record vary
based on the type of service and network involved and, in some cases,
based on the particular network device providing the flow records. In
general, a flow record provides detailed usage information about a
particular event or communications connection between parties, such as

the connection start time and stop time, source (or originator) of the data
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the connection start tinme and stop tine, source (or
originator) of the databeing transported, the

waele®vioseass on or receiver of the data, and the BCDUS1008613691
data transferred. A flow record sumrari zes usage
information for very short periods of tine (from

mlliseconds to S casi onal |
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meani gétqj aﬁaU1raﬁsfeh%ayg{ Hppass &?@f&S$RW?P&HEed, etc. In
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sumageliephdny atewobiksgthe flaw reupraisrthavimakowp thesisags snformation
functions. Network usage anal ysis systens provide

i nf orarer¢ierrediioas CﬁUvd@éalhéQ %(GlPR$).ces are bei ng

used and by whom Network usage anal ysis systens can

al so [B@Oﬁkedlm peivartk mppitpgpe pihediedwprle flovorraords are collected,

met vor g etonLereRlES, b Bne TEeuiPeh] BRuEE " Nbiek vsaee
examgngl s g%hlsub%de%@tt’h@& %pﬁ%ﬁﬁﬁ%ﬁﬂeéﬂ?&a@ reports or

functio bscri ber usage behavi or

noni tsurrﬁﬂamzx:d datakfikes thatr suppe)xtpeaim@m:husmessf fimeciaas. Network
future network capacity, or to identify usage behavi or

i ndi ¢sagy eanAlysist wovtrmabpsevide r infarmadon h@bqut howos3 network
Furt hernore %own te hn| ues .for i ent|

are IER{EEUACTRENg MR gundvarkirads Geasdis systems
S€eco ﬁlré(lsgfﬁee%éd qb Id&ﬁugy r(g :pri gﬁyb @ﬁstgﬁ-{é&t&hsﬁ&non-related

net wor resource usage an I'ng a cati o

r equésduesgsuch asnthakel caded byangevakotongesfion had metworkksecurity
resources. However, it may be difficult to
di f f éibese.i ale ong weemplee neiwerk alﬂéllza@gmtanﬁbtmrfonnance as a

| t t | t
e o RS R S RerbPr e o G EIBIOREG I g user's
to a‘é?( riEFdeE Ol ‘P@rec@st"ﬁhﬁﬁa 'Héi/wéﬂg APAERNt 0P Mo Adentify usage

syste or sone tine, wait
behavior indicative of network abuse fraud and theft.

[000S] Furthermore, known techniques for identifying virus are
limited. The known techniques generally look for secondary effects of
the virus, such as monitoring network resource usage and identifying
applications requesting an unnaturally large amount of the network
resources. However, it may be difficult to differentiate between the virus
and legitimate applications that require a large amount of network
resources.  Also, viruses are becoming more intelligent to avoid
detection. A virus may sit dormant on a system for some time, waiting

for a signal to initiate. For example, a malicious virus may sit dormant



for a signal to initiate. For exanple, a malicious

virus may sit dormantuntil confidential data is
w@ewaiosraes Thus, while the virus is waiting toPEDUS2008/013691

woul d be difficult to detect because it produces

m ni mal side-effects. Sunmmary of the Invention [0006]

e SPERSRESH Sl Ao’ PE5C iR VR dvflipe to act,
resoliviyRaId6E WirtcuRddResct bRcARRtit g?é’[ﬁﬁ:eh PinghwPsilde-effects.

flows for network devices. In one enbodi nent, the

system i ncl udes networ §yfeyirg® AR THhedHtRH t 0 produce a
flow record, a flow record storage configured to

r ecei[0806}ai dlr resporseota thesemasdi (oihnetnmdk, dmhodemants of the
to store said flow record, andad al-gglIOSISt

conf mm INYERIRNE PEOKISE @ SYSERY afl ¥%r E9lyigg network

i dent | a nu e

st or adafesS, 0 BB, fhef 3h Rk o I G2E 1ERRRAPEC d5ickE" In one
conf iR met rﬁ%egfy\gﬁenﬁ hﬁcl[lblé@héﬁ@érkr@é%@é boaﬂgﬁ&a&o produce
and to Identify a fext network address correspondi ng

to sa flomumecordala fletwoekorddstoespe. cpOiguiedOp irocwle yS,ald flow
the flow record storage is configured to receive th

t ext rﬁ%qrﬂcﬁquma%d é‘§§"’%ﬁ1fddft"é°%@ﬁ1% SioFe saiddiew e, and a data
record cI ude.t he text network The, s

mmy Fite bRl 100l S fetEed BEdetiy @%I#a%%fe?ofﬁ Fgseaf SiP o Mentity
rec e'avﬁulﬂglqcﬁ' SRRk taid@résh QUnERREd th & s{ohEd FRMW record. Then,
network address. Optionally, the network device is

conf iaguaddiet® ahabsis/ eocincomigwrati tonredfeivdrehaumenériedl network
networ k address froma user interface and to add the .
nuneraﬁémssmd/vée kidgadfegstexd natwatk exldressnee@espansgdng to said
Al so, the. nt er q3ce may forward the indication of

sai df%‘ﬂmf‘éf? “ﬁ%'{l\/&)({ “Xddress in response to

Phe. A0eaeE, n?&)ttﬁ)r oy, s 1R b s TS RN B R Tpgive the

furt hgkt AdtRiovk @dard8RRANG halifp tROREJrBd TRV kécord to include the
associ ate the nunmerical network address with a text

net waext metdvork saddéesso, Thbesyatdar essy ﬁmahgzsim“ludmh usey interface

al so include a data agent confi %ured access th
net woPRTigyrebguregeave aed mipplay dhe fhpw record and the text network

address. Optionally, the network device is configured to receive an

indication of the numerical network address from a user interface and to
add the numerical network address to an access control list. Also, the
user interface may forward the indication of said numerical network
address in response to predefined criteria. A data input device may
define the predefined criteria. The address analysis tool may further
include a mapping table configured to associate the numerical network
address with a text network address. Also, the address analysis tool may
also include a data agent configured access the network to populate the
mapping table.

[0008] In another embodiment, the present invention includes a

method for resolving network address to host names in network flows for
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[0008] In another enbodi ment, the present invention
i ncludes a nmethod for resolving network address to

whomb/oseases in network flows fora network devi PE€r/US2008/013691

this enbodi nent, the nmethod may include the steps of
receiving a fl ow record fromthe network device and

tori d
ile gtrlggetﬁgir&o({ ess E&E}gg}ﬁg@ ﬂ{la,e{nh Asﬁ é/ dﬁﬁude the steps
r ecoréhe%eim%ah%w 26¢bra oS! thE HEBWERAL ﬂ@ﬁeeﬁﬂd%ﬂi said flow
said nunerical network address is identified. [O

Opt i amadtd fronheaidendiedrkalevicec| Neet, teheetstag anfdress contained in

modi fyi n the stored flow record to include the host
nane. thasieredt ﬁé@@fé‘dwrﬂﬂyaﬁeﬁca & hast namepcgpresponding to said

di spl t.he flgw record . E. host nane. The
nmet ho‘?]l}/ C?Ir{’c,eltwa ?% 8% bsp' 68?1 lFﬁe net wor k devi ce
recei [;)'059 an ﬁ%n&ﬁ&é%ﬂ{gtﬁ%r @ﬁfnw&bﬁl%dgtgﬁ%f r;mglfymg the

|nd|ct|o

respofisRedt ﬂoW e&ei‘rdn@dnfdlua@rth@ ho?f‘@laﬁﬁt hodlisepich®nraéthvd may
i ncludes a step of accepting a data input to define

t he pinehelki thedstep iof etispayiigsthe flow mebhbdndphedmt Imame. The
i ncludes the step of caonfiguring a mapping table to
assocngtod: meahdnglde Hifdr i t Hien §stworkngleviges geceiving an

th ne i.n d ent

acgersrl‘9 g:aﬂié)pwéfj I?a{d “%g‘ﬁ tag %ﬁgé ?ra |%€ﬂf %g?r{] Of{ gzago?etwork
I'n angidreds aROBE r@%m’mare%lééﬁﬁ“tcﬁ Hredoriaed efkdr¥a. The method
resol ving network address to host nanmes in network

f | owsoftanadlynétclodés destere dfnabeapemea af Idata napmr do define the

storage system configured to receive and st
r ecorRrcdelingk critesya- aneAIéOdﬁit‘ansﬁﬁbvaéloaéuycléchrﬂ@é the step of

dat a an 1S device | ured. tq access,th

ot or g Rirte A Tiapiint TafR el b thef REGTRkcAirpss with host
the flOMer A3 9he aRGhd@ incYudehGorifl rf 851‘3. dent to access a
repl ace the nétwork address with a host .

Opt i omaMoyk té pepulateathenabpysing tdlelel ce i ncl udes a

mappi ng table configured to associate the network

addr e[?ﬁlﬂ;] t hlln Lmlduh)srt enﬂ)mdim&':tme aJIayae?&wdynam&dlbferesolving ‘
may al so i nclude a user interface con |gure

di spl28WVORE addesss tochosd Ramsy ik nghvertke gqxaar@etwork device

A souintRRE3! Ao bRl s gﬁstwcmé&ga @ H2tRe and store a

agent
record of the flow and a data analysis device. The data analysis device is

configured to access the storage system and to identify a network address
in the flow record, and to modify the flow record to replace the network
address with a host name. Optionally, the data analysis device includes a
mapping table configured to associate the network address with the host
name. The data analysis device may also include a user interface
configured to display the flow record comprising the host name. Also,
the data analysis device may include a data agent configured to receive
the network address, to access a network to identify the host name, and to
populate the mapping table with said network address and said host

name.



t he network address, to access a network to identify
the host nane, and to popul ate the mapping table wth

W@ a0d/08mssvor k address and sai d host nane. [ 0011PCT/US2008/013691

Optionally, the data agent stops after a certain
nunber of tries or after a certain period of tine and

retur ert qr I ndi t t .
nssod Mgl ARSI L SRR A Bl of wies
f oundyr £%&0a cEﬁ@inn?&Rbd‘% tiod hRd Rbtu¥nLAR ictRDrahéLhgd to indicate
certain period of tinme, there causing the data agent

t o r ethaeahhdst enamg pssaysatodt widh nthe heetwerkvaiddresd dvamnse de easily
and the host names. Brief Description of the Draw ngs .
[ 0012founde Adesethgnmappings epfjenally expise afles aggrtain” period of

or oot mun B e dEE Mt A5 TRREHTTRS oyl between the

Fol | oiridrrglialdses ARPae Rist Anfegken in conj uncti on
wi th the acconpanying draw ngs i n which: [0013] Figure

| A depicts an exenpiBHdf D&iMpiion F thE THatkdnsse Wi th

enbodi nents of the present T nvention network; [0014]

Fi gur @022}epildtes ahnvexamp| athyr foects e doatdrey Gddshdvantages of
Figure 3 depicts a exenplary t;tble for stqring. the,

f 1 ow FeEEWR Fxenplayc rTpeREBehist o it pErseRhiBVERiamyill be more

eerpnytaBbb s S Ring Baiifesh PR Gy Whsaoygopjpnetion
accorganGRe %é&hﬁmﬂgf&%ﬁlgﬁint\bﬁicﬁf esent invention;
[0017] Figure 5A dépiCts an address mapping table in

accor @18 WHifurn®@epRrit 8n ekefnparp TREGBEK IM¥&Vrd&ite with
[0018] Figure 5B depicts the exenplary flow record
dat a ¢raboéinuntFopftheep@senianverisomhpetwarbnvert ed usi ng

enbodki0UAl s dRERe? dreisiaith PHRBARTB RO GSRER: Fi gur o 6
' i ce ' t i :
comm VL] oREERE SRR s o EhfR Fblich Soring the flow records

cont rigl aceYEdae vl eﬁ;bBUQWeﬁt@QﬁTtHe %Pé'sfeﬂg thvenfibgm in
accordance with enbodi nents of the

[0016] Figure 4 depicts an exemplary table for storing aggregated

flow records in accordance with embodiments of the present invention;
[0017]  Figure SA depicts an address mapping table in accordance
with embodiments of the present invention;

[0018]  Figure 5B depicts the exemplary flow record data table of
Figure 3 that has been converted using the address mapping of Figure 5A
in accordance with embodiments of the present invention;

[0019] Figure 6 is a service flow diagram that explains the
communications between a network node, an access control system, and
a flow record storage system in accordance with embodiments of the
present invention; and

[0020] Figures 7A-7B are each a flow diagram depicting the steps in a
method for creating flow records containing user friendly addresses in

accordance with embodiments of the present invention.
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present invention; and [0020] Figures 7A-7B are each a
fl ow di agram depicting the steps in a nethod for

w@e@ansngs f | ow records containing user friendl BCT/US2008/013691

addresses in accordance with enmbodi nents of the
present invention.Detailed Description of the
Preferred ErrbB'. . v 00y

net wor kK usage=dattar ysts - sSystetr :

col I emiob® Sy 8RdOWAT ¥PFIE30 anthedwdAlt AusabO sy s3Y SyS@m 111
140, in one enbodi nent. The data collection system
serveinchigies atsm caldctidnasystaheseever 130 andemiatd storage system

server that collects the flows 190 fromall various
net wot40, dfepite embpdimentt okhggdat@neolsealopsystemnierygg 430, also

[ ' ) 130 ' f
o e TURREL 3 (B B a8 rom
net Wéﬁ&{%vﬂe@@ohbageﬁ@ 1@@rfor%torage LRd _ra%vrygqés the daBti&dllection
as a |l ocal area network. In one enbodinent, the IP

net wosylsteld 2serned UGOs rédegvéntfywetecddds. 100D Ithe flow record
general, flow record generating devices 120 rm%/
i ncl ugrnesating davical 130, awhiobetswdmetwerk devisgphpt és part of an IP

handl i t k traffj t "l ds" d,.
goner SUNREK 1l dwhie 65 s aeeb AréhasWarks finongsaihidimgnt, the IP
flow g &8GRk é@?@ﬁm&e ﬂueglﬁlgé&%fsli?no i ncl ude routers,

swi t ches and gat evvaygs], i n sone cases, may include

appl i [gabRpPn 38T ¥Gfefal %v&bq%éor@genaﬁiiﬁgr&em&bqgo Ay include
nmost cases, the smali flow record recofds generated by

f 1 ow substantiat g reeyaictworkl eev wescapableasfehandbiongf mav astweork traffic
stream of flow records 190 to the data_ collectiaon

syst e#h "diaespecdS and growsating floyurscaedsiBer Waptratlas. Expsmplary

i ortit e at BTCng d<FioeSy nalPRIIE IR, switches and

S ovari TSt
s PRCEL gl PRSI A0, PRIl AR o,

r ecorairl h@bwearke prypescal Iy neagiocdsed, thomndle flevwordord records
agent 120 in User Datagram Protocol, (UDP& or Stream
Cont rgsineratgd diyi Rewsacmdgenesatinasdmayey b2l aresexprted as a stream

ot o Bt isd ol BdhERal S Rcpiohdys i Server 130

[0023]  Various network protocol run on network equipment for

collecting network and internet protocol traffic information. Typically,
various network agents 120, such as routers, have flow feature enabled to
generate flow records. The flow records 190 are typically exported from
the network agent 120 in User Datagram Protocol (UDP) or Stream
Control Transmission Protocol (SCTP) packets and collected using a
flow collector. For more information, please refer to Internet
Engineering Task Force (IETF) standard for Internet Protocol Flow
Information eXport (IPFIX) at http://www.ietf.org/html.charters/ipfix-

charter.html.

[0024]  As described above, flow records 190 are usually sent by the
network agents 120 via a UDP or SCTP, and for efficiency reasons, the
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Engi neering Task Force (I ETF) standard for Internet
Protocol Flow Information eXport (IPFIX) at

wheaopos24sswy. i et f. org/ ht m . charters/i pfixchart ePCT/H82008/013691
[ 0024] As descri bed above, flow records 190 are
usually sent by the network agents 120 via a UDP or

v20' 6RO, Rl 120 G eGP AL i, REPRYY Bl B4 exported.

nce they are

exporyal. 2 WbP acWDRTtheWlowf rdcBed flloowis afsiptd180e it network
dropped due to network congestion, between the network

agentcohgéstiong beheednthe wetivoek bigemt E2( aed tHeddataidolleation server
be | ost forever because there is no way for _the
net wdBR, #guay bedost ivrevardrngansrethereis Re dwydforgbe nepwork agent

inneddbariess b iaPhistorT ikl RFLRAY G LeSufifidlon a per-
Thus,infebecE hAYR 168505d! ?g%@;%s%rg?'%ﬂﬁ&ﬁhbyofﬁﬁé ‘%Qut‘égs tphScessor.

packets 1 nput to inter e It isenabled t

avoi dHigy e floowniccogisan@) afe ganerallprbastdront the paxtkets lnput to
agent 120. Also, the network agent 120 may export a

f I owintstfaces where ifrismpeblagaekasiaid donbbspourtingrnd 9 saue work
AT | ks PR eett UL el haBerk dBenLdghaneg export a
of pa}fdﬂ@r%«:&@s @l&f%ﬁgggt&eﬁe&gP address, Destination IP

addr ess, Source stination TCP port, and IP

gr 1?It 39925] TYRIBROIY 1608 HREWBEdn aReMed 180 Mady Wa¥sdUtIn one

w record when it determnes that the flowis
fi ni dhplemdination; wofldwagehtded 205 dople: tahusidirgctibhalvsequence of
agi ng," where the network agent 120 resets an _agin
countpackeiRdn defiaerzauies kP agdress) Pesinatiom Byaddeess. Source TCP

Lo Hl ShebiEt B et ToarRtdgl | SYBGRNL PreRerwort
fl OWathE? TI?GW‘I‘PF Bu@g%t &40 H1ed fesqnlihey F"f’%ht'g@ flow is

out pu OW reco at a fixed interval even i
f 1 owfirisisdd. | Thengaimogk adehen datdoes!titis by “dibiw nigiig, atwliere the

could define flow properties on the network agent 120.

[ 0026Tetwork @gﬁrrteb%f tesedoar agingoeewntar vhgngdieagtverl agent 120

ie)rzg%gg% ig;g\%ta l%tqu% ?12\ eté{b Mgl olzvl? gls%i, TP fsc':sos\ll\cljn érknqgewiqon in a
TCP flow causes the network agent 120 to expire the flow. The network
agent 120 can also be configured to output a flow record at a fixed
interval even if the flow is still ongoing. Alternatively, an administrator

could define flow properties on the network agent 120.

[0026] A flow record 190 can contain a wide variety of information
about the traffic in a given flow. A known exemplary flow record 200
contains the following values, as defined in FIG. 2 (PRIOR ART). In
particular, the known flow record 200 may include a version number 210
to identify the type of flow being used. A Sequence number 220
identifies the flow record.

[0027] Continuing with FIG. 2, input and output interface simple

network management protocol (SNMP) indices 230 may be used to
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contains the follow ng values, as defined in FIG 2
(PRIOR ART). In particular, the known flow record 200

woreapoiosaaBgide a versi on nunber 210 to identify PCEUS0PE013691

of flow being used. A Sequence nunber 220 identifies
the flow record. [0027] Continuing with FIG 2, input

0, SRR T B REL  ED  yed

i dentri'eft%oﬂ@ ngeﬁl%\ﬁ't GStehly Q}J%Wnetw atfcHe® Qiebibes for

net wor kK managenent sys ens to nonitor network-attached
devi eeaditionscthatwarmams adn@hisiativardtteationnasd cansists of a set of
attention, and consists of a set of standards

net wﬁammﬁag"@rretmtworlﬁcmaag@n@ﬁ, sludeagu%m fﬁapﬁ?atlon Layer

h
ob; e rotocefy bR fBRse sThRaguHER ol a opRALT o SAYP exposes
vari qmlr?%n ntth&ltﬁalrﬂagﬁﬁ| ﬁ%ﬁtgmarl‘ﬂ'ﬁle@hOQGtﬁErhﬁﬁaéé@ systems,

systemc urat| on ese vari abl es can then

quer ivelﬁichadacﬂbaahengs;t@ﬂtc)orﬁ}gumml Wgesmphnahltesocnm then be
Modul ar devi ces may renunber their SNWVP indexes
wheneveried|(and samgtimisesed) by menaginoepplisabipag. Nadalar devices

{ P xeananrerinie e SRATbIReHSosRRiush T faldhHe Is added
FI G l?ges | ﬁr?dOfInH&?VBi&WaE@g%%l)?Q%l Wd Qteﬁoétytﬂhgaalnﬁyremam

i ncl ornmatl on on tatransm ssi

i ncl ythedourgilttheaest epot.of start and fini sh t| mes 240.
O her information on the data transm ssion incl udes

i nf or[0628Jon Qontineingiwitr FiG. Bytach afidio flovacéedrds 200afurther
fl ow 250. The conditionals of the data transfer nay
al so tppicpHxinelades mformatipsWns Bestag msmsﬁm dgeluding a time

header data 260 des | t he and atl 0

ndar Sk 4 daugE dnbi bes 2R Sindhin EERRLOR pE the data
nu”bfifa%sn{&ﬁaﬁ r@l(ﬁﬁﬂ@i‘lrﬁf)%é’ﬁ@ﬁ on'C%HSI ntupr?oetr gﬂ?tf:s and/or packets
service 0S). For Transm ssion Control Prot

( TCP)in atﬂ@wﬂ&ﬁw Tee oondiZidfakkwyf the dateetransfdt aaiyealsdr®e included
union of all TCP flaas during the flow. As well known

f r omimreiee flgwieacard PARssHonsasdieadan dripe2d hdessribing the source and
o SRR, TE s bRl ARy R 5 Blmber,
transmission protocol, and the type of service (ToS). For Transmission
Control Protocol (TCP), the flow record 200 may further indicate the
union of all TCP flags during the flow. As well known from TCP, a data
transmission involves a series of communications confirmations, for
example, by pairs of acknowledgements flags (ACKs). An imbalance of
TCP flags suggests a message failure, whereby a message was sent but

never received.

[0029] Continuing with FIG. 1, the data collection system server 130
receives the streaming flow records 190 from flow record generating
device 120 via a communication link 170. In one embodiment, the flow
record generating device 120 may be included within network 112. In

another embodiment, the flow record generating device 120 may be
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TCP flags suggests a nessage failure, whereby a

nmessage was sent but never received. [0029] Conti nuing
wowaok/0s468 1, the data collection system servePCI/BS2008/013691

receives the streamng flow records 190 fromfl ow

record generating device 120 via a comuni cation |ink

170. .l n,one [ L. the fl d enal i na . '

devi dbISBERES"BE o FiketighaPty v RERHO AR ThRheRO functionally
anot heyupePRingBRbrk 1 12 fiHRWehenenh HEPRGAtl agsdRivatesfrom the
120 may bei npl enmented at a | ocati on physically apart

f r omdattd @odllectiom ctyis temal deyverolip0,eflowo recoetivgererati®g device 120
Though shown in FIG 1 as separate fromthe data )
col | EBEY b adyast ehedataanalysiseystemsarvedels iy éﬂ@ﬁl&f ppodiment.

Sor vaod8h, A caiaotlrsia shpsader (BhseRea i uses the flow
I ys . .
ocon SRS AR AU e BREFRATRIRRA SRR fsicA Hnalysis.

stat iTpt beAdraRNBley Aafa ahAlBRNSYRem Iseevetal 80 amapéficnts various
system Server 150 inplenénts various statistical nodel

t hat statestidel nmmdel tthat atesdetined do sodve anet oo mkorgsaefvork usage

rel ated probl ens, such as network congestion, Eetvvor,k
securFtajedpreRlemsy sHgh ASdngtNOrK  CORBEHILH MIWOIK Tyegurity abuse,

dat ' t . f

055 R 54 B PhOAEPUEh 38 L BpRST Gt BRI 50 uses
st at itag iff@l re6sidst 190Mah8NhalstfisiRYl RfoRIP 6 PeaBEAtY a statistical
stored wthin a data storage system 140. Exenpl ary

enmbodiesdnt svhiichr a$¢comhayg Hehsulsdeguestly csibrede swithtin va | datdbestorage
described in nore detail below By analyzing flow, .

dat a,systeen d4l0a Exemplpry sythodimentsy i stopingathepsiatigtigal result
pi ctur f traffic. flow and.traffic,valune.inasa

net war ! Bt ingnors, Betil betaws B Auallzing fovegotps the data
descrinifdd E‘yéﬂélﬁaste‘f'{/?rd%@'chn i plQR1bf IO elow and traffic
aspect, “the data anal ysis system server 150 nay be
respodume ino aanetswsrki ntAggflaaat Id0tHeodatantralasisi sxstem 150 is
anal ysis of the flow records 190. User interface 160

may cleapribedinsgiestairteatail bglodny i nput/ out put devi ce

known in the_art, such as a keyboard, a nouse, a tauch

pad, [8031kpl & aner aspectethe dpfg éﬁ%ywaﬁa@t@p server 150 may be

ar ap%g}%nsfues B @ uflr interface 160 for interactive analysis of the flow
records 190. User interface 160 may comprise substantially any
input/output device known in the art, such as a keyboélrd, a mouse, a
touch pad, a display screen, etc. In one example, a graphiéal display of

the statistical results may be output to a display screen at user interface

160.

[0032] In one embodiment, data analysis system server 150 comprises
a computer software program, which is executable on one or more
computers or servers for analyzing the network usage data in accordance
with various embodiments of the invention. Although the data storage
system 140 is shown as external to the data collection system server 130

and/or the data analysis system server 150, the data storage system 140

9



the statistical results may be output to a display
screen at user interface 160. [0032] In one
wepivomsemt , data anal ysis system server 150 cREPUBRE%013691
a conmputer software program which is executable on
one or nore conputers or servers for analyzing the

net hn : I

oo PO o SSRGS R 4P iAOWErers 130 and 150
st or g9QaSYfrase 14Rtdh IR0WMAS ®hFHsal subRidntialigatady volatile
col l ection syStem server 130 "and/or the data anal ysis

syst enemery é.g1 FAM handdat nostvolaije nsgmosn(dg)addrd digk drive
alternatjvely arranged wit hj n) either of the servers
130 SPthagmerpisiont staspggdewigsl kreownon figakonpri se

S0 Ly St AR o PO e i
2o AN 8L S AN IR e, B e d AP e

dat a faRRryEdrd da@PlisingThe hHafRS HaRetbRIRRRSRANAD Y $h Particular,
as needed to interpret the flow record data using the

addr éBe addreas satrr stogpageysytstam 170.receivpathd addrassestibe the source
address, data storage system 170 recei ves the addr es

for taRe g%ﬁym@éloan \iESS ioatioats disy %@gﬁaeérgbqvw 2. As
descrj [ ny.El '

CSsrdea LR N oy Ao RREISTEAL? i ae bBE or more P

addr ggigesssed) roroét:f‘@lf1 nHIER{ daf AddALSIBS Fdrfitht f l"rﬁ@lnteﬁ'&‘ Protocol

I nternet Protoco as two versions currently in use,

| P védmasitew dersidhsdduragmilyt ih use,siPomeSi¢d gv@Pv4) Bud IBsession 6

32-bit (4 hytes) addresses whereas | Pv6 has addresses
t hat (ped)1d8vhiusss 2eb1b{A4 byles) padrsasespwhereas  ilydchasraddresses

greatgr, detabiil. belaw in FIG 5, the address data

stora{g%t %rgg?@rRl??@q ctF{}des a dat abase that nmaps a

numeryj P addr 0;..a . r

S TEDRAE, SAY SERERclntal gt SIPIDLIBIARY, 3 he addres

easi |dﬁt@)ét(ﬂra%§%6/stehﬁ)oﬁﬂ ilah &y hn@atAbisel thdt! fgaps$.a AQmeric P
exenplary table 300 for storing nmultiple flow records

200 iaddeesseot@mgdexicaddress, 4beicby mlvemgettic flow records 190 to be
particul ar, the depjcted table 300 includes a colum

t hat T8¥&MgAINgre easyly by a user.
[0035] Referring now to FIG. 3, an exemplary table 300 for storing

multiple flow records 200 in a storage device 140 is presented. In
particular, the depicted table 300 includes a column that assigns a flow
record identifier 310 for each of the received flow records 200. The table
300 also includes a column that contains an IP source address 320 for
each of the received flow records 200, a column that contains an IP
destination address 320 for each of the received flow records 200, a
column that contains a time stamp 340 for each of the received flow
records 200, and a column that contains a byte size 350 in the flows

associated with the received flow records 200.

[0036] In the example of FIG. 3, the exemplary flow table 300

includes four flow records describing four flows, as indicated by the flow
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record identifier 3 10 for each of the received flow
records 200. The table 300 al so includes a colum that

wW@eowbmas2338 an | P source address 320 for each of P€hES2008/013691

recei ved fl ow records 200, a column that contains an
| P destinati on address 320 for each of the received

flow r ) col . t . t al i

SRS AR A O W B BLTaR, ShETIsh e ows
col urgidifattd &0 Thiietnigud¥berce ARlretes B0t ou@WSs1-s3 to three
associated with the received flow records 200. [0036]

I n t desematign eadufresses. 330 athsoercespthrdsd, f wwlet it efc®dth flow

i ncludes four flow records descri bing E ur LI OWS, . as
i ndi CAtEAREY Bheourefraskisess i3dlnsds i eflthoygh pat tdgpicted, the

particul an_ ex I £ I.r sty t.hr. l. ri.qQi

B TR 0% GUE 0tk b B HES JURgE Bk Bh5ss of the
to t HRE ré&ttiZ0D, Lo AesdibraryeIAF 1. 5 aUERas GHS,dZnsmission
while the fourth flow originated at source address 320

s3. Arbtuwgofhetoot Cdarinaingdwithhexemnplapy digw fthble 8ablia FIG. 3, a
300 could siml arIg{}i ncl ude ot her aspects of the flow

r ecottmeommpyabiss340 pedicass wetimg aspegiated withreagh doihe flows
!E |r g?vsa?l]gg Igtoegogrzg tn\gqil?lé 3§(5 Ct'g {sz}ocﬁstee{tg? g%g si’;\nglt Egeeé?fgpl)ta "He flows
| ndi GRL&GaRd W' (RS RACH FHRM ré¥ddrls ?%fﬂe?iftiffeﬁ‘%nféo@%ﬁg?l@.

byt es size value 350 to Iindicate the size of eac

the fbgy®) asRREFRInYWIB FIE 4. hE&thid liR\¥hé %S‘(@{n?ﬂ;a -flow dat
ident[ifiiwé]d in colil?%ndnsm. [0037] Referr| ng now orél G e

4, thabldaBli maybe eggroghtedy attandintte kabher 36chmyues For
aggregat ed according to known technjques. For exanpl e,
the exempler yhegerenptay pegrmeatll dlawotable ad8P e gt 2apregated

according,.to .t source 4P addre 420. Th it can

e saBROAE e SUFES 1 AR thusodt Bimithea S8 that the
in C%lgg%gaw@ﬂw {able 4G iRGGARIM LOBMIhS IBY @he @B€regation
or no predefined tinme periods. For exarple, "the

exemps afoneagegregad e fmioesvpreddfmedOfinienpbtidés & aokxample, the

that with the aggregated nunber of flow records 410
asso@xgmpdany ageregatedoflophtable H0feinchudgsda codamnathat jwith the

(e g 200 T 080! S0, Lo Re. 400 CHATEL o

each s8iirde M addresses 420 in the table 300. The aggregated flow table 400
further indicates the total byte size 430 of the flows for each of the
source IP addresses 420 in the table 400. Applications of the Aggregated
flow table 400 are described below. As with the flow record table 300, it
should be appreciated that flow records 190 may be aggregated as
desired, for example according to one or more of the flow records
categories described in the exemplary flow record 200 in FIG .2.
[0038] In FIG. 5A, an exemplary mapping table 500 stored in the
address data storage system 170 is depicted. In particular, the mapping
table 500 is used to map numerical IP addresses to corresponding text-
based addresses. In the depicted example, an IP address 510 is mapped

to a text address 520. In particular, continuing with the example above
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source | P addresses 420 in the table 400. Applications

of the Aggregated flow table 400 are descri bed bel ow.
WA3000084338 he fl ow record table 300, it shoul d PETr/US2008/013691

appreci ated that flow records 190 nay be aggregated as

desired, for exanple according to one or nore of the

f o i SR ER AL IR S0 B9 40D | RI6X R apping table

exenyoy YndTBRE NP thRbLed0adaieas eshd Yot Neachddretife datire and
storage system 170 is depicted. In particular, the

mappidegtihatdre &lessss usebuded rmptheu fow ) table 300 The

addresses to correspondi ng textbased addresses B
depi doemaden@bithe mgpRipe daklecy s1descad ﬁﬁp&begde%tsr elail below,

xambith s aRaireatinn S AE rhapting Jay e 3P0l E feMntobiee S,
ndar 400380 P FTRLRH S i PRlfed oy, BIC93 if chfod dAd Stbred in
addr qgg eﬁownabﬂad%rage tspsateﬁi qwor asiapditcahHping . tablee 500. In

formation of the mapping table 500 I's described in
gr eatparticidagiit cae Ibevs;:etn mhattthe napdifiedal owralole $3ecorresponds to

mappi ng table 500 is first introduced 039

S5 © ahirsuempiary Miowresasiastlos d0ondr i ecimpartioh Brcihe; depicted
the flo t Y: 140 n g

t ab) S el 3PS EYRL ey 41 ciiriR oo A SHERY, 80w record
modi fla&%ﬁ&om '«f@} BadBBf HRE F PR FolwPrddofd£200P! B¢ modified
flowrecord table 300 in FIG 3. In particular, the

depi ableld aMafsoeachales a &@0nal dmticontainea @ua:m adadress 550 for

that assigns a flow record identifier 540 for each of
the raaeBi QBdthe| sepeiveshritiow 20mrordh 2Gfbdp f Pelymmphat smtains a

250 BT SRRl SR B o TS R G IG5 200, o
col Uf&‘) ﬁrhﬁt thaPRbAtdss & H8Rt biatd 8noafir &xh éﬁ@né %celved flow

each e received flow records 200, a colum th

cont a-ea@rda 200yearsl angolbith tlort eatdinefa bigee smeeﬁ&@sdn the flows
flow records 200, and a columm that contains a byt
si ze @goripigdrwishftheweceived fioat rerorsls ROOne hl@ceﬁ %vdbe seen that

flow recor 0 can be se
modi APEATPTBIE: HBIe oR 5o, FEBsanats 1 (b exeuigmafigw record
'l owgpeoih (RRIE. %O%xbgggﬁ'& the [P%68RE ddiPledtfatibR addresses
source and desti nafion resses
320 and 330 have been replaced with text-based addresses 520 from the
mapping table 500.
[0040] Referring back to FIG. 1, it is noted that the data analysis tool
150 may optionally include a data agent 151. The data agent 151 is
typically a software tool configured to determine a text address
associated with a given IP address. In normal Internet operations, a user
inputs a text address that is forwarded to a name server to be converted
into an IP address. The data agent operates in reverse by accessing a
name server through the IP network 112 to determine a text address

associated with a numerical IP address. Preferably, the IP to text address

mapping is then stored for future use, whereby the next time an IP
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320 and 330 have been replaced with text-based

addresses 520 fromthe mappi ng table 500. [0040]
WaRedoe082488) back to FIG 1, it is noted that theCTHHSZ08/013691

anal ysis tool 150 may optionally include a data agent

15 1. The data agent 151 is typically a software tool

2 g 7Rl dar BuB g Bekartoft S fehelfitiod sftpihky in the
user rhé}&i‘lh% @blee%bo2dr 851 thadetdSniner WRr 684 dRirdss#iRead of

server to De converted into an | P address. The data
agentashipgrtht elatd agere s se rbycquiretheimappingane server
through the IP network 112 to determ ne a text address
assodDe4Ed win FI&.naper poadess Flawd 688 sforPexshtingbayd using the

the IP tqg text address nmapping is the ored for .
f ut urpodidied Ypwriepgrd frblaoRp 1§idascy ¢q.poldigr €arppRents included

i nclud [ fl . t |.Sh '

e thebarfigtvation” <o dgdec d” BN MR RIRE R network
text \REsii&SPy 198t U, &% Kidiedsnenslosn s@eeth 630, bAd a user
reacquire the pping. [0041] In FIG 6, a process

f | owin@ofacer64d. e ditien furentibny sofnthesb ecomypldrfangs] af¢ aow described.
record table 500 is described. The caonponents inc|uded .
i n t Hhepnefevask madewf@mards Eloyy serorh dSfoioktheoretweorly, mgnitoring

net wor k. no or.i system 620, an address anal ysi s .
syst é%?tggb,rgzbn dV ngsé?ﬁ?cﬁ% eaﬂ%aéfg’r%%gge 'elti Wf{fr‘fgﬁso Agcqpfing to
t hes%ogg HE! knBhE TRW F685! B61Tkctibhe té RIS NOAR: address
f orwar ds ow report 650 to the network nonitoring

syst emabas systém 630 dcesdes anddicgtivee the flewfeportrdat®6d6 stored
according to conventional, known flow record

col | datthenctveerkndooigringisysteanpeds Thrarddress ayalyemsgsiom 630

o RERABOE I ABERS T BBh TR, e B 0, o
e ot S

cont amptd B EIAE 2 BBl (BT IMHF (ACCOHEIRETER TP addresses to

usi ngexx-baepi airé tlek.cad dascribed slosvee! dthesaddresd Bhalysis system
addresses to text-based addresses, as descri bed above.
The £36rtbss raplicgsihe B sddrassaocattaineddpl the dtow weporp data 660

B e O0L e IS A PRI RSB Rl Hhores 670

fl °Wf6f99f2§r9§e & the network monitoring system 620. A user may then use
the user interface 640 to request the stored converted flow report data
680 from the network monitoring system 620.
[0042] Referring now the FIG. 7A, a flow records address conversion
method 700 in accordance with embodiments of the present invention is
now disclosed. In step 710, the network components are monitored
according to known techniques, as described above, and flow records are
collected in step 720. Typically, steps 710 and 720 may be performed
using functionalities already included in most network components, such
as routers, hubs, servers, etc and may be used to collect and store a flow
record table, such as exemplary flow record table 300. The collected

flow records from step 720 are analyzed in step 730. For example, the
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for storage at the network nmonitoring system620. A
user may then use the user interface 640 to request

wo bwossased converted flow report data 680 fr oPeT/ki82008/013691

network nmonitoring system 620. [0042] Referring now
the FIG 7A, a flow records address conver si on net hod

700 i g.accordance t
[ nvenﬁPgn aear o%a&\%gc{kgsed §ne %ﬁ)&% @%S?%gp Bnrﬂ?d Sources
conpofeaddreNe’ iAONUES € %@HSW t@bﬁﬂist 0 known

techni ques, as descri bed above, and flow records are

col I egoad]i n Gértmulg®- wittPitha! hycesst epatrdll Omattbd’ Z@0, the IP
may be perfor med using functionalities already

i ncl uakbdtesses inghe rfktwcdkordsmnabmwgn e [738sareddertiled in step
hubs, ervers etc and may qﬂ)sed to coll ect .and

st or o740 IIBvPaTEEWRE Q%QP%’“@GC QE, ExBEF él,sgr-fngygly version of
;ggo;&le ﬁ{%ﬁ yggs add-l;gg eg(gr%?%{eq‘gl hL@VYok eﬁ?(gﬁﬂﬁ% l?)f) @]tﬁéleﬁsmg an

zed'in exa
r ecor gedray n%éﬁﬁgrtﬁﬁlet @hé qfaéludel e noddtictSor converting the IP
destination and sources | P addresses included in the
f1 ow addressi®. a {exbbapedaddicnssiaxdynirtihg tarrtataagmisto convert access
control nethod 700, the IP addresses |n the fl
recordd aéﬁéﬁsyz&@ewrnt%tceﬂvqed sriumeeal; iy @S‘drf’r?ssttoeﬁ text-based

740. artic

user - ?‘?qrgﬁsdl 91 Jé;’lps’(S(ﬂstgg gygag%;igﬁggeg S%dg{)ghsesfel VAFE ords are
det erfﬂr%?'de(f & a%@f"’ﬁh@ ’m@/ b@'ds@& fasUileded AIF stdia@gsle, the flow
mappi ng table the includes a notation for converting

t he | fecattly emsbt apdateeikto tedked tlael e dmsed radki;esses ngaddition to
data agent to convert access an address server

conve®t in Hie ﬂlﬁﬁ@lﬁtllfﬁltoltbeégd%@§5&e§ Optigpal Béstéé user may also

address.. | nys hes ext -.base dress

fhe riegvelnd Bedl 4 Sifohis BRORGE AR R Dthe asects of
used {ﬂsﬁﬂdﬂgfso'épa&e X@l‘ﬂlﬁ’ltﬁe A8 bOM, rsReRT AStHAANRE size, and
updat to retlect t e text-based addfesses in

addi t dwnatiba ofrthe flowhe alternative to the | P addresses.
Optionally, the user may al so receive flow records

dat a [0&4i4¢at iAg) depectedxin BHidr 648 thed poodess @fS pderttgyofg the IP
the traffic, associated with the flow record, such as

the t# eSSsmz%.tep dAd aghuges dpolongiuplR pgare% dan)adggess table in

depi clied 7R TG adfiesd (81PEAFE%s The THSAUHLNB% EREadess. 1f

the [P address is identified in step 742, than, the text address found in the

address table that is associated with the IP address is returned in step
745.

[0045]  If the IP address is not identified in step 743, than, the table is
updated in step 743 to include the IP address and any mapping to a text
address that can be determined using techniques as described above.
Furthermore, the mapping between the IP address and one or more text
addresses found in the address table typically are valid for a predefined
period of time and expire after that time, thereby causing the mapping to
be recreated. In this way, the mapping table can be constantly updated to

reflect changes in address mapping, such as changes in the text addresses

-14-



address in step 740 includes |ooking up I P address in
an address table in step 741. The address table

w@pesases the | P address to a text address. PET/UR0O$/HA3691

address is identified in step 742, than, the text
address found in the address table that i s associ at ed

with the .l P address 1S .retyyn LN st 4 45

the 1 Geiaieda M Ryl FRah ALER ghE JupPrRd R} ubliared to
the t3Rkét hewupdatistiom op iRl deAdidiP of NE tdfpihd €hatPhas become
address and any nmapping to a text address that can be

det erstaleetbrusompltigc kind geaschafoddaheribedidaéssvés repeated for a

Furt hernore, the nappi ng between the | P _address and )
one drespaceiedrnmigacddaes mosteR 744 « Withatgreappingrinkle being

typi cal | re valid, f a, predef .ned period-.of ti

and axprohed el quh@f‘ih ar%i?e%;ng éttspae"?ﬁazneﬁgﬁqigum%%r of cycles
mappi 439 i i

t abl e&cgﬁ%g%c gﬁg‘[fgﬁtﬁ” ?J%% g% e tt %Wér/ gfefle gi C gﬁggg if%r the IP
addr egkires3ppopioin stee 465 Toipacdiss if thetdeardhefor a mapping to the IP

addressesassociated wth a nunerical |P address. After

t he raddpessgsiopsuptiaten) 146, rdknean ewor imessagat isopreguced and
t he | eti of a mappi,ng that has beconme stale (or

t 00 Sﬁgwgr(ﬁﬁéosae%qﬁ?@gpg{lﬁgafqg address is repeated

for Lespeg fieqd, nunber.. of . Limes in st 744 . W

the naBAFRE°SanE hERRELId bhe FeSn dtsSulRe Hith prefie to an
addr &Sempthiye enfb M BRRAC VAHEES RMARRINSOTdINFIRS Wbstitutions, or
attenpts ‘or “after a prespeciftied tinme period, the

sear athéomddificatboradaraysbe shades withosit ajepéding from the spirit or
Typically, if the search for a mapping to the IP )
addr 8§8p& obple inyestiep. Ageordingly, the iaveriionnisaelde hesconsidered
produced and.forwarded .to user. or, adm ni,strato

Pooads Hnted tan i Treening fsdiriotrb Bl i diRRd fy the scope
ref ergng fRiary enbodi ments various

addi tcﬁgngéb ee etdieegﬁs, substitutions, or other

nodi ficati ons may be nmade w t hout departing fromthe

spirit or scope of the invention. Accordingly, the
invention is not to be considered as Iimted by the

foregoi ng description, but is only limted by the.

scope of the appended clainms. Wat is Clained: 1. A
system for resolving network address to host nanes in
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network flows for a network device, the system
conprising: network device configured to produce a

w0 b@wosraord; a flow record storage confi gur edP@DUS2008/013691
receive said flow record fromsaid network device and
to store said flow record; a data anal ysis tool

copf, gur to access said stored flowrecord and to

i d al rical network address contained in the
stored f| ow rAe%gge'm oRE RBoRAKY GRwana! airSsst @' host names in
conprising a mapping table, sald mapping table

congtask fpves forwr adtintork afevivep thengstah commidicg]
networ k addresses to possible text nefwork addresses,
wher ei nnevarkstevies eprfapied de peediiseiatley spardi saj d

ossi bl e yunerical  network.address wi.th ones0f said .
bossi bl & M3k reoped sistees sn Rl P fRErYF s A0y fFPatd from said
a”ﬁéﬁéﬁ{(rﬁ gg%ﬂe amd &%B{fgééri& oWrdReg ve the nunerical

net wor dress, to 1dentify one of said mappi ngs

cor r esparidtagnilgsisaiod] Bonfigud tonsdosss kaidddorsisfloantecord and
to return a text network address associated in said

ont® idgarfy firsunerigabinegwork adiiess pentainesk incthgi sipred flow record;
wherein the flow record storage is configured to

re ve the text network address and to nodify the

stored 0 [ : . :
addr essgllll %\Hd‘ﬁ%& a{srgdslﬁléé%tg?i g&gﬁp ?nilg%‘% g)r(@ﬁg}r% hgg{r?lg}el’sslaﬁ% rrallap ping
usblé bb@iptisiify & Phidatity od niappisgeb aualdicd] aptveorkt &kiresses to
flow record and the text network address. 4. The )
sypossibloftext netw®k addsesien, whereintaashkoldsaid gsappings associates
configured, to receive an jndication,of sai,d nunmegical )
neIBOL Saifh p@g%}gf@ aﬁvgeawai 9&6’_?’055%?%@46_5% il ongraf said possible
sy .

;YA TGSt Actect ARG 0 JOUSSE LN 850 i, onfeured 1
adedcep®e tHe hAARRAE nebwbriedaliidisdis idémifyaond.of T&d mappings

systemof claim 1, wherein the address anal ysis tool
corresponding to said numerical network address, and to return a text
network address associated in said one identified mapping.

2. The system of claim 1, wherein the flow record storage is
configured to receive the text network address and to modify the stored flow
record to include the text network address.

3. The system of claim 1 further comprising a user interface
configured to receive and display the flow record and the text network
address.

4. The system of claim 3, wherein the network device is
configured to receive an indication of said numerical network address from
said user interface.

5. The system of claim 4, wherein said user interface forwards
the indication of said numerical network address in response to predefined
criteria.

6. The system of claim 1, wherein the address analysis tool
further comprises a data agent configured to access the network to
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further conprises a data agent configured to access
the network todynam cally create new mappi ngs for said

worappiosny3g abl e when sai d possi bl e nunerical ner@DDE2008/013691

addr esses does not include the nunerical network
address. 7. The system of claim6, wherein the address

g hAged B creafe Ao BRRRER A € Spdrbi e Biti R Ciel 8 Bossible
8. nlingerichtt REARIrkChalfisdes \WMREChS: NPRRIeS M HBAE YA network

nuneri cal network address is not included I n said new
mapddrgs, said data agent is configured to repeat the
creation of new nmappings and t he address anal ysis toal .
i s confilgur ed he s¥sarc R £daiimh 6 wherein Hesvagdpsss rapalysds tool is
sai ecei ved n rical network address,. 9..The system .
of farthFe e FauEr P rebRth SRR rBRRITER or i PR ffnerical
seq{eg\%ﬁg (j(%sst_he recei ved nunerical network address

after elt%er a certain time duration or after a

prespecid.i ed Thyrdaterdfofatlhent svhetéin, Wiensgasd esvedfed numerical
claim1, wherein each of said mappings expires after a .
pr @speork addregers awt dncluded. in1said mevemnappings, said data agent is
r esol }Li n d;etvvork ajddr esg tofhost names in Ec%tvvorg Ivsi
f | GRaligyred, o epRat ncuerrplien Af eV RaRRINgLARY a5 Agddress analysis
r e‘bel"ls”Qorﬂ'aé#r?W &3k faggirﬂ] ﬁpgaigeﬁéwrrhalgﬁg)gg For said received
storing sali ow record From sard networ vice,

| oGl dticad nBBY YR dddrest ess contained in the stored
flow record; accessing a nmapping table that uniquely

associ at®s sthesysterstofnalain & ovhersipoihgi adgiress atabysasitool stops
A R TN N S
S T
Pﬁgeét égl-oéfTh eTHe§ R e6maif @lhidh M, Wheréint diRh SFOIAR h¥dppings expires
after a prespecified period of time.
11. A method for resolving network address to host names in
network flows for a network device, the method comprising:
receiving a flow record from the network device;
storing said flow record from said network device;
locating a network address contained in the stored flow record;
accessing a mapping table that uniquely associates stored host names
corresponding to stored numerical network address; and
identifying a host name corresponding to said numerical network
address.
12.  The method of claim 11 further comprising the step of
modifying the stored flow record to include the host name.

13.  The method of claim 11 further comprising the step of

displaying the flow record and the host name.
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di splaying the flow record and the host nane. 14. The
nmet hod of claim 11, further conprises configuring a

wWQ@l2109/0838t t 0 access a network to popul ate t hBCTHR0$1013691

table if the network address is not included in the
mappi ng table. 15. The nmethod of claim 11, wherein the

Sf"’“ Ci moator o s BERGR 61 EahaCh L BRER BEori;E® cBtfdffige o e
cl abdntlib a%l%%eé hefRBAL @Sspdﬂ?ll&t@et}féa [?Bﬁh)g Wble I‘fxﬂh'er Retwork
after a prespecified period of ti : system for

dyadmlnessaislr)otnaslalldedmlgthnammppm@mbteess to host names in
netvvorkflovvsfor a network device, the system

conpri silAg: dhel Bthascef glaimol hgwherein éhf:cc&m aganiewil pperate

ve and st. of the

ity |%P¥fék??%‘§‘re§6’ﬁ‘t“ﬁa s S8 oD%l RiPugn.
system agd (QLOSRINAY of MK PHGERS Tugybihd i A mapping
t e flow recor

record, and nD dtorep

netab¢ kx@d@laﬁeSaMéstealﬂwlsperrt&h@f til@. The system of
claim 17, wherein the data anal ysis device conprises a
mappi ngl17abl & @Mﬁﬁmgﬁ@redyn@ma@éldcteéob/mge,nqﬁwwbrakldress to host

address.with t ho nane. 1 The stemof claim17
f uPRE? “l:Bﬁtb*f‘?rE‘e% ‘EfsaePeWRrgrqfé(b‘? ?X SIPSP Iy ISING:
di spl ay ,tfify § @(}(Yals?n&%gg béﬁﬁ%ufegecor}%ééw %‘ﬁfﬂ'sst&% a record

The system of ereint ata ana

deyf tre fowpri ses a data agent configured to recei ve
the network address, to access a network to identify
t he host dﬁmalﬁmdﬁmogmmf@ee tQ‘rappl ng table W|th
sai d network addreﬁ,s and sai d host

system of cl 3FSRs84he finEpgs AysipR and EP %@{-ﬁy @t‘?ﬁ%’ork address in

wherein 3k functions either a prespecified
nunber ﬂiet??rrese%lﬁp Erl a prespecified duration.

modify the flow record to replace the network address with a
host name.

18. The system of claim 17, wherein the data analysis device
comprises a mapping table configured to associate the network address with
the host name.

19.  The system of claim 17 further comprising a user interface
configured to display the flow record comprising the host name.

20.  The system of claim 17, wherein the data analysis device
comprises a data agent configured to receive the network address, to access a
network to identify the host name, and to populate a mapping table with said
network address and said host name.

21.  The system of claim 20, wherein the data agent stops wherein
the data agent functions either a prespecified number of times or for a
prespecified duration.

22.  The system of claim 20, wherein a mapping in the mapping

table expires after a prespecified period of time.
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22. The system of claim 20, wherein a mapping in the
mappi ng table expires after a prespecified period of

w0 2008/02338 A mappi ng tabl e conprising a plural i pgT/082008/013691

mappi ngs that each uniquely associates a stored host
name with a stored nunerical network address, wherein

the mapping t&?ﬁ%ﬂiﬁgqgﬂei&%ﬂsihg a;@%?%lﬁ?i%‘elﬁgpﬁg{gﬁ Jhat cach

addr ess “¢cont ai I'nN°a OW recor

a hesdudhRs66lafeeSPHicheddhdft Sahé WRhVWWIdorkddhesericandetwork
wher el n,” when the mappi ng table does not contain an

asaddieased mapping for the said nunerical network

address, the, mappi ng table forwards the network
addr ess WRErgIngiemapRing (eBleris sopfigurcs tateseiye @ Retwork address

net t : 3 ' i f .
" AING L o B ARE € TS § bRl gpaie o
mapRideetRorie atigredglaMy k address to said host nane. .

24. The mapping table of claim 23, wherein a mapping

in the mneppeimg wheh ehexpiappmgatatde dogsr espeontdirdan associated

eriod of tine.

P mapping for the said numerical network address, the mapping table forwards
the network address to a data agent configured to receive the network
address, to access a network to identify the host name, and to populate a
mapping table with a new mapping of said network address to said host
name..

24.  The mapping table of claim 23, wherein a mapping in the

mapping table expires after a prespecified period of time.
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