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Remote proxy system and method 

RCIPPDP gr m PitUU• 
•e11S•• ,., .. , AIJ1ieation 
v.s. Patent Application S~ial No. 08/309,336, 

filed on Septamber 19, 1114 .by David Mathew Pepe, Lisa 
5 B. Bl.it1er, J- Joaepll aroc:Jm•n, William cruz, Dwight 

Ollar Ha.kill, llieha•l Kraaer, Davn Dian letr, .lo-ta 

R•11•roaon, Gerardo P••iraa, YUUJ-Wei Wang, and. Robert G. 
·White, 4iscloau subject ma~ related t:o the present; 

application and. ia hereby incorporated by reference. 
10 

The present invention ralataa to an improved 
intertace bttwaen private c:omputar• or private computer 
networu an4 t.h.1 World WicSe We (WWW) uaing' ~th 

lS wireline and wirele• connec:tiona. More specifically, 
tha invention relate• to an improved WWW inta~ace with 
protocol translation, security an4 automatic confiCJQring 
ftatur ... 

20 P••Ri•t;in of - a11atl4 JU 
l'or f itty y~, people have dreaed of • universal 

intomtion clatabUe - da'ta 'Cbat voul4 not only be 
acc:wil>la to Jt90Pl• around the worlcl, l:Rlt. or9anize4 
such tbat related. intonaation is .. aily discovered and 

25 so that the aoat relevant c!ata for a particular need is 
quickly foun4 ed. acc:eaaed ~ a use. 

In the 19SO'a, this idea vaa axpl.ortd further, 
giving ri- to visions of a "c!oCUvar••" that would 
revolutionize all aapecta of human-information 

30 interaction, particu1arly in the educational tiald. 
Only recently baa th• technology started. to tultill 
th•• viaicma, lllakinq it pouibla to illplamant them on a 
CJlo.bal scala. 
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Tha ~nternet has evo1ve4 tbrou911 a cooperat~v• 
~~ort by univerai.ti.•s, corporation• anl! 9avernm.ent .. 
Years a90, the D•:tanae t:lepartment started 
.interconnect.ing- the computer networks o:r uni.varsiti .. , 

s private orqan1&ations and •omatiaea coZopOration• with 
Whom research waa .bai119 conducted. Thie network ae 
networlca baa, over t.1••, evol.vad .into a ql.oi:.&l. network 

coamoniy retezor•4 to a• 1:b.e rat~ or t:b• worl.d Wide 
Web (WWW). 'rh• o:r:ticial 4-~iption for the WWW is a 

10 "wida-ar.. hypermedia 1n~ormat~on retrieval ~ni.tiativ• 
aiming to gi.ve universal. acceaa to a larp universe of 
documents.• 

As 1:h• WWW bee .. • aora popular ancl aaj•ct to wider 
publ..ic uae, th• DepU'tlaent of Detenae curtailed its 

15 invol.vaaen~. ~oclay, many goovernaent-~'Qncled 1inlt• on the 

Xntarn-1: hava been t~od over q ooaaerro.ial ente%pr:iaaa 

that lll&int..in the in~connacti.on of Local Area lfetworka 
(LAN•) between Wliverai.t:.i .. , coapani.aa, a~c. 

Thougb th• WWW is proving to JM an ext:reael.y 
20 val.uab1• raaouroe for corpO&"ata ent:arpria•• (:for 

cc:nDJllunicatin9 vi.a el.aotronia aa1.l. (.-a&.1.l.), aoc•-inc;J 
.i~oraati.on on-11ne, etc.), coxporati.OIUI are conc~e4 
&J:»out the ••cur:l.ty or their inta1lec:tual property, trade 
aecreta, ::i.nanaJ.a1 reoorcbl and. otber conridantiai 

25 .inrormat:l.on atored. on tbe.lr coaputar llei:vorka. ~· i• 
a.l.ao aoacern abOut electronic vanda11D - unautbori.sed 
acceaa o:f a COJllPUtR naWork over tile WWII ~or the 
purpoee o~ dea1:royin9' or d.i.atorting c;o111nltariaad 
~ormati.on. 

30 :rn r-ponae to ~- conc:erna, 90ll9 connactions to 
tha WWW have ~ pro1:act:ad w11:h "H•t:wos'lr: Sac:ur.i.ty 

Pirevall.s... &a 8laown in F19. 1, a r1.rw•11 1• c:nwaonly 
a spac1.ri.c pJ.eca o~ hardVare Ut/4/or •o~t:.w~• briclcJillCJ' 
the connect:l.on i..tween a pr:l.vata compu.1:_. or coapat:er 

35 zwatvorJc (%.1.11) 10 and tile WWW 12. '1'lle 'D&in JNZ"Poa• o:f a 
1!1rawa1l. i• to •cr•en 4ata b:'a:r:ri.c into an4 ov.t o~ th• 

network that .1.• to be ~otect:ed. %~ a network intrwler 
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is detected., the ~irewa11 has the capability o~ sifting 

throuqh the data traffic and disabling the intruder's 

acc .. a. Zn early forms of Internet f iraw&l.1s, it was 

qenerally dirficult to aacortain Which data tra~rie waa 

s good or bad, i.e., relatin9 to a corporate user or an 

intruder. This created a problem for corporate u•ers 

(inside the corpor&te ~) c~ Internet application•, 

such as File Trans~er Protocol {PTP), J:»eoauae their 

applications would sometiaes get inco:rr.at1y ~lockad by 

10 the firewall. The 'firewalls needed 1a0re intelligence 

a.bout application c.tata traversing a firewall so that 

desirable traf'ric was not hindered. 

Internet enqineera ciasi9ftec1 11proxytt services on 

I:nternet ~irawalls to aeat this need. 'rb.eaa proxies are 

is computer procea•- that completely unclaratand specific 

applications l.ike an ftP appl.ication. xt l:»eoama a 

str~CJht:torward matter ror network administrators to add 

multiple proxies to th• rirewall ayst- basecl on the 

type o~ application• th• intemal corporate users wanted 

20 to execute. l"or exanple, WWW browsers (d.eacrilted bel.ow) 

would use a Hyper Text Transport Protoco1 (ll'ETP) proxy 

to traurar Kyper Text Markup LangUaga (K'DCL) docwaenta. 

·~o facilitate use o~ the WWW, "l»rowaing• sortware 6 

was davelopeCl. Browsers, such as the popul.ar Netscape• 

25 and Mosaic• browsers, all.Ow WWW users to browae 

information availal:>l• on computers linked to 'the www. A 

related invention tty tl'l• assip•, described in 11.s. 

Patent Application serial No. 08/309,336 (hereinafter 

•t)ae '334 application), provides uaera on computer 

30 netvorlca with a consistent aean• to access a variety or 

media in a simplified rallhion. Kakinq use or 1>rowsi.n.9 

sof'twara, the invention. of the '3345 applicat:f.on has 

cbanqe4 the way people view and create in.fonsation - it 

has created th• rirst tru• ;loD&l hyperJledia network .. 

35 one re•ponsU,ility of an B'1"1'P proxy is to receive 

requaats rroa browsers or so~tvare appl.1cati.ons 6 within 

the pratecta4 nearork 10 and re1ay those requests to the 
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WWW l~. Th• proxy also monitors access to the protected 

computer or network 10 trom. the WW 12. Thus, the proxy 

4 can ai1ow a system administrator to monitor 

int'oraation and requests ~lowing between the protected 

s network l.O and the WWW 12. Xf illicit activity is 

discovered, the proxy 4 can interrupt the ccnnection to 

the WWW l.2. This proxy-driven firewall 2, 4 al.l.owa 

corporations and those with simi1ar concerns to make use 

of the val~l• resources of the WWW 12 whil• 

10 maintaining a d.eqree o~ aecurity. 

To e:ftect:l.inks between computers and so~twar• 

applications across the WWW, protocols have been 

d.ave1ope4 to qovern the transmission' or computarize4 

4.ata.. A protocol orqanizas data to be transmitted. over 

1.5 the WWW in a standard way recoqnizabl• by the receiving 

computer. There are seven layers in the open systems 

interconnect.ion (OSI) aod•l. ot a computer protocol .. 

Each layer adds additional orvanizational capabilities 

that facilitate the tranaaiaaion of data. 

20 Internet: PrOtocol (XP) i• the third 1ayer in th• 

OS~ model and the basic •langu.aqe• that is spoken on th• 

:cnternat. The fourth layer, Transaission Control 

Protoco1 (TCP), i• a lllOJ:'e specializecl protocol c:ontaine4 

in IP. To use the WWW, a computer must be able to 

25 communicate usi119 a protocol that incorporates :IP anclr 

c:ons•qurmtly, TCP. 
-nie WWW and technologies aurroun4in9 J:nternet 

access bava aaen. exploai va growth. Many COJllp&ni•• have 

evolvacl to allow aubacribera accau to ~ WWW u•ing 

30 standard telephony. A fJrOUP called Intcnet service 

ProVic!er• (:tSJI) represents many or these aervica 

proviclers. 
A promising area ~or iurtller expansion o.t Internet 

access ia wi4a-area wireiaaa data network•. The 

35 wireless networks inc1u4e cei.iui.ar tiqi.tal. packet data 

(CDPD, prov14ad. by cc11ular ca:rriere), c:ircuit•switcbed 

cellular networks, such as th• JIObitex"' netvorlt 
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(provided by RAM Mobile data in the U.S.), the Ardis• 
network, and a host of em.erqing national wireless data 
providers. 

All of th• l.iatad data network providers orf ar 
s traditional Internet Protocol (IP) ..rvice and are 

capable of integrating with th• WWW. The data spaeda 

range from 4,aoo to 28,8000 bps and have latencies that 

range trom :milliseconds to 10 seconds. 
Despite th• popularity of the WW, the.re are still 

l.O technical. and. security issues that lll\lst be overcome in 
accessing the rntarJ\at. some of these problems are 
particularly acute for wireless syst ... a trying to access 
th• www. 

15 Problg I 
Th• first problem is cauaaci by data latancy 

(described in more detail below). Data latency ra:fara 
to the time delays created l>y auJ.tiple hops and elow 
links as data travels across various nodes within ~· 

20 www. Thi• particu1ar problaa 1• axacerlM.tecl when th• 

WWW is acc•••e4 \Uling' a viral••• moctea. Kost wicle area 
wir•l-•, and aoae wiraline, data netWorks were not 
oriqina1ly 4ea1gned to support the TCP/ZP protocol. 
Latenciu are increased even f urtber 'by encapsulating- %P 

25 data into 1:21• networJca' oriCJin&l data prot.ocola. 
Wben TCP is orwuiai~ data for U-anai•aion over 

th• wn, it breaks th• data into discrete •packets• o~ 
information. TCP then tranaita the individual pacJc:ets. 

Each packet inclw!es instructions to the receivinq 
30 system ror raaaaaml>11n9 the paclc:ets .into the ~late 

data structure bein9 transmitted. Bach packet also 
incluclea a cyclic redundancy check that a110Wll the 
receiving syataa to c:bec:Jt tha:t: tb• packet waa not 
corrupted or l>r'oken up during transaiaaion. 

35 'l'CP is typically configured to tr.nsmit a number o~ 
packeta and then wait for a confi1:21&tion troa tha 

receivin9 syst- that the packets have bean received 
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properly. Tha.U10unt of time required to transmit a 
data paeket and r•ceive con~irma.tion ot its &X"rival ic 
known as the "latency• o~ the syst&Dl. 

If TCP does not receive confirmation that t:he c:lata 
S pack.et vas properly received, it wi11. aa•wa• that th• 

packet was lost during transmission and re-transmit the 
packet. I:t the latency of the systam. gets too high, TCP 
'W'i11 ass~, prematurely, that the packet was lost. and 
f looct the network with re-tranaiaaione or th• aaae data 

10 paeket• berorethe original paek•ts reach their 
destination. Thi• i.a also a probl.Ml because .any 

service provid.era charge user. par data packet 
transmitted. If TCP is .fl.oo4ing the ayatn with 
unnecessary duplicates of packets stil1 in transmi••ion, 

l.5 th• cost to the·user will. .be great1y-increased. Thus, 
TCP c:&nnot operate properly over a connection with a 
high latency. I~ tha latency or tba system exceeds 

approximately 3 to 5 seconds, TCP will begin to 
:malfunction. 

20 When the WWW is acce .. a4 over stan4ard phone .lines 

that do not aupport TCP, th• TCP d.atagrma auat be 

encapsulatad. (i.e., translated.) into a ton. tbat can ba 
sent ovar the telephone line. The d.ataqram is than 
unpacked. and used by the receiving COllpllter. While tbia 

25 approacb. 110rka, it adds to the latency o~ the 
tranaiaaion. 

A turthar probla with acceuintJ the WWW u•in9 a 
wirel••• modem is tb• inaraaaed. latencies that are 
introd.ucecl by the w.ire1eas network.. A genaral trancl is 

30 the wider the area served by a viral••• data network, 
the I.owar the ltandwiclth (in bps) or the transllissi.on.. 
!'or exaaple, preaent wireless communication •Y•t- in 

uaa in tbe United states are capab1• o"t tranaittinv 
4,800 bits of data per aaconcS. Thi• resul.ts in 

35 latencies up to aa much as 10 second.a. 
Jlelatad art on wiralaaa WWW access exists at: 1. 

Carnegie Mellon tJniversity's Znfo1:11ation Networking 
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Institute, wireless Andrew Initiative. 2 .. Rutqers 

university's Win1ab, Datallan project. 3. University of 
Washington's CS&E, Mobiaaic. 4. Xerox's Pal.o Alto 
Research Center, PDA and virtual o~fice C011putinq 

s concepts. · 5. computer Networks & ISDN systems Vo1wae 

002s, Number 1-2 ISSN:0169-7!52, Dae '95, 0 PDAs as 
Mobile WWW Browsers", C:U•ler s., Kotulla A. 6. General 
Magic's, Magicap os version o~ a WWW browser with 
enhancements for Telescript a11ent technology. 

10 All of these projects and papers either require tho 
modifioation ar a browaar, specification ot new 
prot.oc:ol.s ( stU.l based on TCP) , or d.ef ining qeneric 
1nter-network.inq speci~ications ror connectinq wireless 
and low-bandwid1:.h networJca to tba Internet for WWW 

15 access. 

20 

'l'hus, there is a need for a 111ethocl ot t%analating 
\ 

TCP mt connections over hi;h-latency wireless and 
wireline networks. 

Prphlg 2 

.A seconcl problaa 1• that cw:rent WWW acce•• 
soft1ipare doaa not provide standard aacb.ani&11DS tor 
co~resaion, encryption, or ti1t.ring. C0111>reasion 
entails decreasing th• size of tran•iaaiona ot: data 

25 over th• network without changing the content of the 
in'foraation. Moat propoaala ~or aaapression support 
reqU.ire external utilities ~rom the ~rowsar to 
ciecomprua the data, and then return usable output to 
the browser throl.19h the uae ot: HUltipu.rpose :rnternet 

30 lfai1 SXtenaion (MDIB, Natb.an1e1 Borenstein •t. ai RPC: 

1521) typ••h 
Encryption is the coding of data tran••issions. 

Encryption belpa to provicl• aecurity sine• encrypted 

data transmiasiona are auch more cliff'icul.t for an 
35 unauthoriaad party to intercept and access. 

t7nt:ortunately, it is unlikel.y that generic, open 
standards for th••• desira):)la services could be created 
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stanclarcls are 

•vo1ving for encryption in WWW software ( i. •· , Secure 

Socket Layer {SSL)). However, at current levels of 

computer hacltinq, it. is unlikely that any open standard 

s ror encryption will b• al>le to maintain inteqrity for 

lon9. 
Most a4vanced brow•ing tecluloloqiea, therefore, 

have installed proprietary encryption achemea and are 

only capabl.e or working between a WWW server that 

10 supports the eJleryption scheme. Thia option goes 

aqainst the open standards desiCJll o~ the www. 
Filtering retera to ~lobal control oL a WWW 

responae based on data size, type, or acme oi:her 

characteristic whereby a user can customize the recaipt 

15 of data. Work is being dona in th.is erea through WWW 

search engines, specialized caChincJ uti1it1es on 

advanced brovsars, etc. 

The filtering referred to her• is a 9lobal. sarety 

net ~or unwary users that coul« potentia1ly misuse a 

20 wire1esa/low-bandvidth data network by requastinCJ too 

much data, retrieving spurious information,. or some 

other unwanted •ic:l• e~f'ect r .. ultincJ ~roa a WWW raquest. 

For exU1p1e, a user may requ .. t a 4ata object from the 

WWW that a user is not aware is ezt.remaly larqe, and 

25 perhaps costly, to transait. As a sat'ety nat, the user 

may ~igure a f'ilter to autoaaUca11y prevent a 

particular reqq••t rroa bein9 executed. 

Thus, there is a ned ror an i.JDpl.emantation o~ 

compression, enct:yption and tilterin9 ~eaturea in a WWW 

30 interface. 

Probl.g 3 

A third·prob1- exists in that there is no standard 

~Y ror WWW ace••• aortware to receive ••f!JChronoua or 

3!5 unsolicited updatMI :froa the network. Existing browser 

technol.ogy is client baaed. The aost popular browsers, 

such as th• Netscape•, Moaaic1111 , Lyrr:ie" bJ:owsers, as we1l 
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as othet l••• popular browsers, require users to 
initiate smae form of raqueet before respon•a data will 
ba de1i"8red to the respective browser. 

P'or axmapla, it i• desirable for a company 

S provi4in9 access to the WWW to ba ab1• to remotely 

configure a suscriber'• WWW access system fro. within 

the network. since regular la'owsers do not offer this 
feature, subscribers must confiqure and update their 
access so~twara manually. Thi~ may require the support 

10 of the aerv1ca provi4er thrOUCJh a traditional voice 
custom.er support line or custom a9aat: so~tware on the 

user's host system (refer to "XSG: Xntagrated Services 

Gateway•, Ballcore TM-24856, for a aore coaplet• 
_description of the problem). 

15 Tbua, there is a need ~or a WWW inter~ace that can 

20 

reeaiv• and. impleaent 1U1SOlicited transmissions from the 

network or service prov14er, particularly to 
automatically conriCJUZ'• so~tware ror accessinq the 
network. 

IPPMX or DI Pf ifirpw 
It is thus an o~ject or the present invention to 

meet the above-4eacribecl need• ancl others. :rt ia an 
object of tha present invention to provide a method and 

25 systmll tor interfacing with the WWW that supports 'l'CP/I.P 

in a high-latency environment, provides c011pressionr 
encryption and filterin9 aervices an4 accept• and 

impl.-•nta unaol1cited. aeaeagu from the WWW or the 
service provider. 

30 AdcU.t.ional o:bjects, advantaqes and novel. ~eatures 
o~ the invention will be aat forth in the description 

that tollowa, and will become apparent to tho•• skilled 

in the art upon readin9 this description or practicinq 
the inventi.on. The objects and advantaqes of t:.he 

35 invention say ha realized an4 attained by the appended 
c1aims. 
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To aehieve the roregoing and other objects and in 
acc01:d.anc• with the purpose ot th• present invention, as 
eabodied and broadly described. herein, th• system and 
method of the present invention may utilize a host 

s computer having a browser arid a local proxy in a first 
location, a re.mote proxy in a second location in 
coJllJllunication with the local proxy through a low­
band.width net.work, means tor initiating a query on the 
browser and sending the query to the l.oaal proxy usinq 

10 an application 1ayer protocol, 111.ean• for convertin9 the 
application l.ayar protocol. of the query into • transport 
protocol. suitable for transaisaion over the iow­
bandwidth network, means tor transaittin9 the query over 
the low-.bandwidtb network from the local. proxy to the 

15 remote proxy, and means for converting the transport 
protocol into an application layer protocol suitable for 
execution-or th• query on tb.a COQU.t•r network. 

It. is a1ao preferred that th• ayatma and method o~ 
the present invention in.elude aeans for COJDlunicatinq 

20 the query to a network server, exacutincJ th• fjU.ery, and 
returning a data object to tha remote proxy, means rar 
converting the data oaject into a tranaport protocol 
suitul• ~or transaiacion ovar 'the low-bancividtb 
network, ••ana for tk'anamittiftg the data object over the 

2s iow-aandvidtb network troa th• rm1ot• proxy to th• local 
proxy, mean• for convertintJ the transport protocol of 
the data object into an app1ication layer protocol at 
the local proxy, and means for commun.icatinq th• data 

object ~nto the browser usinq th• app1ication lay.r 
30 protocol.. 

:rt. is also pref erred tbat the syatem anc1 a.eti\od of 
th• preaant invention incl.de mean• for creating a query 
script having satt:.inga ror compr•••i'1Jl, :fi1tari?iq, ancl 
encryption, means for encapsulating the query aCZ"ipt ~or 

35 trana:mission over the low-bandvicSth network from th• 

local. proxy to the remote proxy, mean• tor coapraaaing, 
fiitaring, and encryptin9 th• data object according to 
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the settinqs in the query script, and means for placing 
the data object in a reply script tor transaiasion over 
the low-ban4w:ldth network from the ralllote proxy to the 
loc:a.l proxy. 

S In a further aa~t of the pr••ent invention, in 
accordance with ita objects and purpoaes, tb• system of 
the present invention may also comprise a aystetn for 
co:mmunicatinq with a computer network, CQJbPrising a host 
computer having a browser tor a user intarrace, a locai 

10 proxy means ~or cOJllllUJlicating with the browser using an 
app1ica.tion layer protocol, the local proxy :means having 
mean• for cohvartinq t:he application laya:J:" protocol into 
a transport protocol, an4 a remote proxy aeans tor 
communicating- with th.a l.ocal proxy aeana using th• 

15 transport protocol. The remote proxy :means include• 
means tor converting tha transport protoco1 into the 
application layer protocol, and mean• ror co1111unicating-

20 

·. 
with tha computer network using the application layer 
prot;oco1. 

BUii' DDS81nJOM OI "' DAUBS 
· Th• praaant invention will bacc:DMl more claarly 

appreciated as the di•cloaure o~ the pr .. ent invention 
is macle w11:h reference to the accampanyil:UJ drawinqs, 

25 wherein: 

Fig. 1 ia a block 4iatram 8hovin.cJ the related art. 

firewall interface MtWMft a private computer network 
and th• www. 

Fig. 2 is a ~lock diagram showing the split proxy 
30 interface of the present invention. 

Piq. 3 is a sch-tic diagram ot the protocol 
tranal.a1:ion perroJ:1aad by the loeal proxy inter~ace or 
the·present invention. 

Fiq. 4 is a scbeaati~ diagram a~ the protocol 
35 translation perroraed. i»y th• rcuaota proxy interface o~ 

the present invention. 
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fig. 5 is a flow chart showing th• implem.entation 
of the proxy interface of the present invention. 

DftAILD p!SRIU!Olf or pl PIPPUP mwpmrr 
S Re~erence will now be made in d.etai1 to a preferred 

uabocU.m.ent of the invention, an example 01! which is 

illustrated in the accompanying drawings. 
The 'Creation of the WWW is a computing revolution 

which also offers a potential catalyst ror wireless data 

10 networks to become a direct participant in axplocling 
Internet popularity. The present inv.ntion provides a 
method and. aystaa tor interfac1nq a private computer or 
private computer network with the WWW which provides 
support for TCP/XP in a high-latency envtromnant; 

15 compraaaion, encryption, and. filtering aezvi.ces; ancl th• 

receipt an4 iaplementati.on of unsolicited massages 
transmitted l>y the service provicler. The present 
invention al•o al1ows a Laptop or Personal Diqita1 
Assistant (PI>A) cliract accus to the WWW rrom a mobile 

20 (wi.raless) terminal. 

Por example, the interface to tba WWW o~ 1:ba 
present invention may be implemantecl by ao4ieying a 

proxy, Fi.9. 1, el-ent 4, to perfor. the reqqireci 
runctiona. '!h• !Dedi~ied proxy would become a system. of 

2s sp1it proxies {somatiD.ea re~errecl to aa Agent 
tac:bnology, as deacribecl in u.s • .Applic:ation Serial No. 
08/309,336) tllat could be 1mpleaente4 on a tirawa11, or 
can 'b• an application runninq in th• back9round on an 
individual comput.r, even a laptop, that can acc .. • th• 

30 WWW via a wirel-• or wireline network. 
Raferri119 to Pigu:re 2, the interface or the present 

invention is a modified split proxy. A spll't proxy 
comprises a local proxy 56 anci a remote proxy 66, which 

are software aodu1•a t:hat enabl• transl.ation and 

35 restoration of WWW requuts. 

A user operating a mcmil.• tar11inal sa 1• using a 
web browser 54 which COJUlunicat.as with the WWW using 
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TCI'/IJ>. Th• local proxy 56 is a software paclc:age that 
runs in the background on the user terminal 52. Where 
high latency is a problem, th• local. proxy 56, accordinCJ 
to the principl.es of th• present invention, will 

S trana1ate data requesta/tranaaissiona l>etwaan the Tc:P/XP 
protocol used by th• browser ancl a protocol robust 
enouqh to carry data across the C011'1lun1cation network to 
the r8llote proxy. 

In th• illustrated embodiment of Figure 2, the user 
10 i• accesain9 the WWW through a wireless network. For 

axaap1•, a wireless 110dem 58 uses • low-l>andwiclth 
optimized protocol, such as AirBosa"' Wireless Transport 
Protocol, to colllllWdcate with baa• station 60. Thus, 

_the local proxy 56 translate• the l.ow-~andwidth 
15 optimized protocol to TCP/XP. 

The local proxy's encapsulated requ.eat script (••• 

Fig. s - General Browaer U••CJ• Flow), i• tranaitt.4 
tlu:oug'h a. wireless network 62 to the remote proxy 66 .. 
The reaote proxy 66 maku tha nacessai:y protoco1 

20 translations between TCP/'I.P al'Ml the low-lNndwidth 
optimizecl protoool, such as AirBo•.- Wiraleas Transport 
Protoco1, to connect the user to th• WWW 68. 

Th• pr .. ent invention provi4ea -var•l me~od.s by 

which atand.arcl web browera that support proxy eet:vices 
25 can be a4apte4 for wireless and low-ban4width web 

browsing. The present invention will be explained by 

deacri~inq tllr•• ••ts o~ metboda, Which re1ate to the 
first, second, and third probl.ems da9cribad above, 
respectively. 

30 

Metllo4 S.1: i 
Tha tirst problea to :be overcome is the 

transmiss-ion of data using TCP/IP over natworka that 
experi•nc:• hip latency, ~or example, more than 

35 approximately 3 to 5 seconds~ l'll• :method.. and ayste:m 
used to solve Problem 1 involve pr~ocol translation. 
Protocol translation r~ers to encapsulating TCP 
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application requests that have a single rec;uast/rasponse 

pair (i.e._ B'l'TPr SMTP, Gopher, and WAYS) into a 
suitable connection-oriented protocol robust enough to 

runction in the hiqh lat•nci•• encountered ovar 
s communication networks, particularly wireless and other 

low-andwidth networks, that transmit the data. 
The protocol translation is achieved ~y the sp1it 

proxy. Th• local proxy i• started on th• host where a 

user also initiates a standard ~ browser. The web 

10 brow•er 1• configured, either by th• user or the local. 
proxy, to COJllJldmicata with the local proxy. The latter 
configuration option is preferred :because it hides 
reasonably sophisticat.4 proxy eonriguration issues from. 

the user. However, the proxy aust mow Which browser is 

15 ~eing used. 

once th• local proxy and web ))rowaer ar• launched 
and configured correct1y, the browser than ~wmela all. 

WWW requests through the local proxy. The local proxy 

than takes the browser's WWW request and. converts it 
20 into an appropriate lOW-l)&nd.Width optiaiaed. protocol tor 

the network baincJ used (a.9., AirBo .. • Wireless 
Transport Protocol, based on ODPtIP). 

'!!!be remote proxy 1• capal>l• of :rece.1vinCJ the 
converted script fora :rrom the loea1 proxy and 

25 coapleting the operation on :behalf of the original 
request aacle by the .bravsar. once the data is recaive4 

at the remote proxy troa the converted request, the data 
is encrypted., coapreased, tiltarecl based on the original 
scri.pt, and/or encapsulated into an optimized. protocol 

JQ and. sent back to the local proxy (these services will be 

deacril.Jed in •ore detail in Method• 2 6 3 described 

below). The looal ProxY receivetJ the encapsulated 
reaponec, unpacJta~o• it, ancJ. return• ~ final reoponae 

to tha brow••r. 
35 lla~erring to l'igure 3, the exmap1a o:r a request ~or 

WNW data will be cleac:rilHld.. Th• web :browser 54 a11tputs 

a request which is couched in the advanced OSI protocol 
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layers or ilpp1ication layer protocols 70 Which comprises 
TCP/XP. Th• request is transmitted to t:be local proxy 
56 Which tran•lates th• request into a low-bandwidth 
optimized protocol 72, such as AirBoss• Wiraieas 

5 Transport Protocol" which is ased on UfJP/rP. The 
encapsulated r~est is than sWm.ittad via the network 
access device sa (e.9., modem) to the low-bandwidth 
network. 

Refarrin9 to Figure 4, the request traverses the 
i.o iov-banciwidt:h network to arrive at th• g-.naric service 

node 74. Tba encapsulated request is then s'W&itted to 
the raaot.e proxy 66 ~icb translates the encapsul.ated 
rei;uast tt01D the lov-band.tddtb. optimized protocol (e.g.,. 

AirBosa• Transport Protocol) to the application layer 
15 protocols ori9inally created ~Y tb• web ~ows~, and 

sul:mits the "ovaer'a request to the Internet • 
. RecJarclin9 the communication between th• ralllOte and 
' local proxies, aulti-tbreacliD9 i• important. 

HU1.ti-threa4ing refers. to a provr8Jlllldnw/opei:atin9 system 
20 paradigm that allows app1ications to appear to do 

several operations at the same the. During devel.opm.ant 
ot the present invention, it was 4iacovered that the 

split proxy ahou.l.d a capable o:t aulti-threa4ing 
request/respon•e pairs. Sine:• moat WWW browsers support 

25 multi-tllrea.clad client requast/rasponaea, the split proxy 
sboulcl do the sama to facilitate seamless integration 
into the WWW acc:aas regime. 

X:apla'IMlllting multi-threa4in9 in the ap1it proxy ot 
th• pruent invention requiru a transaction aystem 

30 Mbreen tbe l.ocal and remote proxi.es to .aatcb th• 
internal scripts that encapsulate a req:aeat with th• 
response script• 4eatined for a browser.. Th• preciae 
transa~ion •Y•tea implaaented 1'et¥een the proxies ia 
not import.ult, and it wil:l be ol:>Viou• to one o~ ordinary 

35 skill in tbe art how such a transaction syatem may be 

structw:-ed Raad on the diacloaure of the preaant 
invention. The protoco1 ancl transaction mechanism 
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described in Method. Sets 1 and 2 is based on th• 

Personal commun.ications Internet work (PCI) system 
clascribed in the '336 application. 

The :more sopbistica1:ed th• 1:ranaact.ion system, th• 

5 better the systaa and method. or th• preaant in•antion 

bacoaes ~or enabling end-uaers to browse the WWW over 

low-band.width network•. !'11• tollowinq methods or the 

present invention are based on this discovery. 

A ben•f it of supportin9 11W.lti-threaded 
10 reciu-st/rasponse pairs is that 111.Ultip1e browsers can be 

supported on a host by a single local proxy. 

M•t;hp4 sat 2 
As the WWW developed. and the uisting protocola 

15 were layered on top of each other to meet the data. 
tranamiasion needs o~ users, web bre>W••r• were created 

to make use ot the exitinq protocols.. :In current WWW 

access software, the naed for data security and 

compactnesa waa largely overlooke4. As a result, web 

20 browsers using ~CP/XP clo not provide for encryption, 
compreaaion or filtering of dab ~or t:ranaaisaion. 

!l.'ha JDaift consortiua ~or tbe WWIJ, w:JC:, ha• 
conaiderecl at:an4ar4• ~or sac\lriftCJ tranaisaion or data 

over the www. However, tll• probl- with •UCh wab-wia.e 

25 standards ia that, once they are announced, hacker• 
beg-in to work their way through the protocol 

specification to find ways o~ clefeatiDCJ" th• security 

:measures. 
Accozdingly. it is an ol>jact o~ 1:11• pre•~ 

30 invention that th• proxy aortware inc1ude comprassi.on, 
ancrypt£on, and filtarinq tool.8 in a proprietary regime 

that stil.l. makes use of a.11 or the open nature or the 
WWW. Thus, tbe transaction aystaa between the remote 

and local proxie•, inclucling campr•••ion and encrypt:~on 

35 alqoritbas, may be a proprietary system devised by a 

sarv:i.ce provider for the use of its customers. 
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A filtering tool can also be implemented by the 
sp1it proxy .. "Filtering, in tha context ot the present 
invention, re~ers to a gloa:>a1 control on tb• low­
banclwidth network. For example, when browsers submit a 

s request for in:tormation, they qenerall.y do not: know how 
much infonaation is going to be retrieved. Accordinq to 

the principles of the present invention, the looal proxy 
receives ~iitering configuration instructions from. the 
user which are then transmitted. to and impla111.ented by 

1.0 'th• r-.ote proKy. The remote proxy can then pe:rfoJ:11l 
such ~unctions as examining the responae to a user's 
data requeat and stopping unduly l.arge data objects, for 
example, froa overwhellllinq the user's system. 

In general, encryption and co111>r•••ion al~orithms 
is a.re better placed in kletw••n the local proxy and the · 

remote proxy as opposed. to placing such capabilities in 
a new web l:>rowser. As noted., such algorithm.a can then 
be protect.a i.n a propriata~ regiJDa. one 0% OJ:d.inaey 
skill in tha art cou1d easily cSaalqn encryption an4 

20 compression algorithms based on wa11-Jcnown principles 
ror any service provider 4••irinq a uniq\le ••t of 
alqorithas. 

on the other hand, despite their vul.n.arability, 
open, widely-known standards ror such al.qoritblu, such 

25 as have been considered hy tbe WJC, llave a4vantaqes, 
such aa,_~or exaaple, interoperability. 
Interoperability allows clir~erent proclucera of proxies 
to make raaote •ncl.local. proxiea th•t fwiction togathar. 
Thia also allow mandacturers ot different computer 

30 platroras to briciqe their p1aUorms with ~ere. 

A script to :l.mpl.e'lllellt compreasionr 91\cryption and 
filtering, whether proprietary or open, should include 
tie1da to do at least the tollovinq: 

A. SUpport encryption. For example, MD5 c1.ph.er 
35 alqorittuu for secure monetary transactions o"f 

ele~nic data. 
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B. support mul.tipl.e types of compression 
(coapression choice should be based on th• t~ of data 
contained in tha script). Por exaaple, LZW compression 
a19orithms can be used on textual data. 

s c. support at least negative filters or positive 

10 

filters. For exaJaple, one or more o~ the following 
~iltering a1qorithlls can be used: 

Negative ~ilters - A response script should 
not include any binary data or a response 
script should not be qreater than this size. 
Positive P~1tera - A response should include 

all lines ot text with •wireless" in it. 
If at any point along the path Htwean t:h• remote 

and local proxi.. ther'• ie coma taJ.lure, particularly in 
15 tha wireless environaent, tha transaction. aystma between 

the local and remote proxies auat ha ah1e to responcl 
appropriately. Por exa:aple, it the script cannot be 

sul:OD.1tte4 to the wireless natvork, or the script rail.a 
to CJ•t to tb• remote proxy, or the remote proxy is 

20 .incapab1e of 9etting ace••• to tb• InumK, th• 

transaction system must responcl appropriataiy. 

Tba rinal. probl• arisea bacaua• WWW acoau 
25 ao~tware, the web l>rawaar, vaa ori91na11y designed. to 

act as a client. Client so:ttwar• on it• own CJenera11y 
a not capable of reoeiving aaynchronaua or un•olicitad 
update• troa t:he network. This is a problem if a 
service provider would like to proviu aubscriber• with 

30 access software and tben to raota1y (:from within th• 
network) .. nap the coni-icJuration ~ that so:rtware ror 
the ua.r. Thia feature o~ th• praa81\t invention 
p.rovicSas a way ~or large aerv'ice provider• to off er WW 
accaaa that 1• soalai:.le to th• n...SS o~ the customer. 

35 Aa no~ed, th• web browsers currently in use aare not 
d••iCJned to receive and iaplament such updates. The 

service provider 11ay in•tea4 distribute new updated 
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sortwara. Xf the user is operatinq on a larqe sca1a, 
implementi119 an update may even require a •ervice 
technician dispatched to reinstall the software, 
reconfiqure the software, and troul>leahoot it. 

5 Al.tarnat1vely, th• cuatoaer uy have to call a cu.t01fter 
support line and wait felt verbal instructions to support 
installation of the update. 

Accorclinq to the principle• of the present 
invention, a simpler and more efficient solution is 

10 provided by a service provider using the split proxy 
inter~ace. Usinq the encryption and ••curity protocols 
desiqnad for the service provider'• cystea, th• eervice 
provider can access the user1 s 1ftlW access sortwara on 
the user's own system. and imaediately instell, confiqure 

l.5 or update that software. This method may alao 
incorporate ..... 998 to the user to indicate the action 
take~ by th• service provider. 

The sol.ution of' the present invention i• to 
conf iqure t:he loca1 proxy to be c&pabla ot 

20 asynchronou•/unao1icitec! receipt of scripts that are 
designed. to aadity an en4 uaar'a host aystaa ~or thinp 
like'sortware QPd.atea, configuration changes, or new 
service a4vert.1eellenta. r4eal1y, the loc:al proxy should 
be running constantly in the background or the user'• 

25 system to receive and implament such cOID1un1cations, 
even ir the web browsing sor~wara is not runninq. 

Since the local proxy is not part or th• browser 
and should always he runninq to receive thaa• 

asynchronous network uploada, tba present invention was 
30_ 4eaigne4 to be small and. modular to limit th• amount or 

syst .. raaom:-cea. Tbi• reatura protects aqainst 
unwante4 interaction witb other installed aortware 
(i.e., m111BOry allocation, %P port aasi9111lant, etc.J. 

ls Pr•tarracl Dnplaatn1;atiqn 
Rderrin9 to Pig. 5 o~ the drawinqa, a tlow diagram 

o~ the present invention will i:,e c1escribe4. Th• flow 
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diagram of Fiq. s has a series of entities listed at th• 

top corraspondinq to the main components of the present 
invention, inel.udinq the web browaer 54, the local pro>ey 
56, th• remote proxy 66, and the exta):n•l web server o~ 

5 the WWW &a. The f1ow d.ia.gra:m il.lustrates th• 

interaction of these components during t:ha startup 
process, th• general browser usage proceas, and. th• 
service update process, respactively. 

The web l:>rowsar 54 and tbe local proxy 56 are 
10 designed to run c:o-reaidant: on th• same host computer or 

user teni.inal 52. The rU1ote prOley 65 and the external 
web server, however, do not. necessarily need to be co­
resi4•nt. Th• ruote proxy 66 auat only be ule to 
acce•• and C0111Sunicate with tbe external. wab server. 

15 The arrows in Fiq. 5 represent co8Uftication or 
transfer of data from one entity to another. The arrow 
heads spacity th• direction in Which the action is 
d.i:rected. The lines froa top to ))ottom represent the 
tiaeline and the sequence with which the. process steps 

20 occur. 
Th• rir.t fl.ow shown in Piv. 5 ia th• •t:art-ll.P 

rlow. Thi• ia basically how the system i• activated on 
the end uaer'• boat computer. rt i• assumed that the 
reaote proxy and the axtarna1 we server are already 

25 running in all ot these tlow descriptions (tl'loa• systems 
can be maintained ancl startacl by a syste:a a4mi.l\istrator 
with no interact.ion fro• the end user'• point o! view). 
Th• rirst action that occurs is that th• anCl user starts 
the local proxy.. 'l'hat aiapl.y mean& launching an 

30 appl.ication that staru up and runa in the background of 
a 11Ulti-t:hraaded oparatinq syataa. The operating system 

can be, for example, th• Windows• Version 3.1 operating 
system. 

After the local ~xy is started, the local proxy 
35 baa two r••ponail>iliti... .I.r the browaer type ia 

speclf1e4 on the us.r's host computer, th• local proxy 
shoul.d configure a.n4 start t:ha browser. Some browsers 
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must :b• col'lt19Qrac:l before they are launehed, while other 
browsers aust be launchad tirst and tben conriqured. 
This is dependent on which browser type is beinq used. 
'l'b.e browser can be any conventional. :browser type that 

s supports proxy s•rvicas. 
i:r tha browser type ia hot known, the end user will 

have to launch and conf i9\Jre the browser manually for 
th• local proxy. In this case, the end. user must know 
enough in%ormation a.bout the web browser that he i• 

10 using to be able to manually confi~r• it tor proxy 
services. 
~ •ec:ond r1ow shown on Fiq. 5 is a general 

browser uaaqe now. This flow shows the process steps 

Q...f the present invention artar th• browser ha• been 
is startacl an4 configgraci. 'l'h• en4 uaar rirat submit• a 

stanciard web re;uaat. That basically means the user 
points and c1icks on a hyperlink or opens up a dialo9 
box ancl enters what is typically call.ad • universal. 
resource locator (URL). Por exBllpl.e, thi.a is bow the 

20 xnternet coDDuaity 14enti~iea and ace••••• data objects 
on the www. 

Tbe next: a'tep in t:b• flow for the CJ'•naral brow•er 
uaa9• i• that 1:h• qu.ary launcl\e4 fJ:011l th• :browser i• 

submittect to the local proxy. 'l'b.e local proxy creates a. 

25 query script, •nd places ••'ttin9a in that script 
defining- the type of coapruaion to be used on th• dat:a 

object or tile types ot caapressiona that ara available. 
J 

The local p~ al.ao placea -~tin9• in the script for 
the tllten and th• encryption type to 1'e appliad to 

30 th.at data abjac:t.. Th• setti.ng'5 pravicl• .. curit.y and 

also give th• uaer control of th• intormation that will 
be .returned in ruponse to 1:.h• query. 

Utar that script is crea.tadr it is ctal.ivared to 
th• reaote proxy. The remote proxy par•- the query 

35 script an4 extracts 'the paclcaCJed query tbat was 
oriqina.lly submitted. by the browser. '1'ha r&11ot• proxy 
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then executes th• query in a &tandarcl web data object. 
request. 

The external we aerver, a%'ter receiving the query, 
wi11 return th.a appropriate data object associated with 

s the query. No other spacial enhancements are neecled at 

that point. That is just a tradit.ional. client to server 
t-equest on the coaputer network that can use any 
appropriate WWW protocola. For example, hypertext 

transfer protocol, ~il• transport protocol, simple mail 
10 transport protocol, or post office protocol can be used. 

A~t•r th• data object has bean returned to the 
remote proxy, th• reaote proxy appl.ies the co.mprasaion, 
:tilters, an4 encryption that were specified in the 
oriqinal query acript. Tho•• inclwt• th• acti.ons to be 

15 run on th• data object to put th.a data object:. int:.o th• 

correct fora for delivery to th• local proxy. The 
compreaaion, rilters, and encryption are roraul.ate4 into 
a reply acript. 

After the action• are completed an.d delivered to 
20 the local proxy, th• l.ocal proxy mai:cbas the rep1y 

script w:Ltb the request script. once the reply script 
is matcbad with the request script, it wi11. Jcnow the 

appropriate browser and. place to 4eliver that 
in:tomation to t.h• brow•er. The local proxy then par•• 

25 throuvh the reply script ancl ~acts th• internal data 
o).)ject. 1.rhua, two tbin9• need to happen with the reply 
script i.n the local proxy. Tba repl.y script aust i:.e 

matched witb ~· request, and tll• local. proxy mw1t 

extract th• data object out an4 d.elivar it to the 
JO appropriate pl.ace in the operatinrJ ayatall 11110 that the 

))rowser c=an display tbe objec:t in its viewer. 
~e third flow shown in Fig. s ia a service update 

or a eervic:e script riow. '?his is a situation whara a 

network adllinistrator that 1• intareetect in imp1aentinq 
35 updated service• wc:nald be al:»l• to remotely rrom. within 

the network eonf'igure an end user'• host systea. ~ 
remote proxy creates a service script. Far axampl•r i.:t 
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a new BTHL hoJDe pa•• is to 0. delivered and conripred 
on the end waer1 s remote •Y•tea, a service •cript woul.d 
be created that instructs the loca1_proJr.y to write an 
HTML f ila into the distribution. ~ service •cript 

5 woulcl contain the lrnlL pa9a aa the data ol>:Jact and once 

th• script is COJtplete4 in an appropriate f'orm, it would 

be clelivere4 to th• local. proxy. 
The 1oca1 proxy has • respo.naibi1ity o~ parsing 

through the aerviee sc=ipt, pul.11ng O\lt :both the act.ion 
10 and any associated data ol=ljecu with that action, and 

complatiJ19 the reflQ••ted action.. So, to ~iniah th• 
exmnpla, the local proxy would parae tbr'ough to rind out 
What ac~ion was requested "(writing a new B!l'JIL home 
pa9a), extract tha data object (a new B'1'HL home page), 

15 and then write the dab objaCt to the loc.:al :f.il.e 
di.atribution. Th• arrow 1n41catea tbat i.t .1• eoiaeti .... 

appropriate to display information into the J>rowser~ 
sometiaes tbat 1• not goin9 to ha po••ible, and th• 

local proxy will d.iap1ay dialog J:aoxea or other user 
20 interface noti:t1cat1on of appropriate actions. Th• 

browsers that are capaJ:>l.a of" receiving' asynchronous 
updates can ba not1~1ed at that point, and the loca1 
proxy wi11 initiate that acUon a.IMl aend. any appropr1a~ 
user interrace control• to the brOV8er to display to the 

25 user th• aotiona that bava just been executed on the 
local ho•t syatea. 

Th• intartaae between a. user ancl tb.e·lffiW provi4ed 

by the present invention proviclea protocol translation, 
compreaai.on, enezoyptlon, 1!11.tering' and automati.c aarvi.ce 

30 updates that results in a muob iaprovecl connection to 
thi• extr.-...ly valuable. resource. B.evarclin9 
oaa,preasion, there could. ba a clirec:t AVinV• to an and 

uaer for deaandllft9 the proxy service• or tha present 
invent::ion 1n a wiral .. a natworkinq environment. Boat 

35 wireless network providers haft per packet charv.. or 
f"l.at rates foi: bulk u-9• <•·9·, ~ixad. rate 'tor up to 1 

Do~ data). A direct savings coul4 be J:e&l.izecl When 
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data on that link is c:omprassed. Empirical measurements 
show that standard HTML data can be regularly compressed 
to S0-60t of the oriqinai payload, including script 
overhead.. Thia means a customer can retrieve twice as 

5 :m.ucb WWW data ~or th• same price. 
The present invention prov.id.. a way for a network 

administrator to directly manaqe a customer's host 
con~iguration, foregoing leas reliabl.a technical support 
lines to troubleshoot problems or requi.rinq the customer 

10 to learn sophisticated .. tt1n9a for sottware. A1so, new 
service 4eployment ia automated by the present 
invent.ion. 

The technology embodia in the pre•ent invehti.on is 
most suit.ul• for use l>y ISPs, aanuractur~s at PDAa and 

15 Laptop•, Wireless Network Providers, Wiraleas Syst~ 

Intaqrators, and Telephony providers wishi.119 to become 
XSPa. ~. tachnol09Y can al.ao b• int•9Tata4 with other 
product lines to anba.nc• projects that have strong tiaa 
to th• WWW and have mobility components. 

20 rt will. be appreciated that th• pre•ent i.nvantion 
is not 11.mitad to the exact construction o~ process 
atepe that have been clascrU,ed above and illustrated in 

the accompanying drawinp, and that variou• 
modi.ti.cations ancl chan9•• can be 11aade without c:leparting 

25 :from the scope an« spirit thereor. It is intended that 
the scope an4 apirit o~ the invention only be limited by 

the appended claims. 
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1fDT :rs S·'IMID :ti: 
1. A method ror communicating with a computer 

netwo!:'Jc., comprisinq: 
placinq a_host computer having a browser and a 

5 local proxy in a first location; 
placinq a remote proxy in a second location in 

communication with said local proxy through a low­
banawidth network; 

initiatinq a query on aaid_ browser and sendinq said 
10 query to sai.d. local proxy ~•inq an application 1ayar 

protocol; 
convertinq said application layer protocol or said 

query into a transport protocol suitable tor 
-tranaiaaion ova!:' said low-J:)andwidth network; 

l.S trannittincJ said query over said low-bandWiclth 

20 

25 

network from aaid loca1 proxy to •aid reaota proxy; and 

convertinq said transport protocoi .into an 
application layer protocol suitable for executing said 
query on aaid computar network. 

a. The meth04 accorcUng to claia l, further 
compriaing ••id at•P• of communicating said query to a 
net.work aerver, axecuti.Dfl sa.id query, and returning a 
data oajact to said reaote proxy. 

3. The method according to clai• 2, further 

ccnaprising said steps of: 
converting said data object into a transport 

pi:otocol.aui't.able !or transmission over •aid 1ow­
lO bandwidth network; 

tranaitting said data obj~t over- said low­
bandwictth network fr01l aai4 remote proxy to said local 
proxy; 

converting said transport protocol ot said data 
35 object into an application layer protocol at said local 

proxy; and 

THiS SHEET HAS BEEN 
RcPLACt.0 



I llllllf tlllll 111111111111 1111 
* C L M S * 

W097/3S40l - 26 - PCT/US!Hi/03909 

co..Uftieating said data o~jeCt into said browser 
using said application layer protocoi. 

4. Th• n.ethocl accordinCJ to claim 1, further 
S comprising a startup operation c~iainq sai4 steps o~: 

starting said local proxy on said host computer; 
configuring and starting said browser usinq said 

local proxy. 

l.O 5. The method according to clailll 1, where.in said 
step o~ convertin9 said appiication layer protocol o~ 
said query further compriau said at:ep• ot': 

creating a query script having ••ttinqa for 
co11pt"ession, filters, ancl encryption; and 

15 encapsulating said query script tor transmission 
over said low-bandwidth network from said local proxy to 
saicl remote proxy. 

6. Th• aathocS aoaorcli.1141 to clan 5, wherein said 
20 step o~ con"8rting aai.d applicati.Oll l.ayer protocol. of 

said data object ~er capriaes said ateps of: 
coapreaainq, filtering", and encrypting saj_d data 

object acc:ordin«J to said aattin9a in sai4 query script; 
a net 

25 placin'IJ •aid data obj.at in a reply script. for 
tranaaiaaion over aaid l.ow-bal'l4wi.4tb network ~rOlll aai4 
re.mote proxy to said 1ocal proxy. 

7. Th• method accorc!ihg to claim s, turthar 
30 CD11Priaing aaid steps of: 

matching sai4 repl.y script with said query script 
Upan receiving aaict reply •cript in •aid 1ocal proxy; 

deliveri.119 said r•p1y script to said broweer; 
unpadca91ng said data object ~roa said reply 

35 script; and 
displaying said data object in a viewer or said 

browser. 
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a. '?he method accordinq to claim i, furth•r 

comprisin9 said steps or: 
creating a servica script at said remot• proxy; 

transmitting said service script from said remote 

5 proxy to said local proxy; 

10 

parsing said service script and extractinq a 

requested action and data object from said service 

script; and 
executing a service action at said local proxy. 

9. The method according to claia 1, Wherein said 

computer network is tbe World Wide Web. 

10. A sy•tem for comaunicating with a computer 

is network, com.prisinCJ: 
a host computer having a brow•er and a local proxy 

in a~rirst location; 

a remote proxy in a second location in 

comm~ication with sai4 local proxy throuqh a low-

20 1'an4W14th network; 
means ror initiatin9 a query on said .browser and 

sendi:ncJ said query to aaid local proxy using an 

applic=ation iayer protocol; 

means ror convet:ti119 saicl app1ication 1ayer 

25 protocol of said query into a transport protocol 

suital:»la for transmiaaion ovar said l.ow-banclwidth 

network; 
means for transmitti119 aai4 query over aaicS low­

band.width network ~r011 said local proxy to aai4 remote 

30 prmcy; and 

35 

aean• f'o:t:' convertinCJ said transport protocol into 

an application layer protocol suita~la for execution or 
said query on said computer network. 

l.l. 'l'ha system accorclincJ to claim 10, rurther 

comprising means ~or cOJIDllunicatinCJ said query to a 
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network server, executin9 aaid query, ancs returning a 
data object to said remote proxy. 

12. The systea accorclinq to claim ll., further 
5 coaprisinq; 

means tor converti.n9 said data object into a 
transport protocol suitable ~or transmission over $aid 
iow-bandwidth network; 

aeana for transmitti119 said data object over said 
10 low-bandwidth network trom aaid reaote proxy to said 

1ocal proxy; 

15 

20 

means for convertinq said transport protocol or 
said data object into an application layer protocol at 
said local proxy; and 

means tor comaunica.tin9 said data object into said 
browser usin9 said app1ic:ation 1ayer protocol. 

13. Th• system accordinq to claim 10, further 
CQ11Pri11iq: 

meana :for atartin9 said local proxy on sai.4 host 
computer1 

meana :for cont1gur1nq and atartin9 aaid browser 
using sa14 local proxy. 

25 J.4. 1'h• syataa acco:r:cUnq to clai• 10, wherein said 

aeana for convertin9 said app1ication layer protocol of 
said query ~er coaprisea: 

-an• for creatin9 a query •~ipt havil\9 aetting• 
'for COJDprua1on, 'filter•, and encryptionr and 

30 'lllAana for encapau1ating ••id query script for 
tranai•ion over said low-bandwidth network from said 
local proxy to said raota proxy. 

15. Tb• sy.ta'a according to claim .14, wherein. said 
35 means far convertin9 said application layer protoco1 of 

said data object fUrther coapri .. s: 
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m.eans for compressing, tilterinq, and enm:yptin9 

l.O 

said data object accordinq to said s.ttinqs in said 
query ccript;_ and 

means tor placinq said 4ata object in a reply 
script for transaission over said low-band.width network 
from said remote proxy to aaid local proxy. 

·16. '?he system according to claila 15, further 
comprising: 

means !or matching said reply script with said 
query script upon receiving said reply •~ipt in said 
1ocal proxy; 

aeans tor daliverinCJ Aid reply script to said 
..browser; 

15 means tor unpac>caqinq said data o))ject from said -

20 

rep1y script; an« 
lllaans tor disp1ayillCJ said data object in a viewer 

or said browser. 

l.7. ft• ayatem accor4in9 to claill 10, further 
comprising: 

aeana tor er-ting a service script at said remote 
proxy; 

:means tor tranS111itti1l9 said service acript troa 
~5 said remote proxy to aaid local proxy; 

aeana ror parsinc} sai4 service script and 

axtractift9 a ~aquasta4 action and c!ata object ttom said 
sarvice acript; and 

aeans ~or executing a aervice action at said local 
30 proxy. 

18. Th• systma accorcting to cl.aia l.0# Wherein said 
low-banctwi4tb network co:mpri-• a vir•l-• network. 

35 19. The syataa accord.ill«J to claim 10, wherein said 
computer network comprises th• World Wide Wei). 
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20. A system for coaaunicatifiq with a computer 
network, compria1nq: 

a host computer having a browser for a user 
interface; 

S a local proxy aeans tor communicatinq with said 
~rowser usi:nq an application layer protocol, said local 
proxy aean• havin9 mean• tor convarti~9 •aid application 
layer protoco1 into a transport protocol; 

a remote proxy aeans tor COJIDUnicatinq with said 
10 local proxy m.eans uaing sa.:1.4 transport protoco1, said 

raota proxy meau having- aeans for converting aaid 
transport protocol into said: application l.ayer protocol, 
said remote proxy aeans having m.aana for coumnicat1ng­
with said coaputer network using said app1ication layer 

15 protocol. 

20 

21. Th• system accor41n9 to claim 2 o, Wherein said 
local proxy and aaid remote proxy com:aunicata tbrouqh a 
low-bandwidth network. 

22.. 'rha •Y•t.aa according to c1aim 20, wherein said 
local. proxy and sai4 remote proxy c011111UDicate through a 
wireless network. 

2s 23. A aacurecS computer network interrace 
comprising: 

a protected computer: or computer network; 
a p~lio o011pUter network; 
a local proxy connectinCJ aaid protected 

30 camput.r or computer n•twork and a coimmnication 
network; and 

a raaote proxy connactin9 saic1 communication 
network ancl aaic1 public computer network; 

wherein said proxi .. are provided wii:h at 

35 least one encryption algorithm for encrypting data 
transai.ssiona. 
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24. A secured computer network interface as 
claimed in claim 23, further comprisin~ a service 
provider who own• or 111aintain• the connection between 
sai4 communication network and said pub1ic computer 

5 network; wherein said at least one encryption alqorithn. 
is known to said •~ice provider such that said service 
provider can aocess said protected computer or eomputer 
n•twork. 

10 

15 

25. A secured coaputar network interface as 
c1aimed 1n claim 24, Wherein said service provider 
accesses said protected computer 02:' computer network :tor 
the purpose o~ updating> or conriquring software on said 
protected CQJDPUter or co.msniter network. 

26. A aathocl fol:' securing a campu~ network 
int~ace coapriaing the steps o~: 

providing a computer or computer network to be 
prot~cted; 

20 connectincz said protected camputar or computer 
network and a coaaunioation net.work with a local. proxy; 

connectillCJ aaicl c01111unJ.cat1on network an4 a 
pub1ic computer network with a r-amote proxy; ancl 

pro'7iding- said proxies with at leaat one 
25 encryption al9orit:ha tor encrypting data tranaaiasions. 

27. A 11atbod. tor securing a computer network 
intar~ace u claimed in claim 2&, rurther compriainq the 

stepa of: 
30 ••na9ing ca.id. connection between said 

coaaunication na~work and said pUblic computer network; 
provi4ing said at laaat one encryption 

alqorcithm ~ a service provider who mana9ea said 
connect.ion l:letveen said. COJ'Ulunication network and said 

35 pUb1ic computer nat:work;. 

THIS SHEET HAS BEEN 
REPLACED 

iii1u-



------ ---------·----

I f llrllt If 1111 11111 11111111111 
* C L H S * 

- 32 -
WO 97/35402 PCT/US96/03909 

28. A aecured computer network interface as 
claimed ~n claim 27, further comprising the step of 
accessing said protected computer or computer network 
usin9 said at least one encryption alqorithm so that 

5 said service provider can update or configure software 
on said protected cmaputer or coaputer network. 

29. A filt~rea computer network interface 
co211pri.sinq: 

10 a protec:t.eci coaputer or coaputar network; 
a public computer network; 
a local proxy connecting- said protected 

computer or computer network and a communication 
network; and 

is a reaote proxy connecting said cOJDJaUnication 

20 

network and said pelic computer network; 
wherein said raaote proxy fi1tara data 

tranamiasiona fro11 aaid public computer network to said 
protected computer or computer network. 

30. A ••th04 for ~iltering data through a computer 
network intar~ace coaprising the step• o~: 

provi41nq a protacte4 computer or computer 
natvork; 

25 connect1119 said protected coapUtar or coaputer 
net.work an4 a ccmaunication network with a local prox:y; 

connecting said comaunication network and a 
public computer network with a r•ota proxy; and 

~iltarinq data trananiaaiona troa said pUIJlic 
30 computer network to said protected coaputer or computer 

network with •aid. raaote proxy. 

35 

31. A cOIDp\lter network interface for ccmneaaing 
data compriaing: 

a SUbacribar computer or computer network; 
a public coaputer network; 
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a local proxy connectinq said subscribe~ 
computer or computer natwork and a ccnmaunication 
network; and 

a reJ10~ proxy conne~ting sai4 COJID&1D'lic•tion 
s network and ••14 public computer network; 

10 

wherein aaid proxi••.compresa data 
transmissions between said public computer network and 

said sul>scriber computer or computer network. 

32. A method ~or coapr•••inq data using a COlft~uter 

network intarfaca compriain9 the steps of: 
provi4inq a •Ubscriar computer or computer 

network; 
connecting saict sUJ:>scriher computer or 

15 cOlllputer network ancl a communication network with a 
local proxy; 

connecting aa14 communication network ancS a 
public computer network with a raaote proxy; and. 

compressi119 d.ata tranmiduiona between said 
20 public computer network and said su:bacriber computer or 

COlll.PUtcar network with aa.id proxies. 
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