




3/11 

FIG. 3 

200 STA~;') 

'fH 

REGISTER USERS 
~ 210 

~, 

PROVIDE AND STORE DATA 
~ 220 

H' 

REQUEST AND SEARCH FOR DATA 
~ 230 

, , 
DEAL WITH POINTS 

~ 240 

'H 

TRANSMIT (SHARE) DATA 
~ 250 

, ., 
'-"'-"""·.,,,w.v.,-' ,· __ """,_ .. w"w.w_·_·_~" 

l. END) 



FIG. 4 

USER TERMINAL 
(10120) 

4/11 

MANAGEMENT SERVER 
(110) 

USER 
INFORMATION 
BLOCKCIIAIN 

(120) 

TRANSMIT PI (302) 

INPUT USER 
INFORMATION (351) 

. GENERATE USERI1ASil : 
KEY H.(311) . 

I 
ENCRYPT USER 

IN FOR.\1A TlON PI' (312) 

Hk(32t) 

TRANSMIT H. AND PI' (331) 

iNQUIRE Xt~olfrustR···· 
, INFORMATION(3.(ll} . 

REGISTER USER 
INFORMATION INCLUDING 

PI' AND Hk(332) 

TRANSMIT H1JPI(362) 

. IbENTIFY USER 
INFOR~ATIO~(371) .' 

USER INFORMATION (372) 

GENERATE USER 
AUTHENTICATION TOKEN(38l) . 

USER AUTHENTICATION 
TOKEN (382) 

STORE AUTHENTICATION 
TOKEN (383) 



FIG. 5 

USER TERMINAL 
(10/20) 

5/11 

MANAGEMENT 
SERVER 

(110) 

POINT 
INFORMATION 
BLOCKCHAIN 

(130) 

POINT TRANSACTION 
INFORMATION(411) 

A UTHENTlCA TE 
USER(420) 

< •• 1. ...... . 
INQUIRE ABOUT DETAILS . 

OPPOINT 
TRANSACTION(421 ) 

POINT TRANSACTION 
INFORMATION (422) 

POINT TRANSACTION 
[NFORMATION(432) 

POINT TRANSACTION 
[NFORMA TION(442) 

STORE USER POINT 
TRANSACTION 

INFORMATION(45 I.) 

400 



6/11 

FIG 6 

FIRST TERMINAL 
(10) 

MANAGEMENT SERVER 
(110) 

METADATA 
BLOCKCHAIN 

(140) 
" .... ~ ••• , '~n' •••••••••••••••••••• ~ ................................. ~ •••• ., ...... " ••••• n ••• ~ 

INPUT DATA(Sl1) 

DATN METADATA(S12) 

[""""'AUTHENTicAfE'""'''''' 

I,."l:=::::::=:::::::=:~:~~~~~~~~?::::::::::::::::::::~j, """ "~I 
! VERIFY DATAORlDENTIFY ! 

L.,... .. ,"~~!~~~!,~~~,~,~~.,., .. '''''.J 
METADATA(S22) ! 

" .. ,-_."., ... ""._ ............. , .. , .. _ ............... ,._-, ............ " 
REGISTER il 

METADATA(S3l) ! 1 
•••• < •••• ~ •••• ~ •••••••••••••••• _y •••••••••••••••••••••••••••• AO •• • ••••••••• H ••••••••••••• h •••• , •• h"' ., u •• w •••••• 0" ••••• < ~.. ••• .'~ ~.~~.~~-~~~~.~~'~~.~~.~~.~ ~.~~~.~~~.: J 

th .......... OH ........ ~ •• ~U ..... · •• OH.H ............ u •• n ............................. uH ••••• " •••• u •• " •••• A ... n ...... ' ........... H •• H.".U ................... ~nH .. ' •••• ,..~.'V01 

1 REQUEST DELETION ~ 
I OF METADATA(551) I:::.', 

META DATA DELETION 
MESSAGE (552 

AUTHENTICATE 
USER(560) 

VERIFY METADATA 
DELETION MESS(561) 

METADATADELETION I 
..... ¥.~ .. ~.~_.~,. ... • ....... o .. ~.o._~ . .,< : 

DELETE !,: :,j 

DELETION MET ADA TA(S71>. .. , .. ,,,.J i 
DELETION ACKNOWLEDGEMENT :.l::: 

ACKNOWLEDGEMENT MESSAGE(S81) , 

MESSAGE(S82) 

~ ........... U~ •• ~ •• +H ....... , ..... , ••••••• « .... " •••• ·~, ••••••••• ' ••• HH' •••• ·.H'H ••• ·.,,0, .H ........ " ••••••••••••• H •••••• H ....... H •••••••• u ........ .o .............. , ............... : 

500 



FIG. 7 

FIRST 
TERMINAL 

(10) 

t1'JCRYPT 
DATA(602} 

7/11 

MANAGEMENT 
SERVER 

(nO) 

DA1'A(611) 

DATA STORAGE 
BLOCKCHAIN 

(150) 

ENCRYPTED DATA (621) 

STORAGE 
SERVER 

(155) 

STORE DATA (622) 

DATA STORAGE 
rNFORMATJON( (31) 

600 -

INTEGRATIVEL Y REGISTER 
STORAGE INPORMATlON(632) 

DATA STORAGE 
INFORMATION(641) 

. REGISTER STORAGE 
: . INI':9~MA II9N\(42) . 

DATA DELETION 
MESSAGF.{(52) 

... VERIFYDELETrON 
MESSAGE(66I) 

... . ···Alfffi'itNiiCATf.{ . 
USER(670) 

})lil-ElION 
ACKNOWLEDGEM.ENr 

MESSAGE (692) 

DATA DELETION 
MESSAGE (611) 

DELETION 
ACKNOWLEDGEMENT 

MESSAGE (691) 



FIG. 8 

SJi~COND 

TERMINAL 
(20) 

INPUT DATA SEARCH 
TERM(71I} 

............................ 

8/11 

MANAGEMENT 
SERVER 

(1l0) 

TRANSMIT SEARCH 
TERM(712) 

AUTHENTICATE 
USER(720) 

'::'::::T:::': .................. . 

SEARCH FOR 
DATA(72I) 

···················r·· 

INQUIRE ABOUT AND 
DEAL WITH POINTS(731) 

IDENTIFY DATA STORAGE 
INFORMATION(741) 

TRANSMIT STORAGE 
INFORMATION(742) 

STORE STORAGE 
INFORMATION AND 

GENERATE TRANSMISSION 
REQUEST MESSAGE(751) 

700 

TRANSMISSION REQUEST 
MESSAGE (752) 

DATA (762) 

STORAGE 
SERVER 

(155) 



FIG. 9 

SECOND 
T.~RMINAL 

(20) 

INPUT SEARCH 
TERM(811) 

9/11 

MANAGEMENT 
SERVER 

(110) 

METADATA 
BLOCKCHAIN 

(140) 

TRANSMIT SEARCH TERM 

800 

(812) 

TRANSM.IT SEARCH TERM 
822 

EXTRACT META DATA 
RELATED TO SEARCH 

TERM (831) 

TRANSMIT EXTRACTED 
METADATA(832) 

IDENTIFY AND PROCESS 
DATA RELATED TO 
SEARCH TERM(84I.) 

,.,. 

EXTRACT STORAGE 
INFORMATION OF 

IDENTIFIED DATA(842) 

TRANSMIT STORAGE 
INFORMA TION(851 ) 



FIG. 10 

FIRST 
TERMINAL 

(10) 

10/11 

MANAGEMENT 
SERVER 

(110) 

STORAGE 
SERVER 

(155) 

TRANSMIT PUBUC KEY 
P,(901) 

900 

ENCRYPTED DATA(912) 

ENCRYPTED DATA (922) 

STORE ENCRYPTED 
DATA 

'""",,,,,,,,,,,,, 

DATA STORAGE 
INFORMA TION(932) 

REQUEST DATA AND 
TRANSMIT PUBLIC KEY 

,poo! (941) 

SEARCH FOR 
DATA(951) 

REQUEST DATA (952) 

TRANSMIT DATA(953) 

DECRYPT DATA AND 
ENCRYPT DECRYPTED 

DATA(96J) 

TRANSMIT ENCRYPTED 
DATA (971) 

SECOND 
TERMINAL 

(20) 



FIG. 11 

FIRST 
TERMINAL 

(10) 

11/11 

MANAGEMENT 
SERVER 

(110) 

STORAGE 
SERVER 

(155) 

SECOND 
TERMINAL 

(20) 

TRANSMIT PUBLIC KEY 
P,(1001) 

1000 

DECRYPT 
DATA(1021) 

DECRYPTED DATA 
(1022) • 

STORE DATA(1031) 

DATA STORAGE 
INFORMA TrON( 1032) 

REQUEST DATA (104l) 

"" -,.~."-.,, ... ". " ... "".-.. ' .. " ..... 

SEARCH FOR 
DATA(I051) .. 

TRANSMIT STORAGE 
INFORMATION (I 052) a 

REQUEST DATA AND 
TRANSMlT PUBLIC KEY 
... 1>",,<(1061) 

SEARCH FOR DATA AND 
ENCRYPT DATA(1062) 

............. 

ENCRYPTED 
DATA(I063} 

DECRYPT 
DATA(107I) 

w~1 


