Description DI SK SECURI TY APPARATUS AND METHOD USI NG STICTION FI ELD OF
THE | NVENTI ON The present invention relates to rigid disk data st ragey 2007
systens and nore 5 particularly to a security systemfor disk drives on
which is stored sensitive. or confidential' data tO—WhL&h_acsessi\sto be -
limted. BACKGROUND OF THE | NVENTI ON The necessity to r on data resi dent
W thin a conputer for the efficient conduct. of personal Imm)ﬂmmmmmnmm
‘activities creates a vulnerability to damage associ at ed of
10 valuable information. The. theft of such da_ta maybe used «g@eSteal or
conprom se financial assets, inpair bu | ati onshi ps, or conpronise
the value of business information or researc unfairly obtaining the
work product of a perSBW%?E%{EF%Q@R%UWW@P?I%?ﬁ@ﬁp%{rI y for
portabl e.conputers, is a growing problem Despite the small size of these
systens, the progressively increasing storage capacity of the disk 15
drives formng a part of the system not only adds to the function and

usef ul ness of pigi® of AT IVENPHINAI SO puts increased quantities of valuable
data at risk when the conputer is stolen or tarrpered with., If adrive is.
stol en and physi caTheyprwnt io¥entibreretates de sigidaliskafatat sharage systems dndainoemt itled to

access nd use e, securit. fa uld be effecte » ext r.di har

neans c usi ngpaﬁfé Flysp |88ﬁ°uBéWﬁt8m3?ﬁp'§‘e‘§b"8ﬁ%WB‘°{55§§qr f"f‘ Hve,Pr ¢ ?}E’Pg
rat her than b¥atftd WEsh iRkFif@lbem@mBg Whi ch i npairs access, but can with
skill be overcome. Even with system password protection, the data on a.

hard drive cam be extracted with special tools available on the open

mar ket . 1f t ‘qt%ﬁl) ,httgm? Nve can be made inaccessible through
ahardwarefergture ?aﬁa resi fln?onthe drive'is much less likely to- .
be conprom sed. FurHemetessiiyfto trélg os Haia mzhdd:atvammibonmﬁerb'& the afficieht eondud dfhe

function of the 2 uter -system beco a a suhs art_of
Lo noentt v cerionaaad Plaest ailies Thalens Yaerab Gy loafisas erepmiates P ine e of, '
~~*®“TO E valuable information. The. theft of such data maybe used to steal or compromise financial

assets, impair business relationships, or compromise the value of busmess information or

research by unfalrly obtalmng the work product ofa A person or busmess

Computer theft, particularly for portable computers, is a growing problem. Despite
the small size of these systems, the progresSiVely increasing storage capacity of the disk
15 drives forming a part of the system, not only adds to the function and uééﬁxlness"of the
* computer, but also puts increased quantities of valuablé data at risk when the computer is
_ stolen or tampered with. If a drive is.sto_len and physically out of the possession of the
. o individual entitled to access and use, the security of data should be effected by
extraordinary means causing destruction beyond any reasonable possibility of recovery
20 rather than by a less terminal means which impairs acceSs; but can with skill be overcome.
Even with system password protection, the data on a hard drive can be extracted with
special tools available on the open market. If thé contents of the hard drive can be made
inaccessible through a hardware feature, the data resident on the drive is much less likely to
be compromised. Further, if the stored data will not be available and the function of the
25 computer system becomes impaired, a s_ubstgntial part of the incentive to .stea] or tamper

with the system would be eliminated.

N T

*G00002*



15 JAN 2007 SUMMARY GF THE | NVENTI ON The present invention teaches® /AN 2007

i mrobi | i zation of a disk drive when it is sensed thati@n uft of igz .
access of theR@APA-180Bei ng attenpted. Such an attenpfgt-tkéégég@?ﬁ/.lrﬁééé
accessing. of the drive without the proper password. AlCenségdt k\vp nYEb '
5 attenpts can be selected which tolerates the inadvertent or accidental
use of an incorrect password while denying access to one who uses random .
passwords or even one who makes .enlightened choices anong |ikely ' _
passwords. VWeinVIARY 6j ﬂg@,@-ﬁﬁﬁpt i nvention, password information is
stored on theghard tglrlésgggis I's the case for many operating systens, such
as Wndows 95. For Thdymesensinséntion teaclie® thelimmbbilizhtidn iof & disle drivat wiends salséde by

t he operating stem ynl.ess t he {,l‘ﬁer enters the correct password, This
gd hudhan

S .

nvent i on reqllif SLUTHBOTREICEHO #p isThstg atierpte stemptcanhets ¢ o
stop the head.d BQin ; : | | SA SN gi'ven
by the host -g?gtg%&c?%‘rng?zg%pd?’g.?%&g&rgg%r%%ﬁss ;&sak A(‘:Irl ve ﬂgenu ac?'? gfr.ers
use pol Bshed atemptseanfbacelestbdwhich tolayates the iddveatet or accidbntal e af@himeomredtow f |y
hei ght and thereb reater .data d nsit‘w?, di sk, 15 drives nust include a

Tt hod £ o avoP RO HC CRRYImEAcERsS FaLqe Who usp/aBm BATEROTB e GIfD ORFAO TR 1
di sk- and headeﬁgﬂ&mom@n@%q&wpm{vgmﬂy when stationary and the
.phenonmenon of "stiction" takes over. Stiction is very undesirabl e causing
all drive manufacturers to go great lengths to avoid its occurrence. The

file microcode, u ' $EHB , [ze . i riye",
spins 20 up the 8@? ?/ﬁ%@‘#é?ﬁ% e % ey@%g@,&g%@%@%%o éésggﬁegggzl?ea nto
be consi der eddrive@s isthe €dsé Y& mviny bpdratrg sy, sidhs Winddwst8y Fapthelesymemsssary

to actually start spindle rotation. The !vegetable state"(VS) can be
ent er edOpy do'rthﬁ fard ffwae nghassessablabyghe epesating systesmunlcss thediser ehgerk the pagrect o

advant ageous. paafduts Tl SRR GlieP GRsbAf R hitfolENTLE e Ponflanki B sk

pack produce a er torque reSistance due to stiction actor
of ) conparstop 8 heasl ihddwlished akeaaf theldisks. g cammandicen by giln tythehasher

case, IDor OO, the stictiop forces,are. the . Al ternati.vel for the
oad) unl oad cSem. for garae, cAxoeary BT o frivecrinufifiifers jrg ppisRd diSE sulface when |
recording data (in order to achieve low fly height and thereby greater data density), disk '

15 drives must include a method to avoid having the heads land in the polished region. The
smooth disk and head surfaces mate nearly perfectly when stationary and the phenomenon
of "stiction" takes over. Stiction is very undesirab_le. causing all drive manufacturers to go -

great lengths to avoid its occurrence.

"The file microcode, upon receiving a command to 'vegetablize the dis’k drive", spins |

- o~ 20 up the drive as normal. There are then two modes of operatidn to be considered. Fora

| drive with head load/unload, it may not be necessary to actually start spindle rotation. Thg'
"vegetable state"(VS) can be entered ny doing a load operation onto a stationary disk
pack. This is advantagebus, because heads stuck near the outer diameter (OD) of the disk
pack produce a higher torque resistance due to stiction by about a factor of two compared

25 | to heads stuck at the inner diameter (ID).In either case, ID or OD, the stiction forces are
the same. Alternatively, for the load/unload case, the drive can spin up as normal and then
do a normal head load. Following this the motor is stopped While the actuator curTent is |
such that the head remains away from the unload mechanism. For example, the actuator

coil is energized by a current with direction necessary to keep the head at the inner diameter
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.do"a normal ‘head |oad. Following. this the motor is sto ed vvmie ZrﬁeJAN 2007

actuator current is such that the head remains avvay' fr ']Eﬂil{g 1\,&3;63
mechani sm F®ROBaIBI0®, t he actuator coil is energized ém t
{ Jj\l\h U®2000

di rection necessary to keep the head at the inner diame
of the disks. In the ot her principal environment, where heads are stopped
and started.in a textured region on each disk surface, the fol |l ow ng _
nmet hod can ‘be used. After the.normal power-up sequence for the drive, the
heads are ”D%ﬂﬁﬁﬁm fromthe start/stop zone. For 5 exanple, nearly al

di sk drive manutacturers that have a start/stop area on the disks, place
such | anding zone at the disk ID to reduce starting torque. Therefore, this

i nvention teaches that for, the start/sto ﬁ t he h%a (llll.d be noved
to the outer .di arré{‘g}e%ﬁ'e’tpﬁécm FRrOnIEns, Ylﬁié?l qaﬁ%arg&ongﬁ ea“arﬁfa&e Bdul d be
stopped. The agady (f’ ton %@i\}ﬁls?ﬁurfagg tlg?o@dﬁwng'ﬁlbﬂﬂgd BanERiséd. aARetthe Qémﬁl” rent

I n the actuator v0| theé spindle’is slowed to a 10 "stick"
BRI EF DESCRI [pbweNufkeqleticeDovAhe BIGS, tlE|hgads ereimévetl away fiom theestary/stop apne: |Fgard

di sk d th th te of th t uat t
Stator BsemSKHTPIE AL STHa TR et v ot i on B G B ™
surface. Figyg dﬁgﬁﬁgdf’on@ai)ﬁ% d&km&@mdhéel geh?ﬁﬁgatbfque rhgefoie fRcadtibhat

.inplenents the rive start up and includes the securlty system of the

present i nvenedches. thiblffmﬂm SRrtSegCRIePthe tradsiskpuidbemeved ta the sutes digmietes PEHP

rigid disk dr da.t c g

nount ed for. |‘f€f¥(§f“? ttt?e'?;\ LfP"@F%’? 38%"1‘![% Weﬂ Fg%g%%nr%q}fi’%ﬁﬁf?lﬁgl d base
or frame 14. wigaGindRhMburit ©F Euffinyinthe &upRe Voie toibwhileahs shircity is sloadd td 8 t hat
record data on and read data fromthe di sk surfaces 20. The actuator

'assenle/ 16 i"sivklides a stationary portion 21 secured to base 14 and a
pi votabl e portion 24 which pivots about a stationary

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 illustrates a typical rigid disk drive with the cover and upper plate of the
actuator voice coil motor stator assembly removed and indicating bands of tracks on the.

15 "~ disk surface.

Figure 2 is a block diagram illustrating the microcode that implements the disk drive

start up and includes the security system of the present invention.

DETAILED DESCRIPTION
— Figure 1 illustrates a typical rigid disk drive 11 for data storage including one or
20 more disks 10 mounted for rotation about a spindle 12 which is supported on a rigid base
or frame 14. An actuator assembly 16 supports the transducer heads 18 that re_cord dataon
and read data from the disk surfaces 20. The actuator assembly 16 includes a stationary
portion 21 secured to base 14 and a pivotable portion 24 which pivots about a staiionar_y
post 26. Actuator arms 28 carry flexures 30 which in turn support the transducer heads 18
25 that confront the disk surface. The flexure 30 allows the transducer head 18 to move
toward and away from the disk surface 20 and a gimbal connection (not shown) between
ﬂexure and transducer head allows the head to pitch and roll during flight. An arm 32, at

the side of the pivotable actuator assembly opposite the transducer carrying arms 28,
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post "26. Actuator arms 28 carry flexures 30 which in turn suppokt - ZﬁldANZ 7
transducer heads 18 25. that confront the disk surface. e TO 63
al l ows -t he t rrosgBa0thead 18 to nove toward and away f ‘t’he
surface 20 and a gi nbal connection (not shown) between i} ? ‘" 7 []Dg

i g An arm 32,

; : il

transducer head allows the head to pitch and roll during

at the side of the pivotable actuator assenbly opposite the transducer
carrying arms 28, -3 2 5 JAN 2 supports a voice coil 34 which is part of a
voi ce coil motor V;%\Qé thqt34dvr/|éf\§eg8‘pgf £UeBh %ot&rﬁ?@?‘@ﬂﬁt@m@@%ﬂu%n@élst he

act uat or asseWBP ermanent orted on the

bottom pl ate @8p hetarmetio omemﬁatcnedskeynbn}emmamm mda.tdes palnanehnmgrm% pl ate

menber (not shovvn) of nmagneti cal I}ilwperma bl e materi al att hed to the
portion 21 5 wmppdrtadmnche betsom alate 'ﬂaﬁ'feé‘F‘fl'erPF@EFahé “g’%iﬁ PRREE whi ch
magnetic flux flo el FattakFedt6 Shel fopiig2 i N
the air gap a?m \%Bm\?gs&%hséh%gj@{) Bglt%a |vo?érﬁ‘ga@@$gtrtlon |an one I’Oé[ ational
di rectign whew feii & Gk pdth om;huhmugpteu bea gap dcross whivh miignesistiluxflosnd Thelr i ves

t he actuator pivotable portion in the o po ite dire dc(ilon when t he. c%lrent

t hrough t he . @i, $®PP@%‘P'E%¥H‘32A'SCR9§‘E?“ r'u’& ¢ 3N &AM rgre§gn&§f;tgato[gwg & or
frame menber n@o‘}ué Cin'ofk tglfJnQI &Feulﬁmﬁﬁnscﬁﬁbm%@sm@&@we 8oikGh U@ dipattibh sad at e
or contam na erla rom the encl osure To effectively wite datato.
or read data driveshehetudios [ivetableporiodln the ppasiterdisectipewher the marens disened:

bet ween the transducer, head 1 e surf t 0

st orage denS|Wé%’evﬂé%aééoveé%%%%ﬂfv ?“é?ﬂim%g% fragwq’%%e progo(rjiggrgl ve |
reductjgn of @&.ﬁa&%&i and hﬁeke@%mﬁ&tdpamumwmenmmtmms@m dretenglosupad

di sk spaC| ng Tor state of thé art sk 15 drives is approximately 1.8 .

m croi nches. To avoid damage -and enabl e proper data transfer operations,
both the disk data.susfac ' €& 20)8RGe btlbe:  OF
air bearing surfgrcoéﬁﬁﬁ e?y Be*“h §§P§P%8P?§%§§&t‘g£%§€5§%t any p? ot rusi on
oS oul d ¢ agfminat e¢parsibn bvdwebxethmamiam hewg) 18haad. quurfacsdafchedb&k dsadatang. I n

Y ing a disk drive, the entire band of tracks 41 ver
whi ch t he heafo@ghdansifies jgneaser Mandioy ceAYremsALs é’ﬁ??rflsswe Podbor &tﬁmheag

disk separation during operation. (hlrrently head disk spacing for state of the art disk

)

15 | drives is appronmately 1.8 microinches. To avoid damage and enable proper data transfer
operations, both the disk data surface and the confronting transducer head rails or air
bearing surfaces must be highly polished to prevent any protrusion that would cause contact
while maintahﬁng the required close sp-;icing. In designing a disk drive, the entire band of
tracks 41; from 42 to 44, over which the head caﬂ fly while reliably and q:_onsistently

20 * maintaining head to disk separation for data transfer is used for data storageto maximize

the data storage capacity of each disk surface. However, at both the OD and ID there

()

-remains a region over which the head will fly which can be used for landing and parking the
head. The selected landing zone is textured to form grooves, crevices, or bumps in the
surface such that the polished surface is discontinuous with lands defining a smooth though

25 - partial surface in contact with the air bearing rail surfaces of the head.

If the air bearing surfaces of the transducer heads are allowed to come to rest on the
polished disk data surface the two highly polished surfaces are in such intimate contact that
adhesion occurs. When the two super smooth surfaces of the disk data surface and the -

transducer head air beanng rail surfaces are brought into contact, the adhesion is similar to



20 maintaining head to disk separation for data transfer is used fof SAENID

storage to maximze the data storage capacity of each dbsk-surface. :
Hovvevgr, at bBOAIBhE3I@D and ID there ,remains a regi onq%f' vaié lhk@lea63
will, fl'y which can be used for |anding and parking the e.s,.\el gq},e

I andi ng zone is textured to formgrooves, crevices, or bk it he nL_Jd_ A
surface such that the polished surface is discontinuous with |ands defining

a snmoot h though 25 partial surface in contact with the air bearing rail

surf aces of i 05Aced gt Wl 0800 U35l R BTGOS0

are allowed to cone to t on

hi ghly pol i shexitstcdudd ast belited BpH1 6l dodtdi oM tR sefurdtalby SilAk ondBlRgSi On
occurs. Wien the tvP uper smoth surfaces of the disk data surface and the
transducer heSplgtely Bééﬁ‘? efige of the adiginingdiecka Further odigkrdrive spindle omoters are t he

have been usei By o fhve 8 ek B et i by a8 R RrBBO5 810G not he
lifted Spart ,achieve mirha cizt ﬁmdmmtaﬁse@am. STHe #élitEre ) N6 BbREKof thOdPRdRS €l Y
of f the edge of th ?!d'J oi ni Qg bl ock. Further, disk drive spindle notors are
desi gned to HBYEN{ gtatesthedistettackigpot\gnoyghite breakothe adhesion @nd weredhemotor

ssenbly to : ' 'W'aﬂ%? [ at .di.ssipation. The
?el ati vgl y | (t)%\?\flb E%\)é\ne@%g:‘t@gﬁeemgpl n F%é hénal?ts ?raq) t&ﬁﬁ%‘ﬁ%&apéghﬁ%e% té% stack is
not enough t cuspeasidn syisemadlint secore thettanseiicer héads mhe?ex;&{smgi wmﬁﬁbed. ord r ee
t he transducer heads fromthe disk.surface, if is |ikely that the

suspendi on s_)?g't"gﬁéﬂlsﬁ&fmgéeé‘ﬁrrdéwfﬁ?‘ﬁ’?ﬁﬁé’ﬂ'ﬁé@pmﬁé’&&’“?% heads opjpelisheds woul d
be dameged. TForface®byprdvidingilen REEEHR the O o D, 46eH &Qﬁéégiegsrgodc@ﬂtﬁé ng |
transducer heads on polished 10 surfaces by providing |anding zones at the

OD or I D, sudRckssA3betweeadinesdiZmdd6ntemoved fom thegotasurfBelthet weectextuiedes 42 and

46, renoved ' ; re. textured or .rou ned to :
support the &%%’3 a@ﬁo%@?pﬁgééﬁgﬁgtg@b \%A%Fﬁ%cﬁfwﬁﬁ‘i}‘?éﬁ‘y ARG on or
sti on. Mbstictidni Mostidiveglesigaersvivill elect echave thelkndingtzbee dt ARDYG rédiee tit t he
| D.*t o reduce_ the t.or&ue required to,overcone any adhesjion between

transducers AUSTegyired ipoxen QR pdpesioncherwasen Hgnyheeks sndidiskisarfacesvhery t he
drive 18t art upegitning disif rotdtion dufiggihs dive dtkitupOPuRhét, the §adkSt the OD are the most

effective for storing data. An altema_fe method is to provide ramps 48 at the outer diameter
of the disk which provide inclined surfaces that engage fhe suspension and cam the head
away ﬁ'orh the disk surface while the heads are still flying when the actuator is pivoted to
the outer diameter during the drive shut down procedure or wﬁen the drive is stopping due

20 to power failure.

In practicing the present invention, after an event that indicates that unauthorized

)

access is being attempted, the control microcode initiates drive operation and then
terminates operation, allowing the transducer heads to land on the polished disk data
surface, permitting the adhesion or stiction to make the drive inoperable. The event that
25 invokes the drive disabling security measure would typically be the entering of a sequence
of a predetermined number of invalid passwords or code words which are indicative of an
unauthorized access attempt. Prior to invoking the security procedure, the system may
implement a warning me'ssa'ge to inform the user that initiation of the data protection is
imminent unless a proper access code is entered. The use by an unauthorized person may

30 . also be discouraged by randomly changing the number of access attempts that will be

-5-
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effective for storing data. An. alternate nethod is to-provi de ranpkd 48N 07
the duter diameter of the di sk which provide inclined. w cesgtha -
engage -t he~suRDAIBi-a3opnd cam the head away fromthe di $K E/ﬁjj@ \Aéﬂ_lgaéj
the heads are still flying when the actuator is pivoted t Quter ., .
di aneter during the drive shut down procedure or when thmga s)témﬁnaoﬂu
due 20 to power failure. In practicing the present invention, after an

event that indicates that unauthorized access is being attenpted, the
control mcrocgagde, i,ni.tiates driye operati-on and then term nates operation,
al l owi ng the ?&8’&?&@5@?‘%@%“&%" pecHEtY procedirepol i shed di sk data surface,
permtting the adhesion or stiction to make the drive inoperable. The event
that 25 invokes the drive disabling security nmeasure would typically be the
entering of a sequésskownly the fowdbirenfifigetiwhidnitiestradds ai povtidni of tipcmwer ds or

code words which are iLndi.cative of an _unauthorized acces ttenpt. Prior
to invoking t chrg%ogﬁ,rth: anb‘?%%fﬁﬂf'%'}cefﬂg QARASTHSFE §o bg Wrmﬁa?%*m%
nessage to i nfgefhihddtobebrrtdd Wiodks 1h)] iﬁﬁih@ﬁnﬁn&f&]ﬁe%@&ﬁﬁ&f @io%ﬁtsb e

i mmi nent unl ess a proper access code is entered. The use by an gnaut hori zed

person Bay 30passwordieinyalicl it i sosed abblockasidwhither chisisghaithtdonseoutiviednivatid access

attenpts that _wll ,be, .- AN 2007 tolerated pripr to ipvoking the

security pr ocReyerd eﬂ&eresdlioﬁ)ﬁ%é npR erf"PacX\Reéﬁt_?ffla PB‘?“?FE‘?’”‘E“WH"EHP‘P fande at es

a portion of hiisbes dicatle oftih GHOHAEE undubdridéd 468ess! Bithe &%gﬁéﬁﬁkgeg SidrbinlAd 2
0.

password to be entered (block 50), which if determ ned correct
(bl ock 51), iPaswerddslessdhandhe Nith, see paswyasd isdrdiatadcas knystid (black S¥hand3heasswor d

i's dinvalid, itahs: jS. i h cqnsegutive
mval | d | passiigeded BERRl s e dotthGFailhet blsSuded, 1016 NirBREBE e
nunber10f a reomsermiverinvdlid passmairdsds sensedat black 53, tiendisablihgUneids (lddk3)lisaccess.
| f the consecuti vel ntered invalid  passworgd is |ess_than the h, the
password is i‘ﬂﬁﬁa@af‘éﬁﬁ’ﬁémf‘ &‘F’irl’ﬁa‘*st?%'é%‘%ﬂﬂﬂ Paliched digk susfagesermitting adhesiannued
al lkPwi ng -t he @nikittionab nake tkariveampyrable. - | f the Nth nunber of

#op |

()
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JAN 2007

.10 consecutive invalid passwords is sensed. at bl ock 53,
.mean's (block 55) is initiated and the transducer _heads E{Q (g/ 26

pol i shed disk surgﬁ@e@w tting adhesion or stiction r!m

| noper abl e. - 007 Wat is clained is: 1 1. 9t9r
systemincluding a rigid disk drive data storage device |nclud|ng at . 2- --
' eadt one disk rotated by a spindle nmotor, at |east one transducer head
that; flies over at least 3 one respective confronting disk surface that

i nejudes a highly polished data storage surface } 4 portion and a security
mearls, for preventing unauthorized access to data, that nust be 5
satisfied to enab%ﬁ achssdtQ stored data, a data protection system
conprising 6 sens r sensing consecutive unsuccessful attenpts to
satisfy said security 7 neans, and 8 disabling nmeans invoked by said

sensi ng means and operable to di sabl e sai d di sk drlve b | andi sai d. at
| east oneltransduber Headiatarstryege(ﬁwte@pwq"iﬂea%&ld gk drivela s&?ré&e‘il’ﬁv%ﬁ i“%m at

pol i shed data st Of ace RARLad UM fllels dVETCHY Cebt
head sticks to t ﬂe ikt g%%aob\)re“c?%h& %ﬁ% %Ekéargﬁ? gicsg&vmth an adhesi ve
force thag requi r@ﬁ raspdEtRRlceRfraitiag tisk qurfite that mdeddshdightyprlishedsiatastoregs syface

said spindle motor at startup, 1 2 he data stor stem :
V\hqr ein Sé.l d securartign #dsscyray ﬁ‘eﬁﬁséw?eae'ﬁwg ““Q’ﬂé"g\zﬁdségﬁg atﬁg‘gﬁs’m ss'{elr)leses
an accu ates t f Y Add£ %ﬁ&i?.ﬁ@mtc@m AsigPr rectly
entier sai passm?gs'd%?qg%a?%acgéggg)esgdt’%gagg’ sy st@r% of aim?2 \rI,\A‘IEI’EI n said
di.sabl i nggneans, when densingkmaeins R)nsenstngabwcmp'eIua&uP@medfa@land to saysty said sgourity
drl ve, but inactivates the drive and | ands the at |east one 3 transducer

he_‘ d on tfe respe‘&?ﬁ“\?’ea"ﬂl sk highly polished data storage surface portion
pr

L4

sa d di sabling neans | ands the at | east

. 9 drive by landing said at least one transducer head on said respective at least one disk highly
‘ £ 9 ~ polished data storage surface portion, whereby the at least one transducer head sticks to the
* 11 respectiveldisk- polished'surface witﬁ an adhesive force that requires a greater starting
12 torque than can be supplied by said s_pindl_e motor at startup. |
1 2. The data storage system of claim 1 whereih said security means is a password and
-:. 2 ~ said sensing means senses and accumulates the number of consecutive failed attempts to
4 3 correctly enter said password.
1 3. The data storage system of claim 2 wherein said disabling means, when invoked,
« 2 initiates operation of said rigid disk drive, but inactivates the drive and lands the at least one
" 3 transducer head on the respective disk highly polished data storage surface portion prior to
4 accessing data. '

1 4. The data storage system of claim 3 wherein said disabling means lands the at least

2 one transducer head on said respective disk highly polished data storage surface portion

3 adjacent the outer diameter thereof.

1 . A security system for a rigid disk data storage device which includes at least one
2 rotaﬁng disk that presents at least one data surface and at leds_t one transducer that flies

-6-
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2 -One‘tranw_%hﬁ%j on said respective disk highly polished dat a Zst Hhgw7
surface portion adj acent the outer dianmeter thereof. 1 5. A security
systemfor a rigid disk data storage device which includes at |east one 2
rotating disk that presents at |east one data surface and at |east one
transducer that flies -6 2 5 JAN 2007 3. over a respective highly
pol i shed data surface portion to wite data to and read data from 4 the
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predet ermined nunber, 11 for disabling said device by |anding said at |east

ond tr ansducer (sensmgemc@s fescsensing theingbgr efliceshiivk whisutcesrbulattempisde enter

por8t| on. The S&CUI’I ty systemof claimb5 wherein said disabling neans
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data is Wl‘lﬂt p%?)l on and rea'wpe*C g‘ron at | east one ultra smooth di sk data
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i ted. t her ef f thod.5 |
Goder mi ni nd ¢ hatleiccyat s obhim L uberPani APETERER® RERLEH SR bei ng

2 and transducer flight, moves said at least one transducer over said respective highly

3 polished disk data surface portion and terminates disk rotation prior to accessing data
4 stored on said at least one disk, whereby said at least one transducer sticks to said

5

respective highly polished disk data surface portion.

—

7. A method of securing data stored on a rigid disk data storage device including at
least ohe data storage disk which is rotated by a spindle motor and wherein data is written
on and read from at least one ultra smooth disk data surface by a respective transducer head
that flies over the disk surface and is separated therefrom by a film of air, the method
comprising:

determining that an unauthorized access to data stored on the disk is being
attempted; |

interrupting normal drive operating instructions in response to determining that an

O oo ~J [@aY [V, BEEPEN w [ &)

unauthorized access is being attempted; and

—
o

causing the respective transducer head to land and come to rest on said at least one

—
—

ultra smooth disk data surface.

1 8. The security method of claim 7 where said data storage device includes a password

2 - used to gain access to stored data and said step of determining when unauthorized access is

-7 -



7 attenpted 0§ upting normal drive operating |nstruct|ons 'QfT? e
to determ m%gg?h ?6[3 9 unaut hori zed access is being attenpted, anﬂgmﬁ

causi'ng the respective transducer head to | and and cone to rest on said at
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claim7 where said data storage device includes a password 2 used to gain
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that a predetermr ed nunber of cqnsecutive 4 unsuccessful attenpts to enter
sai 8 passwottiusrsssivl sttemptsdg enter said passworkhave Ogeuriadhod of claim 8 wherein
the step of causing the respective 2 transducer head to |l and on at | east
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transducer %ead The @bﬁnt@@idﬂﬁmﬁﬂ‘claYmSStwmblﬂ%dHté‘;koff&hﬁﬁgQﬂr@d@@cti@ndl ng said
4 respective transducer head on the at |east one confrontlng di sk surface
wi thout i nvigaistier head tg layduan 2t deast prrectatadwiriece ermprisauseting said spiadledugter  head -

to pe reno or.to. ion ead f.light.
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1 10.  The security method of claim 7 wherein said step determining unauthorized access

2 comprises deterrr_iinin’g whether a predetermined number of successive invalid passwords

3 have been entered seeking access to data stored on said rigid disk data storage device.

1 11. The security method of claim 10 wherein said predetermined number of succéssivc
2. in_iralid passwords is randomly varied.



