WD 2006/ 029513 PCT/ CA2005/ 001392 SW TCHI N OF
CENTRALI SED | NFRASTRUCTURE FOR MANAGEMENT FOR W RELESS

WEONBRISCGATI ONS  BACKGROUND OF | NVENTI ON 5 [ 00@dil/c AZn05/001392

10

15

20

25

30

enterprise with a conputer network may wi sh to provide
its enployees with access to the enterprise network
using renote wireless devices. There are a variety of
wi rel ess network carriers serving different
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cbsig‘gween the centralised infrastructure and many
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do0R] e hEmaddvess thesecand pthecdiffoultiesg eentralised infrastructure was

conceived in order to provide centralised management services for wireless
communications. Connections were negotiated between the centralised infrastructure and
many different wireless carriers in order to provide comprehensive geographic coverage.

Further, for an enterprise subscribing to the centralised management services, the
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Further, for an enterprise subscribing to the
central i sed managenent services, the WO 2006/ 029513

wERONLAARDD5/ 001392 2 centralised infrastruct uP@r/@ARd05/001392

recei ve nmessages fromthe enterprise network intended
for any wreless device, whether or not the wreless
device is currently connectegd. \Were a given wireless
device is disconnected, the centralised infrastructure
%ﬂtlaln%d%ﬁasﬁﬁ'&umﬁﬁgﬁve A6 b Of MR UL ehferdriRe Be!?@o&'u‘{t@ﬂﬂed for
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eqgl ters Fl}] ess stration

process is |n|t|ated W|th a pI‘OVISI oni ng server. The

Mi'RQﬁbP?N?Eﬁﬁ‘ﬁ; OIrbased on at | east one of a

evice iden rer the wirel ess device and an ,
i[0RQ8]i f ABer aowirdlése deviiceabgsters with aivareless @fmiar,caregistration process is

initiated with a provisioning server. The provisioning server, based on at least one of a
device identifier for the wireless device and an identifier of the wireless carrier, retricves
database information from a database. This information may be used by the provisioning
server to decide whether to return (i) address information for a relay server which
provides centralised management services or (ii) address information for an enterprise

network.
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i nformati on nmay be used by the provisioning server to
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rel ay server which provides centralised managenent
services or (ii) address information for an enterprise
net wor k. WD 2006/ 029513 PCT/4{A2005/ 001392 3 [0007]
According to the present invention, there is provided
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apparent fromthe follow ng description in
conjunction with the draw ngs. 20 BRI EF DESCRI PTI ON OF
IHHEBBEECNGBHFBUQBIHEﬂﬂbh%ﬂﬁ@@ures which illustrate

e |nvent FIL.G 1 is
TR SEP Al e Db o] A A
[[0011] FIGS12s 4 Khanaic Ivemactf“ adknowenetebrkaomfEguvadiok,

gﬁg{ ié 9 u{?‘?émb/ & n SIC\é\ﬁma%F d%%b qqrg‘e%orl%conhguargtli]o ngﬁxc emgodees
oéachmgnrftthmbpét investionet work of FIG 2, and
[0013] FIG. 3 is a schematic view of a portion of the network of FIG. 2, and

[0014] FIG.4isa seqﬁence diagram showing operation of the system of FIG. 2.

DETAILED DESCRIPTION

[0015] Turning to FIG. 1, an enterprise 10 has a hub and spoke enterprise network 12
with a number of communication devices 14 (such as suitably configured personal
computers — PCs) connected to a central enterprise server 16. The enterprise server 16 is

connected to the public Internet 22. A number of wireless carrier networks 24a, 24¢



10

15

20

25

30

[0014] FIG 4 is a sequence di agram show ng operati on
of the systemof FIG 2. DETAILED DESCRI PTI ON 30

W@ 00d6395Turning to FIG 1, an enterprise 10 haBCECA20105/001392

and spoke enterprise network 12 wth a nunber of
conmuni cati on devices 14 (such as suitably configured
personal conputers - PCs) cbnnected to a centra
enterprise server 16. The enterprise server 16 is

@pEraEE b dirklsstchriclab iconkailtt ©1hB piiblid Tnterfet s AB&Ta rofhy server 26.
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dlbdviedss cfro@ ngiwoTis Jd9n Rdic that iseonnecttd ©ak: publie Irggset 22 through a
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provides the enterprise identifier (U D) and
MNithredpy seaver &6 pay geovide centralised management of wireless commumcatlons as

follows. When a wireless device 30 registers (in conventional fashion) with one of the
wireless carrier networks 24a, 24b, 24¢ with which the relay server 26 has an established
communications path, the device 30 will be provisioned with a (typically IP) wireless

network carrier address. The device will send a registration message to its home address



25 address to relay server 26. A database in the relay
server is populated with the device identifiers along
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address (nanely, the address for the wreless
communi cation server 20 of network 12 of enterprise
10). [0018] Wth the descrided set-up, wreless
comuni cati ons managenent server 20 with relay server
aﬁtmwaeawm&mep@m ﬁdleﬁé&rl@a@}%mﬂﬁnpfm Hofle @ddtess may
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rver Ci ice
wht relay sgivereallows mebsegses taker stored fonésqmnécteddidre&sdewmeuntll they
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[ I
trc%grk gtwtorké,dmﬁ h%?c? tbgo‘?x go%l dlpﬁsc I39\';& l?eﬁéeag %ﬁ%ﬁ@ﬁ)@%& ﬁfjneed
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an assocli ati1 on A .
able to provnde one or more of services provided by the centralised service. For example,

it may be connected to the public Internet and configured to do one or more of the

following: store and forward messages, use PINs and UIDs in addressing messages
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W reless carrier networks. [0020] Fromthe foregoing,
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enterprise network to sinply direct nessages to all
wirel ess devices to the relay. Further, 25 the relay
server allows nmessages to begstored for disconnected
wirel ess devices until they are agai n connected to
Odzave@fl wirdRss el idsGRE a&a{t&b&re, gk %&Mé with of or nrObtRerdfbless
forward services). Additionally, the relay server
arTisnacty okh o mETInicae 196992 ATPBRRAN GCTRTiSE andwiseless devices
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d0f22le Ap margaePeRsivi BIvigsa cudemergthf seyorkepyfigugatiogof FIG. 1

[ R ImddifiddBY iIRStratdONEYE! 2. Tidhe W HTE. 8SPheR fikeSfarts have been

network 24c 1s upgraded so as to be able to provide
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IC I nternet and conf |gure to do one or nore of
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" Whé SILES Snterfi@ R tiRbugdhQt WIN KBuriher, 6RAWiRicsAaR il RE N34S cessible

bet ween an enterprise and W r el ess devi ces assocj ated
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dev1ce 1dent1ﬁer and is stored in database 48 of the provisioning server 50. The QOS
indicators are provided by an administrator of the centralised management services and

each QOS indicator indicates the service level to which each wireless device is entitled
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hone address now points to the provisioning server.
[0023] Wth this set-up, and a wi rel ess conmuni cati ons
managenent server 20 instalked in enterprise 10, the
enterprise may be able to take advantage of
?tvfrﬁle bl serviBd hﬂﬁ&?ﬁ&‘i’lbg@tﬁy'ﬁﬁﬁer%re?fh@\iht%a@gﬂ fnShe
erprise identifier, current enterprise address and
zsovﬁ@]%w\@élsm&e oplated withyrapalility irdermatien fog eagh wireless carrier

Chétwdrkd Wn){ v@%ﬁ%a@ﬁﬁé’stdﬁl&l@d E&ﬁe&l@ﬁ eF&reth'herr(ﬁbcss carrier network,
illustrated in FIG 3, the entergrlse identifier (U D).
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server_20 of the enterprise network -- popul ates a
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stored in database 48 of the provisioning server 50.
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p&le}{:e %b %u%tﬁ&! t\ﬁg n!lgrghgeh ?hag%h‘rgprﬁ§grvx%§s ppr[)&ggdél%l Jﬂ? 26 in
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communications management server 20). This decision is based on one or more of the
following criteria: (i) the capabilities of the wireless carrier network with which the

wireless device 30 has registered (as revealed by the wireless carrier network capability
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8&vbik 2QviaQvireless communications management server 20). It may be that, as a
result of changed circumstances, such as increased load on the relay server, the decision
algorithm indicates that the wireless device is not entitled to use the relay server. The

provisioning server then returns a message 118 to the wireless device including an
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enploy the relay. [0028] If, as a result of the
decision algorithm the wreless device 30 is entitled

WO 20008295135 the relay server 26, the provi si onPEICA2005/001392

server addresses a nessage 112 to the wireless device
including an address for relay server 26 and a
time-out interval. [0029] Agsum ng that nessage 112
does include an address for the relay server, the

ﬂdf&i for &e%%ﬁe@@coﬁ‘gndm&horfs %ﬂa&%ﬁ&%ﬁlelf 3. Yh Co ?ﬁﬁg&,eﬁ’le
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efnl ng
Wri/dr aad 8 smgle] cellaydaerver, eachEetrhdee umcmaual a ssover faam. t he

Xﬁdﬁh eséthg Y dc feﬁa ions %ﬁbe aajg) r%gi%) ﬁws? iqcllled in {he g.rt grtme, {herefore,

th@tl@\revucbmSElﬁDﬁd_]ntHehéalawddr ess of each of the

provi sioning server 50, the relay server 26, and the
enterprise network 12 (i.e., the wireless

communi cati ons managenent. server 20) nmay be



10 networ k addresses such as provisioner.central.com
relay.central.com and enterprise.central.com In such

WO pbarese a nmessage which is sent to such a nECINOAR005/001392
address will be translated by a directory nane server
(DNS) on the public Internet tg an Internet Protoco
(I'P) address (e.g., 123.456.789). Alternatively, these
addresses may be | P addresses. However, in such
i WEiANESeCLARMED Bddr esses may need to be updated from
15 tinme-to-time. In this case where, for exanple, the
| P address of the wirel ess conmmuni cati ons nmanagenent
SeAVREthdf of hatuliag comblumicatibhs] corepiksia@ be communi cat ed
fromthe wrel ess comunicati ons_nmanagenent server_ 20
to t haeggug fioshd Wgegésr caspiermgtworkna g/lrﬁiyys @rvice identifier and a

’ l i work 12 passing its current
3%%$§§§5%%§gﬁgx¥%P§9ﬁg > which, in turn, passes this
addr esmsdédoort kaidpeceivedidenica identfiereand/of vdrebese ¢arsiepnetvgrk identifier,
server 20 uld.then be responsible to send an update
TEEXHE ipbayNIPaNYR CORAARRRES B r ont | y
COMMUNYa6aE 4t MehsPingart dnYsald ddtatfalintbrhfdti6 S Sreturning one of (i) address
conmuni cat 1 ons managenent server 20. [0032] %he
pnfovingiiamfon g sever whichproviddsapntsalised mapagamenbecrvices and (ii) address
co-Iocgte? or could both%be i npl emented on a single
SIEFO\%F 10 Oﬁagﬁﬁtlggm’s?g?%v% ftware control. Further,
while the exenplary enbodi nent has been described in
co&junction with a single provisioning 25 server and_ a
- Ade anathadgf cdam whergiaiddatabase@formatigr comprissy capability
: : pfications will be

Zig%}ﬁ’?‘é%‘%@g]s %lhgggé%sﬁ %&ggnig{%gtl{ie art and, therefore,
the invention is defined in the clains. WO 2006/ 029513
PCI[ CA2005/ 00139 0 . T IS.CLAIMED |.S: 1. A nethod
&Wﬁﬁmﬂt@ fé’m?’%%ﬁe}“oﬁ | CapA P 1B At P EUTRANEY Y G OF 2

oIR8 D f SR IHdi@ioR 8F WREfRePorMot BleBRiPelBR\thiRr network can store and
identifier and a wreless carrier network identifier;

Haskatd oressagics) andedicatiog af axhiethsr prieotithe wWirelesgetiaer network uses
wi,reless.carrier network identifi.er et i eyving. .
xRS T R fire PSR P4 g Shiermisth i S0 Bing messages: an
|l ig@ishtidn ofpdticthed br 8ad tHe dalcRoashrierictworktih@popérafes Mithiige or more
one ofgéi) address information for a server which .
PR WEsdess SATTCR PPYORKS A SaBHRHRateBpss &S DelYRn @njenterprise and

' le@%i TP brh St HEONRT kvh h
ECIES toyiol BB ifithe BoBRLETP oY SRUOFOHD bhether A1t the
cwingdessoarier aptaairk ptishes messagestoithawirelessdavicesi r el ess
carrier network. 3. The nethod of claim?2 wherein said
capability information conprises any one or a

4. The method of any one of claims 1 to 3 further comprising:
receiving load information indicating load on said server which provides
centralised management services; and

storing said load information as database information in said database.

5. The method of any one of claims 1 to 4 further comprising receiving device capability
information with said device identifier and wherein said step of returning address

information is based in part on said device capability information.



conmbi nation of an indication of whether or not the

W reless carrier network can store and forward
wore®sazpas3 an i ndi cati on of whether or not thePeu/Cab®ss01392

carrier network uses characteristic identifiers for

wi rel ess devices and enterprises in addressing

nmessages; an indication of t her or not the

wirel ess carrier network inter-operates with one or

60 The nethodrofiahy ehesfclaiarsrli tor5 wikdrewnrsiisl databasenimdoringtiorecomprises

nmessages between an enterpris ana mdrﬁ%g devi ces

AUEBTOL Seryics nRTp PTG fir ¥ih S deyler MESRFS on of

whet her or not the wreless carrier network pushes

nmessages to the wirel ess devices. .4. The nethod of ‘any .
dn&hemeghodi afgny ongoficlaigst IHerd woerpinissidridep ¢faeeaiving gn identifier
lc%faxl\(j?néer]sfr%ggittllg%rllf:élg}g%ﬁﬁtrﬁégga e(hao(?n 9dq ﬁgxllige._server whi .Ch
provi dés centraltsed nmanag nt services; and storing
said load informati on as database information in said
dat abase. 5. The nethod of any one of, clai lto 4
S Thp Erethadrpfeng PAg or g Ry %Wl@éa@a%wff?wmg address
'iﬁfog:ﬁm%ﬂ MMsklrebithihe 46U SforkfiGBh i 4 Rlp1PRLsABSERIrSssed to 2
sald step of returning address information IS based
idevisamssooiateglavith shed devacecidpatifieri ty i nf ormati on. WO
2006/ 029513 PCT/ CA2005/ 001392 11 6. The nethod of any
one of clains 1 to 5 wherein said database information
G0 MRE nfe@ifod STeddimtYy/wRéreinehid refly nidsedgéRohipiiséssaiiadirbefito prompt a
with said device identifier. %’ The nmet hod of any one
dhitug¢ seitwp mespagedrapmediddevieai d step of receiving an
identifier conprises receiving a registration nessage
fromsaid device. 8. The nethod of any one of clains 1
t10. Thahetridrofshil 9stispeiafsaiddndicatonigdadids @ sisne-out interval.
i nformati on conprises returning such information in a
reply nmessage addressed to a device associated with
s@l Fhemetiod df %? bhd bfaim3 1 t0N® wRENADaidfretthRhdNs®eturning to said
wherein said reply nessage conprises an indicator to
prioetpss carrief netwoek.set - up nmessage from sai d devi ce. 10.
The nmethod of claim9 wherein said indicator indicates
a time-out interval. 11. The nethod of any one of
cl2aiAngroisioaingQemveetdhprisidd:d returning is returning to
said wreless carrier network. 12. A provisioning
servera ¢#B96%:si ng:  a dat abase; a processor operabl e
t o: reacggj g&s&roq)g}a%le Lreless carrier network a wireless
devi ce h'dentifier and a wirel ess

receive from a wireless carrier network a wireless device identifier and a wireless

carrier network identifier;

based on said received device identifier and/or wireless carrier network
identifier, retrieve database information from said database; and

based at least in part on said database information, return one of (i) address
information for a server which provides centralised management services and (ii) address

information for an enterprise network.

13. The server of claim 12 wherein said database information comprises capability

information for said wireless carrier network.



carrier network identifier; based on said received
device identifier and/or wireless carrier network
WO dmabedsier, retrieve database information froreEaazhos/001392

dat abase; and based at |east in part on said database

information, return one of (i) address information

for a server which provides celralised managenent

services and (ii) address information for an

ent. Fhpsérser dfeldamr 12 orkhimTilewkaeinaaidgiroaksur i3 futhehepeeatre to:

sai d dat abase information conprises capabil.it . .

" nf or rRREIoRS inlOEMANOR REFEEE load an &FeTHEVPk Proyiges centralised
/ 005/001392 12 14. The server of

%ﬁ%?ﬁ?%%§%§n§$§i§?€3 wherei n said processor is further

oper abiteretsaid loadeinéirmetibw asid4tatfase inderimation mrisaddtlatabase.oad

on a server which provides centralised nanagenent

services; and store said |oad information as dat abase

| 19. ThBBévaIof iy DAk df BlainddEs®. 141Pherdih 8aid @av®hsedhformytion further

one of clains {2_to_14 wherei n sai d dat abase

i gomenTisag deyicer aapelribity infamstioses devi ce capability

informati on. 16. The server of any one of clains 12 to

15 wherein said database information further

cI61The s@seefainiytoyie of clamms/1 e 1i5nélorem tsaidrdatebssecinfrmdtion further

with said device identifier. 17.. The .gerver of .any.one

o gualsy ey e ghEIaoR a%samﬁ?ega%@% deyicq idgphiier.

operable to return a time-out interval. 18. A

conput er readabl e nedi um cont ai ni ng conput er '

i 1k flihe serivensf anyenavfiplaimdl? @ 16pvhareinsaid popcessng is also operable to

prﬁ%hsioniqﬂ.ggerr of any of clains 12 to 17 to cause

SEPH" BHG L ONFRE" server to operate in accordance

with the nethod of any of clains 1 to 11. 19. Conputer
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19. Computer program code carried on a machine readable medium, said computer
program code being executable by a processor of the provisioning server of any of claims
12 to 17 to cause said provisioning server to operate in accordance with the method of

any of claims 1 to 11.



