WO 03/100609 PCT/US03/14968 APPLICATION GENERATOR REFERENCE TO RELATED
APPLICATION 5 Priority is claimed to co-pending U.S. Provisional Patent Application 60/291,744,
filed 17 May 2001. BACKGROUND 10 The present invention relates to remotely executable computer
programs. Muedgpetsifically, the present invention relates to the creation an84EESS éfgtomized
remote-access, database-backed applications. Present systems and techniques for development of
remotely accessible applications suffer from 15 limitations in power and ease of use. There is thus a
need for further contributions and improvements to the technologies of remote application generation
and use. 2 SQMMARY One gs.pec.:t (}&é}gﬂgg&sﬁ%@m@ﬂ%s a method of generating
computer applications, comprising: p a'server; receiving at the server from a first remote
device a first set of one or more related request signals that together indicate a request for generation
of a first database-backed computer application, the one or more related request signals comprising
first application configuration iﬁ@gﬁﬁ@géﬁf%@&ﬁ@@ﬁgﬁ%@@gﬁmomputer application based
on the first application configuration Iinformation; receiving at the server a data submission signal that
indicates a request to add first data to the first computer application; and adding the first data to the
first computer application in response to the data submission signal. An alternate aspect of the
present invention provides agysiem, ccomRRrising ReRiatase paviptadlPaese: crpplrgitables, each

table having zero or more
60/291,744, filed 17 May 2001.

BACKGROUND

10
The present invention relates to remotely executable computer

programs, More specifically, the present invention relates to the creation and use

of customized remote-access, database-backed applications. Present systems and

techniques for development of remotely accessible applications suffer from
15  limitations in power and ease of use.

There is thus a need for further contributions and improvements to

the technologies of remote application generation and use.



records, containing configuration information for a first application comprises a first set of one or more
records in said one or more tables, and configuration information for a second application comprises a
second set of one or more records in said one or more tables; and an application generating means
for reading particular configuration information for a selected application from one or more records in
said database, and for presenting a user interface based on the particular configuration information,
wherein said user interface performs at least one of displaying data associated with said selected
application, and accepting new data for storage associated with said selected application. A further
aspect of the present invention provides a gt ,‘%Br}]\prising: a server in communication with a
database having at least one table with at least two fields; a processor in communication with said
server; and a storagegmedium in_communication with.said processor and e C(%ded with %rogramming

instructions executa Iéebya/'sgﬁfé 6’ oéggsg?etgg%rg@f%ugrﬂs% nteftate s %)epto Us%eﬁ?ﬁ%tgf ata through
said userdintepfacerappiyidusinessiules tosaithy serinpytrdataitgfintha sefatidnship fostween at least
a frst porfiahool seluserinnut deia,and s ak east iupdiedsn ORIE. B sa0TguAign fle Ioludes
information usable by said processor in accordance with sai 5rogr_am_m| instructions to define said
user interfadiecssaid bersirrsisg: il asiisn datdisbedatlopis Bipnprdri s BerBa b said Serveprivo

03/100609. RETASAI( 14968, 3BRIERDERCRIFTIANQEHHERRAWINGS . &ismplock diagram

of a remotely accessible application generation and use system according to one embodiment of the
present irﬂ%{ﬁ%‘rﬂ%‘lﬂi’@.@ 1 BOBIBER BT ARRHRAOE AT e a5 T epPESaR AR BBt Application
generator sehvesiand-eaiabase: SpEVesi0na £nbhedilnanh aidhe presanticiveatiofudsigic3 is a signal

map of communications betuieen & (epresentafve clent geyice 2L 1e aeplaiop ggperator server
according't§ oH&" HiBold ot PP ’ &
computer application in response to the data submission signal.

An alternate aspect of the present invention provides a system,
comprising: a database comprising one or more tables, each table having zero or more
records, containing configuration information for a first application comprises a first set
of one or more records in said one or more tables, and configuration information for a
second application comprises a second set of one or more records in said one or more
tables; and an application generating means for reading particular configuration
information for a selected application from one or more records in said database, and for
presenting a user interface based on the particular configuration information, wherein
said user interface performs at least one of displaying data associated with said selected
application, and accepting new data for storage associated with said selected application.

A further aspect of the present invention provides a system, comprising: &
server in communication with a database having at least one table with at least two
fields; a processor in communication with said server; and a storage medium in
communication with said processor and encoded with programming instructions
executable by said processor to: provide a user interface; accept user-input data through
said user interface; apply business rules to said wser-input data; define a relationship
between at least a first portion of said user-input data and said at ieast two fields;
wherein a configuration file includes information usable by said processor in accordance
with said programming instructions to define said user interface, said business rules, and

said relationship, and is created by said server.



10 the present invention. Fig. 4 is a flowchart describing operation of an application generator server
according to one embodiment of the present invention. Fig. 5 is a block diagram of a system for
remotely using hosted productivity applications in conjunction with one or more generated
applications Waé@®@3038/&@0609 PCT/US03/14968 4 DESCRIPTION OF THE IELUSTRAIPED
EMBODIMENTS For the purpose of promoting an understanding of the principles of the present
invention, reference will now be made to the embodiment illustrated in 5 the drawings and specific
language will be used to describe the same. It will, rlevertheless, be understood that no limitation of
the scope of the invention is thereby intended; any alterations and further modifications of the
described or illustrated embodiments, and any further applications of the principles of the invention as
illustrated therein are contempRiR4EEDEOCRIFSRON OB HEHBASVINGRIlled in the art to which the
invention relates. Generally, the application generation and use system and methods described in

relation to Figs. 1-4 providel% simple %nglggﬁcgﬁgé%ygpry%ﬁ%ggl}cr%@m@%ggce@@ked

applications (i.e., applicatlonsgt'hat allow one or more users to enter, modify, view, and delete data that
is stored in a dagabestoe AdtesteyaitHbaeSPrliB R ST P PAERENLBHIRERISHE I B Ued as hosted

applicationg by the author aggd others Wil agsesstethenppiisation gesarmtardiflBIGEN") server. To
facilitate this access, the systém may generate a_uniform resource locator Q&:Tﬁkg he\ég&rlink, or other
link usable by s@BR!4ERS B BRAREStE L AP CRRESTHESRE fH T EBhfiGUration information can be

exported to a cogfjguration file readable 20 by a scripting engine or other client-side software on any of

a variety of client devices tq present the application's user inggrquc% temr,g&g{caellg iness;tles and
A . 3 :
validation requirements for erfered datsy ﬁ%ar%t{é%ocﬁ put réports for data in th£ _ .

client device and the application generator server according to one embodiment of

10 the present invention.
Fig. 4 is a flowchart describing operation of an application generator

server according to one embodiment of the present invention.

Fig. 5 is a block diagram of a system for remotely using hosied

productivity applications in conjunction with one or more generated applications.



application, manage synchronization, and the like. These forms will be discussed in more detail
below. 25 Fig. 1 illustrates an overall block diagram of system 20, comprising an application generator
server 30, a database server 40, a network 50, and client devices including workstation 60a, server
60b, handheld@evioestc, and intemet- enabled cellular telephone 60d (the efigritsdeviees are being
generically referred to as "representative client” or "client device" 60). In this illustrated embodiment,
30 any client device 60 can access application generator server 30 via network 50. In this
embodiment, these connections are not necessarily ¢gonstant (or even almost WO 03/100609
PCT/US03/14965 5 constant). For example, access via internet-enabled cellular telephone technology
is somewhat more costly than land-line connections, so cellular connections are usually made and
kept only as needed. ThBESGRISHIONOFCERRADAIATOR AJERDr B 2DIABY Bihd database server
40, on the other hand, is preferably over a 5 highly reliable medium, as is well known in the art.
Generally, however, network. 50,ca I K N). Wider Area
Network (WAN such as the r?fe%eeghg&og?h%}fﬁ%%%%%gﬁﬁ é\?vgo%%m(f%gj@r&t%é _hglglep\fgliﬂ%d in the art.
Generally speakihg potient evicee6Gicome sriliase fvonadoitothe Cappleass s SE. which
creates an application using saafigurationiniermalion vereyided bxdhmussessahie plient devices 60.

The application configuration information is stored in database server 40 éoé;}future yse. The author or
other users of cREMEHSIEEs B0 TSR St P A BEHABR O IR PBERE N S BF P 58 U Bl ding, using,
and deleting application daiadss; desiretrRaiahase sefier 4Q8ifcasods dhichdatestabiater editing,
viewing, and deleting, as_directed by users. Turning,now to Fig. 2, with continuing refergnce to Fig. 1,
components of ré%&@ﬁ%ﬁ@%ﬁ%%, %%F?é}é#@ et O&C%%‘%a%gg%g lélg?\lpe%g R

rver
invention as illustrated therein are contemplated as would normally occur to one

10 skilled in the art to which the invention relates.

Generally, the application generation and use system and methods
described in relation to Figs. 1-4 provide a simple and efficient way for users to
create database-backed applications (i.e., applications that allow one or more users
to enter, modify, view, and delete data that is stored in a database remote from the

15 client device). These applications can be used as hosted applications by the author
and others with access to the application generator ("APPGEN”) server. To
facilitate this access, the system may generate a uniform resource locator (URL),
hyperlink, or other link usable by such users to access the application. In some
forms, configuration information can be exported to a configuration file readable

20 by a scripting engine or other client-side software on any of a variety of client
devices to present the application’s user interface, enforce business rules and
validation réquirements for entered data, generate output reports for data in the
application, manage synchronization, and the like. These forms will be discussed
in more detail below. ‘

25 Fig. 1 illustrates an overall block diagram of system 20, comprising
an application generator server 30, a database server 40, a network 50, and client
devices including workstation 60a, server 60b, handheld device 60c, and internet-
enabled cellular telephone 60d (the client devices are being generically referred to
as “representative client” or “client device” 60). In this illustrated embodiment,

30 any client device 60 can access application generator server 30 via network 50. In

this embodiment, these connections are not necessarily constant (or even almost



40 are shown. Representative client 60, in this example, has processor 61, one or more input
components 62, random access memory (RAM) 63, one or more output 20 components 64, read-only
memory (ROM) and/or electrically erasable, programmable read-only memory (EEPROM) 64, storage
67, and one wiomoraranetworking and communications components 69. It sheaitisesancked that
representative client 60 can include more than one processor or CPU and one or more types of
storage, where memories 63, 65, and 67 are representative of the one 25 or more types. Processor 61
can be comprised of one or more components conffgured as a single unit. Alternatively, when of a
multi-component form, processor 61 can have one or more components located remotely relative to
the others. One or more components of processor 61 can be of the electronic variety comprising
digital circuitry, apalogiirGitrys anfiethcdesonia enbodieaiis0ghdecsdepienddashaodesiventional,
integrated circuif microprocessor arrgngem h re. T RENTIUM 4
processors supﬁ?iés’a%@ &0%606%%6%?@%%%%6%%%%0%? % %oﬁlrﬁp%lé%}r%égﬁsng)\rl more 680x0
microprocessorssulipliethdy MO REROLA, amoetdetoryitorporeins G365 LaArPE72ESR include one

or more types OLe%%FQ@tﬁ%SJ%%%iEJEABHQQ%;%?@@,%Eﬁ{@m&{d%ﬂﬁﬂfmmﬂwsﬂtast to name 5

a few. By way of non-limiting example, memaries 63, 65, and 67 can include solid-state electronic
RAM, Sequientidiighieeceiahitenodimmorgs(S AWl e ds the 25t Gare e OUFEIRS ety or the
Last-In First-Outsfl20) warietle Repgammalls Read:@awoitemany)(RRQMp Edetically
Programmable Read-’ OnIy.Memory (EPROM), or EEPROM; an ogtlc,al g&ﬁ{ﬂ%@g%ﬁéﬁ”&h as aDVD
or 10 CD- ROMJV4ANAgHER GRS aE HAA iSRSy RA<R TARE B eaitidGe” fedia; or a
combination of gpyefd#hese memory types. Also, memories 63, 65, and 67 can be volatile,
nonvolatile, or a hybrid Com?i@z?éigﬁyogﬁ?aﬁwg %ﬂgnt devices 60 connect via network 30 to
10 application server 30, which creates an application using configuration information
| provideci by the users of the client devices 60. The application configuration
information is stored in database server 40 for future use. The author or other
users of chient devices 60 then access the application on APPGEN server 30,
adding, using, and deleting application data as desired. Database server 40 stores
15 this data for later editing, viewing, and deleting, as directed by users.
Turning now to Fig. 2, with continuing reference to Fig. 1,
components of rtepresentative client 60, APPGEN server 30, and database server
40 are shown. Representative client 60, in this example, has processor 61, one or
more input components 62, random access memory (RAM) 63, one or more output
20  components 64, read-only memory (ROM) and/or electrically erasable,
programmable read-only memary (EEPROM) 64, storage 67, and one Or more
networking and communications components 69. It should be noted that
representative client 60 can include more than one processor or CPU and one or
more types of storage, where memories 63, 65, and 67 are representative of the one
25 or more types. Processor 61 can be comprised of one or more COMPONENts
configured as a single unit. Alternatively, when of a multi-component form,
processor 61 can have one or more components located remotely relative to the
others. One or more components of processor 61 can be of the electronic variety
comprising digital circuitry, amalog circuitry, or both. In one embodiment,
30  processor 61 is of a conventional, integrated circuit microprocessor arrangement,
such as one or more PENTIUM III or PENTIUM 4 processors supplied by INTEL



nonvolatile varieties. One or more operator input components 62 may be included, such as 15 a
keyboard, mouse, track ball, light pen, and/or microphone, to name just a few representative
examples. Also, one or more output components 64 can be included, such as a monitor or other
viewing devie& gviggdspeaker(s). One or more networking/communication8&Hh#§deIsts 69 may
include one or more network interface cards (NICs), other cards, interfaces, or other devices capable
of 20 providing connectivity through one or more wired or wireless networks, including network 50, as
known in the art. In this embodiment, APPGEN server 30 includes processor 31, RAM 33, ROM 35,
storage 37, and one or more networking/communications components 39, which provide the same
functionality as corresponding 25 components 61, 63, 65, 67, and 69, respectively, though they may
not comprise ideaticabbomponantsrtonite 68PrspuntipesasesoF oML THERBD: Likewise,
database serve %O includes processor 41, RAM 43, ROM 45, storage 47, and one or more
networking/communications components 49, which also provide analogous functionalitggto

corresponding components BETBEy 6SMBTneN 80 6 30rRSSYe e BIFUSE Y SM9iTaY RSt Romprise

identical compogamis g She. coresRondigomarionsatirpieseoiive alisnt 60wt ARRBEN server 30.
WO 03/100609 PCT/US03/14968 7 One exemplary series of Si%%??
-limifi

: ent.between representative
client devite 60rARE ABYGEK QbR HBIPH ARG, TETREH-Frhi ﬁsg%‘ﬁaﬁpfél}nﬁl‘-“?gd%, and will

now be discusseghithcontinuing Riexecetealsientsatibly. MeimthisS sxanipier estifiguration
configuration papiMiaer 5t A gpIRIo IR (e TLeraBEhod i hoe oS Sied TA informrior
is entered by thewsesisinge Redmiydaeted®RBVn HltheicatysHereermmipbisingeaclient-side
application or Only Memory (EPROM), or EEPROM; an optical disc memory (such as a DVD or
10 CD- ROM); a magnetically encoded hard disk, floppy disk, tape, or cartridge
‘ media; or a combination of any of these memory types. Also, memories 63, 65,
and 67 can be volatile, nonvolatile, or a hybrid combination of volatile and
nonvolatile varieties.
One or more operator input components 62 may be included, such as
15 2 keyboard, mouse, track ball, light pen, and/or microphone, to name just a few
representative examples. Also, one or more ocutput components 64 can be
included, such as a monitor or other viewing device, or joudspeaker(s). One or
more netwéridng/communicaﬁons components 69 may include one or more
network interface cards (NICs), other cards, interfaces, or other devices capable of
20  providing conneciivity through one or more wired or wireless networks, including
network 50, as known in the art.
In this embodiment, APPGEN server 30 includes processor 31, RAM
33, ROM 35, siorage 37, and one or more networking/communications
components 39, which provide the same functionality as corresponding
25 components 61, 63, 65, 67, and 69, respectively, though they may not comprise
identical components to the corresponding parts of any particular client 60.
Likewise, database server 40 includes processor 41, RAM 43, ROM 45, storage 47,
and one or more networking/communications components 49, which also provide
analogous functionality to corresponding components 61, 63, 65, 67, and 69,
30 respectively, but may or may not comprise identical components to the

corresponding portions of representative client 60 or APPGEN server 30.



a series of HTML forms. The user interface that is provided in this example for entry of configuration
information is preferably adapted for the type of client 10 device 60 making the connection, and
preferably provides the user with several valid options for configuration of data fields to be used by
users of the wgplizdtiery, and manipulations of that data that the creating us&cWiskieg4e6allow. Other
configuration information that may be present in this exemplary embodiment includes: a first group of
usernames for users who should be permitted to view, 15 modify, and delete the application's data
(read-write access), a second group of usemames for users who should be permitted only to view the
data (read-only access), user interface configuration (including user interface elements such as
buttons, lists, labels, and input elements, with their appearance, characteristics, and positions), and
the like. This configuration iferrastioplisystered #f digatiasent heroaph it efativetyHites available a

new app'icaﬂonCP%W”QQ%JWs§9&fi%@&mwztaeta@rgﬁgamm (#9a}is ackaowledged, and a

list of available a?pb(i?ca ions is provided on response signhal 71. The creator, or owrg} of the new

application subrmité witamwahetHiastese@ RGBT HAENH OSBRSS Aisiifal -7 #iis function

may 25 include, for example - eAlNY i iRHRIRBRENPANT0 gr et drletingiadofopae APRERIONfiguration
information that was provjde_c? in signal 70. The authentication of thisfreq‘uest rf;égplg%n Ig[de or use any
suitable usar- aensi RO iRdleaien SRR AHEH e LIS HE UL RATIREHE I S0 FP BRI PP based "basic”

or "digest" authgpticationssieEishasedsaerramapiasafonthiftpuils biometiy teehisigussiand the like. If
by & user authoEEA B BEBARHRUBET O S DAORS PerRLsyaee e
operations”, depessing GrEBGranmarityief the authtrizationischerivsy inpbifoagly 58y the
requested application management function {4pdatinedaabasedia for e type of client

10 device 60 making the connection, and preferably provides the user with several
valid options for configuration of data fields to be used by users of the application,
and manipulations of that data that the creating user wishes to allow. Other
configuration information that may be present in this exemplary embodiment
includes: a first group of usernames for users who should be penmnitted to view,

15  mmodify, and delete the application’s data (read-write access), a second group of
usernames for users who should be permitted only to view the data (read-only
access), user interface configuration {including uvser interface elements such as
buttons, lists, labels, and input elements, with their appearance, characteristics, and
positions), and the like. This configuration information is stored in database 42,

20  which effectively makes available a new application having the requested
configuration. That creation event (70a) is acknowledged, and a list of available
applications is provided on response signal 71.

The creator, or owner, of the new application submits a new
anthenticated manageroent function request on signal 72. This function may

25  include, for example, editing, revising, expanding, or-deleting all or part of the
configuration information that was provided in signal 70. The authentication of
this request might include or use any suitable user- and/or device-authentication
technique known in the art, such as HTTP-based “basic” or “digest” authentication,
form-based username/password input, biometric techniques, and the like. It

30  APPGEN server 30 determines that the request for performing a management

function was made by a user authorized to perform that operation (or “those



accordingly) and provides the result of that performance and a Ul update to the client on signal 73. 5
Still later, the owner authenticates himself or herself using any available technique (see the above
discussion of signal 72), sending a login signal 74 to the server 30. APPGEN server 30 then starts
(74a) an autharigedewer session. Using acknowledgement signal 75, servet@GOtscknéwtedges to
client device 60 that the server login was successful. APPGEN server 30 then transmits 10 signal 76
to client device 60. Signal 76 communicates information to client device 60 to enable presentation of a
user interface usable by the user to perform viewing§ editing, reporting, and deleting operations on the
application's data. With this user interface, the authenticated user sends new data to APPGEN server
30 on signal 77. The user interface presented on client device 60 preferably enforces business 15
logic rules on inppé:datasisdifentier entdrs dtaliesy afdheinctadzF6perdinprR; ipPegeRtstion rules,
user interface fields.that presens values. d ] en g fields, displa
styles depender?tj%ﬁ t}g%a fields %\éig u Qa%eﬁgl v%’lgl?é%%g%g trrl%“%\g% fg%rﬂﬂé?ﬁir?ﬁg%? (s%e IimitsF:‘ory

fields, data formamtinginghuindnpepitidesridiatiesike)t SitaprlermptretdidsUANaEE43 Diation rules.
When 20 it recelyes the neyw,data, APPGEN server 30 updates (77a) database 42 via database
server 40, then acknowledges the change, updating the user interface on client device 60 via signal

78. In another operation, the ikeletcIfBfit AREUEBBTREHSs BT ¢ aBRTiEAt SR A" When the
modifications haygpassedthevaligation and e ariatesiab sfisanalamliechtiy thelogersigtatface, client

device 60 sends a "modified data” si 79.to APP server 30.-Again, AP —?Ee@; setyver 30
valitates the. mARHRATBITHT e () dATTat T hetsri) ARG

Lserv_er 30 responds
with signal 80, whighagainpgdateschdmendnteifnt 0h cienzddVicekbovisitscknolittiges the

change. 30 In Stﬂg%gg t&? {htal{? {ﬂseagzixggf 1%1511“%% ﬁc%!é?&ﬁldeﬁﬁc%ﬂ@ﬁ&%o then transmits
10 signal 76 to client device 60. Signal 76 communicates information to client device
60 to enable presentation of a user interface usable by the user to perform viewing,
editing, reporting, and deleting operations on the application’s data. With this user
interface, the authenticated user sends new data to APPGEN server 30 on signal
77. The user interface presented on client device 60 preferably enforces business
15  logic rules on input data as the user enters it. These may inciude, for example,
presentation tules, user interface fields that present values based upon applying
given formulas to other fields, display styles dependent on data fields or calculated
values, and the like), forms entry rules (size limits for fields, data formatting,
requirements, and the like), database update rules, and data validation rules. When
70 it receives the pew data, APPGEN server 30 updates (77a) database 42 via
database server 40, then acknowledges the change, updating the user interface on

client device 60 via signal 78.
In another operation, the user of client device 60 modifies existing
application data. When the modifications have passed the validation and update
25  criteria applied by the user interface, client device 60 sends a “modified data”
signal 79 to APPGEN server 30. Again, APPGEN server 30 validates the
modification and updates (77a) database 42 accordingly. APPGEN server 30
responds with signal 80, which again updates the user interface on client device 60

and acknowledges the change.
30 In still another transaction, the user of client device 60 deletes

existing application data. Following the usual validity and update checking, client



existing application data. Following the usual validity and update checking, client WO 03/100609
PCP/US03/14968 9 device 60 sends signal 81 as a request for APPGEN server 30 to delete data
from database 42. After its own validation process successfully completes, APPGEN server 30
updates (77ayehs/database 42 and responds with signal 82, acknowledging’{higétisaamgesand updating
the user interface on client device 60. 5 Should any of the validity or update checks fail, error
messages and/or prompts for corrections may be presented to the user via client device 60 using
means and methods known in the art. When the user's modifications are complete, he or she logs out
of the application, which event the client device 60 signals to APPGEN server 30 by sending logout
signal 83. APPGEN server 30 ends (83a) the 10 authenticated user session and may optionally update
(not shown) thedssere Giterabesomdlightseviep60 for rbRBGENsseeSEstIdpiiAAdHPBY the session.

When a user in {36, IQupOf LaRIS W9, Are.ARki BeRRILE] (Rad-RRIN ACERsAJRGS ANARPGEN server

30 via user login S|gnaEi 4, A server 30 begins (84a) an authenticated user session,

acknowledging teevsard@ vieditasal @52) 1 andaressenting adseFREEtace {EhrreER! 1t the user
interface descried by signal 46) Jf_fér{g@gi@Elbﬁht%@ﬁéh@e@ﬁﬁl%ﬁﬁﬁ@ﬂﬂ/iﬁi&@aa{ri%éiihis user interface

provides a means for the user to view (perhaps a limited_portion of) the data associated with the
applicationsWittS eaigd ey 94 tea el dHet SBrYP Chartcdati T B Eth A 8 §IBRT o' Petrieve a
particular view of glkarselestedpastianmelihe 2R applieations ddtaiviadeasthsquenyssigdal 87.

APPGEN server 30, in communication vﬁvt%databasess%%/elné% Jx?strail%i\’!%s ng ?e{eelgg%ggggta from
database 42 and5PEIELTIMIA% 8 neeFE L 1o EEhEHUCT th dVfew via search result

0 construct the requeste

signal 88. Whenishe sigeasshas fisisbedoguetyirigearnl vieveiing tiie datatrrégnsde fdoyBR6GIST the
application, cau%g%ﬁegl'?&%de\éie%%i%g to) sguquy&%[ legout sigRah2o.82 10:0 PREEN s8rver 30 which
ends (89a) the authéentica ad iser s"essigon.
10 authenticated user session and may optionally update {mot shown) the user
interface on client device 60 to reflect the successful termination of the session.
When a user in the group of users who are only permitted read-only
access logs into APPGEN server 30 via user login signal 84, APPGEN server 30
begins (84a) an anthenticated user session, acknowledging the same via signal 85,
15  and presenting a user interface (different from the user interface described by
signal 76) for read-only use of the application via signal 86. This user inferface
provides a means for the user to view (perhaps 2 limited portion of) the. data
associated with the application. With this user interface, the user of client device
60 can submit a query to retrieve a particular view of all or selected portion of the
20  application’s data via search query signal &7. APPGEN server 30, i
communication with database server 40, rettieves the relevant data from database
42 and provides information needed to constract the requested view via search
result signal 88. When the user has finished querying and viewing the data, the
user logs out of the application, causing client device 60 to send user logout signal
25 89 to APPGEN server 30 which ends (89a) the authenticated user session.
The steps performed by some embodiments of the present invention
will now be described in relation to Fig. 4 with reference to elements of Fig. 2.
Process 100 begins at START point 101, and a server is initialized at block 103.
This initislization prepares the server for receiving comnections from remote
30 devices, checks connectivity with one or more databases to be used by the server

for storing and retrieving applications and application data, and performs other



The steps performed by some embodiments of the present invention will now be described in relation
to Fig. 4 with reference to elements of Fig. 2. Process 100 begins at START point 101, and a server is
initialized at block 103. This initialization prepares the server for receiving connections from remote 30
devices, chesisisan@etivity with one or more databases to be used by the 8€W/ERMGHMBring and
retrieving applications and application data, and performs other WO 03/100609 PCT/US03/14968 10
initialization tasks as would be done by those skilled in the art. The server then waits for incoming
connections from remote devices. The server accepfs an incoming signal at input block 1.05. In
various exemplary embodiments, this input signal may take the form of an HTTP request, 5 remote
procedure call, asynchronous message arrival, or other signal as will occur to one skilled in the art.
Then, generallyiriteizarier determiwesithbetgopcob sigass thidlchas aeivisd, TSI Hipropriate

action andlor proyides,an ARRLORIAIE I £sRORSE Amll ssdiscussed below. In various embodiments,
each incoming signal may be %rocesse In a separate thread of execution o{{)é)rocessor 31,ina 10

single thread in an event or PlsaTy t5 GECUSHTEOIMEBEERAIG 8PS MR d Becth VA58 skilled in the

art. At decision Q%%%Weﬂxﬁ%ﬂ%&‘i@j%g whetbenhhemcemingesipnaloneicala® acpgsiest by the user
of a remote device for authenticated access to one or more applica 'ons.atHwe S%EY%E:'CH SO -

(affirmativeSresuRTaE duRsieHiF GaK 1250 CIRenPBs JORTEASE IREH it S & 588 s disClissed above at
block 111_ If the.autberizatian ReasesThails dargdtiyaieseivat deeisiordibekypd 3Y, tizmaderver returns

to waiting for an incoming signal %aa"w it state” proceeding block 105), aptignally responding with a
signal (not showR§irltit 45 1AM Egﬁ’?e?‘ﬁ%g %ﬁt%t?(e:rjhogt AR B SR

using techniques k own in the art. If the
authentication issipesessfk@ffisenativesR@irbelowat decisionsblovkAliBRnRe BER EICBEERES a new user
session at bIOCks}g%SaI %183y be processed in a separate thread of execution of processor 31,in a
10 single thread in an event or polling loop, or using other techniques as would occur
to one skilled in the art.

At decision block 110, it is determined whether the incoming signal
indicates a request by the user of a remote device for authenticated access to one or
more applications at the server. If so (affirmative result at decision block 110), the

15  server authenticates the user as discussed above at block 111. If the authorization
process fails (negative result at decision block 113), the server returns to waiting
for an incoming signal (a “wait state” pmceed'mg block 105), optionally
responding with a signal (not shown) indicating 2 failed authentication attempt
using techniques known in the art. If the authentication is successful (affirmative

20 result at decision block 113), the server begins a new user session at block 115, as
is known in the art. This process typically involves assignment of a session
identifier that is stored at the server and submitted with each request from the
client during the session. The server then responds to the incoming signal at block
117 by providing information sufficient to show the user {via an output component

25 | of client 60) a list of available applications, then returas to its wait state,

If the incoming signal is not a request for a new authenticated session
(negative result at decision block 110}, the server determines whether the incoming
signal is a request to end that session, or “logout” of the server {decision block
120). If so (affirmative result at decision block 120), the server releases the

30 resources tied to the user session and invalidates the session identifier at biock 125.

The server then returns to its wait state.



is known in the art. This process typically involves assignment of a session identifier that is stored at
the server and submitted with each request from the client during the session. The server then
responds to the incoming signal at block 117 by providing information sufficient to show the user (via
an output componamte®5 of client 60) a list of available applications, then re®FH& 883tEi4ait state. If the
incoming signal is not a request for a new authenticated session (negative result at decision block
110), the server determines whether the incoming signal is a request to end that session, or "logout"
of the server (decision block 120). If so (affirmative k&sult at decision block 120), the server releases
the 30 resources tied to the' user session and invalidates the session identifier at block 125. The
server then returns to its wait state. WO 03/100609 PCT/US03/14968 13. If the incoming signal is not
a request to end the login sdésibn ifreyitysigslliardedisieapibdr £20) el S8R EFdRrmines
whether the incoging, SIgnalisAdEMREbIoLPAIE Ao epalicalan(lecmonblagiokaf) Ifso
(affirmative result at' decision block 130), the server prompts the user at block 131 5 for configuration
information for tisegnawisBphesish (T HEestENRristeepRIEeT SARGSIdti o ftation atinput block

133 and stores ijpihe:gystemuiatabased diciiblack ibefrtiscugaethahoseathisck 131
promp/accept/store procedure may comprise providin onef_ ormore,ﬂ-lTML f_orm%,e itt%r tively validating
and acceptihg addifORAEEIHABUTRBRAIBATAER IIARETRAIR Yo VeI SRATadtsr Bndthe like. 10
The configuratiop-agguisitian piaceskibloeke1Bbc1d B33 antlsi@s) il thepigstitynclbtainsrdih the user
one or more names and data types for fields ta be established.in the.application database, field
lengths and vaIic?étiB??ﬁ%lé%’?Or d%s[amisr?ﬁﬁ%?‘gn%)?ﬁg’liﬁ%?l "Sor %déﬁgﬁgﬁjnéeﬁfg%ﬁg%oﬁ%uration
information also cexplisitly-ovidinglmity)rspecifEEMbfuinualassi fehnealidetur @ad dissri{pformats 15

(currency, date, fime exponential notatian,ARdhe kel AfaddndicalingWRathRE e like.

0 The configuration acquisition process (blocks 131, 133, and 135) will

typically obtain from the user one or more names and data types for fields to be
established in the application database, field lengths and validation rules for data
input, and the like. In some embodiments, the configuration information also
(explicitly or implicitly) specifies default values for new records, display formats
15 (currency, date, time, exponential notation, and the like), a flag indicating whether
a particular field may be edited by users, and/or a default UT form for users in each
of the administrative, manager, and user groups. The configuration information
may include references to one or more pre-configured data types, custom data
types, or a combination of the two. It may be initially derived as a duplicate copy
20  of an existing application configuration, or may be created from scratch. Once the
configuration information has been accepted and stored, the server returns 1o its
wait state.
If the input signal is not a request to generate a new application
(negative result at decision block 130), the server determines whether the input
25 signal is a request to add data to an existing application {decision block 140). If so
(affirmative result at decision block 140}, the server validaies and stores the new
data at block 145, updating the user interface on the client device to reflect
acceptance of the data. The server then returns to its wait state.
If the incoming signal is not a request to add new data (negative
30 result at decision block 140), the server determines whether the incoming signal is

a request to export the configuration information for an application (decision block



a particular field may be edited by users, and/or a default UT form for users in each of the
administrative, manager, and user groups. The configuration information may include references to
one or more pre-configured data types, custom data types, or a combination of the two. It may be
initially derivesbas/ sgaplicate copy 20 of an existing application configuratiob{ 6iUftdg49é3created from
scratch. Once the configuration information has been accepted and stored, the server returns to its
wait state. If the input signal is not a request to generate a new application (negative result at decision
block 130), the server determines whether the input225 signal is a request to add data to an existing
application (decision block 140). If so (affirmative result at decision block 140), the server validates
and stores the new data at block 145, updating the user interface on the client device to reflect
acceptance of tHs@latalf Tiwe (@éiivernterteatiiras dodis wrakiatdtel S kh&en ST §FRESistnot a request

to add new data (negative. 3Qresull atdeaisiop.plagk 4. the-seamidetermineswhatier the

incoming signal 1s a“requgst to export the configuration information for an application (decision block
WO 03/100609 RGTE S0313 4968 staie1 50y thiv eamAtaang: rduIc S HRERIEH B15ck™ 585, the server

generates a_configirationiile, and fansralis et Bedethemlentdemepinthtasemniistiiem retums to its
wait state. In this embodimeént, the configuration file can he jnterpreted b a‘client-side& scripting
adé ¥ ecute the

engine to plesertt® G8RFTRFREECEIRe SRPE 850 BRIESHERS eRabling USers OF client

devices to "exe%ﬁﬁéﬁtﬁ)@%ﬁﬁa&@&%&ﬂ%@iﬁ@ﬁnﬁ&ckeﬂfﬂomdhﬂisgrmﬁhdn@taﬁﬁng%th@tication, ul,
and adding to, deletin iting, and viewing the application's data. The user intetface. also allows the

user of the cIien?@@%&?‘éﬂ?ﬂ%ﬁﬁﬁﬂ%ﬂ%&‘eﬁ% ﬁ?‘?n%&*ﬁ‘é%“&a“"ta‘i‘ with Lt’heuéﬁffp‘lﬁ:“éltion data on the
server (see discursiaii®fblbekuid@Sobtiow)etOdEhe T onfigurhtionzf suriayemRie thBgsifcsf a database
file, XML (or an %é%g r\}\?cii[%nthe application data on the server {see discussion of block 175, below).
10 The configuration file may take the form of a database file, XML (or an extension
thereof) file, a script executable by a general-purpose scripting engine, or other
forms that would occur to one skilled in the art.
If the incoming signal is not a request for the export of the application
(negative results at decision block 130), the server determines whether the
15  incoming signal is a request to generate a link to the application (decision block
160). ¥ so (affirmative result at decision block 160), the server generates a link,
such as a text URL. a data file containing a URL, an executable program that
establishes a specified connection, or other forms as would occur to one skilled in
the art. The link may contain, in an encoded or unencoded form, an identifier for
20 the specified application, an identifier for the user generating the link, the level or
bounds of access fo be permitted to those using the application via the link,
authentication parameters (such as a user or group identifier, specific password to
use, and acceptable authentication protocol(s)) for using the link, 2 time limit or
usage count limit on the link, and/or other elements in the link. Alternatively or
25 additionally, one or more of these link data elements may be stored in the database
42 and be referred to by a database key in the generated link. Once the link is
generated and made available or sent to the client device, the server retums to its
wait state.
If the incoming signal is not a request to generate an application link
30 (negative result at decision block 160), the server determines whether the incoming

signal is a request to synchronize remote data with the application data stored at



thereof) file, a script executable by a general-purpose scripting engine, or other forms that would
occur to one skilled in the art. If the incoming signal is not a request for the export of the application
(negative results at decision block 150), the server determines whether the 15 incoming signal is a
request to gaversteiesdink to the application (decision block 160). If so (affirnk&tiviespéga®at decision
block 160), the server generates a link, such as a text URL, a data file containing a URL, an
executable program that establishes a specified connection, or other forms as would occur to one
skilled in the art. The link may contain, in an encodé&8l or unencoded form, an identifier for 20 the
specified application, an identifier for the user generating the link, the level or bounds of access to be
permitted to those using the application via the link, authentication parameters (such as a user or
group identifier, Spaeifieqidesiwordociud)arid mceshrasleva ardhat aeprprsteto (&) Hrusing the link,

ﬁ@'&@%ﬁ&%&@@ﬂ(&’ra@th@ elemenisindhilinknAlternatively or 25
e

a time limit or u age C I%@&j:i
additionally, one§or rr%oge of these lihk data elements may be stored in the database 42 and be

referred to by a appiibeism deeif thedeliSrafe@HRIOHIE FaYiMeFe e SNERIBY IR available or
sent to the clientdevice, {6 SSMERIGIUHNDAQS oS talesdfherdnaamingssiginakisenot a request to

generate an application link 30 (negative result at de%sion block 1692%; tBe S‘Eré\’,%r ge&?{rr;}ines whether
the incoming sighdhfs BcBERest#PL MMtz Er8ftb IdﬁY&%fﬁﬂﬁae‘ ppfiation dsta stored at wo
03/100609 PCT/,S03/ 4968 13dheiserverdtlekisioniookibnd). thsoitaffinmatiienasistat decision

block 170), the server 8‘Elroceeds to.sgmchr r g&di%a atthe remote device with the servar-side

application data stg f?%c‘#rocﬁlzogtlon may roceed ﬁgﬁig any appropr‘ré?ewrﬁue‘mbd. When

synchronization isepmhpletacttelserdefraiumsdo, kscvaitstateing Mmthe Wigotaiag sBieaINs not a
request for Syncglrlog]r%?%)e@s(arfg%%%q}\(g e I&&Bce {not shown), or other action as would occur to
10 one skilled in the art. If the incoming signal is a shutdown command (affirmative
result at decision block 180), the server shuts down and process 100 ends at END
point 199,

A further embodiment of the present invention will now be discussed
in relation to system 200 in Fig. 5. Client 260 accesses a hosted application {such
15 as, for example, a word processing or spreadsheet application) on application
server 220, which is operated by an application service provider (ASP) 210 as is
well known in the art. Application server 220 is in communication with
application generator server 230, which is also operated by ASP 210. In this
embodiment, tools are provided for the owners and/or users of generated
20  applications to create data entry forms that are linked to the application, but usable
via applications hosted on application server 220 to add, edit, view, and/or delete
live data (and/or an off-line copy thereof) for the generated application. Likewise,
tools are provided to generate reports of data from the generated application in a
form directly usable, viewable, and manipulatable in the hosted application. Data
25 entered and/or modified using forms on a hosted application may be stored locally
(on the client) and later synchronized with the generated application database, or
may operate in a pass-through manner to update the generated appiication data in

real time as revisions are made using the form.
In an alternative to the system shown in Fig. 5, the productivity
30  application(s) and/or the documents they operate upon are resident on the client,

but include links to the data of the generated application. In some such



decision block 170), the server determines whether the incoming signal is a shutdown command
(decision block 180). If not (negative result at decision block 180), the server takes a default action,
such as returning to its wait state, displaying an error message at the client device (not shown), or
other action w®wetleberccur to 10 one skilled in the art. If the incoming sign&KiE/aSekideidwn command
(affirmative result at decision block 180), the server shuts down and process 100 ends at END point
199. A further embodiment of the present invention will now be discussed in relation to system 200 in
Fig. 5. Client 260 accesses a hosted application (siéh 15 as, for example, a word processing or
spreadsheet application) on application server 220, which is operated by an application service
provider (ASP) 210 as is well known in the art. Application server 220 is in communication with
application generasotisemer 280ywhictviskig epbrastadisy capebiigesn hidhe gttt tools are

provided for the owners andjorusers of generated 20 ARRlisaieRRA;GiGate dataaniptdarms that are
linked to the apBﬁ%%%%lr‘{,l u%p?})s%ébﬁe via applications h%g%d on application server_ 220 to add, edit,

view, and/or deletlitaiuataleind/dnanthFt- [T L SHPAIEREDE folPthe Y aidte ARPPHEARON. Likewise,

tools are provided {0 generaterreponts, ehdsialiom thengeageated application in. a form directly
usable, viewable, and manigﬁlatable in the hosted application. Datab25 ent%l%gegqg/%ﬂqéodified using
forms on a‘hosted applicatioNHaPBES Sl IRSHPY B TRERIBRAY S8 ESF Sy RehTonized with the

generated appligation dajahase My O perdiesth ibedsithtoeigit rtran rremtideupateytioé generated

application data in real time as revisions are made using.the form. Inan alternative to the system
shown in Fig. 5, HERPB ARV EE R ppifea |tor‘%?§5ugne&/%%iﬁ’§“ Grath Hay

ocuments they operate upon are
resident on the ghgnidilashinaibgdelinkstanthgeddtenofotheaeyeméidretPRppHliatidiaiATSorA®Ysuch WO

03/100609 PCT&JL%O%{}%%&BS&&M@ for the devices in a system may be used, and additional

10 networks and/or connections may be provided; Database functionality in refation to
database 40 (Figs. 1 and 2) may be combined with functionality described in
relation to APPGEN server 30 for execution on a single computer systerm, or the
functionality described above for those devices may be distributed among several
computing devices; a proxy server can be inserted between network 50 and

15  APPGEN server 30 to redirect incoming queries based on their source, content, or
other characteristics, or circumstances; load balancing technigues may be applied
to the server-side processing and/or routing of signals through the system; user |
andior device identities may be exchanged explicitly (as discussed above) or
implicitly based on network addresses, application identifiers, or other data

20  elements; and provisions can be made for importing user data from external files
and/or databases using methods well known in the art.

n another embodiment, the exported configuration file is stored on
the server (or generated in real time), but is executed on the client upon request
using a browser plug-in or other agent. Such user agents often provide additional

25 input/output and/or processing capabilities not natively present in a given user
environment, and can be leveraged in the present inveation to remove some of the
resource load from the client device relative to the script-reading embodiment
described above.

In still another embodiment, data can be exchanged between

30  generated applications. For example, with reference to Fig. 5, an “address boo ”

application 232 might be linked with a “sroduct shipments” application 234 on



embodiments, native networking and database capabilities of the client-side productivity application
are leveraged to provide connectivity to the generated application's data. In other such embodiments,
the client-side productivity application is enhanced to enable access to that data. 5 While aspects of
the present mwersiionehaive been discussed in some detail, it will be understBod/byesigees skilled in the
art that a wide variety of variations are available without undue experimentation. For example, various
embodiments may take advantage of one or more of the following variations: any wire protocol
suitable for the devices in a system may .be used, ail additional 10 networks and/or connections may
be provided; Database functionality in relation to database 40 (Figs. 1 and 2) may be combined with

functionality described in relation to APPGEN server 30 for execution on a single comffuter system, or
the functionalityAlRRGEDedeaboveidr thdseoteyices! nibippia i dMBlStedcafo iy $8varaFomputing

devices; a ProXy RERYER S e.inseried betwesn betwerk 50:anshd 3 ARRGEN:sRAEY B8t redirect

incoming queries based on their source, content, or other characteristics, or (Eji{icu stances; load
balancing technigfifiesiaytie appiration Ae:sEkrfSdedEse sty ardiofo Fﬁj%f Aals through

the system; user..3adigr devise ddantitiesmay heiexphapgac sxplisitlyias discussed above) or
implicitly based on network addresses, application identifie s,r‘g_f othgg atg.go le wand
provisions can be made for RpSHinGPaREF &é%%?%ﬁ?t&m&? RS

ARd/or'databases using methods
well known in theeatk: IBaRRIhefegEAb adimeNntcthie e ipantiadactmfignerationifile dsdtosetlomwithe server

(or generated in real time), hut is executed.on the client upo _r&%ggesltéjsggglgnggoggg%@gjg-in or other
agent. Such useP{'fé 3 o%é?\gpfg\ﬂg{éﬂgadﬁ%n%l ‘ﬁsgrinpl%%é}uﬁut and/or procesSing capabilities not

natively present ipgligitiensuserlienyitevipee nepdiedran dectb va tagiE disar theepresist iasshon to remove
some of the resgjeg ladfiom e aiet Aavicevelptyee harsiinisieadegambogiment described

above.'
10 in the art.

All publications, prior applications, and other documents cited herein
are hereby incorporated by reference in their entirety as if each had been

individually incorporated by reference and fully set forth.
While the invention has been illustrated and described in detail in the
15  drawings and foregoing description, the same is to be considered as illustrative and
not restrictive in character, it being understood that only the preferred
embodiments have been shown and described and that all changes and

modifications that would occur to one skilled in the relevant art are desired to be

protected.



In still another embodiment, data can be exchanged between 30 generated applications. For example,
with reference to Fig. 5, an "address book" application 232 might be linked with a "product shipments"
application 234 on WO 03/100609 PCT/US03/14968 15 APPGEN server 230. Invoices and shipping
labels creat@dousingpfroduct shipments application 234 can retrieve curren®RarkigéatPeddress
information from address book application 232; likewise, address book 232 can display data
regarding the latest shipment to a particular contact, for example. 5 In still another embodiment, with
reference to Fig. 1, APPGEN server 30 may preseafa "web service" interface for use by client
devices 60 not presently being controlled by a user. Automated data exchange between applications
on client devices can be maintained without user intervention through automated data exchange and
other web servic¥methddingsitig techniques known 10 in the art. All publications, prior applications,
and other documents cited herein are hereby incorporated by reference in their entirety as if each had

been individually inc rporateglg}%egggefna%%&rgngu{lg g%égg&ﬁgﬁi&gh&mgﬁm%n has been illustrated

and described in detail in the awings and faregol ription, the same IS to be considered as
illustrative and not restiictivinign ccheavacter, it being understood that only the preferred embodiments

have been shown and described, gd Al changes and:mpdificaligns {badvdlg-agewy to one
skilled in the relevant art. glr‘éngge%i?gg %}g% protected. WO 03/100609 PCT/US03/14968 16 What is

claimed is: 1. A mbthddafigens gy Baniperdicapplicalions ceBripiingneration of a first

database-backed computer application, the one or more related request stgnals
comprising first application configuration information;
creating and configuring a first computer application based on the first
application configuration information;
10 receiving at the server a data submission signal that indicates a request to
add first data to the first computer application; and

adding the first data to the first computer application in response to the data

submission signal.

2. The method of claim 1, wherein:
15 said creating and configuring comprises storing at least a portion of said
first application configuration data in a first database; and

said adding comprises storing said first data in said first database.

3. The method of claim 1, further comprising:
receiving at the server from a second remote device a second set of one or
20 more related reqﬁest signals that together indicate a reguest for generation of a
second database-backed computer application, the one or more related request
signals comprising second application configuration information; |
creating and configuring & second computer application based on the
second application configuration information;
25 receiving at the server a data submission signal that indicates a request to
add second data to the second computer application; and
adding the second data to the second computer application in response to

the data submission signal.



providing a server; receiving at the server from a first remote device a first set of one or more 5
related request signals that together indicate a request for generation of a first database backed
computer application, the one or more related request signals comprising first application
configuratiowiafevmadion; creating and configuring a first computer applicati8ATESEd $t4khe first
application configuration information; 10 receiving at the server a data submission signal that indicates
a request to add first data to the first computer application; and adding the first data to the first
computer application in response to the data submis&ion signal. 2. The method of claim 1, wherein: 15
said creating and configuring comprises storing at least a portion of said first application configuration
data in a first database; and said adding comprises storing said first data in said first database. 3. The
method of claim 1, fukther cormbeisiGoeedalg ot the server from a second remote device a second

set of one or 20 more (glated re&ws%@&ﬂ&t togetheripgdicatairrequestriessgenrration of a

second database-backed computer application, the one or more related request signals comprising

second applicatiBHEBHHGHRE A S B PERREERP £ SRflguring a second computer application
based on the second applicationsaniguratian infesmatiah: 2bsreceivingraiestmebadata

submission signal that indicates a request to _add second dat t [ application;
and addingthe SSCBRATES ’t‘bf?ﬁ‘@ag‘é’&ﬁ?f gﬁ%splﬂlt&étr%aﬁ%ﬁggt?grﬁ%gg}g%%?&gﬁgg{%g data submission
signal. WO 03/100609 PCT/US03114968 17

5. A system, comprising:
2 database comprising one or more tables, each table having zero or more
records, confaining configuration information for a first application comprises a
first set of one or more records in said one or more tables, and
10 configuration information for a second application comprises a second set
of one or more records in said one or more tables; and
an application generating means for reading particular configuration
information for a selected application from one or more records in said database,
and for presenting a user interface based om the particular configuration
15  information, whersin said user interface performs at least one of displaying data
associated with said selected application, and

accepting new data for storage associated with said selected application.

6. The system of claim .3, further comprising an application
management means for providing one or more authenticated users the ability to

20 modify said particular configuration information.

7. The system of claim 6, wherein:
e first group of users can be authenticated for management of said first
application,
2 second group of users can be authenticated for management of said
25  second application, and

said first group and said second group are different.



4. The method of claim 1: wherein said configuration information further comprises access information
for each of a plurality of user groups, and further comprising limiting access to the first computer
application, based 5 on the access information, for users in at least one of the plurality of user groups.
,. A system, comprising: a database comprising one or more tables, each table having zero or more
records, containing configuration information for & first application comprises a first set of one or more
records in said one or more tables, and 10 configuration information for a second application
comprises a second set_of one or more records in said one or more tables; and an application
generating means fof re By HRIFtiE LR ConfYIRERIBFEIRfERWSReA Fora Lt et d5pritsition from one
or more records in said database, and for presenting a user interface based on the particular
configuration 15 infogmaion. wherein.said userinietiace nerforms aldeastone atdisplaying data
associated with said selected applicafion, aholJ accepting new aata or storage associated with said
selected application. 6. TH&EYStERICOIEIAHES CRITARIPEMpFRsMG an Bppfikation management means
for providing one or more authenticated users the ability to 20 modify said particular configuration
information. ',. The S){?t%‘n%‘%fcw&i%gwym%ein: a first group of users can be authenticated for
management of said. first application, a second group of users can be authenticated for management
of said 25 second appliéstfoYF anF TSR HrBUY Arfd S EcondGroulF are aiferefti8 8. The
system of claim 7zmdrereincSaiddirst group consists of a single user.
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storage medium in communication with said processor and encods
with programming instructions executable by said processor o

provide & user interface;

accept user-inpul datz through sad user interface;

apply business rules to said user-input dat

i

define a relationship between &t least a first portion of said user-input

dats and said &t least two fisids;



9. The system of claim 3, further comprising a means for exporting at least a portion of said particular
configuration information to a file. 10. A system. comprising: a server in communication with a
database having at least one table with at least two fields: a processor in communication with said
server: and a storage medium In communication with. said processor and encoded with programming
instructions executable by said processor to: promde a user interface: accept user-input data through
said use, interface; apply business rules to said user-input data, define a relationship between at least
a first portion of said user-input data and said at least two fields: 19 wherein a configuration file
includes information us4BR B &40 AR i ACLERGRETAY SERF Pfogrammitghetrlctions to
define said user interfacearsaidvbusiness sultesiraind saiduslationshigfiand@createttdyesaid server. 11.
The system of claim, 14, wherein.at leasta;secondsportign,of said.usel; dopuldada is stored in
non-volatile memory local to said processor while said processor is not in communication with said
database 12. The system of claim 16. wherein said second portion of said user- input data is
synchronized with data in said at least two fields of said database, 13. The system of claim 14,
wherein said database shares.memory.and, progessing.resquices of-said sefver sk The_system of

claim 14, wherein said database uses memory and processing resources not accessible to said
server input data s storad in non-velatle memory local to said processor while

said processor ie not in communication with said database.

12. The system of claim 18, wherein said second portion of said user- input

data is synchronized with data in said at least two fisids of said catabase.

1% The system of claim 14, wherein sald database shares mamory and

processing resources of said server.

A

14, The system of claim 14, whersin said database uses meamory and

processing resources not accessible to said server,



