«e3e 4 ,,-30716461 4T4 APPARATUS AND METHOD FOR CCOLLECTI NG AND ANALYZI NG
COVMUNI CATI ONS DATA This application clainms the benefit of

35 U.S.C 119 fromU S. Provisional Patent Application Sermwmmm“
#0/ 109, 718, filed Novermber 24, 1998, which is hereby incorpor ate
reference. The present |nvent| on relates generally to data cormunl catl ons,
and, in particul APPARAEUSANIEMEIHOD ORI COLDECTING ADID ANWIATINGY,

anal yzing, and nonitoring data conmmuni cations. i 0 BACKROUND OF THE
INVENTION It is now routine foﬁ%mgpwér Di'hfor mation to be

communi cated to different points_via a_comrunications or_ data network. One

exanpl e of such data Hus W‘Rg‘@ﬁalﬂﬂ%bﬁﬂﬁfﬁpﬁp@%ﬁnﬁéﬁ Uebhptit & fEomni ch
conmuni cat e Vﬂ ?Fb\@ﬁ?&rﬂ ?ﬁtgﬁ %ntﬁﬁal"}% '68M B9 9?%('3&9%‘?5@&5&’ A9 such

net wor ks. e conplexity o corrput er neto S can rahge from
sinmpl e peerlﬂ% vole el 1sdxamh9mtqomoramthyge&reneé atively small nunber of nachines,
to LANS, WANS and, of course, the gl obal conmputer network known as the
Internet. The architecture of suclTE(EINWOWASFIZEDI es wi dely, dependi ng on the
particul ar application, but nost sophisticated networks make use of
backbones, nodes, andliegredhtinveneoy edlfesdepaaily foigtatcbRntunitassissaidpin of dat a
and i nformatl gn over such networks Con‘loanl es and individuals are

i ncr easi ngl PR3N 94 BRteR QA fﬂ%ﬁ@%nﬁ@a&rwg lettne. sRrlyZingand B1oaiteryests

recei ving i pinamEiRRAs, but for transacting business, and for any

concei vabl e nunber of other activities involving the sendi ng, receiving or
viewi ng ,of information. Thepag Q aRd its continued

mig TION
devel opnent has only i ncr easea ec I've communi cati on anong

COITpanl e.s I ndl vi dual ?IS H%G& ?Erﬂ%r &5?&&1 O%CI' 101’1 Q)et;c% I'llC-gréd§ dermnd
ving

for sendlng and recei a over such s generates so- cal | ed
“traffic", diffatent sointa viaol eomemwiicatipesydraiat'n tyforldl Ohd adahnplesafeadhetdta Nf or mat i on

traversi ng te paths on the networ Unf or t unat el raffic across
he. net wor kigHpEA Hedidgs BLlinte fgaises Wparers-‘?#la*um*@n%rﬁmwnﬁfa%@ﬁtﬂéﬁlﬁ%o. nts
or along ceftabRowRFaths cOhplifi€s such networks. The complexity of such computer networks

15 can range from simple peer-to-peer connection among a relatively small number of
machines, to LANS, WANS and, of course, the global computer network known as the
internet. The architecture of such networks varies widely, depending on the particular
application, but most sophisticated networks make use of backbones, nodes, and computer
servers supporting the transmission of data and information over such networks.

20 Companies and individuals are increasingly relying on such data networks
not only for sending and receiving information, but for transacting business, and for any
conceivable number of other activities involving the sending, receiving or viewing of
information. The advent of the Internet and its continued development has only increased
the demand for effective communication among companies, individuals, and other users of

25 such networks.

This demand for sending and receiving data over such networks generates
so-called “traffic”, that is, a volume or “payload” of digitally-encoded information
traversing appropriate paths on the network. Unfortunately, traffic across the network

often leads to congestion or “trouble spots™ at certain points or along certain paths of the
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J network. Such congestion may take the form of nmaddeningly sl ow

transm ssion of data, or, at worst, a conplete inability to send or receive
needed i nformati on over such network. This problemis conpounded by the
%act that, under certain network architectures, the traffic generally
proceeds only as quickly as its slowest link or pathway will allow s

Obvi ousl y, retedtkt 58éH dongestiog anl itake thesforn dLmhddrbinglyfsw amémivdishr dah,
reasons. Users "stuck" 1 n such traffjc nmay bl ane the congestion on their

networ k ser®i #&o5itcysaaete inaBilidy \9gerd essisneersd dnfornation emer sueh Betverke

busi ness. SHEMpRBNAL Eolfbiis #Y b c2t i, DAY cailRGRAl sk Grelib Giiks, RO
directly and i'ndirectly, on productivity of the networks users. ~o One
appr oach t dgraffi¢ ganerahly psacetdsmatyvas giicklyrag dts slownst dink ot pethwayevilialllow. t r oubl e
spots” is to obtain E#Prrelé%/ and ?c rate t| nf.or rr%tj%ﬂ Pbout t he congestion or
troubl e Spot. Unfort SHATONPY. sugh fratfiscongsstiqn s undesirabls 10K aRY RUIGERPE el t he

I ntricaci e&e&%n:@W‘%chﬁﬂn%é%ﬁafﬁ@ﬂlazmah&\@e édnBestion 8 HelrQRtwiilt E&¥icd rom
various drawbacks and di sadvantages. For exanple, network nonitoring tools
of the cur rrsptides.tcanung pieh grovidersp potentially losg bueingss.eSuchmgtwarkidelagsywillack t he
necessary tQgl . il . ts,..Such
net wor k "sna? f%?légngézik%%I?%cg%}ow&t%g@%}gﬁg%lr'e?g)(’%glr?é&@?tg\h iog%?ﬁpr?phgorgﬁ certain

speci fic prwewcols which, again, may fail to accurately describe or

pi npoi nt the source qgf network c?(jn?esticglp. I n_ ot her, wor dﬁf nost  net wor k
moni tor& and "sniffe e agprogqhdo £elieVing suchnetugric congsstiog pr p SEREVPTKabi i ti es
to tabul at eogRlk shdteEis €RbtRain Gnelyland Q6 sle ﬂﬁéxﬂaagyﬂbo&&h%&?aglﬁﬂ operiods of
time. Network nonitors of the current art generally intrude into the

net wor k i n toqudErspeto Unfaatunately, dftempts af e curmanttaride knyseel thyy intiseaies ofhe r ef er ence
"TCP/IP Illustrate ol upe.l -.The Protocgls.” a rs,7.and. 8, avail able
(f om Addi st BSretirarsivy: e rerbe il dom AR AEv e d Mo chn que. “To
estimat e r adisidvintiges.t Ferxarhple, nepasrk edonitomig t36ls onthe cofdnt an miap bk AEfitdE er net
the network nonitor injects a}ddi i onal lg’a{’:éets into the network and foll ows
the travel BrUtemReAadithysom lagsdanateessaryions analygahepv ok sergsstiogor

det er m ni NG, HBlaBEE. BEEH QINERCEnifrbreehrt obbH HiREd € OFaERSe Qﬁgtt aﬁxﬂfme by

addi ng additional packets of information to the traffic: ot only is the
above- descrdefeid spestifoptotonols whioheagaln,may fai] to acpuratelnesgriBoorn pirpoini et e as
well. In particular e-way ti are_eval yated .b nerally..di viding the
e P ourmateE g R opbRal FotiP bR R PR R B T AR i Bf
round-trip th BErdnS a eeindted\in their aBititiestaltlatd rRalairfe@ata)@y todtedordy dath Bvdpar t
based on asymmetries (discussed below) in the network. To conpensate for
this inaQ:CLﬁXéFé‘QTQE"éWEi&PHW%aChi ngs of the current art inject test packets
more frequently 'ntONéaso&%Lae@Bx!&oﬁﬁw%g St 2RI R ihd Tl d1REwslR G ade the
s performance of the networ Ich 1's beingtestéd or nonitored. Network
per f or nanc eordenyto bealfate orrestimate matwoddpdrformartoan The tefeafrice CTEP/DRM bystrated, wor k

rai e doelondt  nateeeapaty” CRlL g AREE A aliPlefrolbAguEsn el Tl

path. This €Cs, BBREEdsaitey ohé $iRh VWaRiqid) EronRtiMate @6uRdNAD Bfnet For dpacRatsh fser on an
internet connection. Such a path is io asymetric in that the end-user

nor nal |y dowfiroaien indkeinisaet, danedyork memftpiciniepts addidons} packets inte bgastvorlet wor k
nonitors of -l | :
asynnetries?ﬁa?¥ﬁM*h§H%g§éf?Q?Eg%ﬁg?ﬁggg?gﬁgpﬁgrggégg%ﬁgggghgégﬁggéoted to
particul ar feowbrkpeiftrmnoaiysetitfineientdegzadee peréomiancedy adting addistml pedblets pHOnal
noney and wastes conputer_resources. ~ s There is thus a need to inprove
net wor k perW§¥WﬁWHHDéHH“¥§Fieve network traffic congestion. There is a
further need for toohgtWhiyGthd @bdVeldeldrtbEdai8thd® aftrutilg but Rid deerbillyow, Wwhi ch
can be adapted to analyze'different traffic parameters or types of

"packet 59 " inacburetd astwallo|Ih particardoneatsey times areejgiuated by mardralhy %‘éldﬂrﬁi”éfkl y and
accurately. Wth the increasing use of conputer data networks, conpanies
and zo individuals are increasingly interested in collecting, filtering, or
"profiling"” data about the users or their traffic on such networks.
Marketing enterprises or other sales organizations may be particularly
fasci nated by denographic or other data which can be gl eaned by accurate
recordi ng and anal ysis of network traffic. Unfortunately, many internet
advertisers obtain custonmer profiles by requiring the users to fill out
forns and zs questionnaires. Advertisers mss out on nost of this custoner
i nformati on because custoners often do not want to be bothered with
answering such questions. There is thus a need to obtain custoner
"profiles” in a less intrusive manner.




#he expandi ng use of networks has |ikew se expanded the possibilities of
"hackers" or other damaging intruders performng m schief or even crim nal
activities in ~o proprietary or protected networks. As such, a system which
e¢an determne the origin of -3 security breaches woul d be valuable to
enforcenent agencies, such as the FBI, to stemthe tide of conputer-related
crimes and rouadieiredsinr of theltest packet by tw@ hbweag,dialfof g er@aatip Mmk & deerally

anal yze, tabul ate,, nonitor, or, record ﬁhe flow of data over _a network in an

;
opti mal way"GaRiNRIFT P ao8c-3aY dFlayyn Bt PPt presymmsiReifiewsA below) v el s
charged wi t fool¥Bid 1) dolihe Rl BE ¢k iRRLuRRY, ¥erlEE adthR R He @uﬁfaﬁtm@gww of

I they al so neéd to view

information and statistics in a tinely manner, but

such dat a qpdckéts morefequently mtnithe netwiorkyadelngerambialipiney fiothaedegradggtien, current
art solutions.are often limted.ta pr.ovjdi "dupps;’, often

chr onol oYi c%?rfwa\}ﬁetokﬁ?eﬁ‘a?h%%fﬁé{“?‘é&éf g?‘?%{e?%‘g% ‘BB‘H%% ations or graphical
representations of sudétweadpriotrhance mallys fid@et dndbRd Fetwek REMAY fo® gronpi | e
network traffic information, but to performcertain commonly needed

cal cul at i onsstwerkcbapdwigtufimensionine et kempre asavesicly aadeledt Inaiicular,draffic
et | onogaes ABehdeb BD | Dl Rical) SOURLSOUE R DA PRTINSeB

conventional data communi catron nonitorl ng et ho
met hod of i Wher the path coaminards drabdn ard usermd andnternst qoanactiocke dSuchn pathjiect of t he

present invention.is fq provide a n r k nitor for collecting an

el y2i b GRS BT P SR ElY BoyhLRR ey Bhb o A L HI o or
col l ecting @ehddNehddrR ehonAGRBPiHe Bliired afl Fb:eeral FUYMORYe1& orlibded MRNTI ON To
achi eve these and other objects, and in view of its purposes, the present

zo i nvent i otypumsitiasewith thegesyddhat greatepnetwork ragpursas are devogedstp perticdarmoutas cat i on

line. Data } ' L he ; ' I, i d I i f
packet s ar ca3 RSB, SOFMHER, The o ARPLL RS do AR Ol 7 Y ©

gener at ed, tebsursdsati stics corresponding to the plurality of packets. It is

to be understood that_both the foregoin general descriptjon and the 2s
fol | owi Yy detail ed deS¥ers piiusa ngeeto E&BWgF Fryorkpsrfonnadcsaid ielise PERr e, of

the inventi @i BB&g%EtidBEfi@%’&el?Jh EhtneFneblFor bW MEh 86 Bot il Wb He ralRST

under stood fromthe fol low ng detailed description when read in connection
with the acﬂ@m&hyhp@hﬂadwtngto anplyrasdifpshtdmafiepirameiers onypesradi ‘pagkets” common

ice, th ' f : ' le. On th
Contrary, - 40 VERLCHReL AR R Byl S SRR A CR P, ST 1)

expanded or reduced fwitheledhdrtasingluse biidbetputen dith etdiofa) daghpasiies 4nde f ol | owi ng
figures: Fig. 1 shows a network nonjtor according to the present invention
coupl ed 2 0 RAViRH AT BETEaRNgLY H@qrcsted in collecting, filtering, or “profiling” data about the

users or their traffic on such networks. Marketing enterprises or other sales organizations
may be particularly fascinated by demographic or other data which can be gleaned by
accurate recording and analysis of network traffic. Unfortunately, many internet
advertisers obtain customer profiles by requiring the users to fill out forms and
25 questionnaires. Advertisers miss out on most of this customer information because

customers often do not want to be bothered with answering such questions. There is thus a
need to obtain customer “profiles” in a less intrusive manner.

The expanding use of networks has likewise expanded the possibilities of
“hackers” or other damaging intruders performing mischief or even criminal activities in

30  proprietary or protected networks. As such, a system which can determine the ongin of



Fig. 2 illustrates an exenplary protocol hierarchy; Fig. 3 is a block

di agram of an exenplary network nonitor according to the present invention;
Fig. 4is a flowchart illustrating an exenplary nmethod of nonitoring a
comruni cation line according to the present invention; io Fig. 5is a data
flow diagramillustrating the many pernutations of data collection and

anal ysi s negcbmity bedackesvaiidiidvailiabletto enfarementiagencied, subleagthe EBNtto ktemeld i on;
Fig. 6 is a flowchart illustrating.,a method for identifyjng troubled

servers: Fi§de of compiisr-elated srumes agd mizdemstntg: K hgsHirent 2, agamesencrdy failst he

present i nvgnihhi9he GAMRLE thohford ¥PreShB ReAdw SIUMRUVECAL B ih BE Sptiria1dvayet wor K;
~s Fig. &is a'flowchart illustrating a nethod for determ ning

transm ssi ofe fadlitate; sefirgy ag@iXities. a fl ow chart illustrating operation of a
host conputer for sy 0hr oni zi nﬁld}%& hlsarp%arig erface.tcorrputwerl;( Fi 9a QBd' s a
flow chatt illustrati "y GREr St SN GrlssRaert Witk pomtmg nstrks gt oy nee
synchroni zi @by Yastahgits €fnPkhalon aad etaffitds in Alfnd$ nAnLerSKikt GRY afkbaRIAY S
illustrating a user interface for receiving monitoring paraneters and

i |1 ustratin§ vieY sishslagrauisklys easily rgd dhen widgtstandable foansiuiseint susmsnbarhil ysi s
R R A L
t hr oughout , stitisgical tombilat®ne at graplaee! espessprtations nfiueby dita.nD i thoy dekBadblasaor di ng
E/i() at gef ﬁ(; gf gnggtol cno\{r?p?felngtr&/owltrg&cIix?fogr?a'fi%l),%qlt Eoope?flgng )écenrgpxml c%rn}/mc?n% \1I1vé)erdléd NL 106

calculations, and to graphically represent such calculations in a user-friendly and flexible

format.

To overcome the shortcomings of conventional data communication
monitoring methods and systems, a new method of monitoring a communication line is
15 provided. An object of the present invention is to provide a network monitor for collecting

and analyzing communication data. Another object is to provide a method for collecting

and analyzing communication data.
SUMMARY OF THE INVENTION

To achieve these and other objects, and in view of its purposes, the present
20 invention provides a method for monitoring data on a first communication line. Data is
received from the first communication line and a plurality of packets are extracted from
the data. Statistics are then recursively generated, the statistics corresponding to the

plurality of packets.

It is to be understood that both the foregoing general description and the

25 following detailed description are exemplary, but are not restrictive, of the invention.

BRIEF DESCRIPTION OF THE DRAWING
The invention is best understood from the following detailed description
when read in connection with the accompanying drawing. It is emphasized that, according

to common practice, the various features of the drawing are not to scale. On the contrary,



gommuni cation line 104. The network nonitor 102 receives (nonitors) data
comuni cations (traffic) on comunication line 104 and provides real -tine
metrics or statistics of the data traffic on the communication |ine 104.
The conmmunication line 104 may use a single data link | ayer protocol to s
transport traffic of a nultitude of different higher hierarchical protocol

| ayer protogQlg :
|IIustratedﬁl?'n§Emgnﬁiqujlg Qgﬁkq&; Fg@&ﬁﬁ%fB#ocopBg%gﬁﬁﬁ%ﬁgdﬁgy inthis
exenpl ary chshr,ded)tn the dfafvingg d)ethmefelﬂnwlhgeﬁguﬂbmor k N1 1 06 and the router 108
may include encapsul ated I PX, 1P, ARP, or other network |ayer 204 traffic.
The IP traffic may i rmguﬁﬁtoer@aaxpmdﬂamditdﬁlaaordiﬁﬂo th€Pesenk invErdtidh chifeds por t

| ayer 206 ~o0 traffic. TCP traffic may include encapsul ated Wb, FTP,
Domai n hbne‘%%%WWE@““ﬁW“gPﬁer application layer 208 traffic. The network
nmoni tor 102 accordrn%@to the present invention includes hardware and

sof t war es (di scussed DEBoAW USFAIGSRN CEFMRIAY Prefaee! BiSEIYYes network traffic in
such a way that it can generate a varrety of real-tine statistics on such
traffic at one or ~s Figiisglbockdingrmpef anpyemplarymstvark alonitprascardiagitathe cs
gener at ed b¥ %ﬁ t WREKgpni tor 102 enable quality and quantity of service
analysis) b i I ng based on quality of service and quantity of service,
dynam ¢ network reso |1 i I to rof.iling based
on data content, netag k geéﬁﬁﬁ%m92w§ Qgﬁgﬁ@Qé 4 ss%%ﬂr qggggﬁﬂg Exenpl ary
statistics cmmhmdeatimyitlaeacmrdmg tobhé preseiningentioie- way or roundt rip del ays,
response tines, retransmtted zo bytes, originating bytes per host,

term natijpng bytes perFiposisa dafaifpwndibdring i@ trifingahd MenyshuRbbds ofamat s, web
abort rates, throughput, goodput,_ and percent retransmtted bytes. due to
del ays or | ¢llegtion andaaalysic metheds efe rrr&yorléeroeatq ARArGIng o the PUESER NVBRIESH on
traffic on the first communication |line 104 on one or nultiple protocol

| ayers between the datig: §isailowasper ilusiratinga mppd foaidentifyingyuopbled gervers;
Operation of an exenpl ary network nmonitor 302 shown in Fig. 3 is described
with reference to thdiglToskownametwork g nwomm@nﬁeﬁwmxmmth@premz

i ncludes a f xﬁ%n'l%ﬁ%@d&dv@tsgﬁaggﬁgo ER4R lggs ot st comruni cati on

|l ine 308 by Tt st nnecti a second interface 306
coupled to a second 0 nd conpecti.on 314. The
first interface 304 ﬁgéerVes ?l%ﬂﬁ §? IﬂMPqtﬁgég o G?ﬁ““?ﬁ?st SO

communi cat i @élay;i ne 308 (step 402) and t he brtstreantrs then segregated into
packets (step -6 404). The term segregate is used herein to nean that
previously defined pagkelsisarfweiangiexhiimCdpetibs 6 Kecdpusdr fgam The
bitstream may be segregated into packets by either the interface 304 or by
t he host coﬁﬁﬂ@@ﬂm8$6“t INtSERREACTIPHICE stored in menmory 318 which is

hi erarchical in this enbodi ment and includes a short-termnmenory 320 and at
| east one | onger - t er Higebisy fRwochap ilstetingperationiofquéntgriens gomputsn Hr

optionally %Q%E%gﬁ"§ﬁ¥ﬁy ﬁﬁyagﬁlhgtghface 324, then processes the packets
re

as descri be el"ow erence to Fi 4. In an exenpl ary enbodi nent,

the network mnitor 34z, I8 8RR atrr;grtgt phifiile ERIPHRLERL PRk i, 98 11 @

non-intrusive nanner.

traffic on halaﬁumr@mmnmérsami1uumtmgtmethaﬁamgprmgrah@prosm&grmy be Coupl ed
to io the communication |line 308, for exanple, by plugging the first
connection QEQmPWF%“ﬁaﬁ@V@56W“F§EW’on a switch or router, by breaking the
conmmuni cation |ine 308 and |nstaII|no a YConnector to whi ch the first
connection 312 is coupl &ETA A IPAHIN K ' bt i on to a hub,
using an optical splitter, or by connectrng the netmork nmonitor 302 to a
moni torizng jack in a &e’mmahowftcr the drawing, Pr whick Hke refanence nemgraks meferte 1184 6
converts th ack |nto n t eps
414- 422) . st §V°‘%§ﬁ‘8“ §qé‘%§t‘%e f%%‘gt’ﬁé’lneg‘g"sfﬁ triofl %Ellogq””?m%% tg%g to
generate stptebestt lrﬁr&ntmrvl‘/}ﬁ&p@mdrhm@i tb@n ekenag ketsrk N1 e@&wé@@rréllZ) Al t hough
the generation of statistics for the packets nay be acconplished in a
variety of ways, one preferred approach processes a set of packets received
over a predetermi ned zo tinmer interval gr "sanpling time" (step 406) to
generate corresponding statistics (step 408). The processing is then
repeated in a recursive fashion to successive sets of packets received
during successive time periods (step 410). During such processing, suitable
progranmm ng stores the generated statistics in nenory at appropriate
intervals of time, such intervals preferably on the sanme order as the tine
intervals corresponding to the sets is of packets. The conversion of the
packets into records permts a wde variety of further statistics to be
generated as now descri bed. The records are generated by first determ ning _

b 1. a N T D e 7 . A A AN I T L R a1 I 7 .




Application of the process of Fig. 4 is now described for an Ethernet
communi cation line including encapsul ated | P packets which encapsul ate TCP
packets which encapsul ate web traffic (See Fig. 2). The Ethernet bitstream
s received fromthe comrunication line (step 402) and is segregated into -
packets (step 404). The packets are io divided into sets, each set

i ncl udi ng pask@usicitRminégd4.dund M&&%&ﬁmﬂ@%&%&%&ﬂ%@%&nd time periods
(exemplary time period) B&ste 406) . The nunber of bits received during each
one- second E9RBUBERions (i ﬁ@rp@lcam@tcatmsmecwuasd BraVidas eerkldme s1elsiss 908) |
Successi ve Bhlicsbl 68 o8k rBRNG AL Ehuh B GREMAC 1 e peri ods by

recel ving the next set correspon 1 ng fo the next one- second tinme

period (step 412) an t n
packets (step 408). # %{t (l)%ﬁ% #%g)%rga husgﬁe#ﬁgg S8R ‘“%‘H%r Pt??%? are
stored i s meampyrtraffep4 hajltimde tuﬂ‘rﬁgfexamteumﬂmemoadal ﬁotoycﬂeas(eep@tocbﬁ, ARP,

.) of each packet is determned (step 414) a_user_onl édw shes to

anal yze t r aPpp guchrhiqrschisalipsetacol siruriysg @ Fé”‘éﬁF’é‘e‘F in Kigy% dTheglappdisk laygry the | P
packets (st t IR | P
packet is uE@é&%?oaan%gn{e{n%ﬁ *é?gér}nﬁlﬂ‘g cgsgc gagpect%e\g}eth {%’%gg%g\gt R%fétg)

i ndexed r ectedouter tlemygeciedadnesbsibted pPXAP) ARBy oretieh nttRoplalaie 204 ndffics

First 11 ol R IYRITE RBY S cn e et ORI TEP SRy S el B oGl o

FI: Inday (irkffe. The TI‘@PQtanEC)mf}ztncﬂa@&ﬁhps(ﬂratdaqvw eTPODoR@e Keind Serdike, 8ddi ti on
to the f||ter| ng f,step 416 onli( passing I P packets the filter nmay al so be
1

used to pas8thempplieatioplavendP&Faftihe packet, such as only the IP portion, by
truncating the Ethernet overhead portion so the record above contains onIy
the 1P portion in thelheaebyrtk moaiter 102 acqurding tocthe l?rétiﬁylt inyprsiondradedgs nay
include a phﬂﬁ\%yeta}{d Qgﬁvtla{rg (9% ss%&ﬁé]o&?\gﬁx%{? PALEs s—nctwgrkgf?i?fg'lon .Of the
| P packet such as a Sourceé‘a dr'ess”or I'na on a dresy eri ng
may be per f aichdvdyasadt can gamyatoaeartsty ofxesl-tine dthistigy dirsath tryffiolt dreedrds. Any

nunber of sta tics can be nerated fromthe stored records aI one, or in
conbi nat'Fon“WittpﬁF RPREP'SBYES Fi5rct ﬁ‘é“cﬁé?@ﬁ%‘tssge%ﬁéci@f’&ﬁ“@ raqnitos 102enalls |

this exanpl glaiy atdfcraraatt@rof%rau SilallysiskINOMB bfaedtohrauar@ optenh&t ard%%tmwst udes
the ratio.of the nunber of bits in |P packets received he nunber of
bits in a11sqmekeivsamle@etwpeldreﬁ@rw@ibhat@u@eeslgmwmxst@merp(r@ﬁlerz msghon The
cal cul ation i sesent

i nvention, gge{%:g%'{s%e'ﬁ’t eE‘% %%de t}’a?tab@r%,séngﬁsgstsgo&p eggé% kIEPnggrﬁ/ac? $ and are
i ndexed by irichie B?tercems it. co&as S)ueJWaybh&)uﬁdlhﬁdélaj’zsl, fespdnse (ged, eatrmsityd

sorting the records by index, reading the set of to records for each
successi®e hrtﬁmegmarrts BydesinGEh ‘tshéerﬁ’tlﬂ?ﬂég byges psr fiest; gFigHHRS-LEmINgting iQshr dis .
The nunber 8 & & mm ng
the previou If/mélgtl&ctvlaa?%‘ rl%?tg Kgirgu%kt&g{ ggg?@?lg?‘é%%&g“ %sggecoﬁgesgﬁa‘gfé; in
groups of siodays o(rt1¢se¢senyemmllstmgnzyrselemwbtla)pxovtﬁnsrlsbasetdrna tfaffi¢ d:retrhefxmtr stic

i's generated u3|n bot stored r d the stored,.stati |cs whi ch
reduces t he*HURBY att?P “é‘aépﬁ‘bﬂ%ﬁ or il FBEO%ocﬂgla%eése 5 tg ?%%ﬁ?]f crid@dy o
gener at e SUgB applidatien lagérat i stic. A specific exanple of the filtering and
storing nethods perfornmed by a network nonitor according to the present

i nventigp was de@ﬁérhtﬁlﬁﬁoﬁh@&démﬁl’a?rhxeﬁ@@l@ﬁﬁnft& 362 showh in FIE 3fid @esbrlbicdiviizn Of
data coll ection and anal ysis nethods of a network nonitor 500 according to

t he present raferensate g fb?rwecb@ésrcFrgbfédTltferreawrmonlt@re’@amlws £ [igst aartwarlr | ow

di agr am of tizer
S02. Decodi Eléeqoafs’ g %ch@.? eg%ggaﬂn%pg%@hge&gﬁ ?9%*@&%{3%%{%% nown
prot ocol s 0§ecﬁwné:t@o¢kahn‘cﬁh¢6e1d)6a6médiuoragectomd uaﬁmuﬁlpamnflmedl@ay amtmxt s for
custom or proprietary %rotocols For exanp gﬁgneM/data Irgk | ayer
prot ocol i sCOREFHEd, hﬁg{%\ﬂr‘%faﬁﬁﬁ“tr@?e‘%@rﬁt ﬂ%‘f’ streagk Tz dedi¥gr ami ng
to respopd tamttﬁaeatrtﬁflrneaas E’s‘iéﬁt@Qgi@ thEREBESH isURd B glebRe 3R p ahf@t@{sfeﬁce 520.
zs The inventive network nonitor 500 thus recogni zeS packet structures of
t he new protocol to packetize an incom ng bitstream The network nonitor
could then performits data collection.gnd anal ysis nethods through the

hi gher protocol layers. This flexibility is not limted to the data |ink

| ayer. In other words, the network nonitor 500 according to the present
invention is able to collect and anal yze data comuni cations for custom
protocols so at other protocol layers. -9 The packets may be directly
stored into the short-termnenory 510 using path A This is useful for
storing all data received fromthe comrunication line. The short-term
menory 508 nmay periodically transfer data to a long-termnmenory 510 to
prevent overflow Although |IIustrated as havrng onIy a srngle short term

= e~ N o o o o A N o Y - Y "




Storing all packets directly into nenory may be desired for security
applications ~ s 528. For exanple, the network nonitor nay be programred to
store all conmunications for a period of 1 week and then overwite the

ol dest stored data. If a breach in security is detected within a week of
its occurrence, the stored data may be anal yzed by the network nonitor to
det er mi ne t Hed)s Qhe temasagregatt Bnisedlierdiin e heamald previvasly defimdd paekkicat aeingpy
alternatively be provided by t acketizer, 502 to the 20 index generator
504. The in ?Cbeéﬁ*&%%ﬁl%ay&mggﬁﬁ%aftwm%&s&e@éﬁle@wﬁ%ﬁtw wdeohe or
nore of thejfi&eRk Y6403k hSst cEiATR 128, Phe ﬁ&két@ﬂ%%to?é&riﬁmﬁmwﬁ@h%
packet include a tine stanp to indicate the tine it was recelved by the
net wor k nonhietarshicah in thispmbotlimeat dngtinglpdes & slcast-team eeorory 330eanid at tehst 0g¢ ze  of

packet packet n r 2 e n interf.ace nunher n

appl i cat ?on}%%égrdt era‘#ma%g‘s? 9((:%2;% e%pég%sg?roa}ﬁg q%&gn eg3fe1 e?patﬂtOSgPMSC(?@trsléecdeqy\/aes t he

i s packets asd itéifacy 0D4tdngHodesde hepackegan aesatins trlowew ik cefeBdeUsiFpg4t he
generated index. Alternatively, the record generator 506 may conbine the
recei ved packet Rih dxBgMry¥rilbdaRen® ) thShdtnerk MRmRsBRIEYd PRl tHetmied in
menory 508, 510. The record generator nmay also receive a packet directly
via path C serambeirgioatlinedA8 i peneietesivemangr el isdf fepsonedippatix bindertheray
combi ne theﬂg@%‘f%fdc%%é‘&n%hrﬁ%dtiﬂﬂ IiBEOQ{e%eR&q@YIn%Hi%Aéo?tnga'yeo% chib1GEgRry 508,
510. - 10 or exanple, a single record nay be generated’corresponding to
an ATM sesstleromivaitator liesI08¢ ok Exaepld, by phhgsing eheffasticendectiar 3 BSipoudiong t 0
the ATM session is received, i .be i ndexed and an_jndexed record may be
gener at ed aﬂﬂlagi ot 2 "crﬁ‘_é“tffe{’ﬁ’)g%x@(%t)he eompuniqaiionling é&g?‘ﬁ(}nﬁ%u%%a Y-
identifier efnnbhi6r 3 WMiSESS AR corlneétionsan R RuplMN BN chaeb 8 the kst Sorfhection
corresponding to the ATM session are received, not necessarily in order,
the record Hehkyoatsrg Zoeptivalsplitereenty\coprestingtbe pefwask reenifos 302 wpath C, read

t he previou . st or.eqd ord fromnmenory S08, 510, and then conbi ne
the newy rgrlcoé}t?}]ie%rjggi #&:jc%{ﬁgﬁtoﬁgc%i ndexed record. In addition to sinply

conbi ni ng packets_bel ongi.ng_ taq o n. ATM session . in a,.co n record, the
record g1 ner at orﬁgﬁﬁs%@dé‘?es%e ?l F%%{E@H‘é‘ﬁsgﬂg |a\9eeés ’ﬂtf)l\ﬂegocgdsc%ﬁ 1SR Ehi n t he
record in thebids@OmheR6ty Glefes14-DNR Procasd Apb@lett ergiRe 16 GaMides biftabl® 12

recei ves packets or records fromeither the record generator 506 or from
the menory BOSTAHENE fRECNSTRG SRtistes coEesPopding ks RAsketh tape f90-812)r ecor ds by

| dentifying AlthSudhGhe esRpRgh Bgst;tfsm%r @ ;&E@%&Eféccom%ﬁe)ﬂﬁﬁa%rié?)'? gperty of
a packet or reco IS a versatile |dent|pfter and may be programred via the
user i nterf aeps, 88Oprefesrefapprpichprasksspae seb bf mrckaterecrivedtoypespredetpmanedr t i es

i ncl ude the_.nunber of gcorrespondi I or bytes, its. prot.acol |a , 1ts
prot ocol*ty Bg’efi?l?eév 8t ﬁa@@ﬁggmﬁ? o@%g g Pg)lstgﬁr}e,ra){%cog 6 Eprogémgé{égl%‘sc (step 4.

dest i nat i onTagpoB&Shg dthemepeial inlaPecusivg fadhich biceessive Beth B patlheés r ecor ds or
packets are then filtered in the packet tX e filter 516 based on the
property or racgived durEgtsueGestvaime pralodesispd &amgﬁwr?@éﬂ%ﬁw@?ﬂ% 12. The
filtered regar : i j ned into
recor ds, or PREFRg SRFATASs AL A el oD aEHEon e R ERAI HFEART, | e
514 recei vesuchéntervdl peeferpbly loattiss samewrdehes thetme thigreaiecatespordingtth éhensetsor y
S08, 510, and fjlters them based on the tine they were received fromthe
comuni it i 8hPAFH& by the network nonitor. The records or packets are then
segregated into groups correspondi ng to packets received by the network
noni tor during rggﬁa“é}i‘f’ﬁ‘@“fgﬁ'@@& SSRTS e‘ﬁéﬁsiad‘ﬂg‘? VEFIFY é‘t%‘f‘ Stic

gener at or 51@iten, GENGEAH8Ss AbRHESHBRS ThetecBAS breQbndrited S ARLESEMENihE TE
periods corresponding to packets received during €ach respective successive
ti me peri odtheTee dfichthepasiiet fsierk4ltds anddiern fikerige thermackets (steptl @tbased ameleibe

stored in nory. The pat hs bhetween the f ional bl ocks.in FEig.
i |1ustrat enﬁﬁtﬁ?’XP?‘FetyBﬁn?é‘n‘flgexo’F g%”e%"rd&“‘tﬁﬁ@?rteﬁ%‘ aﬁ%‘%iaﬂgg’g pﬁ%kgglst “per f or m

further £il t&lvieRed Rfo £ ialdxel récoGIQREp a10)@Ad stdiddi s meématWwey k22) 1 Eurthafoni t or
according to the present invention may recursively collect and anal yze data
by generating statistics based on previously generated statistics or stored
packets. In addition to programm ng the metwork nmonitor for a custom

prot ocol as descri bed above, the user interface 520 nay al so define the
operating paraneters of the functional blocks within the network nonitor.
For exanple, a user may specify the index to be used by the index generator
504, the time period to be used by the tine period filter 514, and the
statistics to be generated by the statistic generator 518 for each of the
successive tinme periods. The coll ected data and the correspondi ng anal ysi s
generated by the network io nmonitor 500 may be provided to one or nore
applications 522-530. For exanple, a display device 522 may displ ay

o, 4 - o, e v o



Ls bandw dt h managenent, al so known as "yield managenent”, on a network
responsive to statistics corresponding to network performance. It is
readily appreciated that, by neasuring one-way del ays and by providi ng
traffic statistics on a protocol-by-protocol basis at different protocol

| ayers, a network nonitor according to the present invention can identify
t hese asymmetries b uanti fyi traffic flows.to allow a netwark ;
adm ni st 1 at GIEEER A b EeTedPn «Rdusine s s Fetviarsborarals s the
neasur ed f| Qableet< ATV & Ben PWH kSorfe?h mide %libiﬂo?x?%cﬁtasﬁhﬁpﬁ Qi&e

| ayer because the network nonitor according to the present invention

i ncl udes sui(stem#28)ps ytea faridgamigallyadiysting netwprkiroutirigdasedam thafurthent ocol

| ayer. Althaq .di f t_ SenVi. h di,f ferent, servi.ce requjrenents,
hose ser iSRRG s BN AR SorV rol Bl s oleh B ERY R r SE Ml or k.
Nonet hel gss sevtde\ds densidedbasd srethk gercf@edBidtisticReiep 432)0i ce over | P, data,
and Intranet nmay each have uni que network service requirenents. For

exanmpl e, for voi egplivgionloPthe@uetetsufFRV4tiOheF aseRSed Br MOEGEMEY ansm ssi ons
degradation, a lower, quality of service including delay or |oss of data may
not be t ol eramgwniceior e ipglading gagapswlatethdmaskatonhiel Pnogpedase ICP packetsos sy
envi r onnent t 1 SSi - 12
Fouter 524 OGRS PERNE Ske My of TRIAMAA LA FAETR B

servi ces di febmnmmidatiordByme(stp #02)and idsepregaed micerckeg(step @)t The piietsned wor k
nonitor according to the present .invention.inc|ludes programed features

Wh ch T ot e Blaetsorr B S KSR AN Qaf OCOrBE R caer
and provi de th peaidad Eséhiplafy tinkd §da (sRP 0. tTie divhb &0 Blts RBEIVELRSing ThinS
information may be used %y a router, for _exan'ﬁ)le to nmake real -tine or
non-r eal - t | IPBEERIONS tiBKPerpd EempRY sRjistRirHalateidsicn 4PBs Supesei westatigtics
service segr, I >h| L@l C I i sui table for
provi di ng egg%&%h%&gvfg%ms%gv?@gk %&’rﬁc}l@ﬁ gegglmbﬁ@l?}ﬁ %l%teéegggfa}ck%pof service
requi r ement .coirespAnding td the neyt shemacb2btimaperive (stepf 12) undtheh oaldatérigitke qual ity
and/ or quantity of_ service statistics, cQrrespondi to different services
and di f f Hr e AmREkefdits ipjthgsq packsts éF?Ps‘*BQc%ngtﬁg‘I“}}s? Pog'ﬁ?cg OQF'IS?ﬁ%gEF’iCents to be

billed basedy@Raf Hes@redtiRtleflobF@teh At MOk thdyark Rneriedi Ng flat rate billing
for previously unneasured service. For exanple, a client may use her

unlimted Inter _”@@tyﬁ@(e\’é. ' A198,  YQIFCechPubifer IseCRRTEMER419))-1f éﬁ&?%ﬂﬂyf‘g to
the present is invéention, the network ‘nonitor 500 nay generate stafistics
for a parti oustes tecinatyze traffictai &P packtterthe phgkets arofiltered do piss bilyale IBrpacketsvoi ce
over IP calls. at.isti.cs..are then converted t i L i nf ormati on by
Che bi I 1 ng GeRflH, ThEhRyHER LRRMaE MoB R el B st ariigl § B o,

| nt er net s ulsdek ifOehe tdthtrespe@ive I packet(@18)eAnfindexvdiecrd 9/ @En fhetaddd! (Step MRY NOW
be billed according to the quantity, duration, and destination of calls as

A Y
i s done for 4ABhlor paceAR gackebandds Epued romempwyi (Bep 423)i SRtYCRRIFTYSFIAY BAVIRE be
pi ! | ed baseqnAfas BUTRE! i FPRRARYBARE & L30RAE HATD)is ALMUIBRLaRY. StOCk
trades, a nunber of requests for real-tinme stock quotes, and ot her
transactions. Alternatively, clients may have service contracts including
different billing rates depending on a quality of service provided and may

be bill ed accordingl ym , KRR Eor—n s spohetusedto—enstne
conpliance with servi Ié 'é%rff‘ ac S“\Eiﬁ‘%’%tﬁ Zs 3&2‘?%’% té)épﬁ‘lﬁﬁ?%?ﬁcgee{rvi ce
st andards or "servi ce level—agreemrents—As—deseri-bed-—-abeve—the—coll ected
data may be used for security 528 to identify breaches in security, to
identify inproper network use or ille ctivjty. For exanple, packets may
be filte¥ed to i depldifen ‘Bé}i’%'lﬁeﬂf’&(“?ﬂ‘ﬂggo PRHINEAY B2 8§ﬁh?%&rd“i£al%’ Ber ver |
to identify who,telngly £HordibPSUREpARLOICR aPBHIY ietb PbridRORY MhcAingSBE Ver, and
to see what they 30 typed once |ogged on. -13 Statistics froma network
nmoni t or may Bileero overbeadrtian sa thesreeord abaye gonseips exfly thedP poftion ipthefsedondg t he
user or gro ch.lnternet advertisi i s direct 0_cust oners. based on
a cust omer Eﬁgyf%é&& %‘rvﬁ{;’e%‘eﬁ’yco%d; fynlélglgdeu%%l}l ra{ixf}' of fcldsyea HF%WS&‘U@&%%%ns. A
network nmonitor according to the present invention can filter each received
packet based on its s contents to build %ndi vi dual customer profiles. For
exanpl e, a node which nonitors the Philadel phia custoner base may | ook at
every packet fromevery user before it enters the Internet. Also, the
returned traffic to these users can be anal yzed by | ooking (filtering) for
specific text wwthin the packets or for the web sites visited by the user.
A profile per user or group of users may then be generated based on the
filtered data to target content to the ~o user which will be of interest to
t he user such as targeted email. The method descri bed above for filtering
may simlarly be used by |law enforcenent or security officials to nonitor

o e o,




The network nonitor may be configured by a user to nonitor commrunication
lines that transport traffic using a proprietary or custom protocol. Al ong
with a suitable physical |layer interface between the network nonitor and
the conmunication line, a user is may enter proprietary protocol parameters
using the user interface. The paraneters define the structure of packets
within the bitstre t anggg;t d on the communjcation |jne faqr, the network

moni tor to SAGFEAIhGIEePy 25 f SOHTPG 3idress prdesination aduess; A £iltering Mkt er s

may al so defpenerthinklidase dnind ofle BARKEof 88 pldficp6F HEEK 1moni tor could be
configured wth customqueries to provide statistics based on-the content

of these packet fGlHFbelS¥GtAHNRLK b ddherated POt BE stIFRY rodoldd AddeYorlf
programmed to recefve and anal yze data corresponding to custoni protocols at
| ayer s hi ghepmbimationt wih ktatitick fordie packetageneratein steps 46e4120 ik this dxemglz; a

transm ssio rotocql .provides for. each. ket to inglude a tjne, stanp
field. Péck&@‘???ﬁ%ﬁ@?gﬂ ‘¢ ﬁ‘Sﬁ{‘é’f ﬁ?séggf‘l@? ‘E‘aéag‘f’fﬁgﬁ%ﬁl%%’]lbefa& s time
stanp val ue pagketstBcdivedRo Heaitbbt 6Xltits il geakdti@cdvdd BReaRh sidcARREMARLEON DY
the source. Wen the packet is received at the destination, the destination
can conput e (sthed¥ne Thagalewational ghs atistic isfacititated peageding tofthopresehbinyentiose t o

t he desti nat] r | L .current tine
val e Thi o S5 BsRE Lk e WM SRRl BB R iRl ang
qual ity of arsutleehemicmiatiomizgesfohyededyi soiting thergedrdschyniedsk, feading the set of
communi cati on between network nonitors.to tch packet, pairs at separate
et vor k. Hon SRS SFgrn AiEm s RO HoP ardice HRAYaB BR bt 'St o prercae
transm ssi ornRatRBeRFHNE fall SRk SOM: G RO Fhal BE cAQIA G étﬁ)rﬁnin% R RESMBY
end-to-end transmni ssion duration information does not provide informtion
regardi ng a cplanlaied hitzpuigs geneceidca ansiasshrd kasisén groups aflsxty €heehyragualingd
destination. . o di I S h an | cul ate
endt o-end de g%ndtgpr@%ﬂ\%g}ﬁﬁ%%%% ggﬁégg%g%?%‘g&{ng th‘3 %&%?@égg colrdrsl\i)éne% °on can
be coupl ed tsrangatizficd, hichrtdicestie mimbes epaiditionaltcaknktibzicededpal i thet ween
the source and destination. The network nonitor can receive the tinme stanp
val ue frbtm 4° B such FEICE §1A¥Sihe network from the source to the
destination. The tinme stanp value nmay be subtracted to the current zo tine

at time of recei ptspesific eanpieRithe fliengand sovipg relheds Resforpe Ry reftiethe an
i nternedi at %&%ﬁaace{amég%% préRBt iBentBS Gad MEUB bR Slith SHAE ﬁ,ohg.m)' FRr s may

be used as descri bed above to |locate the bottleneck in a network. I n an

exenpl ary erflssibilite nf daacdilegfion dnd apalysicmetheldssif ia matwoghmonitat 5@ asordingrtoni t or
include a GBS (gl opal positionin tell.ite) interface for receiyving the
current ti néheuérgsﬁn ’BV%gﬁOBﬁTea eécrfbg%g?a}?‘ﬁﬁvét#ir%‘%af o{‘]i’ tgeuéagaf ﬁ%“r'lamig?m~%l(§g%gbf t he
B ovi de s an' i ndPUSAHHE YRR HTEREEey PRI ShnAEet Re Por o
provide f's an in ra
particul ar %QHF&%@%E@ﬁtérﬁﬂicﬁﬂﬂ' perfor@bd Br Rdvid [bioddls SOMEESe peifota&d | nat i on,
and information on the ration of aborted connections to total connections
for a parti eatcading surscespseifigé prpmatersder CusaMet PFAPFiSiasy RTelopREl Bir exerepiei f yi ng
regard to thit HPEGRENTE IR BABLAR inReghas QoGRS sh o ERABSRRAIPET, T
E) het ﬁrt, a Bﬁ%\rmms@g?a rr]cissorrtbnom@drJfdyét(;llrnetrleprm:zdcdhey eléthx?dﬂtiirl]gﬂtelu_acrd{[ltbﬁ'al.cfﬁéﬁT(é:D osed
y the server en i as _no nor a to send to the client. a
session Ps JhgLugniiye qel%org!n?qghtpr, ?qoﬁﬁ"és TPGogT iR Ragket ﬁtafcn’trﬁseof_stges%‘?wo‘?{oio§°lbei ng
term nated pg IR S ncoHihgiBitstBan Wek: RSwaR nfRABINRId therChdrRRh itk UBEr USi ng

browser) may close the s seSsion for reasons including sinply changing
one's m nd relectidi and aradysisarathdds throwgh thiekiplras gratiecoblapers.dlies flexibilifyaisnehce due

to delay in receivin si red ta. The t wor k., noni.t o ecei,ve packet
froma comTﬁ'H?lff’att‘? hﬁ%ﬁgﬁ@k(‘%ég‘?‘é’%w W&’qﬁﬁgﬁwrﬁcinéosf“\%é(%%écforfiwgﬁ%glgket

bel ongs to @rebeR iSRBESPR abR!tE PolfeBand aldIgzenfatawomknuiizafi ¢ forBaytomdRblot 1y

whet her the packet is a TCP packet by identifying and decodi ng a protocol
io fiel doinatptlerpeteedl lgyersch i dentifies which of several transport |ayer
protocol s the packet belongs to. Once a packet is identified as TCP, the
TCP client and TCP server are identified (step 606). The packet is then
exam ned to determ ne whether it opens ot is initiati ng the TCP connecti on
(step 608). If the packet is the opening or initiating packet of a TCP
session) a count of the total nunber of TCP sessions for the previously
identified ~s (in step 606) TCP server is increnented (step 610). If the
packet is not an opening packet, the network nonitor next determ nes

whet her the packet is closing the TCP connection (step 612). If not, the
network nmonitor gets the next packet (step 602). O herw se, the network
nonitor determ nes (step 614) whether the connection is being closed by the



Fndi cates normal term nation of the session and the network nonitor gets

t he next packet (step 602). O osure by other than the server indicated
premature term nation of the session and a premature closure count
corresponding to the particular server is increnented (step 616). The ratio
of premature closures to the total TCP sessions of the particular server is

zs calcul ated (step 620) and cgonpared to a _ predeterm ned threshold val ue
(step 622). If thgei’é‘ﬁﬁcgﬁr’ém dém@w%reémﬁ%gor&mw@%élqvﬁ*refsw&}ﬁ-, t he

particul ar sgryviensdrs) hAGNld difdhiPRcdved it Me@ImAfnitelion ! Qe Stdten'S Known
to those skilled in the art,; 1 n sonme networks all paccf<ets corresponding to
a parti cul améh@RPy $68 piap pemadicallytransfendata to ladengethrm memsan® Odopreveritcat i on | i ne

d 30 theref t det ected. b i ngl t wor k ' i nterface.
A netvor k- manPE At HfisEtER R o ik e B DG S8 bor Cor
client tg "Gafgdlon@lelmpaakatl $10,Ahd Ridhaiss ¥elhy prededt iiviehon s Wiplikagi®hi t or

interfaces may be used as descri bed above to store records corresponding to
packet s. Thether Biegachieal siegorpsicturesingedingapipsadity efgnemary daviess- ¥ai ch servers

may be "tro i %9§@)e i s each
| ook for FlI Ll\éi%lg@l%’etp é&g@@g@gﬂ@@%{g@@gﬂ%g%@g an ﬂ%gﬁkﬁé@ ’%ﬁ% a FIN
packet they asepecmeamonys fadgiee RAY filds, dgta istensfortdiottse difk mhmofyl Msphedist to a
central nonitor tg?]t cg}ﬂkes éﬁ?e "t rg}gbl ed server" determ nati gn. Al t hough
the t eachi ngiemasy il 4t Flrasierreddo Dy drnedremasynas thedape mamery §ntaney pig

t roubl ed, Seryaicd ¥ ol BERn ARV Iat sthadedBRdrhit 4 pliEbse SO LARDle. tAYESE
teachings are ~o generally applicable to other protocols and to other

prot ocol | ayedieateshry the dowiie atrewrior thelshost-teae mempr 10§ and befibleertthd GRmogeyer s.

For exanpl e, n I | i n ng.cl osed
by the sane 58%,2561,%, %gghgg "ﬂhg%gen%oﬁgs %’?? Za:!ﬁq%g)?& %(%\ggsf%%%}g?' Spﬁrnﬁg?j% %it}ben, t he
sessi on paylapplitatiomsys2Re530rddwasssed badalwvi N separ at e packets from or on separate
comuni cation |inks fromthe session control nessages. ~s In a father

al ternative enbodtdrmgtallpacives directly Gito Memerysysiterdesiftll fhiosecuriny appdicatitgs

communi cations according to the present invention pay include one or nore
net wor k Honis28r Eorsxampleaths ngty oripmeridqs &ray; Rerosammed tare Al Forpmunifations

net wor k as ' [ i ' t : ' 700,
710 720 ar oo gt yepf b Ebver A DIAN ol ik TR TR s
702, 712, T72Rtectedspthuta weskyf iEachurmententhelstonasirdataonay@nalyz€ byzbe 7@®otkol | ect s

d I dat ' f it ti icati i
descri bed abBURCL g CBReies BAEA oF PR irhor am i n Fi g, 5. 1n addi ti on

to providing i ndependent. col | ectj.on and anal ysis S i.hcluding a
bouball ty of not vgF ReSBlr s B e vely SO RN E pade i SRS ved "
the diffgrenfdeRekngitkr SONI THeifdek Geidray 502 defidahtey Srindex dbBreiponding & dtRIE €

anal ysis. For zs exanple, one-way delay may be cal cul ated for data
travel i ng f et phiereceiyved pesiaiin Edaerlevefian dider gorresponding te @Pafist BsWAtiAI cat i on

line 712. An. APT - Of . ald - |

illustrat edqg?%?%gg Fbl %%@%&Ig}% S ml%;]lt %?%&%%dcgﬁgér gﬁ%ﬁ%@““’?’?ﬁ"’ Ap@é&kg{ i's
identified gprotasol sdfraiaies, thetinookpaoka) 4 packet anabert(é, 2JB3f f.prentafica ti e

bet ween when it was recej ved each nitor is ysed -17 to. cal.cul ate the
one- vy do! ByToTihan aslieion S SR RIS BRI GOSHE GO ons. of
the packgt thatetChaneesdrglanaghick Agd g@ﬁ?a'i@ta%db?d WeKHing By deBérbted RiGR Of the
first and second network nonitors 700, 710 receives data (step 802, 806)
fromits reddtemativelyctbermgsaidgeneraiar §9hmayopmbirpthe reppiedpacke apg mdexsyth
segregates the received data i Kk 3 t he

i ndex generﬁpgf“sg%%forgg%l ng&éo?ﬁ?@%ﬁ%yé?é,?g@.e'?}getmic??ééneg#%nr%&%ﬁo each
packet wi th reashk ddackesdirectiyerid £LI0CANG gaRFA¢ &1 uiiizx ghreesrairiudingtRe packlet
including the tinme stanp of correspanding to each packet and a uni que
portion of tm&Eaysembingshenackeybpppn grsingreroskreraushieied it Hemeol$ Kds, 510
(steps 804, 808). ~ o The UPDP is a portion of the received packet that
makes the data unit uniquely identifiable. For exanple, for an Ethernet
comuni cations |line and an | P payl oad, the Ethernet header is renoved from
t he packet, the IP ttl1 and checksumfields are zeroed, and the |P header
and the 20 succeedi ng bytes are saved and i ncor porated by the record
generator 506 into a UPDP record. The UPDP nay be different for different
protocols and is may be programed using the user interface. The UPDP
records of the first network nonitor 700 are conpared to the UPDP records
of the second network nonitor 710 to match pairs of UPDPs (step 810}. The
first and second network nonitors nmay communi cate via a conmuni cation |ink
730. The communi cation link 730 may be inplenmented by comrunication of the
network nmonitors zo through the network they are nonitoring (in-band).
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Zs network nonitor (step 812). This tinme difference is 1-ts2 represents the
duration for the data corresponding to the UPDP to travel fromthe second
network monitor 710 to the first network nmonitor 700. By cal cul ating the
UPDP, the transm ssion duration of a certain payl oad between first and
second communi cation lines 702, 712 using the sane or -18 different

communi cation protocol s may, be determ ned according to the nethod descri bed
above. In an exe®pBl &P B siaeleasrord may be pepsratfdrrEpPAREng to ant ADM;sgssion.

normal i zed ¢ fi 8564 & FRH I ; L% :

comuni cat i o‘ﬁﬂﬁﬁéé%kg.( #Ee %Eeél ‘g"g I's %rgéﬁrer,gfi?lgg%ﬁtg?%gésfégﬁlfreléger“?eﬁ’eltdeI ay
xm t - del ay froay telindqxad ket ancodaxed poomimay tegenhéretedRioRstéred tr the erement 508, f i r st

comruni cat i linpe fromthe tine.differ as, ilJustratedq. by the equation
bel ow. Nor malPz SAE REFXBRY %‘l’&ﬁ"@g( Pgﬁ;f&ﬁ-}? SeSSIpp ﬂ‘i&"é‘ﬂ@[ﬁd%&%‘@ﬁmw 5t h)
where |ink spgefohding Htht AINESHsSiSH 88 récdived,aidt hdaBsshrily $1 oo MekGad i on i ne

712, and packet length is the length of the packet on the first
communi cat i @sngrataeSWhinandicesHy scpize thege ectle viapath C, Tepd theprevibadlestoredt wor k

delay may i 85@@9? ﬂ"'-"%t E?dji . transni.ssi.on
delay. As i ﬁﬁ(&g%ﬁffg ed by {E}%%o at g’ 'ﬂogw |%gcr°ﬁlﬁth€?%‘f$%ccivﬁeccs A 0itgffi o
gener at or 5ifdezadrecade il addition tpaicdpdy cdnabiining padkets Selofiig feerca@ndndSATM be

generated, the, statistic gene %]tor 518 cal c Igtes t he nunber of bits in the
packet and pPFEIPNdR 2 CHPEIOR FE¢OTds Hheaeqo %"H‘éraF‘Egg gay e pas therggeived ddMor at i on

into the,,UPRE I CRRL @ord §NbP cSrdiPéaB. | zation is calculation. Round-trip
times may be estinmated by simlarly calculating the delay fromthe first to

t he second netwo LK LRG 41Bi e en from
the second to threﬂﬁflp%&g{ Fsr?lieté11 ﬁq@n%h?%’[orl. r%ﬁgggg%ﬁétggigg?rg‘t%@ggﬁ%u at ed
transm ssi omeabed gonechbpedAa sr Hom tieemepory 1508 and titn draragferizésahé rensival mckess of t he

first and second hetwork.nonitors 70 £10.,, The netwo 0 nonitors Jmy
comuni cat e %f%ogéﬁﬁé\%nbgﬁgd# qopﬁ%)ox}cggg t'§PE yoﬁcﬂerBﬂ%yzeﬁJlﬁﬁéipF OF REBEB9Ede
clocks. 1n gaciexenitatys SvdadicTedthifief 4@ MGt bBdrégrimmed G Shelser iR 00] zed
by receiving a tinme signal froma common tine source 740. In an exenplary
enbodi mett , Bxa@pies QARIFKET HiouldyRes of Brogeriet @elude the numpened corsgspedingrtdisy | ess
than 10 mcr ] R L.S) i : t del ay
and the act GapT e gy SOt ik biaReBl AR SRaR D MBI Er S0 AlH
enbodi nment , atdestimatomeddréss,ra esduse dD 7atd anspelicayiat I Tfe redoodsalr psckewlata t es

such as the gl ohal positional satellites (GPS) and each netwar nitor
700, 720 i melSidacre R QaisgEs PG USRI PRRETS e HPURFOREDEr  nor e
gl obal sat e'rlzdotr@ﬁackw}?ﬁb iHBRi fle}V91 2C O iMefa rédRislok PRkets GreliBenRlixk@r €d are
proxi mate to each other, one of -19 the first and second network nonitors

700, 71020mayndered nddumedise ecordngr dgeclysoredintg meneery 8% 1ay i ncl ude a

sl ave GPS receiver coupled to the master. An exenplary network nonitor is

i mpl ement ed wi t h The tiowtpegeohiiitar Sl 4 regoiverreenids ertpaeketscdeone theperord genprater aet wor k
interface cayd (N O . coupl e t ni rtopn line jt.s.i itoring.

As descri bed &b I\I}gr,))sé)gt %Jtl%r %n%eélgeésdtn%?%?%g% Nlt%q%%@ﬁ%wﬁrgé%cgs@%cffgg’gg é(;re bei ng
sent to the ddastuntatipilitg by tht sawark maser.| Diedeadids@ padides ancthewsdgragatad t or may
use the tinme of receipt of data fromt heggom‘runi cation _line for generating

net wor k conmiAISEUPE 6prrespading tp packss rerstved B¥ thenstwrlmonites dyEpg FesREHYE 1 ecor d
the time,whef.dadé@ drie é&ﬁ)ﬁbv’?ﬂ: st %éﬁ_@rafb‘?gwmeﬁ BlrePites!staitics i&abider f ace
conput er associates a tinme of receipt io with the data (tine stanps the
data). By hake sugcdshige time pericais somesppnding topatKetsiredefvad duieg dagls tespastiput er ti ne
stanp the data, anpcuracies in the time of receipt due to a delay in
transferring S5t S FBHPTIE i nterface conputer to the host conputer are
reduced or elimnpated. In an ex | ary embodi.ment,. the interface.conputer

i ncl udes an int e&%ﬁ?‘g‘e’@fj% eg@i% gFW%atﬁ‘gg?“SBB%B@f B SPrEQ InmerRY- gﬁ%ck. The
host clock apghsbbigyebM iR HiRESn bReks i Fey. SIS e cseteﬁteem@x%brm%put er
can use the tine stanp to accurately generate statistics corresponding to
t he receiovedhataagain benisechtogrdonyl Artherdisoag aesiatistic Beneratiprr Thitsea Bitwe | s

i npl enented as a counter. As each packet is received fromthe

communi cations line, the current value of the counter is associated with

t hat packet. The packet is later transfétred zo to the host conputer with
the counter value. The host conputer includes a host clock synchronized
with an absolute tinme reference. As described above) the absolute tine
reference may be provided by a global positioning satellite. The host cl ock
and the interface clock are synchronized by correlating the counter val ues
associated with each packet by the interface conputer with the absol ute
time zs reference. The nmethod of synchronizing the interface clock with the
host clock is described with reference to the flow charts in Figs. 9A and
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Referring to Figs. 9A an 9B, if the host conputer has received a set of
packets fromthe interface conputer (step 902), the host conputer proceeds
to request the counter value (step 906) fromthe interface conputer by
sending a "get counter” nessage to the interface conputer. In an exenplary
enbodi ment, the interface conputer stores a set of packets in a nmenory of
the host conputer by a direct nepory access (DVA) operation and then-

i nterrupt s PAYGEGSIOTLBEH G Preset inygntiaTaay neprsiveln soliset BYd apalyredata by f t he

host conput ghh . Rfe NRfisticE G5ky 6 8%v§)§§l£ %Engeg% , :g?zicstd?\%}%p%fﬁaicg&m uter waits

for packets for a’tinmeout peri (st ter requests the
counter value ( : Eg g . S ock's tine
(step 906) vvhensllht(:-:“a H(rhglgxg}eos%rs t he ?%&hg?l%g?%%@%? ggrr%[%&t}éa Alilgt.%s‘{}\%gen t he
interface cdesritedraboes diewsar iatetfapet520 maytatso'defilesthageeritiiganradiz@)ys §fithan t he
host conputer, . the interface co ter then determnes (step 922) whether it
is currehtl nftéﬂ“él QJP&WYQEI‘I%&CPF%B‘ %BQTVEW%PE’?P%WM@%WHF%U on
line. 1f nof He@k&s by M6 indek gdAts RMALTIRE pefdlts be%gﬁpocyﬂﬁé?im@ éﬁ&ayﬁlﬂega' n’
message to the host” conputer. If idle, the is interface corrpater then reads
t he count er5Makndethe sidtistigh ta brcgenerateg by thersatistaiganatator S for seahwiftte ti ne (step
926) to genserate aﬁ zgd' us& ed counter value. The interface conputer then
sends (step uﬁ%ﬁw? & gé? Sted counter value to the host conmput er. The
preconputed integru eryice tinme corresponds.to the duration of tine

bet ween when thgfqer’f{‘))g#%\%%m% ?%WCF%O@EV@«?’%&{Y%%“@S@W%W CHHYE fromthe
host t 0 )heRoddrishe niahbe pfceddeoomidrator bsplicatens STe s Hor eIk, ar Wi th the
adj usted counter value. The preconputed interrupt service time may be

det er ni ned €Y davigsto2L IRy sPHY sERtiStRsi BCUAnPrpaekets egRongxaiepiser Selsciirsasur e
the duratio L i 2L VRS, ot he request for

t he counterﬁ&ﬁ%ri#kﬁgplﬁ%lpgﬁ?gygg%?ggﬁagghltggge&%gla%f%gg&g%&é. To match the
experinmental del r . I r.nal eration) the
experinmental is ﬁ}e/eqsa%%ﬁ&i%H%rg%gf)%glgtr{ggwgﬁé%?ﬁﬁ%gppgrgg%g g»ﬁ)lc{eggo%rﬁ tlé’?’?(ace IS
known to beadnthietratotortrbeter Sitded hHoe fardyyarsie ratitiag 8f eontiragpleiondatdi iegvarior mal
oper ation V\@GH idl e As knOV\g Lﬁ?ﬁ; hose, skilled in the art) the response
time of 't he"dtiith BRBAECBITRY P KRAWP Fe YickiBrnasEpEAL QBRI I ARA"SVE toan
average seryffed éd?ﬁsﬂ&ﬁin‘éﬁ@n&%ﬂﬂﬂr@ﬁ%ﬁ&.' R reddRQpprREiglePtha byt he counter
val ue, the host conputer conputes (step 912) an 30 estinmate of "the relative
frequency oeasheng eneewindadays|and ky providing trafiic stitistiprowt 2 protepeltyrprefoodk. - 21
The relative fr ne e used rrelating ¢ e . ci ated
W th packet P ababan pRBk PR EDehRus BobTrabicdin g RN BlrellivemiARaRT: o
of the syncidemify Zirké S5ymindattidst.qubitifaing e fiigdloavs Yo sitsnoa hérebik, adinivgisthadstio
conputer subtracts a host interrupt service time fromthe tinme recorded in
step 908° befBPBIYCRARIFYOTE resRRrCrACSARE 19 thegratiesH #VSs account for the del ay
bet ween the tinme_when the host receives the count fromthe interface to the
ti me when the hdsemmuniptiicadeivasksan ke ppiamzedsilmseyvice layer because the

network monitor according to the present invention includes suitable programming to
analyze traffic flows at any protocol layer. Although different services may have different
service requirements, these services are often integrated in a single communication

25 network. Nonetheless, services such as real-time multimedia, voice over IP, data, and
Intranet may each have unique network service requirements. For example, for voice over
IP, due to low tolerances in voice transmissions degradation, a lower quality of service
including delay or loss of data may not be tolerated. In contrast, data transmission can

proceed in a lossy environment due to error recovery by retransmission. An exemplary
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tn an exenplary enbodinent, a nultiple network interfaces each coupled to a
respective comruni cation line are inplenented as a single unit and share a
comon cl ock. Thus) synchronization with only the common cl ock synchroni zes
the host clock io with the tinme stanps associated with data received from
any of the respective communication |ines. Figs. 10-28 are exenplary screen
displays illustrating a graphical user interface (G Tl) for displaying data
col | ect ed areMtemEAdyy eanfigyred theptedratfiqenmespandingdo didfereabserviens|diffgendlyt a

anal ysi s by e i.ng to the present invention. The

di splay in IQ?E]&%Enng h%%%rg&%?ﬁe&sés frame 1010, a second frame 1030,
TRN NN 2 BT e T N S e Y
second por t ifgaturédRicividenti fyaiwaeofrtspdhdihg fol dacisind i du@Beeviel 4nd/dr Qser gl ved
data. The tables 1023 which appear bel ow the sel ectabl e buttons, boxes and
fields ircl PEVigsoF pnsdysisnf interaeions wethditarend sersices. ddnsinfommationgaanks usedl yzed.
The plots fp o k23Qah el tHAESe RaRlis red%dde hdtust At LAd. statistics
correspondi I’Il) rgfrggtrré(lt:-ei v%’g&g'at a. T ea uf%gﬁ% rfef;lgtﬁnéeli%%bﬁl%r?gltoh%gg & set of
user - conf i gumetdure tdpalogEagoutdher seexite segregatidnpatedo acidevehra optimeldoalifieativaxes i n
the first poriii?n 101 Id.of the tables fra .g\(})lo mag optionally be fixed to
prevent user L& POXIRE GaRR ATV EVIGT OV R AR Uids, 81r‘ﬁ’ro?)s‘? °¢ he text
boxes. The frefuglineis associated with the options and boxes is displayed in
Fig. 10 are described below 1. Start: The start field 1013 specifies the
begi nning time fosniMgisGdierh 526 inr%%i;é Eénfighred Mtel &8N, dnfor GBI & are

di splayed in the GJ . 2. Stop: e Stop field 10_131 speci fies the ending
time to whi cbrvichetatiptics cpmespendinetoléaiend sefvicessand eléfifdrens hosteandi bilbclignesd i n t he
QJ . Thus t arit / [ - 4 Ccl £ h i bet.ween
Shieh the D& °?§’§£1ka§h%§<‘a‘%w§%‘%§§7§gBég‘#gd besgd o %Jrggesgéiﬁ%‘é%s ks % BIEUMRE . | e
GUl The contflantase kifling e pBévdsuslyamheSsungl deivéded Foit Exdatplel @ theritmayluee Kbirspl ayed
in mltiple formacﬁli).[t For exanple, the contents are sho in a date format
in Fig. 10. “RPPEPhEITHLISFYICE i VOUHiC¥FS CRRITUBEAANS gIoAgFtRedR theprestfur s t o

i ndi cat e,st NatyeRtidd, MR deBlétk meRitdi0500HRayehretR stalibtlt8 forlafartRulaCElfent iPWe MaY be
used to represent the current time, or the term"never" may be used to
represent t mambetdurdtiora anhdnstinhtion of veicd ongo Is¢a)ls.uphingtatisticsare them dowertethe

W ndow fiel d 1015 i pdi he i i e | i |
o be.pl ot t ST REVEERETY ‘Y EreTubr SEb ke firblY i i PRy i 3

as the W ndawritekkubidhiger thiteisasahd/Rserndd fdriv@ichloodr IP icsllsgimay aopheobiled ~o every
second. The user, may enter the values in the Wndow field in using units as
appropri at e 2E9rEiRg Icthe guankity, Awabeny epbiesinationef salls psis(dengfor porsInternety  100us,
.- Lo i ngli Cali&i@nd & cé.%ﬁ%n'fktrh%ﬁsiﬂn_ﬁaﬂ, Bifdd badd JhEnddet 800 @maEal € 1S
time). An enpty Wndow fireld 1015 i ndicates that the resolution on the
hori zont al $wadactigispuhuintize obstoaknicades ainkmberanf requestsifor Taptile sPhlequiegs, Mdf i el d

1016 specifies the X nunber of entries for the tables. 10 ich
appear i t KEVLEBATESr ARG pe Rty 155 prder et Bl s 10)
then the tabiignd 23 debdrdingvalaugelityQf E@Wee srovidedaddymay illéddet@bingRl WM
value in descending order. If TopNis -10, then the table 1023 w |l include
10 rows sor tedvolymanisermRayAkohe el ifAsWnrameliapceaidIraNisRropieRT Which e, thi s
z0 becongs tgplgr[:\.\?tgér hfim@h @%{efﬁﬁ'ﬁmd?er sEvideGhve] Jé?gegl:égist er w ndow 1017

describes a to be app to the data to I spl ayed. For exanpl e,

Filter could be "pr PRGN j . wth
link |ayer prot oé%ﬁ%%@%%‘%%ﬁ%ﬁ%}%{ %%?28#%%?3&# H‘%&E g{? tt8 g&gﬁé’\?v only IP
traffic, a MPbrdatless ivEecttiysio iddhtify @nptSpennbetivarkdiss pt dlygal estiviitys Fasexambley | P

traffic where either the source or des{i ati%n host. was %Q.0.0. 1. Various
conpl ex fil tpéﬁ:l@tsa{p@/léqfél&r%ggf g(_pamcu ar files which have been FTP'd to a server, to

ch
identify who telnetted (logged onto) a particular machine or server, and to see what they

30 typed once logged on.
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6. Do DNS: The Do DNS checkbox 1018 converts entries in the tables 1023
froma nunerical representation to a textual representation. For exanple,
in IP a numerical representation (the |IP address) is used to identify a
host. A DNS -23 (Domai n Nanme Server) may contain a mapping fromthis
nunerical representation of the 1P address to a textual representation. For
exanple) the IP address 10.0.0.1 may be converted to the textual

represent ati on fgﬁ“f‘ﬂcﬁ H‘%Wﬂﬂlféﬁ ‘{X‘ﬁé‘“ﬁ)‘b ﬁ%’eéﬂ*%‘éﬁ‘bbks’ﬁrgréﬁ@éiléﬁ“sepor
protocols Ofd?%['oﬁlfi‘%ﬁh% &*ﬁoﬁ’p | ke Ithié?ﬁHvEHstn@Eis &%%Q@éus%dlérs ¥AEY
accordingly with an equi valent functionality. : hel p buttons
1019 next ten ea@aﬁomq:redr@lﬁlmgmr@ed caskirgaaerdo dmsemr afevoque@mnsei\t nepworki ti ve
assi st ance. For exa but t nexi to. Fi

e ect o, - amREIE HENRER S bie iy dPieRich feh sheth réc Bt phRe ogkfn s
Refresh but balertORbuiiglindsbes chfiEmE PR e Fopbxanlple, hmad@whic® mohitérdated and
Backward Buttons: The forward 1021 and backward 1022 buttons at the top of
first porti Bhiladgiphiagustomsr baspmay lqakaheveronasket st £ysry userbefane it entarnibe
"Forward” apg.,Ba QRS Aar (B BRYS RersWat Be 4ty eepi ng
t he content gﬁie & %H f’?gées afll Snec} I'n corr?tras% Ef L‘tﬂggﬁlﬁ%o%\%?d" S
and "Back" kpecifrisxtafithin the paskets mmsmémmvﬂtadfbybhcmrﬁ pmﬁlepmm’sa on a

frame by frame basis hence,|l 00osi ng correspondence between the vari
framps. ) TheobBBHRof PETITSUAE T AP HTAES CHeD Pa EqHsred fA0 Frgwenty i Be boxes
and sel gt abice whthRANeR of fiflerbdttd MO Sser SH ab EXfetéddntil. DOX SetRAU R Bed

sel ectabl e boxes may optional |y be fixed tobgr event user sel ection of the

options andalmvé\f@frﬁltﬁa@éFnaé‘ﬁtmlﬂlﬂﬂw?et“ﬁ@ hydav eploxementmysequiificefiisials tassoci at ed
th th . 10
\éMESCI’I bgdog ORH& %&%géﬁ §ns?xo%l S X]glnalJ f@l {kﬁtyp#?ﬁ; gmglt trggtrll‘;@;‘géaucﬁgat es thfaIre

tabl es and ﬁS’e&mES in a zs coordi nated manner. For exanple, if a user zoons
in by selecting a portion of the plot with a nouse, then clicking this
button 1036 woul Thampahabk rhdrtopmay slsabelusedld govilodath Rea pleyiack a€lide 330 16 ange

that was zooped | nto.
15 playback client sessions which were monitored from the communications line. All

received packets may be recorded and then filtered based on a particular session. The

session may be identified based on information included in the packets themselves or

based on session information received in special packets or channels such as SDR (session

directory protocol). The packets corresponding to the session may then be played back in
20  a fashion originally presented to the user. This method may be used to replay all web

activity of a user or of voice over IP conversations.

The network monitor may be configured by a user to monitor communication lines
that transport traffic using a proprietary or custom protocol. Along with a suitable
physical layer interface between the network monitor and the communication line, a user

25 may enter proprietary protocol parameters using the user interface. The parameters define
the structure of packets within the bitstream transported on the communication line for the
network monitor to segregate the packets from the bitstream. Additional parameters may
also define fields within a packet so the network monitor could be configured with custom

queries to provide statistics based on the content of these packet fields. The network
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-2. Byte/ Packet Counts (and Bit/Packet Rates) (and Utilization): This button
1037 changes between one of three options upon sel ection: "Byte/Packet -24
Counts", "Bit/Packet Rates", and "Utilization". The plots al so change from
Byt e/ Packet Counts over a certain window) to Bit and Packet Rates (i.e
nunber of bits or packets per second), to Utilization accordingly. In an
exenpl ary enbodi nent, the byte plot displays normalized values relative to
the s |ink spaddr iy similaily be arograginyddde eechiye kidhinabyze ditanomésponding tot ual

circuit capag t{)]%praoglstal@h sh%?hc?ﬂ\%thegmk-[ gl e Parent Plot: This button

1038 toggl es I ne on S as ‘descrived bel ow. 4. Toggle Plot of
Average: Sel ection of the Togagl Aver.age 9 ig toqql es
whet her the aver @‘V‘&P‘BE‘“{H %h@\ﬁ/% ta és‘vg%fﬁ °§°lcﬂf°‘f‘%ee°’?fﬁr ‘iﬁf}ép?"gg

di spl ayed. %o inkludy A afewtinell fR1QPPIoREE tr@idé it dRe WishdéFR S deRatifelinbRus £
Buttons: These buttons 1040 control_ the playing of the plots on the screen

to al | owst hdims stamp yalugia thgslirae etamp field indipating jadimecef ansmission ynthe sonsce. The

t abl 1023 { | ot
bl eS| 1023 il HEpighelH R LI AT AOAS DR Bl SO GLOAGPL LS
Bit Rate pI mxtanmisbgm éshtsmonndlay fromBae saumeRb die: deﬂfhﬁtlbmb)t mbtrpétrmtg tﬁd)tﬁﬂe in Fig.

10 is a Link Level| Packet Rate bl ot packet ~0 The table 1023 in
the tabl es Fpﬁ}?evai‘fflfff’"? §°‘§Eﬁ“6ﬂﬁ‘?|vﬁlé{?|§h‘88‘i?é9‘:&fﬂg’wﬁ %reanEllﬁb?Pcp‘Yﬂt ocol s found

to be acti Veahdnikdin 8d¥eind uaﬁ?%@hgﬁl%jm@%uiehﬁamg lelimifdids ARGed QP 1014
fields. In Fig. 10, the tab 023 shows that beftween the Start and Stop

times, 2@4Kc@mﬂm@@@n@ybqt\peq@a@mrhmntﬂorelognmppwetwetrsamp@atpeeteaoded by the
net wor k m)nlnli The | P packets and ARP packets contai ning 99M and 55K
byt es, respecotlvely (M1, 000,000). is The entries in the table 1023 are
selectable to sogt dat a el ect ed the ackets

rondt na i bt e U Ebr SR B eindiBng FelieP il R AR G pp b b

packets col yiaksouftedes aRMEitIGHE, dRlonefwagehd-vd-End tBMemistioh hhxﬁh&ﬁﬂdﬁﬁuaﬂuﬁl
clicked again, then it would be sorted in the og osite order. Selection of
P§

the ot her t ABFsnataEYidedafosnatondegaydings patiqyh beklepgck somewhere betwgen thq

illustrates p t/stop
time int Fervaf)mg? 7:%&%&18%2%9]& Ef&e@ﬁcgh%clﬁg@%d‘a@é?{ﬁ%913?/6%}2\?6§8€Jti e

i nterval in téiegd deldys, il'mbr&bh@utbﬂmoralmg tpltlat;xesmtaﬂvenmélsdanhmceumebm onpdat ed
accordi ngly d sto el d val ues ted by

tart 1013 dj
ei t her nanué’lf-l;l?ﬁ?t;’ff’%?rdﬁt? ?ﬁ@a‘P aagmli Tﬁp Jﬂl h" SPERV D QISP %@Xes@yata J Sﬁeaphl cal
sel ection, BytvarRieERor @f r@¥REHe@imeftanddvali fedri @padkkt frdveRinghhd xlfsework

from the source to the destination. The time stamp value may be subtracted to the current
20  time at time of receipt of the packet by the network monitor to determine an intermediate
duration value. One or more intermediately spaced monitors may be used as described
above to locate the bottleneck in a network. In an exemplary embodiment each of the
source, destination, and network monitor include a GPS (global positioning satellite)

interface for receiving the current time used to calculate the transmission duration.

25 : One of the metrics that a network monitor according to the present invention can
provide is an indication of the number of aborted connections for a particular source-
destination pair, for a particular source or destination, and information on the ration of
aborted connections to total connections for a particular source or destination. An
exemplary method of identifying troubled TCP (transmission control protocol) servers is

30  described with regard to the flow chart 600 in Fig. 6.
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plots 1032, 1034. Upon selection, the display wll zoominto the selected
interval. Zooming in on the plots causes the plots to be regenerated for
the interval selected by the user. Selection of the "Update Tabl es and

Pl ots" button 1036 will then synchronize data in the tables frame 1010 to
the plots 1032, 1034. The plots could al so be updated io automatically, if
the user selected the "auto-sznch feature (not shown). The "Update Tabl es

and Plots" butt ofts kpeyn @ thesgskilled indhe grh alihsessionsis parballyapgred Bydhes desired
time intervaliehid1Q¥en'dhiad bygwtsmerdf;ﬁea it HHEh§ ngwaat%sseﬁm tﬁgc%’iﬁg{ agg of

reduci ng unnecessary processing by the network monitor unti final
i nterval isTEReswsivn lﬂ'hlesqdrhyttbﬂzdiest tisindigatasthatthe sassion is tehg teradihated1 023 i n
Fig. 10 are_sel to |ist

prot ocol s eﬂf?gﬁg ?lé'? @el%ﬁ%‘i"ﬁb TSH’B °§§Wﬂ8’t e%’%’btr(ﬁ%g%ﬁg bf]é%rsifif“ﬁg%lafe ©8| ecting

the | P eqtr yeskion ftRoddAduding Einfply dHangifs thd’ Smird rE%_Edlﬂg gelndyd Rf thel 9. 12.
The sel ection causes the plots 1032, 1034 in the ts frame 1030 of Fig.

10 to autonﬁﬁ“@éﬁ#‘?OUé‘éthémP%i“’-ﬁ?Rﬁveé%ﬂ%la){!PYPQG&MQ Sifﬁi@ﬂt@ts 1232, 1243 in
Fig. 12. The plots illustrate all traffic fromthe |ink |layer as a line
chart 1235 and alhe pavwork momifor reeies apapkat fr@maerctonnmm@nthne@tespownﬂor mat

d |l traff
DoV des 2 ARGl 5300 BUbAR LT SRR AR CTRELMEER Bl P11 L
(Et her net i may Kﬂeﬁtxf}&ﬁb@thcr’fﬁ@a@kﬂﬂs&fﬁ@ pckethy idenbifdng ard deb@dlﬁgabﬂne&)célr ame

1210 are al so updated to_corres Ptraffic. Table 1223 lists all IP
prot ocol'd wHEIEAD Hemackeh whis ‘@ﬁ'i‘“? IV 1F}h‘P< BusTAdrangportdaver Braeolsdbsaskett he

“Start” andbelgﬁé%% bhEBSpack®t it fikrtitRakt TEP! BE T@:@scﬁenma rcﬁngeHPE and | CVP
| P protocols were found.  Activity by IP hosts may al so be disp ayed. By

scrol | i ng dolentifidie(stepl6D®. fl“l’nameck;mls@entch%mnabﬂoeiewfrmlnﬁ’“dmhmt@oms soisr ce host
is seen as il.l strat

13, traffi c“iué ‘H?ékbﬁ g@%aor}nﬁﬁ%ns(g‘er%&sh ? ?ag%f%é\l\@gﬁlﬁe “f'g? rt“l)lg?tfqgé)aa%?ker at ed

by hosts) i braTdestssival a eunhehe totdd hember 302 CP Qéssionafdr i pred@iskadediie@ host,

and in a host table 1306 for traffic generat ed and received by a host.

CI i cki ng®on ’asﬁePﬁQﬁ)ﬂfa@)%s"trYF’tlh‘é“P@B‘Fté‘% SfePérlrﬁ) 1310 will generate a display of
"host-pairs" table 1402 shown in Fig. s The hogst-pairs table 1402

Ilsts the total Hukmrackers %ék@?@‘%cﬁ»tté%neéﬂw* ’%’t‘%@‘ﬁ“ﬁﬁ?%“"éf hosts for

each identi Wh%%ﬂﬂé F)zimk?ﬁ Elhg eoffcpaconﬁ&ﬁ g?eg;i i % théﬂab«oﬂéxgmt(? 0. 47 (

1404 in Fig Iter e sel ect
"destinati ogethdtetnbxttmckht()mmﬂw OthaMwectfrcte&tﬂqnledloﬁw detzsting(s@p®14)7. Thi s

I's ilTustrat %d h!ernthtla: Icgmectxon 1s geu?g }:lgsgld%y eos%rv%rh \)Il\%xa&rrug;nfgltlge ﬂ'ﬁlt‘ fgre dto
20  example, or whether the connection is being closed by the client. Closure by the server
indicates normal termination of the session and the network monitor gets the next packet
(step 602). Closure by other than the server indicated premature termination of the session
and a premature closure count corresponding to the particular server is incremented (step
616). The ratio of premature closures to the total TCP sessions of the particular server is
25 calculated (step 620) and compared to a predetermined threshold value (step 622). If the
ratio of premature closures exceeds the threshold, the particular server is identified as a

“troubled server” (step 624).

As known to those skilled in the art, in some networks all packets corresponding to
a particular TCP session may not travel through the same communication line and

30 therefore may not be detected by a single network monitor interface. A network monitor
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-~0 10.0.0.47, all fromhost 128.32.130.10 in this case for traffic

noni tored between the start and stop interval. Thus, we see that only host
128.32.130. 10 was sending traffic to 10.0.0.47 between the "Start" and
“Stop” tines. Note that the plots 1532, 1534 in the plots franme 1530 now
show this activity between these two hosts as a bar chart 1535 and all IP
traffic as a line is, chart 1536. Colors may al so be used to di stlnquish t he
data in thec3pbgPaces inprexigty to pr quoeﬂwwol pRtehy llpaglete; Mﬁﬂﬁt@e Y:12 is
sel ected, wgy, lﬁBlé%eHPork%nﬂBﬂh&?ﬁées%ag%lé u@&ﬂlstdgﬁ babise {J f4% réc@ﬁig

updated as shown in Fig I ncl Fevel counts for eac under | yi ng
appl i cat i oncor@ggndingrto packats] &he stht@deeomisma?m(enﬁ'é‘ﬁﬁ’alymm detemmkiet whishi ch

cont ai ned 21 h re recei ur i t he_desi.gnat.ed tine
Corervar . AR b ol iy Soiehl ool nefRUABRR R e
TCP fl ows apek ﬂirM@Hﬂ&ts%zﬁﬁ%ihEérrf& EXERnple) aAd bR e RBELPEFINpRRAURyTEL I i CS
as shown in Fig. 17 ow contains a set of packets bel onging to one

TCP sessi onschéf measage Vs ludinstthe cantents of|thaff Wleﬁé tqpd eeniraldnertitor that makes
correspondltgg.‘g%ze%ts%we}e&ee% isgl ecting the "plot™ button 1702 or the

pkts" button respectl ve corresponding to the desired TCP fl ow.

Note that if the een. a
addr esses woul d ‘Ab hé3(§6e R%ﬁs Eeﬁaerplrngr ESpecr| ver?erqane ect’lonsgand idt8hing”
f 00. ni ksun. gaibled S&W&eﬂfe d@ynlﬁﬂgbﬁ@aﬁﬂm feb oo DYP edshiohs, AgsORaditpelrd | nks such

as the ones that identif g_artl | ar, host such as 10.0.0.47. |f a user
clicks ¢h 18snerably amplicable &) otherquptacpls a9 to POSKPTPIGFol fayets and are ot imitgd |9 pe

di spl ayed aﬁerﬁﬂﬁwg tﬂoﬂblE& QCPJsgl'vers ?Zr examﬁe aﬁ&hé{__{f?&%cd’:}uselsqax hhP¥Sboth

originating from nost ) he display in I's generated by
applying a dpehtceandséised:byths saroe ndrd; wbetber()t b thhclent Qrdhtt $eevalatreadditiop) thyed i n

Fig. 17. Further f | ters can sim a d by clicking on other
hosts (hypefFTHkEY qaﬂsﬁa{ﬁ%c% “\‘—ﬁﬂa é)ﬁﬁ?cepap?ﬂsﬁﬁrgd? PSSt column, if a
user sel ect&niiesticalidn Gnks &&h&&ggs;on&oh@@mmdg esCP fl ows between host

10 0.0.47 (as source) and host 10.0.0.5 (as destination) are displayed. A

" TCP perf or mancen amecslteaﬁnna&nmuﬁmmmﬂin Fig) 7t Di§ysteal BRforGhdibayg of Fi g.
16 for exanple, for generati ng ﬁ%terformance t abl es. By clicking on the
?S

"TCP per f or {PBHREICAPPEIICPHKIS 1P AB¥entigihnasinglyde oncrr mzpnetveriyi spl ayed
as shown i 19 or
Crarity. THEoNEs 4y ket L8R bOMERGHATRY Pt SR PAE PR v 7
"Troubl ed TIGRt,Seconds &1d thiabhewbdrmartier (&0, §1 0,780 agpeptmedionbe IiGRP seongnnd and
servers (TopN.,field val ue, of | nt erval eci y the
Start and §BHB°‘P’P@I“H’§3“ nHineg 5@ g%%ﬁg\ﬁeipﬁ%“vf El&a?ﬂﬁwﬁgdg%f"é’ﬁé@qeg 'or each
TCP client Py RBEMSERd andl %esd:ﬂre&ive@%ﬂﬁ@éﬂe%awemmunﬁ:aﬁm linek@l nunber of
TCP connections to the cI ient or server. 2. TCP Data Bytes: This shows the

t ot al nunbedeserfbed abevehyitheregerd te ihédatbﬂf)a/ldlaarmlrﬂm Tonnections. 3. TCP
goodput (Bytes/sec): This shows the TCP payl oad throughput Zo (application
t hroughput) or TERddjtoulpuprovidingindependentalatagpidctioy misbanabyisapyysiemat | on byt es
di vi ded by 0 send t hes yi.es.aver vel. the r of
connect i onsmdggmqrélﬁﬁl{rﬁet 5%6“”{" lté’gle7 sotgtgl% ﬁol%laf %n%la?? RN am}%ber of

byt es car ri@terdeit ﬁleL&orI%r@t@ﬁﬂ@pidvmasmﬁmved@sﬂwm pbtfémlaﬁa'&l?laf)ls@WFbxat e). is 5.
Avg RTT: This shows the average Round Trip bet ween the client and
server @verex@mplenoRHway delaxBaybetalayaied for d%&/ﬁ"@é%@ﬂ%‘é}w fi15t omupyiRatiphe

average resgongg i iHReldnd TbhlfnREioAinel7e2t he client.

An exemplary method of calculating the one-way delay is illustrated by the flow
chart in Fig. 8. Generally, the “same” packet is identified at two separate network

monitors and the difference in time between when it was received by each monitor is used
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-- 28 7. Retransmt % This shows the percentage of TCP bytes which were
retransmtted (due to congestion, |oss) or delay, or any other reason). The
TCP perfornmance tables nmay be custom zed to add other netrics or delete

exi sting netrics via the user interface. Selecting the http hyperlink in
Fig. 16 results in the display of statistics for web traffic (http) as

shown in Fi g caRftateMe ofi-lvly BAES. OFHBRERe” pa6kef Kl MAERYy Qsoiﬂggweﬂgﬂans bp the
screen display of Fig. 20,” for exanple) for generating http perfornmance

t abl es. By tht padkienthaiorhangedbetieen therepdrate metmosk mbyitoes.| i nk, performance tabl es
2102 for http are displayed as shown in Fig. io 21. The whole tables frane
i s displayed i n Edch.of & firstrand kevond petwitkandhites 79, 710akeeiies data (stepa8iB] ed WAV

Clients" t and.a "Troubl ed .Ser.v "_tahle fqr..th rst t

per for m g SRNFER IFESPeRte SOBPARRE o B By B LB PAReder 59 SoRRste B  cs i n
the https peretQvedetintpicRats Gidds sOR R0 DAY BRAIRY i88e:0ftnbraRr eId) sksdpli@yed to
the user as troubled ww clients and ww servers or nmay be fed directly to

a ~ s net wothk tirgred gresipn (tine s arap) of 6achi naplesy vith sachquarkst. Ththwsewd generdtarsS06an
hel p a network m_Qi ' I.f Lver d.gonnections. This
i nf or mat i onger[r‘ﬁ?%glasfgéogée{ngfsug&gtt% tgrgée%rgp éggoﬁgsfoodlﬁ’ ttéi?a?ﬂlp fq'ncg(e aEPEr

oper at or t opdetiyn sfithe dra pabket(TUDRY) ahd stotex tHel récos@inuBémory 508,520 (stéds 804N be

used to notify clients that they nay need nore bandwi dth or they may need

to choose attdvher service provider. Accordingly, these netrics nay be used

to zo inprove the quality of service given to users and uItimateIely may
o4

provi de '$ urt her B igapartien ofdbagseevedanrket tet meless therdsfa unitamisuely in the
table "Tr Owghﬁg'g\éw/\ﬁ?&yﬂ ¢, forl A HIRRER BoMREH Y R lonk ligd %ﬁl&%péaﬁi@%ﬁ%@ 10) had

about 33% orts. This could indicate a potential loss'0O o of the
cust oner s fEthemthhiesdemabregioved framehe pabket,shé Pattteind 6lie@ksum figldwdre deragd, sdtown i n

Fig. 16 to jn de TCP | eyel count s far each. underl ving application
1612. For e%&ﬁ%ﬁ%a%"‘i ﬂ’é’r‘he TS DAL RRYSH 2B B&E%‘Pg‘a\t/ﬁﬁibéﬂh%’gﬁﬂ’ i ned 21
MegaByt es WhingfatdM306 irt6 & R/PIFCkecdtd| M UPBP 6ie§ibe ditepsht Fdr @effdréH: pFoverbls and

1s  may be programmed using the user interface.

The UPDP records of the first network monitor 700 are compared to the UPDP
records of the second network monitor 710 to match pairs of UPDPs (step 810). The first
and second network monitors may communicate via a communication link 730. The
communication link 730 may be implemented by communication of the network monitors

20 through the network they are monitoring (in-band). Alternatively, the communication link
730 may be implemented by communication external to the network over a telephone line,

_ aradio connection, or a satellite connection, for example (out-of-band).

For each matched pair of UPDPs, the corresponding time stamp ts2 from the
second network monitor is subtracted from the corresponding time stamp ts1 from the first
25 network monitor (step 812). This time difference ts1-ts2 represents the duration for the
data corresponding to the UPDP to travel from the second network monitor 710 to the first
network monitor 700, By calculating the UPDP, the transmission duration of a certain

payload between first and second communication lines 702, 712 using the same or
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Upon sel ection of the UDP hyperlink 1240 in Fig. 12, we nove up the
protocol stack and the display of Fig. 22 is provided to illustrate |evels
of UDP traffic. In the tables franme 2210, a "UDP Level Counts"” tables is

di spl ayed showi ng activity for each UDP -29 application or UDP port. For
exanple) the display indicated that there were 453 domai n packets which
cont ai ned 63 ¢Kid PR ESnicARhSrdtbds MR %ﬁ | -0.32%
of the tota% I P (see té€W§ %523 i% %f%.&€ yﬂﬁﬁﬂgﬁﬂgﬁgﬂgfg%@m?ﬁ%%gﬂé ows
only | P trastove. (RED graph) which dwarfs the UDP traffic (in BLUE). By
clicking on the "Toggl e Parent Display" the user can now zoomthe Y-axis
only on the UDP Inraafekémplatyhdnsbodimenntthé lime diffeedneelds1 a2 is hempligdd (steps 818,
(parent plot) will be re d. | ection of the "MBONE' buttqgn 2202 in Fig.
D0 eoul b i i wsply e oot e Bt bSO a 90 SThsr e BN ISr ORI rmod
backbone) sgpsibRa&indihe N xihit dblag for 1 Fadket S6H&H b Bfthd DEDP Y6 WV eRACKEt S”
button 2204&$n the“%utponﬁp?rane 2250 '%éFSQ. %@ d?@%s a dunp o? gﬁ

packets as tihdw commEnigatiglineSiom thettime differandelas mhbsirated by the eqertion tela®l
packets, all packets and their contents can be viewed. The links in the

di splay of Fig. MdmalicalNewoeseDelap=f(lsbxi2pt-ylirfki bteed/psdket thagth) streans. |f the
user clicks on 10.0.0.12 (Z402)) then i s the next screen of dunps wll
only contain packkdrslihlo speed if thetraifnisiéh b2, onlthe filsatonneticasion €a61713, bnd user
selected 10.0,0.5, then the updated displ woul d shgw only packets between
10.0.0. 12 amkite.geis%}%!heienﬁ%%% °lsetar1§*ﬁratﬁ°wg?u%ﬁ3m F3e Wiieh AN gy

sel ecting p@ktUPDPYaricQdfuRRldineRork QélafHEPifRtidRaGKSIRnE Al RYuRRRE hady bY
selecting a type of dunp fromthe selections 2404 at the top of the screen
di spl ay. ~oargdp g@nsmaipsion delse ARHusraadiy thedata Bew dizgemn in Rigd, thastabsts frane
2250 of Fig I i ' . ' . Cl I ndw dt h

r ecomrendat g%%gatchgﬁ kltC %ﬁrgreﬁ%}(%/v@g E.gé‘%g{%’ﬁx’é g%ésrb??ﬂg?] Eéé: slg ect 4%%;“%9 ’ tﬁﬁe

" Recommendestitidid igbtetat3PN1B) calchaten elievmidb enof its i the peckepandgirdedethiscaktistodel to
interpret the data being viewed by the user to provide recommendations on

g .
bandwi dt h uSdBerBFFIETHURBT o8 MPBRAGR e HerURRpresorgfor s RrmaZaan zs
setting of Lididom RolindaRARhidmiyhedkliRhidd By SIREGHY b thy ddly £Gh YeCe.
Several such statistics 2502 are 'shown in F}’g. 257 A user may enter desi red
qual ity of St igithesecandmsswenkghorator ingicaddingitiis delayitorthedaiayrhetiedenfont e obt ai n
recommendat j ons, on, t he capaci .required to support the desired quality of
service forsctcﬂ%d &03}6%&5}“?}9% fr%l%/mtlgﬁal yzed. Figs. 25 and 26 illustrate the

reconmendat i ons i ch can royided. - 30 In an exe ary enbodi nent,
e user mmy sel et or s P rinsmPion Ry e i b SRR oo

whi ch she wenhstilne closke6 thd Hidt ARIt8EINK neQRPkifeTorE 000, 31RaTRd fetlaik qual ity of
service |evel. Appropriate subroutines in the network nonitor then analyze
t he par 2 culnariterppiay eemmynicate yfarqopmapmirabon hngct304e sshiopige ehetrrpgegtive
paraneters” i L s i : P

par anet ers, CIgésléheﬂP# %%*@5#2%@?@%’3‘?& aual i %kymgxpgésgéé:s)gg gluzg b%%g%%%]ﬁet

| oss rat es, a timt signil frbph agemmbn dme spate?40. dh en pxdnipdargrectbbdimentptie e s

statistics such.as stati.stica | tipl in i ng, acity r i r.ements,
ona burfor SRR EY Sk lsg R v S Tt e SO PR el RS ot T on
of switch/r QuliaTer&ep betdidbthk @Msulate@ HIBY knd tBS Skl B6lay RMcs§ Ba¥Q0 paraneters to

maxi m ze network utilization io while neeting the quali t%éof service
requi r enent Blicr@gednde.cborprefsdad Pobediment, the coramputiag seca’40dap systemeobasi s

where the statiStig.iS dat e [ I cK K

bel ongi ng t%o Hf%gﬁgﬁfu%éFS%%égagﬁ%§¢§gg%%%@£§§%g%3&%%§§Pgéaﬁﬁggﬁg?mork
el enent s al D00y 71 hiscpdésa feodived datredcivitg Drime pighatdtont atefdr guoraglobal sateltitesnabl e
dynam c resqurce allocation to meet service quality requirenents. ~s The
x-axi s 2602M0Fn thedwg capmupisaiaasiss © feqrotilorideare prexinate € cafiPthgierns fxi s 2604
represents capacity in bits/second. For a desired nunber of users, the
capacity can be read off the chart or froma display of corresponding
tabul ar results. Fig. 27 illustrates a display simlar to that in Fig. 22
for the case where the Do DNS button was selected so the |IP addresses are
resolved to their registered names. zo [ g. 28 is a display show ng
statistics that are displayed upon selection of the "Statistics" button
2208 in the buttons frame 2250 in Fig. 22. Upon selection of the
"statistics" button 2208, the network nonitor conputes various statistics
based on data currently being viewed by the user. Exenplary statistics

i ncl ude packet size distributions, protocol distributions, bandw dth usage
per client) bandw dth usage by donmmi n, average zs response tinme per server,
average round-trip tine between server-client pair, and perfornmance
metrics. The present invention is not Iimted to a particular division of

o, . M




=31 nonitor according to the present invention is not limted to the
user interface and nmay be via the network being nonitored or another

comuni cation line. Al though illustrated and descri bed above with reference
to certain specific enbodi nents, the present invention is neverthel ess not
intended to be limted to the details shown. Rather, various nodifications

may be made| ' 1,1 Dl I val ent s-of the
i e e ek SELR bt Bl o SRR LR GOSN ' Lo
| S CLAI MED btBer mmaylincladereslaoclGPS teceivet enpled ¢ thachasteral yzi ng first data on a
first conmunication line 3 conprising the steps of a (a) receiving the

first data from Ahexdnplsly nemroikifiofnér iOimplémeitedwitbd haseesmedrinaging be
received first data into packets; 6 _(c) determ ning a respective first

char act er i sinfeEfags cumpierpaaastwork dnterface sard i ) saemled 19 thacasemeticatine fipe it
respectiye fit st RRAr L5dd ®Hove dh L 3t n i i ndex with
each of %/helfssngaﬁgﬁg% %ggﬁé{lg& a(Sg)m(,f’ ) %gﬁ\%@??g%ggggr@gfb%ﬁ(g&%g{g% llél'd packet s
i nto a respeabg seat togbohabt comppuieh Agsa asslesanibedspee, tthemetvordtengnitor inay @ge St ori ng

the records.in a first ry: -~ h) det erm.ni a respective second
charact er i sihleémt?fo_fé%f’fﬁ’t ﬁ@%ﬁ?mitﬁ%‘gﬁ%’?m}’ﬁgf’g}f@%g?ﬁ?eé?“f‘g P%?’"?E}bgnt by an
anount cor r gsRatstAbnistitie@s br HRERECH MHertd adclfa@iretbatiRCt R Wikd &taisS (1)
receiving a first count duration; and (k) storing a separate first count in

a second nefeeiyedEom diqronunydcation Has e isterfaceciomputetiassoinjesctithe efireesintsi ve
first cqunt t 2. f | Q] fl

comruni ggt i ‘gg[H Fl?endépégél%rsf@?@%gﬁ) 'e%gih\gla ﬁ%h![%ﬁllg actg g&??]g% r?'f}]lgll t?‘ ?&r tgf ost
conmuni cat i computereimestany thaduianigagupkies al the imebf padeatus td # detast e r ecei ved

dara: and o Lol VoL K ASREL RIS SIS beRpfghneRRica b e
transm tt edejQRindtell rSt z conmuni cation |ine conprising the steps of:
In an exemplary embodiment, the interface computer includes an interface clock
15 and the host computer has a host clock. The host clock and the interface clock are
synchronized so the host computer can use the time stamp to accurately generate statistics
corresponding to the received data. In an exemplary embodiment, the interface clock is
implemented as a counter. As each packet is received from the communications line, the
current value of the counter is associated with that packet. The packet is later transferred
20 to the host computer with the counter value. The host computer includes a host clock
synchronized with an absolute time reference. As described above, the absolute time
reference may be provided by a global positioning satellite.
The host clock and the interface clock are synchronized by correlating the counter
values associated with each packet by the interface computer with the absolute time
25 reference. The method of synchronizing the interface clock with the host clock is
described with reference to the flow charts in Figs. 9A and 9B with regard to the host
computer and the interface computer, respectively. Generally, the host computer
periodically requests the value of the interface clock counter from the interface computer

and uses this value to correlate the counter to the host clock.
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3 (a) receiving the first data fromthe first communication line; a (b)
segregating the received first data into packets; s (c) determning a
respective type of each packet; (d) selecting packets based on their
respective type; (e) associating a respective index with each of the

sel ect ed packets; -33 a (f) converting each of the sel ected packets into
a respective re - e fa gl I i [ ol j ng-the
records in a fi ggfann%%rp;gg ?ﬂfh ?%5 }frﬂqe%%ggﬁﬁd)\ﬁgﬂk ?g(rjxg?e“aég% ast(:?%)frF% \E/%Egue

cor r espondifrogn the irterffice somputee(sipp 902)ltheihogt compuigeprecertis ogeqtest tasiunne

statistic cofr ondl t ckets received duripng each >~ s successive tine
peri od; andai;‘-’ﬁ?%%%g‘g%tge F’ﬁ“égﬁf C‘?r@ﬂg‘?rbér‘fén et i%f??fmfeé_rméﬁéﬁf tgt‘f??pessi ve
time periognteffacd cERGORE In a8 cRBAFIAY entbodiflat, MRS iRRHaRCeRpHieP Sofea §dtRFM 3
further conprising the ste@eof generating z a further statistic using at

| east orfe @Roketrdnsimramary pbdio has camputerhy sdimcbmermeryl asease (DM4A) Speationi stic. |
5. The et Qﬂﬂt&ﬁ?@ér‘?ﬁﬁgrf}&%o&'c%%t§r th W didked thgi’rﬂ}}’sff%r%lfggckte@?xtﬁﬁ ep Of 2.
receiving a second duration valte corresponding to a secon e peri od

| onger 3 t kamptteehdsinostectivedea peof madkets itk lvsg@npuet waigs for pavketodsr ast at i sti c
correspondi ng to pagkets cei ved during the second s tine period
enconpassi i CQPt?cg‘&§ESt%%{4$'i g whichgt ?%H‘W@Wﬁg‘@’ﬂfﬂ@%?o né&hghost he
stored 6 reeppier RBGHdS IR hBktRIRE sdimd ﬂeﬁsbo@%eﬁtﬁﬁfe wbis $he ihtefface H3EntBEt hod
according to claim3 wherein the at 1east ‘one statistic Includes z at |east
one of ® nwaler of bits, a nunber of bytes, a number of packets, a number

f Kk f d ] " f K f
or cdet or m nad pr oD ierids Ao cBCE: « ot RUTRE el GG B0 Bonlier m nea

sour ce addmesicompatdr,ahdinEbfate @mpatep ek dbwriasy (SEgp 82D vadeicelt 1§ dugently
destination address of a respective packet. 7. The nmethod according to
claim3 m@?léphwactherdb#saeche}m@sﬁ%{nB‘ﬁrcprn&wnwtlm line; 1f gatidletthe/8tepiaéket pl us

its r espectcbmsudepgéﬁa% (s%g oBBes IR et ﬁﬁ@ﬁg@loﬂﬂe hé&t _e&ﬁ;mm%{g %ﬁ@ﬁr @kn the

respective index of cket z°corresponds to a tine e packet was
recei vets. 9nteffaceebmputenthenreddnitye cauntdr aklre 8nd snbtrints 2 peegmpusédigtetrhpt st eps  of

receiving a z.tinme sj from | obal .positioning,satellite indicating an
absol ut e tisﬁ%'wﬁﬁlawg(gtﬁgBgé)it?léepfra?%%‘ ’id??‘ﬁtedvﬁﬁgﬁerava ngfl EacF L Based on
t he absol utsendsi(§€p 9283 4he adjusted counter value to the host computer.

The precomputed interrupt service time corresponds to the duration of time
between when the interface computer receives the counter request from the host to when
20 the interface computer provides the host computer with the adjusted counter value. The
precomputed interrupt service time may be determined experimentally using a logic
analyzer, for example to measure the duration of time between when the interface receives
the request for the counter until the interface provides the counter value. To match the
experimental delay measurements to the delay during normal operation, the experimental
25 request is provided to the interface when the interface is known to be idle and the interface
only services a request during normal operation when idle. As known to those skilled in
the art, the response time of the interface computer may be taken repeatedly to generate an
average service time for use during operation.
Upon receipt of the counter value, the host computer computes (step 912) an

30 estimate of the relative frequency of the interface clock counter to the host computer clock.
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i 10. A nethod according to claim3 wherein the received packets origi nated
z froma second comruni cation |line and each recei ved packet includes an
indication of a 3 respective first time when it was left the second

tomuni cation line, the nethod further a conprising: s determning a
respective second tine when each packet is received fromthe first 6
conmuni cat i THe rkliaties fréftdn@ang) B isedtootreRIBEE SO Pal (63 2836 cRIMATIRABIENT t O
each packet by subtracting its s respective second time fromits respective
first time.regeived from %tlwegaca@e@perpﬁ@tﬂ geqieyl ereartionnbihesynchipaizatiomsni ssi on

delay z cor ondi i I i he equati.on 3 a
Cranom sei SRy 4y 2k P ERSRoRAREt dhofToth el B8R it BB °)
and ts2 ar eithdfomithstimandosied imgep 906tefors esfmcihg thelrylatidefeqhéntl toépeed is a
data rate on the _first transm ssion ILne gnd t he packet Ienqﬁh is the
length of eAgEHNEfgr é’é“p‘iﬁé‘ﬁ ReEW G5B MG nrbe host eeelvpsdfe fuak frem the inisrfacey . The
met hod accop@d¥é Fhéd fk Mbst cWipBd Me IR e GRyudnBy| udes receiving the z first
data fromthe first communication |ine using a hon-intrusive coupling to
the first 3 cominanecamplarylcmbedimegt, a Thdtiplerdtworkanterfacds eaghtcoupdédtbm 3 f urt her
conprising the step of receivi ng z i,nfornation indicati at | east one of a
type of packe egm{eoc% e e iércz]‘e %ﬁ"glfl%nﬁg?t%%s atshntgllef‘imi’tsapdfsﬂ%ﬁ?ﬁ?mﬂ“vaI ue, and
an i denti f i gedki Ahugfsyndhircitizaibmivits bhlyshd ngrededkayhdhréifg td Host dlock4. The
met hod according to claim 13 wherein the information is received via z the
first cHmukitBEtise stamps associpted withdatafsepived fompanypLths respsstie3 wher ei n each
packet receiugshdid-88% k&, first z communication line includes a respective
source time stanp corresponding to a tinme of 3 transm ssion froma source,

t he met hod f urt Hegs. ¢02Pricsixamplasy steendisplgyd ilesttatinga gfaphbica nseriistaifaa from t he

respective e .of . eac acket ;. and erating a transni.ssion. del ay
Cor Fespondi GVt ¥ 6FekoE e BES  AF Fadlyt Y R Betat BoplBRe L e
transni ssi adatd dn@isis b9 aGitwRRinohitéiccordifg to the prefentBivBARNAqEOEpIAPiIt Mg Cl @i M |
5 including the step o f receiving the current z time from a gl obal

posi ti of ngl Osaeladesiateblesifamen (i mesgondcleasmet 136, and admtionn fmed5@i Rhst ep (i)

i ncl udes 9%9&5@&&991&:9 ihaaeds azﬁrag.%nm{%iwi &1&%}@ &§§§/1%L H%r %é?é&igf?
successive tine peri1 oa correspondl ng to pac ets of a preaeterm ne packet
t ype recei vext ishut boxgsead h sccosppation $012unitesles/a statisticsgenespdndidgto A net hod

according to claim17 wherei he. at | east one qual.ity of service z val ue
ndi cat oo, decaitsAeie, THe PG 1934, Haich ppisariay e sHRGaE yiRandfies 4 o

cor r espondi fiddifclhéiCentridddekeipsndihg toltRe PhrEciirAniabBRg apApe8! Thypetsitasei ved
during the respective successive tinme a period. i 19. A nethod according to

cl ai m 32ahel@8P incdydspplots) L 0BACIOBH dhsurting statipfias gorgespondingde seceived datpeTlst each
packet basqgd, g 8 %?@S?)ti?aﬂcfesgfsetaofﬁggr-rcgﬁf? ﬁ'lé%ﬂm%gs‘?' Ication type, a 3
nt, a pac et s rce, an

correspondi ng packet conte a packet destination.

20. A e hod acogr dLithel PuSl-eulR o MHELE LB Hhd iy SREDH PB hOBpldne | o

in az network inclu er an eneratin | east
one user prfadnmd 1010 nidyadptishdlly b3 fixed togaeenSuteCR RS oo lthddhtidRs ardthrevent
correspondi ng to packets destined to or froma, user which a are received
during eacH'SFedi¥dR thedexs hexsss d e Bingtions asseeited dyith the options and boxes

25 displayed in Fig. 10 are described below:

1. Start: The start field 1013 specifies the beginning time from which the traffic

is analyzed and its results are displayed in the GUL

2. Stop: The Stop field 1014 specifies the ending time to which the traffic is
analyzed and its results are displayed in the GUIL. Thus the Start/Stop fields
30 1013, 1014 specify the time between which the traffic has been analyzed and
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i 21. A nethod according to claim3 further conprising the step of using
the z records stored in the first nenory to generate at | east one user
profiling statistic for each 3 successive tine period cozresponding to
packets destined to or froma user which are a received during each
respective successive tinmer period. i 22. A method according to claim3

respe ceessi ve eriod. 1 . claim3
2 usor statt st Bicn s oo MR OuRBphe Rt br st iR sl ol ¢ 25

A met hod accor di ngot3) 101 amay Be Gigplhyedrin amitipld Rimgs.t e exb@pls, thé confentecei vi ng
an input froma user identifying a user statistic; and generating the user
statistic using t B shpWn énadate frmatindis o0 c Alteatively, fheroeategtsamdca menory

and the records. Stpeded i 4ol foihaiBREMAYe trkére)fiv IR HOuiealgl g Lo claim

3 wherein the firs tfais transmtted on the first z conmunication |ine
according to a fi tam ‘oot acylbe usdido meprdsent thacurient timeg wpthie sérmg ‘nevee” mbep of 3

recei vi ng decodi n aranet ers correspondi to the first, protocol and step

(a) infl udes aSGt %eﬁzﬁs)ée_é?%fﬁ%‘"?ﬂéh%q%&ﬁgmg‘g?aC%FEB?‘H’Yn‘afdéggt P_e dtecgdi ng t

paraneters and step, i.ncl udes eqr in e receive irs ata into
packets accordihg YéPqHe Td*éé‘z’&ﬁ%%ﬁ@r@ﬂrg?@f@eg%ﬁnﬁ IREPREE X8 ng t o

claim3 wherein chﬁq e Ghlhed BEk PHRS ML ERbAN Sarfle SEIBTR} ScabPH)r ol Qe €ach of
a plurality of packet types 3 corresponding to a nunber of packets of each

respective on of ehtersgiliiasnthe Winddw fialdkiden the yelwesinthedptfisdd ataplottgd each

respective successive ti riaqd. and the tho rther. conmpr.ises. s the
Creh o 6 i ot ay eH e R4l ped el e s B e ViRAOY el Bt Eis0 i ng
statistics accunubakmilogiaty toandi€tome rdsbidopefthoplogi&at B 1thy)a00dshe.tdi r st
time period in a first portion s of a display area of a djsplay device; 26.
A met hod accor di népdiestes imaresslufipnif shepnitad thshopapntal peals ‘sﬁ‘é‘@ge{\nﬁylﬁas are z

selectable by a U?Z‘ﬁ"nd@@‘ﬁefdhl%lmdm%ftﬂﬂ RS0 RPBR b B8R Sokitits k&RSshefira S

receiving a user ection of one of the packet types by a user; a

di spl ayi ng st at i sbeestoneticalypetndi ng t o packets of the sel ected packet type
received s during the second tinme period. ' i 27. A nethod according to
clai m 25 furthes. QoppY: BierlipptthEeldtlopd sfeciffeatbhimaaintuyn gurdbes pf entriesdot the

statistics correspgndi to,the pluralit f pac inanpl over
the 3 second ti ms“’(p)?(l,\"rsil@g3 ?'vﬁ?‘c agg%ﬁﬂlcfgf)f‘ﬁcgﬁ“’g‘hm‘g n{iﬁé °§?‘§S‘fc"é‘§?r}w€2‘."?§8. A
met hod accordi ng 4PTE RiiM @ Thehlikd (A8 102111 i5¢10¢ 108w beed®ly'a partigeer ating a

graphi cal display of the statistics corres&%nd_i ng to the plurality of s
packet types in acphom vabuegn Agscerviing arpe. 3 ﬁbstﬁbﬂﬁlefbé}}qtéﬁiei@??’d"@econd
portion of the a Sheipledh BLEQrelGaafichBEIM viillhudeae Biddf Ll it Of
di screte selectable tinme periods; s receiving a user selection of a range
of theplurality okcanschetwionef BottaiiNe time s peri ods;

5. Filter: The Filter window 1017 describes a filter to be applied to the data to be
displayed. For example, Filter could be “protocol IEEE802.3” to display
results for packets with link layer protocol IJEEE802.3. For data previously
filtered to show only IP traffic, a Filter of “host 10.0.0.1”" would display results

25 . for IP traffic where either the source or destination host was 10.0.0.1. Various

complex filters are also possible.

6. Do DNS: The Do DNS checkbox 1018 converts entries in the tables 1023 from
a numerical representation to a textual representation. For example, inIP a

numerical representation (the IP address) is used to identify a host. A DNS
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updating the graphical display to display statistics corresponding to the
selected s tinme periods. i 29. A nethod according to claim3 further
conprising the steps of: z identifying packets belonging to a data stream
3 storing streamidentification infornmation as one of a separate record and
a separate a field in the records corresponding to the identified packets.

- 37 i 30. A net retclclMel] |, a14m: : RLLSLAG; t he step of
recreating a dat aqggrgt%(rﬂeam u%lﬂ‘lg‘r’léép?ﬁyeédsn?%r?%gﬂ&elgggggnggéhﬁh@&étored stream
identification infrepresabtiation of3ke IPreddeishitoch taxtod refiresgnthtiore | Ror axddapMyelredPn z t he
first communication,li d@ in net WOEA( igcl udi ngp a seconfl cQnmuni cati on
line, a step (e) PAUEHIIL-GLmay e sPmgres todBstsxplFEPrpseRBON [oqaKSER-F¥- pondi ng
to a time when s qakhuRfDs DRISSBEAGHLH BBKLE! BoriRstodobC@hdaRhnaRds the
respective index associated with each 6 sel ected packet includes its
respectsve tinme vadhebgivemts the ehisckbiox wiki vhrydesordingly avithiangqeisglentof t he

sel ect ed packets !ﬁ%c? respective a record which includes a uniquely

a
i dentifiable portion 1(%Ifml'tt)ﬁe respective sel ected packet; 9 and the nethod

communt cat i on | Fndicl: T138E Sapd iSRS Sl ARGAG R phitimdf 877

determ ning a respemkxtwenditiaassiftagec Fopaakple, ifgedickashtton agttdrileemand i 3
comuni cation |ine; selecting packets received fromthe second

conmmuni cati on | i nés $5kested, dhelp window-far Fiflgis sopldpoptippe; determining a
respective time when each of the sel ected packets received fromthe second
comunieat i on | 8.nRefeesh:rEredtefigsh buttog 182&sEeshes thg conterss pleadk framesi ndex wit h
each of the sel ected packets received fromthe second conmunication |ine,
the respective ?.ndexwant askBackivand Bustons:tThedorwarinl 02 henpbaskeard402has
received fromthe,second.c i cation Jine.. zi ver h of selected
packets received beg?ﬁst gjeg%pm(%%éf& S%nliotlzg f%1?1kalb%%grafnﬁb8@%“%“%%”6%&&i ve
record that includeshe&Foraadieiny “Bad'ttbuitorallf @ bfpavstrd with theaddedIfegiredf packet
fromz3 the second com%ni cation_|ine anﬂ iegcl udes its. ,esgleq‘ ive index; za
~ storing the reclFeRInEGE COURIHOE Algramsshgncde (heanbigstyfaickiag e EeRyaitd from
the seqond zs Pofrqgﬁ‘"ﬁé’ék"ﬂﬁttdds'&?ab%vﬁe#ﬁhiegfm%r&ba%am%eﬂﬂ dni2e

uni quely identifiable portions of packets in records stored In the z~
second nenory to tiroedyifmmedmsis Henostlansing comespbrdends betiveen ther yarives det er mi ne
whi ch sel ected -S%ames

The plots frame 1030 includes plots 1032, 1034 , text input boxes and selectable
20 boxes and buttons. The text input boxes and the selectable boxes may optionally be fixed
to prevent user selection of the options and prevent user entry in the text boxes. The
functions associated with the options and boxes displayed in the plots frame 1030 of Fig.

10 are described below:

1. Update Tables and Plots: This button 1036 updates the tables and frames ina
25 coordinated manner. For example, if a user zooms in by selecting a portion of
the plot with a mouse, then clicking this button 1036 would update the plots

and tables for the selected time range that was zoomed into.

2. Byte/Packet Counts (and Bit/Packet Rates) (and Utilization): This button

1037 changes between one of three options upon selection: “Byte/Packet
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-za packets received fromthe first conmunication line correspond to packets
received fromz9 the second conmunication |ine to generate matched pairs of
packets; so generating a transm ssion delay corresponding to each natched
Ppair of packets 3~ using their respective indexes. 32. The nmethod accordi ng
to claim 31 wherein the transmission delay for a z particul ar packet is

cal cul ated using t quad.] b 1. SS] delay,= (tsl,-ts2)-(li-nk
speed / packet | eng ?ss’ Zélgﬁ{el}(gt l?astésl’aagnﬁg?%g?éet}h%lﬁ %%%Choapger%er%réi pt of

t he mat ched packetByté/Packet Qeurits ¢vet a adrthirseindo, to BinsidiPackeORates (i€S,
respectively, the link speed is a data rate on.the first a transm ssion
line, and the pacK¥mbeepifils of 8agkels PERsseRm).d¢ Utilizatieapeseadinglcliedn on t he

first 9 transm ssigQpmbiaRfem g?er%t%e%ggkﬁggﬁgﬁm{&n&nﬁ ed s PlaltliFb e S! - and

ts2 are the times of recel pt ackets fromthe second 1 ~ and
first tsansm ssi orinkispes (i.c.dstpetetdividddyby linker chankelop@izthal Greait datacity iat € on
the second ~ z trabnsm ssion.line) and the packet length is the |length of
t he mat ched packet 'tﬁrﬁ’eﬁ?go%d%'cond i3 transmission |line, when ts2 is |ater

than tsl. i 33._A et accor di to claim3 erein the first
cormuniscat: on | ?nef%gi]e(r)%’rﬁﬁgﬁgg:}z‘%ab“ﬁg? ﬁ@gamﬁ%?s%e {5’?%‘3”()‘&‘6?1°5Ir?d%?5r?§b%decond

communi cation |ingelg@ansmts data 3 using a second protocol different from
the first protocol. i 34. A nethod according to claim31 wherein the

transm ssion dehayrdgyleZPIdEs¥es vilr8gk: 8Lle@idn@Y &le Wz RETHLARY 0
m croseconds. 35. Ag'r%?et hod f or ?%uti ﬁgl dat aef rc%rgn a fior st eljsgbisﬁltnto?gﬂgglsecond

point iwm a z conmipggies Wimthengheayeiegs valva dpiahown)dfihey-axiy ofthe platsis bet ween
the first point an ihe 5 second point, the method conprising the steps of:
a . generating floﬁpatgg‘i stics based on the flow of other data on the

out ing the dat & BRuRer eRD PP et Kok BRRE MGt R BAGRIRRARY' goner at oo

flow statistics. -BRsebudns f04TRIHRE tRe plaisPbANE POtsRACKSIcrdeh @PAIh @8 On a
di spl ay device having a z display area, the packet properties correspondi ng

to packets recei vetot fuoba updated gverdimenreimiceelt WBh imendheiiableny028rin thet er val  of
time, the method GPELGENEI0 ﬁe%@%x%(feﬁ'tezﬂgﬂbéicﬁgh@p&é%ﬁ, '1!()135421' ng the packet

properties in a first portion o I splay ‘area; an (b) displaying a

plot of the pac%etxcﬁ{a Plgﬁgtﬂeﬁga v@ﬁtgfoﬂéﬁo»&d i%i%.ﬂg?sr éégiklnléitL@v&B?t%{?é‘ﬁo g tion of

t he display area) two axes, p properties being s
represented on onéyesisscomti. t he plot, and tinme represented on the other axis
of the plot.

7. Bottom Plot: The bottom plot 1034 in Fig. 10 is a Link Level Packet Rate blot

in packets/second.

20 The table 1023 in the tables frame 1010 is automatically generated based upon
protocols found to be active in the interval specified by the Start 1013 and Stop 1014
fields. In Fig. 10, the table 1023 shows that between the Start and Stop times, 264K
(K=1000"s) IP packets and 919 ARP packets were received by the network monitor. The
IP packets and ARP packets containing 99M and 55K bytes, respectively (M=1,000,000).

25 The entries in the table 1023 are selectable to sort data by the selected field. For
example, if the packets heading in the table was clicked then the table would be sorted by
the packets column in descending order of activity and if this header is clicked again, then
it would be sorted in the opposite order. Selection of the other table headings similarly

sorts the entries.
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-37. The method according to claim36 wherein the packets correspond to a z
plurality of protocols at a protocol |ayer wherein step (a) includes

di splaying a table listing 3 each of the plurality of protocols and a
correspondi ng nunber of packets. i 38. The nmethod according to claim 37,
further conprising the steps of detecting z selection of one of the
plurality of prgto P . i.spl cket .
properties cor rlgl bgﬁ%@%tga@%oﬂg%?&lé@ca%w{@??%pter%f ﬁe{dg"%rn g%{%ggl?ei%gaﬁtég?po di spl ay
a dual pl otima interchledi7vig/ 124762 ipn &g 40 iuwanoesed tethe 01001 DH0medatepdl farkig.ocol and

t he packet  pr.opert.i of all r cols, 39. The netho cordi to claim
36 further 1 goﬁ%‘?@Fﬁézi td é?tézozgﬁ ?{’ﬁ‘%"e??@ “?d%{eiﬁcgﬂqgg’naﬁf Sﬁms@g? i nterval
of time |egg &fAI01UIRIA Vi iy befadfubBBbP¥itRPRiaffal Bftky M 1 fdld®I3 301 a text
field or selection of a tinme interval along the ting axis of the plot. 40.

The net hodthamsevesi enpyt graptiical sl@tion,hytaraouse darsrimplaplapduerivalgf timelietist one z

of the table ots,to correspond..t o the | ect .sub-i nterval of

tinme. i 41Plogﬂ§gﬂ'e¢0ﬁ§‘d8|8%fﬁl‘?ﬁgﬂ@%eoﬁiqq% ‘Hﬂ”s’é’°?ﬂ?‘f’ﬁ‘gﬁrse§°8§gﬂf?sf§‘?ﬂg t he steps

of recei Vi pgording iSbidthe pldtsauadddh@plos slbé fefEhefRalITor thE irderdillsaledt@by @Bger than

the tine interval and updating a at.|least one of the tables and the plots
a

to correspbifd $eeqtig ofithealipdye Tablapand Piets it 403wl themynehsorizedain i86
wherein a gubseds etquo!?@ﬁ:‘é‘giecﬁse Fosépfdsa.s@ﬁﬂglok%adfa%gtbgﬁg&téqﬁe met hod

further conprises detecting ction of t ost a I spl ayi ng
st at i sti csawoematgmppnfithegstrceletted thalaee-syfch featuedt @ot shd@n). WB.“Uphiee met hod

accordi ng cl ai,m 36, wherein the packets corres dtoa, .z.plurality of
pr ot ocol s i%&esfng[?ﬁ%tétb‘ﬁpnﬁhg ?JE?@E&%“ SF?%B’()%HQOIB%WéO Bldest“ﬁ‘éﬁ'ﬁfsur ality of
the 3 prot geela waihdut tpatie thedath.| ViE BovRIGSDE a&RSitadebLeldMY wRk&REdakon of the
one of the plurality a of the protocols and displaying statistics

cor r espondPi9gessias by éhesnetwerk arpngpreunsil thefimalintgrval istchossnof protocol s. 44. A
met hod of synchronizing host clock on a host conputer with an interface z
cl ock on a net wbhkprpterels fiste@acainps doihgitabds HZ3imBigst by sdlectable yepuesst,i ng an

[ f | ock | f : ' f - , '
ntorfake & R Er LA URBIAELL: SR SLRALSARL e AATHOANT e 1y

subt r act i ngliekipg exckeleeting thedP setrnincables1 (128 ieFigr thaetie in tieelisbhgef Bigotk val ue ;
providing the adjusted interf clock value to t host conputer; s
reading a hBSlECHBRR2WVE tﬂ%?“?ﬁ@%?’rl@?éﬂ tﬁﬁplf’ﬁécraﬁlﬁ 1359 8@5 PntePt ace cl ock

val ue w th,ihe.ha8y) uﬁ&f&!& s‘%ﬂ@»kr‘éﬁ}y I8 3raffR ilBloRO30f 1209 M Figri2dg communi cati ons

on a network having a first z comrunication |ine and a second conmuni cation

line different ’hEa & Rfustrafe Sh téﬂgc%mﬂ%lqﬁkil .rzlsiarlgxeé:g%flﬁgt Qg gPnpri sing

the steps of: a recerving a tirst urality o ets fromthe first
conmmunizcat irafficlas mbandhah. Thia dhalrdssplaydommt krovisies & graphigal (¢presenteleinadftee a second

plurality of packets from.t second ¢ ication |i it h econd

net wor k rroﬂ?rffgeFt,"’egt??zw?fn(a?)tra fgcr? @ng?ﬁvﬁlﬂ%ﬂ ic?sé coﬁl?p@feraaﬁ?\é\{l/%%% 0? Ae second
plurality pfevidasieQtiqEti’thet ihBis@@elod according to claim45 wherein step (c)
i ncludes extracting a z uniquely i1dentifying portion of each of the first

plurality and segolftdtsyrald thiesth tRAGKES Same 1210 are also updated to correspond
to IP traffic. Table 1223 lists all IP protocols which were in use on the link being
25 monitored between the “Start” and “Stop” times. In this particular case, only TCP, UDP
and ICMP IP protocols were found. Activity by IP hosts may also be displayed. By
scrolling down the table frame 1210, the table of IP counts by source host is seen as

illustrated in Fig. 13 for the case where TopN=2.
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s and conparing the uniquely identifying portions of the first plurality of
packets to those of a the second plurality of packets to generate matched
pairs of packets. -41 i 47. The nmethod according to claim45 wherein
Step (a) includes tine stanping z the first plurality of packets, step (b)
i ncludes tinme stanping the second plurality of 3 packets) and the nethod

further conpris roni zing t fiyst. and..secon net wor k
moni tors with antAbarurane RUPE LIttt Mop Lo PR e BEE Ry T o

cl ai m 47 whiggsgj in 4 destimaionhod taﬁmstocrfsr tRiTBc ey HvsE, @fld fiya HoBCebl¥ | ng a
time signal fron1%gglobal p05|t|on| satellite. i 49. A systemfor

moni t ori ng EOGHRRTatHE Benerated andmeseiyst gy A hesty Glifgngon 2 finl 1%03d6ﬁh=ﬁl%hl?§at| on
line and a SERONA0CANIALERL RId0RE ndslBaifd Uil LO TR I Yg, 13,8 11 S

net wor k noni tor avin I‘St c coupled to t communi cati on

a line for receipid Orﬁ;{]r?ttab(ij@fﬁthsg% Jgﬁfﬂdriﬁeﬁ'ofﬁ)mgﬁ )'{té’s”sgﬁgtbe@geggnd

second networ k noni avi ng a secon and couple
conmuni cat i gairslof hestd for exohadasnuﬁagp:second data tomthe second conmuni cation
| i ne; synchronizing nmeans for synchronizing the first clock with the second

clock. i 50. A S3esdceion afcttestimagoi Bost! aichmg.0Mar €i404 iheigl i4)Séill glrdek and t he
second z cl ock are synchroni zed withi,n one m crosecond of each other. 51. A

syst em accof¥fr tf"(fﬁEP)&f%SQfIQCtG\%éjr’:éti'r’r‘i‘“?’hEo%y‘ﬁéh‘?%ﬁiﬂi ithaEfl W?dford@ﬁﬁ)rl ses: 3
a receiver assehatrsd iNnlbirddien Fig, §§vdﬂ€xtc‘@9ﬁé<156§r§h$\9{tr§fﬁ5dés%ﬁgd %l ng atime

signal a froma conmmon clock reference; and s a recelver assoclated with

t he second HEG. MV,I@IIrﬁnmbost 12882.1 ¥ HI mnlmg cape forrmm i gomitord Yeatwoeenttieestaonmon

cl ock referaélﬁ g t ﬁ« system according to claim51 wherein the conmon
clock ref erBeEPRERaL o opal positi oning satellite system i 53. A method

for billing a u 0 ni. c rkco ris of 3
determining a qﬁg]uis’t‘fje f)ef%éaén% ?3?&%@%@%&?8 gﬁé%ﬁt%g ﬂ)lg% gél"““éee’l‘.lse of
the a comunk egthitOnd St thnes: At tha thd plbts 1§31, 163445 8Ke 1186 EAmRN 53dSow
determ ned quality of service. i 54. A nethod of transmttlgg data onto a

comuni cat | AW this@cdiyielsieagreshivohasisapa baichart AdTiowd allilR graffictas ading th t he
data, a gengf 45964. EolBR ééorb%'ds' éa%s%ngﬁlkl{ﬁgg&t%(n%eglogé éﬁ:} igherein at

| east one fle S ‘corresp S to the associ at east one field

corr esponds to tllflﬁ-lcdl%lﬁentg lIt’l Ea%ﬂ,sl%g Er{ Pg lch ? 589%6 %ve(r)nnotvg u% khee p%)t 0Co staCkat on

l'i ne.
and the tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts for

each underlying application 1612, For example, there were 27K HTTP (web) packets

which contained 21 MegaBytes which were received during the designated time interval.

20 In Fig. 16, if the “TCP flows” button 1604 is selected, all TCP flows are displayed
with their time durations and performance metrics as shown in Fig. 17. A TCP flow
contains a set of packets belonging to one TCP session between two hosts. Each flow may
be plotted or its corresponding packets viewed by selecting the “plot” button 1702 or the
“pkts” button 1704, respectively, corresponding to the desired TCP flow. Note that if the

25 Do DNS option had been selected, all TCP host IP addresses would be replaced by their
respective names (e.g. foo.niksun.com). A user may aggregate flows by clicking on other
links such as the ones that identify a particular host such as 10.0.0.47. If a user clicks on
10.0.0.47 (1706), aggregated flows for host 10.0.0.47 will be displayed as shown in Fig.
18.
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i 55. An apparatus for transmtting data onto a comuni cation |ine
conprising: z a clock for providing a tinme value; 3 an encoder for encoding
a packet including a plurality of fields, wherein at |east a one field
corresponds to the time value and at | east one field corresponds to the
data; s a transmtter for providing the packet to a conmunication line. i
56. A system for nDnltorlgﬁ a_conputer network over an interval of tine, in

z which data pacﬁé%‘t’sg shpws af TSE erS’é"@ origingnadromabess 1800147y The display #eFignt er val |
the system g ﬁg&%méa Wap;ﬁyxﬂ?@ﬁﬁerfsgfect'i\%qmﬂ'1'@% dmoga%lsﬁé &M?ﬁ{g@gf& all'y

continuously ddrin time"interval; s neans for extracting ‘pdc
properties Figol. tmmhceﬁlmrdm spaiddtts aaphqd\hytdlfdbeg otaotbcrdmetsshymerlmhsmﬂai ng

times durl time i.nteryv the finme fromthe, beqi i e tine

ntervart BB ok et e trent e oo SRk 1o B 000 lighBe turng
whi ch the stheeiiMICk fldas tee@Bn ABY10.0/086).(ad 38rcE) AU MbATOALEBS B8 UBGinkdim) €asi ngly
Ionger as packet 9£I’ Opel’tl es are extracted over successive sarrpl 1 ng ti mes

during the #aedspialiederval ; ~o means for tabulating the extracted packet
properties for the subi ntervals to create ~ i statistical information; iz
means for al teriﬁquCHeenf@wn@ﬁ”rsgle@fontmﬁef mam(\édeﬁ, iankt scteen displapof Fignl Gf
packet. i3 p 0 erti.e user tians: iS,.ng for creating,
during the o ?r’t‘aan?prll %rv%ﬂ’era%ggc ?rfoggﬁ%c é?sbﬁ %6’ € ?lg%?’bg’fs ieg

r epr esent at peofosmafce? hgpestinkt p&fdrm&lccltmarlm foe TCPrrd digioRa as §idwnlif Fiy eat i on
of the statjstjical i6 mfgrmatl nmeans for,  djsplaying said

gr aphi c&l rbgpr%éﬂioé‘? f2BisE Irpme i’ségsﬁéﬂﬁ%mtl:dg tltgfé"r 2Bt 196 dﬁplab’éncg’élieﬂagr aphi cal
represent atiQpgled TEF Clithe” AYR LA OFrofbigd ﬂtﬁ§ewme{aste%xt th@w’b?s?f%&éj' ng means

includes: z neans for detecting the packets travelling over a sel ected one
of the net wearforrBing t0Tsslieatsnpd savdra(TopNdeEkd w@petdfé) devethedtnpiatked s; s neans

Lhe T ocor dSTEHTRERORY UL OTNG: SO0y B YA g DI Ane Parr RSBt et | ng

means i ncl ugdes ch@&absser@r; z det er m ni ng packet properties and means for
selecting certain ones of the data packets 3 traveling the network path and

havi ng as predet er.m nedh, BACKSH ecB6M ThisYs the tRA nuhBer TIEIPIThAYcti6sab MeS7,
wherein the indexing neans conprises neans for z tinmestanping the data

packets. 60. The systclftEr s&VEi m 59, in which the network is nonitored at

two points on z the network, the systemfurther conprising tinestanping
means at the tw®-poi EGP Daijytes This shows the total number of data bytes carried by al

the TCP connections.

3. TCP goodput (Bytes/sec): This shows the TCP payload throughput
20 (application throughput) or TCP goodput. That is, the total number of
application bytes divided by time it takes to send these bytes averaged over

the number of connections.

4, TCP throughput (Bytes/sec): This shows the total number of bytes carried
in the TCP connections divided by time (TCP flow rate).

25 5. Avg RTT: This shows the average Round Trip Time between the client and

server over the number of connections.

6. Avg Response: This shows the average response time from the server to

the client.
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-3 wherein the tinmestanpi ng neans conpri ses GPS neans for synchronizing the

i ndexing of a the data packets at the two points. i 61. The systemof claim
57 further conprising a conputer with a data storage z device) a network
‘card having network card nmenory, and a CPU in |ogical conmunication s with
the network card, and wherein the record storing means conprises: a nmeans

for storing the yecords on t twork card nenory;. _s. neans, for detecting
rel ative inacti \fi'ty dtetrans £ ﬂgxﬁvfcgvsrfégﬂgcqn&gep}{'gggpgw MRS &S ds st or ed

on the network card : i i eto
detection of the rel gta Fg\i}(ga%:dr?ggl?\?? g ?%gﬁ%aﬁ%?%gb&%g&%g t}geggétagdr%ﬁ'of claim

61, wherein he 1ol inhild BNy WchBhiztd RURIHRL Bionits By bAQY- L €T M
g Teplaceab

storage devi ce havin e storage nedia |l oaded therein so as to a
recei ve datexistihg metivs vaatte asemijerficae of additi onal storage nedia
operatively connected to s the long-term storage device; -44 6 means for
detecti ng when tSekcting the http hpgrelideinifig 16 resuleinciongisiler ofeeitistidsise web

predet er mi ned_apount of data, corresponding to the recorded packets, said
pr edet er m ! {{‘g‘ﬁgﬁ#“’ﬂwlﬁig‘ﬁa&iorrespondi ng to the data storage device

being full; 9 neans for transferring said data fromthe data storage device

13

to the | ong-ter il ochiR BEripgBaResy FACHPR Mg §p Broyiled.dn thersereen digplavef Figt2d,
storage dewy i | gt i }@i}g.g &Lenl aceabl e nedi a
| oaded in tfhtg%agﬁé% ltfkl errg%ng?%r}g;g?b?%ﬁﬁea\??%{gglﬁg I?%fl ; noénﬁ% rrﬁ;@ans for

repl aci ng tpedfofrudrice’Shypedod, pezfdtrmance tablest2002 fpe hitppatie displaged 4shsbowmgeRigne. 63.
The system.gf .claimb5b erein.the displayi ans, i ncl udes conputer z
di spl ay'°scrzgerﬁ’ﬁM%}‘Fglggcs\sﬁ%ﬂ{béﬁppﬂgcgwsﬁ%%;?'g%@ n—ghea‘ﬂﬁ%?ﬁ ‘F‘Blf“g??raogr am f or
t he graphi cgkoudlddSwwWtintsaeie inde ‘Tediibled WP Sesmish abid 1r the Wik Beo f or

di splaying at |east sone of the packet properties over tinme on a graph s

havi ng t wo Pgxegning YEWYY elients grdspeetsi(Eepheld yaluepf Bsent ed on one axis of the
graph, the time being represented on the other axis of the graph; neans for
varyi ng t he ti madeaeiriestin theditigmarprnancy leblgpAida may hgpererated enlineand and s

least one (nrey e B af Bl BAIR AR SRR AU b8 RUER o (o

cel |'s t er alenyorknthnagentemasnatent o5 rmnadiate adtons Fhese hietics@hn belp a attwohie cel | s,

for displaying additiopal..i, i, statistical jnfagrnati.on corresponding.to the
sl ect ed ¢ AMINIFTRior (o A0esij6t harhSPFTs ABHFATBPIREE: AP SIMGIMANTN EY SeRPmiRe cat i on

line comprighighe bisidtdtRRH L LRE S&Q%r dpeﬁlair ¥d o thét€ bakRividth 0P B b !
a

comuni cation line and extractin plurali'ty of packets fromthe data; a
means for risgthersitvean e yeedde notify glientsthpisheyonayneed mopobradwiglth or théyempy ural ity

of s pac kEtnSééd { c gbscAaing%grt %mi%gyfrg\;igérp %cgc?rdx%lé@l mes%4mé’t\'ggsrxgzlxynbetur§gd {’cr)E ans for
recursivel Y2 Generating stati st res conprises’
20 improve the quality of service given to users and ultimately may provide further revenue
to the network administrator. For example, in the table “Troubled WWW Servers”, the
second server listed (204.162.96.10) had about 33% web aborts. This could indicate a

potential loss of 33% of the customers from this web site.

The tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts
25 for each underlying application 1612. For example, there were 27K HTTP (web) packets

which contained 21 MegaBytes which were received during the designated time interval.

Upon selection of the UDP hyperlink 1240 in Fig. 12, we move up the protocol
stack and the display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables
frame 2210, a “UDP Level Counts” tables is displayed showing activity for each UDP
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-3 means for generating records corresponding to the plurality of packets; a
a filter for identifying packets fromthe plurality of packets received by
the systems during a tinme period; -45 means for generating first
statistics corresponding to the plurality of packets received by the system
during the tinme period; s a nenDry for storing at |east one of the
plurality of packets, the records 9 corresponding to the plurality of

packet s) an@PPliRgtiomjor DR pogt.  Eqriexample, ghedisplaniaticatog ha therpyerg 433 dosiain
i dentifyi ngP&FE%%l&f oaﬁﬁ%§%§@lgﬁ9ie¥ed fromone of the i i packetizer, the

record geneta ~z nmeans for generating second statl stics

using at | east ofg o Ll rggdghsﬁst%g L9 83 and oo purSaglvadonggket s 06

A system according to C r| sIing a drs for z

di spl ayi ng 11 igenenay E\ﬂuﬁllﬁtplai frame shovﬁ?mlyAPSMSﬂ&(mmgﬁ);ﬂdIm@::ht@ve@ﬂsal m 65
further co |5| ng a user interface for z defining at |east one of the
first stéti rafe (@RIGHR- s@féﬁlf“é‘ﬂg(’;’él theypsglsé a{q‘h@‘SB]éYl @ usqr cggnowy

system aCCO{M@letYOaJGL @hl%ﬁ%cf[%f’ B&ffic GRS h@t'1f‘Li%tratT':d)aastﬂ’xé’ff‘lotstgi"fPC arent

synchroni zed to an absolUte tinme source; and means deternining a tine
when each rpspedllibeeermovedof the plurality of packets a was received from
the first communication line. i 69. A systemaccording to claim®68 wherein
the time source SdectionefticVRIBANE" tuttor 20inIFig. 42 résiis inidipaly ofom a gl obal

posi tioni ng s telli te ct conpri sing a, conputer
Cacabl o negiRnERRIRG: SRR OME CBBires B s LS s BB B o0
therein,forogonitoring data on a first 3 conmunication |line, the conputer
readabl e program code neans in said article of a manufacture conpri sing
conput er readab'&16&1996?%@?%%ﬁé’@’ﬁu%nﬁ@dﬁh'&% lﬁttSﬁHmHﬁ@izsb(?nPlgeﬁ ect: 6
receiving the data fromthe first comunication |line; extracting a
plurality oglvmmxsoifalhmkmasmb@‘en wdtis P4t Rincg e r@twgbmomtmeday regerdeailat i ng
statistics corres t.he t cke Ut ar
ot ogr am pr oGET S Brrar il b YRl PREIR At ST o

readabl e pr ﬂgfvﬁﬁfhfeecb?ﬂmﬁﬂ?ﬁltaﬁb@dhtsdrehher Hitle dse:rclmrt 10.6.0.92 leama) ¢igna 3
first conmmunication |ine, said conputer readable pro ram cqode neans in said

conput er's - ate nex sgiegy pEAHmAS 4l oply coRpniPaskess 1 ardh om0 0k i hahRsKr am code

means far causihng.ds§ seREPYIEH.0550mek fh%%dart&ﬁﬁép‘(dy%dl@ﬁmqﬁ&@y biasthe first
communi cation line; 6 extracting a plurality of packets fromthe received

data; and between 10.0.0.12 and 10.0.0.5. A user could alsa further qualify the dump by selecting

ports. Various options for dumping packets can be applied by selecting a type of dump

from the selections 2404 at the top of the screen display.

20 Selection of the “Recommend” button 2206 in the buttons frame 2250 of Fig. 22
results in the display of real-time capacity or bandwidth recommendations for the network.
Upon detection of selection of the “Recommended” button 2206, the network monitor uses
a mathematical model to interpret the data being viewed by the user to provide
recommendations on bandwidth usage by an application (or other types of traffic) or on

25 sétting of link/switch capacity to obtain a specific quality of service. Several such
statistics 2502 are shown in Fig. 25. A user may enter desired quality of service values
such as loss rates and maximum delays to obtain recommendations on the capacity
required to support the desired quality of service for the type of traffic analyzed. Figs. 25

and 26 illustrate the recommendations which can be provided.
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-recursively generating statistics corresponding to the plurality of

packets. i 72. A program storage device readabl e by nmachine, tangibly
enbodying a i program of instructions executable by the nachine to perform
et hod steps for nonitoring 3 data on a first conmunication line, said

met hod steps conprising: a receiving the data fromthe first communi cation
line;, s extracting a plurality of packets fromthe received data; and 6
recursi vel y genelean sxgmatagy ?@%/9%'3'504‘? BSEpBMY Peiest & partipdanApgliegtion gndd

packets. 73« Akt b RO Ul £ .°€, LS . . nmedi um
havi ng z corr?)lﬁ?gr%édea ggﬁ%hpr ogélggn&)cg & @regg%@}ekggsg fcggfgt?%érgéﬁcgﬁfi‘gh@

di spl ayi ng pésskéte leraipdippiopsia@ sobrostinds spthayeteterki menitoathen gnayagditisp! ay ar ea,

t he packet pr rties correspondin 0 packet.s received froma first
communi cat i Eﬂgg‘ﬁ?feapaﬁ?ﬁ%ﬁ_ﬁ ‘Iéﬁfﬁﬁ aﬁﬂ@?@”éﬁ °ro¥t’?’ﬁﬁ?ef“°?ﬂ@a@w_{ﬁ eSPgdtfabl e s
program godgatRaRticdl hodsl, Anddstiingles oPthe PRAMERE! AveeIICA Wabﬁle@of‘h‘ﬂﬂiﬂ?%ﬂ
readabl e program b code nmeans for causing a conputer to effect: z"(a)

di spl ayi ng #ervign(sach asspackey IQShéat?ﬁa@WPrkrﬂcgwérftﬂm@satﬁﬂa etg.) thesodehoornpuwses of t he
s display a " . i i . f 1he packet praqperties over
the tine i n%tgt‘;f‘syg?glﬁg %sag@?é%%ﬁlzxggggfﬁggg ?%lﬁ‘l” g%‘pa?’l%r"a?‘é%‘e&gf’ 3}@%\“, % he pl ot

havi ng two saliestiortshad pavides thenegevith @sinbeteogmmendatioy FSRAEIPHuRR One axi s of
the plot, and tinme represented on the other axis of the plot. 74. A

conput er pr SYHIBHIAHPBY (R OBGIEAUICSS rRY SEFVEIIFATRSLTS toduaximize peletntiization ng

conput ery, r e3dadReHHARE §HAIEPIEFBR SRR e SudhRELItbnfiRonE @;glﬁisegﬁay At ea

di spl aying 3 packet properties on a display device having a
t he packet pepued oregregl-time pasipwhele ty stebistisae kepdated fercyerygdciet ona et 6 r st

conmuni cati Qn,, L duri : interval tjme, said ter readable
progr am codgac‘}?%tg%glo? " gqud?fgrgﬂgsﬁ écreg6?08%?3%%%?&8&’58f°véde§g%#wgfkrfée“&38 ut er
readabl e pr sighigithe pathefor®ih Slofvah optitial ddgifiguraiuiew ehble@ypdrhicedsofrag di spl ayi ng
a table listing.the packet properties in a first portion of the display
area; s andau%’?“on@”Q??}S‘HYI%H%E‘%‘MTCBWBF- of the packet properties over the
tinme interval in_a second io portion of the display area, the plot having
two axedd the paticet-app apfe efiteaserpel sepresents thepmehee pt usarsgnd Bea-akd 2606f t he
plot, and tj ed. aXi t 3 am

5t or age. devi v EEGRARY/FiQRRE RrdSks ol ierd i copdeiy oy BEEY

i nst ruct i onsff ¢hearhatt abfremmdisphaey ofmotrespending feeuliraesultsreFigoZy iltemeesfaor

di spl ayi ng acket. oper.t L.es di spla evi ving a display, area,
CheP parker dBReH FinaBldRaih FES a0 s et e e Do TR BV sl R
comuni patimhddiéa%sgwﬂegmyﬁnoitque%sal:re@hmﬁest.i ne, said nethod steps
conprising: s (a) displaying a table listing the packet properties in a

first pogtion ofpighey ﬂia%@p&?_sﬁé@ﬁg s@fdic§ thaPdre disSIR) ANIpBH sdledbRbf @k e
packet properties over the fine interval in a second 9 portion of the

di spl ay ar e&Statisties’fiutton B208 ingha hwtonx Bame 2256 indigk23. Ypamselertiansofitd ng
“statistics” button 2208, the network monitor computes various statistics based on data
currently being viewed by the user. Exemplary statistics include packet size distributions,
protocol distributions, bandwidth usage per client, bandwidth usage by domain, average

25 response time per server, average round-trip time between server-client pair, and

performance metrics.

The present invention is not limited to a particular division of functions between
the host computer and the interface computer. The functions of the host computer and the

interface computer may be performed by a single computer. Interface with a network
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-~0 represented on one axis of the plot, and tine represented on the other
axis of the plot. i 76. An article of manufacture conprising a conputer
useabl e nmedi um havi ng z conput er readabl e program code neans enbodi ed
‘therein for collecting and analyzing 3 first data transmtted on a first
comuni cation line) the conputer readable progran1code a neans in said
article of manufacture conprising conputer readabl e ?ran1code nmeans s

for causi n(‘ﬁ“o&“"ebﬁfﬁaﬁdé‘rg tPéheé?'FSéEttmve'&“(’%)s nopbimjted tadhe lI"ﬁér inferiage pdtmaayheom t he
first comm{g t;i@hét@grﬂﬁ mbi} oréae&faﬂ&ﬁéﬂc'aﬂuﬁda&ag‘&?ﬂ eved first data into

packet s etermnihg a respective type of each packet; 9 (d)

sel ecting packet glating a
respective i ndeﬁt\;l\np’?%’emu%t&i%? ﬁ%srcgg?%ga%%’{é%&tﬁ yﬁggfnce% e‘(T‘?atr%’j"?)géczlo!flvert| ng each
of the sel esbedinpatkiat presert m\mnmcespeﬂxcrthﬂessaount&ndddab bellimited tsthe d@tails

respectlve nde storing.the recor st..nmenory; i .a (h)
recei ving & Z#atﬁ‘ifré"?%°8?1“\9§‘|f‘ﬁ%’°86fr¥a§ 8 Q‘i @etﬂisfwlﬂg’i iStPeEBd i od: i s
(i) generat, ofbquiRAGHts SMBe Ghidlsiahd Wh&tﬁﬁéﬁ‘éﬂﬂ%‘ b ehelsBirf?® i ved
during eachh?% succeSS|ve time period; an 4 (1) Bstofﬁﬁgafﬁgﬁgt | east
one statistic for each successive tine period in a second i s nenory. i 77.
A conput er program product conprising a conputer useable nmedium z having
conmput er readabl e program code neans enbodi ed therein for collecting and 3
anal yzing first data transmtted on a first conmunication |line, said
conput er readable a program code neans in said conputer program product
conpri sing conputer readable s program code neans for causing a conputer to
effect: a (a) receiving the first data fromthe first conmunication |ine;
(b) segregating the received first data into packets; s (c) determning a
respective type of each packet; 9 (d) selecting packets based on their
respective type; ~o (e) associating a respective index with each of the

sel ected packets; ~ i (fj converting each of the selected packets into a
respective record including its ~z respective index; ~ 3 (g) storing the
records in a first nmenory; is (h) receiving a first duration val ue
corresponding to a first tinme period; ~ s (i) generating at |east one
statistic corresponding to packets received during each successive tine
period; and (j) storing the at |east one statistic for each successive tine
period in a second ~s nenory.
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-78. A program storage device readable by machi ne, tangibly enbodying a z
program of instructions executable by the machine to perform nethod steps
for collecting s and analyzing first data transmtted on a first

comuni cation line, said nmethod steps a conprising: s (a) receiving the
first data fromthe first conmunication line; s ' (b) segregating the
received first data into packets; (c) determ ning a respective type of each
packet; a (d) selecting packets based on their respective type; 9 (e)
associatin espective index with each of the sel ected packets; -49 i o
(f) conVerBVH@m%§§%Q¥MFﬂé Ssel ect ed packets into a respective record
including its r ~ respective index; i s (g)_storing the records in a first
nenory; 7 3 ( h) 1 edarafiradforcalicpting and mlmrg firs datn Qop finssgpormainieption live f i r st
time periodg % éh%s Pgrating at least one statistic corresponding to
packet s recalve uring each ~ s successive tinme period; and (j) storing
the at lseast oneea)sﬁe%hsg tte firatrdasadfedm e dice ssmmanication ljpey i od in a second
menory. -50 .ASr
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2 receiving the data from the first communication line;

3 extracting a plurality of packets from the received data; and

4 recursively generating statistics corresponding to the plurality of packets.

1 3. A method for collecting and analyzing first data transmitted on a first

2 communication line comprising the steps of:

3 (a) receiving the first data from the first communication line;

4 (b) segregating the received first data into packets;

5 (c) determining a respective type of each packet;

6 (d) selecting packets based on their respective type;

7 (e) associating a respective index with each of the selected packets;
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[ 5. The method according to claim 3 further comprising the steps of:
2 receiving a second duration value corresponding to a second time period longer

3 than the first time period; and

4 generating a further statistic corresponding to packets received during the second
s time period encompassing at least one first time period using at least one of the stored

6 records and the stored at least one statistic.

1 6. The method according to claim 3 wherein the at least one statistic includes
2 at least one of a number of bits, a number of bytes, a number of packets, a number of

3 packets of a predetermined protocol, a number of packets of a predetermined protocol

4 layer, a number of packets having a predetermined source address, and a number of

s packets having a predetermined destination address of a respective packet.

1 7. The method according to claim 3 wherein a record includes a portion of its
2 respective packet plus its respective index.

i 8. The method according to claim 3 wherein the respective index of a packet
2 corresponds to a time when the packet was received.

1 9. A method according to claim 8 further comprising the steps of receiving a
2 time signal from a global positioning satellite indicating an absolute time and generating

3 the time when a packet was received based on the absolute time.
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4  comprising:
5 determining a respective second time when each packet is received from the first
6 communication line; and
7 generating a transmission delay corresponding to each packet by subtracting its
8 respective second time from its respective first time.
1 11. A method according to claim 10 wherein the transmission delay

2 corresponding to each packet is calculated using the equation
4 transmission delay = (ts1-ts2)-(link_speed /packet_length)

6 where ts1 and ts2 are the first and second times, respectively, the link_speed is a
7 datarate on the first transmission line, and the packet_length is the length of each

8  respective packet on the first transmission line.

1 12.  The method according to claim 3 wherein step (a) includes receiving the

2 first data from the first communication line using a non-intrusive coupling to the first

3 communication line.

1 13.  The method according to claim 3 further comprising the step of receiving
2 information indicating at least one of a type of packets to be selected in step (d), the first
3 duration value, and an identification of which statistics to generate in step (i).

! 14.  The method according to claim 13 wherein the information is received via
2 the first communication line.

1 15. A method according to claim 3 wherein each packet received from the first
2 communication line includes a respective source time stamp corresponding to a time of

3 transmission from a source, the method further comprising:

4 decoding the time of transmission from the respective source of each packet; and
5 generating a transmission delay corresponding to each packet by subtracting its

6  respective time of transmission from the current time.
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2 value indicates at least one of a round trip delay, and a retransmit rate corresponding to the
3 packets of the predetermined packet type received during the respective successive time

4  period.

1 19. A method according to claim 3 wherein step (c) includes determining a

2 respective type of each packet based on at least one of a corresponding application type, a
3 corresponding packet content, a packet source, and a packet destination.

1 20. A method according to claim 3 wherein the first communication line isin a
2 network including a user and step (i) includes generating at least one user profiling statistic
3 for each successive time period corresponding to packets destined to or from a user which
a  are received during each respective successive timer period.

1 21. A method according to claim 3 further comprising the step of using the

2 records stored in the first memory to generate at least one user profiling statistic for each

3 successive time period corresponding to packets destined to or from a user which are

4 received during each respective successive timer period.

1 22. A method according to claim 3 further comprising the step of receiving an
2 input from a user identifying a user statistic and step (1) includes generating the user

3 statistic.

1 23. A method according to claim 3 further comprising the steps of:

2 receiving an input from a user identifying a user statistic; and

3 : generating the user statistic using the at least one statistic stored in the second

4« memory and the records stored in the first memory.

] 24. A method according to claim 3 wherein the first data is transmitted on the first

2 communication line according to a first protocol, the method further comprising the step of

3 receiving decoding parameters corresponding to the first protocol and step (a) includes
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s  the step of

6 displaying the plurality of packet types and their corresponding statistics

7 accumulated over a second time period greater than the first time period in a first portion
8  of a display area of a display device;

1 26. A method according to claim 25 wherein the plurality of packet types are

2 selectable by a user and the method further comprises the steps of:

3 receiving a user selection of one of the packet types by a user;

4 displaying statistics corresponding to packets of the selected packet type received
s during the second time period.

1 27. A method according to claim 25 further comprising the step of graphically

2 displaying the statistics corresponding to the plurality of packet types in a plot over the

3 second time period in a second portion of the display area.

! 28. A method according to claim 25 further comprising the step of:

2 generating a graphical display of the statistics corresponding to the plurality of

3 packet types in a plot ranging over the second time period in a second portion of the

4  display area, wherein the plot includes a plurality of discrete selectable time periods;

5 receiving a user selection of a range of the plurality of discrete selectable time
6 periods;
7 updating the graphical display to display statistics corresponding to the selected

g  time periods.

1 29. A method according to claim 3 further comprising the steps of:
2 identifying packets belonging to a data stream,
3 storing stream identification information as one of a separate record and a separate

4 field in the records corresponding to the identified packets.
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the first communication line is in a network including a second communication
line,

step () includes determining a respective time value corresponding to a time when
each of the selected packets was received and the respective index associated with each
selected packet includes its respective time value,

and step (f) includes converting each of the selected packets into a respective
record which includes a uniquely identifiable portion of the respective selected packet;

and the method further comprises the steps of:

receiving second data from the second communication line;

segregating the second data into packets;

determining a respective type of each packet received from the second
communication line;

selecting packets received from the second communication line based on their
respective type;

determining a respective time when each of the selected packets received from the
second communication line was received;

associating a respective index with each of the selected packets received from the
second communication line, the respective index corresponding to a time when the packet
was received from the second communication line;

convert each of selected packets received from the second communication line into
a respective record that includes a uniquely identifiable portion the selected packet from
the second communication line and includes its respective index;

storing the records corresponding to the selected packets received from the second
communication line in a third memory;

comparing the uniquely identifiable portions of packets in records stored in the

second memory to those in records stored in the third memory to determine which selected
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3

4 transmission delay = (ts1-ts2)-(link_speed /packet_length)

5

6 where ts] and ts2 are the times of receipt of the matched packets from the first and
7 second transmission lines, respectively, the link_speed is a data rate on the first

8 transmission line, and the packet_length is the length of the matched packet on the first
9  transmission line, when tsl is later than ts2, and
10 where ts1 and ts2 are the times of receipt of the matched packets from the second
11 and first transmission lines, respectively, the link_speed is a data rate on the second
12 transmission line, and the packet_length is the length of the matched packet on the second
13 transmission line, when ts2 is later than ts1.

1 33. A method according to claim 32 wherein the first communication line

2 transmits data using a first protocol and the second communication line transmits data

3 using a second protocol different from the first protocol.

! 34. A method according to claim 31 wherein the transmission delay is

2 generated at a level of accuracy less than 10 microseconds.

1 35. A method for routing data from a first point to a second point in a

2 communication network including a plurality of paths between the first point and the

3 second point, the method comprising the steps of:

4 . generating flow statistics based on the flow of other data on the plurality of paths
5 between the first point and the second point;

6 routing the data between the first and second points based on the generated flow

7 statistics.
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10% & ()5 F" 10% &b ) - [GpRIEE0A ot of the packet properties over the time interval in a second

7 portion of the display area, the plot having two axes, the packet properties being

8 represented on one axis of the plot, and time represented on the other axis of the plot.

! 37.  The method according to claim 36 wherein the packets correspond to a
2 plurality of protocols at a protocol layer wherein step (a) includes displaying a table listing

3 each of the plurality of protocols and a corresponding number of packets.

1 38. The method according to claim 37, further comprising the steps of detecting
2 selection of one of the plurality of protocols and updating the table to display packet

3 properties corresponding to packets of the selected protocol and to display a dual plot

4 including the packet properties of the selected protocol and the packet properties of all

5  protocols.

! 39.  The method according to claim 36 further comprising the step of receiving
2 aselection of a sub-interval of time less than the interval of time by one of entry of times

3 inatext ficld or selection of a time interval along the time axis of the plot.

1 40.  The method according to claim 39 further comprising updating at least one

2 of'the tables and the plots to correspond to the selected sub-interval of time.

! 41.  The method according to claim 36 further comprising the steps of receiving
2 astart time and an end time spanning a duration longer than the time interval and updating

3 atleast one of the tables and the plots to correspond to the duration.

1 42.  The method according to claim 36 wherein a subset of the packets
2 correspond to a host and the method further comprises detecting selection of the host and

3 displaying statistics corresponding to the subset of packets.

- 40 -



- &P10% & ()- "10% & ()- 10% & ()-10% & ()-S 10% & ()-3 @0% & ()-h?dELCOS!
A10% & ()-,,10% & ()-3 *-10% & ()-(Y
10% & ()-L' 10% & ()-9410% & ()-?-xmb@5!! 2" 10% =(=& ()- 10t 10t
*10t &910% & () -3y1l0% & ()-Y110% & ()-/910% & () - - #+wX6nmb@>5! S z
10% : & ()-"10% & ()-!"10%##& ()-!Z2"10% ( & ()-! Z2"10%-& ()-!_
Z"109%H& () - o{ Y- 435' L T h%Qr/é‘tl‘?ed(a)ccder_gL 104&in{ 36‘ wﬂ&cml—&packets correspond to a
10: &910% & ()-!& "10 % ; & ()-&p5}~ 'y
10% & ()2 ! m%a&ty(c)f_prqtow@r(d)a-wbspt)e%&p:(c)(ets ch:l@%r\d&b @)xe of the plurality of the
10% & () -1 Y: 05'
, 109% \ g&') 1) }é‘f’% (63% EL%%‘TBB}«EC{ fletseting feleRtien of theong of the plurgliyy .

<=xnmbC05) 1&%0&0(&015@& ditPlayihf stastiodbdiresponting 1O WeGeledted oreld¥ihelplimtity Y1
109 & () - =dENDODS! 10% o0& ()- 10% 0& ()- 10% o& ()- 10% o0& ()-
s ofp

1 44, A method of synchronizing host clock on a host computer with an interface

2 clock on a network interface card comprising the steps of:

3 requesting an interface clock value from the network interface card;
4 reading an interface clock value;
s generating an adjusted interface clock value by subtracting a predetermined service

6 time from the interface clock value ;

7 providing the adjusted interface clock value to the host computer;
8 reading a host clock value;
9 correlating the adjusted interface clock value with the host clock value.

! 45. A method of monitoring communications on a network having a first
2 communication line and a second communication line different from the first

3 communication line, the method comprising the steps of:

4 (a) receiving a first plurality of packets from the first communication line with

s a first network monitor;

6 (b)  receiving a second plurality of packets from the second communication line

7 with a second network monitor; and
8 © correlating the first plurality and the second plurality of packets.

1 46.  The method according to claim 45 wherein step (c) includes extracting a
2 uniquely identitying portion of each of the first plurality and second plurality of packets
3 and comparing the uniquely identifying portions of the first plurality of packets to those of

4 the second plurality of packets to generate matched pairs of packets.
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network monitors with an absolute clock reference.

48.  The method according to claim 47 wherein the network monitors are

synchronized by receiving a time signal from a global positioning satellite.

49. A system for monitoring communication on a network including a first

communication line and a second communication line, the system comprising:

a first network monitor having a first clock and coupled to the first communication

line for receiving first data from the first communication line;

a second network monitor having a second clock and coupled to the second

communication line for receiving second data from the second communication line;
synchronizing means for synchronizing the first clock with the second clock.

50. A system according to claim 49 wherein the first clock and the second

clock are synchronized within one microsecond of each other.

51. A system according to claim 49 wherein the synchronizing means

comprises:

a receiver associated with the first network monitor for receiving a time signal

from a common clock reference; and

a receiver associated with the second network monitor for receiving a time signal

from the common clock reference.

52. A system according to claim 51 wherein the common clock reference is a

global positioning satellite system.

53. A method for billing a user of a communication network comprising steps

of:

determining a quality of service metric corresponding to the user’s use of the

communication network;
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! 55.  Anapparatus for transmitting data onto a communication line comprising:
2 a clock for providing a time value;
3 an encoder for encoding a packet including a plurality of fields, wherein at least

4 one field corresponds to the time value and at least one field corresponds to the data;
5 a transmitter for providing the packet to a communication line.

1 56. A system for monitoring a computer network over an interval of time, in

2 which data packets travel across network paths during such time interval, the system

3 comprising:

4 means for recording the packets substantially continuously during the time interval;
5 means for extracting packet properties from the recorded packets at multiple,

6  successive sampling times during said time interval, the time from the beginning of the

7 time interval to successive sampling times defining subintervals of time during which the
s network has been monitored, the subintervals being increasingly longer as packet

9  properties are extracted over successive sampling times during the time interval;
10 means for tabulating the extracted packet properties for the subintervals to create
11 statistical information;
12 _ means for altering the recording of the packets and the extraction of packet
13 properties in response to user selections;
14 means for creating, during the time interval, data corresponding to graphical
15 representations of the statistical information in response to the creation of the statistical

16  information;
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6 means for storing the records in memory.

! 58.  The system of claim 57, wherein the detecting means includes means for
2 determining packet properties and means for selecting certain ones of the data packets

3 traveling the network path and having a predetermined packet property.

1 59. The system of claim 57, wherein the indexing means comprises means for

» timestamping the data packets.

1 60.  The system of claim 59, in which the network is monitored at two points on
2 the network, the system further comprising timestamping means at the two points, and
3 wherein the timestamping means comprises GPS means for synchronizing the indexing of

4  the data packets at the two points.

1 61.  The system of claim 57 further comprising a computer with a data storage
2 device, a network card having network card memory, and a CPU in logical communication

3 with the network card, and wherein the record storing means comprises:

4 means for storing the records on the network card memory;
5 means for detecting relative inactivity of the CPU; and
6 means for transferring records stored on the network card memory to the data

7 storage device in response to detection of the relative inactivity of the CPU.

! 62.  The system of claim 61, wherein the record storing means further

2 comprises:

3 a long-term storage device having replaceable storage media loaded therein so as to
a  receive data thereon, and a magazine of additional storage media operatively connected to

s the long-term storage device;
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2 device is full; and

—

13 means for replacing the full storage media with storage media from the magazine.

1 63.  The system of claim 56, wherein the displaying means includes a computer
2 display screen having a graphical user interface and a control program for the graphical

3 user interface, the control program having:

4 means for displaying at least some of the packet properties over time on a graph

s having two axes, the packet properties being represented on one axis of the graph, the time
¢ being represented on the other axis of the graph;

7 means for varying the timescale of the graph in response to user selection; and

8 means for displaying at least some of the statistical information in at least one table
9  adjacent to the graph, the tables having user-selectable cells therein; and
10 means, responsive to selection of one of the cells, for displaying additional
1 statistical information corresponding to the selected cell.

1 64, A system for monitoring data on a first communication line comprising:

2 a packetizer for receiving the data from the first communication line and extracting
3 aplurality of packets from the data;

4 means for recursively generating statistics corresponding to the plurality of

s packets.

1 65. A system according to claim 64 wherein the means for recursively

2 generating statistics comprises:

3 means for generating records corresponding to the plurality of packets;

4 a filter for identifying packets from the plurality of packets received by the system

5 during a time period;
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0 66. A system according to claim 64 further comprising a display device for

2 displaying the generated statistics.

1 67. A system according to claim 65 further comprising a user interface for

2 defining at least one of the first statistics, the second statistics, and the time period.

1 68. A system according to claim 65 further comprising:

2 a time source synchronized to an absolute time source; and

3 means for determining a time when each respective one of the plurality of packets
a  was received from the first communication line.

! 69. A system according to claim 68 wherein the time source is a receiver for
2 receiving a time signal from a global positioning satellite.

1 70.  An article of manufacture comprising a computer useable medium having
2 computer readable program code means embodied therein for monitoring data on a first
3 communication line, the computer readable program code means in said article of

4  manufacture comprising computer readable program code means for causing a computer to

s effect:

6 receiving the data from the first communication line;

7 extracting a plurality of packets from the received data; and

8 recursively generating statistics corresponding to the plurality of packets.

1 71. A computer program product comprising a computer useable medium
2 having computer readable program code means embodied therein for monitoring data on a

3 first communication line, said computer readable program code means in said computer
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3 data on a first communication line, said method steps comprising:

4 receiving the data from the first communication line;

5 extracting a plurality of packets from the received data; and

6 recursively generating statistics corresponding to the plurality of packets.

1 73. An article of manufacture comprising a computer useable medium having

2 computer readable program code means embodied therein for displaying packet properties
3 onadisplay device having a display area, the packet properties corresponding to packets

4 received from a first communication line during an interval of time, the computer readable
s program code means in said article of manufacture comprising computer readable program
6  code means for causing a computer to effect:

7 (a) displaying a table listing the packet properties in a first portion of the

8  display area; and

9 (b)  displaying a plot of the packet properties over the time interval in a second
10 portion of the display area, the plot having two axes, the packet properties being

11 represented on one axis of the plot, and time represented on the other axis of the plot.

1 74. A computer program product comprising a computer useable medium

2 having computer readable program code means embodied therein for causing displaying

3 packet properties on a display device having a display area, the packet properties

4 corresponding to packets received from a first communication line during an interval of

5  time, said computer readable program code means in said computer program product

¢ comprising computer readable program code means for causing a computer to effect:(a)

7 displaying a table listing the packet properties in a first portion of the display area;

g and
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9 ) displaying a plot of the packet properties over the time interval in a second-
to  portion of the display area, the plot having two axes, the packet properties being

1 represented on one axis of the plot, and time represented on the other axis of the plot.

1 75. A program storage device readable by machine, tangibly embodying a

2 program of instructions executable by the machine to perform method steps for displaying
3 packet properties on a display device having a display area, the packet properties

4 corresponding to packets received from a first communication line during an interval of

5  time, said method steps comprising:

6 (a) displaying a table listing the packet properties in a first portion of the

7 display area; and

8 (b) displaying a plot of the packet properties over the time interval in a second
9 portion of the display area, the plot having two axes, the packet properties being

10 represented on one axis of the plot, and time represented on the other axis of the plot.

[ 76. An article of manufacture comprising a computer useable medium having
:  computer readable program code means embodied therein for collecting and analyzing

3 first data transmitted on a first communication line, the computer readable program code
4 means in said article of manufacture comprising computer readable program code means

s  for causing a computer to effect:

6 (a) receiving the first data from the first communication line;

7 (b) segregating the received first data into packets;

8 (c) determining a respective type of each packet;

9 (d) selecting packets based on their respective type;

10 (e) associating a respective index with each of the selected packets;

" (f) converting each of the selected packets into a respective record including its

12 respective index;

13 (g) storing the records in a first memory;
14 (h) receiving a first duration value corresponding to a first time period;
15 (i) generating at least one statistic corresponding to packets received during each

16  successive time period; and
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s program code means for causing a computer to effect:
6 (a) receiving the first data from the first communication line;
7 (b) segregating the received first data into packets;
8 (c) determining a respective type of each packet;
9 (d) selecting packets based on their respective type;
10 (e) associating a respective index with each of the selected packets;

" (f) converting each of the selected packets into a respective record including its

12 respective index;

13 (g) storing the records in a first memory;
14 (h) receiving a first duration value corresponding to a first time period;
15 (i) generating at least one statistic corresponding to packets received during each

16  successive time period; and
17 6)) storing the at least one statistic for each successive time period in a second
18 memory.

1 78. A program storage device readable by machine, tangibly embodying a

2 program of instructions executable by the machine to perform method steps for collecting
3 and analyzing first data transmitted on a first communication line, said method steps

4 comprising:

5 (a) receiving the first data from the first communication line;

6 | (b) segregating the received first data into packets;

7 (c) determining a respective type of each packet;

8 (d) selecting packets based on their respective type;

9 (e) associating a respective index with each of the selected packets;
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(f) converting each of the selected packets into a respective record including its
respective index;

(g) storing the records in a first memory;

(h) receiving a first duration value corresponding to a first time period,;

(i) generating at least one statistic corresponding to packets received during each

successive time period; and

)] storing the at least one statistic for each successive time period in a second

memory.
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