A METHOD AND SYSTEM FOR ENFORCING A SECURITY POLICY VIA A
SECURITY VIRTUAL MACHINE TECHNICAL FIELD [oool] The described
technology relates generally to enforcing a security policy to block an
undesired behavior by a computer program. BACKGROUND [0002] Software
systems, such as operating systems and file systems, provide application
programming interfaces through which application programs can access the
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provide functions with parameters for performing a speciiied service. For

example, a file system may SECGURITMEMR TAINLr MACHINEas a "system

call") for creating a file. That function may have parameters that specify a file
location, file name, file type, file size, and so on of the file to be created.

When an application program invokes a function, it passes actual
parBECHNSCALr¢$pomding to the formal parameters defined for the function.

The function may perform certain checks on the actual parameters to ensure
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extremely complex for a variety of reasons. A software system may seek to

be Baekwargngrppatible with all prior versions of that software system. In

such a case, the software system may need to support all the functions of

the ap Iic%i) n program interface of the prior versions. Since neem functions
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creating a file. That function may have parameters that specify a file location, file
name, file type, file size, and so on of the file to be created. When an application
program invokes a function, it passes actual parameters corresponding to the
formal parameters defined for the function. The function may perform certain
checks on the actual parameters to ensure that they are valid. For example, the
create file function may ensure that the specified file type is valid. If a parameter is
not valid, then the function returns an error to the application program.
[0003] Software systems can be extremely complex for a variety of reasons. A
software system may seek to be backward compatible with all prior versions of
that software system. In such a case, the software system may need to support
all the functions of the application program interface of the prior versions. Since
new functions are typically added with each version, the number of functions can
be very large and their interactions complex. Some software systems may also

include software components developed by different divisions of the same



misuse or intentional attack. One vulnerability of a software system may be
through the parameters of its application programming interface. When the
functions of prior versions are combined with those of newer versions, and
when components from different developers are integrated, the existing
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limitation.
[0005] It would be desirable to have a mechanism for enforcing security policies
and, in particular, security policies that specify valid conditions for parameters of

application program interfaces.
SUMMARY

ooos] A method and system for enforcing a security policy is provided by a
security virtual machine. The security virtual machine includes a processor
engine, an instruction store, a data store, and an instruction pointer. The security
virtual engine executes a security program specified using an intermediate
language that is compiled from a high-level language representation of the security
policy. The security program is loaded into the instruction store for execution.
When a security enforcement event occurs, such as the invoking of a function of

an application programming interface, data from the security enforcement event is
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specify actions to be taken to enforce the security policy based on the data of
the security enforcement event. BRIEF DESCRIPTION OF THE DRAWINGS
[0007] Figure 1 is a block diagram that illustrates components of the security

system in one embodiment. [0008] Figure 2 is a block diagram that illustrates
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diagram that illustrates the |aY0ut of an instruction of the security virtual
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Figure 5 Is a flow diagram that illustrates the processing of the system call
intSREH YRR A LR Ibodiment. [0012] Figure 6 is a flow diagram

that illustrates the processing of the processor engine of the security virtual
maBRIEFAMD&SORIPOHDNeOF [DEEBPDRAVENGS a flow diagram that illustrates
the processing of the dereference component of the security virtual machine
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processing of the nontest component of the security virtual machine in one
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of a security virtual machine is provided. In one embodiment, a security
syREPHHDVOEINPBEBL TR eaNPegMiaBt that executes

[0o11] Figure 5 is a flow diagram that illustrates the processing of the system call
intercept component in one embodiment.

[0o12] Figure 6 is a flow diagram that illustrates the processing of the processor
engine of the security virtual machine in one embodiment.

[0013] Figure 7 is a flow diagram that illustrates the processing of the dereference
component of the security virtual machine in one embodiment.

[0014] Figure 8 is a flow diagram that illustrates the processing of the evaluate test
component of the security virtual machine in one embodiment.

[0o15] Figure 9 is a flow diagram that illustrates the processing of the test
component of the security virtual machine in one embodiment.

oo16] Figure 10 is a flow diagram that illustrates the processing of the match
string component of the security virtual machine in one embodiment.

00171 Figure 11 is a flow diagram that illustrates the processing of the nontest

component of the security virtual machine in one embodiment.



security programs expressed in the instruction set (i.e., intermediate
language) of the security virtual machine. The security system may include a
compiler that receives a security policy represented in a high-level language
and generates a security program that is a representation of the security

polpg TAIDE P EsesateT l@pguage of the security virtual machine. The
security system stores the security program in an instruction store of the
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the security virtual machine of the security system executes in kernel mode of an

compiler that

a security

operating system to identify and prevent attempts by applications and external
systems to perform an undesired behavior for the computer system on which the
security system is executing.

[0019] In one embodiment, the security system identifies when parameters of a
system call issued by an application to a system service (e.g., file system and
memory management system) may lead to an undesired behavior. The security
policy contains rules that each specify a condition based on parameters of the
system call and an action to take when the condition is satisfied. For example, the
condition of a rule may be satisfied when a file create system call is issued with a
parameter specifying a file size greater than 1GB. The action associated with that
rule may be to block the creation of the file. The high-level language may be an
XML-based language, and each rule may be identified by rule, condition, and

action tags. When the rules of the security policy represented in the high-level
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language to form the security program. For example, a rule may be translated
into a series of instructions. One that compares the system call to a value
indicating that the function is "file create,” one that compares a file size
parameter to a constant with the value of 1 GB, and one that outputs an
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virtual machine includes a processor engine, an instruction store, an
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instruction store with a security program that implements the security policy.
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parameters of the system call (including a value that identifies the system

calfYRtoM%8lata store. The security system may also store process control
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instruction that is executed modifies the instruction pointer to point to the next
instruction to be executed. The instructions reference the data of the data store to
enforce the security policy. The execution of the security program generates an
output action set that specifies the actions (e.g., block system call) that are to be
taken to enforce the security policy.
[0021] In one embodiment, the security policy may comprise a sub-policy for each
system call whose parameters are to be checked. The security system may
compile each sub-policy into a separate security sub-program that can be loaded
into the instruction store independently of the other security sub-programs. Each
sub-policy may correspond to the security enforcement for a single system call.
The security system may maintain a mapping of each system call to a start
instruction pointer in the instruction store and a start data pointer to the data in the

data store of the corresponding security sub-program. When enforcing the
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data store of the corresponding security sub-program. When enforcing the -5
security policy on a system call, the security system initializes the instruction
pointer to the corresponding start instruction pointer and the data pointer to
the corresponding start data pointer. The security sub-programs can use
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block diagram that illustrates components of the security system in one
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call intercept coeriné)ogﬁnt 121, a load program component 122, and a security
virll X1 CRERLAWRIE D Sathe security virtual machine includes an instruction

poipter)l Figar@racesserisioekelibgfamn inatruntistrastdy ecdrAth eishesdafathe security
store 129. The load program component loads security programs compiled

by DVSETAD 098 STEPRAGNL inbire ALY SYSTEL BShiRS SriTe components that
magkéteitstiraspragmie da@ i tracetatihstareand setRéhtestidmdde 120. A policy
instructign paointer. The system call intercept component intercepts system .
OGS S oG A b ARGULE D, HRE AT Crdps GPmRUe Security
sysieliciesll ¢ihd psigsserstridiintoatenrnttipeogrpicatiout pieg@asudle by the

IncSESLIE, S PR CBmp Qe HCHL GG SOUESLB e IRS o system cal

exéotdetnt seonpitynenoor2am af libed neibgetion stoiponbatptagessad a security virtual
machine 125. The security virtual machine includes an instruction pointer 126, a
processor engine 127, an instruction store 128, and a data store 129. The load
program component loads security programs compiled by the policy compiler into
the instruction store of the security virtual machine, stores program data into the
data store, and sets the start instruction pointer. The system call intercept
component intercepts system calls issued by application programs 101 and stores
the parameters of each system call and process control information of the
application programs into the data store. After intercepting a system call and
storing its parameters, the system call intercept component instructs the processor
engine to execute the security program of the instruction store. The processor
engine executes the security program by fetching instructions pointed to by the
instruction pointer and performing the operations specified by the instructions.
The operations include storing actions to be taken to enforce the security policy in

an output action set of the data store. Upon completion of the execution of the
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engine executes the security program by fetching instructions pointed to by
the instruction pointer and performing the operations specified by the
instructions. The operations include storing actions to be taken to enforce
the security policy in an output action set of the data store. Upon completion

of ¥ecaxefwiegrahthensegetdynnradranerizp systapbeaihirieresiPhs the actions of the

component performs the actions of the output action set. [0023] The
cofPRHFEEREn which the security system is implemented may include
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pointing devices), output devices (e.g., display devices), and storage devices
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programsaothdesiécpatedealkingsmputers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based systems, programmable
consumer electronics, network PCs, minicomputers, mainframe computers,
distributed computing environments that include any of the above systems or
devices, and the like.
[0025] The security system may be described in the general context of computer-
executable instructions, such as program modules, executed by one or more
computers or other devices. Generally, program modules include routines,
programs, objects, components, data structures, and so on that perform particular
tasks or implement particular abstract data types. Typically, the functionality of the
program modules may be combined or distributed as desired in various
embodiments.
[0026] Figure 2 is a block diagram that illustrates the data structure of the data
store in one embodiment. The data store includes a literal data structure 201, a

dynamic data structure 211, a system call parameters data structure 221, a
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programs, objects, components, data structures, and so on that perform
particular tasks or implement particular abstract data types. Typically, the
functionality of the program modules may be combined or distributed as
desired in various embodiments. [0026] Figure 2 is a block diagram that
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format includes data type and data sjze information. In one embodiment, the
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StoREHIAD KE.RR Pl REcsiErer o e P e EhP BRI ence the ltera
selkdésaghimpidhddypesind sineetektintartthe dedeimined. dyrasyistaabtedl  When
executing an instruction, the security virtual machine dereferences the index to the
literal and dynamic table by retrieving the indexed entry and using its value as a
pointer to the start of the data item in the literal or dynamic data store. Since data
is self-describing, the type and size of data can be determined. The system call
parameters data structure includes a string table 222, an integer table 223, and a
raw binary table 224. The parameters of the system call are stored in these tables
according to their data type. The process control block data structure is a table
that contains an entry for each piece of process control information that is
available to the security virtual machine. In one embodiment, the process control
information includes an application identifier and a thread identifier. The action
output set may be a set of action flags that is generated during execution of the
security program and that indicate actions to be performed to enforce the security
policy on the system call. The actions may include blocking the system call and

notifying a user.



parameters data structure includes a string table 222, an integer table 223,
and a raw binary table 224. The parameters of the system call are stored in
these tables according to their data type. The process control block data
structure is a table that contains an entry for each piece of process control
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instruction. The operation code identifies th ration of the instructi ] .
e PRGURR, 75 TSGR PHe ParBRTE Rl cORBREZPEISHbClElY contains a
desgeriptae®?l ((e9aripdcran3ndef S 2ankhaparateetS2lesThptgraradieddes descriptor
whetlgi.er garan}ﬁt r)referstoas ster{u cal aramg;er or%mprocess control

g

infdPHSASTS PR ARSI RIRSInG At SY HYDS &FH RArgUaeiRhets o process
thegoiftedhighfordettioits of tfie indleyseendyevhethciiststringdiebtes a system call

parameter, then the high-order bits of the index specify whether the string table,
integer table, or raw binary table of the system call parameters data structure is to
be indexed, and the low-order bits indicate the indexed entry of the table. If the
parameter1 descriptor indicates process control information, then the index
indicates the specific process control information. The true branch field and the
false branch field contain offsets that specify the next instruction to execute
depending on whether the condition code of this instruction evaluates to true or
false. The offset is added to the current instruction pointer to point to the next
instruction to be executed.

[0028] Tables 1 and 2 illustrate the instructions of the security virtual machine in
one embodiment. The instructions can be classified as those that perform a test

on data and those that do not. Table 1 illustrates the nontest instructions.



integer table, or raw binary table of the system call parameters data structure
is to be indexed, and the low-order bits indicate the indexed entry of the
table. If the parameter) descriptor indicates process control information, then
the index indicates the specific process control information. The true branch
field and the false branch field contain ofiggisthat specify the next instruction
to execute depending on whether the condition code of this instruction

evalu@ﬁgggﬁ&e{ﬁd@ke The offset ﬁéiéé‘%ﬂéﬂ the current 'r_StrUCtFﬂé\'ameters

rnnosql
p0|IILUI lutﬁgl-n O UICTIg )§|{IIIDUULLIUII lU UU U)\CLULUU [VUZO] dUIUb J. d.IIU L

illugtrate structiong SRS Qéeﬁ?iﬁl\';'igtual machine in on Bl%b?}am%ﬁf’de
The instruaGdn®©ban be oPaWM@amtlwseotdlattpéhEJmtawtzst P2 dattiemdode
those that do not. Table| Bitimiragds the nontest instructions. TABLE 1

Operation)fypdeDescrip 'Qﬂﬁﬁ‘ié‘iﬂerﬁ%'iﬁ iH&tJ&IGRS processin Ip2- fiAfpSoffset from
code ACTIONAdds the action code to the output p2: action cod&ﬁfgmr]&fgtlon

impJump vinstru m ffset fromcurrenttocatio ]

RESETCI §§ e outp tét(:et%ﬁ ﬂjé?. t{l‘&lrli) P& qB(?fES] Table 2 IIR?stllgﬂ%r?He
nontest instructions. The pattern instruction may define a regular expression
for comparing two strings, which is useful for wildcard- type comparisons of

fileeesTebm, 2* sty étJﬁﬁl&ﬂo@l@@t&t@lr@@tﬁiﬂ@eSCﬂﬁ@%ttern instruction may
TEST oolean: test if p2 is TRU CMPEante er: compare

E?n?e%u rﬁﬁﬁf@sﬁlmﬂ) Wﬁ‘_ﬁ%ﬁ!&% %éfﬂﬁgﬁe WP}IBQ Is useful for wildcard-

type comparisons of file names (e.g., "*.DAT").

TABLE 2
Operation Code Description

TEST boolean: test if p2 is TRUE
CMPEQ integer: compare p1==p2
CMPNE integer: compare p1!=p2
CMPLT integer: compare p1<p2
CMPLE integer: compare p1<=p2
CMPGE integer: compare p1>=p2
CMPGT integer: compare p1>p2
BLOB_MATCH blob: p1==p2
STRING_MATCH string: p1==p2
PATTERN_MATCH string: p1 matches p2

wildcard-pattern
BLOB_MEMBEROF blob: p1==p2]i]
INT_MEMBEROF integer: p1==p2]i]
STRING_MEMBEROF string: p1==p2[i]
PATTERN_MEMBEROF string: p1 matches p2]i]

wildcard-pattern
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CMPLEinteger: compare pl<=p2 CMPGEinteger: compare pl>=p2
CMPGTinteger: compare pl>p2 BLOB-MATCHBblob: pl==p2 STRING
MATCHSstring: pl==p2 PATTERN-MATCHSstring: p1l matches p2
wildcard-pattern BLOB-MEMBEROFblob: pl==p2[i] INT-MEMBEROFinteger:

pl=oesli] FiRISAMEMBHERstanp Trdlilustrates the processing of the load
PATTERN-MEMBEROFstring: p1l matches p2[i] wildcard-pattern -10 [0030]

FigRRUA8 2 HRINPARGRANT G RN TR brodEKsiREBPIEalP (YgKEH when a

COSEENENt FrewaeMBofintRNtohe ¢ AMBOoMRNSISANNBKAHYBE A chRfeINtYA security
program is to be loaded into the security virtual machine. A security program

comEGREAMHGRNIRRS sG] dMdrat RS bibdite R adatR iRt (aRd Biodknamic data
The|liekal deia higglkingdiigdesidek iMermariome’ tRrlifasllohaie tae literal data table

followed by the information of the literal data store. The component copies

thelAiRMa4A% BiScIiBTRatIRar QT tafe!LRIAl AR £ I0kaRigrRrRgnent copies the

comeeaetihtthemnadds thas hiasalosarienstareaghafisaltirthedidson. dathe component
table to convert th% offsets tg pointers. Tg()—;: ﬁgé)ﬂ onent processes
irttral

oy A0S, RS CRAAM IRk SIREhI AR B CaRaRRIR g gonvert the

thaprisettctativeintelle stag ebpohwiabstyesand the dynamie gt biloddaska similar
401, the ce_iomponent identifies a start Io,cati?fm WithFiH the Iiter(%l store anﬁ]
e start of the

copl@y the Niferdf it BRIBKCEPHR: SRRy OpRsiraMdathd e tiva:

lochiépal BigtecisianipogrdididhReccempontotiaddd , he siarh [adisnidentifies a start
each offset of the li era,datq table to convert the offsets of E%eas urity
K a

progFRatiois RETRR e, BRSEK SECHRNEoRpsTR AN RIHE RS ot ffofhe security
witpio grerdiantiigsiersanstannissatiun dynadeicisiata hitesk 40 2hergecoritgonent adds

the start location to each offset of the literal data table to convert the offsets of the
security program to pointers. In block 403, the component identifies a start
location within the dynamic store and copies the dynamic data block of the security
program starting at that start location. In block 404, the component adds the start
location to each offset of the dynamic data table to convert the offsets of the
security program to pointers. In block 405, the component copies the virtual
instructions of the security program to the instruction store and then completes.

[0031] Figure 5 is a flow diagram that illustrates the processing of the system call
intercept component in one embodiment. The component is invoked when a
system call is intercepted. The component initializes the system call parameter
data structure and the process control data structure and then starts the security
virtual machine. The component may also provide an instruction pointer of the
instruction to start executing to process the system call. When security sub-
programs are used, the component may have a mapping of system calls to the
start instruction pointers and to start data pointers to the literal and dynamic data
structures for that system call. The load program component may be called
multiple times to load different sub-programs of the security program for

processing different system calls. Since the instructions and data are offset
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program starting at that start location. In block 404, the component adds the
start location to each offset of the dynamic data table to convert the offsets
of the security program to pointers. In block 405, the component copies the
virtual instructions of the security program to the instruction store and then

compairigs tHd QR irigiures Saisp digw emeieandiarbtluattpehtie BrRfrEINbehtions of
the system call intercept comfsﬁ]onent in one embodiment. The component is

inviIRNHITERUIRNS5E9Een 20 dalaestustiEesrhdtaiashnatd iniRgIcR@paaent sets the

syssarrepilimarapiRigrpeaiteptivatisesiand thstRiesesSpenise! sRHASEBBIME program
and then starts the security virtual machine, The component may also

pro¥LraRaistRR AGHPLRHEP Wik RiliBh e Q4R Sx MY 1o Pralosks 502-504,
thetBy i setle VY SIS QRBHAGSIHE: PAPSTASRSKSI6F Hse &yite BOsANRRIMHBRY stem call

have a mapping of system calls to the start instruction pointers and to start

daRBIRER o MReAIEIHHEPdyndMiblasta Wrrctilies formRapsplefiegi the next
ThedeaeheregsitheosyRMGNENRY IhedsBlSrTHIBENEUBER Wilene giferaaters of the

sub-programs of the security program for processing different system calls.

SR i RAth SUAG DS SHEHER! B e RRRIADN GO Tt block
cars0s, sépsgckiiie thernpshaviai eantinoetianbrickhsoastrustisiockaseanthdaidamponent
structures. |n block 501, the component sets the current instruction pointer to

theSLESin LRI CRBIP PG R UPIRE SE cility B o RRFORIRIPedaRlgnOh igh System call
outpaitpabieran daitinl stalet(eed. ampityeniNIbksto0B16OK, 302 compekent the next

RIS e e B o Yo bneny oops storn
parameses ddhediyafermetibr indgrisipodeiosicoifolfdltahsipataraetaisbiick 505, the
T P
conteosgstestasal. thig stdenirm (s 06 jrftad dnprotaisstaiete thformation has
e e AL PP AR PR cio o
loopsrapwightpootrisriesntDIbIFokMBODN inrthelpeRcE9T cahtyotdaiponent stores the
Str%%ﬁlérc%'egq grlgglésSsO%btnq?ol information into the process control data structure and
then loops to block 505 to select the next process control information.
Alternatively, rather than using and initializing an internal process control data
structure, the security system may retrieve process control information directly
from a process control block when needed. One skilled in the art will appreciate
that a process control block is created by an operating system when a process is
created. In block 508, the component launches the security virtual machine to
enforce the security policy on the intercepted system call. Upon completion of the
execution of the security program by the security virtual machine, the component
performs the actions of the action output set.
[0032] Figure 6 is a flow diagram that illustrates the processing of the processor
engine of the security virtual machine in one embodiment. The processor engine
initializes the system call parameter data structure based on the intercepted

system call, launches the security virtual machine, and performs the actions of the
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component selects the next process control information for the process that
placed the system call. In decision block 506, if all the process control
information has already been selected, then the component continues at
block 508, else the component continues at block 507. In block 507, the

copgprnssiierestie selenRiPEoeUTONtR! hroseinndnirbedbpsersading and
control data structure and then loops to block 505 to select the next process

cort¥ECIBmIINSKHERRR Oy (RatSECHIN RERARGSINERE MMt iRtbelion store

Progesis £ MRROIrAacHY GE e dbeteg CUTHYSHS e MUBaTEHIe YeaPERREFRY policy may
contragl information directly from a process control block when needed. One

skiffedine et iAnsyprérarditicr Lhdule dssalifiado bR SRR dig b e tested. In
OP@IBHRBOYSIEIS PORE:OF RIRFAESHARE S ih &Pl rBeforNeciemBee &Y the current

launches the security virtual machine to enforce the security policy on the

intdPSUMERPEy BRIRIaI. Il Ao RiedBR BracessRE GRORGINRKER @igPmPonent to

progisperchyribe paeatiytuiuahapekriitetbB coMpiesisionaiocRIS U3 Aatensperation
of the actipn output set. [0032] Figure 6 is a flow diagram that illustrates the
or LR A, DEHSHHRIRILGS AGT@BPIRLAL Y Uik BITReoheToRlR. Continues at

emblodknend-. TlTethsosesraticngivige ioftiRy assthecissias £albpisenieralia (except
strycture based on the nt rcept(ﬁslS system call, launches the security vi tué%
matife, %ﬁmg)th%‘%ti RSSS &W%Wa&f?&ﬂ@é??lﬁbl%iaé( 8. If the

60 bératitie poaessonengisedonps ikadingrnsherstioningdnetinstpiotessor engine
RS e ST SO R R
a crydidompbagbiadsdrabiaihe Iwhether thiessvieopstatiomebinakte8tothee or false.
S g S Aot B DG S decisr
to blerKeseBcef tawetei)iontpdrmiseier?, thelecisoprolcakstbLngine continues at
O e At SRt LR R Aok 06, e
nomiesiesperatingitexasdps foe afisdt aferatitaigetihearible fisttesshe engieat instruction
Co%tg?H eSF %%%I?ﬁlég?o%plfstpoeblock 601 to fetch the next instruction. In block 607, the
processor engine adds the offset of the true branch field to the current instruction
pointer and then loops to block 602 to fetch the next instruction. In block 608, the
processor engine invokes the perform nontest component and then loops to block
601 to fetch the next instruction. The perform nontest component performs the
operation of the instruction and sets the current instruction pointer to point to the
next instruction to be executed. The perform non-test component adds the offset
of the true branch (or parameter2 in the case of a jump instruction) of the
instruction to the instruction pointer. In block 609, the component performs the
halt instruction and then completes.
[0033] Figure 7 is a flow diagram that illustrates the processing of the dereference
component of the security virtual machine in one embodiment. This component
dereferences parameter1 and parameter2 of the fetched instruction. In blocks

701-708, the component dereferences parameter1. In decision block 701, if
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operation code of the instruction is a halt operation, then the processor
engine continues at block 609. In block 604, the processor engine invokes
the evaluate test component to determine whether the test operation
evaluates to true or false. The invoked component sets a condition code flag

to thup-PRdaise - iFIepition LACkHamdidhe sonditarsasietiseigrdhridiedescriptor,

processor engine continues at block 607, else the processor engine

cortfifetst BRSER%HNrFBrHHtvﬁéeathE'%Jé)s%onﬁ?gM@a%%@la?@%fﬁ*sépb‘t'nues at
thetfigisie Poanchfisistio 109 cursess insEveHPBe ROTAE HaRsHéRRJOORmeter 1 to the

block 601 to fetch the next instruction. In block 607, the processor engine

adEQRESSHSAUFThd HAETRUAR SREGHS theP¥uridt IRdEYcREnPREIE eI @nd then
thegolommsc® MersR0209. ferBdbribexb ok 7OBME IRingk 688 pilmeter1 indicates

processor engine invokes the perform nontest component and then loops to

blollét 6?5?t§¥étﬁﬂ"tt‘r‘@hé3&rﬁ§t?ﬁ%ﬂdﬁ FhdfeoRminRIntg GamRMGHE continues at

persoks e owetlmeofctbm;uoﬁémtl@orﬂmttéetSaHﬂo|owerﬂ0618truﬁtl@lbck 704, the
pointer to é}fﬁgmt to the@r 1gxt instruction to be executed. The erform n

cofPBRANER A I & SHEEICTRTRROGALBIAMGIRE! Qﬁtgt Sh3REY ‘%é By §he index

junpinFontitRiRsobthslodistragion ko deeikisH Usiior FOBLel. thdIprleR0SE erameter1
component p%‘ﬁr s the halfeéistructmn and then completes %)03%1 Figure 7

s AGRlRs NS RETAPOELRA R IR GEFETe R @porient Gontinues
compwnetk ofiBe srruibevistiaparaafinsomtiane b aigvMOThiSIn block 706, the
component derefer nc ameter) and par ter2 of the fetched
ins R SR TG R 1 R TP A B e S04 s RGHiS ! fy the index
deea@mbtﬁﬁtoé@latf bldcRaragetdn) iserisisriebioul| Porarietes aﬁdeﬁlleﬁt@érametem
Ih&(g;iram L escr tor, the the component continues at %}\ &}ﬁ {
clo e B oAb o AR 4o 55 fodR o2 TR colifBnti componen
setsghtnieretsr eesd maete@értceﬂr@r haxesemetrollmfomatme the component
spempe(iliB dex of aramete%l rfﬂathen contj nues at block g I .
oGl B A6 08 e R O ol (FALARLE Y SPR fbiEin by mdex and
pareunéteres aatintégek, e9 thelaomipeken7OMTNYestae biotkptitkrilsdéheferences
CongrQanrﬁgtecr%h“mllr? S gec?l!s?lgh 78[%01? ty8§k 7|t0 4fhttg(aparameterZ descriptor indicates
immediate data, then the component continues at block 710, else the component
continues at block 711. In block 710, the component sets the dereferenced
parameter2 to the value of parameter2 in the fetched instruction and then returns.
In decision block 711, if the parameter2 descriptor indicates literal data, then the
component continues at block 712, else the component continues at block 713. In
block 712, the component sets the dereferenced parameter2 to the literal data
specified by parameter2 in the fetched instruction and then returns. In decision
block 713, if the parameter2 descriptor indicates dynamic data, then the
component continues at block 714, else an error has occurred. In block 714, the
component sets the dereferenced parameter2 to the dynamic data specified by
parameter2 in the fetched instruction and then returns.
[0034] Figure 8 is a flow diagram that illustrates the processing of the evaluate test

component of the security virtual machine in one embodiment. The component
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component sets the dereferenced parameter) to the integer specified by the
index and continues at block 709. In decision block 705, if the index of
parameter) indicates that the system call parameter is a string, then the
component continues at block 706, else the component continues at block

70 4devalesknOBpHiaticpnepaeest srRisdhaETRErEEEES Adamairbsia Bemponent to

string specified by the index and continues at block 709. In decision block

701TRIERNdeR dFBhramiial) GREIGHRR thafithe siBRerN¥aligfrariBRANENT sets the

ravg Gt e e G omRrOngNtaetinue sRIJEAsK HiSIRIS8@N80®r RS component
occurred. In block 708, the component sets the dereferenced parameter

o to
theSRP Bsat) & pRRATBEBY At RixBRdcadsshiRimabak 79 PIRE B CRE4-806, the
70%orhpoEnEaRRReRNtHeIEtRipBsRM tY AR MR ERIeHSIO8das dprition code

the parameter2 descriptor indicates immediate data, then the component
coMLEERBIERS7 10, else the component continues at block 711. In block

710t crigmenentisets thewedeigrancethapaiamsetass taibe plogseing of the test
parameter2 in th? fetched instruction and then returns. In decision block 711,

if RO PRARES erd| dd38riSRFUAH cHEL AlerRRFRIRS Y #R° cBMBBAERENt:  The test

coryripsrasnl anlsléhie il ehd ecepopentiirceptsuas alddrRa0A1Ihéchinpknent sets

712, the component sets the d?re&?fencedﬁ})&?rameter to the liter Id%tah

spdeRiGaH I SRRe2 A R WG LRI RIBERNSRY BRIAMSIF s apd then returns.

degisign Pigeike’ 1) iisthe pawabeigraneseripiustdiestahslractesliath.dhefle match

the component continLé?st[ﬁt block 714, else an error has occurred. | blg)ck
S

71809 SHNPSNENE s B RN RGPS dNh R nEmRegupent.  The
spegifigsbhgnpatutsiaiids thentstehedinstrdetisferandéderpeptigel@03Ahtches the

Figure 8 is a floy diagram that illustrates the processing of the evaluate test . .

con B R LRI o REE TR R U G SR e rrachine may

cormpenpatietd desttmsghe Bperakamptislefjhediorted mayurigioomnd "wild card"

e e SRR Shugh e 101, e

bloleksy 86l FOBathmemnpenehipalerndis 2hmatutratienctide cdrifisoloadiedontinues at

insgll.é%t‘i(o% Ple()lgléstﬁg4a%9§fetr%%ced parameters cannot match and the component
continues at block 1002. In block 1002, the component sets the condition code to
false and then returns. In blocks 1003-1006, the component loops checking each
character of the strings of the dereferenced parameters. In block 1003, the
component selects the next character of each string. In decision block 1004, if all
the characters of the strings have already been selected, then the component
continues at block 1008, else the component continues at block 1005. In block
1005, the component normalizes the selected characters. For example, the
component may put each character into lowercase to implement a case insensitive
comparison. In decision block 1006, if the selected characters match, then the
component loops to block 1003 to select the next character of the strings, else the
component continues at block 1007. In block 1007, the component sets the
condition code to false and then returns. In block 1008, all the characters of the

strings match and the component sets the condition code to true and then returns.
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component invokes the components to implement the decoded operation
code and then returns. [0035] Figure 9 is a flow diagram that illustrates the
processing of the test component of the security virtual machine in one
embodiment. The test component implements the test operation code. In

blogk:901Fthareompenentistisdiagraandiianinesietesheyahis@sifg of the nontest

dereferenced parameter2 and then returns. [0036] Figure 10 is a flow

diaEPTRINEI Rtk B SBEY H MEuRl OACRINE AN S ATBRQS BB RNt G rgPmPonent

se@EHp VTS B Enapbitidh TetRE) RMBSNbpIati6ANtIREBE difEeFBIIRS instruction,
whether the dereferenced parameter) matches the dereferenced

parFieHns. HeHRG dhtb SUREHL MRELHAPIHUMEEHRAM M fext instruction to

patgetmatcimngeEisiopxBibsie1 foraiptheipeYi s bisteeas \Widaedish operation, then
specification or more generally a regulaiﬁgression. In decision block 1001,

i (1RSI GRGRORE PR AARMS: Al PRSnEids RiseHNM GomeSAhSABHRUSS at block

contirpges at birberk11003 teésedhm daesfesiuresaparaistarsfanafetdnatehstruction to
and the component continues at block 1002. In I?}%k 1002, }he component
1

setDhaHRLR Lhae BN e A RPN ¢S BRI Kl d0¢s 1B03ettRD dRigck 1103, if
COW@@@?#I?@%T wﬁggwgga e{]@@bt Weasien Pftllﬁléﬁ Sﬁ@%ﬁfﬁbﬁéﬂﬂf@fﬁfmh at block
par eters. In bloc , the component selects ext char el Of eacC
D0 41 CRIRROITN GPU M AP IE & A L DIRGE A108 dhesgmponent
beeleagiettiedattion ibetsompanand tticoesAliddogk BIBER, £187 thén decision block
com ent continues.at block 1005, In block 1005,H_1Iec mponent _
norhig It e GBRIAISN RATS iR A ERIPCSRRIANO M e s RemARRg N ontinues at
eagiodhatad o) Elge Ime;i@giﬁpd?émrﬁ@ﬁgmu@maéoageiﬂmﬁewpeaam codes. In
In decisio ck 1006, if the selected characters match, then the component
oo T G e TS PSS e N LGS Reton pointer and
conmepnesttagntimésoakdldck LKy confponle A08dd hib e vapensintheetsutheranch field

conditjon code to, false and then returns, In block 1008, all the characters of
thetost ﬁé’é’%eﬂ H'SHHS 8%8%5’&%&“@&?%@ Adition code to true and

thepowsiurdme ki8] Fguaet Iiillsap fieeidiegiaan dthoillgatepesifitcembodiments of
prot %sssig uorftg/hes{/lgt%t%ﬂhave been described herein for purposes of illustration,
various modifications may be made without deviating from the spirit and scope of
the invention. One skilled in the art will appreciate that a security system using a
security virtual machine can be used to enforce a wide variety of security policies.
For example, the security system can be used to enforce security of messages
received via a network, transactions received by a transaction processor, and
more generally any application that provides an application programming interface.

Accordingly, the invention is not limited except by the appended claims.
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[c1]

[c2]

[c3]

[c4]

[c3]

[c6]

component of the security virtual machine in one embodiment. The

component performs the operation of the nontest operation code of the

fetched instruction, including setting the current instruction pointer to point to

the next instruction to execute. In decision block 1101, if the operation code

IS an action operation, then the compongnipggginues at block 1102, else the
component continues at block 1103. In block 1102, the component adds

parameter2 of the fetched instruction to the action output set and then
coqﬂﬁéeaéa}mlock 1107. In decision block 1103, if the operation code is a

reset operation, then the component continues at block 1104, else the

component continues at block 1105. In block 1104, the component clears the

action output setand e GRS ABIPSKAAAT dp deelrianlod 4405 dbiicy, the
the operation code is a jump operation, then' the component continues a

blonteli®@b cemspristngomponent continues to decode further operation codes.

In block 6 0 n _ parameter2 to the current instruction

pointer a 8tY1'8trﬁﬁ %e%u%%%ﬁ\%ﬁfﬁi 107, the component adds the value of the

true branctofigiling the seawityipsiiay tiolo goseeuriycbtivgramtbased0wBan instruction
One skillgd in th%&rhwgl%%qﬁ{g%ﬁgéﬁxﬁm%p specific emboqliments_ of

the security system have been described herein for purposes of illustration,

various miggifigitng aeu bty rpeatirantHota deviasingdiiom sherspifitb@dsecurity virtual
scope of the invmggmn killed in the art will appreciate that a security

system using a security virtual machine can be used to enforce a wide

variety of speorag@utierse ¢a esauijbieetiersengny eyverdnexaoutivaided istructions

enforce security gf %%Sﬁ?ﬁﬁ?chHeéYSPeVE?aQéﬁ:eWr&afé""B?"‘lﬁ@"%éé&ﬁ@)"& orcement

by a transaction processor, and more generally any application that provides

an application préygatrimerfaiestheeseavdtydnlsy. the invention is not

limited except by the appended claims. CLAIMS I/We claim: [ci] 1. A method

in a computer system for enforcing a security policy, the method comprising:
providing 3. secuflityepoleiod of claim 1 wherein the security policy specifies security

for system calls.

3. The method of claim 1 wherein the security enforcement event is an

application placing a system call.

4. The method of claim 3 wherein parameters of the system calls are

the data of the security enforcement event.

5. The method of claim 3 wherein process control information of an
application that places the system call is the data of the security enforcement

event.

6. The method of claim 1 wherein data of the security program is stored

in a literal data structure.
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[c7]

[c8]

[c9]

[c10]

[c11]

[c12]

[c13]

[c14]

[c15]

[c16]

compiling the security policy into a security program based on an instruction
set of a security virtual machine; loading the security program into an
instruction store of the security virtual machine; and upon occurrence of a
security enforcement event, executing the instructions of the instruction store

based on glata offthe gREHBE SMERITE DM PERNEECIRSHRISEM e SREItEYa reference to
policy. [c2] 2. The method of claim 1 wherein the security policy specifies

sedifs! dHIRRRAIRIDG dteral FREASEWIHSF claim 1 wherein the security

enforcement event is an application placing a system call. [c4] 4. The
method of claim 3 wherein parameters of the system calls are the data of the

security efiforcerhBAtBEERI[O5ClRIThE WReFRIH SetaphtBeviReEIIHRIEEE]M is stored

conral iyiesmatieatal fruagriication that places the system call is the data of
the security enforcement event. [c6] 6. The method of claim 1 wherein data

of the security program is stored in a literal data structure. [c7] 7. The

method obclaim §heraioanoNEfEHAIWHRPERNS RiFRIBIRABR Coiitsid d3&ference to
stored in the literal data structure. [c8] 8. The method of claim 1 wherein data

of ENSERIG At SERERF 15 SasrEyNRMIGIJAtARE Welldrtructure. [c9] 9. The

method of claim 8 wherein an instruction contains a reference to dynamic
data stored in the dynamic data structure. [c10] 10. The method of claim 1 _
wherein ahUnstrddiRMek1adies alanionhareiit arRsRifiomidentiesadocation of

[c1HelAedinadnatiarsh o6 dabp kavherein the security virtual machine supports

Boolean, integer, string, and raw binary data types.

11.  The method of claim 1 wherein the security virtual machine supports

Boolean, integer, string, and raw binary data types.

12. The method of claim 1 wherein the security virtual machine supports

regular expression pattern matching comparisons.
13.  The method of claim 1 wherein the execution of the security program
creates an output action set that specifies how to handle the security enforcement

event.

14. The method of claim 1 wherein the executing of the instructions is

performed in kernel mode.

15.  The method of claim 1 wherein an instruction includes an operation

code, parameters, and branch fields.

16. The method of claim 15 wherein the branch fields include a true

branch field that specifies the next instruction when a condition of the instruction
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[c17]

[c18]

[c19]

[c20]

[c21]

[c22]

[c12] 12. The method of claim 1 wherein the security virtual machine supports
regular expression pattern matching comparisons. [c13] 13. The method of
claim 1 wherein the execution of the security program creates an output
action set that specifies how to handle the security enforcement event. [c14]

14 Ve gtethes! @fi€lainy b vwasee br i fRidtingoé peeimsirusdionsisinstruction when
performed in kernel made. [c15] 15. The methad of claim 1 wherein an

instAfcABATHIANRILRR IBEHGINN evakiatesdmElse; and branch fields. [c16]

16. The method of claim 15 wherein the branch fields include a true branch

field that specifies the next instruction when a condition of the instruction -18
evaluates&-true-r&ﬁ‘drﬁ%ﬂ@éi aflaimididhaielpdbgcehEieRnfREsRMGSN specifies a
whgehHegrapdilisuk of the instruction evaluates to false. [c17] 17. The method

of claim 1 wherein the security enforcement specifies a behavior to block.

[c18] 18. A security virtual machine for detecting when an application is

placing a ggstempcadlwiiftparameiehderinolase Qiéféii{m%j PRiex an application is
cog{rnslng: an instruction Store that contains instructions that implement the
se®iAfNpAicysieaLealL e ParcepRtanishaliyioRifasearHERpBALGY acomprising:

parameteptoreilatispntadie RAEResINER meveiemd s kaRdANErsestlhe security
engine that executes the instructions of the instruction store using data of the

data store and pBRi'ﬁ’béters of the parameter store to determine whether the

system call a@@gg@m@yﬁﬁémliggtécéﬂhggsém@igpﬁgni@;virtual_ machine
of claim 18 wherein the instructions that implement the security policy are

compiled AARArARSIFESEAtEHDAIARRPRS ORI MRIRS R 2 migtHaBv&pll and

language JGzlcé3sdh @ BEHE Tt yired FuasifRon@RliBtibhyvibereid thtruction store
high-level .
using data of the data store and parameters of the parameter store

to determine whether the system call violates the security policy.

19.  The security virtual machine of claim 18 wherein the instructions that
implement the security policy are compiled from a representation of the security

policy in a high-level language.

20. The security virtual machine of claim 19 wherein the high-level

language is in an XML-based format.

21.  The security virtual machine of claim 19 wherein the high-level
language has rules that are specified in terms of a condition and an action to
perform when the condition is satisfied.

22.  The security virtual machine of claim 18 wherein the security virtual

machine executes in kernel mode.
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[c23]

[c24]

[c25]

[c26]

[c27]

[c28]

[c29]

[c30]

[c31]

language is in an XML-based format. [c21] 21. The security virtual machine of

claim 19 wherein the high-level language has rules that are specified in

terms of a condition and an action to perform when the condition is satisfied.

[c22] 22. The security virtual machine of claim 18 wherein the security virtual

machine e@cuteghis kefagiitodauziOriirHigg. dherMeUrE WhErRaghispstem call
of claim 18 wherein a system call intercept component stores parameters of

an iteTeepteBR)RREHaIPIRTER PRIRMRESstedInisgeRind saxsiap call in the
virtgatanasiainstefeclaim 18 wherein a load program component loads

instructions into the instruction store. [c25] 25. The security virtual machine of

claim 18 wherein the instruction set is a reduced instruction set. [c26] 26.

The secunty virtuadnaebiifyohaigig) HeesiHEIRG 2IBiRFeRsS GHEreIn a load program
information store for storing process control information that is used when

ex&QMRENABLIRAAR HsIGHORS Mntorthe RRvRYRA R achine of claim 18

wherein the data store includes a literal data structure and a dynamic data

structure. [c28] 28. The security virtual machine of claim 18 wherein _ _
instructior®eontaife £9EHHNEE i kRReghina @ 619 & wherRirdha ipptruction set is
virtyabaadung Qf wdaibn 18twherein each instruction identifies a location of

the next instruction to execute. [c30] 30. The security virtual machine of claim

18 wherein the security virtual machine supports Boolean, integer, string,

and raw bjgary dafg tyReSHIG3TiH3A MSCRRRIMY qHiNe Bach g dairdddss control

wherein the virtual machine “supports regular expression pattern matching
cor¥imahen csiore2forstasiditpraress nttHiee drfeematinwiakiistiesed when

exGIoNiAg iR IRStruStioRS. creates an output action set that specifies how
to handle the

27. The security virtual machine of claim 18 wherein the data store

includes a literal data structure and a dynamic data structure.

28.  The security virtual machine of claim 18 wherein instructions contain

a reference to the data store.

29. The security virtual machine of claim 18 wherein each instruction

identifies a location of the next instruction to execute.

30.  The security virtual machine of claim 18 wherein the security virtual

machine supports Boolean, integer, string, and raw binary data types.

31.  The security virtual machine of claim 18 wherein the virtual machine

supports regular expression pattern matching comparisons.
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[c32]

[c33]

[c34]

[c35]

[c36]

[c37]

[c38]

[c39]

enforcement of the security policy. [c33] 33. The security virtual machine of
claim 18 wherein an instruction includes an operation code, parameters, and
branch fields. [c34] 34. The security virtual machine of claim 18 wherein the
branch fields include a true branch field that specifies the next instruction

when a capitionak EcHyULHORIGYRIIFIRS & durAnd diRiEaPRa@xEeldion of the

that specifies the next instruction when the condition of the instruction

evANSHSINBIeRIEs] 85 OURHbLRSIAM BRI hRlasRECHRRIARY to handle the

iNsEHfsleBmEtasTeieisacurRgGbitvypolicy, the instructions for execution by a
security virtual machine and being compiled from a high-level language

representation of the security policy. [c36] 36. The computer-readable

medium oég!aimﬁ%ftgﬁaﬁrrﬁgnwmag meefinsiUe @aidata 8ISRHéPpRIigeinstruction
the security policy. [c37] 37. The computer-readable medium of claim 35

whEIOgR XL TG SRISFAFLRS 2Rd BYRRARAIBIS: (c38] 38. The

computer-readable medium of claim 35 wherein the instructions form a

relocatable security sub-program. [c39] 39. The computer-readable medium .
of claim 334wheréhfea@RUAbtYEtied Marhing afrezimstRivtopreelarieanch fields

include a true branch field that specifies the next instruction when a condition of
the instruction evaluates to true and a false branch field that specifies the next

instruction when the condition of the instruction evaluates to false.
35. A computer-readable medium containing instructions for enforcing a
security policy, the instructions for execution by a security virtual machine and

being compiled from a high-level language representation of the security policy.

36. The computer-readable medium of claim 35 further containing a data

store for data used to enforce the security policy.

37. The computer-readable medium of claim 35 wherein the data store

includes literal data and dynamic data.

38. The computer-readable medium of claim 35 wherein the instructions

form a relocatable security sub-program.

39. The computer-readable medium of claim 35 wherein each instruction

identifies a next instruction to execute.
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