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The presenwoionent i on rel ates generally to the field of ycrausmizesti vate
networks, and nore particularly to a nmeuind of and systemfor providing a
virtual private network in which a poltion of each call is transported

t hrough an internet protocol network. DESCRIPTION OF TIIE PRIOR ART |t)
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t el ephone and ot her tel ephones at the 20 site. Additionally, a user of a
tel ephone I 1 may nmake a | ocal or long distance call outside of the

| ocat | MESQRIPTIEN IORTHERRIOR ARTCh as "9", to obtain an outside line.

Addi ti onal | user of, telephgne 1 ] may nake a VPN cal] by entering
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even cquntry. Typjcally, VPN nunbers have the appearance of |ogcal seven
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15 Referring to Fig. 1, there is shown a simplified block diagram of a virtual private network.
An intra-location telephone system includes a plurality of telephones 11 operably connected to a
private branch exchange (PBX) 13. As is well known to those skilled in the art, several or even
hundreds of telephones may be operably connected to PBX 13.
PBX 13 provides intra-site communication between telephone and other telephones at the
20 site. Additionally, a user of a telephone 11 may make a local or long distance call outside of the
location by entering a digit, such as "9", to obtain an outside line. Additionally, a user of
telephone 11 may make a VPN call by entering another digit, such as "8, to reach a member of
the organization at another location. The other location may be in a separate city, state, or even
country. Typically, VPN numbers have the appearance of local seven digit telephone numbers. A
25 three digit prefix number identifies a location and the remaining four digits identify a telephone
within the location. | . |
In the example of Fig. 1, a user of telep'hc.me 11 at a location located in, for example,
California, wishes to place a VPN call to a telephone 15 located at a site of the organization in,
for example, New York. The telephones 15 of the site in New York are operably connected to a
30 PBX 17 that services the site. For purposes of illustration, the VPN number associated with

telephone 15 is 555-1234. To initiate the call, a user takes telephone 11 off hook and receives a



In.the exanple of Fig. 1, a user of telephone | | at a location located in,
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access to t.he public sw d tel ephone system organizations have built or
have gai'ﬁﬂﬁf‘s'@‘é‘i’@b@“fﬁseagﬁf%ef"’%gh speed data networks for the transfer of

dat gsand el ecirRe@pilf; orgafiRafions Ravk begha to Suikinnd Ssepaokt bwitdhed YRS RetwoAa! sudh'S .
as private iiitranets and the Internet itself, for mission critical communications. Even in regions
without relfable access to the public switched telephone system, organizations have built or have
gaified ‘a¢cess to robust high speed data networks for the transfer of data and electronic
communications, such as e-mail, between locations.

20 1t is‘an object of the present invention to provide a system that extends VPN services

through data networks, such as private intranets and the Internet.

SUMMARY
The present invention provides a virtual private network (VPN) that includes an internet
25 protocol {IP) network and a public switched telephone network (PSTN). An egress enterprise
gateway is operably connected to the IP network. The egress enterprise gateway is operably
connected to a switch of the PSTN through a direct access line (DAL). The set-up signaling for
virtual private network calls and the calls themselves are transported across the IP nétwork and
the' PSTN through the DAL. An intelfigent layer in the IP network has the ability to route IP
30 network originated calls to a traditional PSTN DAL.
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oper atpresentafventidner pri se gat eways according to the present invention.

DETAI LED DESCRI PTI ON Referring now to Fig. 2, a VPN according to the

present invention is designated generally 10 by the nuneral 31. A portion

of VPNIBIAILED BESORIDTEONI n a traditional PSTN environnment. The PSTN part

of network3 Lncl udes..a.sw,tch 33.that . is sery tch 33 is
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operably connected to a PBX 41 at a location of an organization through a DAL 45. PBX 41 is

operably connected to a plurality of telephones, even though only one is shown as telephone 43,

15 _ According to the present invention, a portion of VPN 31 is also implemented in an IP :
network envirorment. .he IP network environment of VPN 31 includes an IP network, which is
generally desigra.ed bt the numeral 47. TP network 47 may comprise a private intranet, the
Internet, or a combination of a private intranet and the Intenet. IP network 47 provides
traditional Internet and web-based services, as well as IP telephony services.

20 A local organization's telephone system includes a PBX 51 and a plurality of telephones,
even though only one is shown as telephone 53. Telephone 53 operates in the normal way. A
user can use telephone 53 to call other telephone extensions within PBX 51. PBX 51 can also
provide a telephone 53 with an outside line on which the user of telephone 53 can make local and
long distance calls.

25 According to the present invention, a user can use telephone 53 and PBX 51 to make
VPN calls. PBX 51 is operably connected to an ingress enterprise gateway (EG) 55. Although
gateway 55 is labeled as an “ingress” EG, it is a bidirectional EG and the label “ingress” is only
for identification relative to the call flow from telephone 53 to telephone 43. Referring to Fig. 3,
EG 55 includes a signaling gateway 57 and a media gateway 59. Signaling gateway 57 provides

30 bi-directional protocol translation from a telephony signaling protocol, such as SS7, ISDN, or

channel associated signaling (CAS), depending upon the signaling protocol used by PBX 51, to an
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15 EG G?ls connected to switch 33 of PSTN 27 by DAL 23,

Referring again to Fig. 2, a VPN call can be placed from telephone 53, located for
example in Malaysia, to a telephone 43, located for example in New York. A user takes
telephone 53 off hook and diais a VPN number in the normal way. For example, the user dials 8-
777-4321. PBX 51 sends a normal set up message with the dialed digits 777-4321 to EG 55. EG

20 55 performs a protocol translation and formulates a SIP invite message of the form:

INVITE: 7774321 @xyzus.com

FROM:5551234@xyzmalaysia.com

TO:7774321@xyzus.com
In the preferred embodiment, SIP URLs are of the form “telephone_number@gateway." Thus,

25 EG 55 is identified as xyzmalaysia.com and EG 61 is identified at xyzus.com. The SIP invite
message is transported across IP network 47 to EG 61. EG 61 performs a protocol translation
and sends set up message for VPN number 777-4321 to switch 33 over DAL 23. Switch 33
recognizes the call as a VPN call and consults SCP 35 for routing instructions. SCP 35 uses the
dialed digits, the OSID 'of switch 33, and the OTG of DAL 23 to provide routing instructions to
30 switch 33. Based uipoh the instructions received from SCP 35, the call is set up across PSTN 37
to telephone 43 usirig hormat telephony signaling. During call setup, egress enterprise gateway 61
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EG 61. EG 61 perfornms a protocol translation and sends set up nessage for
VBN nufppdstion and fegnulatesa SIF; iptite message aftheformos  Switch 33 recogni zes the

call as a WaN1Eds)s 1 g anamshazomCP 35 for routing instructions. SCP 35
uses the dialed digits, the OSI15 of switch 33, and the OTG of DAL 23 to

provi de r ofiRONG7T7A33@eyeeschio® t 0 30 switch 33. Based tip in the

| NSt ruct 40frSs sk PARIAMGHndIdySTlcaix” 35, the call is set up across PSTN 37 to
tel ephone 43 usingTtornmal teleplicrtty signaling. During call setup,

egr esslheSiRinpitd messagsistfanspasted agyossiP netyvork S0 @89 eneopdse gagway 55. EG

15 55 performs a protocol translation and sends set up message for VPN number 555-1234 to PBX
51

~ From the foregoing, it may be seen that the present invention uses IP telephony to extend
the architecture and infrastructure of virtual private networks to areas with unreliable access to
the PSTN. A portion of the call is setup and transported across an IP network using a layer of

20 intelligence that routes the call and its signaling to an appropriate enterprise gateway. A portion
of the call is setup and transported across the PSTN using traditional VPN infrastructure.
Additionally, the present invention may be used to provide virtual private network services to
Internet devices and appliances, such as IP phones 65 and IP telephony enabled personal
computers 67.

25 The present invention has been illustrated and described with respect to a presently
preferred embodiment. Those skilled in the art will recognize aiternative embodiments given the
benefit of the foregoing disclosure. Accordingly, the foregoing disclosure is for purposes of
tllustration and not of limitation.

Thus, having fully described the present invention by way of example with reference to

30 attached drawings figures, it will be readily appreciated that many changes and modifications may

be made to the invention and to any of the exemplary embodiments shown and/or described herein




passes I.P telephony signaling through I P network 47 back to ingress
enterprise‘ggkﬁwaﬁ 55. The system of the present invention also provides
VPN services™li ated fromtel ephones 43 served by PSTNYS7Ub Y Fephones
53 served by I P network 47. A user ta&gs tel ephone 43 off hook and dials a
VPN nunber, for exanple, the user dials 8-555-1234. PBX 51 sends a set up 5
nmessage wth the dialed digits 555-1234 to switch 39 over DAL 45. Switch
39.recogni zes the call as-a VPN call and consults a SCP 63 for routing
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the OTG pof DAL 45 to provide routing instructions to switch 39. Based upon
the i nst¥I"ti ons received from SCP 63, switch 39 sends an SS7. initial
address nessage (1AM to 33. Switch 33 sends a setup nessage to EG 61. EG
61 perforns a protocol 10 translation and fornulates a SIP invite nessage
of the form INVITE 5551234@yzmal aysi a.com FROM 7774321@yzus. com

TO 5551234@yznmal aysia.com The SIP invite nessage is transported across |IP
network 47 to egress enterprise gateway 55. EGis 15 55 perforns a
protocol translation and sends set up nessage for VPN nunber 555-1234 to
PBX 51. Fromthe foregoing, it may be seen that the present invention uses
| P tel ephony to extend the architecture and infrastructure of virtual
private networks to areas with unreliable access to the PSTN. A portion of

the call is setup and transported across an |IP network using a |ayer of 20
intelligence that routes the call and its signaling to an appropriate
enterprise gateway. A portion of the call is setup and transported across

the PSTN using traditional VPN infrastructure. Additionally, the present
invention may be used to provide virtual private network services to

I nternet devices and appliances, such as I P phones 65 and | P tel ephony
enabl ed personal conputers 67. 25 The present .i nvention has been
illustrated and described with respect to a presently preferred

enbodi nent. Those skilled in the art will recognize alternative enbodi ments
gi ven the
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wi t hout departing fromthe sprit or scope of the invention, which is

def i neWHATHURCIaApENAS: clains. 11111111112111121121111211211111 WO 01/ 10072
*CL MS PCTNS00/ 20551 7 WHAT IS CLAIMED ISt | . Avirtual private
netmnrk whi ch c ernet protocol network; 3 an enterprise
gat eway ope’ ¥ %@ﬂﬁé‘&‘twé’g‘ 'tvv“cgﬁ'(?p?‘ﬁfernet protocol network: -1 a direct
acress | i neanapemabprsioesimeeakied tc said gateway; and 5 a sw tch of a public
swi tched tel ephone network operably connected to said direct access 6
lihe. 1 2. 2pfatedirise ﬁ%l‘Fwﬁ’r‘?f\‘i@B cﬂ%'i%ﬁ ipediehprgtoc! e 1, wherein said
gaf eway Conﬁ)&i'e‘éﬁa%cessﬁn@o;ﬁfaﬁﬂ%bhnfé@teﬂ% @Ylﬁgbtevébgdana a nedia gateway. | 3. The
vi rtual prl vate network as clainmed in claim wherein sai d signaling

gat enay 2 cd¥witchofa pulissyitghed teleghonsnetwrgk PPﬁ'@brhh@{"“'iFﬁS‘t‘SéBﬂ dizept pccewst - up
m@sagﬁﬁe.to tel ephone call set-up 3 nessages. 1 4. The virtual private
network as clained in claim2, wherein said signaling gateway

1 2 The virtual private network as claimed in claim 1, wherein said gateway comprises:

2

a signaling gateway; and

Wi

a media gateway.

1 3. The virtual private network as claimed in claim 2, wherein said signaling gateway

18]

comprises means for converting internet protocol call set-up messages to telephone call set-up

3 messages.
1 4. The virtua! private network as claimed in claim 2, wherein said signaling gateway
2 comprises means for converting internet session initiation protocol messages to telephone call set-

(V)

up messages.

1 5. The virtual private network as claimed in claim 1, comprising:

[38)

a second enterprise gateway operably connected to said internet protocol network; and,

3 an originating public branch exchange operably connected to said second gateway.

1 6. The virtual private network as claimed in ciaim 5, wherein said second gateway comprises:

2

a signaling gateway; and

3 a media gateway.
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2 conpri.ses neans for converti jon initiation protocol
nmessages to tel ephone call setnﬂmmmmglmgm 1 5. The virtual 8“ vat e
network as WOB/HWA® in claim 1, torprising:s 2+ second ent BFFFPURYSLt evay
operably connected to said internet prgptocol network; and, 3 an
originating public branch exchange operably connected to said second
gateway. 1 6. The virtual private network as clained in claimb5, wherein
sai d second gateway conprises: 2 a signaling gateway; and 3 a nedia

gat eway.7. | 17felviddal ﬂ)ﬁﬁaléﬂel&ér&fhi clhimed Inlclalch 6)\vBdreif) 34id Snaling gateviay M $aid”C

T/ USOO/20551 8 7. The virtu ivate network as clained in claimb6,
whelei n SEang 8 S§F‘§Waq°mﬂﬂse§§’teé%j9’ %P"W&)‘de@"% e YPENREES OIMEPHses neans
for 3convpébédnealll l-GPheesesal | set-up messages to internet 3 protocol call
set-up nessages. S. The virtual private network as clained in claims§6,
wherein said signaling gateway of said 2 second gateway conprises neans
for jconverti Ry, &;ﬁh{fﬁh&y@n&@bﬂk o8 S iR BOGRerbif A LEHald gaeos BBLAN

i ni t| ation protocol "nmessages virt ua?fr privale ne% as cl ai ned
i n &l ai retond gaapay wimpgses memStf@trqwmnmgleqimwa!léetbmamwgemwawg@ oper abl y
conpect gy i hed 3 tel ephone network. 1 10. A nethod of
pI’OVI di ng \?lgr" ‘ﬁmﬁ E}&P&bfm& \§Nork services, which conprises the steps of: 2
transporting a called party nunber to an enterprise gateway through an

i nt rnet pr o n portln said called party nunber
fr o(r?n said gatrg 9"1]8"“?%&%{%% as?lmmeé‘ 1"3%Svm"%p€ﬁ'g%l 5 t el ephone network
swi 2ch thr ouglnsrmmﬁkmrgqmb/ambmedsexbhmge opierablylconnedted tansaidputiticassvitchedi med i n cl aim

10, s‘merﬁk;ﬂmﬁé‘éﬁw&ﬁb' ic switched tel ephone network

10. A method of providing virtual private network services, which comprises the steps of:

—

2 transporting a called party number to an enterprise gateway through an internet protocol
.3 network:; and,

4 transporting said called party number from said gateway to a switch of a public switched
-5 telephone network switch through a direct access line.

| I1.  The method as claimed in claim 10, wherein said public switched telephone network

2 switch is identified by an originating switch ID (OSID).

1 12 The method as claimed in claim 11, wherein said direct access line is identified by an

t

originating trunk group {(OTG) identifier.

! 13.  The method as claimed in claim 12, comprising the step of:

~

routing a call through said public switched telephone network based upon said called party
number, said OSID, and said OTG.

Wi



2 switch is identified by i lL itch ID (OSID). 1 12. The met hod
as clai r@g_g,no@;ai m 11, miﬂﬂm“ﬂ |ﬂ||lmﬂm access Iinepﬁmg&%gsil_fi ed by an
2 originating trunk group (OTGF itHentifSerr. 1 13. The nerhod as clainmed in
claim12, conprising the step of 2 reuting a call through said public

swi tched tel ephone network based upon said called party 3 nunber, said
OsID, and said OTG i 111111 1111121 hill 21211 ii iiii WO 01/10072 ¢c L MS *
PCT/ US00/ 20551 9 1 14. The method as claimed in claim10, wherein said

st ep & trHrspahed asglaiaedin clainl B whareinysaid steplf 6ansporting said called party conpri ses
the s fec.eceiving said called party nunber in a tel ephony signaling
pr ot oh@ﬂ?eéoszi“ a(t:%naacgﬁ'{)'gsref)ﬁllegtépsﬂégat eway; and 5 translating said called
party nunbeteifingssidsailled partyapinberin & ielppadrivrsignlingtposiotol boa sedondénenpize 6
%otocol for jransport over said internet protocol. network. 1 15. The

et hoB™'S¥¥e M ned in claim 14, conprising the step of 2 generating a URL

Vi th said eakshesh QRY dalled PaRth Qimber ol didteleghodly gadatin@protobolltd an Hi@néret hod as
clainmed i.n claim15, wherein said URL includes said called party nunber 2
ghd aP@Real f%"Hé'PFB%BY“r'é%‘BM%@'Q‘%"‘%a%‘t@ﬁat eway. 1 17. The method as
claimed in claim210, wherein said step of transporting said called party 2
nunber to said gateway through said internet protocol network conprises the
skep & 3l lseémlgqsbasalasegdgns'ﬁlm . comprising the R0l | NVI TE nessage i ncl udi ng

spi d cal | eghnBafifg/a DRIRAM saift chiRd HRHFnilRIeLNRYid second gateway.

1 16.  The method as claimed in claim 15, wherein said URL includes said called party number

{38 ]

and a domain name corresponding to said gateway.

1 17.  The method as claimed in claim 10, wherein said step of transporting said called party

9

number to said gateway through said internet protocol network comprises the step of:

sending a Session Initiation Protocol INVITE message including said called party number

£ W

to said gateway.



