SYSTEM LEVEL FAULT DIAGNOSIS FOR THE AIR MANAGEMENTSYSTEM
OF AN AIRCRAFT

BACKGROUND

[0001] The present disclosure relates generally to fatkation and isolation in
complex networked systems and more specificallgysiem level fault diagnosis for an

air management system of an aircratft.

[0002] In general, advancements in sensing and controht#agies have

facilitated the development of complex networkestemns. Complex networked systems
consist of multiple sub-systems that in turn cansi€omponents, heterogeneous sensing
devices, and feedback controllers interconnectexifh various electrical, mechanical,
hydraulic or pneumatic connections. The complegrodnnections and feedback control
loops of the complex networked systems make fatktation and isolation a very

challenging task.

[0003] For example, a complex networked system, such ag amanagement
system of an aircraft, controls and supplies prézsd air to the aircraft and consists of
multiple sub-systems. If the complex interconnewiand feedback control loops include
a faulty component, the faulty component yieldsraffninal outputs that are inputs to
other coupled components. In turn, the other calptenponents that are otherwise
healthy produce off-nominal outputs, thus causimganted false-alarms. Furthermore,
due to off-nominal inputs, the healthy componengsdriven beyond their normal
operating conditions that may lead to cascadirgris. Also, the built in controller will
use the faulty signals and will mask the faultsspre in the system for continual

operation.



SUMMARY

[0004] Embodiments include a method for accumulating sedata from a
plurality of sensor. The method comprises utilizanghysics based model containing
differential equations that describe componentssadsystems within a complex
networked system; selecting, by an algorithm, as®t of best sensors to capture effects
of each failure mode from a plurality of sensoes;tesensor being associated with at
least one of the components and the sub-systerhslite complex networked system;
training a plurality of neural networks for eactbsystem and component within the
complex networked system to detect and identifft$awithin the sensor data; and in
response to the sub-set of best sensors beindgexktkrad the plurality of neural networks
being trained for each subsystem and componentuérg the algorithm to detect and
isolate the faults within the sensor data.

[0005] According to another embodiment or any of the meétmbodiments
above, the method can include defining data classesach of the components, the data
classes enabling the plurality of neural netwodkgléntify a healthy component when

associated sensor data includes faulty readings.

[0006] According to another embodiment or any of the metmbodiments
above, the data classes can include a healthyctiestsand faulty data class.

[0007] According to another embodiment or any of the megtmbodiments
above, the algorithm can be a system level deteetia isolation algorithm utilizing a

diagnostic tree to systematically isolate the faulithin the complex networked system.

[0008] According to another embodiment or any of the meétmbodiments
above, the executing of the algorithm to detectiaalhte the faults within the sensor
data can further comprise outputting, by each efglurality of neural networks, a value
to indicate a data class of a portion of the sedata corresponding to that neural

network; and if a fault is indicated by the valpassing down a diagnostic tree the
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portion of the sensor data corresponding to thatalenetwork until at least one
component within the complex networked systematated. According to another
embodiment or the method embodiment above, if tiwmma@re components are isolated
within the complex networked system, then a compboan be associated with a neural

network that outputs a value closest to one istified.

[0009] Embodiments include a computer program product.cbimeputer

program product comprises a computer readableggoreedium having program
instructions embodied therewith. The program irtioms are executable by a processor
to cause the processor to perform accumulatingoselada from a plurality of sensor
utilizing a physics based model containing différ@requations that describe
components and sub-systems within a complex needoskstem; selecting, by utilizing
an algorithm, a sub-set of best sensors to capfteets of each failure mode from a
plurality of sensors, each sensor being associaithdat least one of the components and
the sub-systems within the complex networked systeriming a plurality of neural
networks for each subsystem and component witl@rcéimplex networked system to
detect and identify faults within the sensor datad in response to the sub-set of best
sensors being selected and the plurality of nenetalorks being trained for each
subsystem and component, executing the algorithaetiect and isolate the faults within
the sensor data.

[0010] According to another embodiment or the computeggam product
embodiment above, the program instructions carxbewutable by the processor to cause
the processor to perform defining data classesdoh of the components, the data
classes enabling the plurality of neural netwodkgléntify a healthy component when

associated sensor data includes faulty readings.

[0011] According to another embodiment or any of the copprogram
product embodiments above, the data classes clanléna healthy data class and faulty

data class.



[0012] According to another embodiment or any of the copprogram
product embodiments above, the algorithm can lysteis level detection and isolation
algorithm utilizing a diagnostic tree to systemallicisolate the faults within the

complex networked system.

[0013] According to another embodiment or any of the copprogram

product embodiments above, with respect to thewgiegrof the algorithm to detect and
isolate the faults within the sensor data, the goginstructions can be executable by the
processor to cause the processor to perform oirtgubly each of the plurality of neural
networks, a value to indicate a data class of aigyoof the sensor data corresponding to
that neural network; and/or if a fault is indicatadthe value, passing down a diagnostic
tree the portion of the sensor data correspondirigat neural network until at least one

component within the complex networked systemataied.

[0014] According to another embodiment or any of the copprogram

product embodiments above, if two or more companarg isolated within the complex
networked system, then a component can be assbeiitea neural network that outputs
a value closest to one is identified.

[0015] According to another embodiment, any of the aboethod or computer

program product embodiments can be employed irsiz sy

[0016] Additional features and advantages are realizexuithir the techniques of
the present disclosure. Other embodiments anatsspkthe disclosure are described in
detail herein. For a better understanding of ikeldsure with the advantages and the

features, refer to the description and to the dngsui
BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The subject matter which is regarded as the ingen$ particularly

pointed out and distinctly claimed in the claimsheg conclusion of the specification.
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The forgoing and other features, and advantagdsedhvention are apparent from the

following detailed description taken in conjunctwith the accompanying drawings in

which:

[0018] FIG. 1 depicts a diagnosis system in accordande avitembodiment;
[0019] FIG. 2 depicts a schematic of a diagnosis systeat@ordance with an
embodiment;

[0020] FIG. 3 depicts an illustrative example of wherséahlarms can appear as

a result of an actual fault;

[0021] FIG. 4 illustrates a process flow of a diagnossemy in accordance with

an embodiment;

[0022] FIG. 5 illustrates a processing system in accoreavith an embodiment;
and
[0023] FIG. 6 illustrates a processing system in accoreavith an embodiment.

DETAILED DESCRIPTION

[0024] Embodiments described herein relate to a hieraatFaalt detection and
isolation system, method, and/or computer progresdyxt (herein diagnosis system)
that facilitates fault detection and isolation inanplex networked system while
reducing the computational complexity and falserata The diagnosis system utilizes a
system level detection and isolation algorithm veitliagnostic tree to systematically
isolate faulty sub-systems, then faulty componegtts,of the complex networked

system.



[0025] Turning now to FIG. 1, a diagnosis system is gdhesaown in
accordance with an embodiment. The diagnosissysteludes a complex networked
system 100 comprising a controller 101 that mositostatus of component 103 and a

status of component 104 through sensors 107, 108.

[0026] In operation, FIG. 1 further illustrates the chafleng aspects of fault
detection and isolation in the complex networkesteay 100, such as problems
encountered due to multitude of interconnectiortga/éen the components 103 and 104,
and sensors 107 and 108. For example, a faultrit@icomponent 103 yields a faulty
output that produces a detected fault 111 by themel07 and in turn forms a faulty
input to the component 104. This leads to a gelgraf another faulty output by the
component 104, which is otherwise healthy, andsefalarm 112 (e.g., a cascading
failure) detected by the sensor 108. In this wiag,dontroller 101 receives from the
sensors 107 and 108, both the detected fault 1d thenfalse alarm 112.

[0027] To distinguish between the detected fault 111 aerddlse alarm 112, the
diagnosis system employs a system-level fault tieteand isolation approach. For
instance, the diagnosis system employs a systeshdetection and isolation algorithm
to detect and isolate the faulty component 103himnapproach, a diagnostic tree is
constructed using the whole diagnosis system afirfi@ode while the sub-systems and
components form the following nodes at differergriwhes (e.g., component 103 and
component 104 can be a two nodes in that brancbf diffe diagnosis system). At each
node of the tree, a neural network model is coostrlby the diagnosis system based on
optimal sensor data that can capture the healthsackeristics of the node even in the
event of fault(s) present in other sub-systemss Tikural network model then acts as a
binary classifier to detect if a fault is preseithm the subsystem/component. The
system level detection and isolation algorithm ruima top-down fashion by first

detecting and isolating a subsystem containindabk and then isolating the
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corresponding faulty component within that subgyst® reduce the false alarms and the

computational complexity while maintaining a higétection rate.

[0028] The system level detection and isolation algoritititizes a diagnostics
method that is based upon a system-theoretic apiptoadetect and isolate a faulty
component within a complex networked system 10@&hey, the system level detection
and isolation algorithm uses the concept of a htéreal diagnostic tree to first isolate

the subsystem that contains the fault and theatsdohe faulty component itself. The
diagnostic tree is constructed with the complexvoeted system 100 as a whole as the
root node. At a next level, each node represesatdbaystem within the complex
networked system 100. At a bottom level, the teahiodes represent the components of
the sub-systems. This approach can be extendedltale the fault modes of the

components as the terminal node.

[0029] For ease of explanation, the diagnosis systemtaddmplex networked
system 100 will now be described with referencart@ir management system of an
aircraft. That is, as shown in FIG. 2, the air ngemaent system 200 may be viewed as an
embodiment of the complex networked system 10@ahticular, the air management
system 200 is an integrated thermal control systexrnconsists of two main parallel sub-
systems, each of which can be an environmentata@mub-system that provides
temperature, humidity, and pressure controlledicaér cabin of an air craft as further
described below with respect to FIG 3. For thetgadad comfort of occupants, it is
critical to ensure that the air management syst@dnoperates in a healthy condition.
Further, in absence of an onboard fault diagnesk the air management system 200
has to be scheduled for periodic maintenance thagas unwanted interruption of the
aircraft operation (possibly for several days), amirs huge financial costs. The

diagnosis system provides a reliable fault diagsho®thodology for the air management



system 200 that generates early warnings of falarel enable condition based

maintenance.

[0030] The air management system 200 (e.g., an embodohenimplex
networked system 100) includes a shell 201, alfiest exchanger 210, a second heat
exchanger 220, an air cycle machine 240 (thatmelnde a compressor 241, turbines
243 and 245, and a fan 247), a condenser 250, amdea extractor 260, each of which
are connected via tubes, pipes, ducts, valvesthanlike, such that bleed air is accepted
at Inlet from a low-pressure location of an engihan aircraft at an initial flow rate,
pressure, and temperature and provided to Outlgt @abin, flight deck, etc.) at a final
flow rate, pressure, and temperature. In this W/ credentials of the bleed air at the
Outlet (e.g., the final flow rate, pressure, andgerature) enable the aircraft to receive

pressurized and cooled air from the air managesystem 200.

[0031] The shell 201 is an example of a ram chamber afragystem which uses
dynamic air pressure created by an aircraft in omotd increase a static air pressure

inside of the shell.

[0032] Heat exchangers (e.g., a first heat exchanger 2d@aecond heat
exchanger 220) are equipment built for efficieratiteansfer from one medium to
another. Examples of heat exchangers include daipée shell and tube, plate, plate and
shell, adiabatic wheel, plate fin, pillow plateddiuid heat exchangers. Continuing with
the aircraft example above, air forced throughsiell (e.g., via push or pull methods) is
blown across the heat exchanger at a variablergpalrflow to control the final air

temperature of the bleed air.

[0033] The air cycle machine 240 is a mechanical deviaerdggulates a pressure

of a medium (e.g., increasing the pressure of agaged air). Examples of a

8



compressor include centrifugal, diagonal or mixieavf axial-flow, reciprocating, ionic
liquid piston, rotary screw, rotary vane, scrolgghragm and air bubble compressors.
Further, compressors are typically driven by aetelemotor or a steam or a gas turbine
(e.g., turbines 243 and 245). That is, the turb@#%and 245 are mechanical devices that
drive the compressor 241. The compressor 241 ischamical device that regulates a
pressure of the bleed air received from the fiesttlexchanger 210. A fan 247 can be
included in the air cycle machine and is a meclamievice that can force via push or
pull methods air through the shell 201 across #a bxchangers 210, 220 at a variable
cooling airflow. The turbines 243 and 245 and tbmpressor 241 together regulate
pressure and illustrate, for example, that theyste machine 240 may operate as a four-
wheel air cycle machine. Note that while FIG. Bslrates example orientations of the air
cycle machine 240 and its components with respeitte shell 201, the first heat

exchanger 210, and the second heat exchanger 220 ,asientations may be utilized.

[0034] The condenser 250, which is an example of a heditagrger as described
above, is a device or unit used to condense aaul®s{e.g., bleed air) from its gaseous
to its liquid state, typically by cooling it suchat latent heat is given up by the substance
and transferred to a condenser coolant. Condeasetgpically heat exchangers. The
water extractor 260 is a mechanical device thdbpms a process of taking water from

any source, such as bleed-air, either temporaripeomanently.

[0035] Valves, while not shown in FIG. 2, are devices tlegulate, direct, and/or
control a flow of a medium (e.g., gases, liquidigidized solids, or slurries, such as bleed
air) by opening, closing, or partially obstructvarious passageways within the tubes,
pipes, etc. of the air management system 200. ¥ahay be operated by actuators such
that the flow rates of any medium in any portiorite# air management system 200 may
be regulated to a desired value. For example,\ee\atlthe intake of the shell 210 enables

the intake of ambient air external to the airchatid the shell 201, such that the ambient
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air may pass through the first and second heatasggrs 210. 220 and cool the bleed air
before exiting as an exhaust (e.g., the methodtake may be a pull method by a fan

driven by a shaft of the air cycle machine 240 cara method).

[0036] In addition, the air management system 200 (engenabodiment of
complex networked system 100) includes a pluralityensors A-H. In general, a sensor
is any device that detects events or changes intijea and provides a corresponding
output, e.g., as an electrical or optical signahrples of quantities that a sensor can
detect include but are not limited to light, motie@mperature, magnetic fields, gravity,
humidity, moisture, vibration, pressure, electrigalds, sound, and other physical
aspects of an external environment. With respettteé@ir management system 200, the
sensors A-H detect status information of the défércomponent and provide that
information to a processing device of the diagneggem (e.g., a controller 101 or a
processing device 500 as further described beldi respect to FIG. 5). A first sensor is
an inlet pressure sensor A. A second sensor isleanmass flow sensor B. A third sensor
is a ram air fan speed sensor C. A fourth sensam &r cycle machine speed sensor D. A
fifth sensor is a compressor temperature inlet@elBsA sixth sensor is a second heat
exchanger outlet temperature sensor F. A seven8osé condenser inlet temperature
sensor G. An eighth sensor is an environmentakabsystem outlet temperature sensor
H. Further, since these sensors A-H are also usedrtrol the components of the air
management system 200 to produce the desired tatapeand pressure at the outlet,
accurate measurements are needed for the comfibr¢ plassengers onboard the aircratft.
In the following examples, the sensors A-H can be of three types of sensors: a flow
sensor, a temperature sensor, and a speed sehedtow sensor measures the flow rate
of the bleed air entering or exiting a componerthefair management system 200. The
temperature sensor, such as a condenser inlet tatapesensor, measures the
temperature of the bleed air exiting the air cynkechine 240 and entering the condenser
250. The speed sensors, such as the air cycle neaspéed sensor, measure the

revolutions per minute of the air cycle machine.240
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[0037] As noted above, the air management system 200acesist of two
parallel environmental control sub-systems. Fonga, FIG. 3 depicts a simplified
hierarchical view 200 of the air management sys28Mh which allows for systematic
elimination of healthy components through the fadtation mechanism at a higher

level.

[0038] FIG. 3 includes a system level that comprises atopror first level node,
i.e., the air management system 200; a sub-sydexmiscomprises two second level
nodes, i.e., environmental control sub-system 3@fleamvironmental control sub-system
302; and a component level that comprises a ptyradithird that correspond to the
components of the environmental control sub-systédis 302, i.e., exchangers, air
cycle machines, sensors, etc. In this examplegti@onmental control sub-system 301
includes a first heat exchanger 210, a secondexesianged 220, an air cycle machine
240 (that includes a compressor 241 and turbinBsafd 245), a condenser 250, a water
extractor 260, and sensors A-H, while the paraltelironmental control sub-system 302
includes similar components. For ease of explanatiee component level of FIG. 3
illustrates the second heat exchanger 220, theyeie machine 240, and the sensor G for
the environmental control sub-system 301 and mratimponents of a second heat
exchanger 320, an air cycle machine 340, and as&tsfor the environmental control

sub-system 302.

[0039] FIG. 3 also includes a plurality of neural networéach of which being
associated with a particular node. For instancerat@etworks 372 and 373 are
respectively associated with the environmentalr@bisub-systems 301 and 302, while
neural networks 374-379 are associated with thergsebeat exchanger 220, the air cycle
machine 240, the sensor G, the second heat exahd2@ethe air cycle machine 340,
and the sensor G1, respectively. That is, eachahaatwork 372-379 can be a black box

model constructed at each node of a tree for bidlagsification of that node as healthy
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or faulty. The neural networks 372-379 also proadse of implementation in real-time
applications. Each neural network 372-379 utiliaesodel that is trained via data
received from a selected set of readings from emeave of the sensors (e.g., A-H) to
detect and isolate a faulty node. They are traurgddg, for example, data generated while
the particular component is healthy. This dataalaa include scenarios when all of the
other components in the air management systenaalty fas well capture the behavior of
the healthy component under off nominal input ctads. In this way, each neural
network 372-379 reduces the computational comptdxiteliminating healthy branches

of the tree to reduce false alarms through subsyatel facilitate component isolation.

[0040] As further illustrated in FIG. 3, a fault 381 cangrate a series of false
alarms 384-386 at the component level (lowest leweFIG. 3). This can lead to a large
ambiguity of faulty components. However, througé timplementation of the system
level detection and isolation algorithm, the f&88t will first be detected in neural
network 372. Then the implementation of the systral detection and isolation
algorithm will move down the tree to check for fhalty component. The other side of
the tree with neural network 373 will not detegstfault since its subsystem itself is
operating correctly. This allows for false alarn@ &nd 386 to be eliminated and the
correct fault to be detected without ambiguity. ©tize neural network 372 detects the
fault, the algorithm moves down the tree and iteBaneural networks 374, 375, and 376,
which act at the component level. These neural oxdsvare trained to correctly isolate a
faulty component. Thus this process will detect msothte fault 381 at neural network

374 while eliminating false alarm 384.

[0041] As one embodiment of this structure the secontldezdnanger 220 can
be a plate first heat exchanger built with lighigi® plates and fins stacked over each
other so as to dispose heat within the environnheoterol sub-system 301 to the ram air

exiting the aircraft. Due to several factors inchgdchemical reactions, corrosion,
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biological multiplications and freezing, a flow thfe second heat exchanger 220 is
obstructed causing a phenomenon known as fouligg fault 381). The air cycle
machine 240 on the other hand consists of that cesspr and two turbines that are used
to compress and expand the bleed air to help aehiperature and pressure control. Due
to an unbalanced load distribution along the shiadtair cycle machine 240 is prone to
shutting down, which results in a loss of rotateom causes an increase in a temperature
of the bleed air output by the environmental cdrgu-system 301..

[0042] In view of the above, the diagnosis system angithmanagement system
200 will now be described with respect to FIG. U5 H illustrates a process flow 400 of

the diagnosis system in accordance with an embadime

[0043] Process flow 400 begins at block 405 where serearid generated

and/or accumulated utilizing an experimentally daled model of the air management
system 200. The model is a detailed physics-basetehtontaining the differential
equations that describe the various componentsandystems within the air
management system 200. For example, to generadatahe model, each failure listed
in Table 1 is injected into the model when theraiftds on the ground and the time series

data of 119 parameters are recorded. These pamasnretkide the sensors in

TABLE 1: COMPONENTS AND FAILURES CONSIDERED

Components Failure Modes

Air Cycle Machine 240 Shutdown

Air Cycle Machine 340 Shutdown

Second Heat Exchanger 220 Fouling 20%, 40%
Second Heat Exchanger 320 Fouling 20%, 40%
Flow Sensor B Bias 10 PPM, 20 PPM
Flow Sensor B3 Bias 10 PPM, 20 PPM
Condenser Inlet Temperature Sensor G | Bias-2C° F, -3C° F
Condenser Inlet Temperature Sensor G3 Bias-20° F, -3C° F
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environmental control sub-systems 301 and 302 #saw¢he various other flight
condition parameters. Furthermore, 600 samplesitaf @e generated with sampling rate
of 1 sample/second for a regular day flight conditfTamb = 45 F), and all
measurements are recorded while the aircraft th@mground at sea level. The first 300
seconds are ignored due to transient behaviorse wie next 300 seconds of data are
used for training and testing. This allows for @asly-state analysis of the system
parameters and is a practical window to test thie sif the aircrafts health to provide
early detection before the aircraft has taken@ffce the data has been generated, 25dB

signal-to-noise ratio additive white Gaussian naésedded to mimic real life situations.

[0044] With the sensor data accumulated, the process4@then proceeds to
block 410 where the system level detection ancismi algorithm selects the best
sensors that can capture the effects of eachdaihade by generating a dependency
matrix. The dependency matrix is constructed wathdifferent failure modes as the rows
and the sensors that generate the measuremehes @dumns. For each failure mode,
the measurement data from each sensor is compdtethe corresponding nominal data
to determine which sensors capture the failure nafidets. If the statistical moments
(mean/standard deviation) derived from the resglbatween the faulty vs healthy data
exceed a certain threshold then it is assumedhbatensor readings can capture the
failure mode and a 1 is placed under the corredpgrfdilure mode and the sensor, while
a 0 is placed when no separation is indicatedarsémsor measurements. Subsequently,
the dependencies within the air management sysé@nbe understood via observing the
isolated failures and ambiguity groups in the deleeicy matrix. If a particular column of
the dependency matrix contains only a single ‘hiéntthe failure can be isolated by the
corresponding sensor. On the other hand, multip’ in a column indicate that the
sensor forms an ambiguity group of failures. Thesams that this sensor can capture
multiple failure modes and cannot isolate betwéemt Based on the dependencies, the

dependency matrix can further be reduced to mirgrthe number of ambiguities and to
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increase the number of isolated failures. The gsrbat did not capture any changes can

be removed from the dependency matrix.

[0045] Next, the process flow 400 then proceeds to bldékwihere the system
level detection and isolation algorithm defines dla¢ga classes for each component. As
discussed earlier, the faults in other sub-systansaffect the measurements of sensors
corresponding to an otherwise healthy componemébydeading to false alarms.
Therefore, the data classes are defined so thaietinal networks 372-379 can separate a
healthy component even when its sensor data isdiagpfaulty readings. For example,

each component can consist of two data classethiekdta and faulty data.

[0046] The healthy data class can consist of data setyagea from at least two
conditions: a) every component within the air mamagnt system 200 is healthy and b)
the component under consideration is healthy wadadlae other component within the air
management system 200 is faulty. This allows thealaetwork to understand whether
the component is performing in a healthy mannera&ging to the healthy class data
generated from other faulty components, the infutee component are then faulty and
the output of the component appears to be faully, tBe neural network is able to
understand how the component performs in its hgaldte and allows the diagnosis
system to detect if its performance is healthytiaal’en in the presence of a fault

somewhere else in the air management system 200.

[0047] The faulty class can consist of only one data seerated from the
condition that the component under consideratidaugty while all other components in
the air management system 200 are healthy. Byidgfthe classes in this manner for
each component, the neural networks 372-379 carained to capture the performance

of the component and output a binary decision atfmihealth status of each component.
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[0048] Then, the process flow 400 proceeds to block 42€rgvthe neural
networks are trained. That is, as noted aboven¢laeal networks 372-379 are black box
models that are used to classify and fit data 3étee layered neural networks 372-379
are considered here, as shown in Fig. 5, with patitayer, a hidden layer and an output
layer. The neurons in these layers are connectedipgs that carry weights that are
trained so that the input data into the neural ndts/will generate the desired output.
The neural networks 372-379 are used to classtheiinodes of the diagnostic tree are
healthy or faulty. The input layer consists of §emsor measurements that are received
from the air management system 200. The specifis@e used for each node are

determined based on the “1’'s” within their corresgiog row of the dependency matrix.
The hidden layer consists of neurons which are ecteal to the input and output layer
through weights. The output layer maps each inpasarements to either a 0 or a 1 and
has the same number of nodes as the input lay@refiresents that the node is healthy
while a 1 indicates a fault. Each neural networR-379 is trained by feeding the two
classes of data into the input layer while feedimgr corresponding output into the
output layer. The number of neurons in the hid@dge varies for each node to determine
the best number that produces a well-trained mdétedh neural network 372-379 can
also be trained using the scaled conjugate gratisek propagation algorithm. For
example, to train the neural network 372 for theiremmental control system 301, the
eight sensors (e.g., sensors A-H) determined inépendency matrix are used as the
inputs. The training data consists of the healtagsand faulty class data described
above. The outputs that are used for training ebidia O for each healthy class data

point and a 1 for the faulty class.

[0049] Next, the process flow 400 then proceeds to bl@&kwhere the diagnosis
system is executed to detect and isolate faultat iEhonce the sensors are selected and
the neural networks are constructed and traineddoh subsystem and component, the
system level detection and isolation algorithmeisdy to be executed. This phase uses a

top-down approach to find the correct branch ofttbe to isolate the faulty component.
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First, the data received from the diagnosis syssemsed to isolate the faulty subsystem.
This is done by feeding, for example, the 300 sds@f time series data of the selected
sensors from the dependency matrix into each ofi¢toeal networks 372-373 at the
subsystem level. Each neural network 372-373 theyputs a value, either O or 1, for
each data point fed into the model. Then the aeeigtaken to classify whether the
subsystem is healthy or faulty. If the neural net®72 classifies the subsystem 301 as
faulty, then the component neural networks 37448itbin the subsystem 301 are used to
isolate the failed component using the same appraador the sub-systems 301 and 302.
If the neural network 373 classifies the subsystsrhealthy, then the algorithm will not
proceed down the branch. This approach detectdwgibsystem contains the fault and
isolates the faulty component while eliminatingrimaes that are healthy since the data
used for training captures the performance of thesgstem/component even in the
presence of faults elsewhere in the air managesystem 200.

[0050] In one example of implementing the system levebctain and isolation
algorithm on the generated data sets after traithiedNeural Networks, 100 Monte Carlo
runs were conducted using the 15 data sets ofityeafid faulty data presented in Table 1
during each run. These data sets include the lyegdtem, two shutdown air cycle
machines, four second heat exchangers fouling tiondj and four biased sensors for
both flow and condenser inlet temperature. Adddlbn additive white Gaussian noise is
independently injected into each data set fromtouin to mimic real life situations.

Each data set is then passed through the diagriestishown in FIG. 3 for the system
level detection and isolation algorithm and throeglch component neural network 372-

379 for the exhaustive search.

[0051] That is, each neural network 372-379 in the sydestel detection and
isolation algorithm outputs a value between O amal ihdicate which class the data

belongs to. If the neural network 372-379 detedtal, the data set is passed down the
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tree until a component is isolated with faultWitor more components detect the fault
within a sub-system, then the component associgitdhe neural networks 374-379

that outputs the value closest to 1 is chosen.

[0052] The system level detection and isolation algoriterested and validated
by comparing its performance with a traditional inoet of exhaustive search of each
component’s health. In the traditional method diaustive search , each component
trains a neural network such that it captures wdretine component output is nominal vs
off-nominal. In contrast, embodiments of the présevention encapsulate the fact that
the component could be generating off-nominal oistpue to fault(s) in other
components. In the traditional method of exhaustea@ ch, the neural networks output a
value between 0 and 1 to indicate if the compobehtvior is nominal or off-nominal
respectively. If two or more component neural neksaletect that the data set is off-
nominal, an ambiguity group arises and the fauttyygonent is not isolated. This
phenomenon shows that the sub-systems and comgdreerg complex interconnection
that bring rise to false alarms. The system lee¢bction and isolation algorithm of
embodiments of the present invention results inditaat training models that
incorporate off-nominal measurements allow forehmination of false alarms. The
diagnostic tree structure allows for the healthmmponents to be eliminated while

reducing the computational complexity and resultmgault isolation.

[0053] Referring now to Figure 6, there is shown an eminedi of a processing
system 600 for implementing the teachings heraihis embodiment, the processing
system 600 has one or more central processing (nasessors) 601a, 601b, 601c, etc.
(collectively or generically referred to as proaés) 601). The processors 601, also
referred to as processing circuits, are coupled\agstem bus 602 to system memory
603 and various other components. The system me&@@ygan include read only
memory (ROM) 604 and random access memory (RAM) 568 ROM 604 is coupled
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to system bus 602 and may include a basic inpytbglystem (BIOS), which controls
certain basic functions of the processing systeth BAM is read-write memory coupled

to system bus 602 for use by processors 601.

[0054] Figure 600 further depicts an input/output (I/Oapieer 606 and a network
adapter 607 coupled to the system bus 602. I/Otad&p6 may be a small computer
system interface (SCSI) adapter that communicaiidsashard disk 608 and/or tape
storage drive 609 or any other similar componé@t.adapter 606, hard disk 608, and
tape storage drive 609 are collectively referretdrein as mass storage 610. Software
611 for execution on processing system 600 maydrsedsin mass storage 610. The mass
storage 610 is an example of a tangible storageumexkadable by the processors 601,
where the software 611 is stored as instructiongXecution by the processors 601 to
perform a method, such as the process flows of &EIGletwork adapter 607
interconnects system bus 602 with an outside né&té®2 enabling processing system
600 to communicate with other such systems. A scfeg)., a display monitor) 615 is
connected to system bus 602 by display adapten@ii6h may include a graphics
controller to improve the performance of graphrdemnsive applications and a video
controller. In one embodiment, adapters 606, 60d,646 may be connected to one or
more I/O buses that are connected to system busi&@h intermediate bus bridge (not
shown). Suitable 1/0O buses for connecting periphdggices such as hard disk
controllers, network adapters, and graphics adapypically include common protocols,
such as the Peripheral Component Interconnect (R@ditional input/output devices
are shown as connected to system bus 602 viaenfiaoe adapter 620 and the display
adapter 616. A keyboard 621, mouse 622, and spéaetan be interconnected to
system bus 602 via interface adapter 620, whichimayde, for example, a Super I/O

chip integrating multiple device adapters intoregi integrated circuit.

[0055] Thus, as configured in Figure 6, processing syg@mincludes
processing capability in the form of processors, @0itl, storage capability including

system memory 603 and mass storage 610, input nseahsas keyboard 621 and mouse
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622, and output capability including speaker 628 display 615. In one embodiment, a
portion of system memory 603 and mass storage 6ll€ctvely store an operating

system to coordinate the functions of the varicur®pgonents shown in Figure 6.

[0056] Technical effects and benefits of the diagnosisesysnclude reduction of
computational complexity and false alarm ratestheasystem level detection and
isolation algorithm. Thus, the technical effeatsl denefits of the diagnosis system
include early diagnosis strategies that preventamad premature replacement of
expensive equipment in which the false alarms sse@ated with and circumvent off-
nominal inputs that drive components beyond nonopalrating envelopes and cause

over stressed and cascading failures.

[0057] The present invention may be a system, a methadpaa computer
program product. The computer program product melpyde a computer readable
storage medium (or media) having computer readadolgram instructions thereon for
causing a processor to carry out aspects of treepténvention. The computer readable
storage medium can be a tangible device that camrand store instructions for use by

an instruction execution device.

[0058] The computer readable storage medium may be, fonpbe, but is not
limited to, an electronic storage device, a magr&trage device, an optical storage
device, an electromagnetic storage device, a seghimbor storage device, or any
suitable combination of the foregoing. A non-exhaeslist of more specific examples of
the computer readable storage medium includesotlening: a portable computer
diskette, a hard disk, a random access memory (RAMpad-only memory (ROM), an
erasable programmable read-only memory (EPROMastHmemory), a static random
access memory (SRAM), a portable compact disc oedyglmemory (CD-ROM), a

digital versatile disk (DVD), a memory stick, aglay disk, a mechanically encoded
device such as punch-cards or raised structur@gioove having instructions recorded

thereon, and any suitable combination of the foiregyoA computer readable storage
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medium, as used herein, is not to be construeeiag lransitory signalger se, such as
radio waves or other freely propagating electronetigrwaves, electromagnetic waves
propagating through a waveguide or other transomssiedia (e.qg., light pulses passing

through a fiber-optic cable), or electrical signadssmitted through a wire.

[0059] Computer readable program instructions describegirnean be
downloaded to respective computing/processing @ésviom a computer readable
storage medium or to an external computer or eatestiorage device via a network, for
example, the Internet, a local area network, a \wi@a network and/or a wireless
network. The network may comprise copper transmissables, optical transmission
fibers, wireless transmission, routers, firewalsjtches, gateway computers and/or edge
servers. A network adapter card or network interfiaceach computing/processing
device receives computer readable program instmstirom the network and forwards
the computer readable program instructions foragf®lin a computer readable storage

medium within the respective computing/processiegae.

[0060] Computer readable program instructions for carrgingoperations of the
present invention may be assembler instructiorssiuntion-set-architecture (ISA)
instructions, machine instructions, machine depenhihstructions, microcode, firmware
instructions, state-setting data, or either soootke or object code written in any
combination of one or more programming languagesuding an object oriented
programming language such as Smalltalk, C++ ofiltke and conventional procedural
programming languages, such as the "C" programiaimguage or similar programming
languages. The computer readable program instngtitay execute entirely on the
user's computer, partly on the user's computea,stand-alone software package, partly
on the user's computer and partly on a remote ctenpuentirely on the remote
computer or server. In the latter scenario, theoternomputer may be connected to the
user's computer through any type of network, iniclgé local area network (LAN) or a
wide area network (WAN), or the connection may keeto an external computer (for

example, through the Internet using an InternetiSeProvider). In some embodiments,
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electronic circuitry including, for example, progrmable logic circuitry, field-
programmable gate arrays (FPGA), or programmalgjie lrrays (PLA) may execute the
computer readable program instructions by utiliztate information of the computer
readable program instructions to personalize teetenic circuitry, in order to perform

aspects of the present invention.

[0061] Aspects of the present invention are describedteri¢h reference to
flowchart illustrations and/or block diagrams ofthms, apparatus (systems), and
computer program products according to embodimefitse invention. It will be

understood that each block of the flowchart illasons and/or block diagrams, and
combinations of blocks in the flowchart illustratband/or block diagrams, can be

implemented by computer readable program instraostio

[0062] These computer readable program instructions mayyrdogded to a
processor of a general purpose computer, speaipbpe computer, or other
programmable data processing apparatus to prodo@ehine, such that the instructions,
which execute via the processor of the computetiwer programmable data processing
apparatus, create means for implementing the fomefacts specified in the flowchart
and/or block diagram block or blocks. These compgtadable program instructions
may also be stored in a computer readable storagieum that can direct a computer, a
programmable data processing apparatus, and/ar dékeees to function in a particular
manner, such that the computer readable storageiméuhving instructions stored
therein comprises an article of manufacture inelgdnstructions which implement
aspects of the function/act specified in the floarttand/or block diagram block or

blocks.

[0063] The computer readable program instructions maylzdoaded onto a
computer, other programmable data processing ajsa@ other device to cause a
series of operational steps to be performed ordhguter, other programmable

apparatus or other device to produce a computdemmgnted process, such that the
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instructions which execute on the computer, otmegrammable apparatus, or other
device implement the functions/acts specified mftbwchart and/or block diagram

block or blocks.

[0064] The flowchart and block diagrams in the Figurassiitate the architecture,
functionality, and operation of possible implemeiotas of systems, methods, and
computer program products according to various elimbents of the present invention.
In this regard, each block in the flowchart or aitagrams may represent a module,
segment, or portion of instructions, which comm@isae or more executable instructions
for implementing the specified logical function(s).some alternative implementations,
the functions noted in the block may occur outhef order noted in the figures. For
example, two blocks shown in succession may, ity tecexecuted substantially
concurrently, or the blocks may sometimes be execut the reverse order, depending
upon the functionality involved. It will also be ted that each block of the block
diagrams and/or flowchart illustration, and comlbiimas of blocks in the block diagrams
and/or flowchart illustration, can be implementgdspecial purpose hardware-based
systems that perform the specified functions os actcarry out combinations of special

purpose hardware and computer instructions.

[0100] The terminology used herein is for the purposeesicdbing particular
embodiments only and is not intended to be limiththe invention. As used herein, the
singular forms “a@”, “an” and “the” are intendeditelude the plural forms as well, unless
the context clearly indicates otherwise. It willfioether understood that the terms
“comprises” and/or “comprising,” when used in thgecification, specify the presence of
stated features, integers, steps, operations, atsyrend/or components, but do not
preclude the presence or addition of one more déatures, integers, steps, operations,

element components, and/or groups thereof.

[0065] The corresponding structures, materials, actsegundsalents of all means

or step plus function elements in the claims bedogvintended to include any structure,
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material, or act for performing the function in doimation with other claimed elements
as specifically claimed. The description of thesgr& invention has been presented for
purposes of illustration and description, but isintended to be exhaustive or limited to
the invention in the form disclosed. Many modifioas and variations will be apparent
to those of ordinary skill in the art without defiag from the scope and spirit of the
invention. The embodiment was chosen and deschibedler to best explain the
principles of the invention and the practical apgtion, and to enable others of ordinary
skill in the art to understand the invention forigas embodiments with various

modifications as are suited to the particular usgemplated.
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CLAIMS

What is claimed is:

1. A method comprising:

accumulating sensor data from a plurality of semnsidizing a physics based
model containing differential equations that ddsegomponents and sub-systems within

a complex networked system;

selecting, by an algorithm, a sub-set of best@®srte capture effects of each
failure mode from a plurality of sensors, each sebging associated with at least one of

the components and the sub-systems within the econm@tworked system;

training a plurality of neural networks for eactibsystem and component within
the complex networked system to detect and idefdifits within the sensor data; and

in response to the sub-set of best sensors bdieges# and the plurality of neural
networks being trained for each subsystem and camipexecuting the algorithm to
detect and isolate the faults within the sensaa.dat

2. The method of claim 1, further comprising:

defining data classes for each of the componeémésjata classes enabling the
plurality of neural networks to identify a healtbgmponent when associated sensor data
includes faulty readings.

3. The method of any preceding claim, wherein @ dlasses include a healthy

data class and faulty data class.
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4. The method of any preceding claim, wherein tgerghm is a system level
detection and isolation algorithm utilizing a diagtic tree to systematically isolate the
faults within the complex networked system.

5. The method of any preceding claim, wherein ttecating of the algorithm to
detect and isolate the faults within the sensaa father comprises:

outputting, by each of the plurality of neural netks, a value to indicate a data

class of a portion of the sensor data corresponditigat neural network; and

if a fault is indicated by the value, passing dawtiagnostic tree the portion of
the sensor data corresponding to that neural nktwdil at least one component within

the complex networked system is isolated.

6. The method of any preceding claim, wherein i ttw more components are
isolated within the complex networked system, ta@omponent associated with a

neural network that outputs a value closest toisigentified.

7. A computer program product, the computer progoamauct comprising a
computer readable storage medium having progratrugiens embodied therewith, the

program instructions executable by a processoatse the processor to perform:

accumulating sensor data from a plurality of sensitizing a physics based
model containing differential equations that ddszgomponents and sub-systems within
a complex networked system;
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selecting, by utilizing an algorithm, a sub-sebest sensors to capture effects of
each failure mode from a plurality of sensors, esaisor being associated with at least

one of the components and the sub-systems witkicdimplex networked system;

training a plurality of neural networks for eactibsystem and component within

the complex networked system to detect and idefdifits within the sensor data; and

in response to the sub-set of best sensors bdiegjes# and the plurality of neural
networks being trained for each subsystem and camppexecuting the algorithm to
detect and isolate the faults within the sensaa.dat

8. The computer program product of claim 7, whetkeeprogram instructions

executable by the processor to cause the procesperform:

defining data classes for each of the componeémésjata classes enabling the
plurality of neural networks to identify a healtbgmponent when associated sensor data

includes faulty readings.

9. The computer program product of claim 7 or 8ekeim the data classes include

a healthy data class and faulty data class.

10. The computer program product of claim 7, 8,ovherein the algorithm is a
system level detection and isolation algorithmizilg a diagnostic tree to systematically

isolate the faults within the complex networkedteys
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11. The computer program product of claim 7, &r3,0, wherein with respect to
the executing of the algorithm to detect and igothe faults within the sensor data the

program instructions executable by the processoatse the processor to perform:

outputting, by each of the plurality of neural netis, a value to indicate a data

class of a portion of the sensor data corresponditigat neural network; and

if a fault is indicated by the value, passing dawtiagnostic tree the portion of
the sensor data corresponding to that neural nkturil at least one component within
the complex networked system is isolated.

12. The computer program product of claim 7, 8®,or 11, wherein if two or
more components are isolated within the complewosded system, then a component
associated with a neural network that outputs aevalosest to one is identified.
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