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METHOD AND SYSTEM FOR GENERATI NG NDI VI DUAL ELECTRONI C
MEDI CAL RECORD RELALED APPLI CATI ONS Thi s application
claims priorityto U S. Provisional Application

Serial No. 60/704,309 entitled ' % ethod and System
for Generating Individual El ectronic Medical Record,"
filed August 1, 2005, the entire. disclosure of mhich
is hereby incorporated by reference. 10 FI ELD OF THE
I NVENTI ON This invention.relates generally to
conput er. net hods and systens and, nore particul arl
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personal /i ndi vi dual s for |nd|V|duaIs by
accessi ng and conplIlﬁ&kgaéi%$£%n1dlverse sources. In
one enbodi nent, a system nethod extracts and conpiles
15 data fr .ot her sources, payor clains data
t&&géﬂgiﬁpgﬂgcggggg%allindividual health record for
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I NVENTI ON Th b Mol eic)

aNoeP¥ 43 g eQﬁ@dﬁ%ﬁFﬁu féﬁﬁ%%ﬁ#?%ﬂd%%hgﬁgla per%%ﬁgﬁ
healdidai k@eRIrtii6d RERIS) 1, 2081, the ehtire disslosnoorfivindiyis battived
an |nd|V|duaI litalth record ("M). The ternms "PER
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EVI-!IERLD OF THE INVENTION -

This invention relates generally to computer methods and systems and,
more particnlarly, to computer methods and systems for generating
personal!individual healt%; records for individuals by accessing and compiling data
from diverse sources, In one embodiment, 2 system/method extracts and compiles

" data from, among other sources, payor claims data to generate a personaiimdlwdual
health record for an individual.

BACKGROUND AND SUN[MARY OF THE INVENTION

There is a substantia] distinction between an electronic madmal record
(“EMR ) and a personal health record (“FIR”), which 1s alsc comsmonly called an
individual health record (“THR”). The terms “PER” and “THR” are interchangeably
used herein. | o
An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a compiete health record of 2 paﬁenﬁ, but is Himited m scope to a specific health
care provider. Notably, the electronic medical record does not contain any
information from any other health care provider who does not have access or shars the
same specific EMR.

Electronic medical records are }mom Typically, the EMR is
established By hospitals or a group of physxmans or less commonly by a physician.
The EMR. datails each encounter between the patient and the provider for each
episode of illness freated by the speéiﬁc provider (hospital, physicians, or other care
oivers). Althongh the EMR is the commoniy looked fo as the medico legal record of
that particular episode of illness and its management, it does not contain amy



is not a conplete health record of a patient, but is
limted in scope to a specific health 25 care

provi der. Notably, the electronic nmedical record does
not contain any information fromany other health

care provider who does not have access or share the
sane specific EMR.. Electronic nedical records are
known. Typically, the EMR is established by

hospitals or a group of physicians or |ess comonly

by a physician. 30 The EN& details each encounter
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- (hosPBrtH “physi ci ans, or other care givers).

A Ej houg :’1 t he Pﬁbﬁcﬂ?&t ifa@ccfﬁ&ama{ h‘ivsfdeﬁﬂmd Hoﬁezﬁgzpluh}ﬁatlenm have
nmedi co..| e record o t pai | ar e SQ

T e e PSR S R gl ek Tang

- 2- Baaéanne%nﬁm@wramfaoe&shﬁmmf d@faﬂm@e xeLQﬁﬁs BRtss to
eci fi¢

hav sSs.or sha e S
O e o T ess g Beslth ecords.
ex ambleas ua&bmgeie%m@mm r&bfd&ﬁh p@ﬁhﬂ A en EMEeSSest £1d unfil the

their nnot .nma entri,es in the record.

Pat F@FFF%I% mE«a%?“F’B‘FEBX/@% Wﬁ?é" EOLP BP EPE TEVR
and s?ﬁiﬂélmm/\ﬁﬂaﬂﬂ ?&ea@@e@maw ThEEME sk %Euall z T8 used by 2

spe [ ician group cou access
theﬁwmﬁégFgﬁp é@@?8§9£¢%§re is no conplete gl oba

uni fi-ed recots. Qhtefs Rat hi®Bihed w@aap%hbéh&%@ﬁﬁa&wme tomc
until the entire heal thcare is ing delivered by t

one CpFlEFPRIBFed PR dgPoTE dnotugs u@tsnﬁat%%\%“p%@??f §2d; @3&}2@5

f or sairk sahi B PeR&QUMiSHS: PdiNeaMNSY S6EMctSal Y 1 S
usedo%é}a limted nunber of users (providers).

1¢10% "Ha Spimeict ke aﬂ%?@mﬂaﬁw PeeafiEEeT wmnéw 1o be
rel adgh 4:Qxilalifive Ok iRl 2 SHQGLERREFudR dii lonras&%gﬂs To the
i nol ude: U. S. Patents Nos. 5, 867, 821; 684, 2
6, 775 PeyesRTYl fay, aompleieamderpppime of the Gacketnypd tlating ipsmomn
NOS ¢le2Q04 HR8IEA235rdsand ﬁ&%&&éﬂ@&@ GisctbbrS drhistd ﬁghéﬁﬁans

U S. -patent publications is not offered or intended

to BEbesRerPasheierpeeied Bl Biernlistioaby f4s ofrmee hariove

of  pat @hollinldnISF @R ihidngioh AR Got hbrely'# s ?Q@&ﬁnﬁn‘ clectronically storing and

necessary for a conpl ete understanding o

-b aetegtienmgdicd raeardy bubrakatod incastragarizeh pxstomseatidgngthods, including software
gﬁd%iﬁt {AGo! Rl g&gé? %tp%[%%nalth%@th%&&h? il aﬁeOf these

cat1ons’ ar expressliy _1nco dinto
th| gsoxfspribecasiap Andavidys, ﬁaﬂfbé#&‘é?ré ﬁ%@e‘ﬁﬁ@wﬁf@lﬂl Record (hereafter

EnbegimesHesmes. &%Mﬁ%m&{e@m% gﬁteﬁ g&e&%&éﬂaed

for electronically storing and accessin
r eciorgpinde plirelevantdeaithislatsg ﬁﬁé‘eﬁl@iﬁﬂ?ﬂzféﬁa rAfismienrgardlng of the

t o g\@{%ﬁca%f %g% o
ggng§g§|%%mg efggﬁgf ealth recor %%%ﬁgLﬁﬁgmgﬁg%ﬁ
_desreFHEEY h%wglﬁctp%amma@wp screas inptuding Grrbinag fineited to
El ekl wh alLdls Raseh ﬁ:e(élbﬂ{b%%ﬁ %{mnr%% dgbh ; et Roed from

In contrast to an EMR cont e rFein’1s
i nt @Aered rogider @r%tnme o dlzbpaiipnt, hedidatitn reedrag Som the

| T ALARLY Qe Hadd o&@édpgms’; TRk 555 1o B Go SRR Felibil

heal th care gYOVI der. The ‘c or mat
r e faf BrasHinPR &Y Hprdialiend @%ijﬁéft #+ eniedpapoiniblidueticeith mm.

di

[ m\‘/%rlé%g%{?&g rom cﬁgq%&sog%hof g:%%&%%%&h E%ﬁﬁcfs §t0
multeasprdlimyif ratisaieng used t han dlfferent prOV|ders
providing care to that patient, nedication records
fromthe pharmacy benefit managers ("PlaMs"),

i nfmmation Lulu | abs and imagi ng centers, and direct
I nput by the patient TO provide a unified
personal /i ndi vi dual health record. - The PER may
contain health records of mlljons of patients with
online access to those mllions of patients.




2a According to one aspect of the present

invention, there is provided a nethod for selectively

restricting access to a personal/individual health

record, said nmethod conprising a conputer perform ng

the steps: (a) making a personal health record ("M'")
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system and met hod for generating a
personal /i ndi vidual health record that is conpiled
from di verse sources, such as patient questionnaires
or direct input, health plans, pharmacy benefits
managers ("PBMs"), |abs, imaging centers,
freestanding outpatient facilities, hospitals and
physi ci ans. The data collected fromthe diverse
sources is organized into an individual health record
for a patient The inciividnal health record may be -
integrated with SNOVED codes to allow that data to be
encoded under specific nedical diagnostic concepts.
SNOMED i s a division of the Coll ege of Anerican
Pat hol ogi sts ("CAP"). SNO VMD Cinical Ternms ("SNOVED
CT") is a scientifically-validated, clinical health
care term nol ogy and |nfrastructure Heal th data can
be captured, shared and aggregated in a consi stent
manner by the SNONLED CT term nol ogy. The term nol ogy
currently contains over 350,000 hierarchically
~specified health care concepts, each w th unique
meani ngs and | ogi c-based definitions. Additionally,
these health care concepts have distinct
rel ati onshi ps that support reliability and
consi stency for data retrieval. In sone
enbodi nents, security and nedical privacy could be
provi ded such that a patient could have the ability
to permit the entire individual health record to be
vi ewed by desi gnated persons or only permt selected



The system may include a filtering nodule in sone

enbodi nents. Typically, the filtering nodule may be
configured to determ. ne whether the client systemis
associated with a heal thcare provider. The

description transmitted to the client system may

di ffer dependi ng on whether the client systemis
associated with a healthcare provider. In sone

_enbodi nents, the filtering -eodul e may be configured

to change the description of the health related data
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nmet hod for generating a personalindividual health
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(c) receiving to the PHR system server payor clains
data regarding the patient from payor via the
Conmuni cation link; (d) analyzing at the PHR system
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access to the data elenent. In sone enbodi nents, a

predeterm ned |ist of possible restricted areas nay
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BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1
shows a diagammatic representation of a health care
data system accordi ng to an enbodi nent of the present
i nvention; 10Figure 2 shows a bl ock disgrain of an
exanpl e PHR system accordi ng to an enbodi ment of the
present invention; Figure 3 shows an
exanpl e table using a MPl 4 dentifier according to an
enbodi ment of the present |nvent|on
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related concepts. A. new entry may be inserting into the individual health care record_
tﬁat is representative of the identified health related concept. Also, the new entry ‘
may be associated with-enfries in the mdzwdvai health record that have a hierarchical
relationship to thenew entry. )
In some embodiments, the hie_fatdhical arrangement includes nodes '
Iaﬁrssentaﬁve of medical diagnoses or medical procedures. For example, the
 hierarchical arrangement may inctude &t least 300,000 nodes, such as a pﬁlrality of
~ SNOMED Clinical Torms. |
| According to a further embodiment, there is providgd a computer-
readable medivm having a data structure stored thereon. The data siructure may
‘ihcluda a diagnosis data field for storing 2 plura]ity of dia_gnosis data elements
reprcssntaﬁ\fe of medical diagnoses associated with a patient. For eﬁample, at }east
one. daaguosié dan slement may be derived from a payor diagnosis code based on a
SNOMED code. A procedure data field for storing a piurahty of procedure data
elements representaﬁvu of medical procedures associated with the patient may also be
mclud.,d in the data structurs. Preferably, at least one procedure daia element is
denved from a payor procedure code based on a SNOMED code. In some cases, the
data element may be ‘maﬁually entered. : '
1};1 some embodiments, a diagnosis data element may be derived from
an ICD code. Embodirnents are also coniémplated in which a procedure data element
may be derived from a CPT code. Other embodiments are contemplated in which

other health-related teformation could be derived from other typss of codes, such as
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concepts of the present disclosure are susceptible to
various nodifications and alternative forns, specific
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of exanple in the drawings and will herein be
described in detail. It should be understood,
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The PIE. database 200 may be structured to store

various data relating to the health ear of patients,

i ncl udi ng i ndi vi dual healgp records. Preferably, the

PHR -12- database 200 includes a plurality of PHR s

for a plurality of patients. Typically, the PHR

dat abase 200 may include ten thousand to sixty
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Pl -119. database 200 may include a master 10 pati ent
index (MPI") field. The MPI field allows for the
assi gnment of an unique identifier that defines an
entity, such as a patient. Due to the naassive anount
of PERs contenplated in the PER database 200, many
of the patients nmay have the sane nanme. Consider, for
exanpl e, a PER database 200 that inclndes twenty
mllion PERE. In this exanple, there may be thousands
of patients - wth the | ast name of 15 "Smith" and
nunmer ous persons with the nane "John Smth." Although
the use of the MPl will differentiate the persons,
t he assignnment-of an MPI to a patient may include
other criteria that may be unique to a patient. In
sonme enbodi nents, for exanple, various other
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hospitals, |ab systens, provider offices, pharnacy
benefits managers, health plans and/or ot her
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SOURCE METHOD OF COLT BCTION 1. Patients Answers to
guestionnaires and surveys. Regular entries
pertaining to managenent of their.conditions, such as
home bl ood glucose levels, airway test results, etc.,
to track the progress of the disease condition.,
Patients may also directly enter information, such as
over the counter drugs, inmuniyations and allergies,
into their PER directly by connecting to the PER

sy steeith refhrd fetivere dRkanisedib retetd th yheapéciattgt i Ng t he
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Derdppirag td thesedkiliad irthokt ’@Oﬁ cedsidaiatiad ofithy DIewhE &Hﬁa;led
i ST TR AN T
53uoths @wecnfiars & paednitl se@bed. managers. 3. Phar nacy
Benefits Manager ("PBM) El ectroni,. tape or direct
access to obtain data relating to prescriptions. 4.
L alBRIEF OESCRETIAN G SHEMRAWINGE Uni versal interfaces
(e.g. 1E7) %Ezgu%g ts owszae agrarrlﬁtﬁ%rnfc ?e%rcsentatmn of a heelth care data |
system according to an embodiment of the present invention;
10 Figure 2 shows a block diagram of an examplu PHR systm accordmcr
to an embodiment of the present mvention; '
Figure 3 shows an exmple table using a MPT identifier according to an
embodiment of the present invention;
Figures 4A—4D show a database diagram illusizative of a porticn of one
15 embodiment ofa system and method according to the present invention;
' Figure 5 shows a block dxagram of a portion of an embodiment of the
‘present mvemmn
. Fignre 6 shows an example window in which access control for the
~ individual health record may be established;
20 F gure 7 shows an example ﬁﬁndoﬁf denﬁng permission 10 access a
portxon of the inidividual bealth record . |
Figure 8 shows an e},amp‘lu window in which z user may ovemde a
estriction to 2 personal/individual health record;
Figure 9 shows an example andit re?ort’that may be generated by the
25 system according to an embodiment of the present invention; and '
Eigui:e. 10 shows a flow chart which iltustrates an embodiment of 2
syster and method for populating 2 personal/individual health record with datz,

DETAILED DESCRIPTION OF THE DRAWINGS

30 ‘While the concepts of the present disciosure are 'suscepiible to various
modifications and alternative forms, specific exemplary embodiments fﬁﬂreof have -
been shown by way of examplé in the drawings and will herein be deseribed in detail

It should be understood, however, that there is no intent to Hmit the concepts of the
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5. I'maging Centers Fromthe I nmaging Center Systens
using Universal (Ht..,7) or custom zed interfaces. 6.
Freestanding Qutpatient Facilities Fromthe El va of
the facility using Universal or custom zed

interfaces. 7. Hospitals Information inpofted from
the respective EMR s of the hospital using Universal
Interfaces (such as H L7){gr custom zed interfaces.

8. Physicians a. Fromthe clains submtted to the
PaY&ES disbiosudl 1€l prethian@ridiegosat, birnpithe tanttiyethPERotion

PGP BISATT A TEGEHETD BN fUA 3 AR PO Vi o nd
S QU @B ihe ikcisRp® enbodi nents, for exanmple, a "flag”
T I e T, e

| Sn¥epaslymiybehenmeaiasiny Hiffesdnoiotits, abchous bee appire divitend
el ety oue Dol e o e o 05012 o0 SOU s
exaMR iBrentidienSl thieythe S1E bEMRLERG whyacaesdintther BER
Syeﬁb%@m]égﬁ_zco}ngirgn% atd%a;eha%d SPO%BNHIG agpects. Furthermore, embodiments
of the invention may take the form of a computer program product on a computer- -
readable storage medivm having computerseadable program code embodied in the
* storage medinm. Any suitzble storage medium rﬁay be utilized including read-only
memory (“ROM™), RAM, DRAM, SDRAM, hard disks, CD-ROMs, DVD-ROMs,
any optical storage device, and any magnetic storage device.

Figure 1 shows a health care data system 100 in accordance with one
llustrative embodiment that may be nsed to build, access, analyze, _andfor -upda‘te a
Personal Health Record, also described a5 an Eilectronic Health Record or Individual
Health Record (here:aﬁér the terms “PHR” and “BHR” and “THR” are intended to
convey the same meaning). As shown, the health cdre data system 100 incindes a
personal health record system 102 (“PHR System”) that is configured to prcwid.e
access 1o individual health records via a network 104 to one or more client systems or
users 106, The PHR system 102 may take the fomi of hardware, software, or may
combine aspects of hardware and software. Although the PHR system 102 is
represented by a single computing device in Figuie 1 for purposss of example, the
operation of the PHR system 102 may be distributed among 2 plurality of computing
devices. For ekampie, it should be appreciated that w_?arioﬁs subsystems (or portions of
subsystems) of the PHR systern 102 may oper;:-x'ze on different computing devices. In -
some such embodiments, the various subsystems of the PHR system 102 may
commumnicate over the network 104.
The network 104 may be any type of communication scheme that

allows computing devices 0 share and/or transfer data. For example, the network 104
may mclude fiber optic, w}ired, and/or wireless communication capability in anyofa
plurality of protocals, such as TCP/IP, Bthernet, WAP, TEEE 802.11, or any other
protocol. Embodiments are contempiated in which the PHR system 102 may be
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.4 . .
2 particular situation. For example atg analysis module%?g may be oplional in

some embodiments. By way of another exampie, the filtering module 218 mmay be
optional in some embediments. As shown, the PHR system 102 has access to payor
claims data 220 and health related data 22?.. In some embodiments, the payar clamms
30 data 220 and the health related data 222 may be accessible to the PHR system 102 via
the network 104 from the clieﬁt systems 1 6.
The PHR database 200 may be structured to store varions data relating
to the health care of patients, inchiding individual health records, Preferably, the PHR
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-16- H,7v2.5 formats. These nessage foanats include
support for various health related information, such
as hospital adm ssion and di scharge sunmaries, |ab
orders, radiology orders, radiology results and | ab
results. By way of another exanple, the nessaging

facility 214 may include support for PiL7v3 format.

5Enmbodi nents are contenplated in which the nessaging
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0. The term "payor clains data" is intended to
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appropriate patient. By way of another example, the MPI allows a ceniral patient
search that would allow users to find patients across muliiple, massive and disorete

health related organizations without requiring a national ID mumber. In some
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codes, treating physicians, treatnment dates, nmanually
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claims data 220. An 5 illq strative exanple of
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tests. ent visit hls?ory to specialists,
f uWﬁ@qul&I@?,@@y aPRETROAEHISSoriStior o Spiithabe could also oross

‘Ref.gr @égfo@m?aﬂb@ éstygt% 3 E&ﬁe@uem cadd AR yogs T

speC|a I sts I ng tests or ére
%¢ yickng upedien another message

from the same system is received. This allows the matching of information
oniginating from a wide rangs of medical sources and from multiple payors to 2 single
_comprehensive display abouta pail'enf. In some embodiments, the MP1 could also be

used to tie health information related to a patient and their family members, For
example, the presentation of information regarding the patiént and their family could
be available in fon'natg’.thai assist both the health care provider and the patientin

~ improving their health .ca.re. | '

i ‘Figures 4A~4D shows a diagram of an example relational darabase

* which could be used as the PHR datzbase 200 m some illustrative embodiments. Tt
should be appreciated that the database structure showr in Figure 4 is for purposes of
example only, but that a maliiplicity of database structures could be used for the PHR
database 200. ) _

The PHR system 102 may include a PHR population engins 202 fo
populate and/or update the PHRs in the PHR database 200. The PHR population
engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results fom laboratory systems, admission summaries,
op réport and discharge summaries from custom and stapdard hospital interfaces, and
meanually entered mformation from surveys, health risk assessments and direct entry,
In some cases, manuzally entered data may be inputied by the patients themsslves or
representative from health plans, provider offices, hospitals, etc. By populating the
PHRSs from a variety of sources, the PHRs would not be Imited to the data available
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di agnoses. Duration of nedication. 25Miltiple
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tredting physicians, di agnoses manezehgitlobivetgengitigist gich
Mediicat i on associ ated or | i nkeds imdbigodabeose fryplapineay
: test results, efc., to track the progress
of the disease condmfm Patients
may also directly enter information,
such as over the counter drugs,
immunizations and aliergies, mio
their PHR directly by copnecting to
- the PHR gystem,
2. Health Plans Directly collecting the claims data
from the claim processing systems on
a periodic {e.g., daily basis) or real
time basis. Deriving the data to
obtain clndical information. This
mformation may also be entered
directly into PFIRs by persons
associated with the health plens, such
- | ag'cage and disease uanagers.
. Pharmacy Benefiis Manager (“PBM”) | Elecwromc taps or direct access to
obtain data relating to presoripiions.
4. Labs From the lab systems using Universal
interfaces {e.g. HL7) or customized
interfaces.
. Imaging Centers From the Imaging Center Systems
: using Universal (HL7) or custornized
: mterfaces. _
. Freestanding Qutpatient Facilities From the EMR of the facility using
_ Universal or cugtomized inferfaces.
. Hospitals _ ‘ Information impoited from the
| respective EMR’s of the hospiial
| using Universal Interfaces {such as
. HL7) or custormized interfaces.
. Physicians 4. From the claims submitied te the
payers :
%, direct online notes or input to the
PHR
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n

o
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o

Embodiments are conternplated in which the PHR populaiion engine
202 may “pull”vdata'ﬁ_‘om various sources. In some embodiments, for example, &

“flag” or other notification. could be sent to the FHR population engine 202 that health
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anthe PR darbpe c0@ivits hav aaﬁnlmkttrm Hefarethe hémpmoum bmeeded

s

p uw&&s bokd exanpt eitonkiter rbnmtary teat plgsidiat.i Dribiks example the

d a%%ﬁ tmfgg ebﬁﬁo o Ibre]:ecgnsfi ef Er&;‘?da%a%g ﬁaﬂ%nt%lfgﬁ{ on 2
“real txme” pasis if the PHR is updated with information from the visit with the
primary cars physiciar prior to the visit with the specialist, whether the appointmént
with the spscialist is scheduled the: same day as fhe visit to the primary cars physician,
the next day, a wesl later, efc. '

- Tn some embodiments, the PHR systern 102 may include a messaging
. facﬁlty 214 to inieract with the PHR population: engine 202 in handling messages that
are received from varions sources, such as client systems 106. In some cases, the
messaging facility 214 may also generate response méssa_es for client systems 106 -
that can programuucally request an electronie copy of the PBR Embodiments are
contemplated in which pxogrammmai requests for poriions: of the PHR may be denied
based on permissions associate¢ with the PHR, as described below with respect to the
security module 204,

Preferably, the messaging facility 214 is configured to handle
messagesin a %ariaty of different formats, boﬁz standardized formats, and custom
formats. The message formats described herein are provided merely for purposes of

sxample; however, it should be appreciated that the messaging facility 214 is not
limited to the formats specifically described herein. By way of example, the

messaging facility 214 may be capabile of handling messages In HL7v2.4 and
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I n sone enbodi nents, for exanple, individuals may be
asked to conplete questionnaires at the tinme of
enroll ment into a health plan, or at sonme later tine
when a PHR is being devel oped. The following is an
illustrative exanple of information collected for a
Pl'a using questionnaires: 10General information Race. -
Wei ght. Change in Weight. Height. 15Bl ood Pressure.

~History of dlabetes ast hifa, stroke heart attack and

10

i3

20

)
L ]
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ot her condjti ons ry of ldent [ ;
st ot rapica e fetion of BisGR (1GT SR Gpfien
p%&ﬁ&x&rﬂm@mﬂhaﬂ%e@;lcm@ hmalmﬁnﬂwda@e (RNBCGropdasf reating
overwei g [ ood r
diPiEaEEs, fEoaiReEt datgs; P c‘f%ar g ‘“‘fdgéf"ﬁ% A ide
alveRhe bt mfgﬁfggtgﬁ,m@v)tﬁ obiaised- %ﬂﬁgﬁfﬁmm@r lchaﬁzsa cta@ X6 An
various countries ere a. di sease '
e SHBr e 8t BT R PR fom e peyr
obﬂﬂhﬂ@ﬂa@Hh@ﬁﬁwmwdmkkWhe 25 questlons and addi ng.

further questio atlent Hi story Vaccination
hi story. éaﬂmm?ﬁf .

 Age.
- Sex.

Outpatient Encounter History

Vaccination history.

Mammography in women; retinal examinations for diabetics;
colonoscopy for adults; PSA tests for males; ete.

Visits to primary care doctor. Dates, duration, frequency, main
diagnosis &t each visit, medication préscribed following eéch visit, tests ordered with
pach visit, changes of medication as a result of each visit, changes in the frequency of

| visits to the PCP, changing diagnoses following visits.

Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, foather tests and
admissions to hospitals. _

Referrals and visifs to specialists. Dia,gnqsss by specialists, 1ab tests
and imaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by speoialists, with diagnoses. Duration of
medication. |

Multiple same-~condition specialists, or physicians for the same
diagnoses. _

Medication to medication alerts generated. Me;iicaﬁonéclinica}.
condition adverse rcacnon alerts generated.

Psychotherapy/Psychiatric Therapy — daies name of caregiver,
diagnoses, medication.

Hospital Outpatient Encounter History

Tests done at the out patient facility - dates, tests and diagnoses. Any

repeats?



5

15

20

30

Manmogr aphy i n wonen; retinal exam nations for

di abeti cs col onoscopy for adults; PSA tests for

mal es; etc. 30Medi cations prescrlbed by speC|aI|sts
with di aaoses. Duration of nedication. -21-
guestionnaires. In sone enbodinents, the health

rel ated data 222 may include clinical data .from
hospitals, |abs, imging centers, outpatient surgery
centers, and/or simlar engities. In sone cases, the

clinical data may be extracted using a standard
f ormat. 5 FOR-REREMSWEY tisils of AFEmHErlcoH STgeretiemanc {r

ﬁ'rfle@gb L&?é 5 sGleEGL KON &faﬁ%ﬂ@sﬂof&ygﬂ@@ abhfickayel Seven

ormat. and can be efficiently extract ed
through t heHospgaliyptions tiellomargear- g ey HegriFo
conpat i bi |1y, si%ittﬁer&d}' a(e%r&@émn'fﬁf%nhgpl%&ié&h%@&h&nws

vol unteer org ni 7ation headquartered in Arm Ar
M chi gan t h@ut—n»a@era@r Arisfife dnoNglabBivgion SP@TWGT&r‘d%’m ‘reating

LS dog Né' nd FAGES dﬁ@%@&é&@ﬁ%&%ﬁ@&@% m&e@@m
5 § 10operat|ng inthe field of
he ﬁﬁﬁ@ﬁ@@ﬁ ThIS or gani zati on devel ops specifications
that enabl eygi.gnarate ngal. ﬁ&%@ﬁﬁmﬁ&%bﬁzﬁ&tdf ORidifs, names of
exchange key sets of clinical ‘and adm nistrative
da&@hh@%m@h@ml%ﬂﬁ@@%ﬁﬁ$eC|ated that an interface inaY
g be provided, E%s%ﬁ@%&sp@é&@rﬁﬂy@l@aﬁ%a@éﬁﬁﬂuﬂgf&dﬂ @bent
fornat The followng I's an exanple list of clinica
|n@@#ﬁ%ﬂﬁéﬁ3MRﬁﬁmﬁﬁwpn§@ﬂ@@PPéEﬁ%@kﬁﬁ@ﬁﬁ?ﬁ@dhealth
rel ated dat ?m:%a%ﬂc&l@eﬁﬁétﬂa%ﬂor@ﬂﬁ@ $810 Rubtb SR dhedtMed in

physi cal exam nation. |npatient di schar ge sunnary
span of tims, diapgnoses, reattnent rendered by EMT.

Hospital Admissions
Name of hospital. Date of admission. Date of discharee. Admitting

diagnosis and discherge diagnosis. List of comphications. L.O.5.

Problems list. The names/times seen by speczahsts thetr specialists
and diagnoses by them. Time spent by each physician on every visit. The diagnoses
or conditions for which they were seeing the patient.

Tests — lab tests, biopsics, surgical specimen -éxam, imaging tests and
other tests with the dates and dia@osas and names of referring physiéians and
reporting physicians.

Treatment days i regular tniis. T‘reatme:;t days in infensive care.

Post Hospitalization Management: FCF, NH, physical therapy, at-
home nnree visits, and mfasion thera@y.

Medication foliowing discharge.

Ongoingl complications, if any,

Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physiciens and their specialists and the time they ‘spent with
the patients in the hospital. ,

It should be appreciated that the above list is providedfcr purposes of
example only, but that additional mformation may be cbtained frem the payor clairos
data 220. -
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Sel ected I ab results done during the hospital stay
(sone of the test results may be irrel evant for
continuing care and nmay just add to the clutter).

| magi ng test results_ 20Pat hol ogy reports, including
reports of biopsies. Medications adm nistered to the
patient. Any other information which is considered
rel evant: for contin a care. It should be appreciated
that the above list is pridvided for purposes of 25
exanpl e only but t hat addlilonal clinical

i nfor mat i orlt THEP 367 BUSTTHER Py ATE g iow iyfprmation. such

ThepARPOS s |d8:aMU B0 WedVide thaab@atul inbiedl BBElinaual fymiren
accessed w ||l depend on the_ state gg record ke?gmmg

i forenerRan i TR A10WETH RA7OT 4T AEH NS

I &he@fchMetord. NBREES dhai @l vRRd 19 ﬁﬂo@es%dhﬁﬁﬁy mmﬁg msgaﬁiteﬂso
that use the HL7_ formt ouI be

| R GOT g B ROt G POTE B0 i ERAe odss.
| Rkt Oftd 1208 {hea 8 R6felconbfheRtt Bling QCRE ducbmﬂm‘s)

of each patient f'or_each encounter. I.n h
wibEhSER e BFfTPE Feth& Trentmpm ey s f1esee Srgyiden e %@8 T

dighdsehBRboralalest thQRdIRE S ploRRlck Rintd ABINOM 26 tdr et figotymil

still take_ placé, albeit thr di vi dual | '
creseelly orive kR Al BRRY Oﬁfﬁ%ﬁ%ﬂl Ty Eove e

p %{qlaﬁaz A8t %1&&1%11?;11@@1&&&&?9&& m&ﬁmﬁﬁa Iiﬁﬁﬂvﬁiefsljta b,
pat hol ogy reports and_ i magin e u u

D e TP BORIAd B PR OSSR, i ORI IErem s o
S Va8 21U S BEkA Oin WA bﬂedc&hzﬁerﬂ atmcialliheotiast whbataceess
many hospltals use outside v%&Kors for such _services,

arfes aat preadsyi ferrd1atay g eas P advaniage to using the payor claims
data 220 is that this data is relatively precise and orderly when compared io other daia

 sources in the health care industry. The payor claims data 220 also provides 2
structure which is wseful in methodically orgaﬁJizing and populating the data, and
prioﬁﬁziﬁg the manner in Which extracted data is displayed. In addition, the péyer
claims data 220 would not need coordination from the creators/keepers of the data.
For example, the use of payor claims data 220 to add infamatioﬁ about the hospital
admission of a patient would ﬁot need the coordination of the hospital. _

Dreferably, the payor claims data 220 1s “normalized” or placed into a
standax& format by a separate process. One such process is the connect™ process
available from the assignee of the present application. This process is described in
U.S. Patent Apphication Serial No. 10/381,158 entitled “System for Commumication
of Health Care Data” filed ox March 21, 2003 and claiming the benefit of PCT
International Apphication No. PCT/US01/42618 filed on October 11, 2001. Both U.S.

- and PCT apphcations are hereby expressly incorporated into this application by this
reference thereto, Although specific to the payor from whom the payor claims data is
obtained, the payor claims data 220 may be more readity utilized by the rernainder of
the PHR system 102 than “raw” data available from various health related
organizations. ‘

In the embodiment shown, the PHR populatiorn: engine 202 has access
to other healih related data 222, which could be used to suppiement and/or enhance
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260

5 serve many hospitals, will allow an interf-ace to
be used across a nunber of providers. Simlar

sol utions could be adopted with other types of
clinical information. Rel evant infoimtion my al so
be accessed through pharmacy systens, such as those
mai nt ai ned by hospitals or third parties. Adm ssion

hi story and physi cal exam nation and di scharge ‘
summari es nmay al so be acé€éssed through transcription
centers. This 10 approach may be used with |abs,

i thaghyey cleigrtdieres 20 ogqrﬁéw%ﬁtth%@ﬁ%wwéé‘ﬁﬁagﬁ% may Haﬂ?ﬁf‘?@
oh@rﬁ&:&ﬁ%‘ﬁs’ Jsing sesWB¥iresl fRyRRly JIBSdther efauiphe s@ nedthirtlbies
have "nodem electronic systens, which are |-EL7 .

c dtpala iiseiclpdealinicelaiiangianse SgaHEPISIETYF- Pt BiRmRa.
! ﬂafo% e ﬁooc%nteés%rcyélﬁﬁﬁ'&% @LQ%&P OM&ors. QBN Edn, HRhBAIh related

t echini ques. coul e used fo gather the information if "

notorimtdn 40 cpuidde whieined SR @b RERIE AV @ PRV Eaayefiseso 22

may i ncl udey R OLMRENRRs %6t HeEee, heRmuabys) 6k 206 o
anclior physician offices. There are thousands of

phytailet qrestiormaictsiahibe Hine SbFENMPE St WD PR PISORHCET
W13 wRR Sﬁm&é SlYe BP8loredS TS EoAPRREH AalnlBiveltbxiBf10 6
keeping than 1s the case with the other sources
dirferegencodibisdior ORER APBE BEERCIEBISbt ai ni ng

i nformati oy dLomMm.pvsidel ans is to recogni ze what

information i s not 20avail abl e from payor clains

dat a, questhzotinaire data and clinical data, and then
focusing onggbf:ai ning that information. Typically,

the information which this includes is relatively
limted and-heagrsipdYeehtai nly of results of sone tests
done in phéﬁ&@ﬁan of fices. Exanples of such tests

i nclude EKG s, cardiac stress tests, echocardi ogram
tests, EEGBoodersyie- nerve conduction studies, and

ul trasound f;est.s 258008 aliind M¥SieChdN a@ich inf@Sther@agditions.
possi bl e approach to facilitate and incentivize -
physi ci ans Histopr@vicgigsr hiuom it PReTEH, PEYEs &9t n
bqggg%ng a patient's PERis to ask or require
providers to supply the information to a PER portal.

I n sone cas@isiorf ¢ponaiiyidensgRe eyl y OF such

i nfor mat i ongGaUlEhe RowtRglil] 195h 11660 ReMIvEiablefds, heart

-connection Wth the subject tests. 30In sone

erdissgien®®ness., t he PER popul ation engi ne 202 may

- interact wiiih I @D BicDRA s 288rclsd zEDipbd, at

heal t h rela{}é:data 222 and/ or payer clainms data 220
Wi th aheal t HisBsioa 2 6o COWITSs [FIgT i8I GaNERE °%¥Jﬂﬁ6c§| th

care concepkss oBL e S5 BlimahfemeQss 64 HidifR vYREM gong2R8
encodes the Health related data 222 andi or -23-
questions and adding further questions.

Ouipatien: History
Vaccmation history.
- Mammography n women; Tetinal examinations for diabetics

colono sco?y for adulis; PSA tesfs for malss; ete.

Medications prescribed by specialists, with diagnoses. Duration of
medication.

It should be appreciated that the above list is provided for purposes of

example only, but that additional nformation may be obtained from patient
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payer clainms data 220 into SNOVED (" Systematic
Nonmencl at ure of Medici ne") codes The SNOVED codes or
health rel ated data based on the SNOVED codes nay be
inserted into the patient's PER In sonme enbodi nents,
ot her health entries in the PER relating to the
SNOVED code coul d be associated in the PER

regardl ess of the 5 format or mechani sm from which
the information is derivéd. By using SNOVED codes in
the PER, differing types of entries, such as
|CEUIGW§§@FE%nd| tions, procedures, care plans, bionetric
trackers, RRELS a&b@ﬁg@j’c@ﬁidheal&ﬁﬂiaie& bBats 22 dsinciodudtigical
be tied together for better decision makltglr% %I flar
atpéd §os E,nglg?ﬂﬁa e dPREE GFeBeP ST SHE G ennance c}rm
hebkish i fafrkhRE. thd QNG they 1@ ettirydts zmmefstanamd format

Col | ege of Anerican Patho) o
dqr graaaple, ey WW@ éyvaﬁgb? XSC%TOI?JC forn eah’h Levei%

S&dveNttit ir6 @b ¥l dufl 84 €lcicrlyi dﬁb’ﬁcﬁéd thleagﬁ the uﬁrcé mterfaces
t er m hol ogy and N nf rast ructu

cégsignadder cormaiitayty &ﬁ%@tat%g& ¥ 'ﬁm&‘ %YS s‘fg enr?f

"&@ﬂﬁ%@fb&&%&&%&ﬁmﬁ&r Miidhodaa gt isBh antee;f;?a Wailoogly

currently contains over erarc ca « ”

SRR TSR PR A e T e
NY% Beklt SgkciRAse ¢hid @faammmmsvmjﬂ ispaciiivalidny that

t hese health care concepts ha\&e di.stinc

r enableidisRiE Belih e a@é}ﬁ?&sﬁ‘%m & %‘W?"gﬁs Sgipicat md

C ORRhSH-BINE Yath. OF slﬂ:@lzﬁaef aﬁ&zédaﬁwihax dnfintsidate nedibe gioveing o,
the correlation no uIe28 associ at ed g’fﬁ
e SR i

c oftied dateifiom 815108 195 O Breah ?%‘BPB
daf 2 PRt nQhat RAYOE o6l e&b@&oﬁﬁﬁﬁﬂﬂr@lﬂﬂd@i&a sheal t h

~care conce such as e. 20Fi.gure 5
provi des agl SWDt @%g’qffﬁp CHERFY '

i dentifi edﬁme@aﬁoﬁmn@{ﬁnma@n this exanple, the PER

i ncl udes a field, whjch cont.ai,ns .t

aSsoci at ed Saretpr 18R FESE dope ag fidhoFy E%ay'@%}@e of thpigst
eXAR! 8 RER dfehiid: estaiagnesis man et edius the dner).

medi cation fields in which the SNO VI ED codes deri ved
um | CD cod&3eaeprstesls and NDC codes, respectively,
may be st Oﬁﬁolohﬁrebbﬁs 2hiuaxa iRlofts Sﬂ’iﬁﬁyﬁmst he payor.
clainms data 220 1s the | CD9 code,.of 250.00. The
bor r el at i oMsraHPE W‘Eﬁtﬂ%&’fmg}tat e this 101)9
code into the oti-AbeteSHi&onaapis coditerRER-papioh adotioning
engi ne 202 may include the SNOVED code associ ated
wictth t he di abetes concept into the diagnosis. field of
t he PER f o Agma%el e &ddnBAt theetbidiise btprdededifor uhy@ses of
PER relating to diabetes. ai)uld be ass

| ey PR PR CB BUSPARERROr THENP oI angr

meghani sm fromwhich the information is derived,

vvhet her froman |ICD co T Cco .a_ NDC. nunbef o
- manual |y enthsREgogat ¥ wﬁ&ﬁp ‘é‘%ﬁ“&’h?’&yg%%“%%sﬁ

%%&Eﬂ 8R Gl B TR epint Brear mmnal eatigd it msmmmamg
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sxampie, it should be relatively easy to gather the desired cimlcafl information from
the electronic medical record (“EMR”) of each patient for each encounter. In
hospitals without comprehensive EMR systems, or in those using different date

formats, the information gathering may still take placs, alb ett through individually



-24- procedures, inmuni 7ations, nedications, health
action plans, lab results or other rela eA data. The
use of the MPI field could further enhance the PER
system 102. Since the MPI identifies the patient and
t he SNOVED code design-Les the health concept, the
PER system 102 nmay col |l ect and present diverse data
in a PER that can 5be organtz' ecl, stored., viewed,

and nmanaged by all interé8ted parties in health care
transacti ons. The PER syste 102
i prefteidnionren eicalas TIPRIARERRC BRPETHC ohias sy S

glj gepgﬁyaﬂ@r}ﬁgg@gmﬁmrdmﬂtsemﬂabeactc&stm PER
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25  donein physmian offices. One possibie agproach to facilitate and incentivize

physicians to provide this information to agsist in: building a patient’s PHR is to ask or

in
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require providers to supply the information to 2 PHR portal. In some cases, for
example, the supply of such information could be a condition for payment in
comnection with the subject tests.

36 Tn some embodiments, the PHR poputation engice 202 may interact
with th’e correlation module 208 to correlate health related data 222 and/or payor
claims data 220 with a health care concept in an arrangement ofhealth care concepté.
Preferably, the correlation module 208 encodes the bealth telated data 222 and/or



that user so that only the information contained in
the PER to which that user has been granted
perm ssion will be displayed. The use of the security
“nmodule 204 in this -2i- manner P11 |lows a patient to
conpl etely control access to his/her PER For
exanpl e, the patient may specify the default
perm ssions for various types of entities, including
hi s/ her spouse, fam |y nembers, primary care
physi ci ans, and other health care providers. The term
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entries in the PHR relating to dlabctes couid be associated with this entry in the PHR,

30 . regardiess of the format or ma_chamsm from which the information is derived,

whether from an ICD code, 2 CPT code, a NDC number or mammally entered data.
Physicians, patients and others could then eategorize information related to specific

health concepts using the SNOMED codes, including visits, illness/conditions,



30 areas of a PER may include summary, health risk
assessnent, health cal endar, nedical history,

medi cation profile, visit summary, heal tth event
record, illness and . conditions, my plan for health,
account summary, benefits and elimhility, change PCP,
claims, nmenber information, referrals and

aut hori zati ons, Perm ssions, -26- The security
nodul e 204 nmay all ow a patd-ent to select entities

that may access protected data cl asses and/or
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area Fatt I'n sone caseés protected data

¢l andy grovidgactabdnedd partdas aqcpﬁatl’ﬂﬁﬁwhﬁggﬁ database
rq&brlcted may not be displayed, which woul d prevent
anentity being resiiicted fromrealijzing that a
restricti onfissmp pmpodiments, [ e4arame GPetiet MaY praess Sigfer PHR

eyl %M high vﬁfﬂﬁd?ﬁﬁo&g@(an&tﬁ%@cﬂ&nﬁ@ aRreireghied 1At a

classes rom 15 spouse was restricted may

15 nokhigreouid gidvl the pasicntie seppbrpsst hl%{f@eé SHE Wi apditioprd 1@%&%@@»
sldckgasrl)QrF tﬁ@@o\%{sp AleaiBardofs taﬁérgltss'. Qﬁmlﬂzﬁiﬁﬁé’\’éﬂc ngpd }ﬂﬁexﬁ) Bfuid

hows an exanp
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sel ect e e access ri for a health care
pr AR digrthecwghbt-rpged Rotmdpr qﬁ;llqr lyereion). IagomneRTrsEpss, th

20 P ?1{1:11& %ﬂtgg :;et\éq,'c [RGhOR th prpe fla be SnASERSSal O

ecte asses, excep t intformation
r esb»ameht thymsiaL alay hefaache pativid mewtbenl toRdspyEt tagpbysician

ar eas. ﬁgﬁg el Ieﬁ%ﬁs betlpkings, dﬁ%%sénﬂo@nﬁml. hagetd onal

sone enbodi nent s, fault access rights to
a PERgrEybeodst Abi insheckonRgedic dafpreine whashey sreomai he PHR

def ] D6oHof Aulds 36568 bdcBl 3 o0 tneeRGH: Afndblifent module 216

25 would not allow the patient to view any “urrelsased” eniries, but only allow access to

U!'

“released” records.
In some embodiments, the access management module 216 may
interact with a security moduls 204 that restricts access to PHRs in the PHR database
260. For exampie, some providers may not be granted access to portions of the
30 patient’s PHR that may be cons_i&ere_d sensitive. Whenever a nser accessss a patient’s
PI—IR, the security moduls 204 may svaluate whether paxﬁission hias been granied fo
that user so ‘chét only the mfomzatién contained in the PHR to which that user has

been granied permission will be displayed. The use of the security module 204 n fhis



25 nmenbers. Enbodi nents are contenplated in which the
default access rights could be based on vari ous
factors, such as relationship, gender, age and
| ocation of the patient.. In this manner, a reasonable
level of access rights based on the patient could be
establ i shed, even before the patient custom zes the
access rights as discussed above. Enbodi nents are
contenpl ated in which the2security nodule 204 may 30
i ncl ude rol e-based security. In such enbodinents, the
usmmsmnabeepasgt@meﬁphmh@bgnﬂ@masﬁbhé&mhﬁﬁbokammgmﬁ
amk L C N o
o1 DR LA BRSo 055550 Tl o
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S O;gﬁe&%%%%gtai?w%ggh%%%f 5@%%%0%& A3 BYre REETHS from
a restriction.to bé overri In certain

. Cimo pelicatckeingfer cexiaompiady with itrstirrhaa;lfrm¢ PVidas via the PHR.
10 Physi ci an t&s&ﬁ%ggﬁfﬁ&%' SLGE &%‘ia xFi Sprﬁﬁt %d%the

ener gency care. sone res e
oveerrityiedrle médas@aimh&:ﬁyp% wistaih ca"simatlhm Buairagadene esly

CLUAGE EORGELRS bl WEIBOBS, BB PRRS, R LRI RE R
t hie hpeet ik mcsess’_t@ﬂsxrghnmm mansaﬁnogim@ 117&’5, wWhille rWa;lei @;cwa to

Dol s PR AR DS LR, SRR P o,
15 PEREkom caffhedHRactasgo arsar@dh@ma,}fbbmbnsidfmﬁ serzgive, the secumy

r e;%%;{ui%er & a}'EEé{stuEe lecr:]:r g‘%?}? #ﬁﬂj ecf%‘gﬁ“%sfl o%s

t heramgles infoomagioenn & HﬁRIrbiaect Es’eprodncnmua]ﬂt. n&lﬂtﬁﬂh@lméﬁv

app Q% 7] i.ded I poses of
1oL I A bl ek b e R B R Ry

i nABXY a@ﬁscﬁpmfﬁ gy aisedr tegleal, baguaiassault and/or other sensitive
20 health issues may be considered protested data classes. Embodiments are

losd

contenmpiated in which a predefined list of sensitive health issues could be considered
protecied data classes. Of course, it should be appreciated that additional data classes
could be added and/or deleted from the list of protected data classes. In some
embodiments, the correlation of payor ciatms data and/or health related data into
25 SNOMED codes, as described herein, may be used to categonize the PHR into
protected classes for restricting access to the PHR. For example, each SNOMED
code related to HIV could be assoctated with the HIV protéctad class.
Embodiments are also contemplated m which the security module 204
may restrict access based on fumcHional areas of 2 PHR. By wayof example, funciion
30 aweas of 2 PHR may include summary, health risk assessment, health calendar,
medical history, medication profile, visit summary, health event re:c:ord,. illness and -
conditions, my plan for health, ascount sunmary, benefits and eligibility, change

PCP, claims, member mformation, referrals and authorizations, permissions,
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rest./lotion to be overridden. In sone enbodi nents,

the user may be required to provide a reason for

overriding a restriction. For exanple, as shown in

the illustrative enbodinment in Figure 8, the user nay

be allowed to select froma list of possible reasons

for 20 overriding the resinction an&r manually enter

amazon. This reason, along with other information
regardi ng the override, be stored by the security
nodul e 204, as descri_he erein with r

audi ti ng of™ F%“@E@Od& %Dmay ﬂpﬂ‘“ﬁ%ﬂ“&‘&% &f& 3‘%“%83 P may
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. e ala aha SIS m) ut e e
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COQ}ﬁmaﬁgﬂ@ﬂm§he PHR dat abase 200 for a single
patient or across nultiple ients. . For |l g, the
dat a anal ysi&som§GHPedisess 5%%&@“%@%F%?ﬁ?3aﬁéﬁqaﬂ%ﬁ

estabusned Fm sxample, a payor may define default access rights for gach of its
members. Emhodlmen.s are contemplated m which the dsfault access rights could be
based on varjous factors, such as relationship, gender, age and location of the patient.
In this manner, a reasonable level of access rights based on the patient could be
sstablished, even before the patient custornizes the access rights as discussed above.

" Bmbodiments are contemplated in which the sscurity moduie 204 may
inclnde role-based security. In such embodiments, the users may be assigned a role_to
define the portions of the PHRs to which the uger has access. This eliminates the
need o establish security acoess levels separately for each user. For exatuple, each

role may include a security profile defined by the organization that the data that wonld



popPl ati on studi es across nmany heal thcare events,
such as condition, progress of 15 condition, inpact
of co-norbidities on the underlying condition,
procedures and nedi cations. Due to the plurality of
PERs in the PHR database 200, the data anal ysis
nodul e coul d anal yze data relating to a | arge nunber
of patients. The data anal ysis nodule. 212 could
provi de an outcones neasdé/enent. For exanple, the

data anal ysis nodul e 212 cou t he
dm@eaaqdoﬁgwmﬁaf e S en%%ag*l% %%%f he protecied by the
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| S, 858801 Y8 NRaR CEd cASuso P aices ih ﬂiﬁbﬁlﬂﬁ‘&ﬁﬂﬁ@rr@bdlment in
approaches. Most pertlnent i s the,.abj

t
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tQE@L%Eb&kaﬁ:@ﬁﬁkﬁ%ﬂf@mn&ﬁﬂdbﬁm@RHRfor exanple By
way of another exanple, the data anal (Hm&gsma

coul d anal yFee SsomHanglpAtt BAT SHRLE &%ﬂﬁgﬁr g ven

S AL G AR a6 gﬁnﬁﬂ@ ag Aechagindeide anénqielnmeﬂmhpwas granted,
oratory procedure.. In sone enbad qﬁ&ﬁ the P gt
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nol%fhgfslﬂg]% R g:,]aﬁteg 18 SORY cRBoGABTE, gt eehripmehanye may audlt
es to vary o wh
whenever a user accesses a patient’s PHR. For example, the audit may include woen
apatient’s PHR is accessed, who accessed a patient’s PHR and what portions of the
PHR wore acoessed. In some embodiments, the audit and permission datamay be
stored in the security database 206 and/or in the PHR database and/or other storage
ocation. -
Figure 9 shows an example audit report based on information gathered

by the security module 204. In this example report, the user “Doctor Allbeites” has
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the resolution of data that is viewed by a user. By
"resolution” it is neant that the filtering nodule
218 may filter the patient data to provide either a
hi gher |l evel view or a |ower |level view of data in a
PHR For exanple, consider data in a PER related to an
optic condition. lithe filtering nodule 218 were
configured to provide a higher 15l evel view, the
optic condition may be dé&cri bed merely as "an optic

condi t "1f the filtenin en e that
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filtering nedivedi2EttstowitevaaOMEatkicodngys usqgaty deprribed

g?}tg?quth ?i?ei;‘.aga al?fsgg mggulﬁa%gﬁigtﬁe%%mﬂoﬁé%% mechanism 1o He
svents together, to identify patierns or relationships. For exampie, the use of
INOMED codes in the PHR database 200 ajds in outcomes measurements because

. healthcare events, such as conditions, procedures, medications, and survey
information, could be tied to related SNOMED codes. By way of example, smvey
results covering the effectiveness of chiropractic care for back pain could be
mieasured, as well as ﬂje"'effecﬁvéness of wellness programs. The use of an MPL
could also aid in data analysis. For example, the use of an MPI ensures that all

episodes of care, 2s well as each clinical event from the various data sources, are



ih

10

15

20

25

30

Enbodi nents are contenplated in which various
synonyns may be associated with each nedi cal concept
in the PBR For exanple, each PER in the PETE.

dat abase 200 may i ncl ude synonyns or synonynous
descriptions for one or nore entries in the PER that
descri be the sane nedi cal concept, such as a

condi tion, 10 procedure, usi ng varying
terninology The fllterlgg modul e 218 may display the

dn Yk g?é}roﬁ%&%%&%r€§ Hf'ﬂ% 8d bfeck 2@&&!&/ RS QfiteMBE bl relovant

Lments are contenplated in
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System 102, ln SOUE, qg stén@?@d:’ﬁ%ﬁm%eeiﬁl@e%c
may access orn% provi h payor <cl ai ns data
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ayer clains
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? qex Eiv‘oéir“ S’T g a0 api?_% BrRC Qe Q:Cécﬁtsﬁgr d%&atxﬁ‘ a BHR reiated fo

ai-m For exanp the |
( ‘b ptierooadition df ﬂ@%lsngfm@alel Z’é A “@fe C&ﬂ’é@aﬁ%@ prayids & higher
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sen y proc ock 100 ow.n hi s
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S Wﬂ 0ade Bired popupicm’s PERe Fos exanwly, édbe dltaping motHe218
| %Fe?g cI:o scP %}%l t]:ugh 18t Rew, and the SNOMED concept related to the

SNOMED code in the PHR were “kidney disease,” the user may view the more
' géneraljzed SNOMED concept described as “disorder of the urinary systers.”

In some embodiments, the filtering module 218 may be configured to
filter patient data based on the type of user accéssing the information. For exmmple,
the filtering module 218 may flter patient data unrelated to the specialty of the
phys-ician accessing the PHR database 200. In such an Embodjmeni, physicians may
be associated with a specialty code, such as an X12 code, based on the specialty of the
physician. A cross-reference table (or other lookup function) may be provided to
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In addition to handling diapiosis codes, such as 1(C])
9 codes, the PER system may al so determ ne procedure
codes, such as CPT ("Current Procedural Term nol ogy")
codes, from each ani que claimpresent in the payor
clai nrs data 220. 5(Process Block 1016), As
illustrated by process bl ock 1018, the PER system 102
may retrieve the SNOVED code associated with the

subj ect pr ocedure coded %% , CPT code). Follow ng
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.data andJor health rel ated data received fromthe PER

system 102.
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Process bl ock 1044 represents an operati on whereby
the user can enter information into his or her PER
This information is preferably entered via an
interface that gui des the user through the addition
of health record entries in such a manner as to
capture and classify the appropriate SNONI ED code,
such as the conneot TM application marketed by the

assi gnee of the present ﬁppllcatlon Fol | owi ng 't he

entry of this informa , the PER system
1Ppujaies B e g FEET e %’ %?é&ﬁ@‘ ?% i ssue or action
into the uﬁﬁﬁﬁ&mE&%mmﬁhgﬁ&gmﬁmm&aﬂ&byapKﬁb%gskbﬂ@@HR
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1%51% %&ﬁﬁn $@5@Eﬁvh%tﬂerdﬁﬁ1ﬁ&&ﬁ£{h&&ﬁsdléﬁhm sub?w?muon as an
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the presént disclosure has been
¢ i FRfArEB TS APE P PP & TR P R prosile i e
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represents the operation of determining the lab order and/or resuit code from the

L ealth related data 227, As illustrated by process block 1040, the PHR system 102 -
may retrisve the SNOMED code(s) associated with the code(s). Following this step, a
health action record associated with the subject SNOMED coda(s) may bs retrieved,
as illustrated by process block 1042. The PHR systermn 102 may then determine, in
decision operation 1022, whether the user has this health action as am existing entry.
If 5o, the PHR systern 102 npdates the data in process block 1024. If not, the PHR
sys?:ém 102 adds this information to the user’s PHR, as illustrated by process block
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1. A method for selectively restricting access to a
personal /i ndi vi dual health record, said nethod
conprising a conmputer performng the steps:

(a) meking a personal health record ("PHR') system
with a personal/individual health record of a patient
accessible at least to said patient and a health care
provi der of said patient via the Internet, wherein

t he personal /i ndividual -¥ealth record includes a

lurality of entries that are assocj at W th at.
1686 nores anboanes, néah EROCRIS B %@5&&%6@@ s dived
(), IS EELInEwT 0odeNpELBReo145 bRR? @MY cdaa! Gredy dhiersd
ersona flﬂleldua1“heaIth record based .on i nput
rietRinete trprdddonmdifion BEPIRERIEs FISTET FO%e %’%?Fg?%ti?fl of
Sl g Rakd &NonY bfich B SNOBITR &g derived. It should be appré@ied that

inserting to thePHR systeman entry into said ved
pefosoriiab/ died fah d SHOMTEA FA%: oBEdrdH Tyfhe dep EREoLYe
rn%(il?{hﬁ%%?zb%st&ﬁ%ﬂeﬁo% ol ealibdiise ek dr srats Barvicodates,
sard health:

care provider via the Internet; .
(sivickeyoevidt merestinebreyideiRoullalsa e 4 E‘@?&%’%’P‘ HER

e&%@nﬁ%ﬁ%@a g%ﬁé&&ﬂm&%@ §8in8e B@R Gystem 102.
personal /i ndividual health record of said patient, ;
wher ei n saPucese blogs1 (4 spreseRiefOIICAEER WhFTgby tho ser can enter

p AEIWAo} 'H&?Hﬂ.lei%kstiﬂf HE80Rh G prifAnE dresdiricied
secgggﬂéﬁF?gggkan an.accegsible §%t of entries based

omtetthes thatigvidessthe uigetircuah ba PRI HESHITEREL TSI P &d
Wl BANE L%l B SRS SoRAMLLBlONEabadarh bithe
record; o (e) "dényi ng access at thePPER.
sysetitapplicaisenakeetioshs #geaer %%ﬁ\“ﬁ?esie’i’% BpReFation. Foliowing
PEL gtsﬂ?clf/ il gif%knqﬂ&l b)ﬂﬁ%&b HeSEN ?{S‘!ﬂfﬂ Toh ense U S§@nding

entr IS i1nthe restricted set o entries;

( heeltifskupwic nericadue §x v sERER PHEUETAIM SRS HiRgE 046

requesti Ng s ARl ealrllodkdiioPREIGhY iy hdlualicrheal th
er

record if uested entry is in the accessj .
s@tformfition into the PHE?, of z selected user, as indicated by process %fock %4% This

nformation is also preferably entered via an interface like the comgct’m software.
Following emiry, a health issus or action 18 msertad into the provider’s PHR, as
illustrated by process operation 1050. - S

Foliowing entry of all health issues or actions by the PHR system 102,
as discussed above, the subject issues and actions are stored and fracked in the PHR
database 200. One such data base is provided as part of the connest™ application
referenced above. An application-specific identifier may be assigned 1o sach member
Ey the coméctm software. ‘

Process block 1052 illustrates the processing of an access request by a
member or user {i.¢.. one of the individuals for whom a PHR is stored and maintained

* by the PHR sy;stem)‘ A propetly logged on and id:ntiﬁed user can access the -

information stored in a PHR stored in PHR database‘ZOG. As discussed herein, the
PHR system 102 may verify permission of the user asto the requested portion of the
PHR, as indicated by process block 1054 and the security database 206. The subject
information can be displayed in a variety of formats and using a variety of display

technologies, as iliustrated by block 1036,
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entries; and (g) .adjusting access
rights at the PHR systemin said access |ist based on
i nput received by the personal health record system
fromsaid patient via the Internet. 2. The nethod of
claim1, further conprising presenting a
predeterm ned |ist of possible restricted areas to
said patient by the personal health record systemvia
the Internet and creating3at |east one access |i st
responsi ve to selections by said patient of_said

pr edet er mi Allbugh te persenp dse P ehas damydeetripe Witfpipserenge 0
The. nmet hod of .cl aj . [ SaToh 1y of J-Y) devektiddbig
d%ﬁ%:zﬂg?mgg%géé %hégﬁgﬂéggﬁégked g%%%ggbaseg gﬁ a
pasliciiv e bl ent dafiiycataten thyessgrtal SEFadHETcTE ierRvPR

system.of said user . BMbEeetimd a
e Eﬂﬁ?gﬁéﬁwg%oégm?%%I%%?%%%%Fﬁﬁggﬁfﬁgrepord_system
f gamcsditds wibout flgrrtag foashnepitind swae o Bt BiERe> - 35-
wi t hout receiving authorization froma user

aut hori zed to access said entry, and auditing actions
of said user by the personal health record system
with respect to said requested entry. 4. The net hod
of claim1, further conprising: receiving a request
fromsaid patient via the Internet for a data el enent
in said personal/individual health record,;



det erm ni ng whet her sai d data el ement has been

rel eased for patient viewing; and if said data

el enent has not been rel eased for patient view ng,
denying said request fromsaid patient. 5. A nethod
for selectively restricting access to a
personal /i ndi vi dual health record, said nethod
conprising a conputer perfodfing the steps: (a)
enrolling a patient in a health care plan of a payer,
wherein the patient undergoes encounters with a
pIGPﬂNﬁfy of health care providers regarding a health
rel ated i ssue of the patient, wherein the health care

provi ders rgadesk P sMsBaHly :feahcuag aboegstb apepord/indvidicl

the cost for the encounters erein
e pr B P S SRl bAERAA sl

| nf or r nat i ore)afakinhe ppatiatkralte FeeHE PHRY éVSt?%W@Tﬁ)por t

| m g]%[fmd?\fsdutah%a%ﬂ%@é%@ by sativht bbbebdige fraddstintsaid Gdgierit and 2

est abl i sh a
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\Aheém Recbidércridbsa ploratip piratiies HEl 257 aﬁeﬁ%@éwﬂwﬁa Bem

ang[ F%ﬁﬂ]ﬁﬁe[%&k@pt%déw ders and between the PHR

system an tient (. .
szst em ser vép) "}J“‘S%‘Bé *%37'% '%%S gceanven rginglosa¥éb%hgk£ggg !

fr chggmaawam babea dnhieputienevedibe deirersonal hgalth (ﬂ?fdéﬁsé?"g‘z ¥ Mg
at the PHR: §%§ﬁggk§erver said payor clainms data to

ef?d ﬁ? \Wh or't data
encount er da{?)é!‘séﬁfﬁ%f"l t%? Fﬁ’g& 53{5%1“&%{{)?%2 Ny a?f refeo viSa
di agn@sécdid asdd @dtpuerteive byddi resohd heaﬁérﬁ@%f e ERfire
of Sﬁhgﬁﬁﬁﬁém?ﬁ’m"(‘@mé f@Askating said encounter data

8.
in 5¢" stem server
(d) associating at the PHqR sysiemean access list with each user

capable of accessing said personalfindividual health record of said patisnt, wherem
said access list categorizes said personalfindividual health record info a restricted set
of entries and an accessib!e set of entries based on the universat health care concept
codes associated with entries in said personalfindividual health record;
(&) denying access at the PHR system to a user requesting an enfry -
fn the personalfindividual health record if the requested entry is in the restricteq set of
_entries; ” , , “ o ' |
{f} allowing access at the PHR system to a user requesting an entry in
" the personalfindividual health record if the requested entry is in the accessiblg set of
_ eniries; and ’
{g) adjusting access rights at the PHR system in said access fist
| based on input received by the personal health record system from said patient via
the intermnet. , ‘
2 The method of claim 1, further comprising presenting a predetermined
fist of possible restricted areas to said patient by the personal health record system
- via the Intemst and creating at least one access list responsive to selections by said

patient of said predetermined list of possible res’tncted areas.
3 The method of claim 1, further comprising overriding denial of access

to said requested entry basad on a positive identification by the personal health
record system of said user as a health care provider and a reason received by the

personai health record system from said user for accessing said data element,



or nore universal health care concept codes; (f)
creating in the PHR system server a
personal /i ndi vidual health record of the patient by
storing one or nore entries into the
personal /i ndi vi dual health record based on said
encounter data and said universal health care concept
codes, wherein the health case providers and the
patient are not capable of establishing a

communi cation link w h t he P
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set of entri
health record (‘PHR”) system and the ‘payor, wherein there is no communication

between PHR system and the health care providers and between the PHR system

and the patlent
{¢) receiving to the PHR system server payor claims data regard[ng

the patient from payor via the communication link;

(d) analyzing at the PHR system server said pgyor claims data to

determine which portion tf said payor claifs data is encounter data comptising at
~ least one of a d;agnoszs a freatment, a medication, and a procedure of said patient;

{e) translating said encounter data in the PHR sysiem server info one
or more universal health care concept codes;

(f) creating in the PHR system server a personalindividual health
record of the patient by storing one or more entries into the personalfindividual heaith
record based on said encounter data and said universal health care concept codes,
wherein the health care 'pﬁoviders and the patient are not capable of establishing a
commurication link with the PHR system until completion of stepé (a), (b-), {c), (d),
{e), and {f); ‘

() presenting from the PHR systei_n server a webpage to said patient
with a predetermined list of possibie restricted argas forrsaid personalfindividual :

health record via the Infernet;



6. The nethod of claimb5, wherein the predetern ned
list of possible restricted areas is at | east one of
reproductive health, genetic testing, abortion,
sexual ly transm tted di seases, al cohol abuse, drug
abuse, AIDS, contraceptive issues, abuse, neglect,
and sexual assault. 7. The nethod of claim5, further
conprising the step of prev@fting a user from
rsqueftl ng at Iﬁast one entry in said restricted set -
of entries so that a us not

el ement. 8. WHEe3iag ﬁt&? %T!R B F}ﬁe‘?’esgﬁea& Ongg?cﬁgé%?
s rwpemu@ﬁiécnmqu bestid prjentremeaigppdpimpneaEfl | ng
infQ 2id ng to the entryfrombelng

3

?gftp r ?Zte | of]o(i) tgs?ufqna{mg;&és %&qu%%m %ﬂ%{?{rsgt a]gceg'? ﬁsp‘%h a@ least
Whehe User satable dbfaerdsing #epessendlingividiial neaits erForshpf @p ppt@atst :
On?ﬂhg n sgid%%*&?gg ﬁ%’cﬁe og%%l%glﬁ %é%l[ﬁﬂiﬁduép Gith RRo@ntsal d
i NmrschQAEt TSR RORT SRR A PHECEREF SABSIVACT G
THR a9l 563 RGWIRES associated with entries in said personalfindividual health record;

dénying access at the PHR system server to a user requesting an entry in the

_personal/individual health record if the requesfed ‘entry is in the restricted set of

entries;

-allowmg access at the PHR system server to a user requesting an entry inthe

personal/individual health record if the requested entry is inthe accessible set of |

entries. : _
| 8.7 The method of claim §, wherein the predetermined list of possibie
restfricted a‘l;eas_ is at least one of reproductive health, genelic testing, ‘a'bortiiun,
sexually transmitted diseases, alcohol abuse, dru_g abuse, AiDS,-contracepﬁve
issues, abuse, negledt, and sexual assault.

7. The method of ¢iaim 5, furkher comprising the step of preventing a
user from reguesting at least ong entry in satd restricted set of entries so that a user
cannot request the data element. . '

8. The method of claim 7, where;n the user is prevented from requestmg the
enﬁy by preventing information relating to the entry from being displayed so that the
user does not realize that a restriction is in place.

5. The method of claim 1, wherein said default access list is basad on at

least one of relationship, gender, age and focation of said patient.



A system (102) and nethod for generating andl or
updating a personal/individual health record. Inputs
of data to the system (102) may cone from di verse
sources including, but not limted to, patient
questionnaires, insurance 10 conpany (or other payor)
clains data, hospitals, clinics and ot her

i nstitutional providers, and individual physicians
and physicians' offices. Fig372

METHOD AND S?SIEM FOR GENERATING INDIVIDUAL ELECTRONIC
MEDICAL RECORD

5 ABSTRACT OF THE DISCLOSURE

A system (102) and method for generating and/or updating a
personal/individual health record. Inputs of data to the system (102) may come from
-diverse sources including, but not limited fo, patient questioﬁna_ir;:s, insurznce

10 . company (or other payor) claims data, hospitals, clinics and other institutional '

providers. and individual physicians and physicians’ cffices.

Fig. 2



