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ABSTRACT

SENDER IDENTITY VERIFICATION USING ZERO-KNOWLEDGE PROOFS

Disclosed herein are system, apparatus, device, method and/or computer program product
embodiments, and/or combinations and sub-combinations thereof, for providing the identity of a
sender to a receiver of a transaction in a private asset transfer system. The asset transfer system
may couple zero-knowledge proofs with cryptographic primitives to maintain the privacy and
transactional integrity on a digital ledger. The receiver of the transaction may be able to verify
the sender’s identity without exposing the sender’s identity and other transactional details to

other participants in the private asset transfer system.

Fig. 1



