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aut hent i capiosnoansl paynment systens and, nore particu- 5 | &CyysSot/eo73€ecur e
aut henti cati on and paynent systens. Background I nformation Authentication
is a mgjor constituent of essentially all commercial transactions. Wen

i ndi vidual s deal with each other face to‘fla'ce, aut henti cation may be
inmplicit if the individuals know each other. If they do not,
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action is allowed to proceed. Authentication is particularly a problemif
the parties do not know each other and/or are not dealing with each ot her
face to face. In such a case various forns_of _identification, such as

passwords, may be requi r BALKGREMND QOFFHS INVBNSFION  Aut hent i cat i on

systens, of course, are adjuncts to paynent systens. There are many
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who seek to theindrgiosl kaowertiushey. JO ey do-mt, authentication at various levels may be

10  required before the transaction is allowed to be completed. For example, a photo ID
such as a driver's license may be required by a party to the transaction before the trans-
action is allowed to proceed. Authentication is particularly a problem if the parties do
not know each other and/or are not dealing with each other face to face. In such a case,
various forms of identification, such as passwords, may be required as a condition of

15 completion.

Authentication systems, of course, are adjuncts to payment systems. There are
many systems used for exchange of value (payment) which include, but are not limited
to, cash , checks and credit/debit cards. The latter are particularly vulnerable to fraud
and theft, and account for substantial losses to merchants and financial institutions

20  every year, despite significant efforts to authenticate the transaction of which they are a

part.

Businesses which sell items of comparatively low cost have an especial need for
transaction authentication which is simple and minimally intrusive but nonetheless ro-
bust. Purchasers of such items are largely members of the general public, often with

25 limited patience. While they will accept some level of authentication in connection
with a transaction, the level is generally not sufficient to ensure reliable authentication

of all transactions, and customers will often refuse to deal with merchants who seek to



i npose higher |evels of authentication. Thus, nerchants frequently limt
the authenti- cation requirenents that they inpose, and therefore know ngly
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This level of authentication has been deemed acceptable to individuals and fi-
. nancial institutions, but it requires special apparatus (the ATM machines and the ATM
20  cards) as well as a private communications network over which the transactions take

place. Further, different banking networks belong to different ATM networks.

Authentication When Not Present (AWNP) has become an important issue in
increasingly complex commercial transactions. Typically enterprises such as American
Express®, VISA®, MasterCard®, banks or check-clearing networks and their affili-

25 ates (referred to collectively herein as Payment Networks (PN)) provide a unique appa-
ratus to merchants that are connected to one or more PN’s. In order to obtain authori-
zation for a payment , the PN typically requires that the cards issued by them be swiped
through the apparatus or that check numbers and other details be inputted on a key-
board by the merchant or by their agent. The merchant may also simply read the card or

30 check data over the phone to the PN agent. The unique data is then transported on a

network and authorization is obtained from the appropriate PN. The merchant then
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for payi ngofoanoi2ne goods to the PN or, in the case of checkg]So2/20739

conpl eting a check and signing it. Sometimes a merchant will require a
separate identification (1D), but in nmpst 5 circunstances, especially in
the case of a PN card, the only authenticdtion typically re- quired is the
PN card itself. After the custoner signs the tenplate docunent, the ner-
chant rel egat
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on the inter- net, a card is not present and no Signature is obtained to

verify the cofvesifeing theureliasee, in nost circunstances, if a customer

di sputes a transaction, the PN holds the nerchant 25 responsi ble, as the
mer chant was wi | | Thig sysjemrrdmgnhtw'otmemﬁes:t ransacti on without ob- taining a
signature. This is referred to in the card industry as "charge back"™ , and

can account for P to 10Phavthetdustowddh well pforhfily @podsa 9ed dt stylerd ded, BIERAANT .
Additionally, nobst PN s require a higher transaction fee for Transactl ons
Wien Not Present (TWNP),Cast Plfeéfim‘?ijelﬁbﬁ8W°%Fra¥§§]é?smﬂ?§§mh1§@8t PieyiResly re-

proportion of their sal &3,&3 1d3WPstolen, can be assumed to belong to the customer pre-

15 senting it.

2. That the signature on the back of the card matches the template

document after authorization has been obtained by the merchant.

There are many ways that fraud can occur in this arrangement. Some examples

include, e.g., a card that has been stolen but not reported as such; a card that has not

20  been signed by its authorized owner but has been signed by an unauthorized user in-
stead; and failure of the merchant to check a signature when a customer signs the tem-
plate document, among others. In the case of taking orders over a phone or on the inter-
net, a card is not present and no signature is obtained to verify the customer; therefore,
in most circumstances, if a customer disputes a transaction, the PN holds the merchant

25 responsible, as the merchant was willing to proceed with the transaction without ob-
taining a signature. This is referred to in the card industry as "charge back" , and can
account for 2 to 10% of the value of the goods sold by the merchant. Additionally,
most PN’s require a higher transaction fee for Transactions When Not Present
(TWNP), or for merchant classes that have higher proportion of their sales as TWNP,

30  and thus the merchant's transaction costs are increased.



30 and thus the nerchant's transaction costs are increased. WO 03/ 005273
PCT/ US02/ 20739 -4 SUMVARY OF THE | NVENTI ON Despite the w despread adoption
of the i mvermp®os2and the significant conmerce which al readgTiskhE307p% ace
over it, a substantial portion of the public still does not use the
internet for commercial transactions. For sone of these the non-use is
attributable 5 to unfamliarity vm'th or- 4ccess to, conputers which can
access the internet. For others, is due to lack of trust in the
security features of the s@m r w access to, or are
able to or do, trust and u iﬁr@ﬂi‘n S 1§%Eﬁ3§ehave | ong been
accustoned to using the tel ephone and to conducting business over it.

Unl i ke the inter nBespitierthawvideprdad adaptinn efithicligtetet amd theciguifsuintgonskedcbed 10
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securely between two nodes within a channel, in contrast to the internet

or ot her yentorufarpilistitycwitltandesess w;eo@pmmwlppb caoenssssithe interoet. dos sthers, t he

same communi ¢at al I 0 d hacking. This is the is
case both V\A]f[%?]l 4 qa Efc?? mi&%% urlfyﬁ:w}f eSYF' Por mat i on bei ng
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assi gned unlquely to custoners by the tel e- phone conpany, and thus can
serve as a ulmsqwés deteiit: | Yilte thomtemey it wineh datTigan pasilybeanterepted by akilled

Tel ecommuni and a | obal ne o ting conpa-
i ea navd agriose SeRESe G he A wliiuto peaGuRe SecPhig baias e
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forth. Further- nore, the various authorities and tel ephone corrpanl es in

each count r ytelsabenei semaaaicghion kenplaeriwsurshidbatvpessive masies withineschanelain or
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t hese areas, an I ndi Vi s assig a uni
nunberi ng systseto thk kans comnlgnl,caﬁdm itingi alloelired 1ntemce$ﬂuh hnd\haidlmg tﬁ?hlsilmley
dial the countrg %ode of the Unjted States b‘éﬁ% assi ned area _code, and
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nunbering sygtABLAeNtASPHAEiSY Ynique circuit which is difficult to "tap" unobtrusively, as

well as with wireless communications which may be encoded.

Telephone numbers are universally assigned uniquely to customers by the tele-

phone company, and thus can serve as a unique identifier for a customer. The Interna-

20 tional Telecommunication Union (ITU) and all the global telephone operating compa-
nies have agreed to assigned country codes. For example, 1 identifies the United
States, Canada and parts of Caribbean; 49 identifies Germany; and so forth. Further-
more, the various authorities and telephone companies in each country have decided on
area codes and numbers for cities, areas or regions, e.g. 617 for Boston and 212 for

25 parts of Manhattan. Within these areas, an individual subscriber is assigned a unique
number. This numbering system allows, e.g., an individual in South Africa to simply
dial the country code of the United States, the assigned area code, and finally the user
number to reach a desired person or entity. This numbering system provides unique
routing information which has been used primarily by Telephone Operating Companies

30 (Telcos) for finding a subscriber, opening a circuit, and completing a call. The present



routing information which has been used primarily by Tel ephone Operating
Conpanies 30 (Telcos) for finding a subscriber, opening a circuit, and
conpl et i nyoaswed2l3 The present WO 03/ 005273 PCT/ US02/ 207 3®CTAB/m078Nt | ON
uses this unique tel ephone nunbering systemas a principal identifier in
routing and conpleting financial transactions and other transfer of goods
and services. |In recent years various TePcos have made this nunmber
accessible to the users of the tel ephone system by way of "Caller |ID'
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i dentifying foln€ahd édrplp@gd finarkial tifsac@dseild ek YrafisfoS 6l 0068 afdsditiBes.
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the tel ephone nunpGecer®ledrd fatls! TelbsMald Mald OIS a0fks¥iblcto HueR df

Thi s nunber has been available inter- nally to Telcos since the advent of
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I D and any other unique 1dentifier of a Telco network subscriber sinply as
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conpani es hagliyrto Ieked sinde theadivéntlofelcatbanictic atvitbigesria thaorsels 29 Meantugal 1t
forwardi ng services. See U. S. Patent No. 6,018,570, issued Jan. 25 2000,
for "Met HodsPespie e ftansparenh through tha edvegt ahdicita settshinedesppeially thetHaswsiz a-
tion, Access g’l’ﬁh VHGE, A r | d Wth A
Term 20 nal S)’é&fflﬁ t a% 9%?&%&(%%{%% %rl]l%t ogﬁa\zllglggvgrgggé %n%égﬁﬁzsgﬁaﬁ# rwar di ng
servi ces f orroatingiaslibillingdst Telgosc Udreinefiter veandesignatestiitee fiD end ans etheougilac e

| ong distance calls, i.s, proposed (o be . defeat by checking the ID of the
t el ephone fr W@ﬁreﬁatﬁgoéﬁf rgé“ ?r‘g?%%?lg %réﬁeéﬁ)f using to inplement
call forwarding on the targeted custoner telephone unless the ID of the
requesting tel eph¥feoysduthe usenhavg beemproppsedangiop implsmsnise foranalgng e of
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networ k) to authentica pur es over a secon separate netwrk (e.g.,
the inter net dmplSemeldf he tekphoite ddmpantes B88piHP3sedits asei fduuhehficatinl@de- t o Reza
Jal i T or S G D B S dine 20N A%k 8% Y& B9 No. 6,018,570, issued Jan. 25,

2000, for "Methods And apparatus For Regulating The Remote Ordering, Authoriza-
tion, Access And Control Of Services And Service Features Associated With A Termi-

20 nal". In that patent, the unauthorized ordering of ;all forwarding services for an unsus-
pecting customer, and its subsequent use to place long distance calls, is proposed to be
defeated by checking the ID of the telephone from which the service is ordered and re-
fusing to implement call forwarding on the targeted customer telephone unless the ID
of the requesting telephone is the same as the ID of the customer telephone. Another

25 proposes to use it over one network (e.g., the telephone network) to authenticate pur-
chases over a second, separate network (e.g., the internet). See U.S. Patent No.
6,088,683, issued July 11, 2000 to Reza Jalli for "Secure Purchase Transaction Method
Using Telephone Number". In that patent, a customer contacts a merchant over a first
electronic network (e.g., the internet) which either the customer, or the merchant, or

30  both may deem insecure, and places an order. In connection with the order, the cus-

tomer identifies itself by supplying its telephone number and a registration number pre-
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necessarily
cepted not only from the registrant's telephone, but also from alternate telephone num-

bers. Although various security checks are suggested in the latter case, use of caller ID
is merely one option, leaving open the distinct possibility that information that was in
20  fact stolen from another (e.g., a Social Security number) may form the basis of regis-

tration.

In contrast to the above, I have developed a secure system for transaction
authorization and payment. The system requires the use of only a single session, and in
most cases a single network, and is instantly accessible via a telephone network, mobile

25 or landline device. This device need not necessarily be a telephone; it can be a Per-
sonal Digital Assistant or other device. The device, however, must be one having a
preassigned unique number on a telephone network or on an IP telephony network
through a pre assigned IP gateway. For ease of use hereinafter, I refer to such a device
simply as a telephone, with the clear understanding that the term is intended to encom-

30 pass not only voice-transmission and reception devices commonly understood by the |

term "telephone" (i.e., "conventional telephones"), but also personal digital assistants
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assi stants or
connect 1 ng ot R ok el DGRy Bl 1ol REboHeUlE SR MR
assigned to tuhqm m@hbér(wglgﬁad tohkertl e \Ofturseyths igviee magishae at@i/dﬁﬁhbpl@onenunbel’
wi th ot her tel ephones &Pgser‘ as i s nogw conmonly_done with conventi onal
t el ephones i AR V&%ls%th@fte @%ﬁ%ﬁuﬁwé@%%gommm@mewltk@nvewp@h. ence

of refer encetele%h{)nés‘%ﬁ%e e Bp&taﬁﬁcﬁf’t@l gﬁb&g tSﬂﬁllQ%V 'f&jeco 9erHéﬁée Rie l‘éﬂ%renf:’@ke

pur chases, noney or ets, etc. e custoner
whet her an i hetiferitd tiad pepsonarsingy thadevied toopay bl nmkelpurdhbmghmmfepardney ot ar

transaction not in fa i nvol ve t urc e. or. sal e of . goods
Corv ace. O s R SRR et 2 JRREHDAL o 20 RIS A FYe T

largel y trangmuplh altichRr irifsablisit Q8F hot ihifaGafvdife hEPLRTER G dal¥iot Qo@dssdrngl e

session between the cus 10 tomer and a third party Such as a nerchant, yet
i s suf fici enserviceseThabhthetizativn process ef the @resemtanmmnmaptdmgldtldtrgclywmhr

paynment for |t rlat cord i S. an aobje t of t

i nventi on topaﬁ?%af)@gep ci“?ﬁ‘}r EVQB SL’J]?“RLFH%P{&QW BANYsE th?qna gﬁ'&%l ons
bet ween gnt i {onRs and\ﬁ@lﬁlt’@%ar@bdlﬁﬁfas @imerdiRant, BeeRshFtidn® td @tdbh@l‘{hﬁiﬁ‘ccﬁqﬁplbtm&r oved
aut hentication system 15 which facili tates consumer transactions. Still

anot her obj ensa¢tian éogethge withagyingnt for §regepprepe#iei npr oved aut henti cati on
system which is unobtrusive with respect to the user. Yet another object of
the invention is Aocqrdmgl}dd isAn bbg'pctcnféhb mwehtanmt to paevidman smmoyealyanthentisarst em

20 Still afrthego e% hhéf['nve tion is to provide a sinple yet
relatively s %7‘3 o @HF%CHPH% WS?'H? WPng an individual or or gani zat i on
and allow ng themto forward . _and/ or swap funpds, %@ods and services

i ncl uding, but nof\nPthRY PRIECOS thesipyeuiion 1xig B‘}"VW@ anjmproye japihgaticagipn sy yiemp
assets of; cefyhichift@liBfesBRERSE MahfB1i¥R. Ue.

Still another object of the invention is to provide an improved authentication

system which is unobtrusive with respect to the user.

Yet another object of the invention is to provide an improved authentication

and payment system.

20 Still a further object of this invention is to provide a simple yet relatively secure
system for authenticating an individual or organization and allowing them to forward
and/ or swap funds, goods and services including, but not limited to, stocks, motor ve-

hicle titles, or other assets or certificates representing value.

Still a further object of the invention is to provide an improved authentication

25 and payment system which is reliable, yet unobtrusive.

Yet a further object of the invention is to provide an improved authentication
and payment system which does not require the presence at a particular site of a cus-

tomer using the system.

Still a further object of the invention is provide an improved system for authen-

30 tication and/or payment which is geographically universal.



Still a further object of the invention is to provide an inproved

aut hentication 25 and paynent systemwhich is reliable, yet unobtrusive.
Yet a furwbesoetzject of the invention is to provide an i mpCowsd2/20739

aut henti cati on and paynent system which does not require the presence at a
particular site of a cus- tonmer using the_system Still a further object of
the invention is provide an inproved syst 8m for authen- 30 tication and/or
paynment which is geographically universal. W 03/005273 PCT/US02/20739 -8

Still a further ok t i QN 1.S: PLOV d n.l oved stem for
aut hen- tication gdrlllg% tcl):lrn%%eéfg ﬁjf Wvﬁ?%:’h’gﬁ%densls%é? lcrleeaéhll r%ror?;;esc?’l‘gtgp %%8%?‘8 us
for its operitdation and/DEpAnherD WS B TbRg ke Jfdtial Mkl I8r lits opeafslance
with nmy invention, a custoner conducts transactions securely by 5

tel ephone with a "target”. Such transactions may include, for exanple, the
ordering of rmerchamEFAILED DESCREPTION OPFHFINVENHION to a
merchant, a utility, etc.; the transfer of noney to another person or
merchant; the tr sel‘er of m)texlff.rom.one ac- count tg ﬁnot er, or tlhg
transfer of asset 5?“]61?16‘;6@?[{1?/ YABHTIEINE: ST candycls hapsactions secyely By

transf er rj ngeRphSESRItR aCtargdtar Sich tBinSactioASRAY iR, fdrer&apR| the balke@eldrons.
The trans 10 action is perforned either directly wwth the target or

i ndirectly tmeshyisgiromaanerekansrthe paymaensiofiabilbio a ardrehnt, arutilith etsritbaice
"the Facilit y i L i pcl _at_ | east dat
o oar vt + RS gL B 3y PAUAGR: e85k BBl oGRS

dertaken i n ewat@cinotRrwrithe trinsfebyofagsatslof prégeery Fageh bhé adtiy toMrdothdr kb de
progranms or pro- gram nodul es to receive a caIP, over a tel ephone network;
aut hent i cat eD¥ ¥nséearing qunershipnt sharps st tarangrriher dypes gh rapsagienss Thdrans-

b ovi dt ng ¢ hesiiase Aathed BRG dieAP BTk Mlbou MR Bk Ry
ords of the (emisdiet icalledfor obineniknse "the Ebdilitatprt ) eTHerRaoHagtbi indluides #trieaat der |y
por for red byl RREObRP RGO aETE S0 D MO BTERT Of DralARReiastags un-
separ ate dat @h@ag&sin dodBeddonstitPf. WpehHene PRifthde il Hﬁllﬁdé%&v\%f%ﬁ§gr d the

second of which defines at |east some of the targets wt ust onmer
may under t akgram medieriotreesive aerdl @igs o talephodanetvasle autiehticds theicell ds de-

gagt glnglr '?sg aécrilbg(f‘ ﬁéreltng er(;:la{ﬁ Sr%%és:sﬁher t? 'sgcttﬁ)gl?guc];egs%grh%gﬁing%n grredl 1]?1% Vaari-

ous accounts or providing the required information for others to do so, or keeping rec-
ords of the transaction or otherwise enabling the transaction in an orderly manner. As

necessary, one or more of these functions may in fact be performed by a human being.

The Facilitator typicaily maintains two separate databases, the first of which de-
20  fines the customers, and the second of which defines at least some of the targets with
which a customer may undertake a transaction. The customer database includes fields
containing at least the customer's registered Telephone Number and a customer-
selected password (PIN), as well as data pertaining to a Funding Mechanism (hereinaf-
ter , "FM", e.g., an account or line of credit with the Facilitator or with a third party, a
25 bank account, a credit card, debit card etc.) against which transactions undertaken by
the customer may be debited. Additional fields are preferably included, however, in-
cluding the customer's name and default address and shipping preferences, such as
shipping address, shipping mode (e.g., parcel post, United Parcel Service®, Federal
Express®); additional FM’s (e.g., one or more credit cards, with their requisite identi-

30  fying numbers and other information; bank accounts, bank routing numbers; credit fa-



sel ected password (PIN), as well as data pertaining to a Funding Mechani sm
(hereinaf- ter, "FM', e.g., an account or line of credit wth the
Facilitatwpoomwoizrih a third party, a 25 bank account, a ecedisvz/zgsd, debit
card etc.) against which transactions undertaken by the custoner may be
debited. Additional fields are preferably included, however, in- cluding
the customer's name and default address afld shi ppi ng preferences, such as
shi ppi ng address, shipping node (e.g., parcel post, United Parcel

Service(r), Epderal., Express .. addiqtiopal _FE 0. ne or nore credit
car s it h CREHBYideEARORRR e A4Hs SE) B use s BRE pRerT i at | on.

bank accountiganshéivnsr Sithilaly, tetapesdatshaee bonthias AEId0 M DREAL at 1B4sT & iy 20739
-9 cility provider, anount of credit available etc. ) and other data useful

i n processi ngentifief{e g¢ piseqpenceapymbeyassignadzy the Faeilitagen thsdelepkasgmambsr of el ds

i ncludi ng at . | L Ace. nu | gned
by t he Fac, I'F Srer O fAb e spe Rt e iipch Bnfta pp B HERARNURBELPRRL 30
of the tar gedefinantheenpityimenivhidh atithosizédpuyntban dré kebe inhdd (Sg. faf dcoesnttwith
entity into lrpch.aut hori zed paynents are to be made (e.g., an account with
the Facilit at'6Facilifptofe AR asrouY; With a baaagicdet c. ). Precedi ng conpl etion of a
transaction between two entities (which termis in- tended to enconpass

i ndi vi dual s as welPrgcedingsomplationos e diansastips betmgemtwe ertities gwbichfterphis in-
parties to t Lon: ge] ' r I L her tity
Gaes the oysthiad BFREEHHALIIUELARK Yol U RARMLR CIRIE B B4 QRCoFRL

regi stered. patti¢se thatrimeactivas fypically sthisadccons before tiiger @hligruspaaht ¥yQemparti es
to the transaction is pref e@abl,y sought to be made part of the ,
t r ansact i%n, PHMYRFGH Pista Bhele entitydag regasiered i Bnthadatier sove, weistaien of oned

on this. In p&ﬂg idnSis BldG8h L or and
the entity tt(l)l@%‘éf%?gét?}é%e e ésetbft?%%% %t}:dr?slfﬁ%a prllﬁpwg%hgwgﬁ%k%@% t he
t el ephone numdsactoh, alt®ugheomeletion béthedrpinsactibn needubttbe cohditiemtd drythid. sIn

obtained or verified. The entity then ovi d certain information uch as
a secondary FGEHLITFHEFT (aé’.aﬁ et plﬁ%s%%?ﬂwiﬁ %aﬁg?aé%rfé‘éiaﬂl&? SHRAQ bP ’ieglséﬁ‘i?fﬁ
addi tional  GahaviEsethedsinkdrp iddafiBer @e.gfﬁélepmr@mbeﬁemg%v&éfbEéﬁﬁgﬁase of

a custoner), destination account sources (in the case of a nerchant or
expect edpaytere to ghe ¢nity) is phiaingd er vérifiddo e eptity thien proyédes gertpip ayformgatiomd

ecen i) B R BRI R B PRESRUSLY,, .
(such as paydmntuchais it @ams uddpdsEiaim@at sottdes [in theta of a puabRed ERtinalod
est abl i shed; account sources (in the case of a merchant or expected payee), or both (in case of those
who will be both paying and receiving). Further data such as shipping preferences are
20  desirably included. Where multiple alternatives are provided for a given data source
(such as payment source, shipping mode, etc.), default preferences are established;
these may simply be the first item listed in the respective categories. A key entry in
each database is the Caller ID, which serves as the primary authenticator for the trans-
action, while a further preferably unique identifier such as a personal identification
25 number (PIN) serves as the secondary authenticator for each transaction. A tertiary
identifier may be provided for privacy. The collection of data comprises a "voice wal-
let" which may thereafter be used to facilitate transactions. Some or all of this infor-
mation may be obtained instead from the telephone company which stores certain data

in connection with devices registered with it, or may be verified against the data main-

30 tained by the telephone company.



these may sinply be the first itemlisted in the respective categories. A
key entry in each database is the Caller ID, which serves as the primary
aut hent i capeB/0b2r3 t he trans- action, while a further pref@cahisg2/enBgue
identifier such as a personal identification 25 nunber (PIN) serves as the
secondary authenticator for each transaction. A tertiary identifier may be
provi ded for privacy. The collection of tt-a conprises a "voice wal- let"
whi ch nmay thereafter be used to facilitate transactions. Sone or all of

this infor- mati op may bg obtai,ned instead fragm t.he .t el ephane conpa whi ch
stores certain pla‘?‘?;\a S¥?¥‘§%Wf?§&1_? 8 aikipll?’??8§Rﬁc£e§§e$1§t§?t§¥’£r§(§%ﬁet ﬁssgg‘,eq%?t may
be verified agatdisdr wibBesdacandit fransabtidri Wit obhirduzh theF fpiaRe TRIPEY. WO
03/ 005273 PCT/ US02/ 20739 -10 As a specific exan&ée of a typical expected

regi strati onfopyepeedierplly fhstoagistersiwith the Kagditeferr This stvedneladeba deldawing

transacti onsg 'sth or through the Facilitator. The cus- tonmer preferably

first register's wth the Facilitator. This may include the follow ng steps
5 1. The custoner.calls the Facil.itatgr froma given, tel epho oy ot her

Gevi ce 1 be regl-otbs Burctirrann bt S gttt e faber o
the device u&ﬁ‘égi@téréd?an(ﬁ’ﬁﬁiiéﬂ@értdiﬁing&% aRt¥lepRoreaf@itdr of the lievile LS byahd i n

nmost circunstances has been verified by the Telco. This informtion
i ncl udes t hecustomsgshoalecadyilogceqond at the dglee, antbigmeess cit¢umstawsehastbeenvgrifiedhe

eeur vy or Bt RSt ot Feer PR SRR Tt BB SRR il sl gy

instances, @RPBDlaalNiRE devikey, el dddfess WherehiBk edephadhaias & te@iin@bd)) s¢@4lt ai n
private unique informa- tjon useful for identification, e.g., the nother's
mai den néhe, Seewidty oz other anigye idantificafonaimbes and crggit gheeltinspesd insignsesvat i on
fromthe Tel co ANy | I i i | - A 1 n the
dat abase, m@ﬂ? q‘&?‘%@gﬁ@agglgt glrlr%?eltg %Héﬁ%@%ﬁ N g‘fhg{ S?Egl%t&l%r# %ra naq‘{ﬁlﬁcglr? Q§g)rr fod-
pur poses of tiarasefil foreideitifiationre.g.) the maghdr'sahddersnamy, gtcsend a si gn-up form
through the mail to the custoner. The Facilitator may then store sonme or

al | of this informaThe®Radilitatdrsettiavhns fequidite Tiferoraivnl fréna tiey T dddigaeé r es
the custoner to input FMinformation. For ex- anple, in the case of a bank
account, theandadi privaig Bformajiopaycantaineshindhe defabasg max wapke theeusionisr #nd an

account pu ”%f)ut bt iﬁﬂ)‘f&%ﬁoﬁrﬁfr%ﬂ‘ﬂb@& FirthdY AR AFnTEP Hl?éilt &Ro %intlﬁg'%end a

sign-up form through the mail to the customer. The Facilitator may then store some or

all of this information in its database.

3. The Facilitator then requires the customer to input FM information. For ex-
ample, in the case of a bank account, the Facilitator may require bank routing informa-
20 tion and an account number. Of course more than one FM can be mapped to a tele-
phone number (account). Additional information may also be requested from the cus-

tomer by the Facilitator.

4. The Facilitator then verifies that certain key information of the Telco data-

base matches corresponding key information input by the customer, e.g., social security
25 or other unique identification number, banking or credit line information, etc.. If it

does, the Facilitator then links the requested funding mechanism to the telephone num-

ber and requests a PIN number from the customer; the linking is typically performed

simply by establishing an association in the database between the customer telephone

and PIN numbers and the funding information for that customer. As part of the linking
30  process, the Facilitator preferably checks certain information (e.g., Social Security

number, mother's maiden name, etc.) provided by the registering party against corre-



phone nunber (account). Additional information may al so be requested from
the cus- toner by the Facilitator. 4. The Facilitator then verifies that
certain kwo oqbarsmati on of the Tel co data- base matches cecraspvaddng key
information input by the custoner, e.g., social security 25 or other

uni que identification nunber, banking or credit line information, etc.. If
it does, the Facilitator then links the rgq'uested fundi ng nechanismto the
t el ephone num ber and requests a PIN nunmber fromthe custoner; the |inking

is typically r.f ar ned i.opl v...by establ,i shi n spciation in th
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i nformation #4 thabatay besinGB®drd wAth tha fiindiig fbéhahisikeémigy 30f B61@§E aPINthen-

Facilitator preferably checks certain information (e é , Social Security
&0

nunber, not heSr8ayaFeadn havnkeensuppliediyghe gestormyr torke Telge wihen fhegustamey

agai nst corr i r rnd wth
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on recordsw the cubtenterinBuntiger e chaddsionaldeciity ifasweths Facilitabirhayugguibes may
al ready have been supplied by the cus; r to the Tel co when the custoner
si gned up f oD QbR OhMAMEN g GBFL g%mropwdf%w{% glgng dhed M delendier
suppl i ed agajyynByeichHoRe sseindR line F4hE p@%i&traﬁ%n 2 e@'gs& %ea%ﬂh'ewﬁer-
neasure, the Facilitator may require a itten confirfation via mail or
emai | bef or engiron by entiihgy emaihinlwinkh cage afier Avicidemer fillein the mfodmativelaagphone
subscriber's Line.. The registrat.i.on.can be also.perfornmed via . the jnier-
et or by maPioTE it Fer A G ea A EpE R (L BS pOR A Tt i defie

i nformat hpn fIKk regidRd shdithen, ift ib Safchel, Ipré @B toMBIk the BSstdrherd8iRpibHe dubifer

t el ephone corrpa}glg\I data for the device io to be registered and then, 1f it
mat ches, pr odwbldN toghe rellectddedagaist omer t el ephone nunber and PIN to the

coll ected data. The present invention is adapted to operate primarily in
ei ther of two npdé&bke piesentanvientied js ddaptied éx dperate gpeimatityeincaithenoftwodeades. i t h

the Facilitatqar anly. For,exanple if the .custones w shes o en e.in a
transaction 115 lﬁd‘%’?ﬁc‘ﬂ%‘?ﬁ’ @eafn%’)lé@f’f}er flﬁqgs Wﬁ@ttg‘?‘rg?cqr’rt&?r fgg"r iof P4 alg hfethe _
transaction QystdiidrlviiBikstth endz@eiih hrt@h%ﬁ@@mhtaqh&eﬂﬁﬁ%rgét, PhesoM8Vingg Whi ch
the custonmer has previously registered with the Facilitator and whose

| dent i ty1{i . witigtethe-tragkastien by eblding dhe Bachliitator de att¢leghona oy oty devics whied by

t he tel ephong operati C a or_othe uthorities) s thus.stor in
he Faci Tt absroansh HeeiSTRE e B4 0 GEpnfialor 55 whdsd i (£X e
phone number or other identity uniquely assigned by the telephone operating company

or other authorities) is thus stored in the Facilitator database. The Facilitator verifies
the customer's identity at a first level of authentication by checking the Caller ID asso-
20 ciated with the call against the information contained in the database. The customer
next provides a password that is preferably unique to it; this may be done verbally, or
by entry on a Touchtone® telephone. The Facilitator then verifies the password. Of
course, the Facilitator may delay verification of the Caller ID until the password is re-
ceived, and then verify both together. Next, the customer identifies the target and the
25 transaction to be performed with it. For example, the customer might say: "Pay Sun-
shine Floral Shop of Boston $97.50 and charge my Empire Bank account number
837557". This information may, of course, alternatively be provided at the outset of the
customer call, and held by the Facilitator pending customer verification. Additional
data may, of course, be provided by the customer, and used in the transaction. For ex-
30 ample, the customer may specify an item to be purchased, the quantity, shipping terms
(e.g. United Parcel Service®, U.S. mail, etc.). The Facilitator confirms these requests

against the target database and processes the transaction as described above. The key,



the custoner's identity at a first |evel of authentication by checking the
Caller ID asso 20 ciated with the call against the information contained in
t he dat abaie®3/0T%223 cust oner next provi des a password that PCI/UsorREsabl y
unique to it; this may be done verbally, or by entry on a Touchtone(r)

tel ephone. The Facilitator then verifies tzhe password. OF course, the
Facilitator nay delay verification of thd2cal ler 1D until the password is
re- ceived, and then verify both together. Next, the custoner identifies

t he target . saction i i Qf 1.+ e, the
custoner m Sfﬂ‘%q@glg :lgt?]ﬁ%/lg@}?%-g ngﬁ}bﬁltegﬁfggf aﬁ%lé%{ﬁg}) %Ip%ggtf gltnb%g%'}ggﬁ g%ggsc har ge
my Enpire Bagpkingpebuidentifyroneor b8l Hakiics to fHeitfansatiionmat i on may, of course,

alternatively be provided at the outset of the customer call, and held by

the Facilitator peRAFRslitales FAPBRdSUS! dhbélEAs e bF thenalet, Sahshit®Bloradf
course, be provided by the custoner, and used in the transaction. For ex 30
anpl e, the cYhapofdtostray 1§ pesidhacaenrit exigis: e Feciitatetmaeestatlisk adatmltiacy |

shi ppi ng terns e.g.. Wnited Parcel Service(n) U i tC. The
Faci 111 atbr Sumt orep MR GR el Safieh) e pely TR omEi 2oty
processes t hgniplyeduied b9 at RastdRS ko tblehorenunib&. e ¥onnatliSsivitl Bid 3t

PCT/ US02/ 20739 -12 however, is the tel ephone nunber of the custoner, or

the target, Refabinnotiiasdhe sustopaer oftlys agficiu el TheiFgeiitatormayalse eomiestthpar t i es
to the t i i) . i . f th
targer, - Sunciish & ot BEEbhIHG o TR Pac AR Bl NG IR arD 1

Facilitator gauceshoilidadh esistdpthaFatilitatorSvetifies thetdatareyuibed toeofnphdsthar e
tenporarily credited. The default account is preferably i nply defjned by
at | east 't hernspgion- df'y FespBRg dalaise? nojympatel Hhecieia gHempy ﬁ?etqqﬁ@merattﬁe
preferably npidifib@s nbilfe Q%!?%@i{?{uex? hgtt%’gét, BEbARANo rdddfyiRe idshd. Arpe Ay al so

contact the ~target and %0 portunity to register ‘an account
wi th the Facddsststar, howtvdrhthe Facilitag@tnosifien thettargbtr afdbly deskied trepsattien and

Facilitator verifies the datg reqgujred to co ete.the.10.transaction. |f
The T eor st or Ui appanalon e T b goriaval SF befaat dide whealRat o
Faci litator pahdfit@s. %H&rfbﬁﬁ%&i@{oantcbﬁsiét@fg%le Mne%@ﬂ,%otﬁi@aﬁcﬁﬁtﬁfd(@htahe
issue. If the data doeS match, however, the Facilitator notifies the

target of5 t herivéshetwerl, paasad: icewlanmeil of aguebesmegsr oval by the target.
Thi s approval can be nade during the call or at a tine in the future. Any
notification can cdhguaifiedfapprotval iepheimeddak!, thertatgef appacves f thertomgdvtian b

private net V\gerniéi‘al,%rl]lt %vﬁ’rﬁ{els to éh%lc’lgel 2 arcrca(;ulnt Rto %?L}/ch(%fleb glroncrzr}lf3 &5 ve paid from its

default account to some other account), the customer is notified and asked for approval
if the requested change affects the stated terms of the transaction (e.g., the purchase

20  price) but may not be notified if it does not (e.g., the destination of the payment when
no destination is specifically designated by the customer) or if such transfers have been
explicitly or implicitly preapproved by the customer. Similarly, if the target has been
provided in advance with a blanket approval of all transactions requested to be paid
from customers, the approval is not necessary and a preset account is credited and the

25 customer’s account is debited. Once an account has been approved or approval dis-
pensed with, the Facilitator debits the designated customer account, credits the desig-
nated target account, and notifies both parties of the successful completion of the trans-
action. The customer need not in fact approve of the modification of the transaction.
For example, a parent who wishes to make a payment to a child for a designated pur-

30  pose (e.g., payment of college tuition) may block payment of amounts it sends to a



If qualified approval is obtained (e.g., the target approves of the
transaction in general, but w shes to change the account into which the
noney is wommopaid fromits default account to sonme ot hecTamsowentsy, the
custoner is notified and asked for approval if the requested change
affects the stated terns of the transactilo (e.g., the purchase 20 price)
but may not be notified if it does not (‘e.%‘., the destination of the
paynment when no destination is specifically designated by the customer) or

custorer 5 TargY R ae B el e bk Pl ER R KB S

bl anket appr ofthk coflegelitselfr ansacti ons requested to be paid from custoners,
t he approval is not necessary and a preset account is credited and the 25

custoner’s accounThe fargé DeédEtot HoRCReAPerdT R Picilta®r'y BENARPASYSE Rt is a
approval dis- pensed wth, the Facilitator debits the designated custoner

account, cr etHbseribeido theshelco ansthag arumiquemumben trat number erathierused fayereditizg t i es
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brief. Thus,fizned asicemplad¢. Thisenininiaxypbe likelittood ¢hatpsastomtenedihchinge its mind
during the transaction processing, an important consideration for merchants that deal in
real-time purchases, such as goods that are advertised on the radio, on television, in

print, and in other media.

20 A significant embodiment of the invention is the transfer of value or resources
from one entity to another after authentication by using the unique Telephone Num-
bering system. For example, a customer who wishes, as a "transferor", to transfer
money or some other resource, such as the title to a motor vehicle, or the ownership of
a stock certificate to another ("the transferee") calls the Facilitator and identifies the

25 transferee as the target of the transaction, such as by giving the transferee's telephone
number; the amount of money to be transferred and the account against which the
money is to be debited, in the case of a money transfer, or the data identifying the re-
source to be transferred and such other information as may be necessary or desirable for
the transfer of the resource. The Facilitator then preferably checks the identity of the

30  entity associated with the target's telephone number and reports this to the transferor for

final approval, thereby providing an additional level of security to the transferor.



is time the custonmer first initiates the transaction, and the tinme that the
transaction is con- firnmed as conplete. This mnimzes the |ikelihood that
a cust omewowBlods2change its mnd during the transacti on pPOTASSY/II39 an

i nportant consideration for nmerchants that deal in real-tinme purchases,
such as goods that are advertised on the radio, on television, in print,
and in other nedia. 20 A significant embolfi-ment of the invention is the
transfer of value or resources fromone entity to another after

aut henti cati on by.usi t he uni gue Tel ephgne..Num berjng syste For

exanpl e, a cust ong?c%\ﬁ’g W%"}‘fﬁgl} %aaéapaovcﬁrvgﬁg? g}et){;an,sgfcg Stagﬁ%%’?’ear&hr%r?&fxor
sone ot her resAWrestifisdh idgeldifed by lie RaRilRatoPiotthe MehifEle6, in Whith@e@angr shi p
of a stock certificate to another ("the transferee") calls the Facilitator

and i dent i f i Becetipinformad offynds ereothey resourqen vhieh ae aygilablataddmblyitemstesuch as
by giving t r .S : . be
transferred hg(r)]rg tﬁﬂg&gsg%gfj n"{ﬁei%%ﬁ?ég?eemqgﬁk)?@grE%ﬁ%‘ﬁ#lgh}e?aﬁgﬂﬁgﬁﬁ12%}’ in

t he case of areaineypidteradpbyeproviding hie idtatiey ardiesthérfiyfon@atidhie of eays@usfertlico be
transferred and such other information as may be necessary or c@{gsi rable for
the transf erfUBfs ©of EesprrsEs fcanothen arggtdhiongh ihssams arogsAwecteanitpd ehersdd thipe

identity of i i A . t ' r and
reports thi sirstrlb grrﬁgtg&fp g&lésltfr%rﬁgér}@ %Irk%ﬁtP ?ﬁgﬁhgag(g'r g&?%ﬁ?&%@%?%ﬁ%}ean
addi ti onal |telephomf, by emailidrpytother meeans. aAs fangas tha/@rg28is00nQiel dettifikdd2/ 20739

-14 Once the_ transactjon is _approved within the transferor's account, a
cal | or ot heltrouRB iy BROTJLFHFERE PYNCIR S GUIRG sty Uy O 18A G BE SEBRY o ¢ he
transfergg, !hfbd@ﬁ! &R afl |3_§seTs %@éﬁpﬁrﬁ{z&@l‘l\ﬁnﬂaﬂﬁb@ h5&d &lfso,fa%%es@fo I%I%Bther

resources which are availabl'e to himby transfer fromthe transferor. The
transf eree cem hehwiified ththe facijiatardy the custarher tyzani dnpaiberay weh pagesiongiiihg eady

regi st ered) rqviding,his.identity. and other infarnmation r

{ranst or -t netidlfong e of hE e o B uBreponsP Tt sPplel s
procedur e desgibhbedtiad@vae rport the Feceirt op HelThior@eti®ythe FacilitanSieae@tes@rcally t he
Facilitator. The transferee can be contacted by telephone, by email or by

ot her means. anssprpesggs wathtaempletingdhe fransgefiopu diipallye et qusiomer cthpssibephons

h ! t Lon Ced
Phrougn. T n SFfrekSL M e hdf v TS A PIRERIARERT, B8 BT BRdL 0
pay anot her theaughlkenailadridihez dnddes tike SMEmkssagdsam dyobideplaaie] antrougl chsckemai |

or a web page cantaining the tel ephone nunber of the target and all
i nformation PGUFTEHTo conpl ete the trans-

Person-to-person (or entity-to-entity) transfers can securely be made in the
course of a conversation between two parties in accordance with thee present invention.
20  For example if, during the course of a conversation, one party to the conversation de-
cides to pay money or transfer an asset to the other, it can put the other party on hold
(or initiate a three-way call), contact the Facilitator, and arrange for the transfer. The
Facilitator can instantly authenticate the calling party through Caller ID and approve or

complete the transaction as appropriate.

25 In situations in which the identity of the party initiating the call is authenticated
by means other than its telephone number, a party may initiate a transaction with an-
other (the target) that is itself identified by a telephone number (Caller ID). In this
mode, upon the receipt of the information, the Facilitator generates a call to the target
and proceeds with the transaction. Alternatively, a party may initiate the transaction

30 by calling the Facilitator using its telephone (so that its identity is established by its

caller ID and password as described above) and initiate a transaction with another (the
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call in accordance with the request. The requests can also be setup on the internet at the

Facilitator's web site. The customer can also directly call the Facilitator and request that
20 the bills be paid. In this mode, the Facilitator verifies the customer's Caller ID and

password, if necessary and proceeds with crediting the biller's account and debiting the

customer's account.

It is important to note that under most circumstances described in this applica-
tion, the Facilitator can check the Telco directory for a target's name or alias and report
25 it to the subscriber. If the target's name is not listed in the directory then this can also
be reported. In this way a validation occurs which builds confidence for the transac-

tion.

In a second, direct, mode of operation of the invention, a customer contacts a
target directly, instead of through the Facilitator. For example a customer desiring to
30  purchase an item sold by a particular merchant calls the merchant on a register tele-

phone. Before placing the order, the customer may inquire as to features of the desired
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izing a charge to a credit card, debit card, or other FM’s), the requester transfers the call

to the Facilitator for at least authentication of the customer. The Facilitator may per-
form only the authentication portion of the transaction, or may additionally perform
20  some or all of the completion of the transactions (e.g., the financial aspects, accounting,

and the like).

In an alternative mode, the customer can be physically present at the target's
(e.g., merchant's) site. In this mode the customer provides the merchant a unique iden-
tifier, preferably his phone number or an alias provided by the Facilitator. The mer-

25 chant then enters this information into a specific apparatus which is connected to a pri-
vate or public network, or through a phone call to the Facilitator. The Facilitator then
calls the customer or owner of the account for verification. The call may be made to
the registered device primarily associated with the customer, or to a device whose
number is associated with the customer in the customer database. Typically, the call is

30  made to a mobile device. The customer can then approve the transaction. The ap-

proval can also be given by a surrogate for the customer such as a parent or any third
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the Facilitator, avoiding need for a callback, since the call itself provides to the Facili-
tator the caller's ID; additional customer information such as a secondary ID (e.g., the
customer's PIN associated with the given device) may also be obtained by the Facilita-
20  tor in connection with the call. In corninection with all types of transactions defined
herein, the customer or target may be provided with an "alias" by the Facilitator. This
alias may be used to identify the customer to the merchant as one registered with the
Facilitator, without compromising the private secondary identifier (password) used by
the customer to authenticate itself to the Facilitator. This may be important with certain
25 customers that do not desire to reveal their phone number to targets for privacy or other
reasons. - The Facilitator can decide to provide an alias for the shipping address, for
payment information, to mask the customer's information to the target for privacy, or

for other purposes, if required.

Either the target or the customer or both are identified by a predefined series of
30  numbers or words or other means of unique identification, preferably the telephone

number. However, the target may have been assigned more than one account, which in
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turn means thatwidder secdniegedhetls, 1§ﬂ&@és&iry€<iis Rade IFQe Sk nt is Qhtistiends cdlls a
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set-up with man accoun
ceeding with any mode of operation herein described.

—

It is possible to have more than one account registered to a single phone num-

ber; for example, a husband, wife and child each having their own account from the

20 same number. This is similar to a primary card holder in the credit card business,
where a primary holder has an account and his/her spouse or child can have an account
within the same credit line. In this circumstance the primary user, that is, the person of
record with the phone company, must first register, and then allow any secondary per-
son to register an account from the same number. Each individual may be assigned a

25 unique PIN number, or a common number may be used. Each subaccount holder will
be treated as a separate entity with their own FM and personal information. In some
circumstances they can share funding sources. In order to identify the sub account a

number or letter may be assigned by the Facilitator, for example 617 555 1111A, B etc.

As noted above, in certain circumstances, for example, a parent-child relation-
30  ship, the child may be set up with an account in which provision is made for a call

back to a parent. When the child then uses the system, or indeed even uses a physical



5 In certain circunstances, individuals have placed a bar on transmtting
their Caller IDin connection with calls that they nmake. In such

ci rcunst awoas/00i2he i ndi vi d- ual can often nonmentarily cir®amisnt24789 s by
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organi zations, a uni que nunber for a telephone is not identi- fied (for
exanpl e, an office which displays a singfehunber for all the extensions of
the i o conpany), or CaIIer IDis barred without the ability for an

i ndi vi dual t suUc unst a a.ca back.,ser vj may be
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regi stered to# c%‘??‘i&?éucg’hone num ber; for exanple, a husband, w fe and
child each having their own account fromthe 20 sanme nunber. This is

simlar to a pri mAnyngxidyahescasity ¢an alsochaye suiltiple aeepupisdinked togethigesaasto
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account n the sa cre line STCI rcuns

user, t hat I sumbdree.pe b $omeafumbies aad dhan ﬁe@udsﬁﬂg feaeeucoftRoYnd Mifberf(é.6Sth
regi ster and w al l ow any secondary per- son to regl ster an account from
the sane 'hunBePle geaee); & hisd (@gazn %és%&oélﬁé’ﬁ@&f‘éc 25 mpse-gHechpumben ger | or
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separate entity wt FM and persona orrra ion
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exanpl e, a paiEitepdied fpbR 8l W predBitcditb Phe taARiGML d May be set up with an
account in which provision is made for a call back to a parent When t he

child then uses t 34 OpRR73
PCT/ US02/ 20739 1}85 ?:lg(zg?{ﬁbégfo 6@%?%&% gﬁiggﬁé};’)‘gggﬂﬁhﬁ@é\gr vi ces, before

the pur chaselepborguyhically bat, a uigue ]Paaﬂdtes‘s at wiephenpiggesayp dnethisalan be inter-

consent/appr ge\fo?eld Hh ICglrtal}’l %1%%13 grrlcle gre 1ot static CR ssoem corr]ﬁrast with the telephone
numbering system, where a central authority regulates phone number issuance and
management, due to the inherent nature of the internet as an open environment, there is

20  no central controller of IP addresses, and therefore it is prone to abuse, especially for
financial transactions. In accordance with the present invention, the Facilitator may be
used to provide a gateway where an unauthenticated call can be initiated by the cus-
tomer to a preassigned static IP address at the Facilitator. The Facilitator, based on pre-
specified guidelines (e.g., previously disclosed sender IP address, a digital signature,

25 unique information e.g., password, mother's maiden name, etc.) can establish and
authenticate the individual. In connection with the authentication, the Facilitator gen-
erates a call to a preassigned phone number of the customer on the public switched
network; obtains a password from the customer; and then originates a call or a message

to a target. At the point of authentication, when the Facilitator has the required infor-

30  mation, e.g., the current Caller ID, etc., it approves the transaction.



rel ati onship can be extended to manager-subordinate as well, when a
purchase is done by a subordinate, but approval has to be carried through
by the newagewos2&¥ course a 5 full report of transaction aod/tsomneasd es wil |
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unaut henticated call can be initiated by the cus- tonmer to a _preassi gned

static | ® adérdsgaking aiygasacten theicasiomer, Tathertian seleetingra crpdis eard o bgpkeac-
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digital signature, B uni que i nformation e. g., password, nother'"s i den
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has t he qui red E ; I; con i 1
appr oves e 1 ransScbisn OB S8PobE et AR futPte Shociofeeive
i nvention al 8mds machsh Yortredickstly bs eldirettty thienghecthird parnyg nieayhee of tha raéitita- of

tor's network.
In funding the account, the customers can

1. Go to a bank branch, a Facilitator network member store, a Facilitator itself,
20  anetwork member ATM machine, or other agents, herein refereed to as Network
Members (NMs), pay cash, physically present a credit card to be debited, or present a
check, among other acceptable payment instrument acceptable to the NM. The NM,
after satisfying itself with respect to the availability of funds, will then directly, via a
private or public network, provide a message to the Facilitator with the customer's ac-
25  count identifier, e.g., the phone number, which results in a credit to the account of the
customer. The payment to the NM acts as another FM here. The NM may also simply
provide the customer with a receipt containing a coded number, which can then be used

by the customer in a manner similar to the funding card serial number described below.

2. Buy a pre-assigned funding card similar to the telephone cards in existence

30 today. The funding card will have a serial number . Once registered as described pre-



noney, either to the custoner hinself/herself or to others, or the transfer
of noney from one account of the custoner to another within the sanme bank
or anot hewomanbs27as | ong as the FM accounts have been e®cahiSozbgd and
registered with the Facilitator. 5 Credit lines may be nade available to a
regi stered custoner by a bank or by the acilitator itself. Thus, when
registering for service, the Facilitator~ 1t"self, either directly or
through a third party, e.g., a bank, may provide credit to the phone

account. The,. t call i 1n ) sired. . T r.edi
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used by the custonmer in a manner simlar to the funding card serial nunber
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t el ephone cards in existence 30 today. The funding card will have a seri al

nunber. Ghce registered as BaBeahadigss as wovidsAddoshy susterenisgpycion.3d one 21

time or limited time use card can be issued to the target at the re-
quest of the customer. The target can use this card on NM ATM
networks to receive funds in full or partially until the funds are
exhausted. It is not necessary that the recipient have a telephone

20 account or register with the Facilitator in this circumstance.

3. A permanent debit or ATM card can be issued to the recipient,
which enables any customer to send funds to the target. It is not
necessary that the recipient have a telephone account or register

with the Facilitator in this circumstance.

25 It is possible for the present invention to be used for purchasing or transmitting
funds via the internet or other networks. In this hybrid mode a call is made between a
customer and the Facilitator and the customer is authenticated. The target of a transac-
tion that 1s the subject of the call is identified by an email address or other preassigned
electronic network address. The Facilitator emails the recipient and requests it to reg-

30 ister with it or to establish an account, if an account has not previously been estab-
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the various different applications described herein, including sending
funds to a target. In fact the funding card acts as another FM 5 I n case
of payout of the funds in cash to the target or recipient, the target can
receive funds if 1 . The custoner has provi ded a specific address, for

exanpl e a blas anrkfﬁgﬁpoceﬁur\év 2% 1&‘3@1? ﬁ‘tsahié)rtﬂﬁél ?nb”eﬁﬁ%o{/ehe&m'}faﬁr gﬁd' ary

(The speC|f|c anc ore or o récerve

instruction usemdrivan emaillfihdt@rsend fundathregdhnhe Mierdett@tothdr hetwidiRs aft@@spi ent
is notified via a call, emajl, mail or other neans. The remﬁ%ent will

then go to tiblishipgansd eaisteringtan acepnnt pithdhe Bacilitatonthay is linked to thegustogrer's
nao.
Raci i tator BRphfhd SEALE 118 Sah ol Gube RoblBihel ) Biho B EatabPEwep,

cust onmer 4 nssitetamiklifdling utodetailstafitiee cipiantiihaddihg the resipients @leaphondmumisaued to
oner. The target c n.use t card

the t 1 th - 1 th
oneNMa,rA'?'ﬁ/l o %&L@?& 'aa%@ﬁ%ﬁ%owﬁagﬁ%ﬁntf% thg trapsactiony ths, %ﬁﬂlet?tortzﬁ& thends
are exhaustgdiyidi ahétﬁéﬁiro&%ﬁf‘e%%@ aﬁbw%o&ehﬁe%&%&h@% tﬂ@ffﬁlsﬁcﬁcﬁﬂ ephone 20
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15 rebate on a digital camera. The customer then calls a prespecified number at the Fa-
cilitator and after providing the serial number, may obtain transfer of the funds to his/
her account immediately or, based on pre-specified arrangement, at some future date. It

is also possible that some personal information is then provided to the merchant from

the Facilitator's database containing consumer information.

20 It is also possible that calls could be generated by the Facilitator and broducts
solicited to be sold on behalf of a merchant. If a customer responds to the promotion
and agrees to purchase the goods, funds may be transferred from his/her account to the

merchant and goods shipped accordingly.

Hlustrative examples of the manner in which the various entities (cus-
25 tomer/requester, merchant, target) may interact with the Facilitator are shown in the
accompanying drawings, in which:
Fig. 1 is a block and line diagram of a first form of authentication and payment
system in accordance with the present invention; and
Fig. 2 is a block and line diagram of a second form of authentication and pay-

30  ment system in accordance with the present invention.
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i nvention.
call. The handset is desirably a landline phone, for maximum security against illegal
interception, but may comprise a wireless phone instead. Information such as a pass-
word, and possibly other information as well, is entered by the initiator by voice or by

20  telephone keypad in the case of touch-tone telephones.

The initiator identifies the target of the transaction (e.g., a public utility to which
the initiator wishes to make payment of a bill) by voicing or keypad-entering an identi-
fier for the target. This may be the target's name or it may be a unique identifier pro-
vided to the initiator by the target or from another source such as a directory and from

25 which the target's record in the database can be accessed, either based on the identifier
alone or on the identifier supplemented by additional information from the initiator or
from other sources. Preferably, however, the target is identified to the Facilitator by its
telephone number. This enables easy location of the target in the event that it is not al-

ready a registrant in the target database.

30 The Facilitator authenticates the initiator (step 2) by examining the Caller ID as-

sociated with the call to determine if it is a registered initiator. This is accomplished by



WO 03/ 005273 PCT/US02/20739 -23 In Figure 1, a flow diagramof a first
enbodi nent of a transaction processing and paynent systemin accordance

wi th the wowatoi2ah is shown. To begin the process, a cal lpCrrisoz/at7es (e. g.,
a registered custonmer such as a consuner who desires to nake a purchase or
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nection with acceptance, the target may specify the account into which any payment is

to be made if this has not already been established by the user. Additionally, the target
may supply other data to shape the transaction, if the user has not specified to the con-

20  trary.

If the target is not already registered with the Facilitator, the target is given the
opportunity to do so. It may do so in a manner similar to that in which a Call initiator
registers, i.e., by providing to the Facilitator data such as a preferably unique identifier;
a Caller ID (this, in fact, is provided by the telephone service provider), and other data

25 that may be appropriate in connection with the transactions to be undertaken with or by
it. After registration, which may take place wholly over the telephone and during the
same session as that in which the target is notified of a desired transaction with it, and
after acceptance of the transaction, the transaction is processed (step 4). Typically, this
involves debiting an account of the Call initiator and crediting the account of the target.

30  Finally, the initiator and the target are notified of completion of the processing, and the

transaction is thereby completed. Of course, if registration by the target is refused, the



30 The Facilitator authenticates the initiator (step 2) by exam ning the
Caller ID as- sociated with the call to determne if it is a registered

i nitiatorwODhioes2rs acconpl i shed by WO 03/ 005273 PCT/ US02/ PQTAB02/2(249
conparing the initiator Caller IDwith the initiator Database 10. The
Facilitator also verifies the Caller Identifier (e.g., PIN in a simlar
manner. |If these two match a spe- cific T7éi;'i strant in the database, the
initiator is authenticated as that registrant. If they do not, the

transaction is.aborted. Varjous other actians t hen be take S . as
en maCh Eh et hefned A BE e Bk hRel Dbl greighE SEh awilebttidy,
by voice mai (br@édiﬁﬂ%opﬁccoﬁiﬁg.e failed access attenpts; notifying public
authorities; etc. If initiator authentication is established, the

Faci | itator then pPrghesRRIN &SR sulthBRESS: MtEbdrdF ARL trankilink Bed-HBEER | Y
acconplished in a simlar manner to that of 1nitiator authentication, but

usi ng a sepadeitibabhveallias exaninle,Oneperson ée.ghe parent)i wisking amsendangrety tdaba i o

bases may be conbi ned,i.n, one but ecause the.two w|l ener al | ve.
bases Y, D RrTRD Ll B Ry RS S B ol oo e o o
dat abases f ofatdr/ypetifiing @l 8Rbhéiidl ihtieR of tRtclld akd BRMHn At thb trdRRricar get i s
notified of the initiator's desire to undertake a transaction with it. If

the target i3pegificepmditiongiesg.ethe paticular peeoupkinte vhichdhomonehis to Ae trens-i s

i tiator | ot P ARt Fef B PR by Bl e S R B et

however, t headdisiged anddd peraiiedply thbBadiliafsact i on (step 3) by transmitting
its assent to the Facilitator. In con- nection with acceptance, the target

may specify the apgeiy iliudifRedhi&indBYaRRY BB He ihventib, RndRdReiih whithshdas
not already been established by the user. Additionally, the target may
suppl y ot hercallanifiating gtrgpeactipe 1splagedan thediirst instan¢eenal @ thetfasilitasor lapecnf i ed

Faci I tator , S0REeR et ds ditfreb @l Fhe 85 B bp ik ERg e eI LERSR RN St 1

a manner si n¥igafe 2 & dohaéction with £tammsaéiddn iniwhith ateisuniece @il Lmsschint@o ordy
providing to the Facilitator data such _as a preferably unique identifier;

a Cal I er 1D ¥R thatif hasjgsiheardadyeiisedialihoneh i Bt epdrasiaod Bt thednysntion der ) |
fransact one rS: e s 1 S ARREAREE Geb ) FARMEEEUE M ARe o e 1
t ake pl ace whlolnk galhwethetnxechant. e Ploced]eancy durkie igqityeof thamerchesisgprinn t@s t hat
' which the Largeh order MM b 85RE, & Bealaisd HhARASh Nty ahl AL,

and may provide information to the merchant concerning itself such as name or alias,

address, etc. The Caller ID of the initiator is captured in connection with the call, but it

20 need not be used by the merchant; it may simply be transmitted to the facilitator.

In order to authenticate the initiator, the merchant transfers the call to the Fa-
cilitator. The Facilitator authenticates the parties to the proposed transaction (step 2) in
the manner previously described in connection with Figure 1, i.e., it checks the Caller
ID and preferably a unique identifier of each party with the respective initiator and tar-

25 get databases; in the present case, the customer is the initiator and the Merchant is the
target. If both checks match for each party, the Facilitator notifies the initiator of the
transaction (step 3) and inquires as to acceptance. If the initiator accepts, the Facilita-
tor notifies the target of the authentication of the initiator. At this point, the Facilitator
may cease to participate further in the transaction, and the transaction may be com-

30  pleted by the Merchant/target. The Facilitator's role in the transaction will thus have

been to provide the authentication which gives the Merchant the security needed to



after acceptance of the transaction, the transaction is processed (step 4).
Typically, this involves debiting an account of the Call initiator and
credi ti ngwohg/eecdbunt of the target. 30 Finally, the initiparasoamd3d he
target are notified of conpletion of the processing, and the transaction
is thereby completed. O course, if registration by the target is refused,
t he WD 03/ 005273 PCT/ US02/ 20739 -25 init46ator is notified and the
transaction is term nat ed wi t hout processing such as debiting or crediting

of accounts. Thi rat on.is ltab

Ot ancaot ! omePrated TR fretranSBEoR! bihing uat i Rorhiadinee JREEe B pelffer.
parent) wi ShéMtﬁﬁ Flesiet tHRNEY Fh&lh&&br@oﬁipﬂ*&é ﬂ(e&rﬁsacu@ncm{}ﬁ@ cadiB)hé Badlil y dO
so by neans of a si ngI e tel ephone call to the Facili- tator, speC|fy| ng the

t el ephone nutgbewibfcomplete Hiel tehnagrdion e therpanmer pr@vwslvms@fb@flrl@qonneg@m fic
condi ti ons, eﬁ}tﬁ Fi o%‘%?%?ﬁ bryec;é‘bﬁm%%‘&%k‘é&u “éélga WG dFdg @P&%Xm‘ a§1dto|?t1?e

trans- ferr ran accounts

speci fi eds bbeﬁ@nmrleE;iecueay,dﬁﬁifylﬁg tlesnsl beth oﬁﬂidﬁctlbﬁ,mnhyeﬁﬂiﬁatﬁgahé tdlator. 10
Figure 2 illustrates a second exanple of the invention, nanely, one in

which the call i pithbagh e asoéers@eegﬁetekaﬁpw ﬂnisﬁﬁt@qihé Isyeﬁéﬁelﬁv'eﬁtﬁn inBé ance
not to the Facilitator but to a artY) such as a nerchant. For ease
d

of under st anelniext Oft:alisapltmedﬁm qofmstonnens, it vl el anderstped that thejinventian éscadt 6a
wth a transggction uner. ca nt too t hat
"t has | uor MEuRE"EoCerPled 4R SRERYTRY BE4 brePalBh SRAE! of Sl tlrdety

i nvention 15whs igygresenfin bilistfoflpaybht, toraeaohiod Bnt9ghaiSediSttRRse) ofdsbdis t he
Call initiator placing a tele- phone call to the nerchant. The caller may

make i nque r yfrem angthere icanyfvepts au}helmsatlm akatdepshoncapagirto the Eapsagiionds pti ce,
configuratio pr.Qyi de

i nformation ?Oo %Z\E%&?E] E{Cilggtr% %{eﬁ‘gst c?(fttggﬁ?ﬁ “%h‘gegte%e gglgeofrﬁal NE ééé:lg

addr ess, et cphoeeuGdet,@r prdassifnddnstaticriPtadétess atithe Eagilitatoe)) preferablyriactmme- Wi t h
t he caII but, it 20 need not, be used b he nmerchant; it may sinply be
transmitted UORPHE arsseendapyyidgptif 1qrﬁu3’r%f>éarlg@\ﬁ authenticate the initiator, the
nmerchant transfers the call to the Fa- cilitator. The Facilitator

aut henti cat es t heNpawiqusdadvarper fbyss saeavisadsiaordcs o (aplepentithe presenie
R, PP SR SRR AR, EbOME Oy T
respecti ve i md thakoftwareds t@dﬂ)? assgmbled &t asisting cmmhhmoatucesedﬁtabas@ and ke
customer is Elebn%lall rs](I)iIt\IVgrte%rlod%Tes %v?tﬁ I\/E[igsql%g culstomlzgtmn well within the skill of those
skilled in the art of communications and software. Conventional stored program data
processors can perform the necessary processing using such software. It is expected
20  that most transactions will be processed by the Facilitator without the need for human
intervention, although the Facilitator may provide such intervention when necessary or

desirable.
CONCLUSION.

From the foregoing, it will be seen that I have provided an authentication and
25  payment system that provides a significant degree of security without the need for spe-
cial devices. The system uses a unique identifier that is nearly universally available
and that itself typically has undergone at least some level of scrutiny by independent
third parties (e.g., Telcos) in connection with associating it with a particular device,
e.g., a telephone, and with a particular individual or entity. Desired transactions can
30 typically be initiated , authenticated, and authorized during a single phone call by a

customer, and may frequently be completed during that call as well. Travel to specific



target. If both checks match for each party, the Facilitator notifies the
initiator of the transaction (step 3) and inquires as to acceptance. |If

t he i nitiwomsecepts, the Facilita- tor notifies the tar@eT/usb2/ire9

aut hentication of the initiator. At this point, the Facilitator my cease
to participate further in the transaction, and the transacti on nay be com
30 pleted by the Merchant/target. The Fac? fitator's role in the transaction
wi |l thus have been to provide the authentication which gives the Merchant

e neactt on ABRY A a R s Rk E et habyis Skl BERT Il Lo

may desire tRamnidiey f36¢ihiet Mg " NAARGHALISn WiRnINAPEaRhi"Ansdcliohidlisngrse, the
Facili- tator will conplete the transaction in the nmanner previously

descri bed inteBethection with Figure 1, e.g.., by debiting and crediting
the accounts of the Merchant and of the 5 Cbnsuner, respectively, notifying
t hem both of the dtavingillustrated wyrinveationgnd having |describa pheferyd arhleoditbonte
specific exaqglqa.tllustrate the present invention in the context of calls
i ni tiated’by stGAEY, it will be understood that the invention is not so
limted. For exanple, the initiator may be a nerchant, a utility, or sinply
a third party who is presenting bills for paynment, or a person or entity
that seeks transfer of assets 10 fromanother. In any event, authentication
of at |least one party to the transaction is ac- conplished by the
Facilitator by nmeans of the party's unique telephone ID (i.e., tele- phone
nunber, or preassigned static IP address at the Facilitator), preferably in
connec- tion with a secondary identifier such as a PIN. No uni que hardware
or software is required in order to inplenent the present 15 invention.

Exi sting conmuni cant instrunentalities provide the necessary hardware, and
the software is readily assenbled from exi sting conmuni cati ons, database,
and fi- nancial software nodules, with any desired custom zation well
within the skill of those skilled in the art of comunications and
software. Conventional stored programdata processors can performthe
necessary processing using such software. It is expected 20 that nost
transactions will be processed by the Facilitator wi thout the need for
human intervention, although the Facilitator nmay provide such intervention
when necessary or desirable. CONCLUSI ON.



Fromthe foregoing, it wll be seen that | have provided an authentication
and 25 paynent systemthat provides a significant degree of security

wi t hout twe oamest7s or spe cial devices. The system uses a woirgise2/2adentifier
that is nearly universally available and that itself typically has
undergone at | east sone | evel of scrutiny by independent third parties
(e.g., Telcos) in connection with associ-&8i-ng it with a particul ar devi ce,
e.g., a telephone, and with a particular individual or entity. Desired
transactions can 30 typically be initiated, authenticated, and authorized
during a single phone call by a custoner, and may frequently be conpl eted
during that call as well. Travel to s&LAIMS/\o 03/ 005273 PCT/ US02/ 20739
-27 facilities to initiate a transaction is not required, yet a security

| evel hi gherl.t hanAtihethod ofsEaundly coadatingttesadtions ot Hastwbak,i ompiialy iNet
Present” transactl ons is main- tained. Having ill ust rated ny invention and
havi ng deéscrites®lpref erred enbodi ments 5 thereof, claim WD 03/005273

PCT/ US02/ 20739  -28 CLAl Nb. n'lm% e?ﬁ&&o&hl%ve;‘?ﬁéf{éféﬁogé)ggt&%&k Bkt seoks o

transactions over a network recei vi ng
t el ephone caihitim/@tramdaetidred’VﬁhhmaIgemet\mrk t hat seeks to 4 initiate a

transaction with a tar bt ai ni east _a |1 er I D defining

t he tel ephone from whith opﬁémn% aE]g’F‘T’t g Qalgg'lﬁgde}ﬁln&@e@e teleghong from %i“‘@a"@lp ng
the call by chgskiing phiced.east the Caller ID associated 8 with the cal
against Caller IDs ﬁ a dat abase of registrants' Caller IDs; and 9 D.
proceedimg with t he t r @nsuathentgnatioghe dafl bytchedasg a@aaisdtl@a(]lalbr IID Bssotiatednt ches

t hat of ti t d T t hod of
Claim 1 it el enioi f PRSIt S e et s, e poct. to a
financialg account. 1 3p. PhsebBhdGthahe Ghiablich 6rﬂy‘1ﬂt¢$ﬁs§ﬁﬁcﬂ€£ﬂ[e@'}§ac“ on

conprises a paynent from a
10  mafches that of an entity that is registered in said database.

1 2. The method of claim 1 in which said transaction comprises a payment with re-

2 spect to a financial account.

1 3. The method of claim 2 in which said transaction comprises a payment from a

2 first financial account into a second financial account.

1 4. The method of claim 1 in which said database contains data uniquely identify-

2 ing call initiators that are registered to undertake transactions on the system.

1 5. The method of claim 4 in which a transaction is completed only after authenti-

2 cation of both the call initiator and the call target.

1 6. The method of claim 5 in which said transaction comprises a payment with re-

2 spect to a financial account.

1 7. The method of claim 6 in which said transaction comprises a payment from a

2 first financial account into a second financial account.



2 first financial account into a second financial account. 1 4. The nethod
of claim1 in which said database contains data uniquely identify- 2 ing
cal | initwetoanes2that are regi stered to undertake transact iPCREISON2(7b%E
system 1 5. The nethod of claim4 in which a transaction is conpleted only
after authenti- 2 cation of both the call initiator and the call target. 1
6. The method of claim5 in which said t1%hsaction conprises a paynment with
re- 2 spect to a financial account. 1 7. The nmethod of claim6 in which

said transacjion conprjses aynment .froma 2.first financi.al account into
a second 'financi a _%S%ﬁtofg\?\%’é’:‘? '%elg’@_?? EE%@‘%“? Bng sqc IpfR

net hod of, cl@iiMcéoins Mtoahedtida vaitleRmpsibti SEoH the Ren@ABGor 48 PetibRedEY Ghef | NaN-
2 cial accounts in connection with conpletion of the transaction "are

per f or med bycallHecgvigglentityecei ving entity. 1 9. The method of claim7 in
whi ch said transaction is conpleted by the target. 1 10. The nethod of
claim1 which includes the steps of 2 (1) obtaining fromthe call initiator

a secondary 9.dentTlid @&thodod cRirh 2)in Nﬂiiﬂ%a&ﬁir&s@&?&ﬁgabﬂ?ie%ﬂmﬁ thé @d’r%ét.n
connection with authenticating the call 4 initiator. 11. A met hod of
securely conducting transactions over a network, conprising the 2 steps of

3 A Teceivifip atAnSREARdlAEaLAh Byl Blsplong network, a call placed

4 at a first Tocation on the networ Irdent1tying a transaction to be
undertaken; 5 B. @b dbtsirimgitbnt deakll anitiawr b Becondampaddntifiehtaadni ng, from a

source other 6 th E t he initiat%’rpypf sfaid call, at least a Caller ID
defining % he tel e@ JIg sashseaandary idgatifier 19 gppneghen withiautheaticatiag the call

aut henti catijpg;tlye call by checking at least the Caller ID associated 9
with the call against Caller IDs in a database of Caller IDs; and 10 D.

proceeding with the transaction only if at least said Caller 1D 11 matches
i.n sai d database. The. net hod of

Cl'ai m 111 n_ b crAbed SEBRE DGR R EIE AP HIEE: Qg A 1E0YAK: Farmarne e
2 steps of:
3 A. receiving, at a second location on a telephone network, a call placed
4  ata first location on the network and identifying a transaction to be undertaken;
5 B. at a second location on the network, obtaining, from a source other
6  than the initiator of said call, at least a Caller ID defining the telephone from which the
7 call was initiated;
8 C. authenticating the call by checking at least the Caller ID associated
9 with the call against Calier IDs in a database of Caller IDs; and

10 D. proceeding with the transaction only if at least said Caller ID

11 matches that of an entity that is contained in said database.

1 12. The method of claim 11 in which said second location includes a call facilitator

2 entity which performs said authentication.

1 13.  The method of claim 12 in which said call facilitator further participates in said

2 transaction by causing transfer of financial obligations from one account to another.

1 14.  The method of claim 13 in which said facilitator completes said transaction only

2 on authorization from the target of said transaction.



2 entity which perfornms said authentication. 1 13. The nethod of claim 12
in which said call facilitator further participates in said 2 transaction
by causi ngotosaefer of financial obligations fromone acc®amtusoy28ot her. 1
14. The method of claim 13 in which said facilitator conpletes said
transaction only 2 on authorization fromthe target of said transaction.
WO 03/ 005273 PCT/ US02/ 20739 -30 1 15. TH¥-nethod of claim 12 in which said
facilitator transmts authentication to a 2 tel ephone station at a third

I ti f ti f iLd. transactio 1. 16. The.nmethod.of. claim 11
oCont oh i 1 onP s weodosaiy 12in SRe Dol G s BhpRRRloE tFh e
made to anotffhphode skdtion'41@ tHRY RREHEH fcﬁlcaa&lﬁleliérébﬂsalmhﬁﬂsaéﬁw call is placed

by an entity to which pay- 2 nent is to be made. 18. The method of claim
18 in which said transaction is conpleted only on approval 2 by the entity

which is to ke id pa ng . 19. aratus for cilitating ..
transacti lonsfrfgver%ge ?lgﬁié’é ﬁ?ﬁ%‘“ﬂéé%?‘@%ﬁsé‘}@%ﬁ# Rga."eézgwn 8nt§¥1tb Xq@}‘g} % for
storing & dajahaneisab bdtmddeasn@bdrhori zed call initiators, 3 said database
containing, for each entity authorized to engage in said transactions, at 4

| east a primary identifier identifying tel ephone instrunents that are

aut hori zed f o7 uspye BelilbaSRLlih13M58AId0N% AR BlBELOnaRLY IeRbIIeY: 6 B
a stored program dat'a processor for processing trahsactions” direc 7to
it, said appaeatisiso beinage.connected to store data in said database and to

retrieve it 8 therefrom; 9 C an interface between said tel ephone network

and said processor for to receiving and transmtting data between said

net wor k and id £892'0f claidh 184 g A, :
receive ?ai dﬁ%ri nglﬁé;&aﬁ% soaidgntslel?é%gglry S?é@?lﬁ?ﬁ{eo?gg ?%%gggi 8%)%1} %&ré@
phone netaorty theanttyi whichistofnake sandaymentut henti cate said identifiers
agai nst said data- 14 base; and 15 (2) further said transaction on

authentication. 1 20. Apparatus according to claim19 in which said
processor; i sy@r ogABpATEALs FQ faGiltitating transactions over a telephone network, comprising:

2 A. adata store for storing a database of at least authorized call initiators,
3 said database containing, for each entity authorized to engage in said transactions, at
4 leasta primary identifier identifying telephone instruments that are authorized for use
5 in said transactions and a secondary identifier;
6 B. astored program data processor for processing transactions directed
7 to it, said apparatus being connected to store data in said database and to retrieve it
8  therefrom ;
9 C. an interface between said telephone network and said processor for
10 receiving and transmitting data between said network and said processor;
11 D. said processor programmed to:
12 (1) receive said primary and said secondary identifiers from said tele-
13 phone network via said interface and to authenticate said identifiers against said data-
14 base; and

15 (2) further said transaction on authentication.

1 20.  Apparatus according to claim 19 in which said processor is programmed to re-

2 ceive said primary and secondary identifiers from different sources.



2 ceive said primary and secondary identifiers fromdifferent sources. WO
03/ 005273 PCT/US02/ 20739 -31 1 21. Apparatus according to claim?20 in

whi ch saiwopsoer3sor is programmed to 2 authenticate sai dpcalusopmi7g9 i f said
primary and secondary identifiers are associated with 3 each other on said
database. 1 22. A nmethod of transferring resources fromone entity to
another conprising the 2 steps of 3 A adtepting froman originator a
nmessage identifying a target 4 B. authenticating said nessage by neans of

at | east a geqgraphically unigue .tel ephgne identifier; 6 C. transferring
2 resourcd T rdm SEPeGRIRACHIIGIE (o5 Tl 29 ThANGE ST BBRSPLl Rggrmined 15 ©
aut henti cati QuthRhticed shidBAPGI if shidFimdNanaRENR9Tid&FHR £8 absdciidGhitsal d
message identifies said target by nmeans” 2 of a géographically unique

t el ephone 3nu®ber othgr @vsaidréatabase.nod of claim 23 in which the tel ephone

nunbers of said originator and 2 said target are distinguishable. 1 25.
The method of claim23 in which said tel ephone nunbers are not distinguish-

2 able and imghi cmﬁ@ﬂ@dwfitﬁhﬁaﬁﬁfg radolrea ifidnl SlcdsitRictandiise b&ﬁpﬁﬁﬂ%ﬂxeb_y
di stingui shable 3 passwords. 1 26. The nethod of claim22 in which said
ori gi nat oR i $tepgpfher aut henti cat ed by 2 nmeans of a password. 1 27. The

nmet hod of _claim 22, i i i | ] el ephone by 2
said ori gi3nat or. 'Z%C%Lnghnéﬁhogy%@%@%%ségaﬁﬁélwﬁ@%%gg%a{ nessage is
accepted hy an entB.tauthdnaitatthgnaaidiinassage by hetiauaeleatt agtolgtiphicallly unique

originators, said da& abase including at |east a geo- 3 graphically unique
t el ephone i dé#eplomgadengfiesai d ori gi nator. WO 03/ 005273 PCT/ US02/ 20739 - 32

1 29. The nethod @f t?éx@.féﬂigga }&OM\QE?&ﬁ@i@oﬁﬁh%b%idﬁ@?fesbéns?veucei ver sal

tele- 2 phone identifler.
7 authentication of said message.

1 23.  The method of claim 22 in which said message identifies said target by means

2 of a geographically unique telephone number.

1 24.  The method of claim 23 in which the telephone numbers of said originator and

2 said target are distinguishable.

1 25.  The method of claim 23 in which said telephone numbers are not distinguish-
2 able and ir»which said originator and said target are distinguished by distinguishable .

3 passwords.

1 26.  The method of claim 22 in which said originator is further authenticated by

2 means of a password.

1 27.  The method of claim 22 in which said message is transmitted by telephone by

2 said originator.

1 28.  The method of claim 27 in which said message is accepted by an entity that
2 maintains a database of authorized originators, said database including at least a geo-

3 graphically unique telephone identifier for said originator.



1 30. The nmethod of claim28 in which said entity effectuates said transfer
by means 2 of entries in accounts maintained by said entity. 1 31. The
met hod ofwoloaiomi228 i n which said entity effectuates said PCANSHBHROTBY neans
2 of transmtting authorization to at |east one account maintained by at
| east one other 3 entity. 1 32. The nethod of claim28 in which said entity
effectuates said transfer by means 2 of-32ransmitting authorizations to
accounts mai ntained by at |east one other entity for 3 said originator and

said target,. respectively. .1 33, _The. oetho f.claim3l.in which said
it hor | 2ot 1 o75-aut ROt et ABIei Ag THE. a5t SRR TERRFif BRFREKER that i s
mai nt ai ned byhgRiigkieer entity. 1 34. The nethod of claim31 in which said

aut hori zati on authorizes debiting an ac- 2 count of said target that is
mai nt ai ned by said other entity. 1 35. A method of selling resources,

ising t t . ting.f i gi nat
Cdent | fying 30 osohs wetid oheleff P85 Wit By S haiEl i BefRG i dRepmns
nessage by ngpdgridfinatcdudBshaiftadRaByapfdl gdiky.y uni que 5 tel ephone

identifier; 6 C. authorizing the transfer of a resource to said originator
responsive to authen- 7 tication of said nessage. 1 36. A nethod of selling

resources, acgprdi l,al L I I.g . | [ fhies said
resource 1by %féansﬁ]% ﬁlgth(r%g?ggiragrg 2%3%%%0%%%%%%%%&?& }C{g%%}-éf&yﬁea@ 33 1
37. A methodofkarseiitting guihefigitionas aplecflode Ag-out Bbiakdihedboy t 1wt ot &thdéd
originator 2 sends said nessage via a telephone. 1 38. A nethod of selling
resour ces® ac®#®iing to claim 37 in which said originator 2 tel ephones said
nmessage froma site at which said resource is displayed. 1 39. A nethod of
selling resources according to claim37 in which said originator 2

t el ephones s3.d nEbsagthotirod nlagn 2B tie whishndagl dntwyrefitrdumed widtransfir by nsainsl
resource is dis- 3.played. .1 40. A nethod of .secH)i ntgl resour&es accqarding to
claim373n gérﬁr t@pa ayr la%ﬁ,t]@és to accounts maintained by at’least one other entity for

3 said originator and said target, respectively.

1 33.  The method of claim 31 in which said authorization authorizes debiting an ac-

2 count of said originator that is maintained by said other entity.

1 34.  The method of claim 31 in which said authorization authorizes debiting an ac-

2 count of said target that is maintained by said other entity.

1 35. A method of selling resources, comprising the steps of

2 A. accepting from an originator a message identifying a resource to be pur-
3 chased;
4 B. authenticating said message by means of at least a geographically unique

5 telephone identifier;
6 C. authorizing the transfer of a resource to said originator responsive to authen-

7  tication of said message.

1 36. A method of selling resources according to claim 35 in which said message

2 identifies said resource by means of a resource number.



2 nunber is supplied to said originator via broadcast advertisenent. 1 41.
A nethod of selling resources according to claim37 in which said resource
2 nunber WO 03023 ed to said originator via print adverti PERAISD2203942. A
met hod of facilitating transactions between an initiator and a target, com
2 prising the steps of 3 A receiving a call in connection wth a
transaction to be initiated, said 4 calF33dentifying an entity to be held
accountable for the transaction; s B. searching a database for information

concernin ephan evi in 6 sad d abas wi.th s
enti tyr 77C B acingetio o SEIE msPuREh fSBER P Qe Sy BBt SRehRt T ent | ¢ y
in order ;8 tehduUhidentdssai\anddlchidabi ty. 1 43. The nmethod of claimclaim 42

in which the step of authenticating said entity 2 includes approving said
transaction. 1 44. The nmethod of claim43 in which the entity placing the

aceountabl e PBr ¢ RorredoLEPlpe sbishrshR R b 5 aTh 4 oindrs” T

met hod of > cl adléptifed shidiessagt Roneddite o wiach@idRlseuree aadisilafide for the
trans- 2 action conprises a parent and the entity initiating the call is a

child. 1 46. The nethod of claim44 in which the entity to be held

account ab rt v [

TRt at ng tRe car) MeRA Y SR kisBeh o RiRE QRIS PRIANE AR bbby, o\
sai d call 2i steﬂqﬂmnmsmd mseagaﬁeﬁiame 1earkd figmtthe sik puitidinséd geedse Brdis-
services froma nerchant. 1 48. The nethod of claim42 in which said call
is recei véd PR¥RTa nerchant seeki ng 2 authorization for the sale of goods
or services to the designated entity. 1 49. The nmethod of claim42 in which
said call is received froma nmerchant seeking 2 authorization for the sale
of goods or 46rvi demethodafseitinggaverces adchulinie®i daiat ¥tinemhich yaid tesbOrce The

met hod of cl ai 42. i n ich the transactjon-inij dlga“ ng call is received
from 2 a’tel® 81?1’@53@@ eddo Gpig ougEaiqr ¥fa hreadeastAdyeitisgMe o m t r ansni ssi on i n

connection with 3 such call. 1 51. The nmethod of claim11 in which said
dat abase incl udes information concerning
1 41. A method of selling resources according to claim 37 in which said resource

2 number is supplied to said originator via print advertisement.

1 42. A method of facilitating transactions between an initiator and a target, com-

2 prising the steps of:

3 A. receiving a call in connection with a transaction to be initiated, said
4. call identifying an entity to be held accountable for the transaction;

5 B. searching a database for information concerning telephone devices in
6 said database associated with said entity;

7 C. placing a call to a telephone device registered to said entity in order

8  to authenticate said entity.

1 43.  The method of claim claim 42 in which the step of authenticating said entity

2 includes approving said transaction.

1 44.  The method of claim 43 in which the entity placing the transaction-initiating

2 call differs from the entity that is to be held accountable for the transaction.



2 one or nore desired paynent nechani sns, and said paynent mechani sns are
linked to 3 said Caller ID. i 52. The method of claim1l in which said
dat abase wo@BeR33 i nfornmati on concerning 2 one or nore desiTrsdy/paynent
mechani snms and shi ppi ng preferences, and in which said 3 information is
retrieved by nmeans of the Caller ID and used in processing a transaction.
1 53. The method of claim 1 which includeé$¢-the step of verifying to the
sender of said 2 call the identity of the designated target before

| eti jdt tion. 1 W T t hod of iim 53 | i ch id
Ver 11 cattorths O BEeH Obplalndbi GBS 5ty b b FEBIEIGRIE: R nst
[ nf o 1t 1,00 QABAREORAR cheVRAAANEROIRER 1% 034095273

S
PCT/ US02/ 20739 -35 1 55." The method of claim22 in which said resource is
transferred in response to re- 2 ceipt of the tel ephone nunber of said

target. 1 56,. A nethod.of, securely con ti ran tions e et wor Kk,
conpri sing tHe gﬁge[ I@ﬁglogf%gﬁﬁ? %ﬁwﬁl‘%ﬁ%ﬁﬁe %&%Eﬁﬁﬂ aﬁ%ﬂupta.gig’e{orﬂ‘ﬁ rans-

t el ephone nefoeh ks 4 ffferifRlend H erdity MiddiAkehdcdll i8A%AGNIeE W th the called
party; s B. obtaining fromthe call'er an 1dentifier unique to either the

caller or 6 the intended recipient; 7 C. communicating said identifier to
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identifier ipuréhdapedhse saties $ioll £nlefchand. d entity; and 10 D. proceedi ng
with the transaction only if at least said Caller ID matches that 11 of an
entity that is registered in said database. 1 57. The nethod of claim56 in

dovi oo on whieh sydredpn SR R aRichSE @RSt HERetfiontp ApHhEEbbte ) ©
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1 49.  The method of claim 42 in which said call is received from a merchant seeking

2 authorization for the sale of goods or services to a surrogate of the designated entity.

1 50.  The method of claim 42 in which the transaction-initiating call is received from
2 atelephone device whose Caller ID is blocked from transmission in connection with

3 such call.

1 51.  The method of claim 1 in which said database includes information concerning
2 one or more desired payment mechanisms, and said payment mechanisms are linked to

3 said Caller ID.

1 52.  The method of claim 1 in which said database includes information concerning
2 one or more desired payment mechanisms and shipping preferences, and in which said

3 information is retrieved by means of the Caller ID and used in processing a transaction.

1 53.  The method of claim 1 which includes the step of verifying to the sender of said

2 call the identity of the designated target before completing said transaction.

1t 54.  The method of claim 53 in which said verification is performed by checking the

2 given telephone number against information obtained from the telephone company.
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55.  The method of claim 22 in which said resource is transferred in response to re-

ceipt of the telephone number of said target.

56. A method of securely conducting transactions over a network, comprising the
steps of:

A. receiving a telephone call over the telephone network that seeks to
initiate a transaction with the called party;

B. obtaining from the caller an identifier unique to either the caller or
the intended recipient;

C. communicating said identifier to an entity that is enabled to authenti-
cate the identifier by checking said identifier against at least the Caller ID associated
with the identifier in a database accessible to said entity; and

D. proceeding with the transaction only if at least said Caller ID matches that

of an entity that is registered in said database.

57.  The method of claim 56 in which said identifier is one that has been assigned by

said entity to a device on which said call is being made.

58.  The method of claim 56 in which said identifier is associated with the calling

party.



