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What is claimed is :  

1.        A method of providing a data obfuscation framework for a user application, the 

method comprising: 

           

            providing user content comprising a user data  file viewable in the user application to 

a classification service configured to process the user content to classify portions of the user 

content as comprising sensitive content corresponding to one or more predetermined data 

schemes; 

             receiving from the classification service indications of locations within the user data 

file of one or more portions of the user content that contain the sensitive content; 

             before masking of the sensitive content, presenting graphical annotations viewable in 

a user interface to the user application that annotate each of the one or more portions of the 

user content in the user interface as containing the sensitive content;  

             presenting, in the user interface, graphical selection elements that correspond to the 

graphical annotations and indicate obfuscation options for masking the sensitive content; and 

              responsive to a user selection within the user interface of at least one of the 

obfuscation options in a graphical selection element for associated user content , replacing at 

least the associated user content with obfuscated content that maintains a data scheme of at 

least the associated user content. 

2.           The method of claim 1, further comprising: 

              presenting the obfuscation options as comprising a first option to mask the    

sensitive content within the selected portion and a second option to mask the sensitive  

content within the selected portion and further portions of the user content comprising  

further sensitive content having a similar data scheme as the selected portion. 

3.           The method of claim 1, further comprising: 

               presenting the obfuscation options as indicating at least an example obfuscated 

version of target user content within the selected portion. 

4.           The method of claim 1, wherein the graphical indications that annotate each of the 

one or more portions of the user content comprise indicators positioned proximate to each of 

the one or more portions that are selectable in the user interface to present the obfuscation 

options. 

5.           The method of claim 1, wherein the obfuscated content that maintains the data 

scheme of the associated user content comprises symbols selected based in part on the data 

scheme of the associated user content to prevent identification of the associated user    

content while maintaining the data scheme of the associated user content. 
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6.              The method of claim 1, further comprising: 

                 responsive to replacing the associated user content with the obfuscated content, 

providing the obfuscated content to the classification service to confirm the obfuscated 

content does not contain further sensitive content. 

7.              The method of claim 1, wherein the one or more predetermined data schemes are 

defined by one or more regular expressions used to parse the user content to identify the 

portions as being indicative of one or more predetermined content patterns or one or more 

predetermined content types. 

8.              The method of claim 1, wherein the one or more predetermined data schemes each 

comprise first portions to be obfuscated and second portions to remain non-obfuscated, the 

first portions to be obfuscated corresponding to locations having more than one allowed 

character, and the second portions to remain non-obfuscated having only one allowed 

character comprising a delimiter character; and further comprising: 

                  identifying if a part of the first portions are designated to remain discernable for 

uniqueness after obfuscation, and designating the part to remain un-obfuscated. 

9.              A data obfuscation framework for a user application, comprising: 

                 one or more computer readable storage media; 

                 a processing system operatively coupled with the one or more computer readable 

storage media; and 

                 program instructions stored on the one or more computer readable storage media 

that, based at least on being read and executed by the processing system, direct the  

processing system to at least: 

                 provide user content comprising a user data file viewable in the user application to 

a classification service configured to process the user content to classify portions of the user 

content as comprising sensitive content corresponding to one or more predetermined data 

schemes; 

                 receive from the classification service indications of locations within the user data 

file of one or more portions of the user content that contain the sensitive content; 

                before masking of the sensitive content, present graphical annotations viewable in a 

user interface to the user application that annotate each of the one or more portions of the 

user content in the user interface as containing the sensitive content; 

                present, in the user interface, graphical selection elements that correspond to the 

graphical annotations and indicate obfuscation options for masking the sensitive content; and  

                responsive to a user selection within the user interface of at least one of the 

obfuscation options in a graphical selection element for associated user content, replace at 

least the associated user content with obfuscated content that maintains a data scheme of at 

least the associated user content. 
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10.              The data obfuscation framework of claim 9, comprising further program 

instructions, based at least on being read and executed by the processing system, direct the 

processing system to at least: 

                    present the obfuscation options as comprising a first option to mask the sensitive 

content within the selected portion and a second option to mask the sensitive content     

within the selected portion and further portions of the user content comprising further 

sensitive content having a similar data scheme as the selected portion.  

11.              The data obfuscation framework of claim 9, comprising further program 

instructions, based at least on being read and executed by the processing system, direct the 

processing system to at least : 

                    present the obfuscation options as indicating at least an example obfuscated 

version of target user content within the selected portion. 

12.             The data obfuscation framework of claim 9, wherein the graphical annotations that 

annotate each of the one or more portions of the user content comprise indicators positioned 

proximate to each of the one or more portions that are selectable in the user interface to 

present the obfuscation options. 

13.             The data obfuscation framework of claim 9, wherein the obfuscated content that 

maintains the data scheme of the associated user content comprises symbols selected       

based in part on the data scheme of the associated user content to prevent identification of  

the associated user content while maintaining the data scheme of the associated user    

content. 

 

14.             The data obfuscation framework of claim 9, comprising further program 

instructions, based at least on being read and executed by the processing system, direct the 

processing system to at least: 

                   responsive to replacing the associated user content with the obfuscated content, 

provide the obfuscated content to the classification service to confirm the obfuscated    

content does not contain further sensitive content. 

 

15.              The data obfuscation framework of claim 9, wherein the one or more 

predetermined data schemes are defined by one or more regular expressions used to parse   

the user content to identify the portions as being indicative of one or more predetermined 

content patterns or one or more predetermined content types. 

 

16.              The data obfuscation framework of claim 9, wherein the one or more 

predetermined data schemes each comprise first portions to be obfuscated and second 

portions to remain non-obfuscated, the first portions to be obfuscated corresponding to 

locations having more than one allowed character, and the second portions to remain non-

obfuscated having only one allowed character comprising a delimiter character; and 

comprising further program instructions, based at least on being read and executed by the 

processing system, direct the processing system to at least: 
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                        identify if a part of the first portions are designated to remain discernable for 

uniqueness after obfuscation, and designate the part to remain un-obfuscated. 

17.                   A method of operating a user application, the method comprising : 

                        providing user content of a user data file to a classification service configured 

to process the user content to classify one or more portions of the user content as comprising 

sensitive content corresponding to one or more data schemes;  

                        before masking of the sensitive content, presenting annotations in a user 

interface that flag each of the one or more portions of the user content in the user interface as 

containing the sensitive content, wherein the annotations are positioned proximate to each of 

the one or more portions and are selectable in the user interface to present obfuscation 

options;  

                         responsive to selection of a first of the annotations, presenting, in the user 

interface, graphical selection elements that correspond to the annotations and indicate first 

obfuscation options for replacing associated sensitive content; and 

                         responsive to a user selection within the user interface of at least one of the 

first obfuscation options, replacing at least the associated sensitive content with obfuscated 

content that maintains a data scheme of at least the associated sensitive content. 

18.                    The method of claim 17, further comprising : 

                          presenting the first obfuscation options as comprising a first option to replace 

the associated sensitive content with the obfuscated content and a second option to replace 

the associated sensitive content and further sensitive content of the user data file having a 

similar data scheme as the associated sensitive content.    

19.                    The method of claim 17, wherein the obfuscated content that maintains the 

data scheme of the associated sensitive content comprises one or more symbols selected to 

prevent identification of the associated sensitive content while maintaining the data scheme 

of the associated user content, wherein the one or more symbols are selected based in part on 

the data scheme of the associated sensitive content. 

20.                    The method of claim 17, wherein the one or more data schemes each 

comprise first portion to be obfuscated and second portions to remain non-obfuscated , the 

first portions to be obfuscated corresponding to locations having more than one allowed 

character, and the second portions to remain non-obfuscated having only one allowed 

character comprising a delimiter character, and further comprising : 

                          identifying if a part of the first portion are designated to remain discernable 

for uniqueness after obfuscation,  

                          and designating the part to remain un-obfuscated.     
 




