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COVPONENTS AND METHOD OF OPERATI ON Technical Field 5 This invention rel ates

to communi celg QARG Wor k apparatus such as is u Pg ] t oget her
i nformati on handling systens or conputers of vaii é@&ﬁﬁé‘ran@mmm es

and to conponents of such apparatus. In parficular, this invention rel ates
to scal abl e switch apparatus and conponents useful in assenbling such

appar at us. Thi NETWEORKSWI ECHtAND OOMPO ! D '
T S0 METHAD O SeERATION |

i nterface device and the 10 conbi nati on of that device w

to provide a nedia speed network switch. The invention also relates to

nmet hods of il h apparatus which inprove the data fl ow handli ng
capability g@@'&ﬁ?f%’% tches. Background Art 15 The descri ption which
foll ows presupposes know edge of network data conmunications and sw tches
and routers as used i,n such comruni cati ons networks. In particular, the
descri ption presufpBdRéention nelaies tq communitatiaromtworle bpparates $0¢Has is used to

chitect | LV i ti into | . At |
ar ohi t cctur RSB AR TmARRN ey IR BYaiBie &t rhitess of wdRansdypes and
somet i mes i gapabllitied amsi tolcbniorleriteof 4th AYYERA, IRFERIRACERIbANLATILAL

whi ch si gnaLg ar e Eéssed upwar ds through Layers 2, and"s
Layer 7, thiP PSRIBDIR AWitGhapPaEatig anscarapenents uspfullii assemsling sgcthappaeatus.

runni ng on MVeriions LK net k...In this_docunent,

menti on_of ET%) L2 an_l ns%é%tgg]tt airas'ﬁ?pr#)g%%%g'dt%uﬁgﬁ’é‘g‘?ﬁa&'mﬁr@ﬁe@%\ﬁ%ﬁﬁﬁ’gﬁ@s

| ayer 3P a memhinatiom offitbatdevies Witk othercélenurts & pROVMEBUABARESHéd network
f

f undament al mgm$ndi ng .of blit strings known as packets and frames In
such net wor RV TdbYSRHon Alspdgites o dneiods of aperating sudniapiparatasavhich

critical repapfone the"@aRard i et 1 af £ L.yen by the |nternet
and ot her eme?gi ng appléi catv?gﬁgiehrisb;&ééﬁgrdglﬂ |d§é{e{“ﬁ%rkg%‘+§g°§e§y of network :
i nfrastructures. To keep pace, organizations are |ooking for better WO
01/16763 2 Ea'c'_:k rguﬁgpg CT/ US00/ 20795 2 technol ogi es and met hodol ogies to
support and nmandge artric gromh and the convergence of voice with data.
Today' $6dramatic increase in network traffic can be attributed to the

popul arity 5 of tlhe Internet, a growing need for renote access to
i nformation, and rC&SHQPH%IW'&'éhi falowsTheesuppesest krowladge voft hetwsrk data

. expl osi ve ORI a .sonetines i nsupportable | oad
onpnetwor kg%ackbo'?]lggﬁoﬁ?aﬁgE@F%%éﬁ%&}soﬁﬁﬁgésﬁﬁgg?@ Q%W“B@iﬁ'@"%ﬂemmks-

i ncreased dit particalan, ¢he desaniptionhpteseppessks fahmigrity\aitH tre fSD mder dfitwork
time. The gépc@‘i.tng de nd?1 of rempte access applications, i1ncluding e-mai Ir,
10 dat abase®SARESIUTEWhich divides nefwogh opeation intorayvers: Adypitalgarokitestuiesbased
The cop@er gapér tivé iSO Sdan ' : e . ln.definjng, )

tonorrow s ngtV\er envi ronngﬁgaa%ﬁwﬁe‘ﬁ? yra‘}’g%%&%g\%gm%&g%w,fd %%t'-a']gé\p@mg
Internet prepbysicabpatimayerkmedia threugh Bhictusignaki are RSB U rd 9 tRrdigH

nat ural ' y Tpb{qw bhes PatL,L ol RMESto Layer 7, the last mentioned being the layer of
applications programming running on a computer system linked to the network. In this

document, mention of L1, L2 and so forth is intended to refer to the corresponding

25  layer of a network architecture. The disclosure also presupposes a fundamental

| understanding of bit strings known as packets and frames in such network
communication. |

In today's networked world, bandwidth is a critical resource. Increasing
30  network traffic, driven by the Intern_et and other emerging applications, is straining the

capacity of network infrastructures. To keep pace, organizations are looking for better
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15 cost, voice will inevitably converge with data. Technol ogi es such as .

. Voi ce over |P (VolP), Voice over ATM (VoATM, and Voice over Frame Rel ay
(VoFR) are cost effective alternatives in this changl ng market. However, to

make mi gratiwo giaetddese technol ogi es possi bl e, t2 E ggﬂhha? A0S IE

quality of service (QS) for voice and determ ne“how r Vol Cé
transfer over data tines. The Tel ecommuni cati ons 20 Der egul ati on Act of
1996 further c licates this environnent. This legislation wilt reinforce
a symbiotic teiGlegieni and dnathedolagies & csunpast epdl m#nageotraéfic Afdwttarghd tee
data protocol, ting | egacy systens is also a crucial
concern for Opggﬁfdzéﬂc:é?gs\)oz%e ngv ?products and capabilities becone
avai l able. To preserve their investnents in existing equi prent and

sof tware, organi Zgl{ﬁdo éiemand solutigns that allow themto mgrate to new
t echnol ogies with SYERatisgneTease i nepeerk "Eﬁf@@ sanbesattributed rhaltmengopulanty

net wor k Qottb?ﬁﬁéklﬁté?ﬂg{'é'ﬁé\{vf@ REed fBP'?tfaMro c'i:és%%éﬁ finfist l%mfemergmg.

pr oviders. Routers are of source O ese

net wor k congapplications. d’émlmérnetsaloheemthntsdkpllgsmfgio%m@a&ﬁ%héFéé P&ESPI&Bd
and is addressed WO Q01116763 PCJ/C| SOO 10795 3 6 F E B 2004 by seeki ng

hi gher - bandw@dRQMetimes; BsYPPartable O%HUf%ﬁW@f'ébactsb@ne%cﬁgmasoghemlsgle most
e dt 1 odnpYrahedUeiierbsOF HURY aEVORRRES HIATMISLS bR HARTRAARE firs

bandwi dt h resources nore ef I cren and To provi
servi ces, attime.e Spheedrowmna dan'fandennbmdamot@tam&ess a;splicétlénén%élﬁalﬂgr -mail,

i Th 5 I d I
ot cviay 10 PElaHRackesE and 6 RerRe B b St RbInG GAERacCoss

appl.i cations, performance, bandw dt h-on-demand, security, and

'authentlcatlon rank as top priorities. The demand for integration of QoS

and CoS, integrat ddreasinyergencs ofrvg)ceaami dotacvill play alargarele lﬁeiaﬁlhmg/tomorrows

vi tenes, FuPehBR SriBREent. K, HEyahemi ST of RSt iniame aien! (P

~nunber  of phmewksm@rﬁecméhomdoﬁwun&toﬁé i
cabl e, and xDSL nodens. |ndustry consul tants| avg’"m?tlaﬁéalgfg"%t%éﬁ'OfloweSt

* transni 88i onDgregulatien gct of 1@856@&7@& compli

processdP (heesh yoigeswilhagvitahiy ¢onseege with' 'detta) Teshaolpgiegr suctalakseVoice over IP

Fol Tow ng. 1 uRaggn g BB, B ATRE (AT, i Vil s FirpiheRBIy. (786 R dee sdsh

% known char aceffectite akkernativss &sth&ddlnmgang imarket. OElower@r HaGhgke m@'rét'id‘fﬁid fHese

-- nodi fying, the acket tqQ co [P) ATM or other protocols (fo
exampi e up AT RGTRGIES prt b ol ialthhas toenenee Raliuptselaeriiasotypoe aog
management - deRirhfied Rotvite dﬂ:@?g&fbr%bftﬁttﬁﬂi/sfépév QtIIBQH%QQeI%rﬂ%?}HIéEronS

and schedul ing of packets for specific apP |cat'|nons acket forwa
eaties ¢hisf emvitonnzend. ZBhlfsdegtatallongmll

’s an acour S REEE Eybbint SRR R B P SB R ok PaSicprA TR i tne
potenti al cagata protocs ofietlolvent®.its of NPs are yet to be realized. Network

processors can i ncrease bandw dth and sol ve | atency problens in a broad
range of 30 applications by allow ng networking tasks previously handl ed in

software to be exﬁﬂﬁbi’a@mb’]e&é‘é)ﬂ%t@ms i§ s thital OhterRPorPSRuntatRE St new

i nprovenents throu
25 products and capabilities become available. To preserve their investments in ex:stlng
equipment and software, organizations demand solutions that allow them to migrate

to new technologies without disrupting their current operations.

Eliminating network bottlenecks continues to be a top priority for service
30  providers. Routers are often the source of these bottlenecks. However, network
congestion in general is often misdiagnosed as a bandwidth problem and is addressed



WD 01/ 16763 2 6 F E B 2004 PCT/ US00/ 20795 4 architectures; such as parallel
di stributed processing and pi peline processing designs. These capabilities
can enabl e @id 1063t search engi nes, increase throughput) and ljprovi de rapid
execution of conplex tasks. 5 Network processorszﬁﬁe{:mw CJ/HR00BAE5t he
fundanmental network buil ding bl ock for networks t'h fashi on that
CPUs are for PCs. Typical capabilities offered by an NP are real -tine

i ng, byseekinghigbevbandwidtih soluions. sidddy ISctuferd i thi
E;(r)lgleisflbngng- f}gyh capabi l.iti es? NP -St Zr get [ g%mfugggtr tmé@h@gééﬁ&'qu}g's
and are desi !Ih@woﬂgﬂ ?Eﬁ n'H@tt%emga%E'iqCﬁéS%@cbno it pravagetindwmde]
NP i - d jalized |ogic.
Suppl | or 5 A SO hldil e S ] PRI i B9l ite Servisms uaawire Speed,
sol uti ons t that arasommonlyddandinciateys armd aeMdmla)opﬂealticﬁ?_§érv%F§.eThéé’§s

{ . - rvices
fashi ong A r- el. NP.all o di strjbuted processing at [ower PSS
of int egrat F@%‘F{@%Srﬁgaﬁnﬂg’ QP ha\éfetwméﬁwa,"sr pesunity| ang wetdcaching ol .
Programmabi l ity can enable easy migration'to new protocols and

technol ogi es, w thout requiring new ASI C designs. Wth processor-nodel NPs,

![\I_EVS ?enefit froEPF'@gﬂmf@@Qﬁgssa?pltior?diajbbepenfgimmgé,bﬁn@ﬂﬁdtﬁ-@?@l?h@ﬁﬁ%’@&rﬁy
i me-to-nar ure o e lnvention One purpose of thi's '
i nvention i éﬁ{igué%g\?ﬁ@bﬁ?%sa@p@rmtpéh?ég é’ﬁm%&fﬁr tiegiationefiGoSaddCoS,
comuni cat i imedratevdicettamHalit 1471 t abilities to a
range é po en%riaa.l defrands &?'Iﬂ@rgvgﬁﬁt?g?%gégﬁg@ sﬁ)ﬁt SYilalsashare
bei ng % ~ 9R3'gns of futrre rEemotepacresssnetwosk sditeliesr PUrthe? IreTRETROAGIYSS will

and assenbl ts, . which remove fromthe workl oad of processing
ani o1 nvol e toacceRiRBAS i intfiathd BRERsOT RBYSiRaH AdmS SuohIeS 15826 T1
her et of or e. EMOChathrougha®€-48; dablarahd ABSAmbALRYT ace device or network

processor (the 30 ternms being used interchangeably) which includes a
plurality of sub-assenblies integrated on a single substrate and coacti ng

" to provide nedi | ' f E E.B 200g s fr s .that include
| ayer 2, |ayer glnﬂﬁgggréﬂhégggﬂ? Qg‘é‘? dg_ﬁn%a'g qeﬁwgﬁ?%{%geﬁﬁvﬁggr%@%nggggng@
a stantfal ornes sl (INPOn agr avprigremendbile Sctoﬁwmmiicé?tfoﬁ‘saﬂﬂébﬁgéd §iﬂ:.rui cgﬁégle of
group sw tc& .{)@terconnect efdt s? hlti on fprov_i ding a higher Tevel 0
capabi lity v%’r“ﬁ'n?g] QReKIi el ofrthedaliwing fungtiensipwar d in capability by
cooperation wth a switching fabric device. According to a first aspect of

the invention there is provided apparatus conprising: a control point
processor; an i ntaskeicdassificationopddentifyiogya packerbased ens@icivic @RaFRtemaicat

processor by a ¢ ré)é Ba}et%@‘ an ovi ding a high speed data pat hway,
o paloshL

said interface device Aav) onductor substrate; a plurality of

i nterf2te procesBacketnoodification sahddisuhg thabacké EBMHE aj
processors bei ng‘a_ai I (]::a t five; int ema? i nrgtruc?%on ﬁlr)vr@flfl%‘rbrfgy’oor{ 049%
substrate and stRJPIME'S HOt PXRTPIhyPdating dhettine-to-bve Beidinahe amader srdyor s;
internal data nmegoeyefeli {ehihe S| t .storing data passing .

t hrough sai d device a@céggﬁbaﬁegté?eg\éi ﬁ?ﬁégrtﬁg?é%@%@é@%?% ,OFm&ﬂ%t queuing,
pl _u;la! i tyt ;)f inrﬂﬁ-ﬂ@@tﬂﬂt ap@ﬁc?ed@lﬁ@ddmcliﬁié mfsﬂﬁ@w‘b"@bb‘g?ﬁt o?e ofI
sai d i nput/ou cting said interna a menory w ext erna
s rrelromry; PUadit fotwaP@RG < i A ridsion an recelpto?dataovertgeswitchfabricand .

25 forwarding or routing the packet to the appropriate address

Although this definition is an accurate description of the basic features of early

NPs, the full potential capabilities and benefits of NPs are yet to be realized. Network
processors can increase bandwidth and solve latency problems in a broad range of |

30 - applications by allowing networking tasks previously handled in software to be
executed in hardware. In addition, NPs can provide speed improvements through



at least two other of said input/output ports exchangi ng data passing '

* through the interface device with an external network at nedia speed under

1

the direction of said interface processors; said control point processor

cooper ati ngwoidiheresi d i nterface device by | oadzr&f ' | mehms
menory instructions to be executed by said int cgl%rocessors I n F

E B 2004 Sa directing the exchange of data Ket ween sai d data exchange
| nput / out put%{ports and the flow of data through said data nmenory. According
to a second HEhHest U@S't%hﬁﬁkﬁf?ilélrdﬁmwgfqFh'oﬁﬁ—‘%ﬁmglédd pipadinBedocassing designs.

Cransi 1 ng o e SEPaRuts, o SPERIY chfiieft HarBhrldlos. Ao bbPughe "SR

processors tprevidestapidtexecatioh ofedmplek besksnst ructi on menmory; receiving a
data flow i nbound through an input port at nedia speed; conmunicating the
data flow through the plurality of interface processors; and directing the

d fl b th
the execit ion of NEINoRIFBCEESEIS Ao@Rbiedth pBEd ARATATP BT REGRH Bullibg
ZOO-r 5b Brildbcldéscnenvoris intthé Isem'ﬁ iwhmtﬁi@@?l@é atd forfRCHOSTypitaltdaPabilities

I nvention havj ng E@)ﬁ ted, others will appear as the description
pr oceeds, 5‘ 2 @R &ealrineRropessig, é@%ﬂb’aﬁiﬂrﬁ@n@’rf@m&@s switch/atic,

Foure L. ShgHe) pp@&?&“?ﬁhaﬁﬁ%@"méﬁock hBa0fes RFsHBrqd) SEF BRRAE LB
.through 2D mmandrafeldasmgrﬂeatm dptimize neerbepeeﬁb&dslw.th ot her conponents

i n di ffﬁient system . configurations, Figure 3.shows the fl ow and processing
of an apsul ated gui ded frame. Figure 4 shows the flow and processing of

an internal gui de?héb@@@esﬁrﬁﬁb&elﬂ?ﬁﬁ%&ﬁ@@h%l |6I§‘r¢feﬁr8%f?h dﬁéger_;ﬁoc%’é'&?gand

Cell. Figure 6 shows the format for Frane Contro 0

shows t he fospaxialized idg;cc8upphatt'a‘oare|:ttgum @thlrmsies@onhmapcbmscallable ﬂeX|ble
9 shows , Addr.essin f or mat

f
Shows. Goner AOIBPHS ShaSht atepthGaat Stie e, ImBi Bha ek lrRaive fashion A
Addr essl ng, |ﬁﬂo%@§s€ﬂﬁi&:lélmPFamW§ &&ﬁb&féﬂ'@r@e@bﬁ@(am%ﬁ@ Is bh‘?ntggra(}ton

Enbedded Processor Conpl ex. Figure 12E shows a schematic of the

Processths. mroyigiag DM@HBW@FH{W flexibility anst captol HPregreswpebilitytanenabig easy
h bl t
S0 5 i, IR ] Wt oS rd ABI b,

With processor-model NPs, NEVs benefit from reduced non-refundable engineering
‘costs and improved time-to-market.

20 Disclosure of the Invention

One purpose of this invention is to provide a scalable switch architecture for
use in a data communication network which is capable of sizing support capabilities
to a range of potential demands while improving the speed of handling of data being

25 transferred. This purpose is pursued by providing components, and assemblages of
components, which remove from the workload of processing units involved a greater
amount of data handling than has been the case heretofore.

Another purpose is to provide an interface device or network processor (the
30 terms being used interchangeably) which includes a plurality of sub-assemblies
integrated on a single substrate and coacting to provide media rate switching of



i WD 01/16763 6 2 6 FEB 200'r Figure 15 shows flows illustrating Data
Structure without using a Direct Table and with using a Direct Table.
Figure 16 shows a bl ock diagramof a switching systens such as Prizna.

Figure 17 shows a block diagramof a CP. 5 Figure 18 shows | ock di agram
of the single chip Network Processor highlighti ngZﬁnEtEB t he EDS- UP,
EDS DOMWN and the EPC. Mbdels) for Carryi‘r}g Qut the Invention 10 While the
present inventions will be described nore fully hereinafter with reference

to the accoppanying drawi ngs, in which preferred enbodi nents of the present
i nventi ons Aseesthatinclude layer $.dayse 3uhﬁi@r‘£@W@Y@t5-tH€C igterfaee device mey be used
description which follows that persons of skill in the appropriate arts may
modi fy the asrvgatdadors dobrtendesadingedfishidvel sf ¢cdphbidich farvd work peup awitchbdne
results of the inventions. 15 Accordingly, the description which follows is

to be underiatpashnacied soligorbpron @t a kighetewd of bafabRiy W rkd gfRpls@bich Or Bal&ONS
of skill in the appropriate arts, and not as :; limting upon the present

i nventi ons. ! b I . .2 of functioning
to inter confggg?[q{ﬁ ééié’ﬁ‘%%’%@%%&r@%ﬁgniﬁf’tfﬁ@h gé?ggg%g%uch sSwi t ches
into a network ba é(cl%o&’ie tand Pr?vi detbafsgﬁone switc in% .servi]ﬁeg. The
apparatus can supparrolay@r 221 AFRFC 39T ANG usplion 4 thepe 15 Arayidgd j gpparatus
hardware. Certajn fornms of the apparatus are designed for desktop or

wor kgr oup sSAMRIKIEGgr egati on and while others are targeted as core backbone
switches. 25 The architecture used for the apparatus is based on an

i nterface devi ce agontret pminkprpeessassor har dware subsystem and a software
library running on a control point, all as nore fully described el sewhere

in this document.anTineerfaot detide @peiauvel® RAnBIINY id cORRSISTIInS PRASYSBLEBY aS a
hi gh pertormance frane forwardi ng engi ne 30 designed for parsing and

transl at i orcopfrolgathway affstolliing?d lgéﬁ)%éeg keadRisvay] Bid iﬁ%ﬂf%&pfc@lﬁﬁﬂ st 3\0

be switched at greater speeds using hardware. Thé interface device o

01116763 7 2 6 F E / ~0795 network processor subsystem
provi des a fast-pat%St%&l?%ggﬁ&?ﬁ%%g%%g’vmi | e the software library and control

poi nt processor provi}ﬂe agana emePt and route discovery functions needed to
mai ntain the fast- p&tHUrHHEOL BIIFSE DERREAOTD FIRISE Qo Saih qubshiates dre igmker of

l'i brary running thereon together define the Control Point (CP) of the
system The CP is 5 seidawecessras bgingial least fisigi ng and routing protocols such as
Transparent Bridging and OSPF are run. It can also be referred to as the

sl ow path of the sysntemal Mbfrhaionmeenagpry domiadsonsaidesubdsisatt and stosidp pakrustions

mul ti-layerforwarding in hardware it can al so operate as a L2 only switch

and that is its defautdssibBde saill ineEL@ifrogesidis;t he 10 sinplest form
di scl osed. Each port will be put into a single donmain allow ng any device

to conmunicate wt h_iﬂ_@ﬁﬁapﬁgﬁrmgﬁ\ﬁf}p?%xm-gheo@@ﬁﬁrﬁﬂngﬁatg Sanﬁoﬁgliiﬂg ek E%S%fl‘lgls‘z

al owi ng system adninistrators the ability to configure features s
o oup! 9 POT S, Mo SRAL AL Wy ARl BRI 1)
a plurality of input/output ports formed on said substrate;
at least one of said input/output ports connecting said internal data
memory with external data memory;
at least two other of said input/output ports exchanging data passing
through the interface device with an external network at media speed
under the direction of said interface processors;
said control point processor cooperating with said interface device by loading

into said instruction memory instructions to be executed by said interface processors in



15 This scal abl e apparatus has many benefits. First, it allows the system
adm nistrator the ability to configure L3 forwarding and routing of IP and
IPX traffic using the sane hardware being used for L2 and at the sane
speed. Second, it renoves the need for using exter naZ%qm 20%

i nterconnect canpus buil dings while 20 increasing pe rn t he sane
time. Third, it sinplifies or conbines th? managenent of L21L3 service for
a building into a single point of, contro Finally, it provides val ue
added features with L4+ funcélons that all ow system adninistrators the
ability to éﬂgrgwg}g e FXelienas of daip between sid iAta exehapEe mpyt/euippiapartsiand sheflow
critical applications and network di spatcher for | oad-bal anci ng anong
servers. 25 ofdatadimonglnsaid date nmsorgned to be a nodul ar unit using an
interface device or network processor, a Control Point (CP), and an
optional sw tchi n\cdeafding t6leV b&BndSaspdct JrumMEamPaitin Hekd & rpgoxhhap lsSmethid®
interface device preferably provides L21L3/L4+ fast-path forwarding

servi ces wWhichgntitige 6P provi des the managenent and route 30 di scovery
functions needg % mai ntain the fast-path. The optional smntchlng fabric

oo 4 e ) A LD B

swi t chi ng fabrlc devjce may be as disclosed in U S. Pat. 5,008, 878 i ssued
16 April 199&196¢*ﬁﬂGHwaeed Modul ar Swi t ching Apparatus for Gircuit and
Packet Switched Traffic. 5 The apparatus is anticipated to be assenbl ed
using printed cirexgoutingdanc plusaldptaf intesfach pracessond thensdtrastions| sioked "in thee
printed circuit board el enents have circuit el enents nounted thereon and
are recei vethstmcti@nmesbpgr;,s provi ded in apparatus housings. Simlar devices
are al so know as "option cards". The apparatus contenplates that blades can

be exchanged anongcyaiy zf‘%t&?l%ﬁﬁh%tﬁl'ﬁ t@%ugh aﬂﬁpu@g bR hONESE dnddat

appropriate connectors and backpl ane e rica nnectlons ar e prOV|ded
The basic conpone Ler.s stem Starti

with the carrier E{)J sys qugé]ih%rdgte ypesoégfsn tﬁ? §® Aty oh ng%rf P BIRFEEE™S, fﬂ‘é
first type is a CR.on i ch _con f a carrier subs sten1and a
CP subsystem The dﬂJrreFtll%‘-’r 5’%8@aof\rfm %ﬁ’%‘ﬁafﬁ{ﬂu&geﬂ‘i QuipgY Partpq’to‘élﬁ%‘? spEed én
redundancy is the primary 15 concern. The second type is a CP+Medi a Bl ade,
whi ch consi 3%cgrépnee withithe eecytionsgithe structoms by ity /itesface aragessoro- 3 nedi a
subsystens. The primary use of a CP+Media bl ade is a product where port
density is deened nore inportant than redundancy. The third type is a Media
Bl ade, which consists of a carrier subsystemand 1-to-4 nedia subsystens.
The nedi a bl ades can be used in any chassis and the 20 type of nedia
subsystem used i s configurable. Blade managenent wll involve fault
detection, power managenent, new device detection, initialization, and
configuration. This managenent will be done using various registers, 1/0O
signals, and a guided cell interface that is used to conmmuni cate 25 between
the CP and carrier subsystens. However, unlike the chassis there does exi st
programuabl e devi ces and nenory on all bl ades. The anount of
programmuability depends on the type of blade. Wien the CP subsystem exists
on a blade both the CP and carrier subsystens are progranmmabl e. The nedi a
subsystens are al so progranmable but only indirectly through the carrier

subsystem 30 In higher capability products there also exists a Switch
Bl ade whi ch cont ai ns




WD 01/16763 2 6 F E B 2004 9 the switching fabric device subsystem The
managenent of this blade will involve fault detection, power managenent,
new devi ce detection, and initialization. This managenent will be done
using various registers and I/O signals that will be mapped into the CP -

subsystem 5 In its sinplest form a swtch apparatgsﬁg_ogﬁ ted by this
invention has a control point processor;sand an int@rtdc Ice

operatively connected to the control p0|5r1?t processor. Preferably and as
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substrate and or.i instructio ccessibly.to the interface processors;
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of the i NPT ENGRE of BIdC el for 3 fiBod BBl in: Becdmance mutn s

i nterfacdnwenfione by | oading into the 20 instruction menory instructions to

be execu by, the interface. processors.ip.directing the exchange of data
bet ween ﬁé‘raa 3598‘.1%&&’&%59% b BMQS and the flow of data through
the dat a Riguresy AT CRW 0 'éﬁlieo 1 Lnventive
apart fromthg %\ ggvirtc asse clﬂiqg@éi !ﬂtgﬁé\iel% I ?@f@&%ﬁﬁﬂ%@‘ ?{'}'Pfher,
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" Upsi de” Figrire Gsshows ahe foinetol Frsie CnteMfopeativ, k to the apparatus here
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[ e
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Downsi de_data 5 flow. The sub-asse es Int psi de i ncl ude
Enqueue- e Addragsiop Infepratin Fpoyat 16 nul ti pl exed MAC s- UP

et & Xf?g 10 e e Bl Eormy By SRS Bt ooa e, “Cer 1l Linik & (DASLE)
24. A daFlguse ifdrehusns ehattifok Addressing, islaiid Edesdingbed i n copending U.S.
“Fi on spbObre32a Paia Plgek dlagisin st tBa EmbaidsPosssear Complere the
Figure 12B shows a schematic of the Embedded Processors.
Figure 12C shows a structure for a GxH Processor,
Figure 13 shows a block diagram of the memory complex,

Fligure 14 shows a flowchart for the Fixed Match(FM) search algorithm,



preferred formof the apparatus of this invention here disclosed uses a ;
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begi nni ng Code | Thier apparatusAd deskmedGoMe aZboBdlR it i S t

t he sane al go ithns as supgorted@?or_ | ngr ess Sear %ﬁétsgﬁﬁ%%g%&#&ge%@&
with the TS ei’%?f dRresessor, a Cantreod Point (5%& 80d lanpeptinnad switchingpfabirie W vice as

executi on. atd e naged the Control nenor
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WO 011 56763 Ti usqpno793 14 6. FEB, 2004 Data Store Coprocessor congai H

Rlry SREVENTHBRIqTROTeR

a, prifary QVerys t_gnprrwtgingme fast-pathe The optional switching fabric
device is used when more than two interface device subsystems are tied together.
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or decrenent (IP), |IP Header Checksumrecal gl ation, Ethernet franme CRC
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formats for %%%%ﬂg&f% %@@e in the EDS Egress queues and sendi ng them
to the Conpletion Unit. The Conpletion Unit guarantees frame order fromthe

ten protocol processors to the EDS Egress queues feeding the egress
Et her netd MACs 36. The apparatuplisasiicinatadstoabe dssembled susing ipyinkddVicEguit Toard

har d he , Et.h : . An i | bus,
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processidr exprovidedn thaloappropriate r connectohd: mmidy baoksiafé SelektrieBP cbARdin R R
and two sets_ of, Dual_512x128 RAM Each set of Dual RAMs provides two copies

of the sanme RIP¥ESqET e PRSIA GRINBPBRRLNNG onalbbladgs is 2 saiersubsystem. Starting
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WO 01/ 16763 aPCPNSOly/Blades whict? & dfSibte @f4 darcieDsabsysterr ambatCRsabsfitem. Th%
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conpl exg o TdritersWi el Eabsnd t9pé isabggpmér;iaqsrad%?wlﬁcﬁ' éiél?té#%t t3Mier

set includes conditional execution) pac |ng (for 1 nput hash keys
opediatsubsgstemsuntse primaqdisedof a

frames as tlreduadancly.sPaechird tyse idia MediadBlalie PvARASHMEts O1'8 caRr bsystem
rocessor access to both internal and external

nenory Arbiter; controls, (
mem)r? 15 ﬁndEi‘?%ﬁ{HPdgﬁWﬁﬁSt%ﬁnr eIperikiadas capbesised ivapprhassis/snd the

subsyst@s q@sd of medlBRRIsY8®R LRBL'is ¥ bit x 4 bank or a pair of
4. Mx 16 bit x 4 bank DDR I\/ls.u ThelSDDIg%%b%nt erface runs at a 133 MHZ

clock rate and a 266 MHZ data strobe supporting configurable CAS | atency
an Zngl(\?/»g) S t2>r( ggg}g@g@gﬁ%@%@%hi\éﬁﬁn%e ?aoult%BeTeé%%Mpgv%Qr r?tgngggr%%nlt, New ctig\ﬁcr:e
detection, initialization, and configuration. This management will be done using
various registers, I/O signals, and a guided cell interface that is used to communicate
25 between the CP and carrier subsystems. However, unlike the chassis there does exist
programmable devices and memory on all blades. The amount of programmability
- depends on the type of blade. When the CP subsystem exists on a blade both the CP
and carrier subsystems are programmable.' The media subsystems are also
programmable but only indirectly through the carrier subsystem.
30

In higher capability products there also exists a Switch Blade which contains



!.configuration. Egress franmes may be stored in either one External Data
: Buffer (e.g. DSO) or two External Data Buffers (DSO and DS 1 ). Each Buffer

can be conp a pair of 256 2Mx 16 bit DRAM (storing up
to 256K 64- %‘}ﬁﬁ%?érres) or a pair~of 4Mx 16 gﬁ Eﬂgm moe@wﬁ. ng
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128 bit RAMintdthe CP2ubsydberbit RAMs and one 1024 x 64 bit RAM Internal

Dat a st-o%age provides buffering for up to 2048 64-byte frames in the 5
I ngress~direction (UP). Fixed Frane alterations include VLAN tag insertions
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macr o canb |nd|V|d confiqgured to operate in either 1 G gabi
101 100 Fast TRITES A% H}ﬁ)ﬁé‘%s" #ee &%Ef%H%ffmarmew&rwmgn s8itt substoatecand

Mbps NACs orst@meg IRQ0udne HBEasdibly RAMY Ritefrall JIBELRRrs AMdihl U8t S SARY

a bl ock diagramof the MAC core Macro I n
desi gns; t o faimaed ondhasubsireta au@stmmgmtqaa pMn@dnmugﬁﬁmﬂéwcé hecdsilyhbafe

MAC S PCS). 25
VULt - Port e EERSBebeSed Skl Roab il 57 gl i pos ey et hcectie
| ndeperident dretfsd titnestHe: tifidd foriea ifs

oP igelvbpg orralOO alvggglne;l a gggggg an%/éig@bgpee le%d?fpr&%%giri% eﬁ_h%oﬁér&

PCT/ UsoO' zoPs8videdingudeat jeant oneRaitn convacting the inderal datta@nerpory wutmeuteraal
Time Divisi tgr X erations, a
nedi a speedggt%% ﬁcg %J%%%f@% 985513&)455‘%@&98%% Sing Uty #he
1000 Mops Eumterfaee MA(Zic@omthFaat extrnalSnphesrks ubtign lfihé d#ed:ltlum NI SREHECe
Interface(Gl\/II HE‘ p%q\J/ PCS 10 | a er or direct to the physical
layer Wth tHEC e r@ﬁﬁpp@tgoeee,ﬁt withthe Wa_._@dile\gqgt@yiogdmg into the
20 instruction memory lnstructlons to be executed by the interface processors in directing
the exchange of data between the data exchange input/output ports and the flow of
data through the data memory.

The network processor here disclosed is deemed inventive apart from the
_25 switch assemblies into which it is incorporated. Further, the network processor here

disclosed is deemed to have within its elements here described other and further
inventions not here fully discussed.

Figure 1 shows a block diagram for the interface device chip that includes
30  substrate 10 and a plurality of sub-assemblies integrated on the substrate. The sub-
assemblies are arranged into an Upside configuration and a Downside configufation.
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relatively high data flow rates, particularly where the data flows are restricted to being
within the VLSI structure.
15
The sub-assemblies in the downside include DASL-A 26, DASL-B 28, SIF 30,
i SDM-DN 32, EDS-DN 34, and PPM-DN 36. The ¢hip also includes a plurality of
internal S-RAM's, Traffic Mgt Scheduler 40, and Embedded Processor Complex
(EPC) 12. An interface device 38 is coupled by respective DMU Busses to PMM 14
20 and 36. The interface 38 could be any suitable L1 circuitry, such as ethernet Physical
(ENET PHY), ATM Framer, etc. The type of interface is dictated in part by the
network media to which the chip is connected. A plurality of external D-RAM's and S-

RAM are available for use by the chip.

25 While here particularly disclosed for networks in. which the general data flow
outside the relevant switching and routing devices is passed through electrical
conductors such as wires and cables installed in buildings, the present invention
contemplates that the network switches and components thereof here disclosed may
be used in a wireless environment as well. By way of an illustrative example, the

30  media access control (MAC) elements here described may be replaced by suitable

radio frequency elements, possibly using known Silicon Germanium technology, which
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which control read and write operations of frame buffers, a Control Memory Arbiter
which allows the ten processors to share Control Memory, a Web Control, Arbiter and
interface that allows debug access to internal Interface device data structures, as well

25  as other hardware constructs.

Guided Frames are sent by the dispatcher to the GCH processor as it becomes
available. Operations encoded in the Guided Frame are executed, such as register
writes, counter reads, Ethernet MAC configuration changes, and so on. Lookup table

30 alterations, such as adding MAC or IP entries, are passed on to the Lookup Data.
processor for Control Memory operations, such as memory reads and writes. Some
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appropriate data and sends that data to DNNPMM WD 01/ 16763 PCT/ USOO 20795

'22 2 6 F EB 2004 10) DN-PMM formats the data (wWith alteration.if
. requested) and sepgekigdsf parBriedt athexher arl dtthe 1irelN-S¥dvER NEAGIRE (TSE

DN- EDS when buffers are no | onger needed and DN-EDS frees these reSources
FRAMVE Cont r dPopraggssor, which is a part of each protocol processor. The TSE Coprocessor

performs Control memory accesses, freeing the protocol processor to continue

20  execution. Control mémory stores all tables, counters, and other data needed by the
picocode. Control memory operations are managed by the Control memory Arbiter,
which arbitrates memory access among the ten processor complexes.

Frame data are accessed th rough the Data Store Cobrocessor. The Data Store

25  Coprocessor contains a primary data buffer (holding up to eight 16 byte segments of
frame data), a scratch pad data buffer (also holding up to eight 16-byte segments of
frame data) and some control rég'isters for Data Store operations. Once a match is
found, Ingress frame alterations may include a VLAN header insertion or overlay. This
alteration is not performed by the interface device processor complex, but rather

30  hardware flags are derived and other Ingress Switch Interface hardware performs the
alterations. Other frame alterations can be accomplished by the picocode and the
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“information in | ookup tables and receives frane enqueue information 10 3)
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Cnterface the Ingress Interface device to help determine the beginning Code

Instruction Address (CIA).

25 Egress Tree Searches support the same algorithms as supported for Ingress
Searches. Lookup is performed with the TSE Coprocessor, freeing the protocol
'processqr to continue execution. All Control memory operations are managed by the
Control memory Arbiter, which allocates memory access among the ten processor
complexes.

30

Egress frame data are accessed through the Data Store Coprocessor. The
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device. A prior disclosure of Guided Cells which wilt elucidate the

di scussion here is found in U S. Pat. 5,724,348 issued 3 March 1998 for :
Ef fi cient Hardwarel Software 30 Interface for a Data Sw tch". WO AO/16763
PCT/ US00/ 20‘7,%‘301%%7&6 F E B 2004 For Guided Frane traffic that origi nates at
the CP, the constructs the Guided Frame in data buffers i nPCTAS0YRPS

menory. The CP's Device Driver sends the Guigled Frame 2§ ﬁ%%o?ﬂ&]he medi a

. Interface device has not been con

i nterfaces of the NetworkProcessor. Media Access Control ) har dwar e
recovers theD@ StsteFTopRcERE0F EOARSNS b PrimafySd4tal ' J
menory. The Guided Frane is routed to t‘hpe ap ropri%@é’?ﬂ%@,@%ﬁ:gg@gggbﬁ%
routed back 3egmaBtsaH fsamecdath) aiscraichipad Batarbuffentsooltirgneeto eight 16-byte

X ot oeal of SaamEN of e dial Btk Kot EoRSnRBIN SIS Tor DRt SERe srzations vra
i ncl udes et hessatttof & Isec@ewad|£k@p§??mémseﬁmaﬁdih@tmnﬁéﬁc§§ BRENGRE sérh@”?%sres,

and so forth, 10 Ethernet encapsu on provides a neans transport
cui ded T af firameaaligsation iefoomatian. tFrame alierationsdan ineludeNA AN eadet diiion,

(B or Sour it REIht AT GPRT of BEC Mo IR, YP Hedter kS BEalchhER
per f or med bﬁﬂimn&%ﬁ@@ﬂﬂ@veﬂéy@ﬂiﬁ@éﬁ'ti’éhaér‘fd MAT ESAYSAS oV .Of{‘i‘ﬁggrtion. IP

i gured and the DA and SA cann
anal ysed by hieademnesksyasiare neepeed by the khesksumiepragessori Alerations are not

el f- ti Ef h t T ield
o di sti ngureraaney S fnPRERe dePRE Efor PR ¢RI ol HERG M arriBreins A
Type vallue afreates dhd RMMFEgressatiwme perfonms\tak wteraRned Updrocdmpidtiohy B
C Register. Jhis ; 20 register is Iogded from Fl ash Menory by the

Interface deMIPUEGORIOGHSSOE fsedtrhelp huildthe necessany femmats dorenaueuing the
dat a buffer Sramieli t Lt lster ki the
G processor” e IbRNe TS, ERES/quelss B Sliding thém 1o b CORRIgER AT i
in Figure 3.Compiatipnddnit guacarddes franGa octiedt flamathe tenwrottitoRpidBeBsors ¢6 tHe EDS
sends an Et fr containing a DA for Lfi.c. Guided Cell Handler
(GCH), an S i%srgé‘é‘ﬁﬁgglfﬁsgm tF'ﬁ Pﬁﬁ%t;‘m?mﬁﬁ"for the CP or the MAC
addresq&for specific interface) a special Ethernet Type field that
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-Qui ded Franme data into the UDS nenory. -~ WD 01116763 PC1'/US00/ 20795 25 26

FEB 2004 Bytes arg collected by _the Enet ne at atime into a bl ock of
16 bytes called d‘g i"%tﬁ.ma*l@é% frroed E?@%F’%SQ’%W @ﬂBWQ acRasaie fiemal registers,
the fipgt byoRingrst 88d Grie Frape wel efsd hdiiGed it estbfM fihfeiceP Bontrol

| ocation of the Fish (Byte 0). Succeedi ng
~ Instruction step and interrupt control for debugging and diagnostics.

Tree Search Engine coprocessor provides memory range checking, illegal
memory access notification and perfofms tree search instructions (such as memory
25 read, write or read-add-write) operating in parallel with protocol processor execution.

Common Instruction Memory consists of one 1024x128 RAM and two sets of

Dual 512x128 RAM. Each set of Dual RAMs provides two copies of the same

picocode, allowing processors independent access to instructions within the same

30  address range. Each 128-bit word includes four 32-bit instructions, providing a total
range of 8192 instructions.



+bytes are stored in successive byte locations within the Fish (Byte 1, Byte
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{30 contents of the My_TB Regi ster) and processes each Gui ded Conmand within
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Frame and sig ggfjﬁl%e%%g\epgﬁ'enqueue it in the GC Queue. 15 Pressure from
the GC Queue or the GI- Queue stinulates the picocode to access and anal yse

. the Quided Franes. AéIﬁJ CGui ded Franes arriving on the down side " are
initially enqueuefixgd Framealiemiians inglidg: VLANHag-nsertionstindhedngressatiteation

I nf o ati on kS Lhed. ' . h h/

val e 1s o BRONIZRLTeq BelEbne T THERE RireEhucEnigin (. 18R sthputi Gre
GCH pi cocodeo2€riayimserteand MAC &AYSAeovdriaglidsert in tie EgRiss W) direction.

i nforma 'bon to determine if the Guided Franme has al ready been eXxecuted.

t he resé reqg has a value of'1'b, then the Quided Franme has al ready been
executed and is r@Hedider (a3 8 \ ' .
connections are maint ailigréﬁ%gll%%oﬁléggg%\ég.Bbpréérﬁiegﬁ?rt%%%{-.ﬁ{é@%ﬁ%?&%&w ca
queues are tsystem designated abiservationr part ewitholitcesibg oirotacd tpro€Rss &5 rédourbes.

w th respect MBOREL AR 8Voe hoks A i iied BXd Fomicand shdtchroanie vata
field of theAls¥parierdata dintl Alows diftich frafife ERAUAUTAG t9thd Ifarblis BIEH inflidtee.

(My_TB) Register. If they match, then the blade is”local tot
otherwi 38, the blade is renpte form30 the CP. In either case, the pi cocode

cuem s 1°UPL 94, Hbod el B GRS b ke WSS Be
» PCT/ USOON07 9idiiualhEcatifiguiédito dPertie ireeitivar @ﬁgﬁiﬂbmmmgotmsMP&m%o% s.
side. Oherw se. the picocode (GCH or G

processi ng by t GCH on the u

performs t heéﬁﬁE%é'ﬂ?r(Bﬁé “??R!P@HBBO’B?UP kuten H04LQ0 Mggscﬁi g HAQD MbpsidACs
CQui ded Fr ameforRI4cpr &FolF peSSesNg of the Guided Commands, the picocode
checks the value of the acklnoacT field of the Frane Control 5 information.
| f this2@alue is ' then the Guided Frane is discarded follow ng

0' b,
processi ng. Cui degd. C shal. l.. not his category. Lf the
val ue of the ackl Ebi@%qﬁ g’ﬁﬁgg%m#ﬂé&%{ﬁﬁ" ?ﬁﬁeMGé;oB?' ﬁ‘éﬁ Qﬁqrwm%lvae? teesg
is “1'b, theBthurhet Cbre 869ighstondt, anymuitipoie! CAI00 b Bre LFéﬁ&),@#' 4ed0
Frame) the 10 picocode constructs an EarlyAck Quided Frame with the' value
of the TB fiMb@SdY'Améorﬁ(ﬁ@thﬁwmeﬂﬂ@Mm Pbysigglapding SuklayenCene ¢PGS).
the My_TB Register. If the bade is renote fromthe CP, the picocode routes
the Early Ack Quided Franme to the Wap Port. Otherwi se) the blade is |ocal
to the 2P andulthPort Binernet 1@M08AMAGC Reaadufestt Queue corresponding to the
+ CP. The picocode processes the Guided Commands while 15 either the Wap
~Port noves the Early Ack Guided Frane fromthe D DS to the U DS

Supports ten Serial Medium Independent Interfaces to the physical layer

Capable of handling ten ports of 10 Mbps or 100 Mbps media speeds, any

30 speéd mix

+



vand enqueues the franme in the GC Queue on the up side or the frame is
transmtted - fromthe Port Queue back to the CP. For franmes w apped back
to the U_ DS t he GCH picocode again sees this frame, but the resplreq field
will have aOM{E783 © 1'b. The GCH pi cocode routes the frarrePSé'éU’e”ﬂS/aO’@he
CP by updating the TB field in the FCB 20 wigt h the val ue szB?EEBdZ ht he
TB field of the LAN CP_Addr Register and instructing the EDS to enqueue the
frane in the mul tAgisjle MAS@enibssall

are schedul ed for ?gfgwar di ng by the E&Dﬁsﬁagﬁe\mg%ﬁ/ldgﬂﬁ Wléﬁ?@ﬁt@@ &ﬁﬁé%e
Header and Interface device Frame header fromi nf ormation contained in the

FCB. Cells fromt t hPrlz are reassenbled into a
- 25 frame on the c%“'@p%%fﬁ"mﬁde“ﬂé’ﬁ&géﬁﬂ%h ng Bsregdien AURATS zes t hat
the frame is a Guided Frame and signals the EDS to enqueue it in the GC
Queue. This tinme when the GCH picocode anal yzes the franme, the resplreq
field hds a val ueS@pports_llﬁEEﬂQ?.ﬁ Binary &xpomentiahBackdfade i s | ocal Iy
attached to the CP and the CGuided Frane is routed to the Port Queue
corresponding to the CP. Franmes fromthis queue are 30 transmtted from
I nterface deMj0oeMbpekEtherhdteMAR. CoreViaatlrd$763 PCT/ US00/ 20795 Zg 2 6 FEB
2004 1f, on the other hand, the val ue of the ack/ noack field is” 1'b and
the val ue of the earl y/Iate fieldis t he pi cocode changes the

resp/req field t ces

TB field with tﬁ%ueé%’?%ﬁgémt’%‘ﬁtﬁn%b%ﬁ%?@@i% SO o 68 oBSRE=LBBs
Gui ded ‘m)mraaybn/mtdnret:tlyﬂe theiptgsicéllager 5 During the course of processing a
@Qui ded Conmand, the picocode updates the Conpl etion Code field of the next
Qui ded Command with the conpletion status code value for the current Quided
Command. |f the bhge AiGO outes the
GQui ded Frane to the h %Sf’éﬁrg 0 @Bvxr}ig <G IEEZE&@?P@C%ﬂﬂﬁSEt he CP and
the frame is routed to the Port Queue correspondi ng to the CP. Either the

10 Wap Port nov the D DS.to t DS and enqueues
the frame in the%@%hﬂﬁgpl %ng{odgomq Copgertiops.a @ fBRPEt ed form
the Por4s Queue back to the CP. For frames wapped back to the U DS, the GCH
" pi cocode again sees this frarre but the resp/req field will have a val ue of
" 1'b. The GCH pi2WRReNts thalBM PQR Core valid byte signeflisgcP by updating the TB
field in the FCB with the value contained 15 in the TB feld of the L4N CP
Addr Regi ster and instructing the EDS to enqueue the frane in the nmulticast
TB SOF QueuelQ0D klivps EthernbtiRhysicat Coditly SOblafer GoreFeatmeedul ed for
forwarding by the EDS. The SDM builds the Prizma Cell Header and Interface
devi ce Franme header frominformation contained in the FCB. Cells fromthis
frame pags througbefsirdERoATH eHRIIMPEAE HelcBdidgt 0 a frame on the down side
of the 20 CP's local blade. The SDM'of the dow' side recognizes that the
frame is a GQuided Frane and signals the EDS to enqueue it in the GC Queue.

fespireq field has SPos Ui BFFE (5Bl SERL TnlerBER 4t Al ke 4oz, tis
local Iy att daterfhcecattdsheSRoamy RMA that idasbriphart wish REE @923y t he Port Queue
corresponding to the CP. Franmes fromthis queue are 25 transmtted from

Interface device back to the CP. If, for any reason, the GCH pi cocode

t Gu f . .
encountgs s 2. Ot i Gigedel FBEE gkt o eAS AL IbER] i trs pAG,
i nt ended f or(sihgle phbss) tibakle and act accor d| ngly. This action is 30

required during initialization when the value of the M/_TB Regi ster is
"0000" h for all blades. The CP will initialize the My_TB Regi ster of the

| ocally attached gt.pg@n@mto_m@ggﬂétwﬁ,am@@pgln@ygggg@ 2 6 FEB 200

30 Converts from a two phase clock system defined in the standards to a single
phase clock



sending Wite Guided Command in a Guided Frame whose Franme Contr ol .

I nformation has a TB val ue of '0000'h. Any of the picoprocessors within the
EPC can generate a Guided Frane. This 5 frame can be the Unsolicited CGuided
Frame or anymelerey or m of CGui ded Frane. Internally generated ﬁd&ﬁﬂ?{ﬁ) 9.;95
this type are constructed in a way that does,not allow acknow e gm&*n{z (T.e
ack/ noack='0'b). These frames may be sent ttone of the 2 PiEBRAMessors
(GCH or GTH) V\ng]b@) i]d‘ue sane EPC gr tmhe,GCH or GIH of sone other bl ade.
10 Unsolicited Gfi '&¥ qf‘r%r?é%”?ﬁé?t eMAGe Indicating.thase atwek cyglee thatreomeain new
destined forddthe sanme EPC are constructed using data buffers in the D DS
These franes are then enqueued in the GC or GI' Queue for processing. These
frames are then processed and di scarded in the usual manner. Unsolicited
Qui ded Frames 15 j for. the |ocall ched CP are constructed using
data buffers in t(ﬁﬁg{g%gg f?ﬁ%@/sgfcpgﬁ@goagg?i@Eg&fgecwmsamwawshes word
i ndi cat ¢s t kghet hey have been executed by the EPC (i.e. resp/req ="' 1'b,
and TB = My_TB). These franmes are enqueued in the Port Queue correspondi ng
to the CP. Frames fromthis queue are transmtted back to the CP. 20 Gui ded
Frames destined f her bl ad an onstructed using data buffers in
the D DS or the g%@gﬁﬁgppahﬁggs&ﬁégg@p EHRNUNG Q4SPaRiBy for the CP are
constructed in a way that indicates that they have been executed by the EPC

(i.e. resp/r~q = 1'b, and TB = WA"TB). Franes constructed using buffers
fromthe D DS 25 Figéresnéfheudia show Hifferent coofiguratibes éorf thanteserface evied ¢i9ip.
the U an t . he side, Unsolicited CGuided
Frames 1o h hoeenAterdheqtE iRy BhsicSnd Bodecliontna swchinafgbriedeviac
in the LAN GachdDAStednctiges tlohehdhréls: tr ' S € i
franmes usi n% the TB val ue of the Frane Coﬁrﬁ??glg_ildg l%(rﬁrgnat |8¢'\8@¢&t ﬁég]é?ac‘éﬂver
Frane. At t RBapRekiving bl ade, the frame is enqueued to the 30 GC Queue of
t he down side. The GCH of this bl ade executes and discard the frame
(resp/req = '0'b and gthlgch ="' 1'), or enqueues the frame to the GI Queue
(resp/req WO OFfigur86aA REBWSA0WEAY 8bnfiguitibnHoR 226Rdle |_n't&a=£b@a§vr&§;/ IH%Ris
"0'), 3;'3 engue es &ihe ranme to . the Port Queue corresponding to the

(resp/ rag=" ?L”ﬁ‘;qfa PAnE aRsmithasmells vyapaed teihe esceivenchamndl DS are
enqueued directly into the GC Queue of the up side. Fromthis point
forward, these franmes follow the sane route and are handled in the same way
as those const r ufigure52B sshaystHes coafiguBatidneirs whishg tw Istefae tdirice chips are

lized f i . The .f t sh i | ogi cal
Jopr ecent at Fote’ Hach Isdeitats ke S is B Giied Ma atipask kwa BodLsado this
si gni fi cant cbtyﬂighratiohhﬁerdhghhelslfmlbnbﬂﬁesl\_’\@h@ﬁe%ﬁ%&l’gdﬂefr&i\)w QOJQT%%% {Sbethe

top angoi ncrease towards the bottom of the page. i nce Gurd

must b€9r outRNNEIS 9 PatchingRASLeor tbeigther chipe The pther8Shearmeach chip is
configured Ryg CP) these frames nust be self-routing. The results

normal |y obtained by | ook-up and classification are contained in this Frane
Control information field of the Guided Frane allowing the chip to update

the FCB with this, 15 i ti it t f 1. | k- ti .
he target bl ader IS At S oIS, St HanbaUrafa i Wit e indnicrams detiges iare
Qui ded F ' , cpP

i ded Fr angorietsied to & @wichlabsc.! e HeaBg«él%?@a;ﬁhéed %Mé’fnd‘iéﬁ%grgﬁsm@s‘??wq%%th

provides the Target Blade infornmation while plI coco

ot her f!i-’el adirg¢liaN$e FCB. This FCB information is used by the SDMto prepare
the Cell and Frame headers. The format of the Frame Control 20 information
field of the Guided Frane is shown in Figure 6.

Figure 2D shows the configuration in which a Main switch and a Backup switch
are connected to Multiple Interface devices. If the main switch goes down, the backup
is available for use.

30

A Control Point (CP) includes a System Processor that is connected to each



+ An expl anation for the abbreviation at each bit position in Figure 6

fol | ows: resp/req Response and Not Request indicator value. This field is
used to 25 g { i\}l ate between request (unprocessed) and response CGui ded
Frames. O reques response 30 ack/noack Acknow edgment or NJPCT/US00/20795

hot (noack) The GEH pi cocode’ acknow edges - b 01/ 16763 %ﬁ“ﬁ%@e%%%ék)z 6
Shal | not - contacn ang rorm o ooy SmREroct it bk 0F! piRrIuRELANS 5 fides
Acknow edgmettiakiz amﬂ&&@ﬂehfatpreaewwasapdheampy TéhadCEahay Belosube g Ry of
equest ed- (ATIG SRS Jn\ e €168 BRI bl Ton e’ Bleearon whie) Thechip is
Gui ded Fr amembantenbemextenta o it blEes If éxterhdl fo iHaNa6s ‘ﬁg?ﬁoﬂgyﬁ%ﬁﬁﬁgr@at

"0'"b. 10.0 ACQIP’IOV\A edge after CGuided Frame processing
Qui ded FFang$S QH?’@QS‘%%W etp and CN@'{:{HUP@@“A@I@MM@Qiylwdntommch\MmMrfﬁiﬁedéVIée

“0b uni eos B, EF Brg Aitathed, HRE AEmENRY of A8 e Hiduir & iolis % and ncllde
Acknow edge memdametmdeﬁtsamhef flasklamlaSERAM)ba nﬁam

Acknow edgnent deEer iaé% al ue of early/late. ﬂﬁg'\?ﬁ' ?I bL&ilacPed
Franes that S"RE OrE 3 asd for L1 ”PFW@Tke{ﬁWiQWI edgnent WI I | occur

i ndependent of the 20 vaI ues of ack/noack and early/late and will of course
be a | ate acknow edgnent. up/down Up or Down control value. This value is

usgd tdrfbon}rol vﬁ‘lgurﬁaHBShewSrtlaeBIngieph[pCNemzﬂkPfoddsgoﬂé’nétfféffuﬂbtlérlfse%ﬁ@gfb(?
side. This re res "b. mul t1 cast

Franmes shal |5Vﬁhg§@§ ‘8’3 @&ﬂm a%wem@n&%‘ﬁ %@mdql@'ran@necfdasmdw)

t hat requir eTRdG- SH%Q)

up/ downqval ue of é@flcéﬂyr gwn si ‘é%?%%@%ﬁﬁ%& pgg%@‘%rtbggg facw_
01116763 Pc#hesgmemsf%tlﬁ%qgeeesmezepzesgntecgbﬁemmad icbhee Handl er or

GQui ded Cell Handl er control value. This value is used to direct Guided
Frames to the proper picoprocessor. 0 GCH picoprocessor 1 GIH pi coprocessor

5 TB TdSget Bl adeA deberiptioNsihe efatheats, tHialrr@s@ecttv@'fénétlo%%nﬁ(?ﬁtrei?é&ﬁnrffgh'éwgg

information used by Prlzna Each bit position corresponds t
Blade. If this value is '0000'h, then the Guided Franme is assuned to be for

. this blad fo 1 b.in 10
L 0l ade i TREGUHE AR AU ort PIBLARSR, ot b 888 iAo JEEet
cor r espondi rF@p$aG§metBaadaﬂsa):heWtenhee&m!rhaqPHS' deviced. the field contains

20  UP-PMM: This logic takes bytes from the PHYs, and formats it into FISH (16 bytes)
to pass on to the UP-EDS. There are 4 DMUs within the PMM, each capable of
working with 1 GEnet or 10 FEnet devices.

UP-EDS: This logic takes the fish from UP-PMM and stores them into the UP-Data
25  Store (internal RAM). It is capable of working on 40 frames at once, and after the

appropriate number of bytes are received, it will eriqueue the frame to the EPC.

When the EPC is finished with the frame, the UP-EDS will enqueue the frame into the

appropriate Target Port Queue and start sending the frame to the UP-SDM. The UP-

EDS is responsible for all buffer and frame management and returns the
30  buffers/frames back to free pools when the transfer to UP-SDM is complete.



i the My_TB val ue of the responding bl ade. Wrd 1 of the Gui ded Frane

contains a correlator value {Figure 7). This value 15 is assigned by the CP
software to correlate Guided Frane responses with their requests. The
Correl ator iwelgjdemgsza plurality of bits with assigned functi ong 6705
@Qui ded Conmmand begins with a Command Control Information éi eba_qz%ﬁ
Command Control contains information that &0ds the GCH pi &: teBi b
processing 20 a CGuided Frame. The format for this information is shown in
Figure 8. LefRdiGi vZhiselogithi containaethienpicopraressbes tamdamaybatainf ak2emibedded

wor ds cont ai i .Cont.rol |nfaqr i on rd , ,The Address

| nf or mati on ?&%ﬁéfe&?ﬁ (ﬁgﬁ)?é'ﬁﬁ%ciﬁ%ﬁigﬁgiw %8\5#)32??%%ﬂﬁ 8¢ dgciding what to
CQui ded Fr anedoditHiaenthe i hig \f | b8 Hadl Jd-akk

and 15 DT g R UL T PR e e cBsh { Saleral 0B
GCH pi cocodetales, and bardveare assists dapllow the picoprosessorst tockgepe apdivitty thalh
Command gn t nd list. Si | | i ded Command lists termnate wit
the End Del i ﬁ??@@%i%ﬂ'@o‘ae&%@ﬁaﬁ‘@w&&gﬁ%eéﬁ%n status of the |ast
command is contained in the End Delimter's Conpl eti on Code field. WO

01/ 16763 PCT/ USQ0/ 20795 34 Cui ded Command type val ue (Synbolic Nane) 5 10
15 20 25 30 WheBMiolhis Ingicetakesetheptramesciangt fosmits! tinerhi imto ?REMABcHIst for

end of a Qui : , il ree. Li st 0001build.a free

st - Sof ¢ var HAETTARID (G Siten JapiGia o, o @5 GHpebiRgh iherknadhe VLAN
initiated byhébdeER tHecfpardeBl ock Wite0l100wite a block of data to
consecut i veaddressesDuplicate Wite0l0lwite duplicate data to registers

ornenor}QReadOMOrequest and respond for readingregisteror nmenory

dat a01l1lrese A ht o j t I ' the search .
tree. Updat e_ngs o Oﬁg (ljé aqléegﬁfagrgﬂhg}ﬁﬂf T%R%léﬁfafccﬁbg%ﬁg ﬂgﬁﬁﬁ?‘%\tﬂ Te@riemabsyitch
and respond KOs. readi ng of Leaf Page datalOllreservedDel ete. Leaf 1100delete a
| eaf of the search treellOl-1111reserved The addressing information
contained in the Guided Frane identifies an elenent within the Networking
Processor's p S1 i ) f f I i on
Fleld s shoon Dhrr g REBEainI G BTS00 ankiTEcoies SRIZMA LB vicit
addr esslihg shiecerdernethi/©Osaddressing WD 011 16763 PCT/ USOQ 70795 35 26 FEE
2004 schene assigns an address value to every accessible structure of the
Interface device. These structures are either internal to the Processor or
connect ed t dDNREDM:aTRRs logiteredeespBtPRIZMA cell§ aRdasie -
structures are accessed b? t he Enbedded Pr ocessgra CoongHe(slgggC?ﬁ\?ﬁ{aﬁarE@S n
i nternal intfERMEIEags@MBY.t he Web 5 Interface. The remai nder of the
structures are accessed via nenory controller interfaces. In all cases the
general formof the address is shown in Figure 10. The Network Controller

i s subd2@i dANFBDS: rikislogit takesstanidsell &at hsseshbled themdackringd frahtase Tisé asfll
I D value. This .5 bit Island |ID value for e 5 st significant 10 bits
of \he addr ds St byo BftinalDatiSitiel 80T yHereare Anked W9batoer mmenake ames.
cor r espondengthdictherpire fiaatteld re6itad, thPremdRildge | 18 the! m@g? ]
shown in Figure 11. Thé second rporlti on of théejﬁ{}‘éb a%%lfee%gtgghéi%g' 0 thEerC

next most sil§dinishashwith 3heiframe,Tihissenmapuadsto thel Schedulentifpresent)northe Target

structure a ti I r rtion.. The nber of

b1 15 useq ool Tyds OKE08 Aln SeRRE e AAMER3S 1h pbbiitiald Boliestnding sae
nmay corR&i n feanng, any eftelticgringdrination; @sdWome contiel informstioAtbahs DRPMRE! |
structures. For that reason there is no fixed size for these address

segment s.

DN-PMM: Takes the information from DN-EDS and formats the frame into Ethernet,
POS, etc. and sends the frame to the external PHY.

30 SPM: This logic is used to allow the Network Processor to interface to external
devices (PHYs, LEDs, FLASH, etc) but only requires 3 1/0s. The Network Processor



Y

+The structure address portion is used to address an array within the island
whil e the el enent address portion is used to address an el enent wi'thin the
array. The r@g@i’ém, portion of the address is to acconmopdate the Wb

Interface's I't data 20 bus linitation. This 4 bit word addied¥Sq0L07%e

for selecting 32 bit segnents of the addre@ded el enent. ary
for novi ng structure elenents wider than 32 bits across tmﬁfﬁgzﬁﬁz

Control | er' suststa Skrial itestacedo domedsliriesteta SFM ‘afdhhé s SN p é?oFrﬁ@ trge?naeéésary
significant pits of , the st ru?\?ure el enent whil e sequenti a dress

val ues corr S4pEHRNS P MANAGSNeEe pxternal devieRs.i cant segnents of the
structure elenent. 25 The word address portion of the address is not
required for structures not accessed via the Wb Interface. For this
reason, the UBSJEIE;IFEM)re Control Menories, and Down Data Store nake use
of the eptir east si.gni f] t bits of address to access structure

el ement s* An her fét%%&ﬁ'\g?ﬁ b'gg is format is the address for the SPM

| nterface. 2) thg%y%gs‘ﬁe%begéglyytgpwwmess are used and no elenment is

greater than ‘30 ts in /16763 PCT/ US00/ 20795 36 2 6 FEB
2004 The Em:e)dl ded%JPtFBms:ang?Gd)&ﬁlémer¢dEBE)~EﬁJS)(F|dIemém¢| ; @@taﬁtt&t élféhﬁhme

pr ogr anmabi er Vi i ncl udes e follow ng
conmponents (¥ee g‘t"?ogé g?r}Péeslg%i' 'golletﬁ:?r@esm ng units, called GxH The
GxHs concur rgntlyupxgggt@eﬁscp%dv@ato Epcstored in, a conmon Instruction
Menory. Each GxH consist of a Processing Unit core, caIIed CLP, which

cont ai In%O a Bt agePpi prsicesses meadmdaae?@emueuemorhr&ﬂrbmbaok to UREDS
T S E
Tnstruct on Nemorg DS GohilBlesTF PRRR Pty maEeeE AT A BATLUR oMM
pi co- code f o) f orMetEDegsérfmrmaﬁoweeteBMhﬁeﬁé'Pbﬁogarnag% gagag@trggg%to send

Dequeues frane-addresses fromthe up and d di spatc
dequeue) the di sp@tewiteh pre- fetches part of the frame-headerfromthe 15 up

or down Dat tor n rn As soon as a
GxH becones | dI eeUFD‘ng?spa ch '?'a 0%2%%@%%”?1%#1@%?&2%%% appropriate
control 15nf otm)atmﬁ}SDt\/keendm@célMe WRsSIFucti on Address (CIA} to the GxH.

The di spatch al dl es rs and |nterru ts. 20 A Tree Search Menory
(TSM AbitelD) T @?’éggngaaﬁ celle a4 thei DAk sefialllinks do BRIEMAI menory

| ocations avegyl abup EDSCRESs B8 DuftStef el indFP AR e hita Rl ngﬁg?v?ée@' ter 'S

used to control access to the nenory €an be accasse

t he pi cocode, which can for exanple be used to store aging tables in the
TSM Al so, tﬁﬁ_é}?&ﬁél be accessed by the TSE during tree searches. 25 The
Conmpl etion Unit .- The Conpletion Unit perforns two functions. First, it
interfazes tte N DNeSHSmdeivddPRIZMA dells UP and Dn EDS (Enqueue) Dequeue
and Schedul e_| sl L{te EDS perfornms the enqueue action: a frane address,
toget her wi t# apgtsg%ﬂ:) stosas SRl and Praprpeessastherri deassemplydotatmation
either a tragsm s

Second, “t he. Tompl oy oLt e cell ¥t 92%35@39@5'3%@%?*@5%%@5%% el
that multi pl e GxHptapngw &amomdown\m‘ﬂe)l/ 16763 PCT/ US00/ 20795 3' FEB

??giefsrg;rgs a)hat BRII-EB% ét%réssa{hee cell "\%0 BNeﬁgutl ons nust be taken that these

25 5) DN-EDS enqueues the frame to EPC when all of the data have been received
6) EPC processes the header and sends enqueue information back to DN-EDS
7) DN-EDS enqueues the frame into a scheduler queue (if present) or a Target
Port Queue
8) DN-EDS services the queues and sends frame information into the PCB
30 9) DN-EDS uses the PCB to "unravel" the frame and reads the appropriate data
and sends that data to DN-PMM



! enqueued in the up or do transm ssion queues in the right order. The

Conpl etion Unit uses a |label that is generated by the O assifier Hardware
Assi st upon frane dispatch. 5 Classifier Hardware Assist: For up-franes,
t he Cl assi f iwo otipg7esvar e Assi st provides a classification for H@W%
cases of franme formats. Classification results are passed to.the

during frame dispatch, in.ternms of the CIA 8Ad contents onSeF&B@ﬁM _
regi sters. For dn-frames, the C assifier Hardware Assist determ nes the

O A dependi A8) on DMEMMAeematsating dateotwitho ahetationnit rebuestedicant seads besframe

. the Cassifier 10t3"ﬂ{ed¥‘@tre?nﬁm¢'t generates a | abel that is used by the

<

"Step Co rol ¥ The

Conpletion Unit to nmal ntain nme sequence. Up and do DataStore Interface
and ar bi t er: 1Epch DRRNIdSInfraRSBN-EDS @/ he 5Uierdcareay i Sel
provi ded when reagi ng "nore Fish" and wite access 15&%%?9358%%%% mﬁﬂsEb%
witing back the H8RE&AGEE FISQURGESi shPool to the DataStore. Since there are
N Procesging Units, and only one of themat a tinme can access the up
DataStore and one at a tinme can access the do DataStore, one arbiter for
each Dat aSt oFRAME Gontrol¢&dow20 VWEB Arbiter and WEBWAtch interface: The WEB
Arbiter arbi irate anong the GxHs for access to the WEB. All GxHs have
access to thd vwesHegdetfs sentdafRedran UWPtDE@rdIN-DSd regi sters functi ons

conti qurat | o8 ar o5k O pid Yealer Koo BB s 8o LA bapeanaueue

menory nap. The WHMation nterface provides access to the 25 entire VEB

from outsi de,{ he ip usi,ng,. 3 chip-10 pins. Debug) Interrupts and Single
EReb s&h15 e, fRaBeve RIaEmRN aes Gofe SDS 0 hel famenis

chi p when necessagyqudidd &M Sorooratd'\&Began be used by the GCH or
VEBWAt ch to single qstep instrucrﬁi»c?#s? oérﬁ\éaeg%H. 30 An enbedded gener al

pur pose procéksor fellHeadereand firame Haodets a6y santPUDaySHBI tRe Fedme dat& ERaid in
2004 There are foyr of H (Eigure.12B): GDH (CGeneral Data Handl er).
There are ei ght (ﬁgé%&g)i%aﬁaﬁgé fg'q'ﬁfldl'”QZLP with the five coprocessors
(which are described in the next section). The GDHs 5 are mainly used for

-forwarding frames. GCH (Quided Cell Handler). The GCH has exactly the sane.

har dwar 8 as GPdepntreldilever, a gui ded frane can only be processed by the

GCH. It is p§yogr [ i.f,the i nabl ed
to also pr oc{ss 19 cﬁ?ﬁ??@%@ﬁ*ﬁ%ﬁﬂﬁeﬂgﬁ@ﬁ??@ﬁ%@%'Ltg s %Orgf ssor
The GCH has 2)ddi t TheaiNetworkaProceyspar ethqueubse tPHGded WEFSmas 3bSith& 0 GCH
performtree inserts and deletes. The GCH is used to execute guided-cell

rel at ed pi cocode; PHBPFERPRhi p and tree nmanagenent rel ated picocode |ike

~aging and tOS)GXCh'ﬁHQQSGPl”eF&EsE& QREERSLRRIE fdné %oc%ﬁ%dép&gﬁ%gﬁ%rre%ted

VWhen there is no such task to performthe GCH w || execute
f or war d2@g rel at edregiscfdriBierand in this case behaves exactly |like a GDH.

,. - GIH (Ge | | T dit, | hard ist t

performt § eeﬂ.eageﬁé?f?'@é%ag%“é’ji%'? &o@géﬁﬂéﬁﬂﬁg‘ﬂ%f tel-ﬁ{g @Iﬁ?walsfl >0

process dat afy ameTha@TH tupelatesaih®e apprioplias t4isie Wit ﬁifétﬁwétfo?\efraﬁlr'%gﬁ!&f‘Frame
as |

commands) in_the 20 Q GPH (Ceneral Power PC Handler). The GPH
addi tional H&k dnafB “@W@?@&SWV\#PW%ETM'%EQHMk tPHePGPH i nt er f aces

to the CGeneral Purpose

25 Network Processor Control Flow

1) A Picoprocessor can build a Guided Frame to send information to another
Rainier or the Control Point

2) The Guided Frame is sent to the appropriate location for processing

30



Processor through a Mailbox interface (ilf). 25 The nunber of GxHs (ten) is

© a "best-guess". Perfornmance evaluation will determ ne how nuch GxH are
really req e architecture and structure is conpletely caleable

t owar ds nntkgb‘&/ll—ﬂ-aggd the only limtation is the anount of H’%

(whi ch should then also include a larger aBBiter and mst% E) qumary)

30 Each GxH is structured as shown in Figure 12C. In addition To t

with WO 01l 167@3sPGNANerfacs Aevice pFhBd@sd e dig npieal @vttdmg?fé?ﬂ]%
(GPR) and Aglthnetliggll_-(r)(gl c Unit 1 each GxH contains the fol 0\?\?%85'??8\}

copr ocessor §therpes PogtsH5igye#A) %pé:raségéhe'mﬁgpﬂé@éestlbpolﬁ@dwhepawoﬂeberfand

Dat aSt or es. IFHEeBeATE, [HEiodBHIAL LSRR IR, Btk AR Byphyoronh 3K dpASL)
Sear ch Engi techfologc (Rigare QB;SEEathMSEEiIﬁQre‘rmeqﬁSaﬁ eafrigsemo M@?ﬁoftda%ST wo

and alsg interfaces to the Tree Search Meno .10 Enqueu
Copr oceSsor Selsfightaairs pEoviged) &bi %hp@ﬁlupqumcmrte@b@n é&&lmﬁSrﬂ%O Mbpslie each

FCBPage. Thj S ni.ai 2 L addi ti ona
har d\/\gre asglﬁs R? Qﬁo‘lﬁﬁoﬁc"od nr%gt 2% tegrttd %I @ﬁ%%g’%’éﬁﬁa &/ﬁ EH'" by
contain thearﬁenuoanecpagmwltlpleslnte@‘m dé\&cﬁﬁ&ﬂ@\mtmsw ad IBM*&.@nzma Eswuch
pi copr ocess can exe gte an engueue 15 |nstruct|og;1‘I whi ch causes th
coprocessor%@ "?@?% ?H@eFQEBP’g’gétW? phihecadpiBbps WDASAEBOHHGCUOHS one
I nterf Co
Abi ter andPLTanene ok s8aS R RRRA cdH O LSS (BRrINE BEh-tkeath fedocal
Checksdfh cOtnameemamc (\&heartatoemtelﬂawsiﬂmasnatfer direstlys toneected, Flirir&i2B8)Pa04
(descri bed herei aft qﬂ(@;@cesF Uni are_shared between ingress
processi ng SAQ" % EO?S"?)CP ch; fabrig 1Y Eadita BREKHO BWh:c AN higwwif dbe
s reserVEdaB@t’/e'tﬂ%rﬁﬁﬁlem@ﬁﬂﬁﬁ'mgcé!@é&@hiﬁ%%Eéle%b%ciﬁstﬁépgn ERipt 4 B LSS
. gress andeegrpess ge e

i mpl ement ati on, there are two nodes: 50150

same bandwi th plovide edowend systemr(@agig r@datsietw\}oa\epm density bagapd)ttb high end

egress) a ! Its | event riven. That is,
frame arnvﬁ%gé’\ H%é'?i&elégs% h&hﬁ?“ c%é‘s\%é(i? ¥ 'T‘§ of a timer or an
interrypt. The di spatcher WO 01/ 16763 PCf 1 US0O0/ ZO795 40 26 FEB 2004

treats different events in an jdentjcal fashion, thou?h there is a priority
(first interrupt Onglietfage dexiceipdhe systams pgnmacaﬁ% aithe systemvpnocesorwhen

[0 the ProcSnginaR i ieh TOPRRPEES Fab BRI F st TRRDMphY et et
frame headepprtarihe Ethenmet configunatiog torthensystem processor is placed in an EEPROM
attached to the Interface device and loaded during initialization. The system
20 processor communicates with all Interface devices in a system (see Figure 2) by
building special Guided Frames encapsulated, for example, as ethetnet frames or
other media interfaces. The encapsulated Guided Frames are forwarded across the
DASL link to other devices allowing all of the Interface devices in the system to be
controlled from a single point.
25
Guided Frames are used to communicate control information between the
Control Point (CP) and the Embedded Processor Complex and within the interface
device. A prior disclosure of Guided Cells which will elucidate the discussion here is
found in U.S. Pat. 5,724,348 issued 3 March 1998 for Efficient Hardware/Software
30 Interface for a Data Switch”.



! 5 hardware classifier. For tinmer and interrupts, this includes the code
entry point and other information that relates to the event. Wen a franme
arrives on the ingress side) and the nunber of received bytes of this frame
has exceededvea opnemsammuabl e t hreshol d, the address of the franFCi%sooaows

control-block is witten in a GQ Wen a cogplete franme his@ﬁ_.egﬂ;m%
t .

re-assenbl ed on the egress side, the franme dress is wi

There are four tyﬁ:esa(gf,@%s (and for each type, Figure 12B, there is an
i ngress version an@’d5¢ Eranae draffip thab odginatesat e CR r thee R kahstrusts B

d by, . LS. f; t t , d by th
B 50l A EIR B A TR bl B EDREER B s e
contai ns fra@esdedBramearo beepf theanedid inerfares GPiHe(NEtWarkPloEEELIAB Gl R cess
are enabl ed @él‘)? r ﬂ)gtsrgframas . For the, there are nultiple
oriorities, @E@EW@ WAR ersmthe GuigesFriagmeand ptazeeitinlits ibternal data
b ' | iorit . Some,
b ocossi ng UhoTe (DO FREMEN PP CiidRy, Erde T8 BLISR 1 1B CanmomTiote, e,
~are four typproogissBdpard soutgd baick $o tHCIP dssrequitkd 0 Guiided BraliB Eaggin tween
rames.

(CGeneral Data_ Handle The GDHs are mai'nly used for forwardin
WD 01l 16763 %Pﬁﬁ@é; éﬁ’ﬁ?ﬂe ihe interiacedeviop ane ensapsulateddo @dapt Katie protocdhef

be. r occssed EephARERVIR! AL CorkeolBhie TANE Kitem Rtk BlifinEh e A gt the
i f the GCH i GuidmbFeaames ant encapsulates] dsabtforasefames and shigigee it t akes

t he rol_goof a GH). 5 GIH (CGeneral Tree Handler). The GIH has additi onal
har dwar €” conpared to the GDH GCH: hardware assist to performtree inserts,

tree del etes and Eﬂﬁ@ngﬁ'@ﬁ%ﬁgﬂltatioﬁh&o%és%lhe%h@cgﬁﬁaggﬁ%rfﬁggé%%nﬁafﬁc

. there are no franes (containing tree nmanagenent conman
GPH ( Gener al betwearPthe-@itinnd)the Thterfzel dericaddite BtierneaMN@(Ene?MACS bittfe

t he GDHIGTH. H interfaces to.the enhedded. Poyjer PC by neans of a

mai | - box | nt'ggﬁﬂg d‘i!é'cf% %%?,’é‘i‘ﬁl%ﬁ'ﬂ%e ﬁtﬂ%é%l%xﬁ@ﬂﬁﬁésr(éfé sFSauree Astdtess
and GPH can | (ileRNRIYeRd gn ioP. S ' a ne

i mpl ement at i(ltssr?‘)'coul d have gggrgpggégzﬁﬁgéﬁﬁlytg%fI%?p%—r(haerggg&ﬁé E&Jscflﬂq?%‘?ocje'
comrent 1ol deuidad Trafficoesupres Hhat tapdnteptacetvevine bas robbetheobfifarsdaAd the

o . . orag

Chat have b2 and SALIALE SRl B8 EB% Rictioll Aiefafoes dhesaifames are

: con: ai n32 [_) e?ﬁbe@ttﬁt&lﬂmﬂﬁagr TheiBred M/f@ﬂbébdeé\@TPan%N'sﬁﬂwiegEtﬁMﬁ&ﬁ‘ype field
system e,.Dat astore. ocessor al so_receives conflguration

i %f ormati on tGLﬂ‘W@g‘{'%b&'QC%ﬁ@fﬁ%?f o bataT raffjent he valugtaf this fthemrat Type value

Dat ast or e CojfitRe&SG8kd Framf rﬁuéﬂnS?ArFtHle%ﬁJ&B%Ea‘ﬁ%tr‘i’é‘é_‘r%%ic R&gister. This

20 - register is loaded from Flash Memory by the Interface device's boot picocode.

The CP constructs the Guided Frame in data buffers in its local memory. The
contents of a 32 bit register in the CP processor are stored in big endian format in the
local memory as shown in Figure 3. Having constructed the Guided E rarhe, the CP'S

25 Device Driver sends an Ethernet frame containing a DA for specific Guided Cell
Handler (GCH), an SA corresponding to the global MAC address for the CP or the
MAC address for specific interface, a special Ethernet Type field that indicates a
Guided Frame, and the Guided Frame Data. All Ethernet frames arriving on the port
are received and analyzed by Enet MAC. For frames with an Ethernet Type value
30  matching the contents of the E_Type_C Register, the Enet MAC strips off the DA, SA
and Ethernet Type fields and stores the Guided Frame data into the U_DS memory.



+The Dat astore Coprocessor contains a FishPool (that can hold 8 fish), a
scratch WO 01/ 16763 PCTI USOOI 20795 2 6 FEB 2004 nenory (that can hol d 8

- fish) and s@/gumeidsr ol registers to read/wite FishPool conte rﬂto
the up or down datastore. The FishPool can be seen as ige lg ‘M?S
~area for the Datastore: instead of reading2sriting dir E tastore,
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f 128 bit
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h |
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di spatch, 2 for down uni cast frame dispatch, 4 for down nulticast frane

di spatch and O for interrupts and tiners. 20 The picocode can read nore
bytes fllom a frare flowwigiideshisrafficiwithia the intedace deviceskbis st IFaglitey4.

reads the f e t.ne neict addr ess, w appi ng
~ autonmatical | yré%oﬁ%t“%gﬁu ?\tig}b Jfﬂégﬁgﬁ%‘fe %%\QC%F@meSth%E’ ?‘é%fd'ﬂ@dmat'on
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t t ! f Ht
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st or agd5f acienquesed tothe General\Odmv’ol 63 QReliebPproee<sing 4y tRe GEED \RPh the

Enbedded Proc s i @ Fl ure 12A. The mam)mﬁﬁﬂnpl ex includes

the Tree- Se&tng ﬂﬂ%ﬁwggq’%ﬁ? Fﬁ?c e} thedrnqyeus;, Daausiie anddSenedule

chip menori ¢gps T'lkﬂ;u&%ﬁﬁbbﬁés%ﬁ@ﬁﬁn{eriﬂ?o e 40! diigge. CoUnters and anyt hing

el se that the pico code requires nenory access Furthernore, the
nmenories are used to store 5 data structures that are used by the hardware,

. likefree lists, u I n | ocat whi ch i s not
~allocated for tre g @r&m é??"l’q(% ﬁﬁlﬁgltﬁ%ﬁ% %‘631 t{roq}ég &%\/&%ﬁxﬁg"ﬂéﬁ the
used b0t he Fhamé@amtrmlﬂnfmn%‘bm{bée Ricaire 8h t@dé@&mﬂléﬂhéﬁh@?th’éﬁiuu{ié&?rame is
counters and a t abl es. 0 Fi gure 13 shows a nore detail

di agr am of t'rﬁé py, othpmblades in dhe systesa and, whetharythe T@Mdest Grame is to be
d th
Phe nenor | o8 XCRed arbhe din S ot e B e P EIE G R e wdes
of f-chip DRMlErtﬁaeormddlbonmtheiobﬂde&tacémdmmahe@mﬂrp%oddﬁet@pd.@t@%hhe
t f
%, 55 18 R RS RSP b TG Vi

RequesR5ConFrameldFrameCdntrBEnfurhiatioh andi e L I
unit and :; its connect ednCrMH harve laccegslﬁ;ﬁ(r)ddt]e' neDmS)rtelgvgbs‘qugﬁée con?”{ﬁ Hbthlgt

i ncl udes -ned&uyticasy Tr%@%k@é&&i%@&ﬁ@&(&%@@@@uem For performance reasons,
- all Guided Traffic is enqueued to the multicast TB_SOF queue indeperident of the
number of destination blades indicated.

30 If the frame is intended for only the locally attached blade, the GCH picocode
examines the up/down field of the Frame Control information to determine whether the
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20 Enbedded Processor (GxH) and the arbiters. The SRAM arbiter units, anong
ot her things, manage the flow of data between the Enbedded Processor GxH
and the on-chip and of f-chip SRAMs. 25 The DRAM Arbiter Units, anong ot her
t hi ngs, man¥§Y/16H8 | ow of data between the Enbedded Processafcr/Goukongd

the off-chip DRAM devi ces. Each Menory Arb'bber cont ai ns Eﬁkﬂiﬁ) "
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nus 0 W

t he DDRAM c&r&g‘éo It%g a conbi nation of read and wite, Whic
specified r rol riprmaatinmingdicatethad thel Guided Ksame is doke &xenutea on fHeaup side,

bank C wi t hj | jter allo N ' Requesters .
si mul taneougﬂba?c@efgﬁts géﬁﬁg%én%ﬁb:@%ﬁmm%@@ irdbearerations ipgicated
access the byrthe @uidey Commandd it adnitairar bi tration is performed. The M-

menories can have different properties. In our cun-ent inplenentation,
there are three nenory types: internal SRAM external 20 SRAM and ext ernal

“access any ey OoR RRte S B UG GO IR R Fondt thechO iR vae 6the

access any nmenmpry. 25 menories are
sub- menor i e8ckinorek fieldrofibeksame Gdrtraiifamnationi dhthiavalae i$ O GRbh ¥he Guided

accessed si nequsl art of the M )ries are used for contro
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priority ac openpared to the picoprocessors. This al'so all ows debuggi ng
A

of the WO 011 16763 PCT/ US00/ 20795 45 2 6 FEB 2004 -

15 If the value of the ack/noack field is ‘1'b, and the value of the early/late field is
“1'b, then prior to processing any of the Guided Commands in the Guided Frame, the
picocode constructs an Early Ack Guided Frame with the value of the TB field of the
Frame Control equal to the contents of the Early_Ack Guided Frame with the value
of the TB field of the Frame Control equal to the contents of the My_TB Register. The

20  picocode routes the Early Ack Guided Frame back to the CP by updating the TB value
in the frame's FCB with the value contained in the TB field of the LAN Control Point
Address (LAN_CP_Addr) Register and instructing the EDS to enqueue the frame in
the multicast TB_SOF Queue. The picocode then processes the Guided Commands
of the Guided Frame and discards the Guided Frame. Guided read commands shall

25  not be of this category.

If, on the other hand, the value of the ack/noack field is ‘“1'b and the value of the
early/late field is ‘0'b, the picocode changes the resp/req field of the Frame Controi
information to *1'b to indicate a Guided Frame response, replaces the TB field with the

30  contents of the My_TB Register, and processes each Guided Command within the
Guided Frame. During the course of processing a Guided Command, the picocode



+chip, since the picoprocessors can read the contents of the control
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to t he sear dhb(tbe GuidedtArdaieds enquéheddn tree GT Queve. Betyerividll, Sh& GCHIBI¢BHe
after e tr sear ¢h has rt the Key register, can be used 15 by the
pi coco:@ toegﬁm@% ﬁ'ée }{E?p/?%ﬁ? ﬁFﬁg)oﬁéE? é@i’r’% -OntEd diforation ta detetrﬁ'@@f BEthe
erform ng Guide&FF | fircatly PREPAUSR T E{yels
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Key regi st eflidedhramphassiieady beensxecutedana i routad todie EFSTarhet pemgaiest

the Key in hj d i . o} r e .during huilding of
the Key. Lugéﬁﬁﬁaééd'bﬁ @%E;%E‘F%?bl’ﬁ% DR auNed By EBE Webtadel, Feamen o
contai ns a thede TafgetiRorbquedes are fraasmittedroahtHe Rt Rtedl \

LUDef T%I e is 25 described in detail |at er: viceback tw& cP.
If the resp/req field has a value of '0'b, then the blade may be local or remote

with respect to the CP. This is resolved by comparing the value of the TB field of the
LAN_CP_Addr Register with the contents of the My Target Blade (My_TB) Register.

If they match, then the blade is local to the CP, otherwise, the blade is remote form

30 the CP. In either case, the‘ picocode examines the up/down value of the Frame

Control Information. If up/down is equal to ‘1'b, then the frame is enqueued in the



TSRNr (1 bit). The search results can be stored either in Tree Search ,
i Result Area 0 (TSRO or TSRL. This is specified by TSRNr. Wiile the TSE is
' searching, the picocode can access the other TSR to anal yze the results 30
- of a previo @lgl%gg. WD 01/ 16763 PCT/ US00/ 20795 47 2 6 FEB 2004

Vect or | ndexulPG [ . For trees which have the VectorMask enaBC&AS0oRA78% i s

- specified in the LUDef Tabl e), the Vectorl nggx denotes a'giﬁ FEB?ﬁ L
Vect or Mask. At the end of the search, the value of this Bit'i Dr ned and

b y : : ; L hed ,
can be used WyapiTRqodee for Torevaraingtto{RY Wi mssﬁﬁapg’?rélgglﬁ:%%}gv% Eg%—ll E)n(ﬁgéeup

as shown in Figure 14. There are six fixed ha

"al gori t hnt Side GRerwisentisnpicaeede (BEH antGihy pepfecmitiee operatipslivBRidAE) the
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- between the original input Key and the output o
‘be expl & nedVREM@HOM: hilks this oftlue ys 19'hi theredhe auidedt Franfe tid elisgrded Fallowin

f ' Tahl e . ' l.ed f h ,  Whi
< he casePRTnanes Svifad iBad tanihadds ShALAGELERT e Fafedongi st er &

inserted in the 128-bit hash function output. The insertion occurs directly
after the Direct (']/' ble. I.e . if the Direct Table contains 2" entries, then
the 18-bit col or /Hq¥alue ¢fitheackinaackfield jsodib amehthe valae oifitiveneanyAdie field is

col'or val o | dhaedrie) o frOeSIaY ahBF e ChidedChmiarls Bgha Buided himasthe

“functi 40 i spieidodedcenatiudtdah Farit AGOGUIRY Franhé widith ' :
hi ghest bits. The N{}io%?st bits of the HashedKeyfl{heg\ﬁg?lel{('g?rtggﬁg%ge[dggfthe
o

cal cul ate ah'@8€GaR Fmationequal to thayrentepts o ¥ BB Registar.t if thé bladan
I nt of ' : ' .di t table. Th

Rdross usel ool 6k hBTE. (R plicetdatiolfed 8 EaMP R Bidad Eifrme Rina wWiah

the ]Ic-las Bled Reyt. Qibewise, the blade iselec@lrtolﬂmb cllvmdawﬁdmfm@csiduted t*éetgé@:ort Queue

LUDef T . ' ' | | tai T DTENt

the oot o SSEFRRNRERIEURT L. 178 Maaci Ribcantes:the (Gribiep Comemnipuiide

on t het§r eceli@ethoAlrap Warboled 6 BE) AR 12A48E Ffame o FR: BOPS (2 (PGhA!

it suffices t‘g say that a Patricia Tree datastructure I's use
and ext ensi 8R4 angiueses; thefrarpe i theoGCLRNEUE ONINE Upr sids or Are BamEdsarasniied

use of an ' ' | 15. 1t can be seen 5 that the
search ti m8af r?ﬁh?é @ﬁ@ﬁ@é&'{o t&% eﬁqgfarprﬁ§wr%%p%g&%§geme Pa®PSHéhe GCH
reduced by pisongde gain Sees thisyrame batthedetpRe®Ticki Wil have 4 Qaie% 142"TRE
made bet weeécﬁrmr#/ léfe:ﬂ)e anﬂg&ag&&g rformance. As can be seen from
Fi gure 15, BHt4SP Ueh a todie{gP 1y wpdatingethe I8 fielddnythe FERe
are noz0eafwithithevarb éonthiHey IRTRE DA LN _ES it QLS It
single Leaf attached to this DIENt r_we,&&ggﬁiﬁpé&ﬁlrg@a%bggeg‘% rNd instristing
than one LelfesERS t-epraueus the frame in the multicast TB_SOF Queue. Frames residing in
the TB_SOF Queue are scheduled for forwarding by the EDS. The SDM builds the
Prizma Cell Header and Interface device Frame header from information contained
in the FCB. Cells from this frame pass through Prizma and are reassembled into a
25 frame on the CP's local blade. The SDM of the down side recognizes that the frame
is a Guided Frame and signals the EDS to enqueue it in the GC Queue. This time
when the GCH picocode analyzes the frame, the resp/f&q field has a value of *1'b.
This implies that this blade is locally attached to the CP and the Guided Frame is

~ routed to the Port Queue corresponding to the CP. Frames from this gueue are
30 transmitted from Interface device back to the CP.



+15 DTEntry. The DTEntry defines the root of a tree. The Search Al gorithm
for a software managed tree and algorithmfor generating the tree is set
forth in U Application Serial No. 09/312,148. 20 An al orlthm
termed ' mi‘.’”@q’t‘@g{% gorithm' uses a certain metric to bf&%f %&‘}?}‘795
search tree based upon bits selected from pgens terned B| t or
uni verse of rules. Al our exanples are couched in terns of |nternet
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are T ospect Pvaryash Frame ESpoREe. RbiEES e T ABRWAR She Zomartt or b iy £6°
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bit tests awdiuedopthesuaeat GnmjécaCbmmagdnlfllﬁ?@lblameasbém%fé’frél"rﬁl‘ﬁe d'lbethbhec ¢
I's mapped info a: hardwarﬁ_‘gS apl ed_structure that tests bits at “high speeds

|SUCP t ﬁSt i nB'qoé"QgPtFQUFEI’ﬁ uiged Frame ta the \Wirap Port. Aiberwise, rthE@aC(&:aHﬁeal ta
tested i 11 ChpAchihe RHnid i Bytel'ta the Pepfal SlTBE eSS RGP TElikdne ,

a lattilBe oWna@sl?erthomgs tfmﬁardmi Bramné dfiom tha e DestbStheEanns ralﬂideendhédé% the
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admi ni st rat thls ﬂme et tdaeeeapd‘ﬁ. field willdanenatvalue cbf A’k @hef GCH piodcode Fotes -

h f d
compares.« 18 PamsIER 8 BelcTBY iBghing g ThiikH AhEFCa BiBhevabeicoptained
number 18esi gwecEB field!bethel ILAN hcehAHdia Réfgﬁstéb/andﬁismcﬂ fHet EDS tB%lHageﬁIa the

all, sone default provision nay g{)em he sear al gorit or t
| ongest Pr effAmena g myl iﬁ?tsm&_ﬁQE ua‘ttﬁtﬁiamswssm!mgemtthe 'WB?S,‘»@E(Qué'heare

met hod requ

det er ni ni gggg@eggéﬁﬁgwmﬁ% @ne nod ?Fg‘egﬁgﬁﬁer?‘{ﬁ%ﬂ%’#@a{z@e@lﬁ%’%‘??ﬁ rd
dat abase bylrtedaes devmleyFrpnm:lmmlergrmmfenhatnorh cortiathexkin tivd F &B) UBHB Frofh tHi§
conprise only those parts t he eptries whi %}ﬁﬂg{e n cessar to identify

Che next (clTAme PerToudh Pizing Bl ainsSsART DR iRR amasm e davmsdegten
are copeunedry lotal bifie. THslSDMOK it ddNndsiBe G886k iz tHah higs ﬂ%ﬁﬁé)i% 4 Buided

reached; conparing with said search 25 argunent _an entry stored I n the node
at whi ch sanﬁ'ﬁ@@r”éhS'Qa@ﬁ thaddlf taaaqueue 8 inthg @8sQueae tThis timet whem ten8EH

t he search y a node,

backt r acki ngf ar &S{Qg h yEJFa(’)@etbgtggD§a rie #q%lpzf?_fﬂet'fihﬁﬁ@o\‘%? %1 by

said curr emrhmdmnemthatememam i$ loTaplyeattashedt 160thet CParidhd Geitied eﬁanhéa@t
parti al matcht?aéon%nd or Es_)féllld root node. is reached 30 Fi %ure 16 shows an

enmbodi ment enPorli QLgHe FarsRanding, te he RA!f@I‘ﬂEFSS 68 this queue are
25 transmitted from Interface device back to the CP.

If, for any reason, the GCH picocode encounters a Guided Frame with the TB
field of the Frame Control information equal to ‘OOOO'h, then the GCH picocode
interprets the frame as intended for only this blade and act accordingly. This action is

30  required during initialization when the value .of the My_TB Register is *0000'h for all
blades. The CP will initialize the My_TB Register of the locally attached blade by
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50 5 Preferably, each interface device chip has at least two integrated .
parall el -to-serial ports which receive parallel data and convert the data
to a high speed serial data streamwhich is forwarded over a serial link to
the sw tchi RgohpPgis device. Data received fromsw tching fabric device on
a high speed serial link is converted to parallel data by anzﬁ”ﬁlgﬁwﬂn
enbodi nent of the Serializer/Deserializer t3 ned Data Align i aE i Q’*
(DASL) is described herein. At |east one DASL interfaces the sw tching
fabric devi cendinglited3uided Qomirmandin 8@uidéd BrarkE@hese FRbmbiC¥tid Informa

: . : . , . ion
~converted into | | el dat ich is delivered to'sw tching ric ewEg.
Li kew se, pg}aaﬁ EZ\E@(‘QE‘? ?f‘@ﬁ(}b@m-t ching fabric device is converted to serial

data which is delivered to the serial |links The serial |inks can be
aggregated to increase throughput. Still referring to Figure 16) the

swi t chi ng syst em Anylofithesspicaptatestats withihthe imtaﬁgggﬁdéé:én%ﬁ?}éfgﬁr?s . 5This

A3-1 . .13-k) which are, connected to the switch
E15-| 5, 1%5%‘83 am%ﬁﬁﬁjpnwkqw &Hﬁﬁ%&ame qrigmy other formpyf Ghiided &rame. -

ted t k } : t Joo o 0 19-p). | i

and out goi na" nany oEREraE s@%if’gﬁ%ﬂ“&e.@fﬁ?{y@éeﬁ%rhfswexiﬁaféo.es peCajow

20 25 are c@okpovdedgmenhd.esackfloaskst @b)bYhesafrafidsidy BERRIRIS0RS df 8% two
ively._ The transm ssion |inks

. . 25-q) a -1 27- respect

carry cir Cu{}ﬁoéy&ﬁc@%g@ So@%ﬁ&fé‘%‘%@\)\n“f'@‘ﬁb&q $3MeiEP¢ o5 te theiGGH ar (GEHad some
units such gth#Pbladge ati ons, tel ephone sets or the like (links designated
WE), fromand to | ocal area networks (links designated LAN), fromor to

I ntegrétoed Services Digital Network facilities (links designated | SDN), or

f dt . A [ t .. Furth : I~
b at tached diyecp MEOIGREIEE, FRBmakoa asg e Sonhed tharCRadseded Frames
and switch admtinedsfot $19 shmecERCCAEEoNStRIcREd Qﬁﬁgn#taWuﬁe}?ﬂggnezg_;dﬁeEhese

adapters, various services from packet sw tched ci rcul

i nterfaces 3r@MesaretharyenqdeuashindhedaCianiGT Queuerfor piocepsiogeThese frdmes ane

ot vl s st 1, B SR Bl B e

“requi rd8 oudestinedrfor freridcally attacteed CRkaredonshractet it dmuﬂéﬂ'ﬁh'tﬁ%%‘ bge

adapters

BEtesin & way dhatipdisatassthat th%ydea\@ beeniaxectted

m ni packet rmat. and on mni Pracket_ generation in the input swtc

and on depa &Hames arg Gons

oelt-rout) ﬁ?ﬁﬂ?ﬁﬁ%éﬁ%ﬂ??@’ﬁei R e MY TR Ry fe SnpiBle in the

port. The sPaftQueseggoriespanding totine GF. frameskrom tsis quelbairertrangmigiedt Sack
can be rout ggysd@ptaneously internally without any conflicts. 10 The heart
of the switching systemis the switch fabric. Two different inplenmentations
are colfidered and will be described separately. In one inplenentation, the

switch fabric conprises_a self-rquti binary tree for each input port,
connecting the re@ﬂ@s i Fames, despioed r}gbaapth%ml@d@ ogbrhe construsted usingatiatac

" conpri ses kb&ﬁ@ﬂsirfmiﬂjs(‘d?r@é ORUAddlicled BRY e@ﬁfaﬁg%ﬁ%t%ﬂoﬁ%&ﬁ%@d

the other 15 inplenmentation, gs structure w
as a slice Fonstuctedoint pwaypthat indioatescthah theyl haverbeén pretstedoby fite EPC (i.e.

| | ! . . . Cteld
Conbi it | onf SIS B AMETE S MY oTEyF vefnsh consiciackes Buiaesiirom e <@
St at es260p! araengUefed tothe e P ol 1833e Rathes dretlovdl hind U4 8RR ecHlued

DASL Interface receives data froma parallel interface su ,
partitions IhEeGEQueysamtbepsr sideelnsalicitedzGeidedtFrames veith arespirdgvahfe of

paral | el bitqgt s [ r.,of . parall el Dbi treans are then
converted in g%ﬁﬁﬁﬁu@ﬁggﬁggﬁ%ﬁ'ﬂgt e\f’f}lr‘r'e Wﬁﬁ@ﬁﬁ'@qﬁ[ﬁ%@r&%w&t% Qﬂ.@pr\mse,
transni ssi otherdBChhpicocodie roaesi thesedfarnBe WM thd TEWRue AFARET Efit IEdntrol
driver with contr?,l m&ed&npe drives the _
Information of the Guided Frame. At the receiving blade, the frame is enqueued to the
30  GC Queue of the down side. The GCH of this blade executes and discard the frame

(resp/req = "0'b and gth/gch = *1'), or enqueues the frame to the GT Queue (resp/ieq




'25 serial bit stream of data into the transm ssion nedia. DASL inplenents
the nmethod of parsing a data stream presented as N bits in parallel into a

. plurality o ri.Lons each having n bits, wherein nis a fraction of N
serializi ngf“é(g{glﬁlt‘szg‘ﬂit portion of the data stream transferri RETAHEP20795

serialized portion 30 over a correspondi ng3¢one of a plur ty [ M} Il el
channel s; and deserializing each transferred portion of gg %EE% St rllzam to

restore the =20'n asid gthrgdho= [0'g of Ringliess &%e Namd tort i
PCT/ USOO/QO?&S%% et 2094)9bi s paral | el . \?\mh P?%ﬁ%z%s%%‘?s&%”amf‘%m
certain enbodeneRt geaREed i=ndb)absames; qonstructast ugingsdatat buffers! inctheatle DI e

‘of data tran : t Lnts i.n net war kK pr.ocessor
otherw se onBiHaUsalIREctTRMNEGE! QREGE dtahdsB side b RS ol Taguarhdnese
speci fi cat i oinamebdokovhtheesdrae rostetarfdatehaidBé eI id ke &éa%fe cf]cﬂ'f:'structed
i nventions here discl osed_and, althoggg specific terns aré used, the

descri pt? on ¥$i0g LS data Byfiews: nrigob shpwsrthg apmesalizeddfodndt fangyided érasnes.e
only and not for purposes of limtation. 2 6 FEB 2004 What is clained is:
1. Apparatus conprising: a control point processor; an interface device

operativel y connethe forhtatshodnds atiogicapeiprésdntat®s aath thy rRoStig RifitaReH RN
said interface device -having;” a

o o e e FE T SRR BYEron ot ey By ors penmatiEci
substrate, téﬁhélfgﬁ’?hd%cg%%‘sgt&&gfo%stﬁgrb%tt%‘ﬁ‘) Bgtl-%t %é§$st five internal
y , su

i nstruction nmenor ornmed on sai strate an ‘ing instructions
accessifly to said interface processors; internal data menory formed on

sai d substrate ang. sto in% ;I]_ata assi ngqthrou h said device accessibly to
said interface pro@gesgrdediHames,misiig jowedianslprasessed before therintarfane

sai d subst r adevicshad BaGH cBfifyREd By thd BRUACI PatheBAst HEIERLAG. PR fesyits

internal data nmenory with ernal data nenory; eas

i nput / out putngrorally ablaineddiynigokapeand skeisaification arsbontaneadiretHisFeameéeCbatol

wrth an extet. X f i eed under the di.rectiqgn of said . i

i nterface pr'b@b?giﬁw%épghbegﬁﬁ%dsg@nﬁ? PGS 8&%&@3?%@#9# wihithis

i nterfat® denformationl WAKGWIpéméreniRgi & Iddkelp WidratorTETRE Xaf tﬁlHSéiiﬂgﬁpﬁﬂiot?\e
ata

executed by said interface processors in directing the exchange of

bet ween sai dciRRIRed,)iR s Guideshrane ispirediby the Guidedifoameapdlatdo preparatie

. said data I 6l . I f er_conpt.i si ng;
second i nt erear¥age AR R LEEAHY ChiolBeE R Tatey HiadE infbrBling Wit the

pr ocessor aerCh‘bpibogodeiﬁl?initb@ nth?'tﬁetqﬁinbhe FaB: ;Th%% ECB_rigfdrhVat@‘n is rﬂfségflf}ﬁl‘he
rocessors on sai d, sulhstra e nunber of, sai rocessors bei'n

gt | east . fi%,ﬁe 90 \R@Qﬁrﬁ@%ge&@nqe ®iHe rs. The format %f the Frame Co.ntgrol

20 information field of the Guided Frame is shown in Figure 6.
An explanation for the abbreviation at each bit position in Figure 6 follows:

resp/feq Response and Not Request indicator value. This field is used to

25 differentiate between request (unprocessed) and response Guided
Frames. "

0 request
1 response

30  ackinoack AcknowledgmentorNo Acknowledgment control value. This field is use
to control whether (ack) or not (noack) the GCH picocode acknowledges



! 54 2 6 F EB 2004 7 internal instruction nmenory fornmed on said substrate:

- and storing 8 instructions accessibly to said interface processors; 9
internal data nenory formed on said substrate and storing data passing 10
t hr ough sai dvdevieres accessibly to said interface processors; an éé @0
plurality of input/output ports formed on said substratge;. 12 a TRR0020395,
of said input/output ports connecting said3ternal 13 ﬁﬁ & FB20g4wi t h
external data nenory; 14 at |east two other of said input/output ports
exchanging data 15 pas¥ith&uided fgamenSuided fraoeesi tvatcaremotitoade exkesWRidged
network 16 under the dj ' +Sa1.d 1 c rocessors: 17 said
control point processo%ﬁgghggg%ﬁaﬁggwgéﬁiﬁ?’“ﬁ@%‘g Mand: that pedoinas apgads
" loading into said instQucti §o Aekmswledaaignicti ons to be executed by said
interface 19 processori in directing .the exchange of data between said data
exchange i nput/output 20 poAfcknawie M ow of data through said data
menory. 4 3. Apparatus according to Caim1l further conprising 2 a second
control point processor; 3 said interface device being operatively
connected t ceanydlaté saEdriganid th@ﬂckho%lé&g?ﬁéﬁﬁébnﬁ'ﬁﬂvﬁl%qWﬁ@gl {50[]%%2 to
poi nt processor; 5 a second interface device operatively . connectéd to
other of said control ECHRnWhetharetheoacknewlesiomenrtc ceqliested r(atk/AOROK = *1'b)

processor and havi ng: el u : a plurali of

i nterface p[)og:essozsl fc(?)?&ngé %ﬁgégﬁiigésér %ﬁ%;?hig)fﬂﬁbg“"&%fﬁ%med h:S been

processors being at | eaoicetsed; & ighbredwihenCa ik Aodd @ §'pf or med on

sai d su{bstrate and 'storing,11 instructjons accessibly to said Interface

processors; 12 interna dapécm_ @Qﬁcﬁﬂﬁg _wﬁegﬁf@r@gmmmgand storing
processors: Jand 14 o b ural | Ty oy eRgE RGN Sulacd FIANS ArBbEHIR S «

substrat e; , 15 at | east one of said input/output ports connecting said

i nt | 16 { _wWith t |, dat [ WO O1/ 16763 .
bCT) Uso0! 20 TEUEL 5o Medhts REhMIR A0 of Aekabindedas Al gonthyalue cThis field
ports exchangi ng data g fgisredivieer ﬂfé%\’él@ﬁ?m ﬁ@lﬁ%éé‘ﬁ@aﬂﬁvéfc'@'b%@g?gg géjd')ded

externa1l network 19 under the direction of said interface proces
sai d otifer control poiGfMpasg«ders nelegplete sycoessfuini d second i nterface

device 21 by l|loading igto sglg. A i | (v _instructions, . to be
~ execut ed byysai d intger ace pdr‘@%ééé%ﬁ'Qﬁﬂ%ﬁ%’%‘ﬁsdﬁaﬁ%@&%aﬁﬁgwoaaﬁ&e
# petween sai d data exchange Ammledgmdntaétémﬁhéddﬂdvélbéoffbgwgpétedata

a

t hrough said data mam){y. 1 4. q@\@par'at us according to one o ms 1

t hrough 3 wherein sai d contAgknQyyerge 2opho Guisied | Franesitbat rdoronet \commplete
said interface device and ig,ceR8EfR{IlVEh r throu ai
two ot her input/output ports. 1 5. Xppa'r¥2?8@%&%?%‘%8%@@‘@?%&%@9ﬂ‘e
throug04 further conpri si répluesof ackthoackianclearlpfaiedante vilb of 86Grsehss gilBte

- circuit elenents nounted o §ii i i} board device 3 conprise the
el enments recited in said o% %@é'ﬁé"& through 4. 1 6. Apparatus
according to Claim5 further conprising: a self routing swtching 2 fabric

devi ce operatm connected to said interface device and directing data 3
i nbound to HR ar atR of MR soRtiof valle: Thisvede ds tsed Itoveontriob ehethér the

G 'ai me 1 through 4 funar SERSEEREET Rthe o bigd BRHUAEN Y Thistbia Budbera

Clains 1 through 4 fur r co RousT ng,
in the2fousing; and 8whesl uesp/réy inf 11 i Wilerhutiicasti GuRRY Rratfub IR ef)

in said backplane; 9 an rejn cirguit elenents on one of said circult
board devi ces conpri sé'pﬁ‘ﬁ%w'i(ya (#EIQt 'l"e%écﬁ%‘a”'i éuﬁﬁcéﬁ@"@d&]f‘@t require the
through 4. 1 8. Appar dgesofaGTPrKARWare aekit i ' ) /eC L0
processor is formed 2 on said sem gond&%?ﬁﬁsﬁg%%rﬁle%ﬂwg %Ebwgﬁh@.
Appar atus according t® B m 7 wherein circuit el enents-on a second of said

circuit board devices conprise another set of the elenents recited in said
one of Clains 1 through 4. 10. A nethod conprising the steps of:

30 0 Down side processing

1 Up side processing



'storing in an.instruction menory instructions for the handling of data
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The addressing information contained in the Guided Frame identifies an

element within the Networking Processor's addressing scheme. The general form for

the Address Information field is shown in Figure 9.
30

The Interface device employs a 32 bit addressing scheme. This addressing
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device. These structures are either internal to the Processor or connected to

U& (
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U& (

interfaces under the control of the Processor. Some of these structures are accessed
by the Embedded Processor Complex (EPC) via an internal interface called the Web
5 Interface. The remainder of the structures are accessed via memory controller

interfaces. In all cases the general form of the address is shown in Figure 10.
The Network Controller is subdivided into major chip islands. Each island is
given a unique Island ID value. This 5 bit Island 1D value forms the 5 most significant
10 bits of the address for structures controlled by that chip island. The correspondence
between encoded Island ID value and the chip island name is shown in Figure 11. The
second portion of the Web address consists of the next most significant 23 bits. This
address field is segmented into a structure address portion and an element address
portion. The number of bits used for each segment may vary from island to island.
15 Some islands may contain only a few large structures while others may contain many
small structures. For that reason there is no fixed size for these address segments.
The structure address portion is used to address an array within the island while the
element address portion is used to address an element within the array. The
remaining portion of the address is to accommodate the Web Interface's 32 bit data
20  bus limitation. This 4 bit word address is used for selecting 32 bit segments of the
addressed element. This is necessary for moving structure elements wider than 32
bits across the Network Controller's Web Data Bus. Word address value ‘0'h refers
. to the 32 most significant bits of the structure element while sequential word address
values correspond to successively less significant segments of the strUcture element.
25 The word address portion of the address is not required for structures not accessed
via the Web Interface. For this reéson, the Up Data Store, Control Memor'ies,'and
Down Data Store make use of the entire 27 least significant bits of address to access
structure elements. Another exception to this format is the address for the SPM
Interface. In that case all 27 bits of address are used and no element is greater than

30 32 bits in width.
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10Z) - *B5 ** 9+dE: /N processing units, called GxH: The GxHs concurrently execute picocode that

is stored in a common Instruction Memory. Each GxH consist of a Processing Unit
core, called CLP, which contains a 3-stage pipeline, 16 GPRs and an ALU. Each GxH
also contains several coprocessors, like for example the Tree Search Engine.

10 Instruction Memory: 'Is loaded during initialization and contain the pico-code
for forwarding frames and managing the system.

A Dispatcher: Dequeues frame-addresses from the up and down dispatcher

queues After dequeue, the dispatcher pre-fetches part of the frame-header from the

15 up or down DataStore (DS) and stores this in an internal memory. As soon as a GxH

becomes idle, the Dispatcher passes the frame header with appropriate control

information, like the Code Instruction Address (ClA) to the GxH. The dispatcher also
handles timers and interrupts.

20 A Tree Search Memory (TSM) Arbiter: There are a number of shared internal

and external memory locations available to each GxH. Since this memory is shared

an arbiter is used to control access to the memory. The TSM can be accessed

directly by the picocode, which can for example be used to store aging tables in the
TSM. Also, the TSM will be accessed by the TSE during tree searches.

25 '

The Completion Unit (CU): The Completion Unit performs two functions. First,

it interfaces the N Processing Units to the UP and Dn EDS (Enqueue, Dequeue and

Schedule Island). The EDS performs the enqueue action: a frame address, together

with appropriate parameters called the FCBPage, is queued in either a transmission

30 queue, a discard queue, or a dispatcher queue. Second, the Completion Unit

guarantees frame sequence. Since it may happen that multiple GxHs are prodessing
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10s*10%& () “dr more registers. For dn-frames, the Classifier Hardware Assist determines the CIA,
depending on the frame header. For both up and dn frame dispatches, the Classifier
10 Hardware Assist generates a label that is used by the Completion Unit to maintain
frame sequence.

Up and dn DataStore Interface and arbiter: Each GxH has access to the up

and dn DataStore: read access is provided when reading “more Fish” and write access

15 is provided when writing back the contents of the FishPool to the DataStore. Since

there are N Processing Units, and only one of them at a time can access the up

DataStore and one at a time can access the dn DataStore, one arbiter for each
DataStore is required.

20 WEB Arbiter and WEBWatch interface: The WEB Arbiter arbitrates among the
GxHs for access to the WEB. All GxHs have access to the WEB, which allows
access all memory and registers functions in an Interface device. This allows any
GxH to modify or read all configuration areas. The WEB can be thought of as the
Interface device memory map. The WEBWatch interface provides access to the

25  entire WEB from outside the chip using 3 chip-lO pins.

Debug, Interrupts and -Single Step Contrbl: The WEB allows the GCH or
WEBWatch to control each GxH on the chip when necessary. For example, the WEB
can be used by the GCH or WEBWatch to single step instructions on a GxH.
30

An embedded general purpose processor, like a PowerPC.
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#10% & () - @¥10% ‘&éh (%t%egioc/eegil andler). The GCH has exactly the same hardware as a
' GDH. However, a guided frame can only be processed by the GCH. |t is
programmable on the WEB (CLP_Ena register) if the GCH is enabled to also process
10  dataframes (in which case it takes the role of a GDH). The GCH has additional
hardware compared to the GDH: hardware assist to perform tree inserts and deletes.
The GCH is used to execute guided-cell related picocode; perform chip and tree
management related picocode like aging and to exchange controt information with the
CP and/or another GCH. When there is no such task to perform the GCH will execute

16 frame 'f'orwarding related picocode, and in this case behaves exactly like a GDH.

GTH (General Tree Handler). The GTH has additional hardware assist to
perform tree inserts, tree deletes and rope management. The GTH will process

dataframes when there are no frames (containing tree management commands) inthe
20 GPQ. | |

GPH (General PowerPC Handler). The GPH has additional hardware as
coompared with the GDH and GTH. The GPH interfaces to the General Purpose
Processor through a Mailbox interface (i5).

25
The number of GxHs (ten) is a ‘best-guess”. Performance evaluation will
determine how much GxH are really required. The architecture and structure is
completely scaleable towards more GxH and the ohly limitation is the amount of
silicon area (which should then also include a larger arbiter and instruction memory).
30

Each GxH is structured as shown in Figure 12C. In addition to the CLP with
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The Tree Search Engine Coprocessor (TSE). The TSE perfor'r;ls searches in
the trees, and also interfaces to the Tree Search Memory (TSM).
10
Enqueue Coprocessor. Interfaces the Completion Unit Interface and contains
the FCBPage. This Coprocessor contains a 256-bit register with additional hardware
assist that the picocode must use to build the FCBPage, which contain the enqueue
parameters. Once the FCBPage is built, the picoprocessor can execute an enqueue

15 instruction, which causes this coprocessor to forward the FCBPage to the Completion
Unit.

WERB InterfaceCoprocessor. This coprocessor provides an interface to the

WEB Arbiter and allows reading and writing to/from the Interface device WEB.
20 '

Checksum Coprocessor. Generates checksums on frames stored in the
Fishpool (described hereinafter).

The Processing Units are shared between ingress processing and egress
25  processing. It is programmable how much bandwidth is reserved for ingress .
processing versus egress processing. In the current implementation, there are two
modes: 50/50 (i.e. ingress and egress get the same bandwidth) or 66/34 (i.e. ingress
gets twice as much bandwidth as egress);

30 Operation of the Processing Units is event-driven. That is, frame arrival is
treated as an event, as well as popping of a timer or an interrupt. The dispatcher
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When a frame arrives on the ingress side, and the number of recenved bytes
of this frame has exceeded a programmable threshold, the address of the frame-
10  control-block is written in a GQ.

When a complete frame has been re-aésembled on the egress side, the frame
address is written in a GQ. There are four types of GQ's (and for each type, Flgure
12B, there is an ingress version and a egress versuon)

15 _
GCQ: contains frames that must be processed by the GCH.
GTQ: contains frames that must be processed by the GTH.
20 GPQ: contains frames that must be processed by the GPH.

GDQ: contains frames that can be processed by any GDH (or GCH / GTH
when they are enabled to process dataframes). For the GDQ, there are multiple
- priorities, whereby frames enqueued in a higher priority GDQ will be processed before
25  frames enqueued in a lower priority queue.

‘Some Processing Units méy be specialized. In the current implementation,
there are four types of Processing Units (GxH) (see also Figure 12B):

30 GDH (General Data Handler). The GDHs are mainly used fdr forwarding
frames. '
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GTH (General Tree Handler). The GTH has additional hardware compared to
the GDH/GCH: hardware assist to perform tree inserts, tree deletes and rope
management. The GTH will process dataframes when there éfe no frames
(containing tree management commands) in the GPQ.

10 | |

GPH (General PowerPC Handler). The GPH has additional hardware
compared to the GDH/GTH. The GPH interfaces to the embedded PowerPC by
means of a mail-box interface.

15 In an actual implementation, the role of GCH, GTH and GPH can be
implemented on a single Processing Unit. For example one implementation could
have one Processing Unit for GCH and GPH. A similar comment holds for the GCQ,
GTQ and GPQ.

20 The purpose of the Datastore Coprocessor is:

To intefface to the Up DataStore, which contains frames that have been
received from the media, and the Down DataStore, which contains reassembled
frames received from the Prizma Atlantic switch system.

25

The Datastore Coprocessor also receives configuration information during the

_dispatch of a timer event or interrupt. ' ‘

The Datastore Coprocessor is able to calculate checksums on frames.
30

The Datastore Coprocessor cbntains a FishPool (thatcan hold 8 fish), a scratch
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or the Datastore: instead of readmg/wrltlng directly to a Datastore, a
larger amount of frame data is read from the Datastore into the Fishpool or a larger
amount of data is written from the Fishpool into the Datastore. The unit of transfer
is & Fish, which equals 16 Bytes.

The Fishpool can be seen as a memory that can contain 8 fishTthat is 8 words
of 128 bits each. In the CLP processor architecture the Fishpool is a register array
of 128 bytes. Each byte in the Fishpool has a 7-bit byte address (0 .. 127) and access
is on a 16-bit or 32-bit basis. Like all register arrays, the Fishpool has a circular
addressing scheme. That is, addressing a word (i.e. four bytes) starting at location
126 in the Fishpool returns bytes 126, 127, 0 and 1. Furthermore, from a Datastore
Coprocessor point of view, fish-locations in the Fishpool have a 3-bit fish-address.

Upon frame dispatch the first N fish of a frame are automatically copied in the
Fishpool by the Dispatcher. The value of N is programmable in the
PortConfigMemory. Typically, N equals four for up frame dispatch, 2 for down unicast
frame dispatch, 4 for down multicast frame dispatch and 0 for interrupts and timers.

The picocode can read more bytes from a frame, in which case the Datastore
Coprocessor automatically reads the frame data into the fishpool at the next fish
address, wrapping automatically to 0 when the boundary of the Fishpool has been
reached. Also, the picocode can read or write the up/down datastore at an absolute
address.

The WEB Coprocessor interfaces to the EPC WEB Arbiter. The EPC WEB
Arbiter Arbitrates among the ten GxH and the WEB Watch to become a master on the

Interface device WEB interface. This allows all GxH to read and write on the WEB,

The interface device memory complex provides storage facilities for the
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. counters and aging tables.

10 Figure 13 shows a more detailed block diagram of the memory complex. The
‘tree-search memory (TSM) arbiter provides the communication link between the
Embedded Processors (GxH) and the memories. The memories include 5 on-chip
"SRAMSs, 1 off-chip SRAM, and 7 off-chip DRAMS. The TSM Arbiter includes ten
Request Control Units (each one connected to one of the Embedded Processor GxH)

15 and 13 memory arbiter units, one for each memory. A bus structure interconnects the
Request Control Units and the arbiter units in such a way that each control unit and
its connected GxH have access to all memories.

The control unit includes necessary hardware to steer data between the
20 Embedded Processor (GxH) and the arbiters.

The SRAM arbiter units, among other things, manage the flow of data between
the Embedded Processor GxH and the on-chip and off-chip SRAMs.

25 The DRAM Arbiter Units, among other things, manages the flow of data
between the Embedded Processor (GxH) and the off-chip DRAM devices.

Each Memory Arbiter contains a “back-door” aécess, which is typically used by
other parts of the chip and has highest access priority.
30

The DRAM Memories can run in two modes of operation:
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Non-TDM-mode. Memory access to the four banks in the DDRAM can

10 be a combination of read and write, which must follow some specified
rules. Forexample, one can do a read in bank A and a write in bank C
within an access window.

The TSM Arbiter allows N ‘Requesters simultaneous access to M
15 memories. When multiple Requesters want to access the same
memory, a round-robin arbitration is performed.

The M memories can have different properties. In our current
implementation, there are three memory types: internal SRAM, external
20 SRAM and external DDRAM.

The M memories and N Requesters are homogeneous: any Requester
can access any memory.

25 Some memories are logically divided into multiple sub-memories (like
four banks in the DDRAM), which can be logically accessed
simultaneously.

Part of the M memories are used for control memories containing
30 internally used data structures, which have a high priority access
compared to the picoprocessors. This also allows debugging of the



L #10%g8: () - #109%g& ()-! F"10% ()-y F"10%& ()-y 10 10

10S7- #10%&' () - "} &dE~_ @

10MH10%9& (WoBhoksfPe& () - f #109%g& () - #109%g& () - 0%g& () - SHIQUBE ()= o
&yl dE~_@

10M#z#10%& () -!*10%& () - 3#10%& () - GR@&1E%g& () - 3910%@&n( o9& ()--2d
E~_@10MBg#10%g& ()- 11 109%9& ()- ?&5 #Eﬁ%[ﬂ
- @. 10%& ()-' #10%& ():th&Tt&BOf?@&b(c):pﬂbﬁHE%@@é can reb@the contents of 2he control
10M 33"109% S| S& ()-33"10% ()- 10g 10g 10g8g#10%& ()- @6@&I0%& ()
4g#10%& () - C(paBb@ 1OMMe@Bor ()-, T#10%& ()-yg 10%& ()- !6%0%& ()-
2#10% ()- g#10%& ()- "<b@ 10M *° +10%{&' ()-!
+109& ()- " 9%0%&' ()-, 910%& ()-, T#10%&' ()-!" YWd0%@a& ()- M?BaBb@ 10M @@
109%& ()-1. 10%&: ()- @ #Toesarbjter @(?p@liﬂqff%o\ﬂ zao%\eﬁiflﬂ% btcess and read-add-write,
| Oyf &&1Q96 f & () -: 4567Cr 10MLOY%
1&1 \ ! H68-ﬁ0%\& () - S4- #Wg‘%ettbja'sgbgjwzi@g%l)'s addagtodire cpntegis pf the/memory in an
10M z#10%&' () - z
109%' () - 3! X9A0%& () - @t?to%?dc(cﬁpew TYoxomx& () - F#10%: () - 3zaBdV7
10M % #10%&' ()-!sF" +10%8&' ( 0% F ~gYNC 10M 10 10 10@
0, 0, -r
%ﬁég;{&(g)o%}/g/ “(&) (0)- éo 4 ?% réss sch )me ls{le}ed to access the M memories, such that
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10
The concept of trees as used by the Tree Search Engine to store and retrieve
information. Retrieval, i.e., tree-searches and alsoinserts and deletes are done based
on a Key, which is a bit-pattern like, for example, a MAC source address, or the
concatenation of an IP source address and IP destination address. Information is
15 stored in a control block called Leaf, which contains at least the Key (as will be seen
later, the stored bit pattern is actually the hashed Key). A leaf can also contain
additional information, like aging information, or user information, which can for

example be forwarding information like target blade and target port numbers.

20 There are tree types (FM, LPM and SMT) and associated tree type searches,
namely: fixed match, software managed tree and largest prefix match. An optional
additional criterium for checking the leaf during a tree search is the VectorMask.
Roping, aging and a latch are used to increase search performance.

25 The search algorithm for FM trees is shown in Figure 14. The search algorithm
operates on input parameters, which include the Key, performs a hash on the Key,
accésses a Direct Table (DT), Walks the tree through Pattern Search Control Blocks
(PSCBs) and ends up at a Leaf (Figure 14). There are three types of trees, each with
its own search algorithm, which causes the tree-walk to occur according to different

30 rules. Forexample, for Fixed Match (FM) trees, the datastructure is a Patricia Tree.
When a Leaf has been found, this Leaf is the only possible candidate that can match
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cases.
10 The input to a search operation consists of the following parameters:
Key (128 bits). The Key must be buiit using special picocode instructions
prior to the search (or insert/delete). There is only one Key register.
However, after the tree search has started, the Key register can be used
15 by the picocode_ to build the key for the next search, concurrently with

the TSE performing the search. This is because the TSE bashes the
Key and stores the result in an internal HashedKey register (thus, in
reality, there are 2 Key registers).

20 KeylLength (7 bits). This register contains the length of the Key in bits. It is
automatically updated by hardware du'ring building of the Key.

LUDeflndex (8 bits). This is an index into the LUDefT able, which contains a full
definition of the tree in which the search occurs. The LUDefT able is
25 described in detail later:

TSRNr (1 bit). The search results can be stored either in Tree Search Resuit
Area 0 (TSRO) or TSR1. This is specified by TSRNr. While the TSE is

searching, the picocode can access the other TSR to analyze the results
30 , of a previous search.
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The input Key will be hashed into a HashedKey, as shown in Figure 14. There
are six fixed hash aigorithms available (one “algorithm” performs no hash function).
It is specified in the LUDefTable which aigorithm will be used. A programmable hash
function may be used to add flexibility.

10
The output of the hash function is always a 128-bit number, which has the
property that there is a one-to-one correspondence between the original input Key and
the output of the hash function. As will be explained below, this property minimizes
the depth of the tree that starts after the Direct Table.
15

If colors are enabled for the tree, which is the case in the example of Figure 14,
the 16-bit color register is inserted in the 128-bit hash function output. The insertion
occurs directly after the Direct Table. I.e., if the Direct Table contains 2" entries, then
the 16-bit color value is inserted at bit position N, as shown in the figure. The output

20 of the hash function, together with the inserted color value (when enabled), is stored
in the HashedKey register.

The hash function is defined such that most entropy in its output resides in the
highest bits. The N highest bits of the HashedKey register are used to calculate an
25  index into the Direct Table (DT).

The search starts with an access into the Direct Table: a DTEntry is read from

the direct table. The address used to read the DTEntry is calculated from the N
highest bits of the HashedKey, as well as on tree-properties as defined in the

30  LUDefTable. This is explained in detail below. The DTEntry can be seen as the root
of atree. The particular tree datastructure that is used depends on the tree-type. At
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this point it suffices to say that a Patricia Tree datastructure i is used for FM trees, and
extensions to Patricia Trees for LPM and SMT trees.

An example of the use of an 8 entry DT is shown in Figure 15. It can be seen
that the search time (i.e., the number of PSCBs that must be accessed) can be
reduced by using a DT. Thus, by i mcreasmg the DT size, a trade off can be made
between memory usage and search performance.

As can be seen from Figure 15, a DTEntry can contain the following
information:

Empty. There are no Leafs attached to this DTEntry.

A pointer to a Leaf. There is a single Leaf attached to this DTEntry.
A pointer to a PSCB.. There are more than one Leafs attached to this
DTEntry. The DTEntry defines the root of a tree.

The Search Algorithm for asoftware managed tree and algorithm for generating
the tree is set forth in US Patent Application Serial No. 09/312,148.

An algorithm termed “Choice Bit Algorithm” uses a certain metric to build a
binary search tree based upon bits selected from items termed “rules” in a set or
universe of rules. All our examples are couched in terms of Internet Protocol (IP)
headers, but a fixed format header of any type could be used instead.

In IP, each Rule pertains to certain Keys which might be built with the following
subsections: Source Address (SA), Destination Address (DA), Source Port (SP),
Destination Port (DP), and Protocol (P). These data are respectively 32, 32,16, 16,
and 8 bits long and so a Key to be tested consists of 104 bits. The Choice Bit
Algorithm finds certain of the 104 bits which are especially useful. Testing the few bits
in effect eliminates all but one or all but a few rules from possible application. For
some rules, testing inequalities by means of simple compare operations are also
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~appropriate. The bit tests and compares are logically organized in a binary tree. The

tree is mapped into a hardware enabled structure that tests bits at high speeds. Such
testing results in just one rule or a small number of rules (called a leaf chain) which
the Key might fit. In the former case, the Key is then tested in full by the rule. In the
latter case, the Key is then tested in a lattice of tests using compares and full rule
tests.

Each rule in the rule set is associated with an action which is taken if the rule
is the highest priority rule which fits the key. Rules can intersect (one key fits two or
more rules). In that case, rules can be given priority numbers 1, 2, 3, ..., so thatany
two intersecting rules have different priorities (an administrator must declare which
rule dominates if a key fits two or more). Thus if more than one rule remains to be
tested after the bit tests and compares, the rules are tested in order of priority. A
lower priority number designates a rule with higher priority.

If no fit is found at all, some default provision may be specified.

The search algorithm for the longest Prefix Matching method is set forth in US
Patent 5,787,430. The method requires entering at a node of said database (root
node); determining a search path from one node to another through said tree-like
database by successively processing segments of said search argument which
comprise only those parts of the entries which are necessary to identify the next (child)
node, and said second link information until said segments are consumed or a (leaf)
node lacking said second link information is reached; comparing with said search
argument an entry stored in the node at which said search path ended: and if no at
least partial match between the search argument and said entry is found in said
current node, backtracking said search path by processing said first link information
of said current node; and repeating the previous two steps until said at least partial
match is found or said root node is reached.

Figure 16 shows an embodiment of the main switching fabric device.
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Sl 3" 1098+& (Dateofraid-the sedial link is converted into parallel data which is delivered to switching
10  fabricdevice. Likewise, parallel data from switching fabric device is converted to serial
data which is delivered to the serial links. The serial links can be aggregated to

increase throughput.

Still referring to Figure 16, the switching system includes switch fabric 11, input
15 switch adapters 13 (13-1. . .13-k) which are connected to the switch fabric input ports
15 (15-1. . .15-k), and output switch adapters 17 (17-1. . .17-p) which are connected to

the switch fabric at output ports 19 (19-1. . .19-p). '

Incoming and outgoing transmission links 21 (21-1. . .21-q) and 23 (23-I. . .23-r)

20  are connected to the switch system by line (link) adapters 25 (25-I. . . 25-q) and 27

(27-1. . . 27-r), respectively. The transmission links carry circuit switched or packet

switched traffic from and to attached units such as work stations, telephone sets.'orthe

like (links designated WS), from and to local area networks (links designated LAN),

from or to Intégrated Services Digital Network facilities (links designated ISDN), or

25 from and to any other communication systems. Furthermore, processors may be

attached directly to switch adapters 13 and 17. The line adapters (LA) and switch
adapters (SA) have a common interface.

At the input switch adapters, various services from packet switched and circuit
30  switched interfaces are collected and converted into uniform minipackets (having one

of several possible fixed lengths), with a header containing routing information
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§ f’/g% &? & )ori |§ysuch that minipackets can be routed simultaneously internally without any
conflicts.

10 The heart of the switching system is the switch fabric. Two different

implementations are considered and will be described separately. In one
implementation, the switch fabric comprises a self-routing binary tree for each input
port, connecting the respective input port to all output ports; the switch fabric
comprises K such trees in combination (if k input ports are provided). in the other

15 implementation, a bus structure with an output RAM is provided as a slice for each
output port, connecting all input ports to the respective output portﬁ the switch fabric
.comprises p such slices in combination (if p output ports are provided).

DASL is described in United States Application Serial Number 09/330,968, filed
20 11June 1999. The DASL Interface receives data from a parallel interface such as a
CMOS ASIC, partitions the bits from the parallel interface into a smaller number of
parallel bit streams. The smaller number of parallel bit streams are then converted
into a high speed serial stream, which is transported via a transmission medium to the
receiver of the other module. A differential driver with control impedance drives the

25  serial bit stream of data into the transmission media.

DASL implements the method of parsing a data stream presented as N bits in

parallel into a plurality of portions each having n bits,l wherein n is a fraction of N:
serializing each n bit portion of the data stream: transferring each serialized portion

30  over a corresponding one of a plurality of paralle! channels: and deserializing each
transferred portion of the data stream to restore the data stream to presentation as N
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S10% & () o of said processors berng at least five;
rnternal mstructron memory formed on sard substrate and storrng
| lnstructrons accessrbly to said rnterface processors;
'rnternal data memory formed on sard substrate and stonng data passing
"through sard devrce accessrbly to sard mterface processors; and
- a plurality of mput/output ports formed on said substrate
at least one. of said lnput/output ports connecting said internal
data memory with external data memory,
at least two other of said rnput/output ports exchangmg data
passrng through the mterface device with an external network at
medra speed under the direction of said mterface processors; -
sard control pornt processor cooperating with said interface device by Ioadmg
_lnto said mstructron memory rnstructrons to be executed by said interface processors - |
in drrectrng the exchange of data between said data exchange mput/output ports and
the flow of data through said data memory

2. Apparatus accordrng fo. Clalm 1 further comprrsrng

. a second rnterface devrce operatlvely connected to sard control point processor '
and havrng |

a semrconductor substrate

- a pluralrty of interface processors formed on said substrate, the number
of sard processors belng at least frve
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ports and the flow of data through said data memory.

1 3. Apparatus according to Claim 1 further comprising
2 a second control point processor;
3 said interface device being operatively connected to one of said control point
4 processor and said second control point processor;
5 a second interface device operatively connected to the other of said control
6 point processor and said second control point processor and having:
7 a semiconductor substrate; |
8 a plurality of interface processors formed on said substrate, the number
9 of said processors being at least five; |
10 internal instruction memory formed on said substrate and storing
1 instructions accessibly to said interface processors;
12 internal data memory formed on said substrate and storing data passing
13 through said device accessibly to said interface processors; and
14 a plurality of input/output ports formed on said substfate;
15 at least one of said input/output ports connecting said internal
16 data memory with external data memory;
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3 inbound to the apparatus from identifiable addresses to flow outbound from the
4 apparatus to identified addresses.
5 7. Apparatus according to one of Claims 1 through 4 further comprising:
6 a housing;
7 a backplane mounted in the housing; and
8 a plurality of printed circuit board devices mounted in said backplane;
9 and wherein circuit elements on one of said circuit board devices comprise the
10 elements recited in said one of Claims 1 through 4.
8. Apparatus according to Claim 7 wherein said control point processor is formed

2 on said semiconductor substrate.
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9. Apparatus according to Claim 7 wherein circuit elements on a second of said circuit

board devices comprise another set of the elements recited in said one of Claims 1 through 4.

10. A method comprising the steps of:

storing in an instruction memory instructions for the handling of data transiting an
interface device;

executing in a plurality of interface processors the instructions stored in the
instruction memory;

receiving a data flow inbound through an input port at media speed;

communicating the data flow through the plurality of interface processors; and

directing the data flow outbound through an output port at media speed in

accordance with the execution of the instructions by the interface processors.

11, A method according to Claim 10 further comprising parsing the data flow into a
plurality of portions, storing selected portions of the parsed data flow in data memory, and
directing other selected portions of the parsed data flow to a switching fabric for

determination of an outbound direction.

12, A method according to Claim 11 further comprising recombining the stored and
other selected portions of the data flow prior to direction of the data flow outbound through

an output port.

13. A method according to Claim 10 wherein the step of communicating the data flow
through the plurality of interface processors comprises parsing the data flow into portions and
distributing the parsed portions among the plurality of interface processors for handling in

parallel.



