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Background
20 The use of wireless networking continues to grow at a rapid pace. Wireless

networks are attractive for a number of reasons. They are convenient, they allow
flexibility and roaming, and can support dynamic environments. Furthermore, they are
relatively easy to install when compared with their wired counterparts. In some cases, for
C example in older buildings, they may be cheaper to deploy. An entire network can be put
25  together in 2 matter of hours rather than days with no need for wiring or rewiring. In many
scenarios, wireless networks can have a lower cost of ownership than their wired
counterparts despite the cheaper cost of wired LAN cards,
A further trend in computing has been an increased use of security mechanisms to
prevent unauthorized or malicious use of personal and corporate computer resources. For
30 example, many companies and individuals have installed “firewalls” to protect systems
inside the firewall from unauthorized access. As is known in the art, firewalls can be

implemented in both hardware and software, or a combination of both. Firewalls are
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1 WD 2004/ 057822 PCTI US2003/ 040960 frequently used to prevent unauthorized
I nternet users from accessing private networks connected to the Internet,
especially intranets. Al nmessages entering or |eaving the intranet
typically I h the firewall, which exam nes eac bl ocks
t hose that pﬁgszﬂ%‘%%gt the specified security criteria. r}mﬁ@%?@?gml S
are useful tools to increase network security, they pose problens for
wirel ess users outside of the firewall that have legitimte needs to access
systens i frequesily ised fo prevemt imauBecized Injermet o apdeedingprivhtdnetworkewal | s

often use | F addyess an depend on IPSec to aid in defermning if a
networlli da?%nﬁé?d’@?h%% %w%me?'@gmagﬁs@t@SQV&m%gr{ unat el y,
in the casmuaﬁetwpﬁﬁhﬁﬁssmﬁ%meﬁ&mbwh@heﬁﬂﬁh&éaaxaﬂ&agé&dwodmy zgagge

frequently as the user roans fromone wireless network to another.

resul t, thtosedbehdompt meetitbmspseifiedseguritypgicels. nust be re- establ i shed every
time the user W@Hﬂ%&a@% ?ﬁ%gﬁﬂogﬁwﬁ%%em@r&fé&%@?%ipﬁ&%@h?ecur' ty

mechani Sns to a new n connectl on can be CoS ernms of CPU
cycl es andforwitelees wersamesitict ofithee fidewalli that hdve fegitimate\addds tooaccesssgstersecur e

tion,t tabljshed. 15 In vi t th i
need 1 n ¢ nissipiitGrv R SEHaY rieres dumlemepied vy ffeapipaBeri b sikepesnd” | °
Drawi ngs Flpend éh IFSed tdPdi@ i drAfitiAE 'a bWk adth Efbéet shyRldDRalISwEd thidgh Vi ew of

an exenplary 20 enbodi nent of the invention; 1B is a bl ock di"agram
i |l ustrati thy faevall tlénfortenataly, dy thewrasof afireless systems,amphite nodg'sdP pddrgssenbodi nent

of the hnv Welgl ' I ' | ' y m | evel
overvi é\t/)v oﬁﬂgc@%ﬁ Eg&egpfgér %g?f%é%éx@n]%%%%l%égﬁﬁgﬁ%ﬁﬁeﬁeﬁé %vent ion; 25
FI G 1D i sresulhltiscdecutitp greahanidnh, e, iB8ec,mushbs sesdstablished everg tierethewsenf a stil |
further alternative exenp]ary enbodi npent the invention; FIG 2A.is a
ogoram || BRI Mg OB e ol sra o metiatpine o phey peork
cOMponent s carinegibn@4E BP Labkly, W RCten® Y CPU dyoRs hilVinthd ElRpses tifld@¥ userhds| G | A;
FIG 2B is a diagramillustrating communi cati ons between network | ayers of

conponent s 'BYRILPT aRew e heRIMcEionte hptstablishetihodi ment of the invention as
shown hg FIG 1ﬁi;view of the above problems, there is a need in the art for the present invention.

Brief Description Of The Drawings
FIG. 1A is ablock diagram illustrating a system level overview of an exemplary

20 embodiment of the invention;
FIG. 1B is a block diagram illustrating a system level overview of an alternative
exemplary embodiment of the invention;
FIG. 1C is a block diagram illustrating a system level overview of a further alternative
C exemplary embodiment of the invention;
25 FIG. 1D is a block diagram illustrating a system level overview of a still further alternative
exemplary embodiment of the invention;
FIG. 2A is a diagram illustrating communications between network layers of the
components of an exemplary embodiment of the inventjon as shown in FIG. 1A;
FIG. 2B is a diagram illustrating communications between network layers of components
30 of an alternative exemplary embodiment of the invention as shown in FIG. 1B;
FIG. 2C is a diagram illustrating communications between network layers of components
of a further alternative exemplary embodiment of the invention as shown in FIG,
1C;



FIG 2Cis a diagramillustrating communi cati ons between network | ayers of
conponents of a further alternative exenplary enbodi nent of the invention
as shown in FIG 1C, 2 WD 2004/057822 PCT/ US2003/040960 FIG 2Dis a
diagramill | conmuni cat i ons between network |ay nents of
a still fur‘yﬁgéo%#’{ggzr native exenpl ary enbodi nent of theq)ircﬁ\[/l%% oIS/g{]IB@S shown
in FIG 1D, FIG 3 is a flowhart illustrating a nethod for establishing
secured network 5 communications for a nobile node; and FIGs. 4A and 4B are
f 1 owchar t FIGl 2Id star disgravg iHnstretiioebnamerdeatiombetveca metwdb thyerrif cohipdriants

I nvention for roquti et wor k .packets to nmobi | e.nqde t.hrough a.firewall
according to aﬁ?%%gﬂ’inﬁﬁr 68%”119?1@‘61”&?@%?111@#@%0%8?% o ¥Bt} on In the
fol |l ow ng det aFi@disiescription of exenplary enbodi ments of the invention, C
reference is made to_the acconpanying drawi ngs that forma part hereof, and

i n whi ch iHG. 3 aitevohatdinsating 4 methedfor esiabligluing securedyoetiyarlir y enbodi ments in
whi ch the inventl : l1C, These enbodi nents are described in
sufficisgnt det EH éo enoéléﬁ%ﬁelﬁgélge%og?’l %d in the art to practice the

i nvent i on,FIGRJA 4ndi4B dre flowchartidthstrating ¢ thethodadeardirgtb adiembodimentyf thde

utilized and that lLogjical, nechanical, electrjcal and other changes may be
e i thout  ABISEHGH G R iBARemar gk Gra mahilegode BitneaiareRbn. The

fol I owi ng det aigbdydifeflanl dMitodiindn® of th iReMicAr €, not to be taken in a limting
sense. 20 In the Figures, the sane reference nunber is used throughout to

refer to an identical conponent which appears in nmultiple Figures. Signals

and COﬂpections may be referre?gtgﬂay%!mﬁ ﬁE;Sre ref erence nunber or | abel,

and the actual neaning wll be use in the context of the
description. Further, the same base reference nunber (e.g. 120) is used in

the specificatio f.igyre en. genegi cal referri t he actions 25
p@char act eri s@g?woﬁngagﬁ%%w gﬂ? Pé%emel lod) ‘?1{'@.6&%# Vlcﬂmm'ldex
| /1 oducedreftYende is@Rde idthe RBEdMpahfing drakiils HMat FrmUSet WGT, ahd P Rbichiie
conponent am)n% the group of identical conponents perforns an action or has
a char act ethowniby way of illustration specific exemplary embodiments in which the invention may

15 bepracticed. These embodiments are described in sufficient detail to enable those skilled

in the art to practice the invention, and it is to be understood that other embodiments may

be utilized and that logical, mechanical, electrical and other changes may be made without
departing from the scope of the present invention. The following detailed description is,
therefore, not to be taken in a limiting sense.

20 In the Figures, the same reference number is used throughout to refer to an
identical component which appears in multiple Figures, Signals and connections may be
referred to by the same reference number or label, and the actual meaning will be clear
from its use in the context of the description, Further, the same base reference number

C (e.g. 120) is used in the specification and figures when generically referring to the actions

25  or characteristics of a group of identical components. A numeric index introduced by a
decimal point (e.g. 120.1) is used when a specific component among the group of identical
components performs an action or has a characteristic.

The detailed description is divided into multiple sections. In the first section the
hardware and software operating environment of different embodiments of the invention is

30  described. In the second section methods according to various embodiments of the

invention are described. In the final section, a conclusion is provided.



The detail ed description is divided into nultiple sections. In the first
section the hardware and software operating environnent of different

enbodi nents of the invention is 30 described. In the second section nethods
according to vari enbodi mrents of the invention are d ' t he
final secti%ﬂ,za(%wg%kg%l usion is provided. 3 WD 2004/ 057@{@@%%%31040960
Operating Environnment Figure 1A is a block diagramof a hardware and

sof tware operating environment 5 100 incorporating various enbodi nents of
the invention. The systens and nethods of the present invention nay be

' e. systemthat supports nobile networks.
Typi cal |y such hardwar e i ncl udesHEFSSrar—COMHY ters, server conputers,

mai nfrane conputers, |aptop conputers, portabl e handhel d conput ers,
personal digital assistants (PDAs) network enabl ed cellular tel ephones and

hybrids of the @@H&f&l@ﬁbhckémﬁnu@ﬁﬂw ndssofiw ato ARSERLAS SEYrapmeph o

gg\e/ﬁ'?tll 2 GSUe)%E temy&%ﬂﬁme&ggﬁtw%&ﬂ%rﬁogﬁég%gﬁﬁ@rel gn aget]:l['1301220rre

nmobi | e ngdpm&@ﬂmvemmmdmheq:mdidjﬁmm&dwmw s:fﬁtwmjtrdtemﬂ&lt Isup"phrks 30; t war e
conmponent s_runni ng in i Nng_envi rqnnent are i ca read from a
nmachi ne- reg’d’ﬁﬁ‘?‘étﬁg& 3! Bﬁf qﬂ?ﬁ@? “@W?@Pwe@é?% ing system and
i nt er f aced cdrhpubers, indiffearid@n@iuk l@!(ﬁidbﬁi ufele I8indRé1g Borfipgbrsne- r eadabl e
medi a i ncl u((i:ilgp hard di sks, n@)ﬁ 5 P E%J\%& VD- ROMs.  Furt her

machi ne r e Aersenabdigisalinssistanty @ape‘ssgm”eﬂcenaﬂedmnuar@@hgngw@mmmted over

Sor e} " KRGy DR Bt ol RS GHR P Bltsr NEGS I ipmlin o1

W ndows XP(0( inblydéd mnemhmn@uoqlmtw; hame agenliH2esecuritygaiewag 404, mob_ﬂeM| on is 20

%oh: ot 2 10 YR iheait 130 Rl ool oo ot e lod P ol BRI RS ) £y om
n Inc. masdfmwcdﬁﬁpoha&s rddfin i3 6 obéx@ﬂ?nb SRNaoRh M ArslypiceilPread omeal | Ul ar

tel ephone operatl n ystems I n sqonme, enbod] nents of the invention, operating

envi r onmenftagkjpe wedia endamysder theeaniral ofAnioperatingsysteah apditardcsdode 120
and a ggrr %ﬁt@u‘%ﬁ\éjédﬁ%n@g gﬁtén%?%:rcﬁéwplé@@sﬁ& rﬂﬁﬂme-]rr@'%aﬂﬁhéﬁa fABMadRRY hﬁgo nput i ng

devi ce supportin ess comuni cat 1 ons. npl es of

such devi cdoppinditksgEDIREMs DV DROMsr Furtheaodobing-readable media includes wired

and wireless signals transmitted over a network. Examples of operating systems include
Windows® 95, Windows 98%, Windows Me®, Windows CE®, Windows® NT, Windows
2000%, and Windows XP® by Microsoft Corporation. However, the present invention is
20  not limited to any particular operating system, and in alternative embodiments the
software components may operate within the Palm OS® from Palm Inc,, variants of the

UNIX and Linux operating systems and cellular telephone operating systems.
In some embodiments of the invention, operating environment 100 supports
C network communications between mobile node 120 and a corresponding node 110.

25 Mobile node 120 may be any mobile computing device supporting wired and/or wireless
network communications. Examples of such devices include laptop computers, handheld
computers, personal digital assistants and network enabled cellular telephones. The
invention is not limited to any particular mobile computing device for mobile node 120.

Mobile node 120 typically is assigned a home network 114 and will have a

30 permanent home network address assigned to it. Home network 114 may be any type of
network; typically home network 114 will be a private network such as a corporate
network or a campus network. However, the present invention is not limited to any

particular type of home network 114. Corresponding node 110 may be any type of
4



conputers, personal digital assistants and network enabl ed cel |l ul ar

t el ephones. The invention is not limted to any particular nobile conputing
device for nobile node 120. Mbile node 120 typically is assigned a hone
network 114 have a 30 pernmanent hone network a ed to
It. Home neW&gﬁ%m%%ﬁznay be any type of network; typlcgﬁﬁﬁﬁ d@@ﬁ%e work 114
wll be a private network such as a corporate network or a canpus network.
However, the present invention is not limted to any particular type of

hone net woridtwdrk4tiached deddeonst oigerbenks ot deiveyduta /Yorh Wobile hodk M0, 20041057822
PCT/ US2003/ 040960 network att ached devi ce that _either sends or_receives

data tof f r BFNABS R SEVESARPRIED & eARytes, Reenal comptst reiter, handhslda e
conput er, g@m celR e et‘bo%@Preséh@ﬁﬁQ;ﬁioﬂus ndt 3Rkt o ﬁg%mﬁ&tdﬂ%g phone

etc. The pres i'nvention is not fimted to any particu type
cor r espondéfrgrresperding aoded 10n sone enbodi ments of the invention, hone agent

112 andforelg etwork npdes th I tate Ll e network
comuni cat i ons '}gg%ﬁg&ﬂ%&ﬁﬁnﬁ?tgoﬁﬁ C SP‘b%‘n@%me ?Iﬁeflﬁht%@%ﬁ{]?@ 228‘33220,
ang{ or hRng&%aélg neﬂagg%mﬁhtweaﬁdbﬂp mmﬁpdonﬁm&dﬁb%%gbﬁnummab ﬁaﬁ%eons ]

publ i she iQ ugust respectlv y_by the
Mobi | e |PW§M&'= pké&gﬁ‘é t%{%éﬁ@ ‘H%@He@ negtacoliy %{‘FE'TF) Home

10 agent 1 Sﬁﬁﬁa 1@9&%’0

di recting %ﬁmﬁ?iﬁﬁ? %ﬁﬁuﬁmhﬁgbﬁ%ldéerqgg%q Oﬁgg’?‘ghﬁgﬁsébquo S flocat ed

out si de of thedobiile AR Wauking Grovpoof theelntemest Engindeeing Ttk FecmBEFL Hothe connect ed
on foreign ne rk 130. Forei 0 y. e of, red or

v or 020 natb IR o' o8l sE e iy Slbtot of e MR R0 RE e B! oot e
Internet. HobildncieNR0 WABPMOBRHiGICA0 id16catetRBIdcT its Home sifet, Ifer node 120. 2
noves into a new network 130, nobile node 120.2 re |sters W th fareign

agant 122.°© &h%ﬁ'ehlée nogls 120 jsfopnsotsd o fanstes ngtwork 4361 ForeignaptvoBkidr ess t o
tW 1mobi | ey .g;t dres?edro?%fb%sﬁét»‘?&'kt iPso ﬂ&lﬂ&ﬂ@fé@ rmng a home

agent of the care o The home agent can choose to h nor the
request andctwerkd§0anman$m<ﬂwlatbgmhent back to the rmbl | e node through the 20

foreig agent t agent. o rds ne S de ined to the
nobi | e ode toﬂ:'tq’ﬁgl ﬁB’gf"ﬁ} gd)g er}nYeH 8&’5515}?% H%B?% ‘feﬁ? ﬁﬂe‘t’orei gn
agent 122. nfiabrkel30, thebitd iide 120.2 registers with foreign agent 122. Foreign agent 122

typically grants a care-of network address to the mobile node and relays a request from the

mobile node informing a home agent of the care-of address. The home agent can choose
to honor the request and sends an acknowledgement back to the mobile node through the
20 foreign agent. Then the home agent forwards network packets destined to the mobile node
to the mobile node in the foreign network 130 through foreign agent 122. Not all foreign
networks 130 will have a foreign agent. In some embodiments of the invention, mobile
node 120.1 can act as its own foreign agent. In some embodiments, mobile node 120 uses
C DHCP (Dynamic Host Configuration Protocol) to acquire a care-of address to use on
25  foreign network 130.

Often private networks such as corporate and campus networks are protected in
order to prevent unauthorized access to computers and systems on the private network. In
some embodiments of the invention, home network 114 is protected by an inner firewall
106 and outer firewall 108. Firewalls 106 and 108 examine data packets and messages

30  and block those that do not meet specified security criteria. Inner and outer firewalls 106
and 108 form what is known in the art as a DMZ 160 (Demilitarized Zone). Typically, a
DMZ contains devices that are accessible to Internet traffic, such as Web (HTTP ) servers,

FTP servers, SMTP (e-mail) servers and DNS servers. While the use of inner and outer
5



networks 130 will have a foreign agent. In sone enbodi nents of the

I nvention, nobile node 120.1 can act as its own foreign agent. |In sone
enbodi ments, nobile node 120 uses DHCP (Dynam c¢ Host Confi guration
Protocol) to acquire a care-of address to use on 25 foreign network 130.

O ten privaywe 2ehosaiks such as corporate and canpus net Wokkgs:86:400t €Ct ed
in order to prevent unauthorized access to conputers and systens on the
private network. In sonme enbodi nments of the invention, honme network 114 is
protected hy an inner firewall 106 and outer firewall 108. Firewalls 106
and 108 exHiawals Wpeigblishadae i desinghle degasegerity Rerspecbivg, theeystemsiad do not

neet speci {j SIGHY 7 Inbefid : ' I 108

f or m what ?ise crlf?)vvn |ir?§r%i}1t§ﬁart gga%#ﬂ[e)lﬁ\gétltg%ﬁ t%ﬂﬁ%&é?ﬁﬁ%ﬁ%@%gu cally,
a DWVZ confizgwalis.devi ces that are accessible to Internet traffic, such as Wb
(HTTP) servers,, FTP servyers R (e-nal vers an .seryers. Wile
the use of innet”S8H§ eglﬁ?élpegfs\xgmﬁgd@&pggy?ﬁz i@r‘?‘tﬂé@%@%@g@%ﬂﬁ ¥FV33%I s to
establ i sh NebIdfk) gatethagil 04 khda MIP (Mebi yfmo&?/lwrvmcgﬁtemy 100 eaclitstbse s and
met hods of the invention are fully applicable to environnents with only one
firewal | ofhegeation ploVRINS between nodaeonsniatemabpatworkrand Redesppenioreign  DMVZ 160

containsa%@élr -Prj W (Mobi | e

| P) proxy f .]{%H{]égijfta}ee\}\%ﬁ%ﬁflggi I t'at gs?se%ﬁéﬁ%&%&%?a@Bﬁg et ween
nodes on amfiasinetural AmetawmpidofaridM prbésobis IR Séaurity @PSecheHewreterstheh as f orei gn
network 130. A VPN is.a secure network |J over.a public 1P

i nfrast r ucPIFFET “}Z{ﬁnt&PdfT{’ﬂ?tgm&Fe%&‘)ﬁﬁ%‘hﬁ%@gﬁ’fq\{%‘:ﬂ-p Security (IPSec).
Howevenng the pHEBgdkyil0Y SdiHdsQR ah ntétfiedialy Betvisinhone aga{ttmguixcaforé{gl\l protocol .
10 M P proxy 102 serves as an internediary between hone agent 112 and

foreign ademt12%dn sprge shedimepis of the inventenn, MR proxyd R inels 25 AfWTQeRlsxy 102 acts
as a surrogghe a%éﬁﬁﬁea A nole l%gﬁ&’ Hﬁ@ﬁ%é&n&a&)ﬁﬂ@n '3 a BOmE aééftrt rogat e

il e node to one agent C ry enbodi nent | ustrated
i ™F1 G | Al 1A the exemnpladp embodimentriBwstiatgd inFIG ha, MEPFproxyrhdd iemot asnifgN gat eway

104. In theseg enbodi nents r ox 02 acts .15.aS . a,.SMrro foreign
agent o VBREYIPBALYPRYS asniey sReve 10 e Bose mtndiencnts YR Ao 10268 crn
accor dilgg ta®awigfdgaldForeiphQgtriiBO VPN gateway 104,

FIG. 1B provides a block diagram of a system according to various embodiments

of the invention where MIP proxy 102 may be implemented on the same hardware and
software as VPN gateway 104. In these embodiments, the integrated MIP proxy/VPN
gateway computer includes a mobile node (MN) module 144 module that emulates a
20  mobile node for home agent 112, and a home agent (HA) module 142 that emulates a
home agent for mobile nodes 120 (or alternatively, foreign agent 122).
FIG. 1C provides a block diagram of an alternative embodiment wherein MIP
proxy 102 functional components HA module 142 and MN / FA module 144may be
C implemented on different computers: the HA module 142 may be implemented in a WAN
25 side box, e.g. WAN router 123 outside of the outer layer firewall 108, and the MIN / FA
module 144 ﬁlay be implemented in a DMZ box 146 inside the outer layer firewall, and
there is a secure packet data tunnel connecting the HA module 142 with the MN / FA
module 144 across the outer layer firewall 108 , so the HA module can send and receive
packets from the MN / FA module. In other words, the HA module will send all received
30  Mobile IPv4 packets to MN / FA module for further processing, and the MN / FA module
will send all packets received from VPN gateway to the HA modules for further
processing. The secure packet data tunnel may be established at any layer in the network

stack, including the network layer, transport layer or application layer.
6



of the invention where MP proxy 102 maybe i npl enented on the same hardware
and software as VPN gateway 104. In these enbodinents, the integrated MP
proxy/ VPN gat eway conputer includes a nobile node (MN) nodul e 144 nodul e
that enul ates a 20 npbile node for hone agent 112, and a h nt  (HA)
modul e 142 YR HAtes a  hone agent for nobile nodes pﬂ&%‘?@?ﬂfog&
alternatively, foreign agent 122). FIG 1 C provides a bl ock diagram of an
alternative enbodi nrent wherein MP proxy 102 functional conponents HA
modul e 142 andFIWN 1D prévidegatiothet BldokagiapramGfiagpdieacdoeding o whroher ent

t : he, l.e 142 i | t I WAN = 25 si de box, . 0.
CoP ot eSS SP i et W ST O o o oo o0 Ao
nmodul e 144apmukeconiish&iiE hakkst BmBoddMéntd e ﬂﬁﬁ{;foﬂﬁ bSiBprides HA B lulk 22T

firewall, and there is a secure packet data tunnel connecting the HA nodul e

142 with tapéMiRmodyla 144riaplerentadiondiffornt computsts: &t theseyembodimenysm the HA8, so t he
HA nodul e . | . . th L e. ot her
wor da, 3t n@ e A BRRIGIE 1P OB ek BRR S kTRt O R
FA nodul e duter ldyar fitewall p08) and theMIN naodilet 14¢ nidi be implemeated én the/MEN send al |
packets received from VPN gate to the HA podules for further rocessi ng.
The secyrﬁ”gﬂ’&?’e?nd&gfralsc%‘??%@le%é%méﬁ‘%tﬂn@ﬁwla?%‘}nﬂtﬁﬁ&ﬁnﬂd fie network
stack, i NGLHhONMN HAJME a¥hE VPNAGREWaY AR08 BRI duter BieF fiftvafRB tHe@Al On | ayer. 6
WD 2004/ 057822 PCT/ US2003/ 040960 FI'G 1D provi dés anot her bl ock di agram of

a syst em geedwieriangendandaedebigpacketsdinmiheMN afoduleeln otherwards: theddAe M P proxy
102 be._| -] t hese
entboa e RO ETERF A1 Beifed M v BRASKTY e SATRRAGNS: el °2°

i mpl ement quioaessing, hfidthe VPN Gatewhewil sehd alt besyptaihiuokistatnthes HA mediléd\fdr nodul e
142 may be, i npl enented jn, a WAN side box, .e. royter 123 outsi.de of the
o  ay GHthat PERREIRIDE, dhSAina i SoqHee RAGKHSH B twir ey, SRPSA AR UE 1 ¢ ho
Cat eVRY netRBik stdeR!Bclhding tRSHek otk B, IrhrBaR Bfyef ¥ apphidkiBa laybr nnel
connecting the HA nodule wth the MN"nodul e at "t he N Gat eway across the

outer layer fi RelimingoFiChdArke operdtioncofdharsystemdicsmribed ebasiewdllmapidst s from t he
O s b i, B G Qo B i AR 2L
wi || send thé investion\ppévedidin theahathdds sedtion biélowo Wihen rhabiile node 120 registers on
a foreign network, in some embodiments it registers with MIP proxy 102. In addition, a
data traffic network tunnel is created between mobile node 120 and MIP proxy 102.
Mobile node 120 also creates an IPSec SA (Security Association) between the node’s
20  permanent home address and the VPN gateway 104, The SA may be created manually, or
it may be created using a key management protocol such as IKE (Internet Key Exchange).
The SA will then be applied to any network data destined to a node inside home network
114, such as corresponding node 110 by the mobile node. This may be accomplished by
C applying IPSec SA encapsulation prior to Mobile IP encapsulation by the mobile node.
25 In alternative embodiments of the invention, mobile node 120 registers witha
foreign agent 122, specifying MIP proxy 102 as a home agent. Foreign agent 122 then
interacts with MIP proxy 102 as if the MIP proxy were the real home agent for mobile
node 120,
After receiving a registration request from mobile node 120, in some embodiments
30  of the invention where the MIP proxy 102 is separate from the VPN gateway 104, the MIP
proxy 102 sends a registration request on behalf of the mobile node 120 that specifies the
MIP proxy as the care-of address for the mobile node 120. In addition, MIP proxy 102

begins intercepting packets destined for the mobile nodes permanent home network
7



further processing. Again, the secure packet data tunnel may be established
at any layer in the network stack, including the network |ayer, transport
| ayer or application layer. Returning to FIG 1A, the operation of the

syst em descgipbgshaneye W Il now be 15 described in gener ith
further details on the operation of various enbodi nents %T/ﬁ%ik@?%%ntion

provided in the nethods section bel ow. Wen nobile node 120 registers on a
foreign network, in some enmbodinents it registers with MP proxy 102. In
addi ti on, addressand tunngs thepacketsiorthe mabitesiode’s foreignagent bareof eddressifndte node 120

and MP pr, 102.. I le e 1 reates an | PSec SA (Security
Associ at i éﬁ#&f?e é%lgﬁwﬁgaﬁgg%%gféﬁﬁgﬁ&ﬁéﬁ? a??Bﬁe address and the VPN

Eat eway 104. Tb’&teﬁ!‘bcﬁﬁilngtﬂ@nﬁgﬁw IKreml:euahbhom@f(gen't gz*tﬁuddlmmﬁagsxsi _nlgI a
ey managenent protocol ,such a (I nterpet_ Key ange) . Wi
then be aﬁg&qe@&sﬁ@%°mﬂfs@%?§b é% ?‘é"ﬁ'eﬁB@Qd’FI@%ﬂd‘ﬂ‘% net wor k
114, such ' VBN 'lbﬁﬂ?}gﬂr ' %@% e
accomﬁ?sk@@%ﬁ%gg%%%& SA gﬁtggggbﬁtmieon ri orsetxgéi/g i epl P
encapsul atipitial dyg sefracatertsigistrationoaehehal® 6f VRN ghtewny 102 todooremgantid dlat of t he

I nvention, ) de 0 | St wih a forei 3[R 122 peci fyi ng
M P proxy SE%};E%S&S&H%S%O eelﬁ.?l?pliggfi%%s %ﬁ%ﬁ'oﬁ%ggoﬁ i n%%tf‘g@{ gﬁw th MP
proxy 102 Aferirdceivirgy thd Rgfsiratioh requicst frdie MI®ProxyAI0R, IR@esdgehiOr 14bidusitlle node 120.
After recei wg‘gxg?‘{egl stration reguest fromnobile node 120, in sone

enbodi mentMdIP drgss a3 g earerof addfess for YR enjpisay, | Q4 yin pdditipn, taghomer; o 1 om
the VPN gaiemay? s@dblisheemYbEec S Qi VERR R SRAS 08 aﬁ@%p‘gef) el 0o fruest on

behal f of the nobile node 120 that specifies the roxy as the care-of
addr ess f oetwarks paakiotsithat iidolercepts fromrrozgetiondiog nodgs pn howg petrerk 1 Heeiase

I ntercepti Q. | ned t L] e. e hoye twork 7
5004 o PBR B Td BRI B et b sl RE ki B0 RS o RS '
i | e nodie PSeo BAI itapsgiatidn 18 apylied priocidraayg Mobile TR encapsaulation eharisdippiediode may
be acting as ifﬁs‘go forei recej \in he re,%istration

i gn,_agent). After t
request, the h arpvi ignﬂﬁlgwopwémdﬁamww%%%@% PHREW ke - of

addr esgs of jpfieofRPYdrfoub Bfified #Psonl bt iiner iR e TRKnBoNVRER théOIP Brody P Pr oxy
102 is separate fromthe VPN %Iat eway 104, the MP proxy sends a one tine

initial anidaseeatecamputerisystem fioonVEN Gabswaly 106 Inemegabedinyentsp gachof thene agent
112 t hat major nodes such as mobile node 120, MIP proxy 102, VPN gateway 104, and home agent
112 have a network stack 220, 202, 204 and 212 respectively. The network stacks will
typically include a TCP/IP network stack 230, TCP/IP network stack 230 can be further
20  subdivided into sub-layers, a “normal” IP sub-layer 232, a security sub-layer 234, and a
mobile IP sub-layer 236. In some embodiments of the invention, security layer 234 is an
IPSec sub-layer. Note that not all nodes will require all sub-layers. Connections 240, 242,
244 and 248 illustrate the data communication between the various network layers,
C FIG. 2B provides an illustration of the data transmission between various network
25  layers of the various entities in an embodiment of the invention wherein the MIP proxy is
co-located with the VPN Gateway. Each of the major nodes such as mobile node 120, MIP
proxy + VPN gateway 104, and home agent 112 have a network stack 220, 204 and 212
respectively. Typically, this network stack will include a TCP/IP network stack 230.
TCP/IP network stack 230 can be further subdivided into sub-layers, a *“normal” IP sub-
30 layer 232, a security sub-layer 234, and a mobile IP sub-layer 236. In these embodiments
of the invention, security layer 234 is an TPSec sub-layer. Note that not all nodes will
require all sub-layers.

FIG. 2C provides an illustration of the data transmission between various network
8



specifies an address of the MP proxy 102 as the care-of address for VPN
gateway 104. After receiving the registration request fromMP proxy 102,
hone agent 114 binds the MP proxy address as the care-of address for VPN

gateway 104_ | i.fion, the hone 10 agent 112 establish n.IPSec SA with
VPN gat ewayw?&ﬁo@g@zgppl les the SAto all network packelf(grsnt’ﬁg?mi‘? 60

i ntercepts from correspondi ng nodes on honme network 114 that are destined
for permanent home network address of nobile node 120. In sonme enbodi nents,
V t he | PSdayeBfofdimcegnious attitiosin entmdiméneschftire invention svhgreMNAN/H A2mloBuleof apsul at i on

that is appljed. FIG.,2A provides an illustrati,o f the dat nsm ssi on
et ween Ay MILbraY swides Sy EiepiplrbmBiet stdGLin 18 il eneRey R

enbodi nentgad hefele HAMBSGUIOR coheated il WAIR réitérX Bablbothé Rt abfesGAEHO Ut er
system from VPN Gat ewa n sone enbodi nents, each of the nmajor nodes

_ y 104, |
such as noBmabdileaerde 1290the WANRaway 1335 VPN gatewan WaelIR proxy SRayMB 2 agent 112
have a qet ?% ' Y, twork stacks
wil | t?pi%@l?ﬁ?ﬁ%’g@lﬁ% %"’%%W‘%Qé% erEﬂZS%t, g@ﬁ&%%ﬁd’%@@ﬁg. rk stack 230
can be f urTypiall Ghis netdiovk steaxk vrilitincledets TCB/H metwork staok 230." TCRIB uétwiodkyer 232, a
security sub:| ayer 234, an .,mpbile |F sub;|ayeyr, .236. .1n me enbodi nents
of the | vk St b dyiged o ivart, 2 asabel SRt yEr 21 o that ot
al | nodes gabdrity 5@Adiére23a) dndaUholiRYR hib-laf236.C I tRER catbddindddis of thet4 and 248
illustrate the data conmuni cati on between the various network | ayers. FIG

2B provi deivestion,|spevsity lyerid4ds an Weeasubdayer.aNoteithal nohalbeadgewill teguiredly net wor k
25 laygfs Qi | b {1+E R b L \ f njfﬁ\gﬁ ' wher ei n
t he M@pr%&ﬁg' ’f@%&e@%@gﬁéﬁg&%@q .ﬂg%%wuﬁggﬂa%f heﬁr'fﬂa?lgr nodes
such as nobpresentedde cdit@ctidd 230 ip thexdjagrany/IAN ngéddehaye dnid4llusratedfbyiee agent 112

h tawork st 220,.. 20 d 2 tively. Typjcally, thi t wor k
cmok i 1| IR TG i G her el € ank 5% ghch ok dinepi otk Ser Hoablite. 30" can
b®f urt herig ,btsiiaysﬁmaoﬁmy@f@ubsdygmﬂl;smapé'ram&&hérdnﬁﬁéyb 30 layer 232, a

a NoDI

security sub-layer 234, and ¢ ile | P sub-layer, 236. In these enbodi nents
of the inventi dAG- Zderavidey an Hinstrationof the dats trapsspissian, betpgenyariopppEwptkat not

the dars t P asef ERAGE oftios a Rl B o syl V3 AN piihe 21 N ©F
PCT/ US200 3¢IUONIR Praxzy yeccsloodted With veer VRN Gateway andcthe HA mothddiofiteMIPof t he
| nvention :-%rf % co- ocFa'tAc‘ad%ﬂijsll ﬁfﬁil router. Bach of the major nodes such as mobile node 120,

the WAN Router 123, MIP+ VPN gateway 104, and home agent 112 have a network stack

220,223, 204 and 212 respectively, Typically, this network stack will include a TCP/IP

20  network stack 230. TCP/IP network stack 230 can be further subdivided into sub-layers, a
“normal” TP sub-layer 232, a security sub-layer 234, and a mobile IP sub-layer 236. In
these embodiments of the invention, security layer 234 is an IPSec sub-layer. Note that

not all nodes will require all sub-layers. The secure packet data tunnel between the HA

C module and the MN module is represented as connection 250 in the diagram. Again, it can
25  beatunnel at any layer, such as the network layer, transport layer or application layer, and
is usually transparent to other entities.

Communications between the layers in some embodiments of the invention are
shown by data paths 240, 242, 244 and 248, For example, the IPSec sub-layer of the home
agent 212 communicates with the IPSec layer of VPN gateway 204 via path 244 in the

30  case that the MIP Proxy and VPN Gateway are separate. This communication may not be
direct. As an example, in those embodiments of the invention where MIP proxy 102 is
separate from VPN gateway 104, the IPSec sub-layer data is encapsulated in a mobile IP

sub-layer. The mobile IP sub-layer communication is illustrated by data path 240,
9



the MP proxy resides in a separate conputer systemfromthe VPN gateway in
a DvZ, and where the HA nodule is co-located in a WAN router. Each of the
maj or nodes such as nobile node 120, the WAN Router 123, VPN gateway 104,

M P proxy+KobMNsh88,2 and home agent 112 have a networ Kk pgirafoodgfws? 23, 204,

202 and 212 respectively. Typically, this network stack wll include a
TCP/ I P network stack 230. TCP/IP network stack 230 can be further
subdi vided into sub-layers, a "normal" |P sub-layer 232, a security

sub- | ayer Sigilarly mobile pods 229 hapa gemyre agpnapunicgtions| path 24830 Vabpuky2dt-s of t he

I nventi on, ' ' - ot all nodes
w il requi Ir{@?%:é{’ %%%Faﬁ‘?&g ﬁfﬁée}péga?ﬁfbf %’1218&12%'@333{%@%%%% et ween the HA
nmodul e gndegmﬂmdnﬁdﬁ(tjsmftﬂlrd iﬁvé:ﬁionlimuedﬁnbugﬁé\ﬁ’ pgoxmm?ia)daﬂ?ﬂthiznz.t he di aglr3 am
As noted above . and i strate the C bracketing in FIG_ 2C | an be a
Cunnel “at “any. ripaeenasfin et i lobalmpduletia aaypps t gnsides B

appl i cag i oftebnRg mbitk IPonckwHkE Mith Yedufify baRal N, t As MbRESS sRiffihithedst wil G 2D

provides an rlluStration of the data transm ssion between various network
15 | ayer s apprecigte, thgspvsredmimplement ithe modulasisenibeywrittensin anyof p Avmberiodn wher ei n

the MN no : ' O ; y..and the
HA nodul ed]%ﬂ)&fmﬁgﬁ ?\%t %?@%OSX@O%M% gi-% la&g{:@%ﬁéﬂﬁﬁﬂé%@ %0%@?&%@%@ t he

maj or nodeBasin, SimatialknBimchlo Ads aed siidilar programMdy 1kgguages. TAS inviehiion ivVEdM gat eway
104, and h}‘cl) ent 112 have a network stack 220, 223, 204 and 212
respective MW&W%lﬁm?gaﬁﬁﬁﬁ%“é%%ﬁwlwqtﬁa%de a TCP/ | P 20 network
stack 280. TCP/IP network stack 230 can be further subdivided into

sub-layers, a "normal']? sub-layer 232, a security sub-layer 234, and a
nobile I P sub-layer 236. In these enbodi nents of the invention, security
NO& A1 1 )

layer 234 is an | PSecyailil will require all
?é-layers. The secur® o."v ﬁC nodul e and the MN

A . [
ule is represented as connection 250 in the diagram Again, it can 25 be
a tunnel at any layer, such as the network | ayer, transport |ayer or

applicatio ayer,, and. is usually trans nt to.other entities.
Cglr[:’rr{mi ciat M%B/IB@PMH“?%QS?%%Q?&W%’WFE%W aBFx‘Tq’iga‘!anent ion are
shown by dahBodRaéd? of #f Ynvedfien w%&s@{wa.Zﬂﬁﬂﬁs%%ﬁoﬁxmgphﬁcmMahEMﬂw b-1ayer

of the hone agent 212 communicates with the I PSec ayer of VPN gateway 204
vi a path 2ipxedtionpporg®d byss operating envirparpenpexseytingwn eypnplany embgdime separ at e.

Thi s, Commugl Saol WP B sdll SEAaw i ARoRA MFIG: 319, THORRABRPRS ont

of the invention
be performed by the operating environment constitute computer programs made up of

computer-executable instructions. Describing the methods by reference to a flowchart

20  enables one skilled in the art to develop such programs including such instructions to carry
out the methods on suitable computers (the processor of the computer executing the
instructions from computer-readable media). The methods illustrated in FIGs. 3 - 4 are
inclusive of the acts performed by an operating environment executing an exemplary

C embodiment of the invention.

25 FIG. 3 is a flowchart illustrating a method for providing a secure network path
between a mobile node and a corresponding node. The method begins when a system
executing the method, such as MIP proxy 102, receives a registration request from the
mobile node (block 305). Typically the request will include a permanent network address
for the mobile node. The MIP proxy binds the mobile nodes permanent home address to

30  the mobile nodes current care-of address in a mability bind list. Additionally, the MIP

proxy may associate the binding with a home agent.
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separate from VPN gateway 104, the | PSec sub-layer data is encapsulated in a
nobile I P sub-layer. The nobile IF sub-layer conmunication is illustrated
by data path 240. 9 WD 2004/ 057822 PCTI US2003/ 040960 Simlarly, nobile node

220 has a sQfgMoByes9guni cations path 248 to VPN proxy 20f.. mﬁ\ﬁﬁﬁﬁs{so t he
security layer data 1's encapsul ated by a nobile IP | ayer, V\//HIC I'n some

enbodi nents of the invention is routed through MP proxy 202 via data path
242. This section has described the various |ogical nodules in a systemthat
provi des for SNéxhtasystamiengcutingtheemetiodistuena second tegistation requestiaaddmePNs.  As

t hose of skil] i e ar 1ll ., apprecl at t saft e,to inpl t the
nodul es ca#eﬂleoq/@? ﬁ%%g?tﬁoﬁn{?r%"g&%ﬁlg%‘%rﬁgfk ngr)bg&g%rér@#% el“%ﬁggé‘%&”%‘]knom I n
t he alrt , ijwﬁl hdlhﬁ@thblpérmm‘énﬂaﬁﬂﬂ'eﬁﬂfthel(méﬂiﬁhbde aiﬁlvsaph roXy adtbss oBaRiMIP Sma: | tal ka
Pascal , Ada and siil ar progranmn uaqges. The |nvenf{ion isS no imte
to any parP’i°Elﬁ?%?r ﬂF&’Q@QWl&W@ﬁ@%ﬁ%@ég‘B&%W gme gfdressdo R fods of an
Exenpl a5y i@ et s fldrdskk i B @dte QBent’s mobility Bin@in@\isRUS Section, a system

| evel overview of the operation of an exenplary 15 enbodi nent of the
i nvention was dasenp sebodimentsigf theduvention, theisywerp grequiing the matkhodnepies t he

I nvention : QREL | I %ﬁg [ %Sml ary
enbodi nent &%&{c&ﬁggeggp%(dbg@nby r@ée%ﬂﬁg%tag&g serslagés(ﬁ%k| fsfs P%\@h%acs S shown in

FI Gs. 3 - é&xeciiting thetmbihdd td the niobilpeodedbloeld315). Therepherodt typicatipiidicatesent
constitute_ conputer .qrogra de u f _conputer-executabl e, instructions.
Descr i bi ng B Prvgmess ob e, home 25¢18 1P ot RAPTK G el b e sk 11 ed i n
the ar ot océtesspdnagSidaes ¢ tBE hed® netvetkUuHit e deided fosthe iobileRsdd, 0 carry out

t he net hods on suitable conputers g&ge processor of the conputer executing

the instructi ohextrinspme smpedisrents og hammventinn thysystem begips tosaaulste befder ated in
FIGs. 3 - fofit Sgelnt qb%k‘ééb)vsﬁld%crfﬁﬂ?ﬁ il gﬁlﬁ 2%??{ 'Rg%ﬂ%z@ﬁn&’?ﬁ Ak SR at

ec’ ronnment executing an ‘exenplary e the invention. 25 FIG 3
i $a f| owc Kewrseme beveido indicatmthea potentiad garkiiel npomeif dhenexeentionad the WledkeoThe pat h

between a nobi l e de and a corresponding. node. The nethod,hegipns when a
system ex el %‘ﬂ%ﬁ%a ﬁr%?ﬁ%ﬁll?g&gﬁ Bgchﬂ %%%ﬁ" %6%?@%8@0\17@%% % egi stration
requestisf r Girnilddlg, the system emulates a mobile node with respect to data sent to and from the
home agent.
FIG. 4A is a flowchart providing further details on a method according to an

embodiment of the invention for processing network data bound for a mobile node from a

corresponding node after the mobile node has registered with a MIP proxy. The method

20  begins when a home agent receives a packet on behalf of a mobile node from a
corresponding node (e.g. FIG, 1 path 1). In some embodiments of the invention where the
MIP proxy is a separate entity from the VPN gateway, the home agent tunnels the packet
to the VPN gateway, typically via IPSec (block 405). Next, the home agent tunnels the

C packet using mobile IP to the MIP proxy (block 410; e.g. FIG 1 path 2). The packet,

25  including IPSec and mobile IP encapsulation is then sent to the MIP proxy because the
MIP proxy is specified as care-of address for the VPN from the home agent’s point of
view.

The MIP proxy receives the packet from the home agent, and decapsulates the
mobile IP layer (block 415). In those embodiments where the MIP proxy is a separate

30 . entity from the VPN gateway, the IPSec layer data is forwarded to the VPN gateway for
decapsulation (block 420; e.g. FIG. 1A path 3).

The VPN gateway then tunnels the packet using IPSec between the VPN gateway

and the mobile node using the permanent network address of the mobile node (block 425).
11



nobi | e node (block 305). Typically the request will include a pernmanent
network address for the nobile node. The MP proxy binds the nobil e nodes
per manent honme address to 30 the nobil e nodes current care-of address in a

nmobi lity bi ' dditionally, the MP proxy may as ' i ndi ng
with a horre&g)gﬂe')bn‘?"fsmfg VD 2004/ 057822 PCTI US2003/ 040960 S'ﬁ‘é‘lﬁﬁ‘gs"g@éﬁ)em

executing the nethod i ssues a second registration request to a hone agent on
t he hone network for the nobile node (block 310). Typically the second

request  intthosé erobadiraentsiwhere theai8hproxyissepatate fromithe WBDI gatowaydidic packel pr oxy
addr ess of. 1 DJ ey 'S

per manent 1&%%%S%Frtgggﬁ?ér%x&éo%%agm@ﬁmgﬁﬁ%€§%%gg rtacgg ghll ﬂ' ?ﬂg hone
agent' s nuO¥IH proyy inaycliphge packets boondsforrthe endbde hodenrom dic VPN gatewenin on, t he
system executing the nethad .copies.a. reply.code,r B 1t he hone
agent i nt FUPOFERT- ﬁkg%ea qdrﬂ%)ﬂtPgthsMPH » &0 3"3’%"5@8&3’%9 t he net hod
to the Smhhbﬂﬁaﬂﬂélﬁsdthit%&e@s]ﬁ} the bhbile aeda/ar€ Aflemiticail aduted mﬂﬁgﬁ fedIP t he

ata

ability or willingness of the hone agent to process network ta received
from 10 cdrpes Jn aapkmnativa smbadimentofibmiaventiondhaMIP groxyrespgrdstp ARP f or t he

nmobi | e no d&!ﬁ% | 'Eggacglt ' {0 st em begi ns

to enul at g@%lot %"’S"’r‘%g?#zﬁasg%’ﬁ’t] 15 gi ocC %B%%‘ofatﬁgnigﬂi;%@cﬁ é%\gg’gﬂ](eaock 325)9.

Bl ocks 32 (aligmdtiaagntsdinahdhmMIP pro@ytikitallyzstablishesitselfasithricaraofaddtess foot ent i al
aral l el t of th ution of t bl ocks.. The syst e tes a hone

Peent i t Nk YR fontt e S et R RoBo hole s ls g B MiieiRy, 2, DO
the syBHl em enulfftef Secdiviigithd datd pstetfrdnl the QBN gdtew £y, dRIMIFS®OKY tudnélithef rom t he

hone agent. FIG 4A ig a flowchart providing further details on a nmethod
accor di ng Raﬁfeéﬁ’ﬂ‘%ﬁ%?éﬂ?ﬁ%q?t“s% pRile IR fapeghdhe mg ltlf‘p?%’@éﬁfﬁrf& k data

bound for ﬁreﬁ@?ét@o“ﬁﬁqé@(ﬁ1bam@,egm@qgm%ng node after the nobile node has
a

P proxy. The nmethod 20" begi ns when a hone agent receives

;Q:;Lg[ egnwberﬂﬁf AByis aeflovisthiatt providies furthen details on paasthnddicordingdeaie. g. FIG 1
vaih 1), ORI RO Sl B AR Y oot > 2
the VPN gafremaynobily podecdfiey theinsotiile Sede ifds regidterddojth a Bt protyh €T Heonethady ent
tunnel s ¢ gl pUerd oiRie Sl e bHeb o oBHY nbbl s ¥Biy &9+ F1C 1
gateway (block 450). The packet is then tunneled using mobile IP between the mobile
node and the MIP proxy (block 455; FIG. 1 path 6). The MIP proxy decapsulates the
mobile IP layer (block 460), and forwards the packet to the VPN gateway in those
20 embodiments where the VPN gateway is separate from the MIP proxy (FIG. 1 path 7).
The VPN gateway decapsulates the IPSec packet (block 465). The VPN gateway
then sends the data to the corresponding node directly (block 470; FIG. 1 path 8).
It should be noted it may be desirable to bypass the tunneling described above. For
C example, in some embodiments of the invention, when the mobile node performs IKE with
25  the VPN gateway, the IKE data are carried as normal JP traffic.

Conclusion
Systems and methods for providing integration of mobile networks with security
30  based VPNs are disclosed. The embodiments of the invention provide advantages over
previous systems. For example, supporting the creation of security associations that use
the permanent network address of a mobile node, the systems and methods of the present

invention are more efficient than previous systems because there is no need to rekey
12



25 including IPSec and nobile i P encapsulation is then sent to the MP proxy
because the MP proxy is specified as care-of address for the VPN fromthe
hone agent's point of view. The MP proxy receives the packet fromthe hone
agent, and decapsulates the nobile IP layer (block 415). In those

enbodi ment swohedsmstgae M P proxy is a separate 30 . entigdriis2088ouédge VPN
gateway, the IPSec |ayer data is forwarded to the VPN gateway for

decapsul ation (bl ock 420; e.g. FIG | A path 3). The VPN gateway then tunnels

t he packet using | PSec bet ween..t he, VPN t ewa and t he_nohil e node usin
e Do i tipas e B OiP PesIiayst FPE ib SUPteplo At diarhefigory ' "9
2004/ 057 823fe REitms/and3th0ddIGBBe shpokiad s/ath tiad ndRhirfpesdtdxdsting eedditypr oxy is

separate fromthe VPN gateway, .t eﬁgcket is then sent to the MP proxy for
f or war di ngP¥chanifes w@%éleﬁ%aémzaéﬁi@. § aser cyieprive) the berefita pithgpresept may
capture p%ﬁﬁéﬂ@ﬁﬂ&ﬁhﬁﬁﬁ%%gﬁ&%{a?or_@@ﬂﬁm{eﬁfg'@fiﬁé%ew&gﬁt&way in a nunber

ways. | n one enbodi nent of theé i1nvention, routing table of the VPNis 5

mani pulSat ed so Althaughpetibe smbodiments havedieerillusititedand deseribed hereim, itwilout ed

t hrough t . n .alt | V. i en f knvention, the
MP pr oxymr%égk)%%la%ﬁﬁ gﬁ}gﬁéyf?qﬁx gg@%&%&ﬁ%“%% eén%%‘;"%‘glékset s on behal f
of the nopldalealatedde achisveahd saticparposainhe boaubstitated fidratie spedific entbedientspr oxy
initially establjshes, itself as the care-of address for, the VPN gateway the
st i reavRo e Bmisaton s dtiatied I capLEy SERRoPh OTHRUPIRO R OTREDLy 10
After receighydgfent he data packet fromthe VPN gateway, the MP proxy tunnels
the packet to the nobile node using Mbile |P through the nobile node's

car e- of0 addr essFhgterminplegygisedhiat this erplicaton ipmsent ta gwlude all of thesz 1 path 5) FIG

4B is a fl oL VANof] tal -n ding to an
enbodi rrent&\g?&?ﬁééﬁ%? nlgéeér%ﬂ)ggn‘iegbrﬁﬁgﬁg%@ges@hgé%%%hvﬁp E?%%?%dgﬁ%ﬁ% for a

cor r espondillngirative) @end A& réstuictiva. Many lothenemeodahients willis: apphichetorinnte ofigksli
ré€istered wth a MP.pr.oxy. JThe t hod begin en_a .pagket | upnel ed
(g T peot i ol vyl i BT attan: pEtRre MonpRnigal Faike b The
packet is thisdiiventieibd BditedSorgbyneifoliowihy Sleimyend eiplieatembttefeof.node and the M P

proxy (block 455; FIG 1 path 6). The MP proxy decapsul ates the nobile IP
| ayer (bl ock 460), and forwards the packet to the VPN gateway in those
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20 enbodi nents where the VPN gateway is separate fromthe MP proxy (FIG |
path 7). The VPN gateway decapsul ates the | PSec packet (bl ock 465). The VPN
gateway then sends the data to the correspondi ng node directly (block 470;
FIG 1 path 8). It should be noted it may be desirable to bypass the
tunnel i ng descri bed above. For c exanple, in sonme enbodi nents of the

i nvention, when the nobile node perforns KB wth 25 the VPN gateway, the
| KE data aMéeclam:i ed as normal I P traffic. Conclusion Systems and net hods
for providing integration of nobile networks with security 30 based VPNs
are di scl osed. The enbodi nents of the invention provide advantages over
previ ous syste $apBL R t | i

associ at i o%é t %mgglngt he l{)@?n n%ﬁ?xrer#g?gv%EE)gglgggf\géségq%ﬁérﬁn%gﬁ’éﬁé’node, t he
syst ens andnetietdeasprising: he present invention are nore efficient than

previ ous systens because there is need to rekey 12 2004/ 05782

PCT/ US2003/ 04096’60‘“@8% G?HOPV a&ﬁ%ﬁ?‘ﬁ-ﬁ? gma nglavork, ae‘f%fb?f? %¥‘?\?8’c¥’é‘ YRS SF‘f%om one
subnet to gk BRemalHfWARINBPRovidihP e EXREIRnARIINE WidHEa RétoRezsHPPOr t ed
with [ittle or no changes to existing security mechanisns and nobile IP

st andar ds. cTEated by the extemahfireaadliand anhefetmehfiemall, the home agentseodule amd/ent i on

w t hout haying to u ad .or. co n s _of the network system 5 Although
specific e eoﬁm%qﬁlge%ﬁg\?guggckqgt]ing@E@(ﬁ@%ﬁ&@r%ﬁ described herein, it will be
appreci ated by thesgn®h figst didigtarioh kédukesti fforh Bendbilk an@,tsa_ﬂrht%i@frétﬁﬂxgeﬁent whi ch
is calculated to achieve the sane purJ)ose may be substitufed for the

speci fi c emtpgstineluding alpsvmanemhneywapkpdddeess forrthe mobHe sodied to cover any
adaptations or var '.I(ilti ons @fethreﬁﬁr esengt i mvent i on. 10.The. .t erm nol ogy used
in this applicatting & SHLnf regisyration fegusstip p howe agent speeifying the et s 1t is to
be under st @egndreat ndtWerkodddyRs deE § pidlyicark-ofaddftsgnded to be illustrative,
and not restrictive. Many other enbodinments will be apparent to those.of

skill Cin the @rcessiesm bydhe mabilgIR proxpinsiwordatarrepniveshiromike mpbie, it is

mani festly | t hat his J. ntion be limted only by the follow ng

clainms and @ %J?A\qlgaiﬁg?ﬂgggtl}?éeeé .n{’?:x(TS T
processing, by the mobile IP proxy, network data received from the home

agent as a surrogate mobile node.

2. The method of claim 1, further comprising sending a home agent reply code

received from the home agent to the mobile node.

3. The method of claim 1, wherein processing network data received from the
home agent includes sending the network data to a Virtual Private Network (VPN)

gateway for encapsulating in a security layer.

4. The method of claim 3, wherein encapsulating in a security layer comprises
encapsulating in an IP Security (IPSec) layer and using the permanent network

address for the mobile node as a source or destination address.

5. The method of claim 3, further comprising:
receiving network data destined for the mobile node from the VPN gateway;

and

sending the network data to the mobile node.
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W claim 1. A nethod for providing a secure network path between network
nodes, the nethod conprising: providing a hone agent nodul e on a network
device on a foreign network side of an external firewall and providing a
foreign agent nodule within a network zone created by the external firewall
and an internal firewall, the hone agent nodule and the foreign agent

modul e creding 'Iﬁlermh(}@ﬂdlmprb)fyl;ther@ompmsln. a fi rst regi stration request

froma nobil e node,. said reg stratl req dln ent network
address for the FFSBW%IIW&% %%AWEQ%{WS% bé% ‘?g‘ﬁ rﬁ@ﬂi}z@t to a home
agent specipkdyng the pernanent network addr ess and a proxy care-of address;

processing, by the nobile IP proxy, network data received fromthe nobilg
node as a surrogmﬂénﬁérﬁéﬂég@mty asspgiationbetweemte mubilemedasnd e ¥PNP pr oxy,

net wor k dat g, .t [ il e node. 2.
The net hod ggFW%% l\rég% F%K}ehg %Ng’nprc}@gsﬁﬁgsgg%&e%nﬁfﬂé&%gﬁ%bl gl}é)ﬁf reply code
received fromt h&aﬁﬁg’& sé@abised ity Beoc@iibd BetWoélta hdme 3ént aRd fedvPl cl aim 1,
wherei n processing network data received fromthe honme agent includes

sendi ng t h&atsdafiod data to a Virtual Private Network (VPN) gat eway for

encapsul ating i ’ﬁnﬁzﬁgcl%}ré bé’m{a gée%rt a rﬁobﬂ"ﬁ’ ﬁ%pﬁdacﬂwﬁ%laﬁ'ﬂ@ care-SP5 d?%@ Security

encapsulating ina’'s npri’s encapsu I'n an

(1 PSec) IafaﬁhaNWbUguﬂgajhe pernanent net wor k address for t he nobi |l e node
as a source or destination address. 5. The nethod of claim 3, further
conprising: receiving network data destined for the nobile node fromthe VPN

gateway; and S%@'nﬁ@h&&@f&ﬁ}n"@rmtcﬁm Hs Ee nobi | e node. 14 6. The net hod

of claim1, further conprising:” creatin etwork data tunnel between the
nmobi | e node and redeﬂnﬁg)bytl'eliolﬂle agent a packet of data from a corresponding node;

routing the packet of data to the MIP proxy;

routing the packet of data by the MIP proxy to the VPN gateway;
encapsulating the packet of data in a security layer by the VPN gateway;
receiving the encapsulated data by the MIP proxy from the VPN gateway; and
routing the encapsulated data from the MIP proxy to the mobile node.

8. The method of claim 6, wherein the first security association and the second

security association are each an IPSec security association.

9. The method of claim 1, further comprising tunneling the data in a first mobile
IP layer connection between the home agent and the foreign agent module and a
second mobile IP layer connection between the home agent module and the mobile

node,

10. A computerized system comprising:
a first home agent; and
a MIP proxy comprising a home agent module on a network device on a
foreign network side of an external firewall and a foreign agent module within a
network zone created by the external firewall and an internal firewall, the home;
wherein the home agent module of the MIP proxy is operable to emulate a
second home agent to a mobile node and wherein the foreign agent module is

operable to emulate the mobile node to the first home agent.
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proxy; creating a first security association between the nobile node and a
VPN gateway using a permanent network address associated wth the nobile
node; creating a second security association between a honme agent and the
VPN gateway; and utilizing, by a home agent, a nobile IP proxy |IP address
as the care-of address for the VPN gateway. 7. The nethod of claim®6,
further conprising: receiving by the honme agent a packet of data froma
correspondi ng node; routing the packet of data to the M P proxy; routing

packer of data 1iesobeiTiel SRR I e 16 e sArerae = YERRI UM the”
encapsul at edetwratkepaywdyne M P proxy fromthe VPN gateway, and routing the

encapsul ated data fromthe MP proxy to the nobile node. 8. The method of
claim6, wherein the first security association and the second securi ty

associ ati onjar e §aeh ﬂtch%éfg’ys ﬁ“’%}%{ ?Pﬁﬂﬁ:ir&%a?ﬂ stmpg-t[t[rt‘oen &ﬁgh cgel f claim

1, further conprising tunn I'fs

connect i on agettws®iuld dithé MAE ;&gf,:,nincbthel VPbegdtows go nﬁsgﬁtcdfmdlsittgl@ﬁﬁt a second
nmobile I P | ayer connection between the honme agent nodul e and the nobile
node. 10. A conputerized systemconprising: a first hone agent; and a MP
proxy conprising a honme agent nodul e on a network device on a foreign
network side of an external firewall and a foreign agent nodule within a
net wor k zoré. cr dhieedmipytetiaed systear afdlaiin t@welerein it metworkt davivelcofpriseval |, t he
hone; wherein the ﬂqu a ent dule of the MP proxy is operable to emul ate
a second RJRECLERHE 1Pt node and wherein the foreign agent nodul e
is operable to emul ate the nDblle node to the first hone agent. 15 11. The
conputeri zed systemof claim 10, further conprising a Virtual Private

14.  The computerized system of claim 10, wherein the MIP proxy is operable to

communicate over a plurality of subnets.

15. A machine-readable medium having machine executable instructions to
perform a method for providing a secure network path between nodes in a network,
the method comprising:

providing a home agent module on a network device on a foreign network side
of an external firewall and providing a foreign agent module within a network zone
created by the external firewall and an internal firewall, the home agent module and
the foreign agent module creating a mobile IP proxy;

receiving, by the home agent module, a first registration request from a mobile
node, said registration request including a permanent network address for the mobile
node;

sending, by the foreign agent module, a second registration request to a home
agent specifying the permanent network address and a proxy care-of address;

processing by the mobile IP proxy network data received from the mobile
node as a surrogate home agent; and

processing by the mobile IP proxy network data received from the home agent

as a surrogate mobile node.

16.  The machine-readable medium of claim 15, further comprising sending a

home agent reply code received from the home agent to the mobile node.
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Net wor k gateway. 12. The conputerized systemof claim1l, wherein at |east a
portion of the foreign agent nodule of the MP proxy and the VPN gat eway
are integrated in a single unit. 13. The conputerized system of claim 10,
wherein the network device conprises a router on the foreign network. 14.
The conputerized system of claim 10, wherein the MP proxy is operable to
comuni cate over a plurality of subnets. 15. A nachi ne-readabl e nedi um

havi ng machikne i Chians orm a nmet.hod for OVI ding a
secur e net\%rk ? ﬁ%ﬁoﬁﬁl\/&%&nﬂﬁfoe &ll r?é’?v}g ere%(’?%flﬁgﬁ‘e B #8i ng:

provi di ng aedabzreﬁ fingethe honttuigentdncladaraiendink tlféawt\@@eriMaatofaOVﬁ‘hﬁDPﬂﬁté!\Dr k side
of an exterpal firewall and providing a foreign agent nodule within a
networ k zoMetwerkd ¥Pd gatpwap dorsncapsylaling iin a geauritaladieran i nternal firewall, the
home agent nodul e and the foreign agent nodule creating a nobile |IP proxy;
receiving, by the hone agent nodule, a first registration request froma

mobil e nod8, sdhd Iﬁaeglnstreatabmnec&mueﬁ‘tciahmqnudhagmaemepsﬂi&mmgtm net wor k
address for the pobile node; sending i]% t he forei gn agent nodul e, a second
registrati éwm&qleégltcwr&eﬁ%ps @mm@p Pegurity (Phiec)dayaerand using ghenor k

addr ess an? efindief{Yet ead(aic'e ﬁ %ﬁlobllipﬁ&%ed%%l | B8R Y%r Hgﬁlngﬁpt#uﬁiréf pr oxy

network data recel ved rom-t as a surrogate ent; and
processing by the nobile IP proxy network data recei ved fromthe horre agent

as a surro bi | e node. i ne-readabl e nedi um of clai m 15,
further coﬁ’grl sﬁﬁﬁ“?éh@ieﬁﬁad&%]%%%g“@g)gﬁr aipd g fyrt d’@mrpé‘élé‘gved fromthe hone
agent to the nob A8 wold ai m 15,
wher ei n processi négﬁ/rllﬁ? d%at]t%des}-gg%?@g% lﬂrsglpreft one agentggl r\l’&lryhdes
sendi ng t hendiet wor k data to a Vi rtual Private Netvvork (VPN) gateway for

encapsul ating in urit e nachi ne-readabl e nmedi um of claim
17, wherein encd ﬁ]ie v%qul(igta to the mobli‘| node.

20. The machine-readable medium of claim 15, wherein the method comprises:
creating a network data tunnel between the mobile node and the mobile IP
Proxy;
creating a first security association between the mobile node and a VPN
gateway using a permanent network address associated with the mobile node;
creating a second security association between a home agent and the VPN
gateway; and
utilizing by a home agent a mobile IP proxy IP address as the care-of address

for the VPN gateway.

21.  The machine-readable medium of claim 20, further comprising:
receiving by the home agent a packet of data from a corresponding node;
routing the packet of data to the MIP proxy;
routing the packet of data by the MIP proxy to the VPN gateway,
encapsulating the packet of data in a security layer by the VPN gateway;
receiving the encapsulated data by the MIP proxy from the VPN gateway; and
routing the encapsulated data from the MIP proxy to the mobile node.

22. The machine-readable medium of claim 20, wherein the first security

association and the second security association are each an IPSec security association.
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security layer conprises encapsulating in an IP Security (1PSec) |ayer and
using the permanent network address for the nobile node as a source or
destination address. 19. The machi ne-readabl e nmedi um of claim 17 further
conprising: receiving network data destined for the nobile node fromthe VPN
gateway; and sending the network data to the nobile node. 20. The
machi ne-r eadabl e nmedi um of claim 15, wherein the nethod conprises: «creating
a network data tunnel between the nobile node and the nobile IP proxy;
creating a first security association between the nobile node and a VPN
gateway ushig 3 ThEERARRLeARLIhKYFHUIRImAS AR} ESmiidifle fARelifRbL e node:
creating a second security assocl ation between a hone agenht an e VPN

gat eway; amidtain ialfirstimaopilzyiPdayer wenmgton betweebthedohie agentanditke fdteigrss as t he

care-of address r the VPN, ga . 21. The chi ne-readabl e medi um of
o 200 Pt Rmndul g o ey MOPEETH oy Fopgerting DRMIAEn IS AR kot of _dat a

froma cor ngsR@didige BR®Ae nodluti ng the packet of data to the M P proxy;
routing the packet of data by the MP proxy to the VPN gat eway;

encapsul ating the packet of data in a security layer by the VPN gateway;
receiving the encapsul ated data by the MP proxy fromthe VPN gateway; and
routing the encapsul ated data fromthe MP proxy to the nobile node. 22. The
machi ne-r eadabl e nmedi um of claim 20, wherein the first security association
and the second security association are each an | PSec security association.
17 23. The machi ne-readabl e medi um of claim15, further conprising tunneling
the data in a first nobile IP | ayer connection between the hone agent and
the foreign agent nodule and a second nobile I P |layer connection between

t he hone agent nodule and the nobile node. 18
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