DESCRI PTI ON RELAY COVMUNI CATI ON SYSTEM AND FI RST RELAY SERVER
Technical Field ® The present invention relates to a relay
communi cation systemthat enables client termnals connected to | ocal
area networks (LANs) to make communi cation with one another beyond a
wi de area network (WAN). Background Art [00021 By using a virtual
private network (VPN), a client term nal can communicate wth anot her
client termnal renotely | ocated beyond a WAN. However, it is
difficult for the VPN to construbESCRIETEN havi ng expandability and
flexibility. [00031 A rel ay conmuni cation system di sclosed in
Pat ent DocudtiAY CEMMaRSICATION SESTEM ANDKFIRSBRELAY SEREERANS
were directly connected to one another in a simlar way to the VPN
This relay comruni cati on systemis superior in expandability and
flexibility to the general VPN in that it is possible to dynamcally
change aTgeRgHeal Biafi onship anong the LANs, and so on. Prior Art
Docunent Pat ent Docunent

[0001]
The present invention relates to a relay communication system that
enables client terminals connected to local area networks (LANs) to make

communication with one another beyond a wide area network (WAN).

Background Art
[0002]

By using a virtual private network (VPN), a client terminal can
communicate with another client terminal remotely located beyond a WAN.
However, it is difficult for the VPN to construct a network having
expandability and flexibility.

[0003]

A relay communication system disclosed in Patent Document 1 can
construct a network looking as if remote LANs were directly connected to
one another in a similar way to the VPN. This relay communication
system is superior in expandability and flexibility to the general VPN in

that it is possible to dynamically change a group relationship among the

LANSs, and so on.

Prior Art Document

Patent Document



[ 0004] [ Pat ent .Docunent 1] Japanese Patent Lai d- Qpen
Publ i cati on No. 2008-129991 Summary of the Invention Problens to be
Sol ved by the Invention [0005] In the relay conmuni cation
system di scl osed in Patent Docunment 1, the respective relay servers
share identification information of the client termnals connected to
the respective LANs, thus enabling comruni cati on anong the client
terninalqo{§ﬂecifically, associ ation information between
identification information of the relay servers and identification

i nformation of rh

networ k. thus. heRiery Do B e diPhF Ly chl, BORhGain HO°

conmuni cat.i.agn. | ets anong the client termnals. [0006] It is
an obj ecgtoggn][‘%%ér esent invention to provide a comuni cati on net hod

excellent in flexibility and expandability in the event of

constructing the comruni cati on systemin which the client termnals

communi cate with ?ne anot her through the WAN. Means for Sol ving the
0

Pr obl ens JugewApy of the Invention

Problems to be Solved by the Invention

[0005]

In the relay communication system disclosed in Patent Document 1,
the respective relay servers share identification information of the client
terminals connected to the respective LANs, thus enabling communication
among the client terminals. Specifically, association information between
identification information of the relay servers and identification information
of the client terminals 1s shared by the whole of the network, thus making it
possible for the relay servers to relay communication packets among the
client terminals.

[0006]

It is an object of the present invention to provide a communication
method excellent in flexibility and expandability in the event of constructing
the communication system in which the client terminals communicate wifh

one another through the WAN.

Means for Solving the Problems
[0007]
A relay communication system according to an aspect of the present

invention is a relay communication system in which a first relay server



A rel ay conmuni cati on system according to an aspect of the present
invention is a relay comruni cation systemin which a first relay
server connected to a first LAN and a second relay server connected
to a second LAN are connected to each other. Each of the first relay
server and the second relay server includes: a relay server
information sharing unit; a routing group information sharing unit; a

routing Cc8ﬂ£5<941efluc8iz{[ WQELAR! AYa ﬁesreﬁ(gﬂq 21(%1% rsrggféro&nﬁ%@fém e'{'@{:c%og?ihar es

relay server 1 nformation between t ay Server and

second r gl erver rel ay rveg,  i.nf .on includin

2ot vat| oG Bheel e GRBaeRRL, BadbP U S el vt R d the, o ay
server, and activation/regjsiration information of client termnals
connect edoPHty HIAT SpEYeHBF L eSaP VB YA VPP B CBRa AT P S URYeR . The
routing group information sharjng unit, shares routin rou

| nf or mat RBHOREETODRFafiG AR sherlaguinit 4 rebing B eB Rt ihhg B r ol
for the first LAN and a second routing device that executes routing
control mervarHafuzeaiien sARFingHENit shareryrdrp sprvesraforataténn bavern e a
networ k address of the first LAN, a network address of the second
LAN, firdirstpeleyfspryry amd bhergecomd xehay sepves) theaslay servier anformafion
server or a client termnal, which is the first routing device, and
second spedudyng gctindbomanioomativat ofstheciifst eslayi sereer anddéhapesmrd/er or
aclient termnal, which is the second routing device. Upon receiving
a start nrebyestrvef, ancladtng tonrtegistration informatgore ohitliet teniminals
specifies the first routing device and the second routing device from
t he firstkcoapecefltbryeifitoraayisenvansnd bke sewoddredpeeéifveirNngThe routing

i nformation, which are included in the routing group information,

est abl i skesup infuinathesaiog et WeaRshbatin SoupaHidritaiey kith and
the second routing device based on the relay server information,

execut es fiy@piditens deticalthhe bxécfRENYRtiGalcbAN P BskEle RAKVIEN diftBaf i r st
LAN and the second LAN through the routing session, and, upon

recei vi ngegthd RALtIHE gb%ettﬁa‘é‘ BfedultEs kOuihp Qoﬁlﬁ%}i F! thelcR6RANENSiHde

routing session, and ends the routing contro or the conmmuni cati on

et oS Rl AR A SR TN o

comuni cati on ation address o

addr ess I t i : f. j cation
erm nal TEoRan Adghes' drbeRERafe EAN fred SPbe Bthe hRmEGRTRE o ers
to the raouti. rQup information to decide that raouti.ng of. the first
communi capPEes SRR 4 H18% BBl dncr e, €7l ek i e FabCutii e
first co ni cati,on packet . usi t he established r.quting.session.
00081 PrREPEEaghy Seba Sciyt SrRPmabipcid areitie diflidrg Talay perer
relay server and the second relay server are connect t o one anot her
through &%\ f&lhenafrt@amﬁ%%elm\ﬁuslh A HIG FREONGUIOUEREFDUER | NP BPRABFBHING &

i ncl udes network addresses of LANs to which the relay servers

connect , Shdd TeApeFhaitopkingeantzelethe rewting genirgl vavh tesiisedhe: fiusg
routing control for LANs to which the relay servers connect. [00091
Pr ef er ablrputingelenvigesand she serpndespuding dewce filoanthe firat spdcifyommect ed

to the first relay server, and is capable of perform ng comrunication
wi t h t he isfscoradiorehng theseemd spavifying hefof maston; sihayh aee vadlndgddi01

the routing group information, establishes a routing session between the
first routing device and the second routing device based on the relay server
information, executes routing control for a communication packet between
the first LAN and the second LAN through the routing session, and, upon

recelving an instruction to end the routing control, disconnects the routing



Preferably, the second routi,ng device is the second relay server.
[00111 Preferably, the first relay server and the second rel ay
server are a sane device, the first routing device is a first client
term nal connected to the first relay server, and the second routing
device is a second client termnal connected to the first relay
server. [00121 Preferably, the routing group information

I ncl udes Es&ﬂ}lt 51?&19}18 The a'!)uﬁl{légogﬁo ﬁ(ﬂ e Wnﬁzemul;astiioqldrgc etGDfe xtzv €n

comruni cati on téfrm na connec | rst ered’ c&hd
in a cas SSIO ce dre f the f.i

o, oShPRE ﬁ&%l\i B R S P VR S 3kap borhinib AR packet

i nformati r t|n evi c S ut|n of the firs
cormuni ca*t%ﬁtmegg td%SF gdd?ess 0%15‘3@&55#1988 HAngEF o eg%eaalafti

i nf or mati_on _i.ncl udes ermttedtermnal information in which an

addr ess H& seBhith oM AsAMrBRRAsIoncsEraaakbep s chatetasEeoiestiLaN; s
regi stered, and in_a case where a destination address of the first

connunucéhpéhsbaané@gﬂ@VK@gpgﬂéﬂeahemouh@gmﬁpﬁﬁﬂn&mnﬁéhniﬁhdmndethat

information, the first routing device Eermts routing of the first
conmuni ca‘pubngpﬁ@hetﬁrsp oomaqunication packet to the second LAN is possible, and

transfers the first communication packet by using the established routing
session.
[0008]

Preferably, a plurality of relay servers including the first relay
server and the second relay server are connected to one another through a
wide area network, and the routing group information includes network
addresses of LANs to which the relay servers connect, and information that
specifies routing devices executing routing control for LANs to which the
relay servers connect.

[0009]

Preferably, the first routing device is a client terminal connected to
the first relay server, and is capable of performing communication with the
second relay server through the first relay server.

[0010]

Preferably, the second routing device is the second relay server.
[0011]

Preferably, the first relay server and the second relay server are a
same device, the first routing device is a first client terminal connected to

the first relay server, and the second routing device is a second client
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A relay communication system according to an another aspect of the
present invention is a relay comunication systemin which a first
rel ay server connected to a first LAN and a second relay server
connected to a second LAN are connected to each other. The first
relay server includes: a relay server information sharing unit; an
acquisition unit; a request unit; and a routing setting information

control unit. The relay server information sharing unit shares relay
server iE?b‘?‘ﬁ%ﬁiCBHnﬁPtteﬁtf)&i“e?élcs&ﬁ‘alaﬁ’eqeé‘ﬁe]server, the relay server

infornatiﬁg #Pcluding activation information of the first relay
server aA 1#e second rel ay server, and activation/registration
information of client term nals connected to the first relay server
and the second Frefexpblietherouting ssesinfprmghioninclugegneraytiedr st

speci fying i nformation specifying either a relay server or a client

t er mi nal tewhind information in pdueh ag atkslrpseobthecenmmynieatiomteravinal of
for the first LAN based on a network address of the first LAN. The
request @nhbectedueshs firhe LI inrkgisteagd, serd/br afcase sdrrad 8posinfsdion
information specifying either a relay server or a client termnal,

whi ch i s sausecaddiresoof thgfidsviomemexéstidmpackeitis mggisbmedah ther t he
second LAN based on a network address of the second LAN. The routing
setting ipekaittatiternmetdanfamabion, thedaise Fottivki degi@aidrintigs rodtngvti on
based on the first specifying informati on and the second specifying

i nf or mat itha firkheormhatiningtisebhckRer. | nformati on including information in
whi ch the network address of the first LAN and the first routing

devi ce afgopgpglsoci ated with each other, and information in which the
net wor k address of the second LAN and the second routing device are

associ ated wt @r@?e‘i'gll)}é{ B8 rouiife ??&&ﬁ]ﬂlﬁ)%ﬁiﬁo?ﬁh\éﬁ{dﬁis%!rﬂﬂﬁ%ﬂ a

response unit fhat, response fo a request fromthe request unit,

acqui res b i RAIAcaBRSGL L Wikl SRUITRLLOBY RN AR AGh [i5ninas N

speci fying 1ntornmation i rst server. st

relay seryer _an r ser.ver.inc]udes; a_sharin ni
ind  rosoingfat b e SEARRFLAR Rlreliietile, A L8 Rastvis® plfheliplabion
setting informtion..Upon receiving a start request.of routi
cont ror, HEPth R finsh P mar iier ol seRkb I rdeieered i oo B i emty ce
and the second .r.oyting.device. based.on the routi.ng settin
" nf or mat FERRIALBIA LN, $he Jirf AguRE destenr bRt QHang pF the figth i ng
devi ce and the second routing device based on the relay server
i nf or mat CBRMMBREEFOBPEEEEi ng control for a comunication packet
bet ween &he first LAN and the second LAN through the routing
sessi on, [@OM] upon receiving an instruction to end the routing
control, disconnects the routing session, and ends the routing
control for thé dangeincannicatipnsyeteny acording he ahiarothenaspaed of blke
second LAN. When a conmuni cati on packet destined for a destination
addr ess asesant/iRvedtipess abelgngimmucathen spstendil Alicls adast relay from
a conmuni cation termnal connected to the first LAN, the first
routi ng dewarecon@betesl tioca finet LAN hAnd asecohd gelayf @ivet canmdctedlachde
that routing of the comrunication packet to the second LANis
possi bl e seesit LAM &f€tonidited orBhich 68Hdron Thadket rbdayusrogr fteudes: a
established routing session. [00151 Preferably, the first
rel ay sen¥Rly ddivbhaifolRativdehartngd Liflt; 8heRbuitisAiunit;tAte RRAE GhES
LANs capable of routing control, and creatés a |ist of the LANs; and
a selecti bt dr ot irst LAN
and the. T P A B L Er e e T | Lot
Pr ef er ablitsorbfiidi SBArRO YOI ARKIERY SBef kBB ALRLTNA HEARRsHS od

r r, and i's capable of perfor

to the first relay serv ( rrormng conmuni cation
with the seGoNd\EElRY 1R REvEMLAYHAtE] hbhting SbAYadSh {Siornthd GP

the first relay server and the second relay server, and activation/registration



[0017] Preferably, the second routing device is the second rel ay
server. [00181 A first relay server according to still another aspect
of the present inventionis a first relay server for use in a rel ay
comuni cation systemin which the first relay server connected to a
first LAN and a second relay server connected to a second LAN are
connected to each other, the first relay server including: a relay

server information aring unit: a routin rq i nf ormati on ring
unit; and™eTRARTH dontrrninels opnected tayt e it relmres ek ve i
sharing unit shares relay server information with the second rel ay
server, GREOHETHUPYSEFVAY  IINCRHIREFIHAL, Wk d8AWEea TP SRICHN IS or mat i on
of the first relay server and the second relay server, and _

acti vat i opforagitian apecstying ihetai teleioseryer ene qisntitarminalowheeh &dat o
the first relay server and the second relay server. The routing group
i nf or mat ifoat soinhgdeuitetexebaring rootingregnirod digr thef Hreteid Drbasietitonaa
first routing device that executes routing control for the first LAN
and a seqenworkatlidrepsdeithe ditsh itANX eThe esquesttumd reguéstelthé eecde
second LAN, the routing group information including a network address
of the firekiy dehier forneicvnd kpaddriaginforniditors eganifyihAdithel bstelay
specifying information that specifies either a relay server or a

client teefMdidya dheEhtdrenihBE vhichtis aOidcbRd ro@MhglevaRt:@eGHing
specifying information that specifies either a relay server or a

client t@pAtiAR contdt]l Fhr ilfe §A8nIACRNDABH IS ndBYbAE adRAR o ERELYLIHA @
start request of the routing control, the routing control unit

speci fi eg,Ale _fp'fl{e%u% ddtfin %ﬁk&%%&%tﬁﬁcgﬂﬂ cﬁ@yt;eis%uﬁ%\gis%%tmgom

the first specifying 1 nformation an e second speclifying

ol Mt et U A ALS LR ELYERL: Libd Dt d BHbHAM BRI LI QLR o7

establ i shes a routing session I'rst routing device and

the secongelabEng R as, HBe5t,0hd B5u el BloRgiel shalgLEmt | on

execut es con of ‘a co ni- cafion the first

LAN and thg second. LAN.t,hr.ough, the routin essi d 0

recel vi ndt SR HERPiTH PR Bt ort addrsst ot e Bret Wi N e SR Rest s 1 ne
routing session, and ends th out,i ng .control for,.the conmunicatj.on
backet babHLER deiicH 11t SR ieth o P EXlb OUd RRAI{ARERRHEPT B Shich the
communi cati on packet destined f destination_address of an IP

addr ess BerEAYE ﬁéﬁf'%%tq{é sdeehni LAY RBIdbREeEoRd FRing deBismiecat i on
term nal connected to the first LAN, the first routing device refers
to the r@ssenatesy Gip savhorthari ohhe seerad xpday rexverdueluslgsot resRenEp st
communi cation packet to the second LAN is possible, and transfers the
first comnihtlaf i iesnancettomyragicat fnone the reridss medt, rasquineg thessi on.

[ 00191 A first relay server according to still another aspect
of the preswnt spervymng omformatimed ahdrtransmitathe senund spedifiingyst em i n
which the first relay server connected to a first LAN and a second
rel ay seiwforncdiretd g ficstarebec sardet. ANEacke of thmfcdter 14 ps@aeh andhbe,
and includes: a relay server information sharing unit; an acquisition
unit; a weepiabieldfiseived ihelitdedga s@hrinouninf o datiodminy e@aittsluiibi t; a
sharing unit; and a routing control unit. The relay server

i nf or mat Ifhe SHAEhHANNEHareB3he Foliflhg)seHehY ehfor AfRIJTRt I T0foMEd2itiRg a
second relay server, the relay server information including

activati QRateQlEBE 60D RIng Aftkdll Bhe FALENg EGAMET uARG JebBic3aHR Tt 8l ay

server, and activation/registration informtion of client termnals

connect eqlobQnbhfevidd Shd tké ?é@o%%&%%h?%‘@e&i@@bﬁ?&?&ﬂ thé& 'rS‘é{tiﬁgirs%ﬂﬁn The

acquil sitiron unit acquires rtirst specityling I nformtion spe yin

either a. V. | J ] . Ch. | INW T, uti ng

devi ce e%lré%tl‘ﬁ |ar¥goq{r’ g%ﬁqbﬁ%sh%g%#oﬁ{ﬁq%?&ﬁd&%%t% nL"rAl‘i‘\? %lésggahélzltgade%é¢emr Kk

address of t@F first LAN. T e.rque%; uait_re uests .t he second rel ay
and the second routing device baséd on the relay seérver information,

executes routing control for a communication packet between the first LAN



executing routing control for the second LAN based on a network
address of the second LAN. The routing setting information creation
unit creates routing setting information based on the first

speci fying informati on and the second specifying information, the
routing setting information including information in which the
network address of the first LAN and the first routing device are
associated wi.th eac&agﬁgﬁhu aqgﬁ%ntornation.in whj ch the network
address G ihe secen APNER e ERLERY SEHRP P AR ORetegPINg an
associated wth each qther. The sharing. unit shares the routing
setting MRASBHAHER &R e%ﬁtqli‘etlﬁéltwamle pponpechs the PRANE SE&I0N NG
start request_of routing control, the routing control unit _specifies
the firsendskhe agutiagwatzpddoy the ecasrnicalien ngckrihadwesaddg fontt he
routing setting information, establishes a routing session between

t he firstLANundhedsacond Iahd. t Féher acrotnmonidatiprdpatlss deabimdddor ehe
relay server information, executes routing control for a

comuni caestnapaokeldrbet asan IfPhaddiess belotidimgnto thesseadndANAN set ough
the routing session, and upon receiving an instruction to end the
routi ng oantrah,a cmscemeticon thenimalicongeced $6 ohe fiasd.ANIshefarst
routing control for the comrunication packet between the first LAN

and the gsegting deAdte \WieR @ tRNITUNIGASdtOMgatRiatiastd Aegldb@ha
destination address of an |IP address belonging to the second LAN is

sent out rhhrARLf¢REHHIARAIcABiohESdBkRAko ERNBEGNAT AN fshRskinstatdN,
the first routing device refers to the routing setting information to

deci de t Raty Jromd {HAC o miic a&lg@ctﬂypﬂsm%%gteshgnﬁé}ﬁd%m}fg LAN i's
possi ble, and transfers the co ni cat’i on packet by using the
establ i shgd;pQuting session. Effects of the Invention [00201

The rel ay comunicati on system according to an aspect of the present
inventioT ﬁﬁﬂablishes the routing session between the routing devices
based on 9 e routing group information including the network

addresses of the LANs, a he informatiaqn reqgardi th | i ent .
fermnal s or ¢ Raelaraly’ B bR EER e M tRd Ana il fisfiptdhion unit
devi ces. usi ng t rout i sessiagn, th outjn evi ce ecute
Che rou it Etcher LAgY Prdlde i nn iRk bbbt Sbafha it oBRY r om
comuni catjgn termnals connected to the LAN. B ing t routin
group i i Naraasha sehretion Wt that aslastchormatier @%Zlye%%q s LAN
function as the routjng devices, and accordingly, it becones possible
to flexi Bmgd theqatworkmddresy phihecwssopd LANJyusing the histy n the rel ay
communi cati on system according to another aspect of the present
inventioﬁ@oﬂﬂe routi ng devi ces establish the routing session based on
the routing setting informati on And by using the routing session, the
routing devi ce®refezablye thérstowpuiting devite od acbent teernei oncetted to
packets transmtted from conmunication termnals connected to the
LAN. A r ¢he éirshfedapmeiver, andads eap golelwf pepfochfiyg cgminienicativnngitlehieces
whi ch handl e the routing for the LANs and by associating the network
addr essese@ind Fday Abbvaarthrbtigh thefirsgrelayiseternahd tkaclient tatininh0022]
In such a way, the creation of the routing setting information
necessar $hheed/id faitind S&titinfeem btioa twieh thé firBerdlay a¥re@Bnitleat i on
systemcan be sinplified. At the tinme when the configuration of the
rel ay conpryiLailhPReswst emis changed, and so on, it becones easy to
update the

[0017]

Preferably, the second routing device is the second relay server.
[0018]

A first relay server according to still another aspect of the present



route information, and accordingly, it hecones easy to nmanage the
routing function using the relay conmunication system Mreover, the
rel ay communi cation system can search the LAN that can be used for
the routing , and based on the search result, can designate the LAN
as the routing target. Accordingly, the creation of the routing
setting information can be further sinplified. Brief Description of

the DrawiRgsndi@P23h first relayfbierlfol $is8 iR IR E&m‘ﬁhﬁ’ﬂcgﬁoﬁ%g% W&

configuration of a relay comunication system FIG I's a diagram

show ng a iganfiyayl,at ié’l’&y%f{ﬂ@eﬂ cf‘dxﬁﬁéct?e%f 04 fir Eﬂ ﬁéﬂ\éahﬁ aasse%gﬁg ir@IQy

showi ng a configuration-o ent term na

show ng %?Iv%eqvxoglfne i?e%l' t%té’. gééo%gl] %&&?}gf Séor}glecgerd% gach e(Lt%}ér St 5L ]tS% apay

the clien ermna s a vView Showi hg 1 nf orma

created in res essin f St o S a Vview
<howi ng .ﬁ%%w%ffucsﬁn%r%i?@a T nlorEatiby S%@B@&Wgaa?u‘éps@g&@

FI G 7ISF hhﬁ 8 |oncreated|nre ons

processi A GH B0g unit; Ef’méngﬁ’ﬁ 1o} é‘%ltshzﬁi\‘ f‘ﬁﬁ%ﬁ:‘%’t i on
created i.n res ons tQ rocessm of Step S13 FIG 9is a

Vi ew sho:Ml ma%m glwlﬁg Uélﬂteﬁh@&gs 1ﬁI%Ye§‘?¥8ﬁ§é‘1ﬁ36mﬁpé’é’e‘§§hrﬁéleoﬂec@tl @p

sS4 relay server, the relay server information including activation information of
the first relay server and the second relay server, and activation/registration
information of client terminals connected to the first relay server and the
second relay server. The routing group information sharing unit shares
routing group information with a first routing device that executes routing
control for the first LAN and a second routing device that executes routing
control for the second LAN, the routing group information including a
network address of the first LAN, a network address of the second LAN,
first specifying information that specifies either a relay server or a client
terminal, which is the first routing device, and second specifying
information that specifies either a relay server or a client terminal, which is
the second routing device. Upon receiving a start request of the routing
control, the routing control unit specifies the first routing device and the
second routing device from the first specifying information and the second
specifying information, which are included in the routing group information,
establishes a routing session between the first routing device and the second
routing device based on the relay server information, executes routing
control for a communication packet between the first LAN and the second

LAN through the routing session, and, upon receiving an instruction to end



FIG 10 is a view showing a flow of processing regarding construction
of a relay group. FIG 11 is a view showing information
created in response to an instruction to construct the relay group.
FIG 12 is a view showing information created up to processi ng of
Step S20. FIG 13 is a view showing a flow of processing
regardi ng the construction of the relay group. FIG 14 is a
view showi ng informatign_ created up to processing of Step 524. .
FIG 15 itBezoutipg coptralngiseormachathorowiingsewion ansl ppde thesraying
Step S28. FIG 16 is a_diagramshow ng detailed_configurations
of the re&sptel feretheppunmunicatiorFpacketbatyeanihedirshbiidhgnd thesrcend i |
a first routing session is established. FIG 18 is a view show ng
routing dgvolip Wher asiisb nompEr@icabongagket destahehfarg destimatiof
est abli shing a second routing
address of an IP address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing group information to decide that routing of the first
communication packet to the second LAN is possible, and transfers the first
communication packet by using the established routing session.
[0019]
A first relay server according to still another aspect of the present
invention is used for a relay communication system in which the first relay
server connected to a first LAN and a second relay server connected to a
second LAN are connected to each other, and includes: a relay server
information sharing unit; an acquisition unit; a request unit; a routing
setting information creation unit; a sharing unit; and a routing control unit.
The relay server information sharing unit shares relay server information
with the second relay server, the relay server information including
activation information of the first relay server and the second relay server,
and activation/registration information of client terminals connected to the
first relay server and the second relay server. The acquisition unit acquires
first specifying information specifying either a relay server or a client
terminal, which is a first routing device executing routing control for the
first LAN hased on a network address of the first LAN. The request unit

requests the second relay server for second specifying information specifying

either of a relay server or a client terminal, which is a second routing device
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session. FIG 20 is a view showing a flow of establishing a third
routing session. FIG 21 is a view showing a flow of
transferring a conmuni cati on packet by using the first to third
routing sessions. FIG 22 is a view showi ng routing group
information. FIG 23 is a view showng a flow of establishing a
fourth routing session and of transferring the comrunication packet

D UL o 10 S5 T B B ST A8, L o
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routing setting information based on the first specifying information and the
second specifying information, the routing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LAN and the second routing device are
associated with each other. The sharing unit shares the routing setting
information with the second relay server. Upon receiving a start request of
routing control, the routing control unit specifies the first routing device and
the second routing device based on the routing setting information,
establishes a routing session between the first routing device and the second
routing device based on the relay server information, executes routing
control for a communication packet between the first LAN and the second
LAN through the routing session, and upon receiving an instruction to end
the routing control, disconnects the routing session, and ends the routing
control for the communication packet between the first LAN and the second
LAN. When a communication packet destined for a destination address of
an IP address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing setting information to decide that routing of the
communication packet to the second LAN is possible, and transfers the

communication packet by using the established routing session.

Effects of the Invention
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FIG 27 is a view showing a flow of establishing fifth and sixth
routing sessions. FIG 28 is a view showi ng a fl ow of
transferring the comuni cati on packet by using the fifth and sixth
routi ng sessions. FIG 29 is a flowhart showing a flow of
creating the routing group information. FIG 30 is a flowhart
showi ng a flow of ending the routing processing. FIG 31 is a
fl owmchart show ng operations of the client termnal that is executing
the routil@@2®k ocessing. FIG 32 is a chart showing a flow of network
search processing. FIG 33 is a view showi ng network search
i nformation. Filthe 134ay somnvaminatihowiysiggonacomding taas spattorfiidiei on.
FIG 35 is a view show ng network search information. FIG 36 is a
t abl e shesesgptneventikn setaldishredhe routingeayied mtwaenmthe trontiaf t he
client term nal. FIG 37 is a flowhart show ng operations of
t he cli erdevicesbagad onndilervtitendt houpaalaiinatineindulingtie nd&¥virk a
fl owmchart show ng operations of the relay server at a
addresses of the LANs and the information regarding the client terminals or
the relay servers, which function as the routing devices. By using the
routing session, the routing devices execute the routing control for the
communication packets transmitted from communication terminals
connected to the LAN. By using the routing group information, the client
terminals or the relay servers can function as the routing devices, and
accordingly, it becomes possible to flexibly execute the routing control.
[0021]

In the relay communication system according to another aspect of
the present invention, the routing devices establish the routing session
based on the routing setting information. And by using the routing session,
the routing devices execute the routing control for the communication
packets transmitted from communication terminals connected to the LAN.

A route information is created by specifying the routing devices which
handle the routing for the LANs and by associating the network addresses
of the LANs and the routing devices with each other.

[0022]

In such a way, the creation of the routing setting information
necessary to validate the routing function of the relay communication

system can be simplified. At the time when the configuration of the relay

communication system is changed, and so on, it becomes easy to update the
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time of receiving a network search command. FIG 39 is a chart
showing a flow of route search processing. FIG 40 is a view show ng
route search information. FIG 41 is a flowhart show ng
operations of the client termnal instructed to search a route.
FIG 42 is a flowhart show ng operations of the relay server that
has received the route search command. FIG 43 is a chart showing a
flow of starting routing. FIG 44 is a view show ng routing group
i nf or mat irente informatipnGand Reperdanglyaittbeshongs wg s t6 Meanage thewauting
control for the comuni cation packet. Best Mdes for Carrying out the
| nvent i ofuhCi@d uskig tienrdlay commingicativhaystfmr e Moreovemting celijyon
systenp

communication system can search the LAN that can be used for the routing ,

and based on the search result, can designate the LAN as the routing target.
Accordingly, the creation of the routing setting information can be further

simplified.

Brief Description of the Drawings
[0023]

FIG. 1 is a schematic view of an entire configuration of a relay
communication system.

FIG. 2 1s a diagram showing a configuration of a relay server.

FIG. 3 is a diagram showing a configuration of a client terminal.

FIG. 4 is a view showing a flow of registration processing for the
relay servers and the client terminals.

FIG. 5 is a view showing information created in response to
processing of Step S9.

FIG. 6 is a view showing information created in response to
processing of Step S10.

FIG. 7 is a view showing information created in response to
processing of Step S12.

FIG. 8 is a view showing information created in response to
processing of Step S13.

FIG. 9 is a view showing information created in response to

processing of Step S14.
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A description will be nade bel ow of enbodi nents of the present
invention while referring to the drawings. FIG 1 is a*schematic view
showi ng an entire configuration of a relay comuni cation system The
rel ay communi cation systemis conposed of LANs 1, 2 and 3 and a wi de
area network (WAN) 100. The WAN 100 is a wi de area network such as
the Internet. [0025] Client termnals 11 and 12 and a rel ay
server 13 are connected to the LAN 1. Aclient termnal 21 and a

rel ay server 2¥IgrdOdsmneeweshavongtreflowneiprogissorg regardingl s 31 and
32 and a relay server 33 are connected to the LAN 3. A session
initiati congrotoovlof @SeP)y geruper 101 is connected to the WAN 100.

[ 00261 The client termnals individually connected to the LANs
1 to 3 are per Fafallldenrputer sheawiagtindormmkidon traatediayesmmnserts ah3, 22
and 33 relay communi cati on between the client termnals respectively

connect ednit@utiion @b Chesentt thiN\sslayheomd.P server 101 rel ays
communi cation anong the relay servers. In this enbodi nent, each of

the relay serveis; 4sas aSlriBwaéhdvh@\gtihff&n%i&&Bfmb&@?i ﬂ&gnwicéésiﬁ 8f
ot her relay server; however, protocols other than the SIP nay be

used. [0@24] g4 Configuration of relay server} FIG 2is a
bl ock di agram showi ng a configuration of the relay server 13. The

rel ay server 1%“1@??1'3‘{9%%%{% éf%ﬁhgoaaﬁfl?gumﬁf;&@ésshgg P%}Hgﬁ% ppdt 132,

and a dat abase storage uni rdations re%ay servers

22 construction of the relay group.

FIG. 14 1s a view showing information created up to processing of
Step S24.

FIG. 15 1s a view showing information created up to processing of
Step S28.

FIG. 16 is a diagram showing detailed configurations of the
respective LANSs.

FIG. 17 is a view showing a flow until a first routing session is
established.

FIG. 18 is a view showing routing group information.

FIG. 19 is a view showing a flow of establishing a second routing
session.

FIG. 20 is a view showing a flow of establishing a third routing
session.

FIG. 21 is a view showing a flow of transferring a communication
packet by using the first to third routing sessions.

FIG. 22 1s a view showing routing group information.

FIG. 23 is a view showing a flow of establishing a fourth routing

13



and 33 are simlar to that of the relay server 13. [0028}- The
interface unit 131 perfornms communication with the client termnals
11 and 12 by using private internet protocol (IP) addresses. The
interface unit 131 perfornms communication with the SIP server 101 by
using a global 1P address. [0029] The control unit 132 nanages
a variety of databases stored in the database storage unit 133. The

dat abase 8t€16A@AUSY tradIHBriisgtBERAERAuAicadione) B8 bUih S tRE FRLAN
storage unit 134, a relay server information storage wunit 135, a

client tep{iinalsekfibar mati on storage unit 136, and a routing group
i nformati on storage unit 137. Mreover, the control unit 132 has a

cLmh o, o DS et PO e el Tt
term nal > FIG. 25 is a view showing routing group information.
FIG. 26 is a view showing a flow of processing that follows a change
of the routing group information.

FIG. 27 is a view showing a flow of establishing fifth and sixth
routing sessions.

FIG. 28 is a view showing a flow of transferring the communication
packet by using the fifth and sixth routing sessions.

FIG. 29 is a flowchart showing a flow of creating the routing group
information.

FIG. 30 is a flowchart showing a flow of ending the routing
processing.

FIG. 31 is a flowchart showing operations of the client terminal that
1s executing the routing processing.

FIG. 32 is a chart showing a flow of network search processing.

FIG. 33 1s a view showing network search information.

FIG. 34 1s a view showing network search information.

FIG. 35 is a view showing network search information.

FIG. 36 is a table showing network search results displayed on a
monitor of the client terminal.

FIG. 37 is a flowchart showing operations of the client terminal

instructed to search a network.

FIG. 38 is a flowchart showing operations of the relay server at a

14



FIG 3 is a diagramshowi ng the configuration of the client term nal
11. The client termnal 11 includes an interface unit 111, a control
unit 112, an operation unit 113, a nonitor 114, and a dat abase
storage unit 115. Note that configurations of the client term nals
12, 21, 31 and 32 are simlar to that of the client term nal 11.
[0031] The interface unit 111 perfornms comunication with the rel ay

server 13ih¥ ofisbdtdvinen RetwailesddicRddessnd[ 0032] The control
unit 112 includes a LAN driver 191, a LAN-side |IP packet processing

unit 192, a WARE @0 kR GaGkehoRiQs 8SRIWof btite st38ech Bréceutingg control
unit 194, a routing session processing unit 195, and a routing

session unit 194G, [49Q33] “igwi snl%ogcrri?ig Hofibh géél\éﬁrin@%%éﬁ% driver

software that controls t ce unit 111. side | P packet

processing uni tm%,«%%%ﬁéégga%s%gw%%&a@{»g{tg@ag@f@gdfemwﬁ qir om

the client termnal or t ou conmuni cation
P20k ok Bl BRI Ghe U7 194, The 0wt g concrol uni ¢ 104
FIG. 42 is a flowchart showing operations of the relay server that
has received the route search command.
FIG. 43 is a chart showing a flow of starting routing.
FIG. 44 is a view showing routing group information.

FIG. 45 is a chart showing a flow of routing control for the

communication packet.

Best Modes for Carrying out the Invention
[0024]
<1. Entire configuration of relay communication system:>

A description will be made below of embodiments of the present
invention while referring to the drawings. FIG. 1 is a schematic view
showing an entire configuration of a relay communication system. The
relay communication system is composed of LLANs 1, 2 and 3 and a wide
area network (WAN) 100. The WAN 100 is a wide area network such as
the Internet.
[0025]

Client terminals 11 and 12 and a relay server 13 are connected to
the LAN 1. A client terminal 21 and a relay server 22 are connected to the

LAN 2. Client terminals 31 and 32 and a relay server 33 are connected to
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packet based on information stored in the database storage unit=115.
Based on the information stored in the database storage unit 115, the
routing session processing unit 195 decides a routing session to
rel ay the comuni cati on packet, and outputs the routing session to
the routing session X unit 196. The routing session X is a nedia
session to be established between the client termnal 11 and a

speci fi ¢ thellaYNsRr VR sesdiok hhRDtidreprotoed] (STPRsdrQut 107 i§ esShaedtoini t
196 out puts the communication packet to the WAN-si de | P packet

processi R WA 183. The WAN-side | P packet processing unit 193
transmts and receives the conmuni cati on packet through the routing
sessi on E@O £)034] The operation unit 113 is a keyboard, a
nouse and the |ike, and receives an instruction to the client

Lerminal 31 Then it dhtodis Bali il §lal 2ha 9 BRL BAIGC 1485 ke

[0035] _ atabase storage uni osed of "¢
00U L oSOty T Y ) TR M
90351 e S O A S i o g e
order 11 consty MGt Ohyelod relay gt oup Lo L routi no, precersiog,
servers. In this embodiment, each of the relay servers uses SIP at the time
of communicating with the other relay server; however, protocols other than
the SIP may be used.
[0027]
<2. Configuration of relay server}

FIG. 2 is a block diagram showing a configuration of the relay server
13. The relay server 13 includes an interface unit 131, a control unit 132,
and a database storage unit 133. Configurations of the relay servers 22
and 33 are similar to that of the relay server 13.

[0028]

The interface unit 131 performs communication with the client
terminals 11 and 12 by using private internet protocol (IP) addresses. The
interface unit 131 performs communication with the SIP server 101 by
using a global IP address.

[0029]
The control unit 132 manages a variety of databases stored in the

database storage unit 133. The database storage unit 133 is composed of a

relay group information storage unit 134, a relay server information storage
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FIG 4 is a chart showing a flow of processing for registering the
relay servers and the client termnals, which participate in the
relay group. The respective admnistrators of the relay servers 13,
22 and 33 agree and decide to construct a group of the relay

conmuni cation system anong the LANs 1, 2 and 3. [0038] <4.1.

Regi stration of relay servers and client termnals> First, the

adm ni strator of the relay server 13 registers identification

i nf or mat ivont 488, gebbat tdrbhiadd iefsmation eoradeayns €rdée anfldh routime Sl P
server 101 (Step Si). In a simlar way, the respective adm nistrators

of the rerayp $efoveiadintPstangdeSaAntteB Bt EVlotélrat] fheCaintes] it QBREasan
and gl obal | P addresses of the relay servers 22 and 33 in the SIP

server 1QimilkeeBREEuVAidn EStRRSofS2 cort3dl uhiR032] of the client RrrdlHAISIEr fpeT
101 rmanages the identification information and gl obal | P address of

each of theidehiB¥digfovers in association with each other. In such a
way, the SIP server 101 becones capabl e of relaying the comrunication
anong thqoé%]ay servers by using the global |IP addresses of the
respective relay servers. [0040] Next, accounts of the

spoci 11 cart o ER kB PR EERR O (P T e erver 13 breates the
accoum Tor L Moot ot gL ARk B bl 5 SR el g °
relay senver 43 SLSASsareloy Server, LuLOl Bl on Pt Ll
| nformati 01%, g%’op\éﬁgcj;\ﬁgn iurxll%i: (lz?é’eas mdoer;[it?cgrl 1514?fantdh§ database storage unit 115.
Note that configurations of the client terminals 12, 21, 31 and 32 are similar
to that of the client terminal 11.
[0031]
The interface unit 111 performs communication with the relay
server 13 by using the private IP address.
[0032]
The control unit 112 includes a LAN driver 191, a LAN-side IP
packet processing unit 192, a WAN-side IP packet processing unit 193, a
routing control unit 194, a routing session processing unit 195, and a
routing session unit 196.
[0033]
The LAN driver 191 is a driver software that controls the interface
unit 111. The LAN-side IP packet processing unit 192 processes a
communication packet received from the client terminal 12 or the like, and

outputs the communication packet to the routing control unit 194. The

routing control unit 194 decides a routing destination of the communication
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client termnals 11 and 12. The relay server information 51-1 and the
client termnal information 61 are stored in the relay server
I nformati on storage unit 135 and the client termnal information
storage unit 136, respectively. [0041] In a simlar way, the
adm nistrator of the relay server 22 creates the account for the user
of the client termnal 21 (Step S6). The relay server 22 creates
relay server information 51-2, which indicates details of the relay
server 2packgibasadeon nformation starest imthodatabasostanee vt ales
details of the client termnal 21. [00421 The adm ni strator of
t he rel ayBased\oar tiggindonabon sheredondinetd4tabashstongge uoit 1He tbei ent
termnal 31 (Step S7), and creates the account for the user of the
client tepniinglse83ohSirepesS)g uiitel ¥etlagidsen\rentidg sessiands retdyathe
server information 51-3, which indicates details of the relay server
33, and ebiantinicatiwnnedckietf aidratitprts $he rohtial dessiondbehe dotitings of
the client termnals 31 and 32. [00431 <4.2. Logon processing of

client tepsdipalSanit 196. Phd esuting sestMIN i f BledidScdss®i S0 BE t he
client termnals have been created, the client termnals log on to

the res p%@ﬁdbl%h@ﬁ'tﬁ*)tw%@ﬁ\tﬁé elient %ﬁn%l th anP -spBeifie relaf sdriber ot der
I n which the respective client termnals | og on does not have to be
the orderidfg edyinbed1 betrfwyohfifg4lssion X unit 196 outputs the communication
packet to the WAN-side IP packet processing unit 193. The WAN-side IP
packet processing unit 193 transmits and receives the communication
packet through the routing session X.
[0034]
The operation unit 113 is a keyboard, a mouse and the like, and
receives an instruction to the client terminal 31. The monitor 114 is a
liquid crystal display or the like.
[0035]
The database storage unit 115 is composed of a relay group
mformation storage unit 117, a relay server information storage unit 118,
and a routing group information storage unit 119.
[0036]
A description will be made below of a flow of processing of the relay
communication system shown in FIG. 1, in the order from construction of a
relay group to the routing processing.
[0037]
<4, Construction of relay group>

FIG. 4 is a chart showing a flow of processing for registering the
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First, a description will be nade of the |Iogon (Steps S9 to S11) of
the client termnals 11 and 12. The user of the client termnal 11
inputs the identification information and password of the client
terminal 11, and logs on to the relay server 13 (Step 59). In
response to the logon of the client termnal 11, the relay server
information 51-1 and the client termnal information 61 are updated.
The client termnal 11 receives the relay server information 51-1 as
a respongelayoserierd agbbhe cli¢detereliaglss erhieh pasticip@de & the relay geb@. 5
is a view showing information held by the relay server 13 after

pr ocessi fithd rdpeetivdadmiSisemtbss oflile redhnyeserydn, 2Rhodtd agireesind. 1S
conposed of upper information 511-1 regarding the relay server 13 and
| ower i nidetitiet ioasdnsthared arg@oap &f Mfe rblycdonemiuni @itimefstethlaandg 1he

[ 0046] In the upper information 511-1, "id" and "nane"

i ndi cat e [{ANgsi1dentdd gcation information and the name of the rel ay
server informafion 13. In "id", the identification information

"rel ay- senyss]- I@bc.net" of the rel ay server 13 is set. In activation
inforrration 13-1, "active" is set, indicating that the relay server

13 has beg %é%ﬁ%ﬁﬁ n JfQ9t e&vers alh(!l @ll%ﬁll?tél%'éléﬂqf ormation 512-1,

two node tags corres to t lent termnals 11 and 12,

respect i vel Y,  gta,CHant ol LA 6AChe Ale 18y ROUR ABRiSdly", i d” and

"nane" indicaté da hane O VI sron er m naI 1S
install ed

R TN gﬁ%ﬁé@&n@gﬁ%ﬁ# A AL
creati no e cllenly LeLmagl Lntont o0, or - gou | 1L caLes e
ol ay sentthe %éyfss'g%‘sﬁ?@?iaeﬁqﬁg?ﬁséiﬁéé g éau%’%nlz%ﬁééﬁ andyelobith
IP addresses of the relay servers 22 and 33 in the SIP server 101,
respectively (Steps S2, S3).
[0039]
The SIP server 101 manages the identification information and
global IP address of each of the relay servers in association with each other.
In such a way, the SIP server 101 becomes capable of relaying the
communication among the relay servers by using the global IP addresses of
the respective relay servers.
[0040]
Next, accounts of the respective client terminals are created (Steps
S4 to S8). Specifically, the administrator of the relay server 13 creates the
account for the user of the client terminal 11 (Step S4), and creates the
account for the user of the client terminal 12 (Step S5). The relay server 13
creates relay server information 51-1, which indicates details of the relay

server 13, and client terminal information 61, which indicates details of the
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"group’ of each of the node tags in the |ower information 512-1 is

bl ank since the relay group has not been constructed at this point of
time. The upper node tag of the | ower information 512-1 corresponds
to the client termnal 11, in which, as "id", the identification
information "client-11@el ay-server-1.abc.net” of the client term nal
11 is set. In the site information 514-1, the identification
information of the relay server 13 is set followi ng the |ogon of the
client tebehhédrniinal§ 0049t 12. The Télaylsewesr imdalenatign &fl-1 haditheer
information 512-1 corresponds to the client termnal 12, in which, as
"id", theliedettdrirfingdinformaticar @hbi@stored in the relay server information
"client-12@el ay-server-1.abc.net" of the client termnal 12 is set.
The si t e stafage @it 085 2kdt thel diddtabimphaldafdmeatidn etirageumingss,12 has

not | ogged on. [0050] In the client termnal information 61,
two node rbg@stively.ch correspond to the client termnals 11 and 12,
respectively, are created. In each of the node tags, "div", "id",

"nane" angpifjass” indicate the name of the division where the client
termnal is installed, the identification information of the client
termnal, the A iLELe0hy A 4181 RRBIANBK b tRENS sefv%%%%rb%@dsythe
These pieces o i‘niornat| oW are set at the time o creating the
lient t . 1 : 6. " h l .
O ot SR o RO WBL b dhicr MM A SAL SN MLy GNP 22

whi_cht_he ient termnal's Add_es f_ormatlo_ :

The 1B e Bet ey EreTRithRRafioh g, PRI s HePR et ©
iod th f ) t th f ively, d. t

e he t FRE a2 A e B iR 1A FHRGE i difatt BB Pt e

client termnal infornation 61, "group" of each of the node
cilent termlna? 2Ta 9 P

[0042]

The administrator of the relay server 33 creates the account for the
user of the client terminal 31 (Step $7), and creates the account for the user
of the client terminal 32 (Step 88). The relay server 33 creates relay server
information 51-3, which indicates details of the relay server 33, and client
terminal information 81, which indicates details of the client terminals 31
and 32.

[0043]
<4.2. Logon processing of client terminals>

After the accounts for the users of the client terminals have been
created, the client terminals log on to the respective relay servers (Steps S9
to S15). Note that the order in which the respective client terminals log on
does not have to be the order described below.

[0044]

First, a description will be made of the logon (Steps S9 to S11) of the
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tags is blank since the relay group has not been constructed. The
upper node tag of the client termnal information 61 corresponds to
the client termnal 11, in which, as "id", the identification
information of the client termnal 11 is set. The client termnal 11
|l ogs on (Step S9), whereby "192.168.1.11", "1213" and "5070" are set
in the address information 611, the expiration period information 612
and the port information 613, respectively. [00521 The | ower
node t ag cbent bernginadn il 1tagxdnd hal Thesernaf ihenclEhtdermasplohdmputs tthe
client termnal 12, in which, as "id", the identification information
of the cldemtifiteion naforthation sed paddvenrd ofahe denbiterhiad Haanddbgs

| ogged on to the relay server 13 at the point of tine in Step S9, and
accor di nghyto theerebads@assr i18f(Ste@mBoRN Bildespsnbd edkhe Mbawfehe clidnt i S
set in the expiration period information 612 and the port information

613. [00%8dminal 11, thé kelaylde@véOfiForh 2tiBA 5391 adld theeliehit @8Fmir1m nal
11, the user of the client termnal 12 inputs the identification

i nf or mat ;9 ARG RS WRE dpahtdde Phd 8Rdnd REMiNE] 17 Pecaiids HR;QfeIQf to
the relay server 13 (Step S10). [0054] Follow ng the | ogon of the
client tepm : . . r
nf or mat o Ean{ iR 10 B aBBhiGice e tUNIBLET, HRE RV R4S
server i @6(?45’]3'[ ion 52-1 and client termnal information 62,
respectively.” The client termnal 12 receives the relay server

| oformation S2GA% i o GRRPHRRrbg RS AF0R Hbf b %l ShRY S80Yefs 13

after processing indicated in Step S9. The relay server information 51-1 is
composed of upper information 511-1 regarding the relay server 13 and
lower information 5121 regarding the client terminals 11 and 12.

[0046]

In the upper information 511-1, “id” and “name” indicate the
identification information and the name of the relay server information 13.
In “id”, the identification information “relay-server-1@abc.net” of the relay
server 13 is set. In activation information 513-1, “active” is set, indicating
that the relay server 13 has been activated.

[0047]

In the lower information 512-1, two node tags, which correspond to
the client terminals 11 and 12, respectively, are created. In each of the
node tags, “div”, “1d” and “name” indicate a name of a division where the
client terminal is installed, the identification information of the client
terminal, and the name thereof. These pieces of information are set at the
time of creating the client terminal information 61. “group” indicates the

relay group in which the client terminals participate. Site information
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FIG 6 is a view showing information held by the relay server 13
after processing indicated in Step S10. Fields updated follow ng the
| ogon of the client termnal 12 are underlined. [00561 Due to
the logon of the client termnal 12, the identification information
of the relay server 13 is set in site information 524-1 in a | ower
node tag of lower information 522-1. In a | ower node tag of the
client termnal information 62, "192.168.2.22", "1213" and "5070" are
set in adddebsndindtesrtheilidenBfitatiex phfoamiadivnpeithedelayf savatrs asl@g@2a and
site information 623, respectively. [00571 After the | ogon of
the cli emlestiantionalbof 12 clitvet teehayiaker ver 13 transmts the rel ay
server information 52-1 to the client termnal 11 (Step SM In such a
way, the[o@4gly server information 51-1 held by the client termnal 11
is updated to the relay server information 52-1. [00581 Next ,

a description Widuphefeaee onthé Rgdé egenid ﬁieem%&ahf&fmattm@n ghients

termnal 21. The user of the client termnal 21 inputs the

identifi f i
o BT AL B o U %‘cogon o

oo M e, i A S
I 0 LR B e
show ng_ Lt or tnffe@hgjaggpg LBy Lhe rel ayserver 22, alen fTRgesR b, ©f

site information 514-1, the identification information of the relay server 13

is set following the logon of the client terminal 11.

[0049]

The lower node tag of the lower information 512-1 corresponds to the
client terminal 12, in which, as “id”, the identification information
“client-12@relay-server-1.abc.net” of the client terminal 12 is set. The site
information 514-1 is blank since the client terminal 12 has not logged on.
[0050]

In the client terminal information 61, two node tags, which
correspond to the client terminals 11 and 12, respectively, are created. In
each of the node tags, “div”, “id”, “name” and “pass” indicate the name of the
division where the client terminal is installed, the identification information
of the client terminal, the name thereof and the password thereof,
respectively. These pieces of information are set at the time of creating the
client terminal information 61. “group” indicates the relay group in which
the client terminals participate. Address information 611, expiration

period information 612 and port information 613 indicate the IP address of
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conposed of upper information 511-2 and |ower information 512-2. In
"id" of the upper information 511-2, identification information

"rel ay-server-2@bc. net" of the relay server 22 is registered. In
activation information 513-2, "active" is set, indicating that the
relay server 22 has been activated. [00601 " group” of each of
the node tags in the |ower information 512-2 and the client term nal
i nformation 71 is blank since the relay group has not been

const r ucttbd clipf0édrininal, a regiatrahienrogeratam péribhéhémeérandagomat i on
512-2, the information regarding the client termnal 21 is

regi st er ethmber thedéof, regrctiviebgtandnaserdet ratdahe aime when each of the client
"client-21@el ay-server-2.abc.net" of the client termnal 21 is

regi st er egrmheallk dvgsngn.t he 1 ogon of the client terminal 21, the
identification information of the relay server 22 is set in site

i nf or mat ijopsH14-2. [ 0062] In the client termnal information
71, the node tag corresponds to the client termnal 21, and as "id",

the identifical,QReicRbRE FBhHA Hhfokhftfin @I‘t“fh% 1 Sedachlofithe ide
Fol | owi ng the [ogon of the client termnal 2 172.16.1. 21", "1213"

and " 507 Qae A ILAH JHEL A dmag%@ &5 hab HRHEBL fgﬂsaaéte%xp'm hBﬂT 0063]

perl od i n I’I'TB.t I on OI’ mat 1 on respectl

Next, a qQe36TthBlbehe Wibhe Fé‘?n%ﬁ?n&forﬁa'&%oh‘@f)lé'ox%&p SiRY (34nkitRe S13

terminal 11, in which, as “id”, the identification information of the client
terminal 111is set. The client terminal 11 logs on (Step $9), whereby
“192.168.1.117, “1213” and “5070” are set in the address information 611,
the expiration period information 612 and the port information 613,
respectively.

[0052]

The lower node tag of the client terminal information 61 corresponds
to the client terminal 12, in which, as “id”, the identification information of
the client terminal 12 is set. The client terminal 12 has not logged on to
the relay server 13 at the point of time in Step S9, and accordingly, the
address information 611 is blank. Moreover, “0” is set in the expiration
period information 612 and the port information 613.

[0053]

After the logon (Step S9) of the client terminal 11, the user of the
client terminal 12 inputs the identification information and password of the
client terminal 12, and logs on to the relay server 13 (Step S10).

[0054]

Following the logon of the client terminal 12, the relay server 13
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to 515) of the client termnals 31 and 32. The user of the client
termnal 31 inputs the identification information and password of the
client termnal 31, and logs on to the relay server 33 (Step S13). In
response to the logon of the client termnal 31, the relay server

i nformation 51-3 and the client termnal information 81 are updat ed.
The client termnal 31 receives the relay server information 51-3 as
a response to Step S13, and stores the relay server information 51-3
in a rel apdabesthre ralbhpsestaran{mimatage Sl andtBe cliofbtHrnEnGl 8 is a

vi ew showi ng information held by the relay server 33 after processing
of Step TBrmHEtéon €1 ay reley\servémnimdsimation 5211 andslicaopesethadf upper

i nformation 511-3 and |lower information 512-3. In the upper

i nf or mat [Rfdrmkich 635re'éb§|ctwdlﬁen‘t[‘hfelc¢1@ht 08y hiHa0 1Bl @Res the relay
"rel ay-server-3@bc.net” of the relay server 33 is registered.

activati @Bydaiardrat 4196 533 35 a"r@@facbﬂ@"to' tshe%&@n 't@@h&?élh?%ewlﬁ't 13 he
relay server 33 has been activated. 65] of each of

t he node [§ in the | ower |nforrrat|on 5121 and the cllent ter m nal
|nforrrat|o 1 is blank since the relay group has not been

constructed. |q66k ;IneHRPGIoWIALSnEAI Kiod BEId BYEhe bl dTRYL, O3 512- 3

corresponds to
after processing indicated in Step S10. Fields updated following the logon

of the client terminal 12 are underlined.
[0056]

Due to the logon of the client terminal 12, the identification
information of the relay server 13 is set in site information 524-1 in a lower
node tag of lower information 522-1. In a lower node tag of the client
terminal information 62, “192.168.2.22”, “1213” and “5070” are set in
address information 621, expiration period information 622 and site
information 623, respectively.

[0057]

After the logon of the client terminal 12, the relay server 13
transmits the relay server information 52-1 to the client terminal 11 (Step
S11). In such a way, the relay server information 51-1 held by the client
terminal 11 is updated to the relay server information 52-1.

[0058]

Next, a description will be made of the logon (Step S12) of the client
terminal 21. The user of the client terminal 21 inputs the identification
information and password of the client terminal 21, and logs on to the relay

server 22 (Step S12). Following the logon of the client terminal 21, the
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the client termnal 31, and as "id", identification information
"client-31@el ay-server-3.abc.net” of the client termnal 31 is set.
Due to the log on of the client termnal 31, the identification
information of the relay server 33 is set in site information 514-3.
[ 00671 The | ower node tag of the lower information 512-3
corresponds to the client termnal 32, in which, as "id", the
identification information "client-32@el ay-server-3.abc.net" of the
client teechhynsrv@222 sipslates fhrereday eervel anforim b 52-23and thé aliénisi nce
the client termnal 32 has not |ogged on. [00681 The upper node tag

of the clitenindlénforigdtiom7or ntheqhie81 teonires PAn@seives the rélayaiRiver
termnal 31, in which the identification information of the client

term nal iBforivatis 589 ad 8TesgRisk Q9itHE 1&&5&1 1PgR by kB8 egldent
termnal 31, "200.1.2. 31", '1213" and "5070" are set i n address

i nformat ijogs$11l, expiration period information 812 and port
I nformati on 813, respectively. [00691 The | ower node tag of

th lient t f I nal
o FIO Y SR SR b S ol 81 0

32, in which, a tron o I ent

term nal $g,isios&king BESAYIEPSS THE QEIG PP PikolmalbAB - 250 CE

composed of upper information 511-2 and lower information 512-2. In “id”
of the upper information 511-2, identification information
“relay-server-2@abc.net” of the relay server 22 is registered. In activation
iformation 513-2, “active” is set, indicating that the relay server 22 has
been activated.

[0060]

“group” of each of the node tags in the Iower information 512-2 and
the client terminal information 71 is blank since the relay group has not
been constructed.

[0061]

In the node tag of the lower information 512-2, the information
regarding the client terminal 21 is registered. In “id”, identification
mformation “client-21@relay-server-2.abe.net” of the client terminal 21 is
registered. Following the logon of the client terminal 21, the identification
information of the relay server 22 is set in site information 514-2.

[0062]

In the client terminal information 71, the node tag corresponds to

the client terminal 21, and as “id”, the identification information of the

client terminal 21 is set. Following the logon of the client terminal 21,
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the client termnal 32 has not |ogged on. Mdreover, "0" is set in the
expiration period information 812 and the port information 813.

[ 00701 After the logon (Step 513) of the client term nal 31,
the user of the client termnal 32 inputs the identification

i nformati on and password of the client termnal 32, and logs on to
the relay server 33 (Step S14). [0071] Fol |l owi ng the | ogon of
client termnal 32, the relay server 33 updates the relay server

i nformat "0A236-B2Hhd 1208 ahd £6070 earei registerddomad diess sdformateimyl1
server information 52-3 and client term nal information 82,

respect i egbjratibhepatio @itifor@abiondl 1 2B32nd ot indsrhhtionh G138y r&gieetively.

I nformation 52-3 as a response to Step S14. [00721 FIG 9 is a
vi ew shojooggs]i nformati on held by the relay server 33 after processing
of Step S14. Fields updated follow ng the | ogon of the client

termnal 32 ar Néﬂdﬁﬂbbﬁ‘i‘ﬁmoﬁ%ﬂ%e made of thé‘ 1§gdne fd&E%lE?t(S%s@f‘S 3

of a | ower nodetago | ower i nformation e|de I fication
i nf or mat 'thS]]%D of e Eﬁéﬁﬁ’te?ﬁﬁﬁ Is $Bahd 396t Tﬂ@ﬁ&(}vcﬁ'rthe cliefit Eél‘éﬁina'?%‘ie
tag of th lent term na ormation 82, "200.1.3.132", "1213" and

OSSRl AR b OB P UL e
and logs on to the relay server 33 (Step S13). In response to the logon of
the client terminal 31, the relay server information 51-3 and the client
terminal information 81 are updated. The client terminal 31 receives the
relay server information 51-3 as a response to Step S13, and stores the relay
server information 51-3 in a relay server information storage unit 318.
[0064]

FIG. 8 is a view showing information held by the relay server 33
after processing of Step S13. The relay server information 51-3 is
composed of upper information 511-3 and lower information 512-3. In the
upper information 511-3, as “id”, identification information
“relay-server-3@abc.net” of the relay server 33 is registered. In activation
information 513-3, “active” is set, indicating that the relay server 33 has
been activated.

[0065]

“group” of each of the node tags in the lower information 512-3 and
the client terminal information 81 is blank since the relay group has not
been constructed.

[0066]

The upper node tag of the lower information 512-3 corresponds to
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After the logon of the client termnal 32, the relay server 33
transmts the relay server information 52-3 to the client termnal 31
(Step S15). The client termnal 31 updates the relay server

i nformation 51-3, which is stored in the relay server information
storage unit 318, to the relay server information 52-3. [00751 <4. 3.
Creation of relay group information> FIG 10 is a chart show ng a

fl ow of processing regarding construction of the relay group. In FIG
10, the c¢theéehent éemmnal 8123andred 38, adentifi¢atsdroimfor @ 6ioh] After
the processing of Step S15, the adm nistrator of the relay server 13
i nput s t HelidwieBl@fdlaniseover- Dhbtmet] ofthef clidhe teahayalsHr isades. 1Bued and
33, and instructs the relay server 13 to construct the relay group.

The rel axhs @6y eh of$hoekbit traahngs$ 31 etiayideneifiRatidhan i fhot &f tland
stores the relay group information 41 in the relay group information

storage yBjdy de3der BIGS €dt in site infohFatibh 384-8. Vi ew showi ng i nformati on
held by the'relay server 13 after the construction of the relay group

is instrysy@fd The relay server information 52-1 and the client
termnal 1nformation 62 are not changed fromthose in FIG 6. [0078]

The lower node tag of the lower information 512-3 corresponds to the
client terminal 32, in which, as “id”, the identification information
“client-32@relay-server-3.abc.net” of the client terminal 32 is set. The site
information 514-3 is blank since the client terminal 32 has not logged on.
[0068]

The upper node tag of the client terminal information 81
corresponds to the client terminal 31, in which the identification
information of the client terminal 31 is set as “id”. Following the logon of
the client terminal 31, “200.1.2.31”, “1213” and “5070” are set in address
information 811, expiration period information 812 and port information
813, respectively.

[0069]

The lower node tag of the client terminal information 81 corresponds
to the client terminal 32, in which, as “id”, the identification information of
the client terminal 32 is set. The address information 811 is blank since
the client terminal 32 has not logged on. Moreover, “0” is set in the
expiration period information 812 and the port information 813.

[0070]
After the logon (Step S13) of the client terminal 31, the user of the

client terminal 32 inputs the identification information and password of the
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The relay group information 41 is conposed of upper information 411
regarding the relay group and lower information 412 regarding the
relay servers which participate in the relay group. In the upper
information 411, in "id", identification information
"group-a@ el ay-server-Labc.net” of the relay group is set. "lastnod"
and ' "nane" indicate a | atest update tine of the relay group

raspect vaoef pati Sl B Thdoet B0 ER e B Bio bt SRS 1ant 1 catf on

i nf or mat i[ﬁQYQf the relay servers 13, 22 and 33 are set. [00791
Thr ough t | P server 101, the relay server 13 requests the rel ay

server 22 to ¢ tryct fhe rel group in ich the relay servers 13,
22 and 33 part%g’i]ﬁg"tl%g(ﬁg?i%nﬁ ,heil?fé?-'i’?.m%?atg? welayr sek¥er S8hr ough
the SIP server 101, the relay _server 13 requests the relay_ server 33
to const vpdatesthe ralay sgyrwugnfamgidonsdl 3 ang the clignt teyanipake of
requesting the construction of the relay group, the relay group

i nf or mat ieiermption 81 ipselaytssgveninfematibn w23 pndraliens texrdirBd. [ 0080]
<4.4. Synthesis of relay server information> Next, through the
SI P ser venforomtiarh82 rrespyctiealyer Tha diegt éstnsinat S2reicaives éhe eelag2 f or
the relay server information 51-2 (Steps S18, S18.1), and requests

t he rel agesmmiaforddation 52Heas alr@gpsesevier StepfOr4mt i on 52-3 (Steps S19,
S19.1). The relay server 13 synthesizes the relay server information
52-1, 51{@0®2ld 52-3, and creates relay server information 53. The
client termnal information 62 is updated to client term nal

i nformation 63FIGN9tiB& ﬁ@hﬂé&l{ﬁﬁhgeihféﬂﬁé?ﬂi@i&lhieﬂﬁbﬁftﬁé ERyWRirverl3S, the
relay server information 52-1 and 53 are stored.
after processing of Step S14. Fields updated following the logon of the
client terminal 32 are underlined.
[0073]
In site information 524-3 of a lower node tag of lower information
522-3, the identification information of the relay server 33 is set. Moreover,
in a lower node tag of the client terminal information 82, “200.1.3.132”,
“1213” and “5070” are set in address information 821, expiration period
information 822 and site information 823, respectively.
[0074]
After the logon of the client terminal 32, the relay server 33
transmits the relay server information 52-3 to the client terminal 31 (Step
S15). The client terminal 31 updates the relay server information 51-3,
which is stored in the relay server information storage unit 318, to the relay
server information 52-3.

[0075]

<4.3. Creation of relay group information>
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[ 0081] FIG 12 is a view showing information held by the relay
server 13 after processing of Step S19. Fields updated follow ng the
processing of Step S18 are underlined. [0082] In the rel ay
server information 53, upper information 531-1 and | ower information
532-1 correspond to the upper information 521-1 and the | ower

I nformati on 522-1, which are shown in FIG 6, respectively. In a

simlar way, u inf or 531-2 ower i.nformati.on 532-2
correspond to &ﬁg ta‘imfiﬁl E‘B gﬁ Bh%?eﬁﬂélgllgﬁé}&% or mat i on
512-2, which are sh FIG 7, t|v erlnf

531-3 and°PeEFIPR gmﬁﬁt‘&@ﬁ §9yPs i%fﬁg’é nibd i etegpHBRLS 24 8P on
521-3 and the | I nformation 522-3, Wmch are shown in FIG 9,
respect | &Pyt Fge'é’@l Fol | owi ng the construction of the reI ay group,
|dent|f| atlén i nformation of the relay group is set in "group" of
each of ode tags of the lower information 532-1, 532-2 and 532-3

and "group" of each of the node tags of the client term nal
i nformati on 63After the processing of Step S15, the administrator of the relay

server 13 inputs the identification information of the relay sexvers 13, 22
and 33, and instructs the relay server 13 to construct the relay group. The
relay server 13 newly creates relay group information 41, and stores the
relay group information 41 in the relay group information storage unit 134,
[0077]

FIG. 11 1s a view showing information held by the relay server 13
after the construction of the relay group is instructed. The relay server
information 52-1 and the client terminal information 62 are not changed
from those in FIG. 6.

[0078]

The relay group information 41 is composed of upper information
411 regarding the relay group and lower information 412 regarding the
relay servers which participate in the relay group. In the upper
information 411, in “id”, identification information
“group-a@relay-server-1.abc.net” of the relay group is set. “lastmod” and
“name” indicate a latest update time of the relay group information 41 and a
name of the relay group. Moreover, in the respective site tags of the lower
information 412, the identification information of the relay servers 13, 22
and 33 are set.

[0079]
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[0084] By referring to the client termnal information 63, the relay
server 13 confirms that the client termnals 11 and 12 are | ogged on.
The relay group information 41 and the relay server information 53
are transmtted to the client termnals 11 and 12 (Steps S20, 521).

[ 00851 FIG 13 is a chart showng a flow of processing during
and after Step 22 in the construction of the relay group. In FIG 13,
the client terminals 11 and 12 are not shown. [00861 Thr ough

the SIP server Tiooughithe SdPzerger 1@}, the nebajusarver tlRgenvesty thenmelay 13
for the relay server information 52-1 (Steps 522, 522.1), and

r equest s seheerr2 tycoamtvat t838 rebry gverprial whicdethearelan barveas i18n282nd
(Steps S23, S23.1). The relay server 22 synthesizes the relay server
i nf or mat i38np&Riclpate(S2e@n816,25 1. 1andnca erhHar th, tetahsiieSIP server
information 53. The client termnal information 71 is updated to

client taom tiwd rélaf ey Brodiesidithd pllay seBFereI3 &2coi@biidiuas reyhol d
the relay server information 51-2. [00871
group (Steps S17, S17.1). At the time of requesting the construction of the
relay group, the relay group information 41 is transmitted to the relay
servers 22 and 33.
[0080]
<4.4. Synthesis of relay server information>

Next, through the SIP server 101, the relay server 13 requests the
relay server 22 for the relay server information 51-2 (Steps S18, $18.1), and
requests the relay server 33 for the relay server information 52-3 (Steps S19,
S19.1). The relay server 13 synthesizes the relay server information 52-1,
51-2 and 52-3, and creates relay server information 53. The client terminal
information 62 is updated to client terminal information 63. In the relay
server information storage unit 135, the relay server information 52-1 and
53 are stored.

[0081]

FIG. 12 is a view showing information held by the relay server 13
after processing of Step S19. Fields updated following the processing of
Step S18 are underlined.

[0082]
In the relay server information 53, upper information 531-1 and

lower information 532-1 correspond to the upper information 521-1 and the

lower information 522-1, which are shown in FIG. 6, respectively. In a
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FIG 14 is a view showing information held by the relay server 22
after processing of Step S23. Fields changed follow ng the processing
of Step S23 are underlined. The identification information of the
relay group is newy set in "group” of the client term nal
information 72. [00881 By referring to the client term nal
information 72, the relay server 22 confirns that the client term nal
21 is logged on. The relay group information 41 and the relay server

i nf or mat isbmilad wdyg uppensnfortredidro53he md Ridertiafeoinn@lioR 532 ep S24) .

[ 00891 Next, through the SIP server 101, the relay server 33

requests cbﬂ%s%@h@&fo $é Vphed SnfoSimatide 5El-8¥andetheclowenfigfortidttih 522-2,
(Steps S25, S25.1), and requests the relay server 22 for the relay

server i RfIcHB b%!ﬂoaﬁh B Ft ePSrespbotivedf- 1U53pH‘ ?nfo@hfb)ﬁlo%eS{yPB a3l

synt hesi zes the relay server |nformat|on 5 1-2 and 52-3, and

creates g&bé’:b’ iSBI G o k- %Bh% tJ Pe ﬁ}gh@f‘inﬁ)fﬁ%‘g%ﬁ' 53178 %H(‘I?H on

82 is updated to client termna ormatl

or ocesei A o SUpHmigish 2 Ebe, %%L%W e R Ny of

Step 826[616§3]underl i ned. The i dent ification information of the relay
group

Following the construction of the relay group, identification
information of the relay group is set in “group” of each of the node tags of
the lower information 532-1, 532-2 and 532-3 and “group” of each of the
node tags of the client terminal information 63.

[0084]

By referring to the client terminal information 63, the relay server
13 confirms that the client terminals 11 and 12 are logged on. The relay
group information 41 and the relay server information 53 are transmitted to
the client terminals 11 and 12 (Steps S20, S21).

[0085]

FIG. 13 is a chart showing a flow of processing during and after Step
22 in the construction of the relay group. In FIG. 13, the client terminals
11 and 12 are not shown.

[0086]

Through the SIP server 101, the relay sexrver 22 requests the relay
server 13 for the relay server information 52-1 (Steps S22, $22.1), and
requests the relay server 33 for the relay server information 52-3 (Steps S23,
$23.1). The relay server 22 synthesizes the relay server information 52-1,

51-2 and 52-3, and creates the relay server information 53. The client
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I's newly set in "group” of each of the node tags of the client
termnal information 83. [00911 By referring to the client term nal

I nformation 83, the relay server 33 confirns that the client
termnals 31 and 32 are | ogged on. The relay group information 41 and
the relay server information 53 are transmtted to both the client
termnals 31 and 32 (Steps 527, S28). [00921 As a result of

t he processhiigalupfdrendtidrs 7pak Ripdatdets eient @ieuRal mfeanstion 2ed Tha
which the client termnals 11, 12, 21, 31 and 32 and the rel ay

servers }dlay2eragf283oRfihuks tORbR tHO 169 BBHI@Hf0MM Lo BN td Ci pate in
the relay group can confirmthe configuration of the relay group,

oper atiofpggAt es of the individual conputers, and the |ike, by
referring to the relay group information 41 and the relay server

[ nfor mat i on 53 5104931 oPlow iR iHRHE NP RAREBSHAY LIt Bhvor 29

enbodi ment) descriptio rou g processing

gﬁg%d: R%gegp‘i‘gééés?ﬁg P80 §851 FLibl EniRtAY rotRWIHD'£8 L8k 34T &M
Step S23 are underlined. The identification information of the relay group
1s newly set in “group” of the client terminal information 72.

[0088]

By referring to the client terminal information 72, the relay server
22 confirms that the client terminal 21 is logged on. The relay group
information 41 and the relay server information 53 are transmitted to the
client terminal 21 (Step S24).

[0089]

Next, through the SIP server 101, the relay server 33 requests the
relay server 13 for the relay server information 52-1 (Steps 525, $25.1), and
requests the relay server 22 for the relay server information 51-2 (Steps S28,
S26.1). The relay server 33 synthesizes the relay server information 52-1,
51-2 and 52-3, and creates relay server information 53. The client terminal
information 82 is updated to client terminal information 83.

[0090]

FIG. 15 is a view showing information held by the relay server 33
after processing of Step S26. Fields changed following the processing of
Step S26 are underlined. The identification information of the relay group
1s newly set in “group” of each of the node tags of the client terminal

information 83.
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[ 00941 <5.1. Detailed configuration of LAN> FIG 16 is a

di agram shhow ng detail ed configurations of the LANs 1 to 3. In FIG
16, the SIP server 101 is not shown. General term nals are connected
to the LANs 1 to 3 as personal conputers that do not function as
client termnals. [0095] The LAN 1 has a configuration in
which a LAN 10-1 and a LAN 10-2 are connected to each other through a
general - purpose router 14. The client termnal 11, the relay server
13 and algepdral terminal 15 are connected to the LAN 10-1. The
client termnal 12 and a general terminal 16 are connected to the LAN

10- 2. Networ k Bidrefesehg @b théelibiiNeriind] aifdrh@tidnaBF the relay server
"192.168.1.0/24" and "192.168.2.0/24" (24 at the end is a subnet

mask) . [ 33%hnfirms thatAh8eMRhkeHBIHHIB A 83 atO MU, TR Felh N 2,
in addition to the client term nal 21 and the relay server 22.
net wor k adghg$8fo@hatitt 40NN the rel32shQ8r InfiRhtion 53 are tr ansmltted to
both the client terminals 31 and 32 (Steps $S27, $28).
[0092]

As a result of the processing up to this point, the relay group is
constructed in which the client terminals 11, 12, 21, 31 and 32 and the relay
servers 13, 22 and 33 participate. The computers which participate in the
relay group can confirm the configuration of the relay group, operation
states of the individual computers, and the like, by referring to the relay
group information 41 and the relay server information 53.

[0093]
<5. Flow of routing processing (first embodiment) >

A description will be made of routing processing according to a first
embodiment in the relay communication system shown in FIG. 1.

[0094]
<5.1. Detailed configuration of LAN>

FIG. 16 is a diagram showing detailed configurations of the LANs 1
to 3. In FIG. 16, the SIP server 101 is not shown. General terminals are
connected to the LANs 1 to 3 as personal computers that do not function as
client terminals.

[0095]
The LAN 1 has a configuration in which a LAN 10-1 and a LAN 10-2

are connected to each other through a general-purpose router 14. The

33



[ 0097] The LAN 3 has a configuration, in which a LAN 30-1 and a LAN
30-2 are connected to each other through a general -purpose router 34,
and the LAN 30-1 and a LAN 30-3 are connected to each other through a
general - purpose router 35. The relay server 33 is connected to the
LAN 30-1. The client termnal 31 and a general termnal 36 are
connected to the LAN 30-2. The client term nal 32 and a general

term nal chénatersidat ek telayiertANIBEnd.a dataral teraddthedsegeof the
LANs 30-2 and 30-3 are "200.1.2.0/24" and "200.1.3.0/24". [0098]

<5.2. ShabhABcte@Ubithe IQNUR)-i N Th@%hbﬁefelfmﬁfaqq@ Aid 8%eNbld] RemRLE
of sharing of routing group information for use in the routing

processi NG ACCAHBebd @ dHal EANT?@@' M twok RO Uhresses of thé:t%Nsliolf

referred to. The user of the client term nal 11 instruct

constr uctiom @5 frefi1b811680HbIINE HPUB2. 18 &4 L4 R %%d ith SL&S

routing
mask).

[0096]

A general terminal 23 is connected to the LAN 2, in addition to the
client terminal 21 and the relay server 22. The network address of the
LAN 215 “192.100.1.0/24".

[0097]

The LAN 3 has a configuration, in which a LAN 30-1 and a LAN
30-2 are connected to each other through a general-purpose router 34, and
the LAN 30-1 and a LAN 30-3 are connected to each other through a
general-purpose router 35. The relay sexver 33 is connected to the LAN
30-1. The client terminal 31 and a general terminal 36 are connected to
the LAN 30-2. The client terminal 32 and a general terminal 37 are
connected to the LAN 30-3. Network addresses of the LANs 30-2 and 30-3
are “200.1.2.0/24” and “200.1.3.0/24".

[0098]
<5.2. Sharing routing group information>

A description will be made of sharing of routing group information

for use in the routing processing according to this embodiment.
[0099]
FIG. 17 is referred to. The user of the client terminal 11 instructs

construction of a first routing group. The client terminal 11 stores routing
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group information 91, which is created in response to the instruction
of the user, in the routing group information storage unit 119. The
client termnal 11 transmts the routing group information 91 to the
relay server 13 (Step S31), and issues a notice to the relay server
13 of the construction of the first routing group. The relay server
13 stores the received routing group information 91 in the routing
group i nfgronptinfornsttoomefe, whidh ik3Feafedlidiliesponse to fHeGnshBict®naofithew
showi ng the routing group information 91. The routing group

i nf or mat iwer,9h ke waniios gebupf infedya tioh etémizge amif119. r Thukichgnt ar get
information 912, routing perm ssion information 913, and session

I nf or mat itefm . 11 Bk ildehPaiMin bR RN idn A 10Her My Sérver
regarding the routing group information 91 itself. "group” indicates

i dent i fi ot (398 93197 B i20e8h ridife 18] thY @lsguéblvef 43, fth@%ﬁ@c‘iiuctlon
"nane" and "owner" indicate identification’infor ITB.tI on, latest update

Lime, namgE cROdee AALGOR (RO COTRE 1NE oWl 19GraURNG g%éaim ik

[ 0102] The routTng target rmation is Information

Lfegﬁre?‘mg%&auﬁ?or S L e e e

"addr" '181(9 tes the network address of the network that serves as
the routing target. "router” indicates a cIient term nal that routes

an | P packet f r]_:cﬁ?rtl%els I’;ie;[rl\a%rs o%veltng tTle 1%%. ing glloup 111%01mat10n 91. The

routing group information 91 is composed of body information 911, routing
target information 912, routing permission information 913, and session
information 914.

[0101]

The body information 911 is information regarding the routing
group information 91 itself. “group” indicates identification information of
the relay group. “id”, “lastmod”, “name” and “owner” indicate identification
information, latest update time, name and creation source of the routing
group information 91.

[0102]

The routing target information 912 is information regarding a
network that serves as a routing target, and is composed of network
information 912-1 to 912-3. In each network information, “addr” indicates
the network address of the network that serves as the routing target.
“router” indicates a client terminal that routes an IP packet from the
network set in “addx”.

[0103]
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In the network information 912-1, the network address of the LAN 10-2
is set as "addr", dand the identification infornmation of the client

termnal 11 is set as "router". In the network information 912-2, the
network address of the LAN 2 is set as "addr", and the identification
information of the client termnal 21 is set as "router". |In the

network information 912-3, the network address of the LAN 30-2 is set
as "addr", and_the identification information of the client term nal
31 is set as "dbthemetwppkinfosmagiona§l2-hthe hetrark addreaapstha LAN
and 31 are set so as to function as routing devices. [0104]

The rout ilWg2 peseti a5 iaskdx? it theg idemtdikdtiondnéamestico ofiting clatiton
termnals capable of using the routing function of the relay

conmmuni caermmalykst et asdrostecbnmplosdt nétvoekninfdreda tien 9B, the
information 913-1 to 913-3. Here, "comunication termnals" refer to
all of thetwerlayddesssasfshetInENG et ds€addialandath@ ideatifentoal
termnals, which are individually connected to the LANs 1 to 3. For
exanpl e, ihforkd¥@idsf the dlithtGet@Mhall BY 18 &talas ‘tdumnt 1B tRd'Betvididy
server 13, and the general termnals 15 and 16 all correspond to the

comuni CahfoRhdtei1® 23S th@%aﬁ@iﬂw%d@es@\bf fhd haNge0ss A sétearsmaaak’s and
whi ch do not conpose the rel ay conmuni cation system can use

rout i ng. fHRGALARE OIS St A &Odme'cﬁ@ht9551&%&&%@15@%495}5%@. In

each of t e permtte termna i nformation

I ndi cate i 1Q%H§?ﬁnﬂlelﬁ eqlqdc'éfﬁﬁ @E 1t1h§ Qaqu 9?% tgébt Ji?{cm‘ 10n as

capabl e of "using tnhe Fout I ng Ion: er m

|nfornat| 91%11 corresponds to the general ternlnal 16, |n whi ch
"192. 168" ?gg '8%Set as "addr". The permtted termnal information
913-2 coqqﬁigonds to the general termnal 23, in which

"192.100 0" is set as "addr". In the permtted term nal

i nformation 913; 3, "addr", '200.1.2. *" se whi ch i ndi.cates
that all of thﬁ”h@d}?fﬂim&la%%wsw&#%%tl%ﬁﬁédp@&zaﬁ%ﬁ EHBMUNCHIOD can
use the routlnq functlo? Not e t hat, h the identification

i nf or mat iteyMPIAls gaPaRlsH Asing the h%Htl]il% % 191h0% the yelancemaupisatipRal
information 913-1 and 913-2, the identification |nfornat|on of the

client t&yaiensl andirdcomnposed] ofypesantteddepmynalindemation §13:1 f0I0SB.

Here, “communication terminals” refer to all of the relay servers, the client
terminals and the general terminals, which are individually connected to
the LANs 1to 3. For example, in the LAN 1, the client terminals 11 and 12,
the relay server 13, and the general terminals 15 and 16 all correspond to
the communication terminals. Accordingly, even the general terminals
which do not compose the relay communication system can use the routing
function of the relay communication system.
[0105]

In each of the permitted terminal information, “name” and “addr”
indicate the name and IP address of the communication terminal capable of
using the routing function. The permitted terminal information 913-1

corresponds to the general terminal 16, in which “192.168.2.150” is set as
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The session information 914 is conposed of point information 914-1 to
914-3 regarding routing sessions for use in the routing of the
communi cation packet. "start" and "end" of each of the point
information indicate a start point and an end point of the routing
session. [0107] Since the point information 914-1 to 914-3
have been created, three routing sessions are established in the
first routing group. The point information 914-1 corresponds to a
first roduddg.sd& s pexmittedvurefingbhenfoce@ntiohi TEE-P edricaponid@to the of t he
client termnals 11 and 21 are set in "start"” and "end". The point

i nf or mat igeRePlldteZminal 23 Hanghichd 182SE00Nd 50014 sdtthsS@gld’'oNn, I thevhi ch
the identification information of the client termnals 11 and 31 are
set in " YedifittedRErmenal infoiiatioh ot 3t faraaii-on2834:Brear dRSReRds to
a third routing session, in which the identification infornation of

the clienfqicafdd fpkslRds ﬁ{bdccfﬁ}m%{ni?%%%n Ehﬂi%{a?sr Lonrted &the LAM88%

FIG 17 is referred to one nore The relay server 13 1ssues a

e S e

termnal s uncti on as

isﬁf: o &Lf it R R Lot oA i%ﬁﬁﬁ%l%[‘?éﬁ%‘ﬁﬁﬁ%id&%ﬁ%é%#@er 101
. 2 2.:932. 1 . 932.1..1) . .l Sim
vy, he AR 3 T B e Pk Pt ppabobst ehe BFnln: ™

termnal 31 thr ou%lg1 he ?I P server 101 and.the relay server 33 (Steps
s33, S33termmplesadithe relay seuyeps maypbe s¢tfhereiay servers 13, 22 and
33, and the ¢lient termnals 11, 21 and 31 which function as the
routing @iP%es share the routi ng group information 91. [0109] <5.3.
Establ i shnent of routjing session> i Next, first to third routing
sessions are edtwessieadniomeadon Sl is spmpaaed ofi peiat dpformatiored béilnt
information 914-1 and 914-2, and confirnms that the term nal itself
has been te&l4al regradmareutyng sessiofs faraiseiingheanutisgcdrtlier out i ng
sessions. [0110] In order to establish the first routing

sessi on lbemmeenicabiengidcdat. t ‘Etaitiang “ehdinlie2dh of the pdiné mbforeratioml
11 transmts an establishment request of the first routing session to
t he rel ayndentes start(Sinpatiddén endporgpdinke roatiagrsesgonse fromthe
relay server 13, the client termnal 11 transmts an ACK to the relay
server 130(®tlep S35). In response to the ACK, the relay server 33

est abl i shes a medi a session between the client termnal 11 and the

relay server 134 €t $538t information 914-1 to 914-3 have been created, three
routing sessions are estahlished in the first routing group. The point
information 914-1 corresponds to a first routing session, in which the
identification information of the client terminals 11 and 21 are set in “start”
and “end”. The point information 914-2 corresponds to a second routing
session, 1n which the identification information of the client terminals 11
and 31 are set in “start” and “end”. The point information 914-3
corresponds to a third routing session, in which the identification
information of the client terminals 21 and 31 are set in “start” and “end”.

[0108]

FIG. 17 is referred to one more time. The relay server 13 issues a
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[0111] After step S36, the relay server 13 transmts the

establi shnent request of the first routing session to the relay
server 22 through the SIP server 101 (Steps S37, S37.1). In response
to a response fromthe relay server 22, the relay server 13 transnmts
an ACK to the relay server 22 through the SIP server 101 (Steps S38,
S38.1). In response to the ACK, the relay server 13 establishes a

nmedi a sessjion ween the.rel servers 13 and 22 (St 9)...10112]
Ater o oyt thERERrREubE 0B tng BdCidive ARttt teitmd bl 21
termnal 2 d.the . relay server 22 t eps $4Q, 1 and.S42). The
br ocest gt Sl SHIFK SGtain R LS by cang gevien | SeRtopBLE eliy sorvere
first routing sessiqQn is conposed hased on the three nedi a, sessi ons
est abl i sHSTRRSBLEheatinggrowingopmatipn P4)to the cliengteymipgpl;2d
referred to. Ina simlar way to_the establishnment of the first
routi ng $beeuginthe REP sermidl Hoand the selagi erves22 §3iebpiSive 38t apdn
the client termnals 11 and 31. A nedia session is established

bet ween t9R&.bM.enkn a similaawayl thadortiogrebuy isfbrwationgd] s bpassdsied
S$44 and S45). A nedia session is established between the relay
servers 18thedlidst {Srepal 34adhr&dgh the SIP seB4r. 10 hadd S48 yelak seedend3
session is established between the client termnal 31 and the rel ay
server 33S{epsePR3, BEB.120d $3811351) In $heh aseandheauldngesessilBn2e and

conposed of the three nedia sessions established in Steps S45, S48
and S51. 3304i8]the client terminals 11, 21 and 31 which function as the routing
devices share the routing group information 91.
[0109] |
<5.3. Establishment of routing session>

Next, first to third routing sessions are established. The client
terminal 11 refers to the point information 914-1 and 914-2, and confirms
that the terminal itself has been set at the start points of the first and
second routing sessions.

[0110]

In order to establish the first routing session between the client
terminals 11 and 21, the client terminal 11 transmits an establishment
request of the first routing session to the relay server 13 (Step S34). In
response to a response from the relay server 13, the client terminal 11
transmits an ACK to the relay server 13 (Step S35). In response to the
ACK, the relay server 33 establishes a media session between the client
terminal 11 and the relay server 13 (Step S36).

[0111]

After step S36, the relay server 13 transmits the establishment
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The client termnal 21 refers to the point information 914-3, and
confirms that the term nal ktself has been set at the start point of
the third routing session. Then, the third routing session is
establ i shed between the client termnals 21 and 31. [01161

FIG 20 is referred to. A nedia session is established between the
client termnal 21 and the relay server 22 (Steps S52. S53 and 554).
A nedi a session is established between the relay servers 22 and 33
(St eps 57bqueimfthe $h6t r&ing sasdohd the Aelapdeavaedd tlorough the SIP
establ i shed between the client termnal 31 and the relay server 33
(Steps Si8ivedTDIa(BieSSBB7, THL. 10.i Il réHoinisd G0 90%ShOMsd FrofPTHROSS by Of
the three nedi a sessions established in Steps S54, S57 and 560.
[01171 <BefverRENthBGelSddrobr 08 tEORIRIIE G ACK RAHE cTay server 2BN€
comuni cation termnals set in the permtted termnal 1nformation
913-1 to 7 ' kO i |

i eot 1 y e B e RS 1l The prRsd 4 e A e

routi ng $eag) @ser 10118 MIiches o Bk <AbidFLARIEL B ftay NG 0278T Al

term nal sends out rst communi cation pa
gener al t2§r(g1tgl§1b3§§ (Step 561).
[0112]

After Step S39, a media session is established between the client
terminal 21 and the relay server 22 (Steps S40, S41 and S42). The
processing is similar to those of Steps 534 toS36.

[0113]

The first routing session is composed based on the three media
sessions established in Steps S36, S39 and S42.
[0114]

FIG. 19 is veferred to. In a similar way to the establishment of the
first routing session, the second routing session is established between the
client terminals 11 and 31. A media session is established between the
client terminal 11 and the relay server 13 (Steps S43, S44 and S45). A
media session is established between the relay servers 13 and 33 (Steps S46.
S46.1, 847, S47.1 and S48). A media session is established between the
client terminal 31 and the relay server 33 (Steps 549, S50 and S51). The
second routing session is composed of the three media sessions established
in Steps 845, S48 and S51.

[0115]

The client terminal 21 refers to the point information 914-3, and
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When having received the first ,comuni cati on packet, the client
termnal 11 refers to the routing group information 91, and
determ nes whether or not it is possible to route the first
comuni cati on packet. [01191 First, based on the routing target
information 912, the client termnal 11 determ nes whether or not
the first communi cation packet can be routed. An | P address

Eiﬁﬁ'}ﬁ?gﬁ F%ﬁ%é@%te{tﬂg Sgﬁﬁﬁégﬁﬁéﬁ%éﬁ%%ﬁtﬁgﬁgﬁtﬁ sBTER 2
i N i 12-2. ..An | P. 1192168, 2. 150"
o the t PARERESERIRhCodvRD HATHEM PO rurR sohrBa) SRt eRed Mtper e

networ k address of the,LA -2 set in the network informati on 912-1.
Thereforé,iile{lﬁielé’?]i”@ﬁﬁ Eg‘é"rnyl '%gl 11 determines that the first

comuni ceiéﬁ)é] packet can be routed. [0120] Next, the client
term nal efers to the routing perm ssion information 913, and
confirnms whet h%r or._not ﬁtegggl outing of. the first communicati on packet
is permtted. THE- 2P 1548 B thénediafenrsioniis astablished hybwepn the
termnal 16) of the first_comunicati o%fcket iSs set in the)t

per m t t eglieBt hemainal landhthorelay senveradvd\Sthps PP2adas egdd 934k héd
destination (general term nal 23) of the first conmmunication packet

i s set imedie geesinntis edtadishieddietivabnthatrehy @183 2Thad 30Sseps H65.
client termnal 11 determ nes that the routing of the first

comruni c&Asoh iE; IH6. 1 andé3hf)t t ddmeblit sedsimat ist dutakléslerdbetatdemnthes t o
whet her or not such routing is possible may al so be perfornmed based
on just elientfernhimal Bladsd tesralfy tsheverr 3(Steps 568, SHAReE $E0)X hd'He r st
comuni cati on packet and the |IP address of the destination of the

sane. [ 0%1BikH routing seSkheistddenpotetofithe ahicmedinsdmRidyeRhblifieed in
client terminal 21 is set in the network informati on 912-2 and the

poi nt i niRepREFANSYL4nd Séde client termnal 11 decides to use the
first routing session for the routing of the
[0117]
<5.4. Routing control of communication packet>
The communication terminals set in the permitted terminal
information 913-1 to 913-3 can perform communication, in which IP
addresses are directly designated, with one another through the first to
third routing sessions.
[0118]
FIG. 21 1s referred to. The general terminal 16 sends out a first
communication packet destined for the general terminal 23 (Step S61).
When having received the first communication packet, the client terminal
11 refers to the routing group information 91, and determines whether or
not it is possible to route the first communication packet.

[0119]

First, based on the routing target information 912, the client
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first conmmuni cati on packet. Then, ,the first conmmunication packet is
sent out by using the first routing session (Steps S62, S62.1 and
562.1.1). The client termnal 21 transfers the first comunication
packet, which has been received through the first routing session, to
the general termnal 23 (Step S63). [0122] The first

comuni cati on packet is encapsulated at the tinme of being transferred

Vor m nal 3o TR AR Ao o AR Al R et e

: o COI’TTP’]TUI']I cate w ]E eac | er w
con=S) o Shub 3D e DL IBEA, T IE bbb et 1
e R R N T
o o e RO Rl SRS b0kl AT Ghve,

packet corresponds to the network information 9121, and t51e
transm ssi 8% 168ur Lo 9t thed rapeminsianavnie daeneil permal d§) r esponds to
the network information 912-1. Accordingly, the client termnal 11
det er m nesruespendyio ucuetvabmdiresant the a0 Zsat ibgheetwork
Moreover, the I P address "200.1.2.150" of the destination (general

t er m nal 18Bymtidrh8l2-dc ofitherefome,iheatlicon tpanket] dodetesminesthat the
"200.1.2.*" set in the permtted termnal information 913-3, and the
t ransm sdirethicanunadcafion packetnenicbe restpadnds to the permitted term na
information 913-1. Therefore, the client termnal 11 determ nes that

t he routi[@g2elf the second conmunication packet is permitted, and
sends out the second conmuni cation packet by using the second routing

sessi on (St eps Nebd, theb8ichtaRemdesl 11 Hferd Bietled @ ingd perhiaionl

transfers the second conmuni cati on packet to the general termnal 36

(Step S6&forkddtahlo1s, and cd¥idims WHRtRENSF Abt LR fﬂlﬁ%% SBeenfg out a

third conmuni cati on packet destined for the general termnal 36 (Step

S67). Theofgsth{datiohaket tsg%ézl%&?e&gwgigggﬁggngmh@%rgﬂ%a%g@fﬁe

to the network 1 nformation , an Ssi on source
third co M ' conr net. i romt i
012 2. N eI RAEEEla R SRR MR btk i EhAR R EY 8T8 1 B
correspo - i.tke er.myhaly 1.nfon j On,913- and the,.
Cranem sotomitiel BB ISR AEOTUIR, SBUCEY RRaresdotind B viftiona
information 913-2. Therefo he client .termnal, 21 determ nes that
1 Ps poleraT i a5t Rt bt St aeE de S Rer  and
sends out the third co i cation _packet, by using the third.routing
Sesst on- PerBpwedgarm SR ity ign 18 mptetiieothe ik teaoinal 11
transmts the thi rg comuni gat i ?nhp?cket to the general termnal 36
(Step SGgl)efcelPJ@lpggf at the routing of the first communication packet is permitted.
Note that the determination as to whether or not such routing is possible
may also be performed based on just one of the IP address of the
transmission source of the first communication packet and the IP address of
the destination of the same.
[0121]
Since the identification information of the client terminal 21 is set in

the network information 912-2 and the point information 914-1, the client

terminal 11 decides to use the first routing session for the routing of the
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As descri bed above, the routing function according to this enbodi nent
is validated by sharing the routing group information anong the
client termnals which can communi cate with one another. Then, by
using the first to third routing sessions established for the
routing, the routing control for the I P packets is performed based on
the function of the relay connunication system Accordingly, the

routing \ﬁggg ?(?I#]%jullll aﬁgh acREPO g{‘ 1%%( g&]ﬂ?lﬁ%é%?ﬂbﬂ % a@ﬂ%cs%tn't on

| ayer, ers trom he usu
in this d | " and
"gener al %{ﬂgr% Pg’th% %eggedr&rhl gérs%ﬁénl gs'{ 50% er%%bﬁf;ftm&l%{ss%uggd orlﬁh
pur pose. The "clien e termnals capabl.e n
Po' Dhe. &Pagt LEmpEAl zﬁﬁanﬂ%é%@%ﬁrﬁt %Omwaﬁng@atae@w%#% Wi PR Beh
of Ioggln t he r a erv rs, and whi | e, he "Co ation
Cer i nal $6¢ %%‘itl st e et B CRE SeeaPats Hi BEAdTgL B tAL I Sier
servers” 51 “client termnals” and the "general termnals” This is
because, SW usi ng the above-described routing sessions, routing is
possi bl e for the "conmuni cation term nals" which are connected to the
LANs 1 t d0B2%nd are registered in the permtted termnal information
wi thout being limted to the relay servers and the client termnals
whi ch are | oggddeorst conhmeunishatipngeroket &s ef@yarlated at theAsmded beingd
above, by using the routing group information 91, the rel ay
communi caramsfempdtwimgfthe first eodioog amsﬁomaamhﬁmmdﬁig@,dﬂﬂegmheral
termnals to function as the routing devices. Hence, the routing
control termindlbd6raidi3 canmonimahicate syith eaelc athdrewitkeatibeitg
flexibly. [0128] Moreover, by registering the comunication termnals
whi ch caronscious of the route of the network from the client terminal 11 to the
client terminal 21. That is to say, the general terminals 16 and 23 can
communicate with each other through the WAN 100 by using the private IP
addresses.
[0123]

Next, the general terminal 16 sends out a second communication
packet destined for the general terminal 36 (Step S64). The destination of
the second communication packet corresponds to the network information
912-3, and the transmission source of the second communication packet
corresponds to the network information 912-1. Accordingly, the client
terminal 11 determines that the second communication packet can be
routed. Moreover, the IP address “200.1.2.150” of the destination (general
terminal 36) of the second communication packet corresponds to “200.1.2.*”
set in the permitted terminal information 913-3, and the transmission

source of the same corresponds to the permitted terminal information 913-1.

Therefore, the client terminal 11 determines that the routing of the second
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use the routing function in the routing_permssion information 913,

t he communi cati on packets to be routed can be restricted. Therefore,
It becones easy to manage the communi cation term nals which can use
the routing function of the relay comrunication system [01291 <6.
Fl ow of routing control (second enbodi renCG> A description wll
be made of routing control according to a second enbodi nent.

Cont) 9 4150 8y kel §y B SARuBL ML 8 SHERRLA, 211 e Shome
Funct 1 ongomETERIEAHSOTARF o4 BY BN G SH R TEOIR (TP BEeaP Ry SFar SEhd
routing control is perforned. A descriptiopn will be mainly nmade, bel ow
of poi nt @0di$6edddt fhemliens tapainal ddsieanpleys the seconsemm mamacatiqy 31]
The relay server 13 creates the routing group information 92 in
r esponse Pegkethe thesgenpral ‘éﬁfmi@aééﬁs(smltsgﬁhe second routing group.
Note that the control unit 132 of the relay server 13 has a simlar
confi gur 4012H to that of the control unit 112 of the client term nal
H Next, the general terminal 23 sends out a third communication
packet destined for the general terminal 36 (Step S67). The destination of
the third communication packet corresponds to the network information
912-3, and the transmission source of the third communication packet
corresponds to the network information 912-2. Moreover, the destination
of the third communication packet corresponds to the permitted terminal
information 913-3, and the transmission source of the same corresponds to
the permitted terminal information 913-2. Therefore, the client terminal
21 determines that it is possible to route the received third communication
packet, and sends out the third communication packet by using the third
routing session (Steps $68, $68.1 and $68.1.1). The client terminal 31
transmits the third communication packet to the general terminal 36 (Step
S69).
[0125]
As described above, the routing function according to this
embodiment is validated by sharing the routing group information among
the client terminals which can communicate with one another. Then, by
using the first to third routing sessions established for the routing, the

routing control for the IP packets is performed based on the function of the

relay communication system. Accordingly, the routing validated in this
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[0132] FIG 22 is a view showing the routing group information
92. In network information 922-1 of routing target information 922,
the network address of the LAN 10-1 is set as "addr", and the
identification infornmation of the relay server 13 is set as "router".
In network address information 922-2 of the routing target
information 922, the network address of the LAN 30-3 is set as

2ddr a0tk R SOLLL AR LML WBIRLRTC0L, LR AHLEDRLPE 12ar®2

is set as "rou erm m nal i nfor mation
923-1 of I{130,ut [ q_l%oper m ssion information 923, an | P address
"192. 1681 P85 5t the general terminal 15 is set. In pernitted
term nal bf% rmation 923-2, "200.1.3.*" indicating all of the
comuni czg termnals connected to the LAN 30-3 is set. Point
information 924-1 of session i farrrati Qn %éif,corresponds L(i_ a fourth
routing sessi oR1O%AVEhIIRAhEhembadHReRt, dBEIGHIPR IR FRRtIERs otliente el ay
server 13 and the client termnal 32 are set in "start" and "gnd".
[0134] termingl] andjgeneraldpwpinal’ hedermy communtrationgegranpl 1s
information 92 is transferred to the client termnal 32 through the
SI P servasedon puidoste ThEAgliewt teemingly sie fersingils szpahleafdogging on
S70.1.1). In such a way, the relay server 33, and the relay server 13
and t he ¢bitkarelagraerveats, 8ke “gdnerhl tomvimadsl avkderminalagncapaldesf share
the routing group information 92. [01351 Based on the routing group
i nf or mat legeifg ont toedtheawetdhservers, mnd meanwhile, the “communication
terminals” represent all of the terminals including the “relay servers”, the
“client terminals” and the “general terminals”. This is because, by using
the above-described routing sessions, routing is possible for the
“communication terminals” which are connected to the I.ANs 1 to 3 and are
registered in the permitted terminal information without being limited to
the relay servers and the client terminals which are logged on to the relay
servers.
[0127]

As described above, by using the routing group information 91, the
relay communication system of this embodiment can allow the client
terminals to function as the routing devices. Hence, the routing control
using the relay communication system can be executed flexibly.

[0128]

Moreover, by registering the communication terminals which can

use the routing function in the routing permission information 913, the

communication packets to be routed can be restricted. Therefore, it

becomes easy to manage the communication terminals which can use the
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session is established between the relay server 13 and the client
termnal 32. A nedia session is established bétween the relay servers
13 and 33 (Steps S71 and S71.1 and Steps S72, S72 1 and S73). A nedia
session is established between the client termnal 32 and the rel ay
server 33 (Steps S74, S75 and S76). The fourth routing session is
conposed of the two nmedi a sessions established in Steps S73 and 576.
[01361 . . eneral termnpal 15 sends out a fourth
comuni céfPPBHng@R"é? gﬁf‘)‘? h%]&yf('@mmﬁél‘@éﬁ@r%}ﬁt‘%@rm nal 37 (Step 577).
The destinati on of the fourth comruni cati on packet corresponds to
the net wd®k29Inf or mati on 922-2, and the transm ssion source of the
fourth comruni cati on packet corresponds to the network information
922-1. Msitedlew of rhutinesontrl i(enconfl enleodimemtt> communi cati on packet
corresponds to the permtted termnal information 923-2, and the
transm ssi on sdudesrgdiorewspldbésnade phieoytengicontedl aenomiihm to aberomalt i on
923-1. Therefore, the relay server 13 determnes that it is possible
t o rout e ehlldineaity e Cohfigni-dticasrofhAdt 1 om 3paeledihnilaand theansfers the
fourth comuni cati on packet to the client term nal 32 by using the

fourth rQuhfipgr&essd SHovhSieIGS18. S78.1). The client termnal 32
transfers the fourth conmuni cati on packet to the general termnal 37
(Steps ST8130] 0137] Wth reference to FIG 24, a description
will be made of a flow for ending the routing. In response to an

instruction torepdchiipdiQdht wdﬂ&}bﬁbﬁoﬁa Pﬁéﬁgoﬁdé&%ﬁeﬂuﬁféﬂg group

information 92, the client term nal e routing group

0! 1, B RSl o PR 3?3;%%0“@%?@%2?031&&%‘5}% o
S80, S8O§ﬂi%9ﬁgg§%0?1#cg‘sgmg &Sberge 0&11:5 é{;(%&gof[ %St gﬁ’%lp[(gldgia%%ﬁpé 1¥n

server routi ng group 1 or ma

When having ,r ecei.v ons end | str ction he

Lermi nal "33 4§ %ﬂﬁft@a&‘*ﬁ) B0 A el e e PO AP b B Ehy
session to tQﬁ ay server 33 (Step S81). Based on the disconnection
request, epﬂg) session between the client termnal 32 and the
relay ser, 33 |n the fourth routing session is disconnected. The
rel ay seiégé]BB transmts the

The relay server 13 creates the routing group information 92 in
response to the instruction to construct the second routing group. Note
that the control unit 132 of the relay server 13 has a similar configuration to
that of the control unit 112 of the client terminal 11.

[0132]

FIG. 22 is a view showing the routing group information 92. In
network information 922-1 of routing target information 922, the network
address of the LAN 10-1 is set as “addr”, and the identification information
of the relay server 13 is set as “router”. In network address information
922-2 of the routing target information 922, the network address of the LAN
30-3 1s set as “addy”, and the identification information of the client

terminal 32 1s set as “router”.
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di sconnection request of the fourth routing session to the relay
server 13 through the SIP server 101 (Steps S82 &nd S82.1). Based on
t he di sconnection request, the nedia session between the rel ay
servers 13 and 33 in the fourth routing session is disconnected. In
such a way, the routing processing based on the routing group
information 92 is ended. [0139] Foll owi ng the end of the
routing processing, the comunication between the general termnals
15 and 310 ones i npossible. Even if the general termnal 15 sends
out the fourth comruni cati on packet (Step S83), the relay server 13
cannot recogni ie pelrmitiedttenaingningdrooagon 888t efirusing hexroissioni cat i on
packet since the relay server 13 does not hold the routing group

i nf or mat iinfor8Atickh822f an &P adideesse1182. X8 VA501 81 tind pénaal thengeddbak
termnal 15 that the fourth conmunicati on packet cannot reach the
desti nat isef1. IrDpdbhitted termifsal thefoetialoieh SERLET20001 B Snaidacidighalh bf
the relay server 13 can function as the routing device. Mreover, in

r esponse the cbhen enitatida! tewlih I8, confectledUiot the TOAN 335886t OMPdifit
di sconnected, and accordingly, it becones easier to nanage the

routing fiﬂi?o%ia‘%ibr?@%h%ﬂs%‘sﬁﬁnﬁﬁfﬂmﬁt@&i bon cﬁﬁ%%ﬁ&hde[ 14 Huth mﬁi;ﬁl\g'
of routing processing (third enbodi nent)> description wl

be made %Esé@ﬂth?GhP&Pﬂf‘esﬁi'e gﬁﬁa&%cm%];&l@n Bﬁ’cl‘i&&??%@i&&“ﬂ and

Conflguratlons of LANs 1 to 3 are sim to the configurations shown

in FIG 1R o nﬁtﬁél?jnﬁl}?@@e{@@tet a%’“;;ﬁ@ué - on of the routing

sessions I'S c ange I"ow ng th ange of € routing group
i nformatlgf3 A description wll be mai nl y made bel ow of points
differ em[ %Jmthe above-described first and second enbodi nents.

[0142] FIG. 23 is referred to below. The routing group information 92 is

transferred to the client terminal 32 through the SIP server 101 and the
relay server 33 (Steps 870, S70.1 and $70.1.1). In such a way, the relay
server 33, and the relay server 13 and the client terminal 32, which serve as
the routing devices, share the routing group information 92.

[0135]

Based on the routing group information 92, the fourth routing
session is established between the relay server 13 and the client terminal 32.
A media session is established between the relay servers 13 and 33 (Steps
S71 and S71.1 and Steps S72, S72.1 and $73). A media session is
established between the client terminal 32 and the relay server 33 (Steps
S74, 875 and 876). The fourth routing session is composed of the two
media sessions established in Steps S73 and S76.

[0136]
Next, the general terminal 15 sends out a fourth communication

packet destined for the general terminal 37 (Step S77). The destination of

46



First, in response to an instruction of the user, the client term nal
31 updates the routing group information 91 to routing group
information 93. [0143] FIG 25 is a view showi ng the routing
group information 93. Fields changed fromthe routing group
information 92 are underlined. A latest update tine is changed in
body information 931 and in tags in which "lastnod" had been set.

[ 0144] In routing target information 932, the network

i nf or mat ithe feadhicoanduaiGatBrapackesicovtesngeds to theheakveoudf informmasomor k
information 912-2, network information 932-1 is set, in which the

net wor k &3@r&smdthd trankAkd0n oi1scesaft thierfoligtddedm mnchitdtdon packet
identification information of the client termnal 32 is registered in

"router"” cot®t#bhds to the nétwdrkuinfoign E6A192 DN Mbdtesver] tlend&dthation
"lastnod” is changed in the permtted termnal information 913-1 and

913- 3. | Rfph@éfAneh colitmARidAtidneshdket BbArkpbidPtdmid mn%%&telmmal
permtted termnal information 933-1 is registered,

whi ch” 20Qnfbrdhatiord §2§Qt ahfl th@qgénsmls_@fﬂrf:%dl@g c@h‘esﬁ&nc’l&‘ﬁb the
comunication termnals in the LAN 30-3. [0 I N sessi on

| nf or mat 'P% mitad thiRi 155?01‘115'&19%@??010 gﬁ'ﬁel‘%fdl o 1e1§€%8%ﬁeq 14N

pl ace of e pol nt T nfornation ol'nt informatio 11s set,

L, U A3 LI R A
293 P e A
UL 19, SE 2 bt 50k s '@ﬁe&?{%’ S fnatne' "
[0147] client terminal 32 transfers the fourth communication packet to the general
terminal 37 (Steps S79).

[0187]

With reference to FIG. 24, a description will be made of a flow for
ending the routing. In response to an instruction to end the routing, which
1s based on the routing group information 92, the client terminal 32 deletes
the routing group information 92. Such an end instruction is transmitted
to the relay server 13 through the relay server 33 and the SIP server 101
(Steps 880, S80.1 and S80.1.1.). Based on the end instruction, the relay
server 13 deletes the routing group information 92.

[0138]

When having received a response to the end instruction, the client
terminal 32 transmits a disconnection request of the fourth routing session
to the relay server 33 (Step S81). Based on the disconnection request, the

media session between the client terminal 32 and the relay sexver 33 in the

fourth routing session is disconnected. The relay server 33 transmits the
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FIG 26 is referred to. As a notice of change of the routing group
information 92, the client termnal 31 transmts the roduting group
information 93 to the relay server 33 (Step 83). The relay server 33
transfers the routing group information 93 as the notice of change to
the client termnals whose identification information are set in
"router"” of the network information 912 and 932. The routing group
information 93 is transmtted to the client termnal 11 through the
SI P ser véliscppnegiion rpeuess|odyhe dewth rogting: s9ssiogd®. the &y serveadd

S83. 1. 1. 1;1. The routing group information 93 is transferred to the
client téhnough tlxdSTP serverel Bl (Steps $82 andiS8hAdbugBasdteon éhay ser ver
22 (Steps S83.1.2, and S83.1.2.1). Mreover, the relay server 33
transm t disdomnection mgqaestyuthe nfediarasssoon Bdtweert tlee cdlapgBbrtess Midnaid 32
(Step S83.2). [0148] A description will be made of the

di sconne@3iiantheffouhih fdutdhg sewbidhiy discontidoted.s eksswdisa wilii, ¢he irsutiaged
on the update to the routing group information 93. The client

t erm nal pldcdsefitf baded d€hd Qoliiing 86 @Y thibAhatisatdDR dfledand confirns
that the point information 914-1 corresponding to the first routing
sessi on hagsdjeen del eted. Then, the first routing session is

di sconnected (Steps S84, S85, S85.1 and S86). The client termnal 21
refers to the roubiife 9hoWRd!drRE HBLEAR pidecsdih, 4AR b{RARALIOLNE

termnal itself is not registered int routing target 1 nformation
932. The I Lg: i=0[), 4 i {Ste 3: 38,
S35, 1 and L6 tHb Ehep hARiEREEhd 57 BeaSRREBRAR. D 17
is in a state qf havi been set..in.thg routin .oup i pfo ti 93,
and accobinRgHyerinEs i Sy Ak ticgobath PombieRliPa Ras kLIS F3 e
client tegymnals 11 and 31 is maintained, [01501 Fl 27 1S
ot o r ed ThB Oy S5 HeE 19 6By Gt EHB SR H R T E A e eeten fibitheen
the client terminals 11.and 32,.a nedia sessjon i s establ.ished.

bt veen CRERIMEAHORSAPRALFINGS thRdOITESEP Ry S0PT diot %@ﬁf dheprnting,
S91 and S92). A nedia sessi i S. established between the relay
servers B50WpdN 93“’@@%%2-89§£e‘§%‘31791 thesgelaysgyver b gotidiss the spperad
session is established between the client termnals 32 and the rel ay
server 33eqmorl ISothadrihe Sovyth comempmicssiorepncketcasnohzeadt e i shed in
Steps S92, S95 and S96 conpose the fifth routing session. [0151]
Next, i ndepdentipn. establish the sixth routing session between the
client termnals 31 and 32, a nedia session is established between
the clief®1l4@rminal 31 and the relay server 33 (Steps S99, S100 and
5101) and a nedia session is established between the client term nal

32 and the rel & dacvibed 3o SL2thiSEdodg e i, 0hk. reldyesdiwer M8diaa
sessions established in Steps 5101

function as the routing device. Moreover, in response to the end
instruction, the fourth routing session is disconnected, and accordingly, it
becomes easier to manage the routing function of the relay communication
system.
[0141]
<7. Flow of routing processing (third embodiment)>

A description will be made of routing processing according to a third

embodiment. Configurations of LANs 1 to 3 are similar to the

configurations shown in FIG. 16. In this embodiment, the configuration of

48



and 5104 conpose the sixth routing session. [0152] Wth
reference to FIG 28, a description wll be nade of routing
processing using the fifth and sixth routing sessions. The general
term nal 37 sends out a fifth conmuni cation packet destined for the
general termnal 16 (Step S105). The destination of the fifth
communi cati on packet corresponds to the network information 912-1,
and the transm ssion source of the fifth conmmunicati on packet

cor r espornts rootingesessbwes ikchaigrdflliosnnd 3Be thaivpe ebtler routiwg group
destination of the fifth conmmunicati on packet corresponds to the
per m tt ednfoefrmtival. i Afdeseraptiion vEllDbelmadnly made Beboldbépsintd A0ffdredt 250"
of the transm ssion source (general termnal 37) corresponds to

" 200. 1. 3 ffom 3Bk dboviiiespebéd tireah@ssiond ethBbdimi@itson 933- 1.
Therefore, the client termnal 32 determines that it is possible to
route thgprgglei ved fifth communication packet, and transfers the
fifth conmuni cati on packet to the client termnal 11 by using the

fifth routing gesgi ﬂ{‘lég@bﬁgé %é%ﬁEins%gﬁoﬁ e %%Qﬁ thejchle kE@nﬁ{ﬂsﬁrBtl

terminal 11 transfers conmmuni cati on pacKe the gener al

term nal u})ﬁa%:b‘l M?ﬁ Ig{'&fﬁ:’ﬁlformaklop d;{g routtgf‘% glféﬁ?{]ﬂfoﬁﬁﬁﬂb{f@b 36

sends out "a SIX st’ine € genera
t erm nal 5 Step 8108). The destlnatlon of the sixth comrunication
packet_cé e ponds to the network information 932-1, and the

transm ssion s ce.of the sixxth c atlon corr gspo to
L7anem =51 on, sQUECosaL ey Sk st £ o0, ket %tﬁ% R
comuni cati on cke corresponds to t he' tted termn

o or mar FBARBSB TN s SowanE ey St gt T 616 fofE g, A latest
corresponds to the permtte rm nal |nformat|on 913-3. Therefore,
the clieMPdage ﬁﬁnh%}s‘%lf&ﬁdéﬂﬂ? sinfprnation 99 Ik mtagsis whishe t he

recei ved sixth comunication packet, and transfers the sixth
communi catastogadirdibeed seie client terninal 32 by using the sixth
routi ng session (Steps S109 and S109.1). The client term nal 32
transfer 40148 sixth communi cation packet to the general term nal 37
(Step S110). [0154] As described above, the relay
communi cat i on $ysbebtmgdaogeli m@oumaﬂmn%énﬁMhmnrkmtnﬁmgnstwhélﬁohti ng
group information 92 to the routing group information 93, thereby can
dynam calanyl $tiaBgee toe changediur bt phres offthé metworkt infgrsessnik-2,
network information 932-1 is set, in which the network address of the LAN
30-3 is set in “addr” and the identification information of the client
terminal 32 is registered in “router”.
[0145]

In routing permission information 933, “lastmod” is changed in the
permitted terminal information 913-1 and 913-3. In place of the permitted
terminal information 913-2, permitted terminal information 933-1 is
registered, in which“200.1.3.*” is set in “addr”, indicating all of the
communication terminals in the LAN 30-3.

[0146]

In session information 934, the point information 914-2 is not
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[ 01551 <8. Operations of client termnal> Here, by referring
to FIGS. 29 to 31, a description will be nmade of operations of the
client termnal that functions as the routing device. The foll ow ng
description is also applied to the relay server 13. [01561 <8. 1.
Start of routing processing> FIG 29 is a flowhart show ng a
flow of starting the routing processing. Here, the description wll

o, T, Y54 T o0 5l KRR T

EonS 8ol RSl e HAEF G G P R B

'; ng 23' dl %ﬁ{;a{.ﬁéﬁ ?}g@?%%t%)%%ff%ifg%ﬁein@ftglrxglargailg rh%lrned QQ targ ?‘Exgiis{]erggﬁn
“start” and “end”. In place of the point information 913-3, point
information 934-2 is set, which corresponds to a sixth routing session, and
in which the identification information of the client terminals 31 and 32 are
registered in “start” and “end”.
[0147]

FIG. 26 is referred to. As a notice of change of the routing group
information 92, the client terminal 31 transmits the routing group
information 93 to the relay server 33 (Step S83). The relay server 33
transfers the routing group information 93 as the notice of change to the
client terminals whose identification information are set in “router” of the
network information 912 and 932. The routing group information 93 is
transmitted to the client terminal 11 through the SIP server 101 and the
relay server 13 (Steps $83.1, S83.1.1 and $83.1.1.1). The routing group
information 93 is transferred to the client terminal 21 from the SIP server
101 through the relay server 22 (Steps S83.1.2, and S83.1.2.1). Moreover,
the relay server 33 transmits the routing group information 93 to the client
terminal 32 (Step S83.2).

[0148]

A description will be made of the disconnection of the first and third
routing sessions, which is based on the update to the routing group
information 93. The client terminal 11 refers to the routing group

information 93, and confirms that the point information 914-1
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In the case where the network address of the LAN and the
identification information of the client termnal that functions as
the routing device are set (Yes in Step S202), the network
information is added to the routing group information 91 (Step S203).
In the case where the conmunication termnal pernmitted to use the
routing function is set, (Yes in Step S204), the permtted term nal
information is added to the routing group information 91 (Step S205).
[0159] correspondingetoctiecinshepatingseesidndfast beensdaletady Eerhdba first
instructed (Yes in Step S206), the client termnals registered in
each of trhetingtssesikniinfdiscrahecteddSteseB84sS8MeSd. Anndissa)t g dliemt
end point, whereby the point information is created (Step 5207), and

i s added téomimd Zlotsfengtottruputiiiogroip @foiSdatibA BB hnd confirmisrthaych a
way, the routing group information 91 turns into the state shown in

FIG 18. ths teffaltisal SBURtAcBRteRR] B tH@GRQSEYet brahtiohedd. r st
routing group, the routing group information 91 is transmtted to the

relay sermgin 1Be ¢BLER-0920) sesdHnSisRIQEATRERS CREFESBINISS 93 e S31
(refer to FIG 17). [0161] Next, the client termnal 11

transm t sygyyrouting command that requests for the establishment of
the routing session (Step S209), and, as a result, the routing
sessi on i[ﬁli‘ﬁt abl i shed (Step S210). The processing of Steps S209 and
S210 are repeated based on the nunber of point information, whereby

the first to tRir

ISR R S R I T

UL R N N e R i

routing sl ng. e OYLINGS28R R0%E St SRSl 11L MR e BiBueeEndh
[0150]

FIG. 27 1s referred to. In order to establish the fifth routing session
between the client terminals 11 and 32, a media session is established
between the client terminal 11 and the relay server 13 (Steps S90, S91 and
$92). A media session is established between the relay servers 13 and 33
(Steps 893, $93.1, S94, S94.1 and S95). A media session is established
between the client terminals 32 and the relay server 33 (896, S97 and S98).
The three media sessions established in Steps S92, S35 and S96 compose
the fifth routing session.

[0151]

Next, in order to establish the sixth routing session between the
client terminals 31 and 32, a media session is established between the client
terminal 31 and the relay server 33 (Steps S99, S100 and S101) and a media
session is established between the client terminal 32 and the relay server 33

(5102, S103 and S104). The two media sessions established in Steps $101
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FIG 30 is a flowhart show ng operations of the client term nal at
the time of ending the routing processing. Here, a description wilft
be made of the operations using, as an exanple, the client term nal
32 that is executing the routing processing (second enbodi nent) based
on the second routing group. [01631 First, the user instructs
the client termnal 32 to end the routing processing, which is based
on the routjn roup i nformation 92. Since the routing group

i nf or mat iagW %go‘g@]@EP%Q:Fl&jSlﬁhéiﬁu‘éﬁa SeS¥HBt (Yes in Step S301), the
client termnal 32 stops the routing processing which uses the fourth
routing s88%lon (Step S302). [0164] The client termnal 32
transmts a deletion command of the routing group information 92 to
the rel ay servdithefaghnse tv FIGi A81 hdesatinmbok willfler made of roatdng (St ep
S303). This processing corresponds to Steps S80 to S80.1.1. (refer to
FI G 24) pritessolg esingttherfifthlandXisg] etwding bessiong. i richeggengral terminal

I nformation 92 (Step 5304). Then, the fourth routing session is

di sconne@7eskndStoeid H80H)conhusiqaticessikey destined fontlse t@ndshe pernihlt o
S82.1 (refer to FIG 24). [0165] <8.3. Packet receiving processing>

FIG 31 i15 @téh Swobar tThé dvstiBaiee bathe Agtodorh ArRuGLAtesH pheket nal in a
state in which the routing session has been established. Here, a

descri pt ic8fredhbhdPfo TRABe R0k IR FORRA BN 919 LSIDtH G aGkhistioh 8bHEdaal

11 as an exanpl e.
of the fifth communication packet corresponds to the network information
932-1. Moreover, the destination of the fifth communication packet
corresponds to the permitted terminal information 913-1, and an IP address
“200.1.3.250” of the transmission source (general terminal 37) corresponds
to “200.1.3.*” set in the permitted terminal information 933-1. Therefore,
the client terminal 32 determines that it is possible to route the received
fifth communication packet, and transfers the fifth communication packet to
the client terminal 11 by using the fifth routing session (Steps $106, S106.1
and $106.1.1). The client terminal 11 transfers the fifth communication
packet to the general terminal 15 (Step S107).
[0153]

Next, the general terminal 36 sends out a sixth communication
packet destined for the general terminal 37 (Step S108). The destination of
the sixth communication packet corresponds to the network information
932-1, and the transmission source of the sixth communication packet
corresponds to the network information 912-3. Moreover, the destination

of the sixth communication packet corresponds to the permitted terminal

information 933-1, and the transmission source of the same corresponds to
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[0166] When having received the comuni cati on packet, the client
termnal 11 anal yzes the communi cati on packet (Step S401), and

det erm nes whet her or not the conmuni cation packet is a routing
packet (Step S402). If the conmunication packet is not the routing
packet (No in Step 5402), the client termnal 11 perforns norna
packet receiving processing (Step S403). [0167] If the

. Lan. A ! ket 4Yes . . SA02).. .
client ¢ epeaufRfed peb 2 SpRBtia i RIS, THARR, Qi RhunihlP

t 1SS . P d Of th i cati ket (.St
si0d) | WG RaTui g T REBT St GRECH FeETYAR PRl SEaPAbe ep
5405), th ljient, t Lnal,11. notifi t he. t i, SSi f th
commni cBAEBRb FRAREDENE TR S B AP LR biS PARE e ARROPCRLHONIPRL
destinati St | 06).. [0168] Wh hol di t h ' _
7o ot b B i BYSRD 50 IS ok A iR Ruent e
routing group information 91 (Step S407), and canfirns whether or not
the commipraeralol Pasktarsvhe shed comemysitating parkatttp dhe geserq) S408) .
[01691 . In the case where the communi cati on packet satisfies
the fol | sermingliF%Stepidil®.on and second condition, it is deternined

that the
[0154]

As described ahove, the relay communication system according to
this embodiment changes the routing group information 92 to the routing
group information 93, thereby can dynamically change the configurations of
the routing sessions.

[0155]
<8. Operations of client terminal>

Here, by referring to FIGS. 29 to 31, a description will be made of
operations of the client terminal that functions as the routing device. The
following description is also applied to the relay server 13.

[0156]
<8.1. Start of routing processing>

FIG. 29 is a flowchart showing a flow of starting the routing
processing. Here, the description will be made using the client terminal 11
as an example.

[0157]

The client terminal 11 newly creates the routing group information

91 in response to the instruction to construct the first routing group (Step

S201). At this point, the network information, the permitted terminal
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comuni cati on packet satisfies the routing conditions. The first
condition is that the destination |IP address and transm ssion source
| P address of the communi cati on packet have been set in any of the
network information 912-1 to 912-3. The second condition is that the
destination I P address and transm ssion source | P address of the
communi cati on packet correspond to any of the permtted term nal
informatiop 913-1 to 911} I f the commruni cation packet
sati sfi eéng%él%t&}% ﬁﬂ@t 6@8!@‘? %rr?%gnlahe Q{Oéﬁe%ub@)e rQUENE RTUHY
termnal 11 selects the routing session to transfer the communi cation
packet ($ﬂﬁ>p11’@43@9}91and sends out the conmunication packet to the

sel ected routing session (Step S410). Meanwhile, in the case where
the conmi®l@8ti on packet does not satisfy the routing conditions (No
in Step S408), the client termnal 11 notifies the transm ssion
source that thdéndbamware saterenhpacketricaddodssrofdabhb HAN adebthienat i on
(Step $S406). [0171] As described above, the relay conmunication

syst em addedidficatidw itfoempteserittherttient tomirailtthat finecteéamsamileat i on
packet anong the comrunication term nals through the WAN 100 based on

t he rout irbgtigeevidedr sart(yes in Sgap $20),tthe Hedbi inHeaSitISist /Hledr ed
for the routing. The <client termnals, which function as the routing

devi ces, t3RHo \BEtiRe!cA¥up ShIREMIEANI LI AR sm)t hen tREChBY wiR$S HRE'S
based on the routing group information. Accordingly, it becones easy

to managechhfuhRitiodGetiinhl Soknitdd'® & Be FRITRERER A isS¥e! &8s in
Step S204), the permitted terminal information is added to the routing
group information 91 (Step S205).
[0159]

In the case where the end of the setting has been instructed (Yes in
Step S206), the client terminals registered in each of the network
information are set as the start point and the end point, whereby the point
information is created (Step S207), and is added to the routing group
information 91.

[0160]

In such a way, the routing group information 91 turns into the state
shown in FIG. 18. In order to issue a notice of the construction of the first
routing group, the routing group information 91 is transmitted to the relay
server 13 (Step S208). This processing corresponds to Step S31 (refer to
FIG. 17).

[0161]
Next, the client terminal 11 transmits a routing command that

requests for the establishment of the routing session (Step S209), and, as a
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[01721 Moreover, whether or not the communication packet is to be
routed i s determ ned based on the | P addresses set in the permtted
termnal information of the routing group information and on the
transm ssion source | P address and destination |P address of the
conmuni cat i on packet Hence, the conmmunication term nals capabl e of
using the routing function of the relay conmmunication system can be
managed easily. [01731 <9. Flow of_ routj proclg}?si ng (fourth
enbodi meae§ylt; the routingjeessiqipis esabishedStapae 18- aThe proesssigued ng
processi &g usi n8 the relay communication systemshown in FIG 1.
[01741 <$®teps BD8ianddS2Hhhieyerasiteh based anghe number gipeint éuformation,
configurations of LANs are simlar to those of FIG 16, and
accor di ngtherehy dbs dirspta thord renbog sessions aredstadlished. The photessitat |
in this enbodinment, a description thereof is made on the assunption
t hat, unloff BeeBSROH correapbndetaBiagisS31 be SEBi(ester te FiGnal) 42d dhedikeot
have the routing control function of the comrunication packet.

and the processing of Step S210 corresponds to Steps 834 to S42 (refer to

FIG. 17) and the like. The client terminal 11 starts routing using the

routing sessions (Step S211).

[0162]

<8.2. End of routing processing>

FIG. 30 1s a flowchart showing operations of the client terminal at
the time of ending the routing processing. Here, a description will be made
of the operations using, as an example, the client terminal 32 that is
executing the routing processing (second embodiment) based on the second
routing group.
f0163]

First, the user instructs the client terminal 32 to end the routing
processing, which is based on the routing group information 92, Since the
routing group information 92 is selected as an end target (Yes in Step S301),
the client terminal 32 stops the routing processing which uses the fourth
routing session (Step S302).

[0164]

The client terminal 32 transmits a deletion command of the routing

group information 92 to the relay server 13 registered in the network

information 922-2 (Step S303). This processing corresponds to Steps S80 to

$80.1.1. (vefer to FIG. 24). The client terminal 32 deletes the routing group
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[01751 <9.2. Flow of processing of network search> FIG 32 is a chart
showi ng a flow of search processing for the network capable of
routing the communi cati on packet using the relay conmunication
system The user of the client termnal 11 inputs an instruction to
search the network capable of such routing using the rel ay

comuni cation system (Step S131). In response, the client termnal 11
transmts a network ?earch command to the relay server 13 (Step
5132). [onfpgmation 92 (Stpp P304y ddepetha Hyighapyting sessigy igr oup
information 141, and thereby specifies the relay servers 22 and 33,
whi ch cordpensanebied Etey S@ﬂéﬁp his progessieg colresporads onsteps Ileto
network search command. First, the relay server 13 transmts the

net wor k $8&r tkrefantraRBGt 24% he rel ay server 22 through the SIP server
101 (Steps S133 and S133.1). The relay server 22 refers to the client
termi nal [0pd®lr mation 71, and transnits the network search command to
the client termnal 21 that is logged on (Step S133.1.1). [01771

The cli erts. 3.Padldheddivii@gspidegsdiggti ng function, and is capabl e of
perform ng routing for the LAN 2, and accordingly, transmts the

net wor k addr esgof. 3tihg aldbwendi@ s‘h'%ﬁrlﬁg |og¥1a%%ﬂ§6f - cliEh® téﬁhﬁi/alﬁﬁrd/ er
22 creates network search information 1 based on a response of

client t &fnal which U GEANSHk D HEs BELYOLbERALEN HBLOrMaLi on 101

as a response to the netwo search command to the relay 'server 13.

 nt or rat (55 RAO R Bele (e SRR Mohd REMIAALEpS P8l 11 0 m

I'n the networ
i nformati Hﬂ?g 1 is information regarding the net wor k search
i nf or mat 1 ON “itself. In "nanme", "IP routing map™ is set, which
i ndi cat&g L t the network search information 191 is the response to
t he net ? earch conmmand, and in "owner", the identification

information of yhe pelay. server; 22 (s Sel 234 creali gn source of the
terminal 11 analyzes the communication packet (Step S401), and
determines whether or not the communication packet is a routing packet
(Step S402). If the communication packet is not the routing packet (No in
Step S402), the client terminal 11 performs normal packet receiving
processing (Step S403).
[0167]

If the communication packet is the routing packet (Yes in Step S402),
the client terminal 11 detects the destination IP address and transmission
source IP address of the communication packet (Step S404). When not
holding the routing group information 91 (No in Step S405), the client
terminal 11 notifies the transmission source of the communication packet
that the communication packet cannot reach the destination (Step S406).

[0168]

When holding the routing group information 91 (Yes in Step S405),
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[0179] Net work search list information 1912 is a |ist of
responses fromthe relay servers and the client termnals that have
the routing function. In routing device response information 1912-1,
in "addr", the network address of the LAN 2 is set as the network
capable of the routing, and in "router” the identification
information of the client terminal 21 is set. In routing device
response information 1912-2, the network address of the LAN 2 and the
i dent i fi dheichant tesningdildreads the reeting ssewnp spfopmagion biStepny409)s
because the rel ay server 22 can function as the routing device of the
LAN 2. [ @agojonfirms whiglker, ont et thel copnmarnientiorgpacketsnitohes tibe mentinek
search command to the relay server 33 through the SIP server 101

(St eps StenduimhsIB3ap H108Xhe rel ay server 33 transfers the network
search command to the client terminals 31 and 32 (Steps S134.1.1 and
S134.1.2)016%le client terminals 31 and 32 having the routing function
respectively transmt, to the relay server 33, the network addresses

of the LANs 301R taB@addwheraphblkemehutirativaydchet sdligfisetlryfollomies 33
creates network search information 192 based on responses of the

client temgt Badditidh Adlsedndanaditionsifié detcdmined WRAKtIgearch
information 192 to the relay server 13. [0181] FIG 34 is a

Vi ew showohign hRR BB dket 82FiSHed ﬂ{@fd{ﬁiﬁg)eoﬁcﬁgionls.n TRWIREE cOhdiRRAY
information 1921, the identification information of the relay server

53 12, 5%hs i DRIALAG ] e ASFORNSE L ALAUTBLI BOL0RZIL R OSISIE
the i dent b6 abi ol QARH,00 1L, LBeys Lhenk chetlpal AloAhacsat - 11

routi ng device response I nformatron e networ ress of

e LAY S8, e LB RO B Pk
" outing f DR o sotie TBUARIELSSr i CobmURitich SAASE bt bsPoid to O
any of the permitted terminal information 913-1 to 913-3.
[0170]
If the communication packet satisfies the routing conditions (Yes in
Step S408), the client terminal 11 selects the routing session to transfer the
communication packet (Step $409), and sends out the communication
packet to the selected routing session (Step S410). Meanwhile, in the case
where the communication packet does not satisfy the routing conditions (No
in Step S408), the client terminal 11 notifies the transmission source that
the communication packet cannot reach the destination (Step S4086).
[0171]
As described above, the relay communication system according to
the present invention routes the communication packet among the

communication terminals through the WAN 100 based on the routing group

information regarding the routing sessions required for the routing. The
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[01821 FIG 32 is referred to one nore tine. The relay server
13 transmts a network search command to the client termnal 12 (Step
S135). Since the client termnal 12 does not have the routing
function, the client termnal 12 does not transmt, as a response to
t he network search conmand, the network address of the LAN capabl e of
the routing. [01831 The rel ay server 13 synthesizes the

recei ved network search information 191 and 192, thereby creates

net wor k SHERE FeHIHMGL SV iGh ygstwmséhﬁégpmetiet%cqsmnd dbagelaysear ch
command, the network search information 193 is transmtted to the
client teeniaralcankestglgiguthe routing Rasiais kagediar thaeduting Beein he
routing function, and is capable of routing for the LAN 10-2, and
accor di nghformasitat. dsccotinglt, Wwobkcoswer edsyi tof mamage ohe 198ting farttion kf
search information 194. Then, based on the network search information
194, t he théirelaty doamiumatatidn systpinays a search result of the network
on a nonitor (Step S136). [01851 FIG 35 is a view show ng

t he netwdpk7zlearch information 194. In "owner" of body infornation
1941, the identification information of the client termnal 11 is

set. Network sagneBvéd, Sihdthe® oot @He 84w nh SnRatibftpaelket Retoid YAt
addresses of the LANs capabl e of the routing in the rel ay
communi caf 4erraYab&Pasb&L8Ghe IP addresses set in the permitted terminal
information of the routing group information and on the transmission
source IP address and destination IP address of the communication packet.
Hence, the communication terminals capable of using the routing function of
the relay communication system can be managed easily.
[0173]
<9. Flow of routing processing (fourth embodiment)>

A description will be made of a flow of routing processing using the
relay communication system shown in FIG. 1.

[0174]
<9.1. Detailed configuration of LANs>

Detailed configurations of LANs are similar to those of FIG. 16, and
accordingly, a description thereof is omitted here.

Note that, in this embodiment, a description thereof is made on the
assumption that, unlike other client terminals, the client terminal 12 does
not have the routing control function of the communication packet.

[0175]
<9.2. Flow of processing of network search>

FIG. 32 1s a chart showing a flow of search processing for the
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Routi ng device response information 1932-1 is information added at
the time when the network search information 191 and 192 are

synt hesi zed and the network search information 193 is created. In the
routi ng device response information 1932-1, the network address of
the LAN 10-1 for the relay server 13 is capable of routing, and the
identification information of the relay server 13 are set. [01871
Routing device response information 942-1 is added when the network
sear ch i miedwouk capalledfireutipgahe dotom tihwatimwadkes eaingthafdayat i on
194. In routing device response information 1942-1, the network

addr ess ebntrhenicAboh®Gy2tdmr The werefthé elienthtdrodihal 31dapatd &n of
routing, and the identification information of the client termnal 11

are set. ih&r88ion to seardhl fhe B&wdEkaaphble 6ff sudheroubidy déinplthyadlas a
result of the network search on the nonitor of the client termnal 11

based on chbhfnigicaBiok Seesm(Stéyf 81BRY. | an A3fonds thEeWBnt fernhinal 3G, the
net wor k addresses of the LANs capable of the routing and the rel ay

servers @fahdiRitsld SitlwdrR abdlh SomMhi i AR FARARER 2113 (Rep @itIoNY

control for the respective LANs, are displ ayegﬁl n assocliation wth
each othefg 7djhe user of the client termnal 11 refers to the |ist
shown in ]FG 36, and can confirmthe LANs capable of the routing in

the relay commycallotaSus et Q8% oy eroup NObERLNGH 141" R

net work search "proce , si-nce onl _ s capa US|ng t he

001 WBGA B S4AY sSRTISBRY 89 RURHIFG $8 Fhveero

o e o n LB 0ha it R b SBiGeh RS ok iy
server 13 transmits the network search command to the relay server 22
through the SIP server 101 (Steps S133 and S133.1). The relay server 22
refers to the client terminal information 71, and transmits the network
search command to the client terminal 21 that is logged on (Step S133.1.1).
[0177]

The client terminal 21 has the routing function, and is capable of
performing routing for the LAN 2, and accordingly, transmits the network
address of the LAN 2 to the relay server 22. The relay server 22 creates
network search information 191 based on a response of the client terminal
21, and transmits the network search information 191 as a response to the
network search command to the relay server 13.

[0178]

FIG. 33 is a view showing the network search information 191. In

the network search information 191, body information 1911 is information

regarding the network search information 191 itself. In “name”, “IP

routing map” is set, which indicates that the network search information
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FIG 37 is a flowhart show ng operations of the client termnal 11
t hat executes the network search. Processing shown in FIG 37
corresponds to Steps S131 and S132 (refer to FIG 32). In the case
where the client termnal 11 has been instructed to performthe
network search (Yes in Step 51101), the client terrri nal 11 transmts
the network search conmmand to the relay server to which the

i 3??7;5 o 183be Femdhop JREE Ry PR LAy aﬁ%éﬁﬁé‘é?’%&l’% 888 ved
Comana {gauifed e IR HERG0h U B8 BLPRAREF 2218 oL RERPI BREKE

net wor k arch i or 193.to e network search informati on 194.
Then, iﬁ?ﬂléa{wgﬂf)ﬁ%allh %%OI?S}bEI spl ayed on the nonitor of the

cli ent t @Mal 11 based on the network search information 194 (Step
S1104) . ﬁ FI G 38 is a flowhart show ng operations of
the rel ay serv hat eived th search co nd

When havi ng r e @ﬁ%rcqh 3 Rr%%HPEH%égdﬁgﬁbstrq L3RrRses i @hithe
termnal 11 (Yes |n Ste 51151), the_relay server 13 refers to the
rel ay gr&elsyi sw&emmtbﬁhqmele eépng@hss@)at)iwemhe roydmg fyackonhe In
networ k search command has not been transmtted to all of the relay
servers regtingalesice respomse wifeymgtionpl 912f brimaiaiddn’, the vergork agdtlegss
S1153), the network search command is transmitted to the relay
servers spélé LiAdd 2iis sehas the aptyooupapaifleofthe ooutidg, £181 &p ‘i) the
Thi s processing corresponds to the processing of Steps S133 and

S133. 1 andentifcd tidkeifoedmationmfRhé.clidad) teiem] 2dviszgt.r eheimeingdevice
response to the network search command (Yes in Step S1155), the relay

server 13estrdakdafdrieatied WO1R-25 ¢he albtworlonddtdsens bhs @AM Aidthe
recei ved response (Step 51156), and returns to Step S1153. [01921

I'n the cagentih&ittor hefoRRhvhlofIBaehcamend2has segenThisaBdechted to
all of the relay servers (Yes in Step S1153), the relay server 13

refers tghghelas e8bbr Qzeahrfahcﬂl@ﬁ Q5 TRE re0tiA3 dovidesdf the AR 2.12) (Step
S1157). In the case where the network search command has not been

transmtg glo all of the client term nals which are | ogged on (No in
Step S1158 the relay server 13 specifies the client term nals,

whi ch are | ogg heff Q%%QFV 'faeﬂlantsgﬁfg 'nét@Jo?H%ghﬁp Pﬁe 9 ay

to FIG 12). Te earch conman ransm

o T il T e i
22), I 0 S e B SEOROSE 0t AR SA0 S SRITENY,
| ormat o0, Basedaond B (ES'9RSh { SRAPSTE TSP ThiSHen: WSS
and 32 having the routing function respectively transmit, to the relay server
33, the network addresses of the LANs 30-2 and 30-3 capable of the routing.
The relay server 33 creates network search information 192 based on
responses of the client terminals 31 and 32, and transmits the network
search information 192 to the relay server 13.
[0181]
FIG. 34 is a view showing the network search information 192. In

“owner” of body information 1921, the identification information of the relay
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In the case where the network search conmand has been transmitted to
all of the client term nals which are I ogged on (Yes in Step S1158),
the relay server 13 transmts the network search information to the
client term nal as the transm ssion source of the network search
command (Step 51162). In such a way, the processing of the relay
server 13 that has received the network search corrmand i s ended.
[0194] <9.3. Flow of route search, processing> FIG 39 is
chart sh&AF¥ey 38 1 B olnﬂ%&l@gééa%f@ﬁe&a%s@s%ifwgnaﬁtﬁ% 192¢i1 @#newlk
client termnal 11 refers to the network search informati on 194, an

i ssues anenrphx isicinifermanon d2e, Swanetwayk addreppnEtholANAQ 23and th@
targets of the routing control §)St ep S137). A route search command is
a commuanddentifieatien foimationafitba client termeinad Jloueiset r bureuting
routing for the LAN designated by the user. The client termnal 11

t ransm t slesiceaesporseandbrmationd®22i2) thhirehwbhle addrewsrdf thd diAN <53 of
the LANs 104 and 30-3 are set, to the relay server 13 to which the
client teand thelidédtificetibadgfaneridiShetheSd k. tel®124] 32 are set. | The
response to receiving the route search command, the relay server 13

new y creala§Sseire6P883Rat Hb&Y NEE hove tie idiﬁlﬂg)ﬂhﬁztﬁmaiscﬂbt%gm@@d inn a
simlar way to the transfer of the network search command, the rel ay

server 13nht habebrlt SedoB e 58100, command to the relay servers 22
and 33 based on the relay group information 141. First, the route

search c dis transmtted fromthe relay server 13 to the client
termnal 21 through the SIP server 101 and the relay server 22

(5105 3139, 398, bo @O B0l Tl TSl Balfdoa0ihi iy
e e S
R DL AT T R e

13 to the clie terminals 31 and 32.thr the SIP server 101 and
Lhe Dol ailogbRGLbransoiit 4,3 rauGHRo 4o e fetkanls SehnanBeNg: tHo)

network address of the LAN capable of the routing.

[0183]

The relay server 13 synthesizes the received network search
information 191 and 192, thereby creates network search information 193.
As a response to the network search command, the network search
iformation 193 is transmitted to the client terminal 11.

[0184]

The client terminal 11 has the routing function, and is capable of
routing for the LAN 10-2, and accordingly, updates the network search
information 193 to network search information 194. Then, based on the
network search information 194, the client terminal 11 displays a search
result of the network on a monitor (Step S136).

[0185]
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[0197] The client termnal 31 cannot handle the routing of the
LANs 10-1 and 30-3, and accordingly, issues a notice that the routing
is inpossible. The client termnal 32 is connected to the LAN 30- 3,
and has the routing function. Therefore, the client term nal 32
transmts the identification information of itself and the network
address of the LAN 30-3 to the relay server 33, and issues a notice

thereto that t t.i.n 0SSl b reover, the .relay ver

does not have &ﬁg %lédﬁlan e?”u qwl&gt%ﬂsnl\gwroé &F?IChtﬁgmrrgf‘ ?@4\/e|1n33
creates s‘ eC|f,y rmat t hat s |f| slhe lient te n

whi ch is %pfquyow& &@q Flb{ﬁqc Oxrprat I@Aﬂ%gf@e 1e%tnd
transmts the peci fyi ng nforrratlo to the reI ay server t he
speci fyi ﬁ@lmm%r]rﬂa]tsl G, éWPH]éﬁ?@lfcgcléﬁtllB 1@#%?%3@?6?13&%‘3%0@@}1% i ent
termnal 32 and the network address of the LAN 30-3 are associ ated
with eacHebwrek adfiesspaphjhe bANT carsde a5 theowies it Yhegelasf or nat i on
to response information 195 to the route search conmand. [01981

Next, theomahupicadionesryst@ntransnits the route search conmand to the
client terninal 12 (Step S141). The client term nal 12 does not have
t he rout |[ﬁb86]unct| on, and accordingly, notifies the relay server 13
that the routing is |rrpossi ble. [01991 The relay server 13 has
the routing fulRcitong devide respoapalhforofaticaul 93 1fieinfolnmatAM ddded at
Therefore, the relay server 13 adds, to the response information to

t he rout ¢hseahe kvlicantantdetvei&Ciday e tnfomarivat 1PNaha 18RI 68 dyhchesized
identification information of the relay server 13 and the network

address @hd e hdtWolR-sbasileiFomaatidhedstdhefREN ThhBE rolies. ddvie

response information to the route search command is transmtted from

the rel aXeﬁ%ﬂé%rmi’o’i‘rﬁéhéﬁ@QQQ‘le'ﬂBe h@{&bﬂ@hd&ﬂessm%h& uﬁ@tmtfw gl 11

di splays, as a result of the route search, the route search

i nf or mat iy, BIAR%%? @§E§g§% %%ﬁg?uﬁﬂﬁ 553 PROSEoxk e A TBR rPhrh BtibA S

route searc nmand
the relay server 13 are set.

[0187]

Routing device response information 942-1 is added when the
network search information 193 is updated to the network search
information 194. In routing device response information 1942-1, the
network address of the LAN 10-2 for the client terminal 11 is capable of
routing, and the identification information of the client terminal 11 are set.
[0188]

FIG. 36 is a list of the LANs displayed as a result of the network
search on the monitor of the client terminal 11 based on the network search
information 194. As shown in FIG. 36, the network addresses of the LANs
capable of the routing and the relay servers or the client terminals, which
are capable of the routing control for the respective LANSs, are displayed in

association with each other. The user of the client terminal 11 refers to the
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[02001 FIG 40 is a view showing the route search information 195. In
body information 1951, "IP routing group 1" assigned by the user at
the time of issuing the instruction of the route search is set in
"nanme”, and the identification information of the client termnal 11
is set in "owner". [0201] Routing target information 1952 is
route information for use in the routing control for the LANs 10-1
and 30-3. Network information 1952-1 and 1952-2 correspond to the
above- medist shew skl Gy3gpndean penfivn theilalNs capabletaidhr rautingss of
the LAN 10-1 has been set, and the identification information of the
rel ay serthemrelsy ¢rasmivedentsen systhg.net wor k i nformation 1952-1
indicates that the relay server 13 is executing the routing control
for the UAMBAD-1. In a simlar way, the network information 1952-2
indicates that the client terminal 32 is executing the routing

control for th&NdtANh30-i3 theGdfiRdork search Pajcesdihg} sinke opleaesvatks
network search list information included in the network search

i nf or mat icapaBRlofwsid@4hb avetidg Funktien of o +&ly @bimAuhizatidatsyaferhhe
routing target information 1952. As nentioned above, the routing

target i nf@AnNBHORaFORA, DN £6¢ BSccbaly ﬂohél%trtﬁb'tiiié‘xgtiﬁ@é’t‘iéﬁ infbPhatide

LANs 10-1 and 30-3 is performed by the relay server 13 and the client
term nal 32h00libRetAieh] BARRe rHQYRMSer %{E‘adhfeﬁi\éﬁé Kt a?@f&ﬁiﬁﬁ%%iece

information 1s the list of the LANs capabl e of" the routing.

e, L BRI OF hoeD e Touting Targst I tor i on 1952

[0190]

FIG. 37 is a flowchart showing operations of the client terminal 11
that executes the network search. Processing shown in FIG. 37
corresponds to Steps S131 and $132 (refer to FIG. 32). In the case where
the client terminal 11 has been instructed to perform the network search
(Yes in Step S1101), the client terminal 11 transmits the network search
command to the relay server 13, to which the client terminal 11 is logged on,
based on the relay server information 53 (refer to FIG. 12) (Step $1102).
When having received network search information 193 as a response to the
network search command (Yes in Step S1103), the client terminal 11
updates the network search information 193 to the network search
information 194. Then, the list shown in FIG. 36 is displayed on the
monitor of the client terminal 11 based on the network search information
194 (Step S1104).
[0191]

FIG. 38 is a flowchart showing operations of the relay server 13 that

has received the network search command. When having received the
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As described above, the user of the client termnal 11 designates the
networ k address serving as the target of the routing control, and

i ssues the instruction on the route search, thereby can acquire the
route search information 195. Therefore, when validating the routing
function of the relay comruni cation system it is not necessary to
confirmthe relay servers, the client termnals and the |ike which

have the ﬂe@%i*]?geéfuw(@?&ing%arﬂh%% the client tgﬁr%ineﬂlltli fred iéll ?ﬁgf)@f#ﬂ)

show ng operations client termnal I nstructe perfofm

t he rout ), en.hayi.. n.instructed to..performg th te
Soar n ( T8 SRl ertBER IR 0T RRE Rl LB R B 1 Bl 1 L, §
confirm her or -not .t he network address seryvin s the targget ,qof
Che +out adhlHase ettty tha bR sEalHERRR R ol Red andlfbadp .
t he net wor dress i s designated. (Y in Step S12Q2), the af
the OFl el oAl Ray bar e aoted {8 herRlan arosbdnariicn 303 Nothen,
when the start of.the route search is instructed (Yg@ti n Step S1204),

the cli ertteP &lipghlthemeimozk search cnmmagekisdranyniiad to therelan t he

inputted network address is set (Step 51205). In the case where a

net wor k &atvedsSppeifiedintde welsy graetnformatipn 1dddSten 53354).¢ HEhis| i ent
termnal 11 adds the desi gnated network address to an argunent of the
rout e searetessurehentesiSmals t81the Processingef Steps WWHET end & 138t hand the
address is further added (No in Step S1206), the client termnal 11
transmi t $ikeHeefeouo Fl€eA2%h Bommhadving tekeived|zagespenyeto 1l HStveqrk
S1208). [02051 When havi ng received the response to the route
search ceoamitcdnYemnd(Yeisdp SEPE) 155 hthectal enteitver tidnapddtds ¢haf i r ms
the response. In the case where the specifying information

cor r espon@itwgrk ecditd iEsingnabe habddNohheaecdined vekgbnss (Btep Sespense,
the client termnal 11 determnes that there is no routing route (No

in Step @hdh@rurddenstdpheieszent termnal 11 issues a notice of an
error, indicating that a routing route of the designated LAN could

not be f@ggngb](Step S1211). Meanwhile, in the case where the client
termnal 11 determnes that there is a routing route (Yes in Step

S1210), the cl ifitholBLeWAako Lhe HofAbAS stdlen/ iR aARARNdAAf or mat | on

195 based on the recel response, an i spl ays candi dates of the

o190 0 NP R O 5L SARL i G805 e o REASRE
wner e an Pretracpi R H-ELEuBR SRR Ay B R FLG: Rl eR o
L1 ouh LHESHPUL Bl EELSdBl HCp e Xes 0 S e PUZEL pte
?)?(r)\éggsil &gl}ssta]gﬁ{?%g(% gﬁto,f ﬁ)@g %ﬁgrrnlz éljrr(ljirftlla\i\g ‘lzvlhi&eare oeggle to%r(l\?g irf gt?epSt art
S1158), the relay server 13 specifies the client terminals, which are logged
on, from the client terminal information 63 (refer to FIG. 12). The network
search command is transmitted from the relay server 13 to the specified
client terminals (Step S1159). This processing corresponds to the
processing of Step S135 (refer to FIG. 32). When having received a
response to the network search command (Yes in Step S1160), the relay
server 13 updates the network search information based on the received

response (Step S1161), and returns to Step S1158.
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control. [02071 FIG 42 is a flowhart show ng operations of
the relay server 13 that has received the route search command. Wen
havi ng received the route search command (Yes in Step S1301), the
relay server 13 refers to the relay group information 141 (Step
S1302). In the case where the route search command has not been
transmtted to all of the relay servers registered in the relay group
information 141 (No in Step S1303), the route search conmand is
transferd8¥93lo a relay server specified in the relay group
information 141 (Step S1304). This processing corresponds to

processi ng i n $ndps c8:8Hhest 3Be hetwdrk bearchken{mahdrhasddenG 39).

[ 02081 When havi ng received the response to the route search conmand
(Yes in $Stapsibit8&bjo allhd thekhyns tawemalSwhidcH arabgebé oneFpariadSteft ep
S1306). In the case where the specifying information is not included
in the r&NG8seheNelipnsdivep 151303 mifstheangtatk @Bamh inferhetion tsehyer
13 returns to Step S1303. In the case where the specifying

i nf or mat icient SerntElal @84 hie Rrd MEN RSOSSN A ck ¥EShé Refleik L3R )contgnd
relay server 13 adds the specifying information to the response

i nformati(Qpd 91169 ' IHIRICASALED, SHRRAs4iREYR tRd 3010) setPEh i@%%l%% has

operation returns to Step S1303. Mreover, "in the case where

rel ay Se%@éiv&c?thﬁn@{lkﬁrﬁ SediRHIG éngg&hé\%\h.des! gnated in the route
search conmmand, the relay server adds specifying information which
correspozgf &]o the relay server 13 to the response information to the
route se rc?‘u command. [ 02091 In the case where the network

search c% Qvas rbegn trapsmtted to all of the relay servers (Yes
in Step SI3 © t?ifeoru?gﬁa]sc REFeH3 %t ers to the client terninal

I nformation 63 F(It}?%gristaoch':alr sh%vzv%né gtffcpw g% gc())l?t)e'selagghlglocessing. The

user of the client terminal 11 refers to the network search information 194,

and issues an instruction on route search of the LANs 10-1 and 30-3 as
targets of the routing control (Step S137). A route search command is a
command to issue an instruction to search a routing route for routing for the
LAN designated by the user. The client terminal 11 transmits a route
search command, in which the network addresses of the LANs 10-1 and 30-3
are set, to the relay server 13 to which the client terminal 11 are logged on
(Step S138).
[0195]

In response to receiving the route search command, the relay server
13 newly creates response information to the route search command. Ina
similar way to the transfer of the network search command, the relay server
13 transmits the route search command to the relay servers 22 and 33 based
on the relay group information 141. First, the route search command is

transmitted from the relay server 13 to the client terminal 21 through the
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In tthe case where the route search command has not been transmtted
to all of the client termnals (excluding the transm ssion source of
the route search command) registered in the client term nal
information 63 (No in Step S1309), the transfer destination of the
route search command is specified based on the client termna
information 63. Then, the relay server 13 transmts the network

sear ch cajpByy (N | Aatd 0
Thi s processi %5812%??2‘??5%%51ezag’ﬂ%%’gpg%g?t?ﬁ%@t% |13S‘£r§“8§%%211)11
Processi Of;: 51 2 and S1313,hs_simlar to.the ..
bt ocesst mpeCigiBIndddid aBALhe o80SRkt ok aRbOL hBhale hEdOniing ofy . o
search ¢ ng -h ee nsitted to,al]. of the client termnals
(Vos i n SPEg-AbyqE; SRR 3T T hiteHue. %8 clipdhtcntFiodd pd Hoslis v
information to the__rou search conmand.to cl i termnal, 11
(St op S1381 St 37 1881 Fhd Rt s ronpisig ol HOb TR ot ghe Tolay
FIG 43 is a chart . howkng a flow of the start processing_for the
routing GBRYGT4Z HQ'F%‘@S @ Telay £p1vhd Hhataeorpuwding ispmpassible.
The user of the client termnal 11 designates the relay server 13 and
the clied®19€kninal 32 as routing points based on the route search
result displayed on the nonitor, and issues the instruction to start
t he routing col¥exs| tieSrape Se48h coromtana wsdiraysweted frobs the melayl i ent
termnal 11 transmits the routing start comand in addition to the
net wor k isafonmil tothd dxntlicamind859- 2nd SRethr&ighl the STRper&t4B) hand
S144 correspond to Steps S1213 and S1214 shown in FIG 41.
the relay server 33 (Steps S140, S140.1, $240.1.1 and $140.1.2).
[0197]
The client terminal 31 cannot handle the routing of the LANs 10-1
and 30-3, and accordingly, issues a notice that the routing is impossible.
The client terminal 32 is connected to the LAN 30-3, and has the routing
function. Therefore, the client terminal 32 transmits the identification
information of itself and the network address of the LAN 30-3 to the relay
server 33, and issues a notice thereto that the routing is possible.
Moreover, the relay server 33 does not have the routing function. Asa
result, the relay server 33 creates specifying information that specifies the
client terminal 32, which is capable of operating as a routing point of the
LAN 30-3, and transmits the specifying information to the relay server 13.
In the specifying information, the identification information of the client
terminal 32 and the network address of the LAN 30-3 are associated with
each other. The relay server 13 adds the specifying information to

response information 195 to the route search command.

[0198]
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[02141 Based on the received routing start comrand, the rel ay
server 13 creates routing group information 196 fromthe route search
information 195. The routing group information 196 is routing setting
information for executing the routing control using the rel ay

conmuni cation system and is stored in the routing group information
storage unit 137. [02151 FIG 44 is a view showi ng the routing

group information 196. The routi ormation 196 is created
Phrough addi ng Nt Hify: %am%%%roﬁgvﬁpawﬁﬁﬁ% Besainh Cundieg 0 the
informatipon 1964 to.t rou formati,on . [02

The rout .cﬁan i 0 Sk SHALT o HoBheR ol 17 Meck BRiriAFe 58S on
termnals capabl e of using the, rquting_functiqgn of the relay

comuni caPRBAESYBEEM. and areordirprsaetiBes Pt welay sqrvar Id that the
information 1963-1 and 1963-2. Here, in addition to the terns "client
t er mi nal 'roukae'1s gapepsibl Q ermnal”, the term "communication term nal"
is used on purpose. The "client termnals" are termnals capabl e of

| oggi ng 40199 t he rel ay servers, the "general termnals" are

term nals incapable of logging on to the relay servers, and

meanwhi | e, t he Theomtanseater di3 haey thenahsing Aproeteentindl ik capableef
termnals including the "relay servers", the "client term nals" and
t he "geneoatingdoimti@lLAN Thik i Fhhefawsehe Pylayisergert Ieadduttornbe
function of the relay comruni cation system routing is possible for
the " comyugicimel iOfornestidnad she Ybutelsearch 6ARRRGIEGPLOIYIAG ihfndtido 3
and are registered in the permtted termnal information wthout

bei ng |'i mhb&@dchQhk fi&eﬁﬁﬁ@é‘h@x@iﬂf@iﬁla@ﬂﬁ dftBeGllBndert8F NTBNAIGSHNI ch are
| ogged on to the relay servers. [0 I'n each of the

per m t t eqhek &bk Aaky éé%fd?rtH@th 10- 'ﬂ%’i‘@ asé&‘i‘ate%{dsg{th dfll fRLE [TReAAHR

and | P address of the communication termnal or the LAN, which i’s
aFor mat o RSt e MARE Rt Eoﬁlg&%wr%ﬁﬁl&ﬁﬂ %dlﬁ"the
communi Rl eEm B IneBGELEG 11 e, i c;h%nhe Lt 19 PRl

term nal |on i s7Se |nga the
co ni C%%'aoln estu?t chT% trh%l route ggglcc ghé (1)01tltbaese|§1'% f01ma[tlonlﬁ;5 created

based on the response information to the route search command (Step
S142).
[0200]

FIG. 40 is a view showing the route search information 195. In
body information 1951, “IP routing group 1” assigned by the user at the time
of issuing the instruction of the route search is set in “name”, and the
identification information of the client terminal 11 is set in “owner”.

[0201]

Routing target information 1952 is route information for use in the
routing control for the LANs 10-1 and 30-3. Network information 1952-1
and 1952-2 correspond to the above-mentioned specifying information.

Since the network address of the LAN 10-1 has been set, and the
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Note that, at the tine of the start instruction of the routing (Step
S143), the user of the client termnal 11 may designate the client
termnals, the relay servers, the general termnals and the I|ike,
which are registered in the permtted termnal information. In this
case, the route search information 195 added with the routing

perm ssion information 1963 is transmtted to the relay server 13
(Step 5144). £0219] The session information 1964 has poi nt

i nf or mat ildentiBeétidn ielgamditiog afltbenelds seyverd Sihas. beEmesatothd nefveeksi on
s a nmedia session which the relay server 13 and the client term nal
32 use f anfarheticoul 952y lIdadicadés dhatt the woayreaiveatli3as exackighg thet art "

of the point information 1964-1 indicates a start point of the

routi ng seatingreontrvl \itw the LA 1 ddnt iThi £ simibar wakothimheowmord the rel ay
server 13 is set. "end" indicates an end point of the routing

sessi on, jhforhtedh 1952-20@didaltes B tOthel dct FBiMOMMIHE2 fshereeliti®Blthe
termnal 32 is set. [0220] FIG 44 is referred to one nore

time. Th@oﬁﬁhg)éoﬁglro\ﬁférﬂ}?e 1.Aanspid s the routing group information 196
to the client termnal 32 through the SIP server 101 and the relay

server 33p¢@seps S145, S145.1, S145.1.1). In such

Note that the pieces of network search list information included in
the network search information 191 to 194 have a similar configuration to
that of the routing target information 1952. As mentioned above, the
routing target information 1952 indicates that the routing control for the
LANs 10-1 and 30-3 is performed by the relay server 13 and the client
terminal 32. On the other hand, however, the network search list
information is the list of the LANs capable of the routing. Hence, there is
no relationship between the routing target information 1952 and the
network search list information 1912.

[0203]

As described above, the user of the client terminal 11 designates the
network address serving as the target of the routing control, and issues the
instruction on the route search, thereby can acquire the route search
information 195. Therefore, when validating the routing function of the
relay communication system, it is not necessary to confirm the relay servers,
the client terminals and the like which have the routing function.

[0204]
FIG. 41 is a flowchart showing operations of the client terminal 11

instructed to perform the route search. When having been instructed to
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a way, the relay server 13 and the client termnal 32, which function
as the routing devices, share the routing group information 196.

[ 02211 Next, the routing session is established between the
relay server 13 and the client termnal 32. The relay server 13
refers to the point information 1964-1, and confirns that the device
itself is set at the start point of the routing session. [0222]

The rel ay, SRRY%EEnd RorktbARaRIH ' t g
sessi on g tﬁjlilte r e(flay ser vg;% g%e%{lﬁ?%% Eéit%@g% élg%@?%?%al(gf%%%] 926
and S146. t fr e rel.a [ Mmer e
ol ay sorer 4 RobRBIPRGLNE o AR R MRE LRGBS Y et BE
SIP serv 101 (Steps .S14 d. S1474 3. | ponse, to the,ACK,, t he
rel ay se(r%\i}g rloggé %esa{rgﬁp %%ég a‘ifls}%](#‘éd g%gegi %#@t \/\E’éﬁh? f8S% gqh%,e Elé‘? vers
13 and 33 (St 48) .. Mpr eover nedia s ign is established
bot woen ik agatens s Bsamataa (el plm STZVAH Hh w55 CtierdiBtao
S150 and S151).. This processing.is.simlar tqQ Steps $146 to S148
except t frarmppal Hempatts ég% nghw ek @é%ﬁi@%ﬁg\;\?é out &hed té ough
the SIP server, 101. The routing session is conpaosed of the two nedia
sessi ons sta¥tfithenante seaschis istanetedd Yes sn Stew 204k ghe cligatit | ng
control of communication packet> FIG 45 is a chart show ng a
fl ow of tteeminalt}ingreatss ¢ voutgsieagch hemmand oy wiaes tlom igsttaed networ
between the relay server 13 and the client termnal 32. [0224]
The generdidress isisea(Sted SEROH. oln the carerwiera i matwoak keldrdssisi fuethdror
the general termnal 37 (Step S152). Based on the routing group
i nf or mat iderigh®Ged (Yes imeBp SE208); tH8clieiteterimias] WhetlAethedesighatdd i s
possible to route the received conmuni cati on packet.

network address to an argument of the route search command (Step S1207).

In the case where no network address is further added (No in Step S1208),

the client terminal 11 transmits the route search command to the relay

server 13 (Step S1208).

[0205]

When having received the response to the route search command

(Yes in Step S1209), the client terminal 11 confirms the response. In the

case where the specifying information corresponding to the designated LAN

18 not included in the response, the client terminal 11 determines that there

1s no routing route (No in Step $1210). Then, the client terminal 11 issues

a notice of an error, indicating that a routing route of the designated LAN

could not be found (Step S1211). Meanwhile, in the case where the client

terminal 11 determines that there is a routing route (Yes in Step $1210), the

client terminal 11 creates the route search information 195 based on the

received response, and displays candidates of the routing route on the

monitor (Step S1212).
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[ 0225] First, based on the routing target information 1952,
the relay server® 13 determ nes whet her or not the conmunication
packet can be routed. An | P address "200.1.3.250" of the destination
(general term nal 37) of the conmuni cation packet corresponds to the
networ k address of the LAN 30-3 set in the network information
1952-2. An | P address "192.168. 1. 150" of the transm ssion source
(general termnal 15) corresponds to the network address of the LAN
10-1 set [PR06lhe network information 1952-1. Therefore, the client
termnal 11 determ nes that the received conmuni cati on packet can be
rout ed. [ 02261 The user diigéke cliehe termhmal d@rsebretd Bhe ederisg routehftomoilte ng
perm ssion information 1963, and confirns whether or not the routing
of the cobyults oAthoroyeaeaich, sviehmretdigplaibé ohRhaddorisr.ofIif tie case
destination (general termnal 37) of the communication packet

cor r espoRgseretin Ardcton isSiebuédloh hBe ReAWIdttRE rbefiRkRehtiod tBEERIH tHe
1963-2. Moreover, the | P address of the transm ssion source (general

term nal rdgle &fletidl HOAMLGANES n &11269), B8 RABHS td:ninkP41168. 1.
set in tﬁe peer metted termnal information 1I963-1. Therleflor e, the

relay senysfsnlis48k it ﬁg%éﬂ%nﬁﬁ%nﬂ%ttilnlﬁg;ﬁﬂsye%év}gﬁf?gﬁggﬁ%@ié?@.

packet is permtted. [012 The re s out the

comuni cag q 1 har i . i N } QY UST NG
the rout ProeRrRRSE kLt m AR Btk oF chOUEAIPrb BRI ML oD 9
transfer% ﬁrgﬂthe general termnal 37, the conmunication packet
recei ved Pﬁ tigh the routing session (Step S154). The conmuni cati on
packet ii Z@ﬂapsul ated at the tine of being transferred using the
routing % on, and accordingly, the general termnal 15 and 37 can

of "t he wan 106 10Tzt Ateboliey oG EREFAOT L Ao SR 15 ATERn

lcgm;gglr g t esr\_clam;:éige F 2 rgflpeesre&;[rrc]ﬁ%g%qn;r?& %e%ogagi%gurztgi%ear%ﬁe F%Bil%/eat ©
search command (Yes in Step S1301), the relay server 13 refers to the relay
group information 141 (Step S1302). In the case where the route search
command has not been transmitted to all of the relay servers registered in
the relay group information 141 (No in Step $S1303), the route search
command is transferred to a relay server specified in the relay group
information 141 (Step S1304). This processing corresponds to processing in
Steps S139, S139.1 and the like (refer to FIG. 39).
[0208]

When having received the response to the route search command

(Yes in Step $1305), the relay server 13 confirms the response (Step S1306).
In the case where the specifying information is not included in the response
(No in Step S1306), the operation of the relay server 13 returns to Step

S1303. In the case where the specifying information is included in the

response (Yes in Step S1306), the relay server 13 adds the specifying
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[ 0228] As described above, the routing function according to
this enbodiment is validated by sharing the routing group information
196 between the relay server 13 and the client termnal 32, which can
comuni cate with each other. Then, by using the routing session
established for the routing, the routing control for the IP packet is
perfornmed based on the function of the relay comruni cation system

d in this.embodi nent.is_exec

A di ng| ' | i dat t '

(e, appl ekt fbe Rk Babe P maPign 1205 TFRn derghd Gt
, \pti N de of fl d of. i ng.

[t esporG b St Po PP el REiants SHRY FON0Tngl ISR o8 on

the routing group (nformatign 196, the cljent term.nal 32 deletes the
routi ng g’fnlb‘irﬁ t%ﬁfl@h%ﬁ?lafﬁr 1ggs a@&w wnteder the LAN deggnated Hhbi tt ed
to the relay server 13 through the relay server 33 and the SIP server
101 ( St epsulsmirckrgmmagddtigimday sayver BaksaddospacHyimhinfprsatigat i on,
the relay server 13 deletes the routing group information 196. [0230]
When haviwigicheoeteppdnds feshordaytservdrel @ tulthaestspoose onformasion tiochhte
termnal 32 transmts a di sconnection request of the routing session
to the rebale ssrebreoBBnéstiep S156). Based on the di sconnection
request, the nedia session between the client termnal 32 and the
relay serd@209]33 in the routing session is disconnected. In a sinlar
way, in the routing session, the nedia session between the rel ay
servers 13 andId3hesadé sdmrpehb edtwoilepsahTondmdndMué Hden | N such a
way, the routing processing that is based on the routing group

i nf or mat itpanckAfitdd te AN the @8BYlservers (Yes in Step S1303), the relay server

13 refers to the client terminal information 63 (refer to FIG. 12) (Step
$1308).
[0210]

In the case where the route search command has not been
transmitted to all of the client terminals (excluding the transmission source
of the route search command) registered in the client terminal information
63 (No in Step S1309), the transfer destination of the route search command
is specified based on the client terminal information 63. Then, the relay
server 13 transmits the network search command to the specified transfer
destination (Step S1310). This processing corresponds to Step S141 (refer
to FIG. 39).

[0211]

Processing of Steps S1311, S1312 and S1313 is similar to the
processing of Steps S1305 to S1307. Then, in the case where the route
search command has been transmitted to all of the client terminals (Yes in

Step $1309), the relay server 13 transmits the response information to the
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Fol I owi ng the end of the routing processing, the communication

bet ween the general term nals 15 and 37 becones inpossible. Even if
the general termnal 15 sends out a conmunication packet destined for
the general termnal 37 (Step S158), the relay server 13 cannot
recogni ze the destination of the received conmuni cati on packet since
the relay server 13 does not hold the routing group information 196.

he commirkassbi BuREEtE ks e Rhat S inb R TR RA S 1 D 005y > 1

As descri Qﬁ above, the relay comrunication system of this enbodi nent
automatié creates the routing setting information in which the
net wor k agdrﬁ@% of . the desi gnated LAN and the relay server or the

client té W Ghiouiing Hat BFRCCSENERe routi ng device, are
associated wth _each other. Therefore, the creation of the routing
setting infor miPoA3dusarchart shewing adlawpbihastash precespaerfouthag
using the relay comunication systemcan be sinplified. Moreover,
even i f thetingrbnipd asinntled relas commaynicebivnrfystahon systemis
changed, it is easy to create routing setting information
correspoﬂﬂ?h@ to the configuration of the relay conmmuni cati on system
Expl anati on of Reference Nunerals [02331 1, 2, 3 LAN 11, 21, 21, 31,
32CLI ENT TERM NAle ddey ofGhe 2HenB GorndiAGENERRL gHaRM N rdldy s22ver3BRELAY
SERVER 100 WAN 101 SI P SERVER

the client terminal 32 as routing points based on the route search result

displayed on the monitor, and issues the instruction to start the routing

control (Step S143). To the relay server 13, the client terminal 11

transmits the routing start command in addition to the network information

1951-1 and 1952-2 (Step S144). Steps S143 and S144 correspond to Steps

51213 and S1214 shown in FIG. 41,

[0214]

Based on the received routing start command, the relay server 13

creates routing group information 196 from the route search information

195. The routing group information 196 is routing setting information for

executing the routing control using the relay communication system, and is

stored in the routing group information storage unit 137.

[0215]

FIG. 44 is a view showing the routing group information 196. The
routing group information 196 is created through adding routing permission
information 1963 and session information 1964 to the route search

information 195.

[0216]
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131 INTERFACE UNIT 132 CONTROL UNI'T 115, 133DATABASE STORAGE UNI T

117,

134RELAY GROUP | NFORVATI ON STORAGE UNI'T 118, 135RELAY SERVER

| NFORVATI ON STORAGE UNIT 119, 137ROUTI NG GROUP | NFORMATI ON STORAGE
UNI T 136 CLI ENT TERM NAL | NFORMATI ON STORAGE UNIT CLAIMS 1. A relay
comuni cation systemin which a first relay server connected to a
first LAN and a second relay server connected to a second LAN are

connected to eqcﬁé

1%Rﬁ{g permission information 1963 indicates the
communication terminals capable of using the routing function of the relay
communication system, and is composed of permitted terminal information
1963-1 and 1963-2. Here, 1n addition to the terms “client terminal” and
“general terminal”, the term “communication terminal” is used on purpose.
The “client terminals” are terminals capable of logging on to the relay
servers, the “general terminals” are terminals incapable of logging on to the
relay servers, and meanwhile, the “communication terminals” represent all
of the terminals including the “relay servers”, the “client terminals” and the
“general terminals”. This is because, by using the routing function of the

relay communication system, routing is possible for the “communication

terminals” which are connected to the LANs 1 to 3 and are registered in the
permitted terminal information without being limited to the relay servers
and the client terminals which are logged on to the relay servers.

[0217]

In each of the permitted terminal information, “name” and “addr”
indicate the name and IP address of the communication terminal or the
LAN, which is capable of using the routing function. In the permitted
terminal information 1963-1, “192.168.1.*” is set, indicating all of the
communication terminals connected to the LAN 10-1. In the permitted
terminal information 1963-2, “200.1.3.*” is set, indicating all of the
communication terminals connected to the LAN 30-3.

[0218]
Note that, at the time of the start instruction of the routing (Step

S143), the user of the client terminal 11 may designate the client terminals,
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each of the first relay server and the second relay server includes:
a relay server information sharing unit configured to share rel ay
server information between the first relay server and the second
relay server, the relay server information including activation
information of the first relay server and the second relay server,
and activation/registration information of client term nals connected
to the first relay server and the second relay server; a
routi ng ghewplayndeaverd, ithe geharsdlrigrminalsconl ilguliles whichhareaegtttrangin
group information with a first routing device that executes routing
control fihe pebmifted sbrinfihlantoan steondin ohikicage, ddiei@até Bedrchxecut es
routing control for the second LAN, the routing group information

i ncl udi ngnforagitie kogddaes swith th8@ohiingtpel:Miksion REfoMRIdtiAdtoES s of
the second LAN, first specifying information that specifies either a

rel ay serygrsffied 66 HEObelhe AR 13 WepBigyt he first routing devi ce,
and second specifying information that specifies either a relay

server ofpggll ient termnal, which is the second routing device; and
a routing control unit configured to, upon receiving a start request

of routing coniglooIpEchih b hol 165 ARSI B SBANbAE Second

routing device from specitying intormation an e second
speci fying inf.ornmation,. which are hncluded in the routi,n r ou

P o mat o8k TR 1 BReing NeE 0o R S ThRIOMER ihsionrio By s R, | g
devi ce and .t secpnd rout i evi ce. based on .t rel.ay,server

o o et e SRR SER shier 18 debh i e il A p S kS Sl

bet ween t he fir t, LAN and the secopd LAN thyough the routing. session,
g b e

and, bas&8R9! ShthHEIPIRIHERtOR PaRket: he Sttt PR ecRMRF SROTBIBhnect

the routing session, and end the routing control for_the

comuni cal@%éhl Bucates fettpge RO o the goufing sgpsionnn wheghthe AN,
wherein . When_a first comunication packet destined for a
dest i nat identadentoen information efddeastashedivayilags set-t hendetndigateans s
sent out froma conmunication termnal connected to the first LAN,

t he firstendueinhgf thevioging sessson,antwbichcineiidgngfication miformeaticonof o
decide that routing of the first comunicati on packet to the second
LAN i s pdbsicbent tamilinat 88skert the first communi cati on packet by
usi ng the established routing session. 2. The relay comunication
system ade22@li ng to claimi1, wherein a plurality of relay
servers including the first relay server and the second relay server

are connected FaCore ianofdresd tdoRe gibia tilde Gheaelst ¥&vkr 18NGlansmits
the routing group information includes network addresses of LANs to

whi ch thehe @bﬁMn@%&‘Mﬁ{) SnfRANREINn 19640 thé eLieR te2hihARB2 SRGUSH SFe SIP
routi ng devices executing routing control for LANs to which the rel ay
servers GRRRECIO1 and the relay server 33 (Steps S145, S145.1, S145.1.1). In such

a way, the relay server 13 and the client terminal 32, which function as the

routing devices, share the routing group information 196.

[0221]

Next, the routing session is established between the relay server 13
and the client terminal 32. The relay server 13 refers to the point

information 1964-1, and confirms that the device itself is set at the start

point of the routing session.

[0222]
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3. The relay comunication systemaccording to claim1 or 2, wherein
the first routing device is a client ternminal connected to the first
relay server, and is capable of perform ng conmunication with the
second relay server through the first relay server. 4. The relay
comuni cati on system according to any one of clains 1 to 3, wherein
the second routing device is the second relay server. 5. The rel ay

conmuni cati on st em accordi to clL,aim1 or. 2 rein th I rst
rel ay server aﬁ[ﬁl i‘l"%é@dfﬁa 1?)’9‘11598%% € ﬁﬂi)hghggﬂpg 1889?%@% the

the first routing .devic |s a first ent ternj connect to the
first re|139tl§gr%?g$mnéﬁ& e relay sqrygr §§éhﬁw}bﬁ’ﬁ"$§ﬁa@weeéqls@eg%cond
client term nal_ connected to the first relay server. The rel ay

communi catli4frand, Sidehldccbr spsngnse tamyrespensst r@mathﬁsleia:f@egfer 33, the

wherein the routi ng group information includes permtted term nal
i nf or mat irelay sexven L8 hrapsmidrassCEf ta the wdareeiveatdSdhroughithe SIP

connected to the first LANis registered, and
server 101 (Steps S147 and S147.1). In response to the ACK, the relay

server 33 establishes a media session between the relay servers 13 and 33
(Step S148). Moreover, a media session is established between the relay
server 33 and the client terminal 32 (Steps $149, S150 and S151). This
processing is similar to Steps 5146 to S148 except that the media session is
established without passing through the SIP server 101. The routing
sesston is composed of the two media sessions established in Steps S148 and
S151.

[0223]

<5.5. Routing control of communication packet>

FIG. 45 is a chart showing a flow of the routing control using the
routing session established between the relay server 13 and the client
terminal 32.

[0224]

The general terminal 15 sends out a communication packet destined
for the general terminal 37 (Step S152). Based on the routing group
information 196, the relay server 13 determines whether or not it is possible
to route the received communication packet.

[0225]
First, based on the routing target information 1952, the relay sexrver

13 determines whether or not the communication packet can be routed. An
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in a case where a transm ssion source address of the first

conmmuni cati on packet is registered in the pernitted terninal
information, the first routing device permts routing of the first
comuni cation packet. 7. The relay conmuni cati on system according to
any one of clainms 1 to 5, wherein the routing group
information includes permtted termnal information, in which an
address of the communication term nal connected to the second LAN is
regi st er &8 adgdyass “200.1.3:2pQ of dbe dﬁ,ﬁ'@ﬂéﬁandégwli%ttﬁﬂﬁnbﬁicﬁﬁg% the the
first communi cation packet is registered in the permtted termn nal

i nf or mat icommunkationgracket corrgsprdscle thermitrorkaddrass of thehleAN 3613
communi cati on packet. 8. A relay communication systemin which a first
rel ay semsetin thmnetwenk indoemation t190AN.andndPsebbees f 22§68 arisy of
connected to a second LAN are connected to each other, the first

rel ay senthertrammhisdizs: source (germerakbtayninat 156) coméspomlsi torths heetimoglk uni t
configured to share relay server information with the second rel ay
server, tlddrés dthediABr10-nfet imthenetwotlitifogmacionvEs2en | Therdfeid, on
of the first relay server and the second relay server, and

activati QRé lcHEhS tdrahindM 11 fedéiiBircanthat thé ketivd Besthialifc£9mMpatReL t 0
the first relay server and the second relay server; an

acqui si ti-Qp Hanldute@nfigured to acquire first specifying information
specifying either a relay server or a client termnal, which is a
first roygs devi ce executing routing control for the first LAN
based on a network address of the first LAN; a request unit

confi gured to neguest. {dig, SEERRS Rl SANS0ESL; SEEEAGPeC f vi ng

information spécitying erther a relay server or erm nal ,

e ORI S R S RO i DR Bl
communication packet 1s permitted. The IP address of the destination
(general terminal 37) of the communication packet corresponds to
“200.1.3.*” set in the permitted terminal information 1963-2. Moreover, the
IP address of the transmission source (general terminal 15) of the
communication packet corresponds to “192.168.1.*” set in the permitted
terminal information 1963-1. Therefore, the relay server 13 determines
that the routing of the communication packet is permitted.
[0227]

The relay server 13 sends out the communication packet, for which

the routing is permitted, by using the routing session (Steps S153 and
S153.1). The client terminal 32 transfers, to the general terminal 37, the
communication packet received through the routing session (Step S154).
The communication packet is encapsulated at the time of being transferred
using the routing session, and accordingly, the general terminal 15 and 37

can communicate with each other without being conscious of the presence of
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a routing setting information creation unit configured to create
routing setting informati on based on*the first specifying information
and the second specifying information, the routing setting
information including information in which the network address of the
first LAN and the first routing device are associated with each
other, and information in which the network address of the second LAN
and the second routing device are associated wth each other, the
second r éhayVARYF 1@0. | Thautet®: say, the gemenad spomsmlsiAbtancbdT camr ed t o,

in response to a request fromthe request unit, acquire the second
speci fyi rgmmbnicaet wath eactdotheantdirotigh ke FEANNTDGPe aising tie: private IP
information to the first relay server, each of the first relay server
and the sedesskesel ay server includes: a sharing unit configured to
share the routing setting information; and a routing control unit
confi gur gg2¢g], upon receiving a start request of routing control
specify the first routing device and the second routing devi ce based

on the routing saedddchi® el HfRNER LR ﬁ%ﬁﬁldtﬁﬁ& £rcbPHbls g?s'%s' on

between the first routing device an e second routlng evi ce based
o e S eBEEYe s BLLTR OB ESHE SR AR TN A 0
the rout Ibrelgween the relay server 13 and the client terminal 32, which can
communicate with each other. Then, by using the routing session
established for the routing, the routing control for the IP packet is
performed based on the function of the relay communication system.
Accordingly, the routing validated in this embodiment is executed in the
application layer, and differs from the usual IP routing.
[0229]
Next, a description will be made of a flow of the end of the routing.
In response to an instruction to end the routing, which is based on the
routing group information 196, the client terminal 32 deletes the routing
group information 136. Such an end instruction is transmitted to the relay
server 13 through the relay server 33 and the SIP server 101 (Steps S155,
S155.1 and S155.1.1). Based on the end instruction, the relay server 13
deletes the routing group information 196.
[0230]
When having received a response to the end instruction, the client
terminal 32 transmits a disconnection request of the routing session to the
relay server 33 (Step S156). Based on the disconnection request, the media

sesslon between the client terminal 32 and the relay server 33 in the routing
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session, and, upon receiving an instruction to end the routing
control, disconnect the routing session, and end the routing control
for the communi cation packet between the first LAN and the second
LAN, wherein when a communi cati on packet destined for a
destination address of an |IP address belonging to the second LAN is
sent out froma comuni cation termnal connected to the first LAN,
the first routhg device .refers .ta.the rou%bggﬁigttin i nformtion

to deci d§°PHAR 1¥ BIRCPRPCTEL héh EoTHRIFICERY:dR ing e Fions EROMEAAN
i s possible, and transgers t he communi cation packet by using_the
est abl i sKESFIPBREEWEeR LS rBlay segvergnts pafl 3 18 aiﬁdo@tgy%ﬁéﬁ? and
accordin%;to %Iain18, wherein the first relay server further )
i ncl udes®™157.1). Ig spichta wagakheoipuiiIg prasassigathat tobasesr emthorouting
capabl e of routing control, and create a |list of the LANs; and
a sel ect iggauppiforomifdnyl9@ds endesb| ect the network address of the
first LAN and the network address of the second LAN by using the
list. 10.[038H rel ay communication systemaccording to claim8 or 9,
wherein the first routing device is a client term nal connected to
the first rel afolleming thardd of thapabtiaggfropessing, thegoanmmmivatmn on
with the second relay server through the first relay server, and
between the general terminals 15 and 37 becomes impossible. Even if the
general terminal 15 sends out a communication packet destined for the
general terminal 37 (Step S158), the relay server 13 cannot recognize the
destination of the received communication packet since the relay server 13
does not hold the routing group information 196. Therefore, the relay
server 13 notifies the general terminal 15 that the communication packet
cannot reach the destination.
[0232]

As described above, the relay communication system of this
embodiment automatically creates the routing setting information in which
the network address of the designated LAN and the relay server or the
client terminal, which functions as the routing device, are associated with
each other. Therefore, the creation of the routing setting information used
as the route information in the routing using the relay communication
system can be simplified. Moreover, even if the configuration of the relay
communication system is changed, it is easy to create routing setting

information corresponding to the configuration of the relay communication

system.
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the client termnal shares the routing setting information with the
first relay server and the second relay server. 11. The rel ay
communi cati on system according to any one of clains 8 to 10, wherein
the second routing device is the second relay server. 12. A first
relay server for use in a relay comruni cati on systemin which the
first relay server connected to a first LAN and a second rel ay server
connecte JéﬁaﬁaﬁgﬁgﬁﬁehﬁgnQE%hﬁﬂ@ﬂﬁgted to each other, the first
relay server ~—conprising: a relay server information sharing
uni t confbggﬂed to share relay server information with the second
relay ser I, the relay server information including activation

i nformati.o f .t first relay server and the second relay server,
and actiJa%Pgn;#ggistration information of client term nals connected

to the first_r rver o) relay server; a
routing d#o%bing%¥ ion gﬁgﬁﬁﬂgqﬁﬁﬁwﬂggﬂ¥igured to share routing
group information with a first _routing device that executes routing
control flgy 16n@3£36,s%7 LAN QﬁHqEngé@ﬁ&uﬂgﬁﬁﬂng devi ce that executes
routing control for the second LAN, the routing group infornmation

i ncl udi nd3a28e8%or k BddeAESEIRVERe first LAN, a network address of
the second LAN, first specifying information that specifies either a
relay sed@® oMWANclient terminal, which is the first routing device,
and second specifying information that specifies either a relay
server o0r0d cl SERtSEEVERal , which is the second routing device; and
a routing control unit configured to, upon receiving a start request
of the ragti ngINAMRBACESO®NITTY the first routing device and the
second routing device fromthe first specifying informati on and the
second spgsgi f yiOQINTROL, TBIPn, which are included in the routing
group information, establish a routing session between the first

routing degi ¢ggzand t pevBeBARK SPORAGRIEKGe based on the rel ay
server information, execute routing control for a comrunication

packet bgfjweessthe f REFIAYAROUP INFOIEIRNG GMNTIRREGN UiEr ' Out i ng

session, and, upon recelving an instruction to end the routing

for t QL e ot oA R RN PR AT OR B TIEAGR Y d&f °

LAN, : . . . .

& dest ﬁralg.bg%%ddres?%ﬁgﬁ@ SIS SR e S el AN
. . . . LAN,

the. firsd%Pou CHgTanyog MNP R R R OROSHE L vt om o

decide that routing of the first comunicati on packet to the second

LAN i s possible, and transfers the first comruni cati on packet by
usi ng the established routing session.
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13.Afirst relay server for use in a relay cognunicati on systemin
which the first relay server connected to a first LAN and a second
rel ay server connected to a second LAN are connected to each other,
the first relay server conpri sing: a relay server information
sharing unit configured to share relay server information with the
second relay server, the relay server information including
activatiqﬂéAﬂMgrnation of the first relay server and the second rel ay
server, activation/registration information of client termnals
connected to the first relay server and the second relay server;

an acquisition unit configured to acquire first specifying
|nfornat|on speci el t her ser a.clijent termnal,

whi on s 1t P b AmGbGh e of e IR SRGRA SR SElE R BT (he
first LAN bas K dress of .the first L

Fequest SARBSCBAED GUREN AN, aéifﬁ%é?"‘i e SREY o Rogier 8ra Fesndecond
specifyiqd%mnfornation speC|L g either a relay server or a client
term nal iatR coungeted g isdch &t ?hg devi ce executing routing control
for the second LAN based on a network address of the second LAN, a
routing settin§athpbbhatirgrredarseiven amd th eo‘iﬁﬁpn@miai@d’ seaver meludes:
routing setting informati on based on the first ecifying information
and the secondasieday $stvay inferoratian @irarlmemnbmn ranredito rsggre relay
information including information in which the network address of the
first LANexwed infaniatien betwedmthalfvitorlay ecrves acidabedenpnd relayrserver,
other, and information in which the network address of the second LAN
and t he skeoeabyrseuveninfdevihtiendanelvalisgacttatonihforestiorodfidre, first

a sharing unit configured to share the routing setting information

W t h t he reegosavechay thekeerrnd sdldy server, and motivhtionGepist@d tigini t
configured to, upon receiving a start request of routing control,

speci fy thfrhidtidn s08idmaefavnsle condedide 18880 TH of Mb&%@lﬂﬁ*’éﬁ&ﬂ@@s ed
on the routing setting information, establish a routing session

bet ween tBg{d fdhy kerfdrNg device and the second routing devi ce based
on the relay server information, execute routing control for a

communi cat i on Bal%lﬁ%ﬁlgb%‘ﬁ‘ﬁe‘iﬁf&%aﬁbﬁ %hahﬁg A bR &1%‘&1%%1{3%' dioﬂﬂllég h

the routi ng Sessli on upon recel ving an II’lStI’U tiron to en

cont ol Fovh aorflRERNIRE) oﬁqﬁta%ﬁ**iﬂéég?ﬁé?;h?ﬂe’i%“‘gef AR RRL "
second LA ANER Dt oot ST TP KRB B pBOTES o O PlleF °
sent out

01'r £18 &cond LAN, the routing group information including a network
address of the first LAN, a network address of the second LAN, first
specifying information that specifies either a relay server or a client
terminal, which is the first routing device, and second specifying
information that specifies either a relay server or a client terminal, which is
the second routing device; and

a routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second routing
device from the first specifying information and the second specifying

information, which are included in the routing group information, establish
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conmuni cation termnal connected to the first LAN, the first routing
device refers to the routing setting information=to decide that
routing of the communi cation packet to the second LAN i s possible,
and transfers the communi cati on packet by using the established
routing session.

a routing session between the first routing device and the second routing
device based on the relay server information, execute routing control for a
communication packet between the first LAN and the second LAN through
the routing session, and, based on an instruction to end the routing control,
disconnect the routing session, and end the routing control for the
communication packet between the first LAN and the second LAN, wherein
when a first communication packet destined for a destination
address of an IP address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing group information to decide that routing of the first
communication packet to the second LAN is possible, and transfers the first

communication packet by using the established routing session.

2. The relay communication system according to claim 1,

wherein a plurality of relay servers including the first relay server
and the second relay server are connected to one another through a wide
area network, and

the routing group information includes network addresses of LANs
to which the relay servers connect, and information that specifies routing
devices executing routing control for LANs to which the relay servers

connect.

3. The relay communication system according to claim 1 or 2,
wherein the first routing device is a client terminal connected to the

first relay server, and is capable of performing communication with the
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second relay server through the first relay server.

4, The relay communication system according to any one of claims 1 to

wherein the second routing device is the second relay server.

5. The relay communication system according to claim 1 or 2,

wherein the first relay server and the second relay server are a same
device,

the first routing device is a first client terminal connected to the first
relay server, and

the second routing device is a second client terminal connected to

the first relay server.

6. The relay communication system according to any one of claims 1 to

wherein the routing group information includes permitted terminal
information, in which an address of the communication terminal connected
to the first LAN i1s registered, and

in a case where a transmission source address of the first
communication packet is registered in the permitted terminal information,

the first routing device permits routing of the first communication packet.

7. The relay communication system according to any one of claims 1 to

82



wherein the routing group information includes permitted terminal
information, in which an address of the communication terminal connected
to the second LAN is registered, and

in a case where a destination address of the first communication
packet is registered in the permitted terminal information, the first routing

device permits routing of the first communication packet.

8. A relay communication system in which a first relay server
connected to a first LAN and a second relay server connected to a second
LAN are connected to each other,

the first relay server includes:

a relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay server and the
second relay server, and activation/registration information of client
terminals connected to the first relay server and the second relay server;

an acquisition unit configured to acquire first specifying information
specifying either a relay server or a client terminal, which is a first routing
device executing routing control for the first LAN based on a network
address of the first LAN;

a request unit configured to request the second relay server for
second specifying information specifying either a relay server or a client
terminal, which is a second routing device executing routing control for the
second LAN based on a network address of the second LAN; and

a routing setting information creation unit configured to create
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routing setting information based on the first specifying information and the
second specifying information, the routing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LAN and the second routing device are
assoclated with each other,

the second relay server includes:

a response unit configured to, in response to a request from the
request unit, acquire the second specifying information, and transmit the
second specifying information to the first relay server,

each of the first relay server and the second relay server includes:

a sharing unit configured to share the routing setting information;
and

a routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second routing
device based on the routing setting information, establish a routing session
between the first routing device and the second routing device based on the
relay server information, execute routing control for a communication
packet between the first LAN and the second LAN through the routing
session, and, upon receiving an instruction to end the routing control,
disconnect the routing session, and end the routing control for the
communication packet between the first LAN and the second LAN, wherein

when a communication packet destined for a destination address of
an IP address belonging to the second LAN is sent out from a

communication terminal connected to the first LAN, the first routing device
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refers to the routing setting information to decide that routing of the
communication packet to the second LLAN is possible, and transfers the

communication packet by using the established routing session.

9. The relay communication system according to claim 8,

wherein the first relay server further includes:

a list creation unit configured to search for LANs capable of routing
control, and create a list of the LANSs; and

a selection unit configured to select the network address of the first

LAN and the network address of the second LAN by using the list.

10. The relay communication system according to claim 8 or 9,
wherein the first routing device is a client terminal connected to the
first relay server, and is capable of performing communication with the
second relay server through the first relay server, and
the client terminal shares the routing setting information with the

first relay server and the second relay server.

11. The relay communication system according to any one of claims 8 to
10,

wherein the second routing device is the second relay server.

12. A first relay server for use in a relay communication system in which
the first relay server connected to a first LAN and a second relay server

connected to a second LAN are connected to each other, the first relay server
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comprising:

a relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay server and the
second relay server, and activation/registration infoi'mation of client
terminals connected to the first relay server and the second relay server;

a routing group information sharing unit configured to share routing
group information with a first routing device that executes routing control
for the first LAN and a second routing device that executes routing control
for the second LAN, the routing group information including a network
address of the first LAN, a network address of the second LAN, first
specifying information that specifies either a relay server or a client
terminal, which is the first routing device, and second specifying
information that specifies either a relay server or a client terminal, which is
the second routing device; and

a routing control unit configured to, upon receiving a start request of
the routing control, specify the first routing device and the second routing
device from the first specifying information and the second specifying
information, which are included in the routing group information, establish
a routing session between the first routing device and the second routing
device based on the relay server information, execute routing control for a
communication packet between the first LAN and the second LAN through
the routing session, and, upon receiving an instruction to end the routing
control, disconnect the routing session, and end the routing control for the

communication packet between the first LAN and the second LAN, wherein
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when a first communication packet destined for a destination
address of an IP address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing group information to decide that routing of the first
communication packet to the second LAN is possible, and transfers the first

communication packet by using the established routing session.

13. A first relay server for use in a relay communication system in which
the first relay server connected to a first LAN and a second relay server
connected to a second LAN are connected to each other, the first relay server
comprising:

a relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay server and the
second relay server, and activation/registration information of client
terminals connected to the first relay server and the second relay server;

an acquisition unit configured to acquire first specifying information
specifying either a relay server or a client terminal, which is a first routing
device executing routing control for the first LAN based on a network
address of the first LAN;

a request unit configured to request the second relay server for
second specifying information specifying either a relay server or a client
terminal, which is a second routing device executing routing control for the
second LAN based on a network address of the second LAN;

a routing setting information creation unit configured to create
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routing setting information based on the first specifying information and the
second specifying information, the routing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LLAN and the second routing device are
associated with each other;

a sharing unit configured to share the routing setting information
with the second relay server; and

a routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second routing
device based on the routing setting information, establish a routing session
between the first routing device and the second routing device based on the
relay server information, execute routing control for a communication
packet between the first LAN and the second LAN through the routing
session, and, upon receiving an instruction to end the routing control,
disconnect the routing session, and end the routing control for the
communication packet between the first LAN and the second LAN, wherein

when a communication packet destined for a destination address of
an I[P address belonging to the second L.AN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing setting information to decide that routing of the
communication packet to the second LAN is possible, and transfers the

communication packet by using the established routing session.

83



