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METHOD, APPARATUS AND ELECTRONIC DEVICE FOR BLOCKCHAIN-BASED
ASSET ISSUANCE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to Chinese Patent Application No.
201810847107.8, filed on July 27, 2018, the entire contents of which are incorporated herein

by reference.

TECHNICAL FIELD
[0002] One or more embodiments of the present disclosure relate to the field of
blockchain technologies, and in particular, relate to a method, an apparatus and an electronic

device for blockchain-based asset issuance.

BACKGROUND
[0003]  Blockchain technology, also known as distributed ledger technology, is an
emerging technology in which several computing devices jointly participate in "accounting"
and jointly maintain a complete distributed database. The blockchain technology has been
widely used in many fields because of its properties of decentralization, open and transparent,
each computing device participating in database records, and quickly synchronizing data

among the computing devices.

SUMMARY

[0004]  According to the present specification, a method for blockchain-based asset
issuance is provided. The method may be applied to a node device in the blockchain and may
include: receiving an asset issuance transaction sent by an asset issuer, where the asset
issuance transaction includes a commitment value and a proof for performing Zero-
knowledge Proof with respect to the commitment value, and the commitment value is
calculated by inputting at least an asset type of a target asset object issued by the asset issuer
as input data to a commitment function; initiating the Zero-knowledge Proof with respect to
the commitment value based on the proof, so to verify whether the asset type of the target
asset object is a legal asset type allowed to be issued by the asset issuer; and if the
verification result is YES, issuing the commitment value to the blockchain for storage.

[0005]  According to the present disclosure, an apparatus for blockchain-based asset
issuance is also provided. The apparatus may be applied to a node device in the blockchain

and may include: a receiver, configured to receive an asset issuance transaction sent by an
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asset issuer, where the asset issuance transaction includes a commitment value and a proof
for performing Zero-knowledge Proof with respect to the commitment value, and the
commitment value is calculated by inputting at least an asset type of a target asset object
issued by the asset issuer as input data to a commitment function, a verification module,
configured to initiate the Zero-knowledge Proof with respect to the commitment value based
on the proof, so to verify whether the asset type of the target asset object is a legal asset type
allowed to be issued by the asset issuer; a storing module, configured to issue the
commitment value to the blockchain for storage if the verification result is YES.

[0006]  According to the present disclosure, an electronic device is further provided. The
electronic device includes a processor and a memory for storing machine-executable
instructions. By reading and executing the machine-executable instructions corresponding to
control logic of the blockchain-based asset issuance stored by the memory, the processor is
caused to: receiving an asset issuance transaction sent by an asset issuer, where the asset
issuance transaction includes a commitment value and a proof for performing Zero-
knowledge Proof with respect to the commitment value, and the commitment value is
calculated by inputting at least an asset type of a target asset object issued by the asset issuer
as input data to the commitment function; initiate the Zero-knowledge Proof with respect to
the commitment value based on the proof, so to verify whether the asset type of the target
asset object is a legal asset type allowed to be issued by the asset issuer; and if the
verification result is YES, issuing the commitment value to the blockchain for storage.

[0007]  According to the above embodiments, on the one hand, since the asset issuance
transaction only carries a commitment value which is calculated by inputting at least an asset
type of an issued target asset object as input data to a commitment function, without carrying
the asset type of the target asset object in plaintext form, the blockchain may hide the asset
type of the target asset object issued by the asset issuer, thereby effectively protecting the
privacy of the asset issuer.

[0008] On the other hand, since the asset issuance transaction also carries a proof for
performing the Zero-knowledge Proof with respect to the commitment value, though the asset
type issued by the asset issuer is hidden, the node device in the blockchain may perform the
Zero-knowledge Proof with the proof, so to verify whether the asset type of the target asset

object issued by the asset issuer is a legal asset type allowed to be issued by this asset issuer.
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DESCRIPTION OF DRAWINGS
[0009] FIG. 1 is a flowchart of a method for blockchain-based asset issuance according to
an exemplary embodiment.
[0010]  FIG. 2 is a structural diagram of an electronic device according to an exemplary
embodiment.
[0011] FIG. 3 is a block diagram of an apparatus for blockchain-based asset issuance

according to an exemplary embodiment.

DETAILED DESCRIPTION
[0012]  Zero-knowledge Proof is a cryptography technique. Using this technique, a prover
can convince one or more verifiers to believe that a certain assertion is correct without
providing any sensitive information to the one or more verifiers.
[0013]  This disclosure is intended to disclose such a technical solution: by organically
combining a zero-knowledge proof algorithm with an asset issuance mechanism of
blockchain, even if an asset type issued by an asset issuer is hidden, a node device in the
blockchain can normally verify whether the asset type issued by the asset issuer is a legal
asset type allowed to be issued by the asset issuer.
[0014] In an implementation, when an asset issuer is to issue a created asset object to a
blockchain, the asset issuer may calculate a commitment value, by inputting the asset type of
the target asset object desired to be issued this time, as input data (the input data may also
contain other information to be hidden, such as a public key of asset recipient) to a
commitment function; and generate a proof for performing Zero-knowledge Proof with
respect to the commitment value based on a zero-knowledge proof algorithm implemented in
the blockchain. Then, the asset issuer may construct an asset issuance transaction based on
the above commitment value and the above proof and issue the above target asset object by
transmitting the asset issuance transaction to the blockchain.
[0015] When a node device in the blockchain receives the asset issuance transaction, the
node device may obtain the above commitment value and the above proof carried in the
above asset issuance transaction, and then initiate the Zero-knowledge Proof for the above
commitment value based on the proof with the zero-knowledge proof algorithm, so to verify
whether the asset type of the target asset object is a legal asset type allowed to be issued by

the asset issuer.
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[0016] If it is verified that the asset type of the target asset object is a legal asset type
allowed to be issued by the asset issuer, the commitment value may be issued to the
blockchain for storage, so to accomplish an issuance process of the target asset object.

[0017] In the above technical solution, on the one hand, since the asset issuance
transaction does not carry the asset type of the target asset object issued by the asset issuer in
a plaintext form, but only carries the commitment value which is calculated by inputting at
least the asset type of the target asset object as input data into the commitment function, the
blockchain may hide the asset type of the target asset object issued by the asset issuer,
thereby effectively protecting the privacy of the asset issuer.

[0018]  On the other hand, since the asset issuance transaction also carries the proof for
performing the Zero-knowledge Proof with respect to the commitment value, even if the asset
type issued by the asset issuer is hidden, a node device in the blockchain may perform the
Zero-knowledge Proof based on the proof, so to verify whether the asset type of the target
asset object issued by the asset issuer is a legal asset type allowed to be issued by this asset
issuer or not.

[0019] The present disclosure is described below through specific embodiments and
specific application scenarios.

[0020]  Referring to FIG. 1, FIG. 1 is a flowchart of a method for blockchain-based asset
issuance according to an embodiment of the present disclosure. The method for blockchain-
based asset issuance may be applied to a node device in a blockchain and may include the
following steps.

[0021] At step 102, an asset issuance transaction sent by an asset issuer is received. The
asset issuance transaction includes a commitment value and a proof for performing Zero-
knowledge Proof with respect to the commitment value, and the commitment value is
calculated by inputting at least an asset type of a target asset object issued by the asset issuer
as input data to a commitment function.

[0022] At step 104, the Zero-knowledge Proof with respect to the commitment value is
initiated based on the proof, so to verify whether the asset type of the target asset object is a
legal asset type allowed to be issued by the asset issuer.

[0023] At step 106, if the verification result is YES, the commitment value is issued to
the blockchain for storage.

[0024] The blockchain described in the disclosure may specifically be any type of

blockchain network in which the supported objects include an asset object.
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[0025] For example, in a traditional blockchain, the supported objects typically only
include an account object and a contract object. In this disclosure, the objects supported by
the blockchain are extended. On the basis of existing objects supported by the blockchain,
such as the account object and the contract object, the objects supported by the blockchain are
extended to further include an asset object.

[0026] It should be noted that, the type of blockchain described in this disclosure is not
limited to any specific type and may be a consortium blockchain, or any type of blockchain
other than the consortium blockchain, such as a private blockchain, a public blockchain, and
the like.

[0027]  The contract object may specifically include an intelligent contract procedure for
managing the asset object supported by the blockchain. The intelligent contract procedure is
issued to the blockchain by a target member of the blockchain, and recorded in a distributed
database (i.e., a blockchain ledger) of the blockchain. A user accessing to the blockchain may
create an asset object in the blockchain by invoking the contract object, and perform online
management to a held asset object in the blockchain.

[0028] In an example, the blockchain may be a consortium blockchain composed of a
number of financial institutions as consortium members. In this case, the target member in the
blockchain may be a financial institution as a consortium member which has permission to
create an asset object in the consortium blockchain. Through this consortium blockchain, a
distributed intelligent contract platform may be built, and an operator of the intelligent
contract platform may expand the types of objects supported by the intelligent contract
platform. For example, on the basis of existing supported objects, such as the account object
and the contract object, the supported objects may be extended to further include an asset
object, so that a financial institution as the consortium member may create a new asset type in
the platform by issuing an intelligent contract (i.e., the contract object) to the blockchain, and
a user accessing to the blockchain may create an asset object by invoking the intelligent
contract and perform online management for a held asset object.

[0029] The asset object may include an intelligent asset object. The intelligent asset
object is used to maintain the intelligent asset which corresponds to any type of real asset in
the real world, and enable the intelligent asset to be suitable for being processed in the
blockchain. For example, the intelligent asset object is especially suitable for being processed
by the intelligent contract and the like in the blockchain. The intelligent asset may correspond
to any types of real asset in the real world, and this is not particularly limited in this

disclosure.
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[0030] For example, the above blockchain is a consortium blockchain composed of a
number of financial institutions. In practical applications, any type of offline assets of user,
such as funds, real estate, stocks, loan contracts, bills, accounts receivable, etc., may be
packed into digital assets by a financial institution which manages node devices in the
consortium blockchain, and created and issued to a distributed database of the consortium
blockchain.

[0031] The transaction described in this disclosure refers to a piece of data which is
created by a user through a client terminal of the blockchain and to be finally issued to the
distributed database of the blockchain.

[0032]  For the transaction in the blockchain, there is difference between narrowly defined
transaction and broadly defined transaction. The narrowly defined transaction refers to a
value transfer which is issued to the blockchain by a user. For example, in a traditional
bitcoin blockchain network, the transaction may be a money transfer initiated by a user in the
blockchain. The broadly defined transaction refers to a piece of business data with business
intent which is issued to the blockchain by a user. For example, an operator may build a
consortium blockchain based on actual business requirements, and based on the consortium
blockchain, deploy some online services that are not related to value transfer, such as virtual
asset business, rental business, vehicle dispatching business, insurance claims business, credit
service, medical care, etc. In this type of consortium blockchain, the transaction may be a
business message or a business request with business intent which is issued into the
consortium blockchain by a user.

[0033] It should be noted that, a consensus algorithm implemented in the blockchain is
not particularly limited in the present disclosure. In practical applications, a Byzantine Fault
Tolerance algorithm may be taken as the consensus algorithm, or a non-Byzantine Fault
Tolerance algorithm may be taken as the consensus algorithm.

[0034] The so-called Byzantine Fault Tolerant algorithm refers to, in a distributed
network composed of several node devices, a distributed fault-tolerant algorithm in which a
Byzantine node (i.e., a corrupt node) is to be considered, such as Practical Byzantine Fault
Tolerance (PBFT) algorithm. If the Byzantine Fault Tolerant algorithm is used in the
blockchain network for a consensus process, it is considered that there are both corrupt nodes
and fault nodes in the blockchain. Accordingly, the so-called non-Byzantine Fault Tolerant
algorithm refers to, in a distributed network composed of several node devices, a distributed
fault-tolerant algorithm in which the Byzantine node is not considered, such as raft algorithm.

If the non-Byzantine Fault Tolerant algorithm is used in the blockchain network for a
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consensus process, it is considered that there is no corrupt node, but only faulty nodes in the
blockchain.

[0035] In an illustrated embodiment, the blockchain may be a consortium blockchain
composed of a number of trusted financial institutions as consortium members. A financial
institution with permission to issue an asset object in the consortium blockchain may create a
newly added asset type by issuing an intelligent contract (i.e., the contract object) into the
consortium blockchain, and publicly issue the newly added asset type into the consortium
blockchain.

[0036] The specific process for a financial institution issuing an intelligent contract into
the consortium blockchain is not described in details in the present disclosure. Those skilled
in the art may refer to the description in the related art.

[0037] For example, in an actual application, a financial institution may issue a created
intelligent contract into the consortium blockchain by issuing a transaction into the
consortium blockchain based on a held private key. For each of the consortium members in
the consortium blockchain, when receiving a transaction issued from other financial
institution through a managed node device, the consortium member may, based on the
consensus algorithm for the consortium blockchain, perform a consensus process on
transactions issued into the consortium blockchain in a recent period of time, and record the
intelligent contract issued by the transaction to the distributed database of the consortium
blockchain after the consensus process is completed.

[0038] In an intelligent contract corresponding to the newly added asset type which is
issued into the consortium blockchain by a financial institution, an executable program for
creating an asset object may be declared in advance. The financial institution as the asset
issuer may, by invoking the executable program declared in the intelligent contract, create
online one or more target asset objects to be issued, and then locally store original
information of the created target asset object.

[0039] For example, in an actual application, the asset issuer may locally store the
original information (such as the asset type, the asset quantity, etc.) of the created target asset
object in the form of a credential.

[0040]  After completing the creation of the target asset object, the asset issuer may
further construct an asset issuance transaction based on the locally stored original information
of the target asset object, and then issue the target asset object by transmitting the asset

issuance transaction to the blockchain.



WO 2020/036719 PCT/US2019/043438

[0041] It should be noted that, in practical applications, in some digital asset systems
built based on blockchain, only some trusted asset issuers are allowed to issue one or more
specific types of asset objects.

[0042]  For example, in a blockchain-based foreign exchange system, digital assets that
may be issued to the blockchain may include a plurality of types of foreign exchange assets,
while some reputable financial institutions as asset issuers may only be allowed to issue one
or more specific foreign exchange assets to the blockchain for providing liquidity. For
example, Hong Kong branch of a certain bank as an asset issuer may only be allowed to issue
Hong Kong's onshore Hong Kong dollar assets and Hong Kong's onshore United State dollar
assets in the foreign exchange system.

[0043] Moreover, for the purpose of privacy protection, it may be necessary to hide the
asset type of the issued target asset object and other type of private data related to the target
asset object.

[0044]  For example, in addition to the necessity of hiding the asset type of the issued
target asset object, it may be also necessary to hide the asset quantity of the issued target asset
object and the identity information of the asset issuer.

[0045] Based on this, in the present disclosure, when an asset issuer issues a created
target asset object to the blockchain, private data such as the asset type of the target asset
object may be no longer directly carried in an asset issuance transaction constructed
accordingly. As a prover of Zero-knowledge Proof, the asset issuer may issue the target asset
object by: calculating a commitment value by inputting at least the asset type of the target
asset object to be issued as input data to a commitment function; generating a proof for
performing the Zero-knowledge Proof with respect to the commitment value by using zero-
knowledge proof algorithm implemented in the blockchain; and transmitting the asset
issuance transaction to the blockchain with carrying the commitment value and the proof in
the constructed asset issuance transaction.

1) Generation of the commitment value

[0046] The above commitment function is a one-way function that is often used in the
field of cryptography, security, and privacy protection, and for commitment to original data
without revealing the original data. An output value of the commitment function is called as a
commitment value. Based on the characteristics of the one-way function, after a commitment
value is calculated by inputting original data into the commitment function, it is impossible to

restore the original data from the commitment value by a reverse calculation. At the same
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time, it is impossible to find two different original data for which respective commitment
values are equal.

[0047]  For example, in an embodiment shown in the present disclosure, the commitment
function usually is a hash function. In this case, the commitment value may be a hash value
calculated by inputting at least the asset type of the target asset object to be issued as input
data to the hash function.

[0048] It should be noted that, in the present disclosure, specific content of the input data
used for calculating the commitment value based on the commitment function depends on the
content to be hidden when issuing the target asset object.

[0049] In practical applications, in addition to the asset type of the target asset object to
be hidden, the input data to the commitment function may also include an asset quantity of
the target asset object, and a public key of receiver for the target asset object (the receiver
may be an asset issuer, or a third party), and even include a generated random number and the
like, which are not enumerated in this disclosure.

2) Generation of the proof

[0050] In the present disclosure, the algorithm type of the zero-knowledge proof
algorithm implemented in the blockchain is not particularly limited.

[0051] For example, in an embodiment according to the present disclosure, the
blockchain may implement (or carry) a general zero-knowledge proof algorithm such as
zksnark (zero-knowledge succinct non-interactive argument of knowledge) algorithm, or
zkstark (zero-knowledge scalable transparent argument of knowledge) algorithm. In
implementation, executable codes associated with the algorithmic logic of the zero-
knowledge proof algorithm such as the zksnark algorithm and the zkstark algorithm may be
embedded in an intelligent contract and issued to the blockchain. The executable codes
embedded in the intelligent contract may be executed by invoking the intelligent contract, so
to accomplish processes of the Zero-knowledge Proof such as generating the proof and
verifying the proof.

[0052] The zero-knowledge proof algorithm implemented in the blockchain generally
includes a key generation algorithm, a proof generation algorithm, and a proof verification
algorithm. The key generation algorithm is responsible for calculating a proving key (which
may be used as input data for generating the proof) and a verification key (which may be
used as input data for verifying the proof). The proof generation algorithm is responsible for
generating the proof. The proof verification algorithm is responsible for verifying the proof

and obtaining a verification result of either true or false.
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[0053]  Taking the zksnark algorithm as an example, the zksnark algorithm consists of
three algorithms: G, P, and V. The G algorithm represents a key generator, which is
responsible for generating a proving key and a verification key. The P algorithm is
responsible for generating the proof. The V algorithm is responsible for verifying the proof
generated with the P algorithm, and obtaining a verification result of either true or false.

[0054] It should be noted that, when the proof is to be calculated by an asset issuer based
on the proof generation algorithm implemented in the blockchain, specific content of input
data to the proof generation algorithm generally depends on the judgment to be conducted the
Zero-knowledge Proof.

[0055]  According to this disclosure, the judgment to be conducted the Zero-knowledge
Proof may specifically include, whether an asset type of a target asset object issued by an
asset issuer is a legal asset type allowed to be issued by the asset issuer.

[0056] Of course, the judgment to be conducted the Zero-knowledge Proof usually
depends on specific requirements of user. In practical applications, the judgment to be
conducted the Zero-knowledge Proof may also include other judgments than the judgment
described above, which are not enumerated in this disclosure.

(1) A first method for generating the proof

[0057] In an embodiment of the present disclosure, for the above judgment “whether an
asset type of a target asset object issued by an asset issuer is a legal asset type allowed to be
issued by the asset issuer” to be conducted the Zero-knowledge Proof, specific content of the
input data for generating the proof based on the proof generation algorithm by the asset issuer
includes at least the commitment value calculated with the commitment function and legal
asset type(s) allowed to be issued by the asset issuer.

[0058]  That is, for the asset issuer, it is necessary to input at least the commitment value
and the legal asset type(s) allowed to be issued by the asset issuer as the input data to the
proof generation algorithm for calculating, so to generate the proof for performing the Zero-
knowledge Proof with respect to the commitment value.

(2) A second method for generating the proof

[0059] In an embodiment of the present disclosure, the node device may also locally
maintain a verification rule for verifying whether the asset type of the target asset object
issued by the asset issuer is a legal asset type allowed to be issued by the asset issuer.

[0060] In this case, based on the above judgment to be conducted the Zero-knowledge
Proof, specific content of the input data for generating proof based on the proof generation

algorithm further includes verification data related to the verification rule.
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[0061] That is, for the asset issuer, it is necessary to input at least the verification data
related to the verification rule to the proof generation algorithm for calculating, so to generate
the proof for performing the Zero-knowledge Proof with respect to the commitment value.

[0062] It should be noted that, in practical applications, when the target asset object is to
be issued to the blockchain by the asset issuer, in the transaction related to the target asset
object, in addition to that the asset type of the issued target asset object can be hidden, the
identity information of the asset issuer may also be selectively hidden in the blockchain.

[0063] In an illustrated embodiment, if the blockchain does not support hiding the
identity information of the asset issuer, the identity information of the asset issuer issuing the
target asset object is fully disclosed.

[0064] When receiving the asset issuance transaction sent by the asset issuer, a node
device in the blockchain only needs to verify whether the asset type of the target asset object
is a legal asset type allowed to be issued by the asset issuer through the Zero-knowledge
Proof, but does not need to conduct the zero-knowledge proof on the identity information of
the asset issuer at the same time. That is, the node device does not need to verify whether the
asset issuer is one of legal asset issuers.

[0065] In this case, it is not necessary to additionally incorporate a private key of the
asset issuer into the input data for generating the proof.

[0066] In an illustrated embodiment, if the blockchain supports hiding the identity
information of the asset issuer, the identity information of the asset issuer issuing the target
asset object is not fully disclosed.

[0067]  When receiving the asset issuance transaction sent by the asset issuer, in addition
to verifying whether the asset type of the target asset object is a legal asset type allowed to be
issued by the asset issuer through the Zero-knowledge Proof, a node device in the blockchain
further needs to verify whether the asset issuer holds a private key corresponding to a public
key of legal asset issuer.

[0068]  That is, in addition to verifying whether the asset type of the asset object issued by
the asset issuer is a legal asset type allowed to be issued by the asset issuer, the zero-
knowledge proof needs to further verify whether the asset issuer is one of legal asset issuers.

[0069] In this case, it is necessary to additionally incorporate the private key of the asset
issuer into the input data for generating the proof.

3) Zero-knowledge verification with respect to the commitment value
[0070]  When receiving the above asset issuance transaction sent by an asset issuer, a

node device in the blockchain (such as the node device participating in the consensus process)
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may obtain information such as the proof and the commitment value carried in the asset
issuance transaction, and initiate the Zero-knowledge Proof with respect to the commitment
value based on the proof, so to verify whether the asset type of the target asset object is a
legal asset type allowed to be issued by the asset issuer.

[0071]  Specifically, as a verifier of the Zero-knowledge Proof, the node device may
calculate with a proof verification algorithm by inputting at least the proof and the
commitment value as input data into the proof verification algorithm, and then determine
whether the asset type of the target asset object is a legal asset type allowed to be issued by
the asset issuer based on an output result from the proof verification algorithm.

[0072]  Taking the zksnark algorithm as an example, when a zero-knowledge verification
is to be performed on the proof, the proof and the commitment value may be input as input
data into the V algorithm of the zksnark algorithm for calculation. If an output result from the
V algorithm is true, the judgment to be conducted the Zero-knowledge Proof indicates true,
that is, the asset type of the target asset object is a legal asset type allowed to be issued by the
asset issuer. On the contrary, if the output result from the V algorithm indicates false, the
judgment to be conducted the Zero-knowledge Proof is false, that is, the asset type of the
target asset object is an illegal asset type that is not allowed to be issued by the asset issuer.

[0073] It should be noted that, in the present disclosure, the node device in the
blockchain, as a verifier of the Zero-knowledge Proof, may configure locally a verification
rule for performing the Zero-knowledge Proof with respect to the judgment.

[0074] In the following, specific processes of performing the Zero-knowledge Proof with
respect to the judgment in cases that the proof is generated according to the first and second
methods for generating the proof are respectively described in details.

[0075]  According to the present disclosure, if the proof is generated according to the first
method for generating the proof, when a node device as the verifier of the Zero-knowledge
Proof conducts the Zero-knowledge Proof on the commitment value with the proof
verification algorithm, in addition to the commitment value and the proof, specific content of
the input data further includes verification data as assisted data for performing the Zero-
knowledge Proof. The verification data is related to the verification rule configured locally by
the node device for conducting the Zero-knowledge Proof on the judgment.

[0076]  Of course, in some scenarios, if taking the commitment value and the proof as the
input data is enough to accomplish the Zero-knowledge Proof on the judgment, in the input

data for performing the Zero-knowledge Proof with respect to the commitment value based
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on the above proof verification algorithm, the verification data related to the above
verification rule may be null.

[0077] It should be noted that, specific content of the verification rule described above for
performing the Zero-knowledge Proof on the above judgment is not particularly limited in the
present disclosure, and will be described below in conjunction with a specific scenario.

[0078]  For the first method for generating the proof, a node device as a verifier of the
Zero-knowledge Proof may perform the Zero-knowledge Proof to verify whether the asset
type of the target asset object matches a legal asset type allowed to be issued by the asset
issuer or not, so to determine whether the asset type of the target asset object is the legal asset
type allowed to be issued by the asset issuer or not.

[0079] In an illustrated embodiment, a node device as a verifier of the Zero-knowledge
Proof may construct an asset type list based on legal asset types which are allowed to be
issued by the asset issuer and maintain the asset type list locally.

[0080]  Accordingly, the above verification rule may include: verifying whether the asset
type of the target asset object is included in the above asset type list or not; and if the
verification result is YES, determining that the asset type of the target asset object is a legal
asset type allowed to be issued by the asset issuer.

[0081] In this scenario, the verification data related to the verification rule may be the
above asset type list. That is, the node device may accomplish the Zero-knowledge Proof
with respect to the commitment value by calculating with the proof verification algorithm
with inputting the commitment value, the proof, and the asset type list as input data.

[0082] In another illustrated embodiment, a node device as a verifier of the Zero-
knowledge Proof may construct a hash tree based on hash values of legal asset types that are
allowed to be issued by the asset issuer, and maintains the hash tree locally.

[0083]  Accordingly, the verification rule may include: verifying whether a hash value of
the asset type of the target asset object is included in the hash tree, if the verification result is
YES, determining that the asset type of the target asset object is the legal asset type allowed
to be issued by the asset issuer.

[0084] In this scenario, the verification data related to the above verification rule may be
the above hash tree. That is, the node device may accomplish the Zero-knowledge Proof with
respect to the commitment value by calculating via the proof verification algorithm with
inputting the commitment value, the proof, and the hash tree as input data.

[0085] It should be noted that, in cases that the blockchain either supports or not hiding

the identity information of the asset issuer, the asset type list and the hash tree which are
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maintained locally by the node device as the verifier of the Zero-knowledge Proof have some
differences in term of the content format.

[0086]  On the one hand, if the blockchain supports hiding the identity information of the
asset issuer, the legal asset type allowed to be issued by the asset issuer may be expressed in
the form of a pair of <a public key of asset issuer, a list of legal asset types>.

[0087] In this case, the node device may generate the above asset type list based on pairs
of < public key of asset issuer, a list of legal asset types> issued by all of legal asset issuers.
Moreover, the node device may create the above hash tree based on respective hash values of
the pairs of < public key of asset issuer, a list of legal asset types> issued by all of the legal
asset issuers.

[0088]  Accordingly, in this case, the judgement “whether the asset type of the target asset
object is the legal asset type allowed to be issued by the asset issuer” to be conducted the
Zero-knowledge Proof by the node device may be expressed specifically as follows: the asset
issuer holds a private key corresponding to the public key of legal asset issuer, the asset type
of the target asset object is included in the pair of <a public key of asset issuer, a list of legal
asset types> corresponding to the public key of the asset 1ssuer, and the pair of <a public key
of asset issuer, a list of legal asset types> corresponding to the public key of the asset issuer is
included in the above hash tree.

[0089]  That is, in this case, when conducting the Zero-knowledge Proof on the judgement
“whether the asset type of the target asset object is the legal asset type allowed to be issued
by the asset issuer”, the node device may be necessary to verify the following respectively:
the asset issuer holds a private key corresponding to the public key of legal asset issuer, the
asset type of the target asset object is included in the pair of <a public key of asset issuer, a
list of legal asset types> corresponding to the public key of the asset issuer, and the pair of <a
public key of asset issuer, a list of legal asset types> corresponding to the public key of the
asset issuer is included in the above hash tree.

[0090]  Additionally, it should be noted that, in this case, since the hash tree is constructed
based on respective hash values of the pairs of <a public key of asset issuer, a list of legal
asset types>of all of the legal asset issuers, when calculating the proof with the proof
generation algorithm, the input data of the proof generation algorithm may include a path in
the hash tree which directs to a hash value of the list of legal asset types allowed to be issued
by the asset issuer, and can exclude the list of legal asset types allowed to be issued by the

asset issuer.
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[0091] In this way, compared with directly inputting the list of legal asset types or the
hash tree constructed based on respective hash values of legal asset types allowed to be
issued by the asset issuer as input data to the proof generation algorithm, data volume of the
input data may be reduced, thereby improving calculation efficiency.

[0092] On the other hand, if the blockchain does not support hiding the identity
information of the asset issuer, the node device may directly generate the asset type list based
on legal asset types allowed to be issued by the asset issuer; or, the node device may create
the hash tree based on respective hash values of the legal asset types allowed to be issued by
the asset issuer.

[0093] In this case, the judgment “whether the asset type of the target asset object is the
legal asset type allowed to be issued by the asset issuer” to be conducted the Zero-knowledge
Proof by the node device may be expressed, without any special representation, as: by
performing the Zero-knowledge Proof, verifying whether the asset type of the target asset
object is included in the asset type list, or verifying whether the hash value of the asset type
of the target asset object is included in the hash tree. The details will not be repeated here.

[0094] In the present disclosure, if the proof is generated by a node device according to
the second method for generating the proof, when a node device as the verifier of the Zero-
knowledge Proof conducts the Zero-knowledge Proof on the commitment value with the
proof verification algorithm, specific content of the input data may include the verification
data related to the above verification rule.

[0095]  The verification rules, used in the first and second methods for generating the
proof, have some differences in term of specific content.

[0096]  For the second method for generating the proof, when a node device as a verifier
of the Zero-knowledge Proof determines whether the asset type of the target asset object is a
legal asset type allowed to be issued by the asset issuer, in addition to verifying whether the
asset type of the target asset object matches the legal asset type allowed to be issued by the
asset issuer or not, the node device may also verify whether a relationship between the asset
type of the target asset object and the public key of the target asset issuer meets a specific
matching rule or not.

[0097]  For example, for each of the asset issuers, an ID of an asset type allowed to be
issued by the asset issuer may be provided with a prefix or suffix which is the same as any
one of follows: a public key of legal asset issuer, a prefix or suffix for a public key of legal
asset issuer, a hash value of the public key of legal asset issuer, and a prefix or suffix for the

hash value of the public key of legal asset issuer. Thus, once it is verified that the prefix or
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suffix for the asset type of the target asset object perfectly matches any one of follows: the
public key of legal asset issuer, the prefix or suffix for the public key of legal asset issuer, the
hash value of the public key of legal asset issuer, and the prefix or suffix for the hash value of
the public key of legal asset issuer, it may be determined that the target asset object is a legal
asset type that is allowed to be issued by the asset issuer.

[0098] In an illustrated embodiment, a node device as a verifier of the Zero-knowledge
Proof may construct a public key list based on the public keys of all legal asset issuers and
maintain the public key list locally.

[0099]  Accordingly, the verification rule may include: verifying whether the prefix (or
suffix) for the asset type of the target asset object matches any one of follows: the public key
of legal asset issuers, the prefix (or suffix) for the public key of legal asset issuer, the hash
value of the public key of legal asset issuer, and the prefix (or suffix) for the hash value of the
public key of legal asset issuer; if the verification result is YES, determining that the asset
type of the target asset object is the legal asset type allowed to be issued by the asset issuer.

[00100] In this scenario, the verification data related to the verification rule may be the
above public key list or the hash tree. That is, the node device may accomplish the Zero-
knowledge Proof with respect to the commitment value by calculating via the proof
verification algorithm with inputting the public key list or the hash tree as input data.

[00101] It should be added that, if the blockchain does not support hiding the identity
information of the asset issuer, since the identity information of the asset issuer is fully
disclosed, the node device only needs to verify whether the asset type of the target asset
object is a legal asset type allowed to be issued by the asset issuer through the Zero-
knowledge Proof, but does not need to verify whether the asset issuer holds a private key
corresponding to the public key of legal asset issuer.

[00102] Therefore, in this case, the algorithm logic of the above verification rule may be
implanted into the zero-knowledge proof algorithm, so that the disclosed identity information
of the asset issuer is enough to accomplish the Zero-knowledge Proof on the above judgment.
Correspondingly, in the input data used by the node device for performing the Zero-
knowledge Proof with respect to the commitment value, the verification data related to the
verification rule may be null.

4) Issuance of the commitment value for storage.

[00103] In the present disclosure, when a node device determines, through the Zero-
knowledge Proof, that the asset type of the target asset object is the legal asset type allowed

to be issued by the asset issuer, the node device may issue the commitment value to the

16



WO 2020/036719 PCT/US2019/043438

blockchain for storage. For example, the node device may record the commitment value into

a distributed database of the blockchain.

[00104] Of course, if the node device determines that the asset type of the target asset
object is not a legal asset type allowed to be issued by the asset issuer through the zero-
knowledge proof, the node device may directly discard the asset issuance transaction, and
return a prompt message indicating issuance failure to the asset issuer. For example, the
prompt message may be a text prompt that says "You don't have permission to issue this type
of asset".

[00105] In the above technical solutions, on the one hand, since the asset issuance
transaction only carries the commitment value which is calculated by inputting at least the
asset type of the target asset object as input data into the commitment function, without
carrying the asset type of the target asset object in a plaintext form, the blockchain may hide
the asset type of the target asset object issued by the asset issuer, thereby effectively
protecting the privacy of the asset issuer.

[00106] On the other hand, since the asset issuance transaction also carries the proof for
performing the Zero-knowledge Proof with respect to the commitment value, even the asset
type issued by the asset issuer is hidden, a node device in the blockchain may perform the
Zero-knowledge Proof based on the proof, so to verify whether the asset type of the target
asset object issued by the asset issuer is a legal asset type allowed to be issued by the asset
issuer.

[00107] Corresponding to the above method embodiments, an apparatus for blockchain-
based asset issuance is also provided according to some embodiments of the present
disclosure. Embodiments of the apparatus for the blockchain-based asset issuance of the
present disclosure may be applied to an electronic device. The embodiments of the apparatus
may be implemented by software, or may be implemented by hardware or a combination of
hardware and software. Taking the software implementation as an example, the apparatus, as
a logical apparatus, is located on an electronic device and is formed by a processor of the
electronic device in which the corresponding computer program instructions in the non-
volatile memory are read into a memory for run. From a hardware level, as shown in FIG. 2,
a hardware structure diagram of an electronic device in which the apparatus for blockchain-
based asset issuance according to the present disclosure is located. In addition to a processor
210, a memory 220, a network interface 230 and a non-volatile storage 240 shown in FIG.2,

the electronic device in which the apparatus in the embodiments is located may include other
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hardware according to actual function of the electronic device, which are not described in
details herein.

[00108] FIG. 3 is a block diagram of an apparatus for blockchain-based asset issuance
according to an exemplary embodiment.

[00109] Referring to FIG. 3, the apparatus for blockchain-based asset issuance 30 may be
applied to the electronic device shown in FIG. 3. The apparatus 30 includes a receiver 301, a
verification module 302, and a storing module 303.

[00110] The receiver 301 is configured to receive an asset issuance transaction sent by an
asset issuer. The asset issuance transaction includes a commitment value and a proof for
performing Zero-knowledge Proof with respect to the commitment value, and the
commitment value is calculated by inputting at least an asset type of a target asset object
issued by the asset issuer as input data to a commitment function.

[00111] The verification module 302 is configured to initiate the Zero-knowledge Proof
with respect to the commitment value based on the proof, so to verify whether the asset type
of the target asset object is a legal asset type allowed to be issued by the asset issuer.

[00112] The storing module 303 is configured to, if a verification result output by the
verification module 302 is YES, issue the commitment value to the blockchain for storage.

[00113] In an embodiment of the present disclosure, the proof is generated by calculating
via a proof generation algorithm implemented in the blockchain with inputting, by the asset
issuer, at least the commitment value and legal asset type(s) allowed to be issued by the asset
issuer as input data.

[00114] In an embodiment of the present disclosure, the node device maintains a
verification rule for verifying whether the asset type of the target asset object is a legal asset
type allowed to be issued by the asset issuer.

[00115] In this case, the proof is generated by calculating via a proof generation algorithm
implemented in the blockchain with inputting, by the asset issuer, at least the verification data
related to the verification rule as input data.

[00116] In an embodiment of the present disclosure, if the blockchain supports hiding
identity information of the asset issuer, the input data to the proof generation algorithm
further includes a private key of the asset issuer.

[00117] In an embodiment of the present disclosure, the verification module 302 is
configured to: if the blockchain does not support hiding identity information of the asset
issuer, initiate the Zero-knowledge Proof with respect to the commitment value based on the

proof, so to verify whether the asset type of the target asset object is a legal asset type
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allowed to be issued by the asset issuer; if the blockchain supports hiding identity information
of the asset issuer, initiate the Zero-knowledge Proof with respect to the commitment value
based on the proof, so to verify whether the asset issuer holds a private key corresponding to
a public key of legal asset issuer, and whether the asset type of the target asset object is a
legal asset type allowed to be issued by the legal asset issuer.

[00118] In an embodiment of the present disclosure, the verification module 302 is
configured to: calculating with a proof verification algorithm by inputting at least the proof
and the commitment value as input data to the proof verification algorithm; and determine
whether the asset type of the target asset object is the legal asset type allowed to be issued by
the asset issuer based on an output result from the proof verification algorithm.

[00119] In an embodiment of the present disclosure, if the node device is configured with
a verification rule for verifying whether the asset type of the target asset object is a legal asset
type allowed to be issued by the asset issuer, the input data may also include verification data
related to the verification rule.

[00120] In an example of the present disclosure, the node device maintains an asset type
list constructed based on legal asset types allowed to be issued by the asset issuer.

[00121] In this case, the verification rule may include: verifying whether an asset type of
the target asset object is included in the asset type list or not; and if the verification result is
YES, determining that the asset type of the target asset object is the legal asset type allowed
to be issued by the asset issuer.

[00122] The verification data includes the asset type list.

[00123] In an example of the present disclosure, the node device maintains a hash tree
constructed based on respective hash values of legal asset types allowed to be issued by the
asset issuer.

[00124] In this case, the verification rule may include: verifying whether a hash value of
the asset type of the target asset object is included in the hash tree or not; and if verification
result is YES, determining that the asset type of the target asset object is the legal asset type
allowed to be issued by the asset issuer.

[00125] The verification data includes the hash tree.

[00126] In an example, the node device maintains a public key list or a hash tree, where
the public key list is constructed based on public keys of all of legal asset issuers, and the
hash tree comprises respective hash values of the public keys of all of legal asset issuers.

[00127] In this case, the verification rule may include: verifying whether a prefix or suffix

for the asset type of the target asset object matches any one of follows: a public key of legal
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asset issuer, the prefix or suffix for the public key of legal asset issuer, a hash value of the
public key of legal asset issuer, and the prefix or suffix for the hash value of the public key of
legal asset issuer; and if the verification result is YES, determining that the asset type of the
target asset type is the legal asset type allowed to be issued by the asset issuer.

[00128] The verification data includes the public key list or the hash tree.

[00129] In embodiments of the present disclosure, the commitment function may be a hash
function, and the zero-knowledge proof algorithm implemented in the blockchain is a zksnark
algorithm or a zkstark algorithm.

[00130] Details of the implementation process of functions and action of the modules in
the foregoing apparatus refer to the implementation process of the corresponding steps in the
foregoing methods, which are not described in details herein.

[00131] For the embodiments of the apparatus, since they basically correspond to the
embodiments of the method, they may be referred to the partial description of the
embodiments of the method. The embodiments of the apparatus are merely illustrative, where
units described as separate components may or may not be physically separated, and
components displayed as units may or may not be physical units, i.e., may be located a same
location, or it may be distributed to multiple network units. Some or all of the modules may
be selected according to actual demands to achieve the objectives of the present disclosure.
Those of ordinary skill in the art may understand and achieve without any creative effort.

[00132] A system, an apparatus, a module or a unit in the embodiments may be
implemented by a computer chip or an entity, or by a product having a certain function. A
typical implementation device is a computer, and the specific form of the computer may be a
personal computer, a laptop computer, a cellular phone, a camera phone, an intelligent phone,
a personal digital assistant, a media player, a navigation device, an email transceiver, a game
console, a tablet, a wearable device, or a combination of any number of these devices.

[00133] Corresponding to the embodiments of the method, an electronic device is also
provided according to some embodiments of the present disclosure. The electronic device
includes a processor and a storage for storing machine-executable instructions. The processor
and the storage are typically interconnected by an internal bus. In other possible
implementations, the device may also include an extemal interface to enable communication
with other devices or components.

[00134] In embodiments of the present disclosure, by reading and executing the machine-
executable instructions stored in the storage corresponding to control logic of blockchain-

based asset issuance, the processor is caused to: receive an asset issuance transaction sent by
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the asset issuer, where the asset issuance transaction includes a commitment value and a
proof for performing Zero-knowledge Proof with respect to the commitment value, the
commitment is calculated by inputting at least an asset type of a target asset object issued by
the asset issuer as input data to a commitment function; initiate the Zero-knowledge Proof
with respect to the commitment value based on the proof, so to verify whether the asset type
of the target asset object is a legal asset type allowed to be issued by the asset issuer; and if
the verification result is YES, issue the commitment value to the blockchain for storage.

[00135] In embodiments of the present disclosure, by reading and executing the machine-
executable instructions stored in the storage corresponding to the control logic of the
blockchain-based asset issuance, the processor is caused to: if the blockchain does not
support hiding the identity information of the asset issuer, initiate the Zero-knowledge Proof
with respect to the commitment value based on the proof, so to verify whether the asset type
of the target asset object is a legal asset type allowed to be issued by the asset issuer; if the
blockchain supports hiding the identity information of the asset issuer, initiate the Zero-
knowledge Proof with respect to the commitment value based on the proof, so to verify
whether the asset issuer holds a private key corresponding to a public key of legal asset issuer,
and whether the asset type of the target asset object is a legal asset type allowed to be issued
by the legal asset issuer.

[00136] In these embodiments, by reading and executing the machine-executable
instructions stored in the storage corresponding to the control logic of the blockchain-based
asset issuance, the processor is caused to: calculate with a proof verification algorithm by
inputting at least the proof and the commitment value as input data to the proof verification
algorithm; and determine whether the asset type of the target asset object is a legal asset type
allowed to be issued by the asset issuer based on an output result from the proof verification
algorithm.

[00137] Other embodiments of the present disclosure will be readily apparent for those
skilled in the art. The description is intended to cover any variations, uses, or adaptations of
the present disclosure, which are in accordance with the general principles of the disclosure
and include common general knowledge or common technical means in the art that are not
disclosed in this disclosure. The embodiments in the disclosure are regarded asto be
exemplary only, and the true scope and spirit of the disclosure is indicated by the appended
claims.

[00138] It is to be understood that the invention is not limited to the precise structure

described and shown in the attached drawings, and may be modified and altered without
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departing from the scope of the invention. The scope of this disclosure is limited only by the
accompanying claims.

[00139] The above description is only the preferred embodiment of the present disclosure,
and is not intended to limit the disclosure. Any modifications, equivalent substitutions,
improvements, etc. within the spirit and principles of the present disclosure, should be

included in the present disclosure.
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CLAIMS

1. A computer-implemented method for blockchain-based asset issuance, the computer-
implemented method comprising:

maintaining, by a node device in a blockchain, verification data corresponding to a set
of legal asset types allowed to be issued by an asset issuer, wherein the node device is
configured with a verification rule for determining whether an asset type of a target asset object
issued by the asset issuer is in the set of legal asset types allowed to be issued by the asset
issuer, and wherein the verification data is related to the verification rule;

receiving, by the node device in the blockchain and from the asset issuer, a request to
generate an output of a proof generation algorithm, wherein the proof generation algorithm is
implemented in the blockchain;

generating, by the node device, the output of the proof generation algorithm by
supplying the proof generation algorithm with input data provided by the asset issuer, wherein
the input data comprises the verification data, a commitment value and the set of legal asset
types allowed to be issued by the asset issuer, and wherein the commitment value is calculated,
by the asset issuer, by supplying at least the asset type of the target asset object issued by the
asset issuer to a commitment function;

transmitting, by the node device, the output of the proof generation algorithm to the
asset issuer for calculation of a proof of the commitment value by the asset issuer;

receiving, by the node device, an asset issuance transaction, wherein the asset issuance
transaction comprises the commitment value and the proof for performing a zero-knowledge
proof with respect to the commitment value;

initiating, by the node device, a process of verifying the proof based on the verification
rule, wherein the process of verifying the proof is used for the zero-knowledge proof with
respect to the commitment value;

verifying, by the node device, the proof based on the verification rule, by determining
that the asset type of the target asset object is in the set of legal asset types allowed to be issued
by the asset issuer, comprising:

determining that asset type related data of the target asset object is included in
the verification data; and
in response to determining that the asset type related data of the target asset
object is included in the verification data, determining that the asset type of the target

asset object is in the set of legal asset types allowed to be issued by the asset issuer; and
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in response to determining that the asset type of the target asset object is in the set of
legal asset types allowed to be issued by the asset issuer, issuing, by the node device, the
commitment value to the blockchain for storage, wherein the asset type of the target asset object
issued by the asset issuer is hidden in the blockchain.

2. The computer-implemented method of claim 1, further comprising:

determining that the blockchain supports hiding identity information of the asset issuer;
and

in response to determining that the blockchain supports hiding the identity information
of the asset issuer, the input data to the proof generation algorithm further comprises a private

key of the asset issuer.

3. The computer-implemented method of claim 2, wherein determining that the asset type
of the target asset object is a legal asset type allowed to be issued by the asset issuer further
comprises:

determining that the private key of the asset issuer corresponds to a public key of a legal

asset issuer.

4. The computer-implemented method of claim 1, wherein:

the asset type related data of the target asset object comprises the asset type of the target
asset object; and

the verification data comprises an asset type list comprising the set of legal asset types

allowed to be issued by the asset issuer.

5. The computer-implemented method of claim 1, wherein:

the asset type related data of the target asset object comprises a hash value of the asset
type of the target asset object; and

the verification data comprises a hash tree comprising hash values of the set of legal

asset types allowed to be issued by the asset issuer.
6. The computer-implemented method of claim 1, wherein:

the asset type related data of the target asset object comprises a prefix or a suffix of the

asset type of the target asset object; and
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the verification data comprises a public key list comprising public keys of all of legal

asset issuers or a hash tree comprising hash values of the public keys of all of legal asset issuers.

7. The computer-implemented method of claim 1, further comprising:
determining, by the node device, that the asset type of the target asset object is not in
the set of legal asset types allowed to be issued by the asset issuer; and

discarding, by the node device, the asset issuance transaction.

8. A non-transitory, computer-readable medium storing one or more instructions
executable by a computer system to perform operations comprising:

maintaining, by a node device in a blockchain, verification data corresponding to a set
of legal asset types allowed to be issued by an asset issuer, wherein the node device is
configured with a verification rule for determining whether an asset type of a target asset object
issued by the asset issuer is in the set of legal asset types allowed to be issued by the asset
issuer, and wherein the verification data is related to the verification rule;

receiving, by the node device in the blockchain and from the asset issuer, a request to
generate an output of a proof generation algorithm, wherein the proof generation algorithm is
implemented in the blockchain;

generating, by the node device, the output of the proof generation algorithm by
supplying the proof generation algorithm with input data provided by the asset issuer, wherein
the input data comprises the verification data, a commitment value and the set of legal asset
types allowed to be issued by the asset issuer, and wherein the commitment value is calculated,
by the asset issuer, by supplying at least the asset type of the target asset object issued by the
asset issuer to a commitment function;

transmitting, by the node device, the output of the proof generation algorithm to the
asset issuer for calculation of a proof of the commitment value by the asset issuer;

receiving, by the node device, an asset issuance transaction, wherein the asset issuance
transaction comprises the commitment value and the proof for performing a zero-knowledge
proof with respect to the commitment value;

initiating, by the node device, a process of verifying the proof based on the verification
rule, wherein the process of verifying the proof is used for the zero-knowledge proof with

respect to the commitment value;
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verifying, by the node device, the proof based on the verification rule, by determining
that the asset type of the target asset object is in the set of legal asset types allowed to be issued
by the asset issuer, comprising:
determining that asset type related data of the target asset object is included in
the verification data; and
in response to determining that the asset type related data of the target asset
object is included in the verification data, determining that the asset type of the target
asset object is in the set of legal asset types allowed to be issued by the asset issuer; and
in response to determining that the asset type of the target asset object is in the set of
legal asset types allowed to be issued by the asset issuer, issuing, by the node device, the
commitment value to the blockchain for storage, wherein the asset type of the target asset object
issued by the asset issuer is hidden in the blockchain.

9. The non-transitory, computer-readable medium of claim 8, further comprising:
determining that the blockchain supports hiding identity information of the asset issuer;
and
in response to determining that the blockchain supports hiding the identity information
of the asset issuer, the input data to the proof generation algorithm further comprises a private

key of the asset issuer.

10.  The non-transitory, computer-readable medium of claim 9, wherein determining that
the asset type of the target asset object is a legal asset type allowed to be issued by the asset
issuer further comprises:

determining that the private key of the asset issuer corresponds to a public key of a legal

asset issuer.

11.  The non-transitory, computer-readable medium of claim 8, wherein:

the asset type related data of the target asset object comprises the asset type of the target
asset object; and

the verification data comprises an asset type list comprising the set of legal asset types

allowed to be issued by the asset issuer.

12.  The non-transitory, computer-readable medium of claim 8, wherein:
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the asset type related data of the target asset object comprises a hash value of the asset
type of the target asset object; and

the verification data comprises a hash tree comprising hash values of the set of legal
asset types allowed to be issued by the asset issuer.

13.  The non-transitory, computer-readable medium of claim 8, wherein:

the asset type related data of the target asset object comprises a prefix or a suffix of the
asset type of the target asset object; and

the verification data comprises a public key list comprising public keys of all of legal

asset issuers or a hash tree comprising hash values of the public keys of all of legal asset issuers.

14. A computer-implemented system, comprising:
one or more computers; and
one or more computer memory devices interoperably coupled with the one or more
computers and having tangible, non-transitory, machine-readable media storing one or more
instructions that, when executed by the one or more computers, perform one or more operations
comprising:
maintaining, by a node device in a blockchain, verification data corresponding
to a set of legal asset types allowed to be issued by an asset issuer, wherein the node
device is configured with a verification rule for determining whether an asset type of a
target asset object issued by the asset issuer is in the set of legal asset types allowed to
be issued by the asset issuer, and wherein the verification data is related to the
verification rule;
receiving, by the node device in the blockchain and from the asset issuer, a
request to generate an output of a proof generation algorithm, wherein the proof
generation algorithm is implemented in the blockchain;
generating, by the node device, the output of the proof generation algorithm by
supplying the proof generation algorithm with input data provided by the asset issuer,
wherein the input data comprises the verification data, a commitment value and the set
of legal asset types allowed to be issued by the asset issuer, and wherein the
commitment value is calculated, by the asset issuer, by supplying at least the asset type
of the target asset object issued by the asset issuer to a commitment function;
transmitting, by the node device, the output of the proof generation algorithm

to the asset issuer for calculation of a proof of the commitment value by the asset issuer;
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receiving, by the node device, an asset issuance transaction, wherein the asset
issuance transaction comprises the commitment value and the proof for performing a
zero-knowledge proof with respect to the commitment value;
initiating, by the node device, a process of verifying the proof based on the
verification rule, wherein the process of verifying the proof is used for the zero-
knowledge proof with respect to the commitment value;
verifying, by the node device, the proof based on the verification rule, by
determining that the asset type of the target asset object is in the set of legal asset types
allowed to be issued by the asset issuer, comprising:
determining that asset type related data of the target asset object is
included in the verification data; and
in response to determining that the asset type related data of the target
asset object is included in the verification data, determining that the asset type
of the target asset object is in the set of legal asset types allowed to be issued by
the asset issuer; and
in response to determining that the asset type of the target asset object is in the set of
legal asset types allowed to be issued by the asset issuer, issuing, by the node device, the
commitment value to the blockchain for storage, wherein the asset type of the target asset object

issued by the asset issuer is hidden in the blockchain.

15.  The computer-implemented system of claim 14, further comprising:

determining that the blockchain supports hiding identity information of the asset issuer;
and

in response to determining that the blockchain supports hiding the identity information
of the asset issuer, the input data to the proof generation algorithm further comprises a private

key of the asset issuer.

16.  The computer-implemented system of claim 15, wherein determining that the asset type
of the target asset object is a legal asset type allowed to be issued by the asset issuer further
comprises:

determining that the private key of the asset issuer corresponds to a public key of a legal

asset issuer.

17.  The computer-implemented system of claim 14, wherein:
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the asset type related data of the target asset object comprises the asset type of the target
asset object; and
the verification data comprises an asset type list comprising the set of legal asset types

allowed to be issued by the asset issuer.

18.  The computer-implemented system of claim 14, wherein:

the asset type related data of the target asset object comprises a hash value of the asset
type of the target asset object; and

the verification data comprises a hash tree comprising hash values of the set of legal

asset types allowed to be issued by the asset issuer.

19.  The computer-implemented system of claim 14, wherein:

the asset type related data of the target asset object comprises a prefix or a suffix of the
asset type of the target asset object; and

the verification data comprises a public key list comprising public keys of all of legal

asset issuers or a hash tree comprising hash values of the public keys of all of legal asset issuers.
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