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| NVENTI ON *00000i (a) Technical Field The present inventidfugustd®®xs to
bionetric inmobilizer, and in particularly, an immobilizer enploying
‘bionetrics for use in all kinds of autonobiles. The bionetric imobilizer

I ntegrates a generic immobilizer systemto gather with personal
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Mot or Vehicl e And Met hod BREKGROUNDGFTIHE BWENTIGNUed to  Ant Wm,
on 7 Cctober 1997 discloses an inmobilizer including a test unit, @od#éFol
devi ces connected through a data line to the test unit, and at |east one
ignition key having a transponder. Wien the ignition key is actuated, the
test uni (a)tranecmmcalmeldquest signal through the data line to all of t he
control devices, which respond thereto by transmitting back identification

codes whi ch arghe pRiEemt ‘ﬂﬂ/éﬂhbﬁ relféﬁés' foSslofRERS immbBiliz&S tand N tpaptictitay, S
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(b)  Description of the Prior Art

An immobilizer is a control unit protecting a motor vehicle against
unauthorized use or allows the access of a motor vehicle by the rightful owner.
US Patent No. 5,675,490 entitled “ Immobilizer For Preventing Unauthorized
Starting Of A Motor Vehicle And Method For Operating The Same” issued to
Anton Bachhuber on 7 October 1997 discloses an immobilizer including a test
unit, control devices connected through a data line to the test unit, and at least
one ignition key having a transponder. When the ignition key is actuated, the test
unit transmits a request signal through the data line to all of the control devices,
which respond thereto by transmitting back identification codes which are
compared with desired codes. The test unit prevents starting of the motor if less
than a prescribed number of control devices reply with their identification code.
The test unit enables all of the control devices if at least the prescribed number of
control devices reply with their identification code word, in the event of

interrogation.

US Patent No. 6,181,026 entitled “ Vehicle Immobilizer System For
Electronic Engine Control” issued to William David Treharne on 30 January 2001
discloses the monitoring engine conditions using various sensors to determine
whether the immobilizer should be rearmed. The immobilizer disarms when an



di scl oses the nonitoring engine conditions using various sensot[ﬁqot,rso
determ ne whether the i mobilizer should be rearned. Théﬁ% zer
~disarms when an 3 August 2005 2 authorized security code is received from
a transponder during an attenpt to start the engine. The controller for
the engine inmmobilizer nonitors engine receiving sensors and switches to
the arnmed state if the engine-running sensors indicate that the engine is
not runni ng even though the ignition switch has not been detected to have
been put in the position. None of thepdisclosed patent relates to the
application of bionetrics and immobilizer. The conventional art does not
di scl osuthorizaggeqity cede ig eeceiveshiiomontrapspendaratisingsan attemptdo stast e  To

3 ' LE b | . 0 il es
ek uenaie, T EBnfERA Y e dridfhe BhOBIZEE MO drEfi I At SoEC L ¢
conmunianak $witchesdo dhe larinedreiatedf the emgihénuﬂrlﬁﬂgfdémmﬁt ir:idﬁ:_aw thatithé @hgir)[e

' f tl t e or a orize access to
Var ouds RELBITRE Bieh R0larng aalie oS dot HHRstAPiesied GrhayesoeamaUan
I nt er ngh thwpbsitibR. proprietary data protection protocol and procedure to

ensure all information within the nenory storage being encr'_ypt ed by
personal bi Hane pEthe; disslosadi pategk elate® dokthe iapplicatioroeé bibmetdcsk andcode

s oPEk | il Py tBRBE [, WoBEC TR Dischicel el o cof Ao nBtle""

provi deoanpunigation proteedbwithinethe systemutTonokeicome tie mabone tdrawbeckdi thezer

. . _ : : . . ot _ o e
emboar REnRrer tublPel BFCRGRTEIRR maReC dlse. F CbERICe A olhien | o
bui It techmologi¢se tdngethﬁt IWiEch bnﬁexf!.iréi mammic@ieneﬁt)wtbm_ %éing?l@tﬁilg{\?gl:]inutr?iet .

. r ed _acces 0 variou L
ot al PR ARIRBIPT Senefdfiduat SPaie senELRMaIRM Vectoh ke dBF eulbarzedat o

pr ot eCéb?é‘ss U ObAGES fanetiodl OARSIUTRe tReS&RUBBNRtC intsBIltdton Hsbhh4s e
menory_ storage i s
yin‘ternal uilt in proprietary data protection protocol and procedure to ensure all

information within the memory storage being encrypted by personal biometrics
information generated key is also one of the key code technologies within the
biometric fingerprint authorization unit system.

SUMMARY OF THE INVENTION
Embodiments of the present invention seek to provide a biometric immobilizer

for automobiles, wherein the immobilizer is designed employing biometrics and
immobilizer technologies. In embodiments of the present invention, a secure
communication protocol is built within the biometric immobilizer for generation of
secure communication vector key for authorized access to various function units
installed in automobiles. In addition, internal built-in proprietary data protection
protocol and procedure to ensure all information within the memory storage is
encrypted by personal biometrics information "generated" key.

According to one aspect of the present invention, there is provided a biometric
immobilizer for automobiles comprising: a bio-fingerprint authentication unit including
an embedded fingerprint biometrics processing unit, a sensor capable of capturing
human fingerprint biometric pattern, and a flash memory able to store biometric data
and information, wherein
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ncrypted b ersonal bionmetrics information "generated" key. Accor
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unit including an enbedded fingerprint biometrics processing uni ’nd .,
sensor capable of capturing hunman fingerprint biometric pat&ﬁrn,_ﬁ g
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In an embodiment, the embedded immobilizer controller, in response to failure

to detect the authorized fingerprint within the detection period, may activate a first

warning mechanism and instruct the bio-fingerprint authentication unit to detect for an

authorized fingerprint within a further detection period.

In another embodiment, the embedded immobilizer controller, in response to
failure to detect the authorized fingerprint within the further detection period, may
activate a second warning mechanism and instruct the bio-fingerprint authentication
unit to detect for an authorized fi Ingerprint within another detection period.

In another embodiment, the embedded immobilizer controlier, in response to
failure to detect the authorized fingerprint within the another detection period, may
instruct cutting off the engine of the automobile.

In another embodiment, the biometric immobilizer for automobiles may further
comprises a proprietary data encryption scheme for safe keeping of biometric data and
information within the memory storage for commanding the embedded immobilizer
controller to operate.

In another embodiment, the biometric fingerprint authentication unit may have a
biometrics enroliment-time not more than 100 msec per user, and not more than 5
users are assigned for authority access right.



unit to detect for an authorized fingerprint within another detection
period. In another enmbodi nent, the enbedded i mobilizer gomigustbeds in
response to failure to detect the authorized fingerprint within the
anot her detection period, may instruct cutting off the engine of the
autonobile. I n another enbodi nent, the biometric i mobilizer for
autonobiles may further conprises a proprietary data encryption schene for
safe keeping of bionetric data and information within the nmenory storage
for commanding the enbedded inmobilizgr controller to operate. In another
enbodi ment, the bionetric fingerprint authentication unit may have a
bi omet ri cs [RnABPIh@EnEMbadiment, the esensor @htained wthinisthe lﬁbcﬁrfzg@&prﬁmre
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control. B CHNEFH e al?@q}w tefed withinsthe subréunctiongt anits
show mgthtdreerptivrefor iatthantieltibhzer for autonobiles in accordance with the

present inyenti on. . .
n another embodiment, the sub-functional units may include starter motor

control unit, ignition coil control.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing the biometric immobilizer for automobiles in

accordance with the present invention.

FIG. 2 is a schematic view showing the 12 sub-functional units which related to the
biometric immobilizer in accordance with the present invention.



is a schematic view showing the 12 sub-functional units which
rF:aIGat'(zad to the bionetric inmobilizer in accordance with ?ﬁ@gﬁ?téggﬁt
invehtion. 3 August 2005 5 FIG 3 is a flowhart show ng the functional
flows of bionetric fingerprint authentication process and secure conmmand
set generation between the bionetric fingerprint authentication unit and
t he enbedded i nmobilizer controller inYaccordance with the present
i nvention. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT The present
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embedded in acuobddriceanittt the! prebémtriniértioh, 30, as shown in FIG 1. Thg
contains an embedded fingerprint bionetrics processing unit 22 an a
fingerpri sensor 24, _and a bio-data storage unit 26, such as a flash
nenor y %Jﬁ'k%DQ%?GRHﬁHQ%QFCH-IEMFER&EBEMBCDIQIMENTITet ric data and
information. The fingerprint sensor 24 can be a capacitive or _

el ect ri c- Theptessahinvantiotewilidse desmibedarith reparbR th@racbbﬁphh*fiﬁgvm' chis

j 4 . i human, fingerprint bionetric pattern. In
aad; i on, e EA 286l Al bR Gious dsatufeeisd tambvention. show ¢ he
confirmation of authentication. In accordance with the present invention,

ilt-i ietary .data encryption schene for biometric data fand
ot o mat i BreCBaiE R i piafeed, Srhedinentrof thespmsagtimentitra Gomeitiad o ¢ he
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immobilizer controller (EIC) 30, as shown in FIG. 1.

The BAU 20 contains an embedded fingerprint biometrics processing unit 22 and
a fingerprint sensor 24, and a bio-data storage unit 26, such as a flash memory
which is a storage device capable of storing biometric data and information. The
fingerprint sensor 24 can be a capacitive or electric-field sensing device or optical
sensor or the like which is capable of capturing or reading human fingerprint
‘biometric pattern. In addition, an LED indicator 28 is provided to the BAU 20 to
show the confirmation of authentication.

In accordance with the present invention, built-in proprietary data encryption
scheme for biometric data and information safe keeping within the memory
storage is also provided to the BAU 20 and the scheme is used for commanding

the EIC 30 to effectively operate in a predefined and/or described operation set
by the user.

The BAU 20 is also provided with a biometrics verification and system access
~ time (prescribed enroliment-time), preferably not exceeding 50 msec or any time
suitable for the operation of the immobilizer 200. Generally, the enrollment-time



tinme rescribed enrollnment-tine), preferably not exceeding 50 nsec or any
.tinEv(guitabIe for the operation of the imobilizer 200.'%%%@#%?99@ t he
.enrol I ment-time 3 August 2005 6 should not nore than 100 nsec per user, and
|l ess than 5 users are assigned for authority access right to the

i mobi | i zer 200. However, the prescribgd enrollnent-tinme and nunmber of
users are variable paranmeters which can be nodified or adjusted in the
course of manufacturing. A built-in proprietary data encryption schene for

data and ¢ ' N g LS ddIC I EN the BAU 2Q. In
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the BAU 20 to perform bio- data nmanagenent system Referfing again to FIG

1, a secUP¥WR} hemq foh dataanstivformation fsafakespingss inpoonoratatl into thee EI C 30

so that thgyBEdC 30 can establish a secure comunication protocol between

EIC 30 and BAU 20 to ensure no illegal access to the BAU 20 for any
un-aut hori zed access to the bio-data stored in the bio-data storage unit
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sub- functi onal Ot%e\{/i tti ons within the access control 30. As
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the bi o- datlmanagement system.

Referring again to FIG. 1, a secure communication protocol interface 32 is
provided to the EIC 30 so that the EIC 30 can establish a secure communication
protocol between EIC 30 and BAU 20 to ensure no illegal access to the BAU 20
for any un-authorized access to the bio-data stored in the bio-data storage unit
26 within the BAU 20. The EIC 30 generates a secure communication key
between the BAU 20 and the EIC 30, and the function of such secure
communication key is for the controlling and commanding of a plurality of sub-
functional operations within the access control of the EIC 30.

As mentioned earlier, the embedded secure communication protocol is a
proprietary communication structure between the BAU 20 and the EIC 30. This
communication structure establishes a secure data communication link between
the BAU 20 and the EIC 30 so as to prevent any illegal access to the bio-data
storage unit 26 of the BAU 20. Generally the data communication link is based
on factory coded sequence spread with a master bio-fingerprint generated
random number. The master bio-fingerprint generated random number is
generated by a master bio-fingerprint enroliment.



storage unit 26 of the BAU 20. Cenerally the data conmunication link is
based on factory coded sequence spread with a master bi o3fugye29Pbnt
generated random nunber. The master bio-fingerprint generated random
nunber is generated by a nmaster bio-fingerprint enrollnent. 3 August 2005
7 Referring to FIGS. 1 and 2, the biongtric I mobi |l i zer 200 of the present
i nvention further conprises a plurality of sub-functional units 80,
including starter notor control unit 42, brake switch unit 43, ignition
key unit 44, override switch unit 45, siren unit 46, driver door and ot her
doors unit 47, LED display & buzzer unit 48, 1|oop antenna unit 49, power
suppl y uniRef@mingdgtF}iﬁS. {ande, the bioﬁiée(;rié ieinobllizer %(lm gf tg@%rﬁéé}g i|i|1ic\:}éh§8ﬁ0ib|
unit 53. sub-functions unit are control|led by the , but
the BAU 23‘&@%&8@”5‘“&&mﬂﬁityfr}»éé@"faﬁdmy@ltﬁaﬁ@,wmlumgaﬁielé%rsrnotort he
sub- f unct icontadl unit 42 bBéke SV ' S %ﬁH& i igeded
sequence and stored within fﬂimgﬂﬁgrgﬁg??gﬁ%?ﬁﬁﬁ?fgg w?gﬁbgﬁ@ngfion for

aut hent i cSFPHHNItAR, driversast and othes sleorvunit 4 FelED alisplay Sdtuzzercunit 481 unit 42
S0 run. TROPRRRERN Bkt 8D, pdditr SRBNIICRS AIEFald SR R LGP o
o O . e dhork il Ly S IO s the
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to the enffqHENSBaNdistered within thasub onal amits 80awitlyererypticrt fod upon

recei Vi ngq@hBRi&tiohomMand sequence from EIC 30, which in term authorized
by the BAU 20. e cutoff valve unit 51 is used to disable or shut down the
val ve operation wthin the autonobile. Such activity is only activated

upon 1 eceinvhB%rds iR invRntiSTMRE Larter motor control unit 42 enables the operation of
the engine and hence the automobile motor starts to run. The operation of the
automobile motor is only initiated upon receiving a match command sequence
from the EIC 30, which in term authorized by the BAU 20.

The-ignition coil control unit 53 activates the ignition of the engine of the
automobile. .Such operation is only initiated upon receiving a match command
sequence from the EIC 30, which in term authorized by the BAU 20.

The fuel pump control unit 52 provides fuel pump to the engine operation, and
such operation is only activated upon receiving a match command sequence
from EIC 30, which in term authorized by the BAU 20.

The cutoff valve unit 51 is used to disable or shut down the valve operation within
the automobile. Such activity is only activated upon receiving a match command
sequence from the EIC 30, which in term authorized by the BAU 20.

The power supply control unit 50 constantly provides power to the immobilizer
200 of the present invention. Such activity is only available or activated upon



sequence fromthe EIC 30, which in termauthorized by the BAU 20. The power
supply control unit 50 constantly provides power to the i ISt 2096 200 of
the present invention. Such activity is only available or activated upon 3
August 2005 8 receiving a match command sequence fromthe EIC 30, which in
termauthorized by the BAU 20. The |O$p antenna unit 49 energi zes a renote
recei ver (not.shown) of a keyless syst'emfor door access operation. Such
operation will be disabled if a non-nmatch sequence fromthe EIC 30 is

gi ven, angedédidin 0. .The LED display and
buzzer control g%??aifh%gr"@?@g Q ‘ﬁ* @Eﬁﬁég ﬁ’ﬁ'ﬁ’h 'ﬂRﬁr%HtW§$‘ém and
such actl\pthﬂ}eﬁAlu 200t be functloned |f there is non-match comand
sequence fromthe EIC, which in termauthorized by the BAU 20. The driver
door and ot her doors control unit 47 is used to sense the door opening

status, afftelieopantanha valte9 drittgistdaeEmoRS redeivip dt%hb}hﬁg}b%&%&éer 200,

such as au arnmed or unarmed. Such act|V| uncti oned

if there P%St%@ oﬁa?grha%ﬁﬁﬁﬁﬂr aliofu SHsh aneration \mllm digablet if annomnmatch
aut hor i Zede@éﬁc@?rcﬁ?%@@ 804s Ivbﬁ”aﬁcf’ﬂlte &#eéwd'blﬁearlﬁ Ct' Gfﬁe%t siren

unit for any unauthorlze acce s of 1 nper bile.
Siren act29|ty wll be activated if there is no mtch conmand sequence
fromthe EIC 30, which in termauthorized by the BAU 20. The override
switch unit 45 provides overriding function for non-bionetric access.

(gi ve exafipé bEDFdisplay BhdbeizzéccotopaRil 4§E$$v|&é§1féfeuﬁaﬁl¥"bh larfBY4nge activated

upon a match command se uence fromthe I'n termaut horized by

the BAU JRMeASYsiam anshsych activity wilinetihe, funetiones iéthere i$ ngi-enatoht r ol and
access IigmmafAd sequence from the EIC, which in term authorized by the BAU 20.

The driver door and other doors control unit 47 is used to sense the door opening
status, and hence activates the subsequent action in the immobilizer 200, such
as automatic armed or unarmed. Such activity will not be functioned if there is no

match command sequence form EIC 30, which in term authorized by the BAU
20.

The siren control unit 46 activates the siren unit for any unauthorized access or
imperfect operation of automobile. Siren activity will be activated if there is no

match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The override switch unit 45 provides overriding function for non-biometric access.
(give example of non-biometric access) Such function will only be activated upon

a match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The ignition key unit 44 provides relevant logic control and access right to
activate ignition key sensor and the sensor will only be activated only if there is a



activate ignition key sensor and the sensor will only be R@@gggsonly | f
there is a 3 August 2005 9 match command sequence formthe whi ch in
‘term authorized by the BAU 20. The brake switch unit 43 is responsible to
deactivate the brake switch for any unauthorized access or inperfect
operation of autonobile. Such act|V|ty9w| Il be activated if there is no
mat ch command sequence fromthe EIC 30, which in term authorized by the
BAU 20. FIG 3 is a flowhart show ng functional flows of bio-fingerprint
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20 and the EIC er to armthe 1'mo | zer system of he pr esent
i nventi onBAW20t he drive state, the ignition key is turned to "OFF"
position before alight the autonobile. The user places his fingerprint on
the fingerprint sensor 24, and awaits confirmation LED indicator 28 to

appear . TiThe brake switchedisit 42 resgonsiblesto deactivatelties biake s’w‘lmhafor:anggr een and
blinking. Before the exit delay tine elapses, for,_  ipnstance, delay tine
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The buzzer unit eps approxi mately 15 sec ore t e time out,
and si m auathotizedhby the BAWG2Q.s programmabl e or fixed. In this case, when the
time out, the systemis armed. The LED indicator 28 should now blink
slowly with other different color such as red to indicate the systemis

now ar nedFIG.f3 Isheflolochat @tiowmbWmttoQGDMW§oﬁbne-ﬂmbrmrmaetHemnchﬂmed t he
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control
awaits confirmation LED indicator 28 to appear. The LED indicator 28 indicates

by a color for instance green and blinking. Before the exit delay time elapses, for
instance, the delay time is set at 30 sec, and the timing is programmable or fixed
during production, alighting from the automobile and close all the doors properly.
The buzzer unit 48 beeps for approximately 10-15 sec before the time out, and
similarly this timing is programmable or fixed. In this case, when the time out, the
system is armed. The LED indicator 28 should now blink slowly with other
different color such as red to indicate the system is now armed. If the doors of
the automobile are not properly closed, the system will chirp for a plurality of
times when the system enters the armed state. The times of chirp can be set.

As shown in FIG. 3, in order to disarm the system with the biometric fingerprint
unit, in the armed state, once any of the doors is opened, the system will start
fingerprint identification 310 sequence for about 40-60 second. During this time
frame, the automobile can be started but cannot be driven as the brake control
unit 43 is now deactivated. At 320, the bio-data of the user is verified. Only
when authentication process is successful, and valid command set has been
issue to various sub-functional units 80 via EIC 30, the automobile will operate




[ i s now deactivated. At 320, the bio-data of the user is verified.
gﬂ:;-4ah;a aut hentication process is successful, and vali3August@G85set has
.been issue to various sub-functional units 80 via EIC 30, the autonobile
wi Il operate 3 August 2005 10 normally. However, if the authentication |
process is failed at 330, and hence ipvalid command set has been sent, an
the autonobile ignition will go off an the autonobile will not
functioning. In this case, there is a warning perlod of approximately
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unaut hor igeaeragled.t ireaccordance with the preferred embodiment, the pointers has an

“indirect address method to store an encryption key, and the pointers are closely

related to the fingerprint authentication. Hence the encryption key is not a fixed

key for all and the encryption key is a key related to a fingerprint per se, and only

the same fingerprint can read the particulars store in a flash memory. With the

encryption pointers 340, the system in accordance with the present invention is

able to retrieve the encryption key from a biometric memory, and hence the

encryption key is not stored into the data flash memory. Hence even if the flash

memory is removed for hard machine reading, there is nothing to read by any
unauthorized parties.

In accordance with the present invention, the factory code 360 is another set of
key for the manufacturer to control the production, and the factory key is the only
protection key to the system when the key is first produced from the factory, and
the user will need to register with the system when the key is first used in the
device and is added in the user biometric key.



cordance with the present invention, the factory code 360 is another
Lgtagf key for the nangfacturer to control the productldhAmamﬂ2®ME factory
.key is the only protection key to the systemwhen the key is first
produced fromthe factory, and the user will need to register with the
system when the key is first used in the device and is added in the user
bi onmetric key. 3 August 2005 11 The sééurlty key generation (pronom nal
appending) 370 is a proprietary nethod for enbedding both the bionetric
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wi t hi n 13iatecotedthe flEish memabrys LED will turn to a solid indicative color,

such as solid orange color, and now the systemis at "Service Mde". In
accordance with the present invention, the bionetric inmmobilizer will be
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renoved gpd all_the bio-informat I's secured’and .
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indicative color, such as solid orange color, and now the system is at “Service

Mode". In accordance with the present invention, the biometric immobilizer will

be stay in the “Service Mode” even when the battery of the immobilizer is

removed and all the bio-information is secured and protected within the biometric
immobilizer system.

When the system is at the Service Mode, the user must place the correct
fingerprint onto the fingerprint reader 24, and turn on the ignition, press the brake
pedal within 10-15 second. The LED status should now turn to some indicative
“Blinking Color” such as blinking orange for 10 seconds and then stop, indicating
that the system in now exit from the Service Mode, and this is further confirmed
by a long beep sound from the buzzer.

If the user is enrolled from Factory Code, the user places the fingerprint on the
fingerprint sensor 24 and turns on the ignition key for a prescribed time (for
instance 5 time). The status LED turns to solid indicative color, for instance
green color, and the BAU 20 will now process the fingerprint data and create the
relevant database for future authentication. A successful enroliment will be



that the systemin now exit fromthe Service Mde, and this further
confirmed by a |long beep sound fromthe buzzer. If the afé'ﬂuﬁszobﬁrol | ed
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" sensor 24 and turns on the ignition key for a prescribed time (for

instance 5 tinme). The status LED turn? to solid indicative color, for

I nstance green color, and the BAU 20 il now process the fi ngerpri nt data
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user enreéhsmnt the master user fingerprint authentication is required.
The total number of authorized users for the bionetric inmobilizer system
islimted to 8 users. However, this

Upon successful processing and database generation, status LED will indicate a
blinking LED color, e.g., blinking green and following by a long beep from the
buzzer. A failed enroliment will be indicated by a solid LED color, for instance,
red and a short beep buzzer. On failure enrolment, if the user is to proceed for
further enroliment, the user must re-start the entire enrollment cycle.

In accordance with the present invention, for every new user enroliment, the
master user fingerprint authentication is required. The total number of authorized
users for the biometric immobilizer system is limited to 8 users. However, this
limitation is programmable and is set in production.

In another preferred embodiment, during the driving mode, when the driver is
forced to leave the automobile, for instance, the vehicle is hijacked, the system of
the present invention is activated. If the driver door is opened in the driving state,
the system will be initialized and awaiting an authorized fingerprint to be detected
within 30 seconds. In other words, in this preferred embodiment, if the driver is
forced to leave the vehicle, and the engine is still running, and if the system does
not detect an authorized fingerprint, the system will be activated and starts the



limtation is programmable and is set in production. In another preferred
enbodi nent, during the driving node, when the driver is 3fAsgusiR | eave
the.-autonobile, for instance, the vehicle is hijacked, the systemof the
"present invention is activated. If the driver door is opened in the driving
state, the systemwl| be initializeq and awai ting an authorized
fingerprint to be detected wthin 30 Seconds. In other words, in this
preferred enbodinent, if the driver is forced to | eave the vehicle, and
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sensor 24 and the BAU 20 simultaneously. This will reset the system to a normal

state.

it will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as
broadly described. The present embodiments are, therefore, to be considered in
all respects as illustrative and not restrictive
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CLAI'M5 1. A bionetric imuobilizer for an autonobile, conprising: - a

bi o-fi ngerprint authentication unit including an enbedded fingerprint

bi onetrics processing unit, a sensor capable of capturing human

fingerprint bionetric pattern, and a flash nenory able to store bionetric,
data and information, wherein the bio-fingerprint authentication unit is
capabl e of bionetrics verification; - an enbedded i mobilizer controller
comuni cating with the bio- fingerprinti4authentication unit to perform

bi onmetric fingerprint enrollnment, bionetric fingerprint verification
operations, and bi o-data nanagenent, wherein the enbedded i mmbili zer
controller establishes a secure comunication protocol between the
enbedded i mobilizer controller and the bio-fingerprint authentication
unit to prohi bgcLAIMMEegal access to the bio- fingerprint authentication
unit, and generates a secure conmunication key bet ween the bi o-fingerprint

aut henti cat i onquni t an nmb LLer; and. a dr| ver
door unit for gen5| ﬁ‘g %laéﬂgpeopgﬂﬁﬁgmggm% 5}'51 a&%é\pgﬂﬁbr GmprsiNg
aut omobi | e; wher ei~@ hiorfingerpeittiaethentiation umtinoludmgarh efibeddagges from a
driving node nDde i n response to detection of the driver
door open a@ﬁequ@ﬁéﬁ Qﬁsﬁ@gnﬁﬂatea SEN$or capablerof qapturing human
bi o-fi nger prl nfingespririt &isretet Ip@ﬂe#ﬂhhdfaqlaiﬂtrﬁéhofféblérfoé Q‘Bidrﬁ&ﬂc data

|

fingerprint within a detection period. 2. bi ometric I mo I'zer as
claimed in d a?"?d ipforationwhereip the blo-fngerpnnt authentlcatlon

unit is capable of biometrics verification;

- an embedded immobilizer controller communicating with the bio-
fingerprint authentication unit to perform biometric fingerprint enroliment,
biometric fingerprint verification operations, and bio-data management,

wherein the embedded immobilizer controller establishes a secure
communication protocol between the embedded immobilizer controller and
the bio-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure communication key
between the bio-fingerprint authentication unit and the embedded immobilizer
controller; and

a driver door unit for sensing a door opening status of a driver door of
the automobile;

wherein the embedded immobilizer controller changes from a driving
mode into a hijacking mode in response to detection of the driver door open
status during the driving mode, and instructs the bio-fingerprint
authentication unit to detect for an authorized fingerprint within a detection
period.

2. The biometric immobilizer as claimed in Claim 1, wherein the
embedded immobilizer controller, in response to failure to detect the
authorized fingerprint within the detection period, activates a first warming



enbedded i nobi lizer controller, in response to failure det %ﬁ t he
.authorized fingerprint within the detection period, acti tg Prst
war ni ng 3 August 2005 15 nechanism and instructs the bio- flngerprlnt
“authentication unit to detect for an authorized fingerprint within a
further detection period. 3. The bionmetric immbilizer as clainmed in daim
2, wherein the enbedded i mobilizer controller, in response to failure to
detect the authorized fingerprint within the further detection period,
activates a second warning nmechani smand instructs the bio-fingerprint

aut hentication unit to detect for an Huthorized fingerprint wthin another
detection period., 4. The zer

Laimed i.n C gi ,
wherein the oNEERRRISM, Etértﬁ%m'ag?repnt ?ﬁﬁﬁéé%g'gg@r{“gtof%ﬁ%&rért 0
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Instructs cutting off the engine of the autonobile. 5. The bionetric
I mmobi | i zeras clained in any one of the preceding clainms, further

conprising a pgopri ry: ' C f Kk '
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assigned for authority access right bi onetric imobilizeras clainmed

in any one of delectfpearattngrized ﬁﬂ@@PHWI@ﬂ anpiner detastiar geriagobi | i zer

controller unit further includes a mcro-controller system which
comuni cates with the bionetric fingerprint authentication unit. 3 August
2005 4, The biometric immobilizer as claimed in Claim 3, wherein the

embedded immobilizer controller, in response to failure to detect the
authorized fingerprint within the another detection period, instructs cutting off
the engine of the automobile.

5.  The biometric immobilizeras claimed in any one of the preceding
claims, further comprising a proprietary data encryption scheme for safe
keeping of biometric data and information within the memory storage for
commanding the embedded immobilizer controller to operate.

6. The biometric immobilizeras claimed in any one of the preceding
claims, wherein the biometric fingerprint authentication unit has a biometrics
enroliment-time and is not more than 100 msec per user, and not more than
5 users are assigned for authority access right.

7. The biometric immobilizeras claimed in any one of the preceding
claims, wherein the embedded immobilizer controlier unit further includes a
micro-controller system which communicates with the biometric fingerprint
authentication unit.



16 8. The bionetric immbilizeras clainmed in any one of the preceding

i i i i thi | 0- 1 nagpREid00s
claims, wherein the sensor contained within the bio-fi ddt! .
authentication unit includes capacitive or electric-field sénsing devices,

i i fingerprint bionetric
or optical sensor which are capable to capture human
pattgrn. 9. The bionmetric inmobilizer as claimed in any one of the
preceding claims, further conprising sub-functional units controlled by
enbedded authentication unit. 10. Theldionetric imobilizer as clained in
claim9, where a coded sequence is stored within the sub-functional units
wth ené:rypt ion for authentication. 11. The bionetric inmmobili ZFLSZ
claimed in cl®ns &@ﬁowfid"fﬁﬁﬁ@éiﬁké&eclﬁtméd fn"é}‘yér?@gij thd'BréSeding clafmss,
starter notor control unit, ignition coil contfal . e .

Wwherein the sensor contained within the bio-fingerprint authentication unit

includes capacitive or electric-field sensing devices, or optical sensor which
are capable to capture human fingerprint biometric pattern.

0. The biometric immobilizer as claimed in any one of the preceding
claims, further comprising sub-functional units controlled by embedded
authentication unit.

/ 10.  The biometric immobilizer as claimed in claim 9, where a coded
sequence is stored within the sub-functional units with encryption for
authentication.

11. The biometric immobilizeras claimed in claims 9 or 10, wherein the sub-
functional units include starter motor control unit, ignition coil control

N




