; 789: e3e(mAfglj @nnbPmMIm g , Met hod and devices for printing a franki ng
mark on a document. Thevpresent ‘invention is related to a m?

checki ng a franking mar k|l hat at‘ | east conprises an identification code
and a unique bit st Immmmwm ng mark" here ref mmw nple, to an

el ectroni ¢ postage s to ay a mark m’m postal article
by a franki ng nmachi ne ot-a-printer, |ch 10 inter aldg,gan Tepresent a
franking val ue for said postal article. In the context ozf t he present

i nvention, Mathad and dewdices rfo priatingnied €xamkinggmaEicok 0f Cept
"franking nnguﬁ?n:refer to all kinds of marks which can be placed on
arbitrary-docunents for securing said docunents. Besides 15 postal

articles, such docurrents can al so be val ue docunents, such as admi ssion

*tickets, paynent [ etc., which are protected by such a mark. Besides
the details of tHY éﬁ%“cﬁﬁ InRRLEion i tedatethde e metdogr sent i nvention

i s al so Besahiedd righ 4 f'ﬁ‘a%fkﬁ?é hﬁéfﬁndt.shﬂf?t Bty 8RRl i Ca :fofséénﬁoxgrlrgs ?fs

whi ch the priority is clained.” The use of ectronic p age s f or

exampl e, kndSFNHdhdat abigeas rend v mqu@nbttpsnbtmquy di scl osed by t he
Engi neer | 0. Con s drgkird ot cHe S 890 Pe5! hr 20xSoYL Ol LIPS
e I CI

"I'nformation Baied I.ndi ci a Program ( Ep S

Speci fi cati SH€C ﬁd’“%%?&%ﬁ%rﬁ%@d tfmrt cia Woﬁ;ﬁsam (Bt IP)pr iPpsed Syist em
Post al Secual b}bleQ\ll e tiRID 1pesi £4aki N8 mabife 434 e 23y 1997 (draft

docunen such a met’hod, electronic postage stanps cdn
obt ai ne &ngﬁrn? &%ﬁaﬁomr%ﬁqrr@:@sfrmblmwwefmr escai [postal

conput er vvarhiwhbchlhh@&h@ R féﬁkl d s thereto
provi ded wi {, % gostal Secur i tr{/ﬁ%tet?“dgfe) jﬁé fmﬁé oﬁ'} qJEo
fag m@nl‘ﬂl@mmstmrﬂml ses

i dentificati B9 Bazk” haf y wide ne

vari ous 2habRy aaasg t nt.ione security
critical": tﬁe |g ;F1 rl ggt&?(?qca;le oﬁﬂ%%&é%e va é%ﬂq? é)a]iaocﬁ? nts of
an i'ncrement®l 3F S ERLY, dopamentififay mwmgtmq)m@mmus C|Beside s :
di gi t al 15 gpastiak. aiﬂa;ecw@; eBu&h5debuhBAtsNERATENLS! bée-9éf6§ &g{.egse”t the

total nonet vaI ue o{) 1 hi gherto printed el ectronic with
t he rel at ed agpadm ﬁkSFsrdEﬁWﬁPEaFlbﬁscoﬁécandmtmh(amEEents of
the incr errepnratecbgdsbyrsﬁenr @seairk.a unique bit string per postal article.

Since io the A | C ai,d unique bit string is conposed nust conply
with a known ruﬁgg El gg ge%.,alisf Of &hengheskdng Brecessi nghéor a

. L :)I Lg://vl n?aeﬂil&stmme @ﬁsgl@?gpﬁﬁééﬁgfﬁﬁvréﬁtgbﬁdlﬁt@ﬂsov‘@é§&il§ed in the
dirsadvaj meffangsq atentpagg.ll.lcatlon 1010616, of which the

priority is claimed.

The use of electronic postage stamps is, for example,
known from the following two documents publically disclosed
by the Engineering Center for the United States Postal-

25 Service (USPS): "Information Based Indicia Program (IBIP),
Open System Indicium Specification" and "Information Based
Indicia Program (IBIP), Open System Postal Security Device
(PSD) Specification", both dated 23 July 1997 (draft
documents) .

30 With such a method, -electronic postage stamps can be
obtained and printed on postal articles. The device, for
example a computer, with which the electronic postage stamp
is printed is thereto provided with a Postal Security
Device (PSD), to which a unique identification code is

35 related. The electronic postage stamp comprises various



15 In an article by J. Quittner in FOX Market Wre of 9 April 1998,

"Nei t her bugs, nor hackers, nor Pitney Bows will keep E- stang§fron§
del i vering your postage", available on the Internet on 5 May %H%h a
system which neets these specifications and originates fromthe firmof E
20 Stanp, is described. The system of 4E- Stanp al so nakes use of a personal
conputer for printing a franking nark“on a postal article directly with the
aid of a regular printer connected to said personal conputer. The personal
conputer is ebtemerted, ofi whihh anfewnate mehhlbhedthte§e§ﬁ91g§ 25 Post al

Servi ce. ern ost a a can thus-be bou ht
at the Unlted££?&%€% Pog & i@%ﬁgﬁgg ﬁﬁganaﬁﬁlﬂ €g?u558f the watuer .
sttage séanbh¢scammﬁntd dfranéhycfeméhthﬁ L) i§ﬂ§fba£ﬁécgr9ﬁkiﬂ gﬁh &ﬁ
client and s t ed.in the P PSD is a 30 sna (0)4

can be |nser%949ﬂ%ﬁ$%§9?g grgfcﬁer@ﬁalﬁrgiﬁéE? pfieRatures Thencantengser
has i ssuéd aof:dmmnﬁncnemenﬁal ﬁégﬁbﬁétrﬁépﬁegéﬁiaﬂﬁesﬁ 1CRoRe LRS!

article, an &Q gOﬁggﬁ E 8 | oaded e printer prints a
t wo- dlnen5|ona c%ﬁ BF AP nFﬁ 9 PGEr%$1%5P?ﬂ%a$¢|ﬁté@@spostage
stamp" is demituectﬁe oneweeaopsb TR& d6ib 2RE81 on Sof 1 ﬁ&&ﬁﬂﬂfié&t‘foh” the
post al secu de%# eh In t m of E-Stanp, the electronic postage
stanp accor %% heRBUBPR %?F H° fthe tpcrementabnpegistern . any case

an |dent|f|crﬁpnﬁsenxkiaﬁuﬁh@uésﬁit @ﬂrﬁng Q£'§é§@é10§r§99fe0fsi gePost al
securlt dewgce t he frank val ue he deljver exanpl e express
' dellve & & Rsga %du?H%u%a?ét *%F%%%ristﬂ@mﬁ¢%%drmns¢

post age starqupélry a&mcwnkmmdﬂﬁer etiRéedaie tde S€ GgPaR d room
S prOV|ded E&rS%F§SIb 1o agdverti enents aThe ObjEC?g% ﬁg pre% ad

invention is L et %%%?%ﬁ?@%ﬁcﬂP%ﬁ#ﬂ%h@%ﬁmBUth be
el ectroni c poedigted Angisich N S CEDSAdrgee Adbud Nen fiééérdlsﬁ)g%oé’%iﬁﬂé.
i ng

“invention, t ore i's provided nmethod of producing and CThecking a fran
marks (29) C&@8P'sing: 20 May 2003 3a
15 In an article by J. Quittner in FOX Market Wire of 9

April 1998, "Neither bugs, nor hackers, nor Pitney Bows
will keep E-stamp from delivefing your postage"; available
on the Internet on 5 May 1998, such a system, which meets
these specifications and originates from the firm of E-

20 Stamp, is described. The system of E-Stamp also makes use
of a personal computer for printing a franking mark on a
postal article directly with the aid of a régular piinter
connected to said personal computer. The personal computer
is connected, via the Internet, with the United States

25 Postal Service. Via the Internet, “electronic postage
stamps” can thus be bought at the United States Postal
Service. The franking value of the electronic postage stamp

' is debited directly from the saﬁings balance of the related
client and stored and protected in the PSD. The PSD is a

30 small box which can be inserted at the rear of a regular
laser printer. As soon as a user has issued a command to
print -an electronic postage stamp on a postal article, an
electronic postage stamp is downloaded and the printer
prints a two-dimensional bar code, after which the value of

35 the printed “postage stamp” is debited from the total



storing a set of unique bit strings in a first nmenory (28) in a central
office (34), connected to a plurality of termnals (2); nmakin e nor e
of said unique bit strings available to at |east one of said ?@3%#%@§Q§”?2)-
receiving fromat |east one of said term-nals (2) a copy of said unique bit
strings in conbination with an identification code and storing said copy of
sai d unique bit strings in conbinati%p with said identification code in a
second nmenory (40); reading (800-804)" of a franking mark (28) after it has
been printed on a.docunent; decoding (808-810) of the franking mark (28) to
render a de’Bﬂ%ﬁiRQeﬁBlﬁbcini0Hecpdetamdsécdggegegeyﬁggge bit string;

checki ng (908-9§g)twge%geg thefdﬁcgded identification code is correct by
conparing it to data s PEE™; Rt é_E%%Rwufnﬂnﬂﬁ%ﬂQFQnib)pqsuagnﬂduamp _
(1002- 1014)29k0xding tte thesqslash Lpdtium e 61 Gl e v 2ld g Y gomaring it

. to data.stcg§§1ég%%aédnbgﬁiggﬁfnd menory (40).° I n accordan £hifhe
second aspﬁéd 0 et tiflcathan qogep ofy thed usesystam f or produci ng
and cheéki rifentf i fida tionmisddd 280 4R Hosiizig i fore stori a set of

uni que m13f¥gﬁg¥§§in fufirst nenory ZgiapnsggggﬁF aPeSFFFCe@8§4),.

. connect ed tcgta DU af T 19° orthee daldgiery typendifongesampde wapeest sai d

uni que bi t detliveysy Jay il iehded Al JRRss0 Obpsabdebe Bl (2 A
recei vi ng %ﬁ% &l |east one of said ter%fngﬁg B% ggg ﬁy%%ngﬁfd gh?que bi t
strings in (1310 H?é’tl-icorP%éﬂgear‘an&%tqaﬁ @dspogontdénaddtat aelagedatd copy of
sai d uni qu&hki sendithgVay A ooR9% 5 ahl.Ratki.on with said
identiibca%hgg %QQe in a“%g@%%d menory (i0?¥8?g§g§n508888§§62ieof a
f ranki ng nark.f feﬂFP@F°it has been printed on a docunent; decoding

(808-810) of the frhakbbgestr ke( 2fd bgeggﬂgegn@eq%gg ed iQﬁptifiqation code
p ' :

and a decogggpégie%g‘gi bit string; The present i1nvention W 1 B&EO¥isieiaed

below with re tfo WSk e dty camiahardd ontly ebeatronidispéatiga of
the inventdbampsd not as a limtation thereof. In particular, the invention
has broader application than postal traffic only. :

In accordance with the first aspect of the invention,
there is provided method of producing and checking a
‘franking marks (29) comprising: |



Zo nnay Zoos 4 Fig. 1 shows an enbodi ment of a system according to the
invention, in which use is nmade of an information carrier in2pNgmoepse or
nore el ectronic postage stanps can be stored; Fig. 2a shows the steps of a
met hod for providing an 5 el ectronic postage stanp: Fig. 2b shows the steps
of a method for providing the electronic postage stanp, in which use is
made of a counter; Fig. 3a shows the ste for printing an electronic
postage stanp; io Fig. 3b shows the steps for printing an el ectronic stanp,
in which use is nade of a counter: Figs. 4a and 4b show the steps of a

met hod accor di sigotong ha SaVeofioniﬁuemhithsuséngs irede 6firatpmesongl

conput er; shows,_a_system accgr to the . invention n_15 i ch use
i s made of Egppé?s%n% nEBﬁgu?tf?cﬁi384g aPﬁﬁEﬁglgaleng6ﬁ215y58 ting
process fesrRosial az;;cles Fig. 7 shoms sone el enents for checking a

franking mark: 20 Figs. 8 up to and including 14 show flowcharts which
further illustipakénghenehetkinageppbceasd ppigng. bit péréngacevadakpble?

refers to.a £€;?%$%g| %Q 89 Sgga £X gﬁ?hgistzzzet up in the wall of a post

of fice. Sald can contruni h exchange 34, for 25 exanple

via the publicregeiched febmphongeaetwonk 6PSIAjd46erfbnmusi gayi an paths
via other networks are of course possible., In this case, use can be nade of
t he | nterf@PY Q%nﬁﬁh?c%PF@HeCthaFgﬁlﬁaRelﬁlSeﬁbFﬁaﬁﬁﬁérwﬁéPSanfor exanpl e

vi a CDRCN@deﬁfPPPManéﬁscoééCanéosgbﬁlhﬁrQhﬂalcgpghgﬁﬂsbﬂdeﬁl qbeCBARS i ses
a processor 4, which is coupled to display nmeans for comunicating with a

user. Sai8tTERe®nin Qombsnatbapr vieh aamdnmdﬁnﬁlfmhﬁéhohsC@dﬁne@téd to said

processor f n 10 diagranmatically refers to a keyboard,
W th mhic%ecoﬁgeﬁéﬁggg iIIWﬁbut data and instructions for said processor 4.

To this reading (800-804) of a franking mark (28) after it has
been printed on a document;

decoding (808-810) of the franking mark (28) to render
a decoded identification code and a decoded unique bit
string;

checking (908-910) whether the decoded identification
code is correct by comparing it to data stored in the second
memory (40),

checking (1002-1014) whether the decoded unique bit
string is valid by comparing it to data stored in said the
second memory (40).

In accordance with the second aspect of the invention,
there is provided a system for producing and checking a
franking mark (28) comprising means for:

storing a set of unique bit strings in a first memory
(28) in a central office (34), connected to a plurality of
terminals (2);

making one or more of said unique bit strings available
to at least one of said terminals (2);

receiving from at least one of said terminals (2) a
copy of said unique bit strings in combination with an

identification code and storing said copy of said unique bit



20 May 2003 5 end, said keyboard ZOis connected to said processor 4. Said
processor 4 is further connected to a Secure Access/Appli catignm £ 3
(usually called "SAM'). The SAMB is shown in Fig. 1 within termnal 2. If
so wished, SAMB nmay 5 al so be present outside termnal 2. If desired, SAM3
may even be nounted near or in exchange_ 34. In the enbodi nent shown in Fig.
1, said termnal 2 is provided with t wob nput/output units 12, 14. In said
i nput/output unit 12, a bank card or ATM card can be io inserted. The

i nput/output unit 12 is thereto provided with one or nore suitable

connect or st¢aoysshowspmiinal ican whéhbisaddhti dentd fderitden widde tive dank card
and/ or ATgkgarg 16. as ng§qns skilled in the art will know. Wth such a
bank car d°Shdl8r “RFREEar , 'the user can identify hinself and 15 effect a
PIN paynment. | reb@ngv§BDO-BaY)Saird abapehATMGC aiaehkCQRiedi RSF 1@} 6lteqidoni C
puree, the user can herewith also effect paynent actions, for exanple the’
paynent oPe8R Bréateenpe posesymestanp which is to be printed on a postal
article. 20 Sajpd .l Ut Wni t. 14,0 s ar d f pti ng an

i nformation caygfggegg{qahgcﬁlg ngge%gecﬁgsagg% .méﬁﬁh's eﬁ££k§HQFr

i nput/ out putiegedes ideatd fpratidad codeh apre a0 el s Wrliafles annect or s

whi ch can _cone into contact with the processor (not shown) on said chip
card 18, ﬁirbﬁpéons 25 skilled in the art will know. On such an information
carrier 18, ongnhar piBEene SGLEAR:GNPYINAIBES LaMSi idy Y 1Podiyent of the
invention, are stored. Such postage stanps are“then preferably stored under
pr ot ect i oKedpranmgessagsongt Heaviogsi dnteoded My arsd/zor idrlotsotd wiroy

encodi ng. .30 ' t, the ATM card/bank card is | tifunctiona
chip card?gmﬁbghgﬁx g?gghrggcaﬁoﬁeaﬁsgd Bitt5 ﬁ@h&hﬁﬁFﬁgge T hut al so
of f ers poparbiibihflaes tae dnkentdppl heat bedaden appAmRla idn Hdh a chip card
is the Chi r.of tge,hbtherlands KPN Tel ecom and Postbank. In that case,
35 said cﬁgggaiGtaﬁ tig eBdYbe the same card and said 20 May 2003 6

i nput/ out put nmeans 12 can be omitted. Alternatively, said information
carrier 18 can also be a card with, for exanple, a magnetic strip which -
itself is not provided with processor neans. Data can then be witten 5 to,
read fromand deleted fromthe nagnetic strip by said termnal 2. In that
case, electronic postage stanps can be stored under protection by encodi ng.
It is imaginable that said termnal 2 has a supply of such magnetic strip
cards and that a custoner buys one or nore of such cards. On the io
magnetic strip, one or nore of such electronic postage stanps can then be
stored. Such magnetic strip cards can be di sposable cards. Optionally, chip
cards can al so be used as disposable cards. In Fig. 1, the reference nunber
20 refers to a franking 15 machi ne. Said franking machine 20 is provided

Wi th input/output nmeans 21 for accepting said information carrier 18. Said
franking machine 20 is also provided with a processor 23, which, besides
bei ng connected to said input/output neans 21, is also connected to

wei ghi ng neans



20 25, a printer 27 and a SAM 19. Via said input/output neans 21, said
processor 23 can conmunicate with the information carrier 18:2 M*{%&@S aid
of the wei ghi ng nmeans 25, the franki ng nmachi ne 20 can deterniR i ght
of a postal article 22. 25 Wth the aid of said printer 27, the franking
machi ne 20 can subsequently print infprmation 29 on the postal article 22.
Said information 29 conprises, for exanple, humanreadable data 24 rel ated
to the mail-sendi ng organi sation 30 (or other advertising), as well as a
nar ki ng s: gn 26 Figr dxahphe @nb/embod_ﬁirhhnenag! hnayauémrra%:b@rgahgntat Eﬁ%of
t he postal ag a, st ing/sortin chiine, and a franking mark 28,
for exanpl e ?hbgﬁgi%gfn%BfgggFangﬁ?n%ﬁéﬂ%ﬁgl°Sa?ncbﬂgOQQ?tgﬁﬂcﬁaE%h%%jh@
further, poswhbtl eneodednoBé eDéetisii®@NpoSehfefl sCAPHICAR Ke28cSPad) at

| east contain a .ZO‘Bhy %003 7.uni que bit strlng, the use of which wll be
expl ai ned furtheF*8n, 28nghaHS; §bs: sFPP&t PEnacBEERoGhEor JRRPVAPEREI 8 code
identifies tbkettteonit. postagepsta@p; Who purchased the el ectronic post-age

st-anp, and/ or thg devége ﬁ‘t which the 5 franking mark is printed. If the
i dentification cbdd-i éPcBNPMEAthE EkEPEr Pht RnBielRodcEort Brovidangr the

exanpl e, be eleotfitei€osesagackesmg, M hwrdbd SAM 19 midet hat Céé@%t%xﬁ?
owner of the frapki ng .machine is responsible for possfg e frau% w t e
use of el ectroni EifosPagEheranthe sters fasnprintangoancedectronhe user,

t he nunber opostage bepkmsard 16 can be used. The bank card nunber i's after
all a unhﬂue nuntr which is coupled to the user, while a reasonabl e degree
of ~certdi‘nty canfb8-:pPBvEReys: khe sherasEeri printingnan elecsrdnbank card

16 by havi ngstinp, deRtwycH Sudle "B8! hadd B B! BoGRElsy, Further, said franking
mark 28 can conprjse information related to the termnal 2 and the franking

machi ne 20, as wel¥Sasd@nandyfb shopothe| shepevefya(meghpdr acerpding to

delivery, reghstivshtied #h'whBEh usd Cig - T, KL a al so
be printed on tggi oséal arti%le Zéuin hu&g%??eggdile %?%?glggﬁgﬁggfﬁ
postal article spacBhP¥s p| sYateR aeForddngdtpethespnyenthonadinessee.

The systism swtodeth iusdi s rad@NPf | $9Seradity] C€omgutdr 25 read in said postal
articles 22 durieg@di psich fromthe sender to the addressee. If the unique
rep

bit string direc RErpEmaticatky nghousua, serbingankrRgssafas, for
exanpl e, carpdetadhenkeitldde data read in by said device 32 can be supplied

to the exchange ﬁg. The Jjnformation which is 30 read,in by said device 32
“can be supplied Tt sal ©*RYERTGES 321 PHERRS gPFthﬁFFiﬂﬁnﬁefFaPBingnputting
t he i nfor matmaxrk;~0 a processor 36 present in said exchange 34, said

exchan 34 | i de ith i tabl e. i nput peans 44 which are connected to
sgid 96034 1's prLyl deg up to and Enclﬁdfgg 14°Show flowcharts which

further illustrate the checking process.

In Fig. 1, reference number 2 refers to a terminal,
which, for example, is set up in the wall of a post office.
Said terminal 2 can communicate with an exchange 34, for

25 example via the public switched telephone network (PSTN) 46.
Communication paths via other networks are of course.
possible. In this case, use can be made of the Internet.
Communication can also take place in other ways, for example
via CDROMs, floppy disks, etc.

30 The terminal 2 shown in Fig. 1 comprises a processor 4,
which is coupled to display means 8 for communicating with a
user. -Said terminal 2 also comprises a memory 6, which is
connected to said processor 4. Reference number 10
diagrammatically refers to a keyboard, with which a user can

35 input data and instructions for said processor 4. To this



3s processor 36. 20 May 2003 8 For inplenenting the method according to

the invention, said exchange 34 is preferably provided with ;ng ﬂﬁgpries
38, 40, 42. O course these are not required to be physicall %&

menories. They can refer to different s fields within one |arger nenory.
Fig. 2a shows a possible enbodi nent of the functioning of the term nal 2
during operation. A custoner arrives @t said termnal 2 and inserts his
bank card 16 (this shall hereinafter be used to refer to 1o both a bank/ ATM

card or any lti-f nctlo al p.card) in the correspondi ng input/output
nmeans 12. Thén%'r o%%% ofe Yp‘?%ﬂiré‘sd?- s \qopnactedhtior S2ig PRRCERsPypd . ofaid

el ectroni ¢ ppBéE@SsSE aPs t MGttt WBHNSWHEES tiod ah&edurEhe custoner can, for

exanpl e, indjcate e wi shes to purchase a franking 15 card 18 this
_termshal | C‘Efs%ﬁ}&éﬁ’)er RS M%’}u]&/e}y iy &2 oSAMYY or BaEi 8AM3

carrier 18) 1% tshéW) £ eRid ONi Gy SR QR SidES 20 190 PRl %hglih' §Ahékﬁ‘\§é( and

place in step, 202. The processor, 4 reads the nunber' of the bank card

asks the usefl¥Q l?%iel?ﬁ?q?‘%%jfd%Q#mﬂ@lPlzl‘d ddddesigesy, e SAM30masnd 206.

In step 208, e¥éh hdRAGHE o8k Sin 'ékc'har@mm known per se, whether the
custoner has identifjied hinself correctl not, an error nessage follows

in step 210. Aft&R the embodiment ghowm %Itefﬁ)inolf 38 it prexgelaedr 20 isan 2s
return to tr@r&ﬁméwlmwftw% V@/Mlﬁ! gutdndiitd A 44 23y @attrar natively, a

user, as known er se, can eﬁy en three opportuni‘ti-es to er the
correct PI N ’c"c‘i?}ét Q‘#tFé“hs‘é*?l% i deRank aand e3ecATM cange cagy bect nanner,

the program ifs&d &b Pruee sEfuty/ dutie hist a2 312 t@{éq:ert%a o%‘ld%df LARK ng

nunber. I n accordance with the invention, the frankln consi StS of a

bit string VPREIPT SQER iitaRle comaghans fingh shown orvmmhq@enbbe
strings. Thepsfigd m&t&ﬁéc@mﬁw%ué PEr) @Grd) a3 /b TR %aﬁﬁ 3% said

exchange 34. Said exchange 34 is connected to 35 several ‘termna

di stribut ed 3ERFSUHe Toiked) Idhdheamrt wid lvkpoaoo®ith such a bank
card and/or ATM card, the user can identify himself and

15 effect a PIN payment. In the event that said bank/ATM card
contains an electronic purse, the user can herewith also
effect payment actions, for example the payment of an ,
electronic postage stamp which is to be printed on a postal
article. '

20 Said input/output unit 14 is arranged for accepting an
information carrier 18, which can be a chip card. To this
end, said input/output means 14 are provided with one or
more suitable connectors which can come into contact with
the processor (not shown) on said chip card 18, as peréons

25 skilled in the art will know. On such an information carrier
18, one or more electronic postage stamps, in an embodiment
of the invention, are stored. Such postage stamps are then °
preferably stored under protection of a message
authentication code (MAC) and/or protection by encoding.

30 In an embodiment, the ATM card/bank card is a multi-
functional chip card, which inter alia can be used for
payment purposes, but also offers possibilities for other -
applications. An examp;e of such a chip card is the Chipper®
of the Netherlands KPN Telecom and Postbank. In that case,

35 said cards 16 and 18 can be the same card and said



. el ectroni

9 for exanple via the PSTN 46, nake one or nore uni que franking nunbers
avail able fromthe set of -unique franking 'nunbers to said tgbrnl%aioagz. I n
that event, a certain anmount of desired unique franking nunmbers Can be
transferred per 5 transaction fromthe nenory 38 in the exchange 34 to the
menory 6 in the termnal 2. Alternatigely,' however, each of the termnals 2
can have stored a certain supply of uRique franking nunbers in said nenory
6 beforehand, so that it is not required to establish a connection between

the termnal ;10 nd the exchange 34 each tine a transaction with a
cust oner tak&é‘pﬁ%@g%pﬂtaﬁkﬁﬁ%%i @ PReOMALE8E-bit strings can be

protected in any RitednativeByNesaid Nth fiftimad®fionNcaveibrapki Agn NATBS Sei n
the nenory 38 of the,exchange 34 caqnsists, for exanpl f bit strings of

. , e, O
128 i5 bits. anﬁasrdéé'ﬂtPhu;qg‘brﬁ’iﬁmﬁlesu@hf“&gP&FgE ptEbR rwikchi i gRLf riEski ng
humber s t hat nidte preed dedr wEltdh groH¥sorVinebnBe BAYET &sh fHerY 58 Swi L EONE-

Preferablé/ prior to step 212, the custoner 1p:ays the franking card 18 In an.
o

_ miiPreFeaghifEoms anshsaliatiec frome thedmagnehic ptkir dy. sain a
manner knowntpeminal Phatr L %‘%\éet,h%Flecit‘}oﬁ%dpQQE‘%?éaéﬂan}T{s ibé?ﬁ‘ p&gul ar
S Da a

bank card, pagrent takes place by debiting the custone ance. The
manner i n whFCRTERA ¥nperdpreotestdonvon encrddngskit| b9 imaginakle that does

not require GuAENOErMIRLANS il REpHLY 32 LhenCAIEIEAL seid, halkggard 16

conprises an electronic purse, the a can y from
the bal ance 8P9sihatpankusiomers buysy eaet osamoaesoft akeh ptards i rOrasthe The

processorp 4 hB?ﬂeEieVE@%ip,Vi&ﬁet he 5‘@’2%% ié,?ugg% ggeg@%iédg%é}gr%par ate

franking card 18 in which both the I i cat1 on code and at ed

franki ng nunBtABPE, €38t bhed ben stereshodtrBnmagaatici gentp feards orardoe and

sai d franki ngiegbsbab$eaka raisor i me e el i AALL
whi ch is cal %{I gt ed b)e/ t he SAM%%t\g‘Oh?%gyt' e?%ﬁgafagggzé%%% %[b(gmq’?ﬁet he

processor of ﬁBo_ﬁéhkeCSPdeiG. As known, 20 May 2003 10 a MAC is a
checksum of supplrhegitextl bt HEeanssdfendd Ginible rC20 Etef pgck F’a"\@faﬁﬁiﬂéhe

suppl i ed _t ext i‘E valid. Each nodification in the text (in this case t
i dent i f i'Cat i BACRLRE- aRaidh& rankimiongashiper 39 danppevidedorih A MAC can 5

only be crossnpatfuohepat wehhsa 23G0e! akB¥ptYAEChald KRNI on t %ﬂ SAM
3 and the apgggpéiagéef;gostal autzﬁori ti gg% lIj'hgﬁge%girgti on of I\/A%.}L gan t%’é
: r

storage of the-r apkiagomachdne, RkifgadEpdraevidedswithice in the .

steps 214 andrddésso® BB, senalchl, bealkieBIbBYRBCESNASSLEMAE, v dabl e for
use, the caIJc_uI atl on. of as man cost too nuch tine. Therefore, as

y MAC s may e. .
desired, thetBBPE(PUFPBE BrapECc2lmyisbalepnfranerted Q) weighing Mmeanst he
i denti f i20at.i 25, cadprintdéer 29t Red lknewm data such as date of issue, value
etc. 15 As an al S{grnati.ve for the calcul ation_of a, t he data_can al so

, C,
be stored in encdd8dSAImINRNL QMR MG30SeEli0f3dR PRECRASPE, 28hean
processor 4 pomhenbbhyeswidh aheoAwnfoimbbeohdentririégaig.on code with the

I ssued franking EHE'PFR—. e %rio eocft et%&%:e%%%n%n%le%%sprz t,e%fugdfranking
‘ machine 20 can determine the weight of a postal article 22.
25 With the aid of said printer 27, the franking machine
20 can subsequently print information 29 on the postal
article 22.
Said information 29 comprises, for example, human-
readable data 24 related to the mail-sending organisation
30 (or other advertising), as well as a marking sign 26 (for
example a bar code) enabling automatic orientation of the
postal article in a stamping/sorting machine, and a franking
mark 28, for example in the form of a two-dimensional bar
. code 28, which contains further, possibly encoded,
35 information. Said franking mark 28 shall at least contain a



20 by encoding, to the exchange 34. which stores this information in nmenory .
40 so that at a |later stage possible fraud can be checked cerEorm%)L‘),_(Qo tep
218. This will be further discussed later. If desired, a term nal’ code,
which uniquely identifies 25 the termnal 2 which issued the franking card
18, can be stored in the nenory of th? franking card 18. If desired, said
term nal code can formpart of-the cafcul ation which the MACL has suppli ed.
The term nal code, nanely, can then not be changed unnoticed either. 30
Fi g. 3a showsngqiid avgha, 1 i .Qni f frankin chine 20 in
"accordance 'tf\qthe' rret%\%ﬁﬁfég' 2%0 %ﬁﬂ"’?ﬁ%?’éﬁings gﬁgﬁﬁﬁne@a. A user

i nserts hi S%W%W%go%ar@ldsam nidengiifiiwationt poteredne 2deRtiki€af{snki ng

machi ne 20 ig&den : t b ose.. By,doing so, contact is
est abl i shed 20%%%§éil%éet‘%}e%d ?ﬁ&'f%&ﬁk?ﬁ seq, whegpyrghased pkleessor
23 of the fretRGHEPIHER HPPetage stianpsuianalfos itnauaeag@gswﬁ:grwﬁféﬂpé e
keyboards notrS{10dMY , i Ssues mmand to_sai d processor to
print an el ecx'Eronjlvi‘{(;8 &%ﬁgﬁggﬁﬁﬁ?‘a 6%3?‘&? &BFPEFE-?EEFJ-% gedm bs said
processor 2Fusladtom| the quirirtdng delviee, i BREEUBLK PNEBRSe PSRN & €G5s VEd,

ed '

step ‘3D2, sgj GRRPOT egds, ei,ther MA Cl with the relat
i dentificat ?g%qg{)é;e and E’r\%%'n aﬁ:ge%lﬁ%gr sayd gﬁ@ tdeninf fhati easeodthand t he
franki ng nurd&en mferhitnje&afrd{imglmafchaﬁesagdrégﬁgﬁgﬂglgafggjgosﬁbf esent,

i ng . W a

the term nalg,Gode, ' s, stored.in said fran card 1 so be
read. On the'bg%FsWi\clgAf}1 eé ruesaed-c’lfﬁe&ﬁf’&,mf‘ﬁﬁ PPERRIRgSEABPF ne 20 conpil es,

in a Ipré?iet er mi sl irmmreificaaifmrgldd@ rmf][ kh@nqsggp{;iﬁgt ﬁ%g§ 8P Lhgypostal
article 22, i s end, .saj anki ng nmachi ne , 1 n a’ nanner
known per Sg:%'hiﬁ‘gg ':%(r}gtvill-ée)cf‘lalv}vlx ?Jr? é’ﬁegpehﬁﬁgg?ﬂhv\ﬁ B nwpbepsigatter @kl 22
can be insePt 88iqye vhubettherhiichniisngouplédCces bige NiddF edipm & he post al

article 22 we [ the printer 27. 20 The situation can be such,

for exanple, th%g%lgg’éi%d%[?%ce&ggfcfgaf‘ingﬁlEaPob%mVJth’é?at Hehé resii ng

val ue is sutfi Ehenpwhervicdwsafidt bankecghtl D6 BRI b0 %iﬁrié&{ﬁﬁé- To
51

this ents saiflsBFt 4 20t ipThe %é i s weighed by the wer ghing neans whi ch
send a wei ghing signal to sai § g'processor 23. The franki ng nunber can,
for exanple, belFdwdhes a ssd fivankibggmark 28 234 SOMEYEsé ! PRES AR HGRET S

whi ch are opkyatbhoped for sfal articles up to and 1 ncluding
50 grans. Aggiagr gt )g@s&%gg?%ﬁg&gglugi %‘8‘2 ‘%’?%n%wjrﬂﬁwﬁg%hﬁ%e t4fbn afvai | abl e

per wei ght sa@nfhpetyPgpefoposbabodebivery i ysagulas) eApRERSSOr 23 can
t hus check délﬂﬁéky,“’@%bthe&Qa fﬁgf'ké ye étrs]%&ﬁrrect, and, if this is
ra a di ) .

not the case, warn the dser via a display (not The franking mark,
for exafple, isThri dkamking valber eanf aksovbedprinmsé@nsh Hé sosiea28 on the

postal artigreidle 85 Fneh L a?‘g‘gp rk conprises at |east the
20 May 2003 12 follow . ng gg‘tgg: ¥?|£”£§?ie§a e %gﬁki ng nunber, the

i dentification PBd8adA Pestadenrtindet 22 pi spaceotle I1688té@ FoPaphL. and a

franki ng megddir€s§096 ¥Whi ehel Q&H{:ééé@é the franking machine 20. Preferably
sai d data, provjded )

The system shown in Fig. 1 comprises a device 32 to
read in said postal articles 22 during dispatch from the
sender to the addressee. If the unique bit string directly
represents a franking value, the franking value, for
example, can be checked. The data read in'by said device 32
can be supplied to the exchange 34. The information which is

30 read in by said device 32 can be supplied to said exchange
34 in any prior art manner. ‘

25

For inputting the information to a processor 36 present
in said exchange 34, said exchange 34 is provided with

Suitable input means 44 which are connected to said
35 processor 36.



Swith a further MAC (MAC2), are printed in the franking mark. Such a MAC2
is calculated by SAM 19 in the franking machine 20 together whihidto3
franking card 18, which thereto nust be provided with a processoy (not
shown). Alternatively, the data can also be printed in encoded form in

whi ch case the encoding takes place Wth the aid of known cryptographic

t echni ques (possibly including the placing of a digital signature). If
desired, SAML9 may keep track of a counter which, froma certain nonent in
time ta, reflectrosd %ﬁﬁﬁnﬁ%&@hé%&hoﬁ“aﬁ:&%@ﬁiﬂ% 8 the EB@?K‘::&%h
machi ne 20 up to th?ﬁﬂgant coricerned. The content Of thi's counter t

also is part kidhg Lfaprefepabdyaprovidad Wi%hkthgeanmamasiesn

al so conpri 98, adgr ass b@f@Bﬁ§BE°Eh@EeaQQéeﬁéﬁer§891§%&d€£ {RQossi bly return
address), service information such as "regi st express delivery",
etc., and dR¥sifaldiynsererpsei menerdesonThay cannréfeproui dbfiferehta MAC
and/ or be eFdedad WithihhenaPeyee Egn? E data with the aid of known

crypt ogr aphi c technl ues. After ? rank! hg machi ne 20 has printed the
franki ng 25 mar Figh t4f Shewsala mosisdbderembodiimentanti hhenfiohtheond nzan
render -eachgffokh o] e g nunber on the franking card
18 i npossi bl e. @fgﬁﬁgﬂgglpFaggﬁiHE g8££gggbﬂThls may be done, for exanple,
by del eting theArQQ§Q%W$?&WKuNgSnambsaidntsamdnhdaﬁkang tasdrt8. his Upon

. di spatch of ah qar, r ceiver,. sajd posta
article 22 bbpﬁ EQ%H hG (Ehi% Sﬁ%l%rgg%glﬁﬁgggé %g ﬁﬁeieﬁ?rﬁefﬁﬁe#Q said
post al éﬁtléPEhZQ ﬂﬁnk/BﬁMrQaddlqrmanh (ivel i dfohctbenakrneshBR, capd)i incan

be checked i d C 5 been sufficiently
Franked - Thetoxoote8sBBhatalls Bt PbuEbht hEagl Y50t BrPedRenE Hark 2.
The neans 37°HHES8tEe| Viat tb@lmﬂeéuoranrmchgtmeksfzsl@étmmcpostal

articles whpgbtage BE egdpth @Q&t &r

subsequentlg &? to ?Mggeggﬁaﬁgg%gég ?ﬁere readk ggﬁé?ﬂ%rpFSBéssor
36 5viath Fnﬁﬁﬂmﬁéﬁnslﬂdlcébedtbabcb%swismssst@rpur¢hasen@ufradktngnklng
mar ks i1 t hgapgnpgy had al r eady
" recei ved datg fron1éé§1?gﬁﬁ?ﬁa$ﬂé%lre atgﬁge?%ﬁ ?fegraﬁﬁﬁn%§% ers

i ssued wi t hPPESEPEE tyRAt Pfi tafounat boe scarrbey Lﬂ(]withwl@@ ebeotlednic

| n°the Merory guBy he bt boeasor ke ke LERCE Bl el S s 0o
conpare the dat at FeEGPFS&SOFa4tﬁéaﬁﬁpﬁhenﬁémbe£40fatberbsnbraged|ﬂéihe

menory 42, shdhaske dRbausépred idestify J&M@@pfwa@q J@Spt%&é&ebe

checked whet her t fr ankj nunbers present 1n sald nenory wer é
mdeedq!lssu%'ae ?fgﬁﬁ ??a%&gng nunber, the identification.code, the

term nal code abd/ steph208 apkiag EB@ESQ@rC@déhEEKS bfﬁn t
any way, g%d processor 36 can de?IVG this directl g ?oﬁgﬁﬁégwﬁ%&kﬂh

MAC2 or encdtled® @t EReTReTIdERe i ?n“?ﬁ‘é‘“??é?ﬁ@ nkdeRk k himsetfssor 36 can

then furthecoxisctvBy{ OIf W€ ARTELRGE e sEWlyOr I's arities
have occurrfﬁ Tﬁggydentlflcgtlon codel&%fter@aﬁﬁﬁifﬁFLﬁglyt%% ?Pfles t he

user and/ or FTHCE Hees T 9e nbn Step 210+ u$@$@rpt¢@%$(soakéscphace by

processar Eﬁetatﬁnﬁbrmm@ re.s the
termnal s @%o#q%%(ﬂ% e wmﬂw‘gﬁ%@%jﬁ%ﬁg@ e% :I&I’ll ?%é ﬁﬂry 40.

Of course NIRRT c oS KRIVIbPRY oFRd ¢3n et dikyenehbree | n
the first phpmertwitied €6 dkids E%%“Eﬁéré@%cwaﬁﬁga | ready sent to the

termnals 2 can_then not be sent galn e secon place the data sent
fo the exchangelB43pyserehasridentifiedahimaedf in thei correctnmanmexsady

3?@2?}3%3&%?3*&#‘%@ $4 PR PECOLEBET £ 5 3 B ddeF 21 9%aR8°EK8Ys
% a franking number. In accordance with the invention, the
franking number consists of a bit string which is unique and
is selected from a set of unique bit strings.
The set of unique bit strings is stored in said memory
38 in said exchange 34. Said exchange 34 is connected to

35 several terminals 2 distributed across the country and can,




20 May 2003 14 franking nunbers issued by the termnals 2 were indeed
franki ng nunbers which were sent fromthe nenory 38. If the Eﬁﬂ@%&fﬁbﬁﬂark
28 possesses an identification code which uniquely identifiest owner of
the bank card 5 16, it is possible to inplenent the invention with |ater
payment. After all, fromthe receiveg franking marks 28 the processor 36
can then unequi vocally derive which custoners have used which franking
nunbers. This opens the possibility that the nmeans 32, for exanple, neasure

the to wei ghtroef ekhfipR@S i 20 and_i nf orm sai d processor 36 of the
wei ght toget her Wi thot heg?ér‘an %ngéﬁNaris'zgga*gn %ﬁeato’i: € HNEAYS ocessor 36

es}ta?l Lshes£§ﬁké§ginmm armhlalbﬁa? chrgm_ehem(fﬂ dﬁ.mx{ﬁuéef’lﬁ%md e
rel at ed post. cle, er.bejng dependent upon, for i
~exanpl e, t heﬁgeidé%tb :ﬁ Fﬁggpggﬁgip%%% eI’QZJ:%‘?qﬁ ?‘%é‘t('yp?e KRR p AN The
bal ance of tRE desivedruniquéefbamking nimibedehtdrebd AWradrdierd ftad gsbamount
sent or the bararactiol tah e ol Bt 1B SRS hATIR O ifheo o
mra]_nnerI knownPpeerye6 inctinenie 'nairiﬁlmh_}li Mtérxeffﬁj?féﬂgﬁh%wéﬁfnb@r,a@aﬁfﬁw of
coupl od to T B vETTRHE 2 | & diie SEPEE: eurertati SHREHE Shanime ypo
of dispatch 8raskingpostiadrarin cd®id nemdiey UR BB HHEHE NG St KRATDEY jis
LAED TR TSR B e ol o s
does then not nee [ [ f Kigvgnang lue.
In thfaorl,oh_ t Beand otlee exmhar)qlmsz‘@fe&&f dsméa&ap%?aﬂsmc%idrf%ﬂmeacards (for
exanpl e chip non-J oadahl e so cards (for exanple magnetic strip
cards). In t%%%églﬁéf ﬁ?%'ée%iﬂ']fae‘i%ht TR SI0R R ithe amguedipoteringsin
both cases: € ke pretexherbnin ainygticd enft AHhdiQst age stanp, entire
post - paynment of @ﬁ&hsg{:eﬁ%r\?&iﬁ go téaqq]g. starrBIglPand a conbi nation of

pr e- pai d angtgst-pal el ect ol %5 Hfad sBUpers din the emeryods o5
Figs. 2b an exchvande\dhandrs ffstrs ,arf ot tetamgilie e ofTipad Ry t "hod
accordi ng t%fﬁﬁ. i.ﬂy@tge@th | dcq?‘lt rnat i vef?et hod is rel at edm{so Cta]"(rel T
enbodi ment in which a uniquée fran tRFIRLMAREh i% lanoe swmber RfF yhisus
article. 5 |franuing mumbers disttortlre c@mddl Soxssuch mbe OGP OF BT e

post al articé&,%ré‘dnafﬂg;égr&h:% YN th the neans available at this time for

storing data on credit S and/Orcar ds provided with -magnetic strips, it
i s inpossible tﬁ&g@&gml@ucmﬁfogammw sz}ﬁi,umélttjtlmsfﬁcﬁﬁ&f Lﬁbﬁymeés, g
consi sting, #adidf, ) 8 Rits. This problemcan be circunvente
by providing a fran i ng ng'r?bg'rnvm ﬁtﬂ.gcgzerrc%rg[% “E"‘d’ﬁ’rﬁ’er S¢S ARGty for
E_r oVi gibﬁﬂsa 'E%gzé{dr &f %dlhﬁ Mh&n;drcbdlﬁwtmr a sr_lmqsra.im?ﬁbrplpetﬂ‘lészeg.asﬂﬁatof _

i g. . Stap S EnatesAEn i i 0. 2a. Ste shows in
an abbreviated way that a user m}tsd?b?:\gsgcﬁtcfa?zid hll%.lgl f rle@rﬁ@érﬁﬁré( iGR%%dre
manner as eRFYASRRd tdkesholags dyoddebiding he tsitomeird.s 2ank balance.

The manner in which this is done is known to those skilled

in the art and does not require further explanation here. In
25 the case that said bank card 16 comprises an electronic

purse, the amount owed can be debited directly from the

balance of said bank card 16. Péyment can also take place in
cash. '

The processor 4 then provides, via the input/output
30 means 14, a separate franking card 18 in which both the
identification code and the related franking numbers are
stored. In an embodiment, said identification code and said
franking numbers are stored with a message authentication
| code MAC1l, which is calculated by the SAM 3 of the terminal
35 2 together with the processor of the bank card 16. As known,



Step 256 corresponds with step 212 in Fig. 2a. 20 After the processor 4 has
read the franking nunber, said processor 4, in step 258, reagﬂ gter
val ue. Said processor 4 can do this, for exanple, by asking the user via
the nmonitor 8 to supply such a counter value. The magni tude of the counter
val ue. then determnines the nunber 25 qfy ti mes that the related franking
nunber -may be used. Alternatively, the counter can represent a nonetary
val ue which can be expended on el ectronic postage stanps. The user can

enter the cau val ue via the keys of.,.th board 10. st ep, 260,
sai d process‘-’o:}&% g’eﬁe?a?té%glﬁm %ﬁ lb‘fsqe§ fy' g%’“f’ﬁ@ﬁt??l@é’ﬁ nPEode of
the user, themard rl@mkcmcmbmwtséu%hampﬁneaouékeriya*rsﬁidAl Ltechatively,

sai d data can&iﬁitored in e ded fo counte val ue, ,therefore, is
t hen securelP téﬂ%‘Ubn tteret ¢ 53§a§ﬁn5 pcidentificagionoos 16

In step 262,coud Card OERS SPFarfk P @S ddIelcalsd WetBctBa. | HemAdf E4RT T on
code, the franking nunber issued and the counter value, or the encoded

data, onSt hEHakke ngreasrakculatediviths s ecrakkkay, cuhdchsisakneue any

embodi ment }%‘o%&i@'mﬂ :ﬁbéw& Mﬁé *hpf;ﬁ‘xfogfr&a&é bB8sEhY- adBhotPrbsp 264,
t he processor sends a copy of entification code, franking

nunber and C¥niISNeERON R tw-’eré‘%éalq Gteragesatdtha: Kequbrededak@nange
34. The t0 - hanger Bdn RO e ShQP B9 Eélé'esdegﬂaacken1hhehaege&gs491@nén§hus

knows hom1often the rel ated franking nunber nay be used 3b shows a
fl owchart of %@m&functlonlng of franking machine 20 for the enbodinent in

which ugg is WHQEfOEe@eEQPnfﬁénkiﬁglHuﬁEé%%zgié =l EH%H&%@Qe”?SQ'G%eZO

waits until the customer has subm a request for rlntlng an el ectronic
post age st afihe Sakrutapionrofspyiany MAGLs, may2cpatrige muchatimeen as the

-custoner hagneddted 44ided HUESthe CdR1kt2BKI BE PRER] asgrseds ei t her

MACL with identification code, franklng nunber and counter value, or said
data in encdd®dtes rfo 13 FALFHLIFION NP 4he identhficakien SPQ@eanﬁ/Qﬁep

. 354, In stepthel EiGwP 065 Sick e eks d/mtsbaé tbameaé%é in counter

value is still reater than zero. If this is not the case, the rel ated

franki ng®nunber A8 aBtahternabive Ber ke ?Q&qq%éti&ﬁh e tMASy Hbesage

follows in Hat Ith ALSEHSISPHERS. i Ehdudedr EFBemet Urns to step 352. [f
t he counter val i s_indeed greater, K than_zero, the 30 _program of the ‘

processor 23 prdc¥edSURFRET SPEPERBELON 0L e e Leyaithe, RRoSessO$ .

control s th@rﬁ!ﬂeﬁamsl 7sdriis Ut lespyedin ethd Hafenth €ita@Abnneoder ki ehl enkat ed
by said pro essor é$ |s prlnte on the ostaI t|cI 22. Said franking

mark is aga| i tBF |9€Pf°ra9£°§50639a are
printedzon eﬂﬁ@ﬂﬁ&bdiﬁqnIﬁbtﬁﬁéféiﬁﬁéﬂghfBﬂykwhich stores this ’

information in memory 40 so that at a later stage possible
fraud can be checked centrally, step 218. This will be
further discussed later.

If desired, a terminal code, which uniquely identifies

25 the terminal 2 which issued the franking card 18, can be
stored in the memory of the franklng card 18. If desired,
salid terminal code can form part of the calculation which
the MAC1 has supplied. The terminal code, namely, can then
not be changed unnoticed either.

30 Fig. 3a shows a flowchart of the functioning of
franking machine 20 in accordance with the method as
explained with reference to Fig. 2a.

A user inserts his franking card 18 in the
input/output means 21 of the franking machine 20 intended

35 for this purpose. By doing so, contact is established



20 May 2003 17 Thereafter, in step 362, the processor 23 decrenents the
counter value on the franklng card 18 in order to indicate thatpmd £l at ed
uni que franking nunber may be used once | ess, or to decrenment t e avallable
value. s O course the cal cul ation of MAC2 also takes the nodified counter
val ue into account. The actual countegr vaIue then forms part of the
franking mark 28 on the postal articlid 2 It is remarked that the

combi nati on of unique franking 1o nunber and actual counter val ue then

still entail q b g I bit strin wever then
has nore bltg ?ﬁgﬁht gengkgg%&hg Ea}? 3@ 8 &qu@gqqgﬂﬁé§1 Gﬁbehe The
current counlfeankanqemashnhenZDm Kmﬁy smagfﬂplg.hpu@ﬂ]&nﬁ (f?ﬁdexampi.Aef Wi th
subsequent| y_a ed e exc e vi a the input, nmeans
the aid of th ké?%éégébr g FRWP é %@%beeElegﬁﬁf[ﬁ(ﬁ%ﬁ@%%i %6 FALA has
t he possi bi Iprgcessohezal ngdmﬁlhheanemgt@mu{mﬁbdytay;ef @“#g & t@ryg‘galrls and
counter valu d sed on once I nce er or.na
. protect ed@bygfjﬁiﬁig E?S gﬁcﬁPBPygg't sedd W°§Gsér?€o&e3n§‘aﬁ 195t@hlished
nodi fi cati ontbatt seeh aﬁrﬂbﬁBSrQ&ﬁlbﬁ ﬁﬁtse(bb%dl bsedﬁrlafwsgﬁ;te%ﬁ 3fo§@l Ealg
processor 36 eck stQ as use e frankin
nunber fox th g3§%$ﬁ$ft%3 hERBEr © 6? n@@% owith phe nglated (hat the
enbodi ment amdemﬂiﬁgcaolghgeodabaﬁﬂﬁf&hnwﬂm@ mﬁhb%h@ Qﬂpq?“ﬁﬁgt SESF{SIP?
to Figs. ap, be us Wi t post - paymen [
i s possi bI e, f@%n?hgi% {)ﬂf’n‘éﬂ aéegr&g‘ﬁ’g “S‘i g pumbgs dn encogegy foram
t he franid ngfrandsé.Bd f?aﬁnthgsbétﬂ}] ishe Iliggrf_%fse&it% ftf}fgld‘ﬁe{]:ﬁni(?%rld c%%rego a
nunber of pr ect ed. franking C | en e fran
cards 18 canﬁ%gg%rbﬁlﬁea tﬁntﬁgg ﬁé&ﬁrﬂ@ dHdsl aldoabed to said
franki ng machéads 20, on mhlchfthe use of sald f[ankln? car? Sﬁ S <tem
permtted. 20 Nhy 00 18 A fur 0 |on sto enen e Sys,
shown in Fig. 1 fyﬁ Eﬁ% aShEnRér tﬁnﬁ eéé attl?e' i k“r?@f“&iﬂ%é“ ine 3| so
al | ocated a 20icprphleber 1nPasprbtlet‘elrfuidle‘d zda;:hh&gk:dﬂg‘ftmfl&?géﬁkamﬁd%n
be pin I n f tiLon rel ate 0. sal r.audul en u
cards 1gﬁkaﬂggﬁgkpbgﬁl c?ﬁdgg Hoﬁhair TG Z2ani8GRP é&%ﬁ
Subsequent | yend;.alslalahfﬁrﬁnkiﬁg maeha]?ed 209 tilwe af muﬂté:ﬁﬂh{d@qh elts%é klinsg
franki ng car nsferre cei ve 0
machi nes 20 @?@%%htﬁg %B Pgté& I%ﬂ&%ﬁ%ﬁ@bﬁqq¥%%lﬁ§ﬁﬁ€i carn
shown). If ebenmnaﬂmwed, so that the franking mark can be printed on
the postal article ‘22 with the aid of the printer 27.
20 The situation can be such, for example, that said
processor 23 is able to check whether the franking value is
sufficient in view of the weight of said postal article 22.
‘To this end, said postal article 22 is weighed by the.
weighing means 25, which send a weighing signal to said
25 processor 23. The franking number can, for example, belong
to a certain sub-group of all unique franking numbers which
are only allowed to be used for postal articles up to and
including 50 grams. A separate sub-group of unique franking -
numbers is then available per weight class and per type of
30 postal delivery. Said processor 23 can thus check directly
whether the franking value is correct, and, if this is not
the case, warn the user via a display (not shown).
The franking mark, for example, is printed in the form
of a two-dimensional bar code 28 on the postal article 22.
35 Preferably the franking mark comprises at least the



with fraudulently used franking card 18 wi shes to print an electronic

post age stanp, the franking nachine 20 can detect the relate qﬁygﬂ card
28 and render it invalid. This can be done either by deletingt ontents
of the i5 franking card 18 or maki ng them non-readable, or by sinply
refusing to print an electronic postaﬂf stanp. Thereby further danmages by
possible fraud can be decreased. As ah®alternative for the use of a

“ counter, ‘a franking number, which for exanple can be used by the customer

for a 20 preg éirn1ned nunber of days, can also be used. This is only
possi bl e in £R1OHABE ABke ithe Welateshdrapkinsnnumbess fhece. In that

case. the !r3akntdfadaRion 2otld ldr WheliSerdlbnbN2 kNG BUTBY ch Used

for nore than one postal article 22 I nce in that case ranking card 18

2s wWith a ceFﬁﬁmﬁnéﬁlaueaﬂﬂa@kﬁ#@nﬁumMEma@bnnbeC@d@dthchaidentﬁfé@@f|ned
or P oTRE: frbnkind Fachatle® 20 2ee3RpIPP L TP NRChD BRB AL N code

whi ch t he user o car e urres in-or use“sair d
franki ngScar Wity énfPW§hﬁ¢aMHquNﬂﬁ@hhn@rﬁoprnntemaﬁnc&he fxan&z&@'franklng

machi ne 20 nys kbesaghaggggc%qu %Qiﬁdféﬁ%ﬁnb h@ﬁﬁaﬁﬁﬁlﬁ' %9%23%@§-C ated

with said fran I ng card an aft ernati've od|
i nventi on i nharhdneugd tQQ@ﬁ@@rUmehPGh@ffaan$eng mamdadBwahichrn1nal 2

such as showBphbReEbImudt bezgrggﬁd%gx% ¥%b EEEFQQE&E Qé%t %&h al in

Figs. 1 and 5 have the sane ence nu erence nunber
52 de5|gnateéltﬁﬁnntéwséwocéﬁsoda¢h tclam BQSBObefpxﬁmﬂad iﬁhenmndaqwcmessor

5 52 isg0nnegifd BH ﬁhQEﬂ'E% %ﬂa&q¥ﬁr Laked Eﬁé@%aEthsﬁ@gjaiJ

desired, a nouse’ 6 n-one enbo e n1cropr
al so. connect @8 kDOWHpgrypuppmapma@n$ebmpnqhesh(p@msdbdqpﬁnaﬂumﬂngxﬁhh 18

(mul i - unct p9RaknaheRCar dhoian SAGHAERT YBChed Aot dabATTRddiE  ©

encodi ngs of ta to € m Cropr ocessor
to a SAM 64. t#aekn9€rgpcoua$§mrw&lqhs dbnmeateérthdm mnmnpkeim1¢1mhetE$TN

Lo a server s¥pigEtOthe MRkl SMEHA SRR LRI GRS aled-

Several server sxstens can be ~s provi PSSk
to PCs. 1&ai dnaghime 3Qsupniteothe aemendt @@ntcermsl eZhigacgatant of dthsies ver

system 70 CO«H@ﬁhﬁSx‘? 8h8A" ¥8EoPHACERIY o2 tnkO A4 )or HSM (= Host
Security Mddule = a conputeros;St n1mnf% FR% sangﬁ?mﬁktlonallty as a SAM

but with much |a9§§#—°2@1éafpadmey)frmkimgcmt2@d camalcs@mms;em

bet ween sai a er ¥ﬁﬁ§ C d%ﬁa place
with an Intg?ﬁé?égﬁo?gg%Fﬂg &)ﬁ QFS Q*%&%ﬁé¥ﬁ31ﬁyh qu of an enbodlnent
of the 25 fuﬁewﬁnu agdsess p@rmqen inforsefion sufch las Pregdsteradht i on

for rel 0gdi nedpbagk aan@v&ywtm Gerdndl RafesiaiRf apRUNtpyQ be spent on
el ectronic sja 4b rélates to the actual printing of such an

el ectronic st r‘MPh"‘éuEﬁnatB&ﬁk beq Rropd degp wikhs 2 A 2nd/er be
m cropr ocesséficbdedowithUbhel abovetmenitidned datUATh thle RIQYISE Ny

amount for one or nore ' electrqgnic postage stanps. For executing such a
request , cryptographic techniques.
After the franking machine 20 has printed the franking

25 mark on the postal article 22, said franking machine 20 can
render each following use of the used franking number on

~the franking card 18 impossible. This takes place in step
308. This may be done, for example, by deleting the related
franking number on said franking card 18.

30 Upon dispatch of the postal article 22 from a sender
to a receiver, said postal article 22 will, at a given
time, arrive in a sorting centre. There said postal article
22 will be read in with the aid of the means 32, and it
can be checked again whether said postal article 22 has

35 been sufficiently franked. The means 32 read at least the




t he user makes use of the known input nmeans, such as keyboard 58 and/ or
mouse 60. In this regard, the user first 35 inserts his bankm%%@og’n t he
i nput f out put unit 14. 20 May 2003 20 The m croprocessor 52, Vi e
mpnitor 54, thereafter asks the user to identify hinmself in a unique
manner, step 404. This can be done, f exanpl e, by the user inserting his
bank card 18 in the input/output nmeans® 14, so that the 5 microprocessor 52
can read the nunber. of said bank card 18. Subsequently the user shall have

to identify I Qb1 %R ] hg,aj f a,PIN code, in order to
make cl ear tha?ﬁﬁgﬁgshﬁgg ?gdikﬁﬁa égﬂéeﬁzokﬂggiﬁo%gagtc%f EB?dT%B
checki ng of ?Hénpﬂﬂgcwéékﬁréﬁepébhiltpbe$amlarEicasskﬁnwah1@rénpiaeiaékpr

art, on the 184kt g€l . Sal | crgprocessor 52 can. subsequently
"assune t hat ?ﬁgkﬁggﬁﬁﬁagl egﬁaﬁgéﬁgigﬁg'sigaaaﬁﬁiﬁﬁ%sﬁiﬂﬁ%Fl¥A§ﬂn¥hE°aid of

the bank car BhAussehanger 3dxamdl areTbhertakeadpiachyi thétSPodedsor 36
Alternathyely- cessor, ,52 ask the user to 15 enter the

t ' r _ ca
conbi nat i on o%abgﬁﬁnégégen FR0F Al 5?%8 BFogR8enEr3bnsEeees othenation, via
keyboard 58, imputtedhfrhnkhing slatksi gncbrekpembegalpy by the PC 50. In that

case, sai.d PC 50 ve .t hi s conbination of data securely stored. 20 In
step 406, the ni%?g%bo%§§g&Frié&ﬁggtssélQnP§BEQPP8ﬁk5ﬁghﬁ@nﬁéreaﬂYthe

exchange 34.rgteéivedcdatai firamsahe veymifia®¥pp aroegt edovecnbihesef erence to
the figs. 2 uent | he, SAM 74 of the server system 70, 25
t oget her mﬁ?ﬁﬁ$ﬁégﬁ%néﬁgéggslé?séﬁaeVéF srelffked {hﬁﬂﬁ%ﬁﬂ@% pasFedes t he
i dent i fil0at i ¥md MAELf ohetusencotibe fehakeflq namké Py WLHPEFe BlFad e
onic stanps. Alternatively, said

oy B B Ok BB Lo SR LST s cibered i 'Ehe mamob, “The
franki ng nurférbmanthe aprobesanee36 Thihus ak@sd PhB6Cedfost 89 £198ap1d EheP '
the franking AbEcs S0% 34F0 BardleedChiz EnBahouameans. 44, aAfentodi ng
step has talkiPBEgpl wethashendrpf42, MiCtkatkel @it NstdRey egoghigs of the
oo s A202 UG | £ R Ol End LR DR Fedln ¢
numbers present in said memory 42 were indeed~issued. If
the franking number, the identification code, the terminal
code and/or thg franking machine code have been tampered
y with in any way, said processbr 36 can derive this directly
20 from the MAC1 and MAC2 or encoded data included in the
franking mark. Said processor 36 can then further derive
for which terminal 2 and/or which user irregularities have
occurred. The identification code, after all, uniquely
identifies the user and/or the SAM 3 in the terminal 2.
25 - A further check takes place by processor 36
maintaining which unigue franking numbers were sent to the
terminals 2, for example by storing said franking numbers
in the memory 40. Of course said franking numbers can also
be stored in another memory. In the first place, said
30 franking numbers which were already~sent to the terminals 2
can then not be sent again. In the second place, the déta
sent to the exchange 34 by the terminals 2 can then, in a
first round, already be compared to the issued franking

numbers, so that it can be checked directly whether the



In step 412, the server system 70 sends a copy of either MACL, the

I dentification code, the franking nunber 5 and the bal ance, gbqﬁy?g 3
encodi ngs of the identification code, the franking nunber and't z% ance,
to the exchange 34. Said exchange 34 will again store said data in its
menory 40. After step 412, the storag4 of a bal ance on the bank 1o card 18
that can be used for electronic stanps is conpleted. Fig. 4b shows how a
user, with his bank card 18 which has thus been provided with a bal ance,

can instruct 5Q..1¢ i ot _a_f.rankj rk.on ostal artjcle. ~5
After the reF%%@éﬁggogP‘gﬁ??é %FﬁPFQdﬁYstﬁg g%ﬁmiggﬂ'% 2&36%&?’#&9\?&” t he
user has subfiranking nembess whichrwetensentffroki themmehorgt §8.952. Via
are to be processba s ERENERSE: MAEkdnRPRESTRES, 40 LERY ISR IR
post age costeodé gﬂhkxﬁmﬁﬁquggg }iaen’ssﬁb@srﬁhé%whéﬁ! ofi gng! b&bi(le dahﬁ:th t hi) S
step i s automte th _the, a an_aut onptj ¢ wei ghi ng devi nQt shown),
connecte% to aiﬂtg%§55?sﬁh?tﬁ ibﬂgfgﬂﬁggog?%rggnggaep aﬂgii i€h the
post age costpaymen®?> Rftervallal FyofletRentocdived ExanRdngNmedkerizd RGhE0.

The user has_brought hjis bank card 18 into contact again with the
input/outputp¥ﬁﬁﬁé??ﬁ-éadcﬁ%sthﬁénPPPﬁB Vﬂ?ﬂ§£de§§&|ﬁ Whigh gushomess hi s

PIN code. THeavé Qi®®aORRSSIRT £BankeAdSniiiSdrst hehi debllehisCghieon code, the 30
franki ng nunber and. t he a&;ual bal ance gf the bank card 18, step 456. The

m cr opr ocesSBPSEPLLLEE tRaE | YhenperRs d¢epfangex Rer "EREVKQ (H1® bal ance
i s suffiwi enteight tOE €RSI PEILADSHAHECTOSLS. ahd DAFork BRISAGTddbddey USer

t hen foll ows 2 2003 22 in step 460, entailing, for exanple, that the
user nust r edf o‘?g "%ﬁé b= %EetBQeFB%P b‘éﬁkhcﬁ’l‘ﬂ. ffﬁng‘tié‘ﬁ H‘G?_,k {H)?e In
M croprocessghatbZa$s) rs€is phecessoreB668stabPibRkesaaltr #RAENE i khow
cal cul at ed SAM s 64, on the ﬁost artlége 22 after the user has
t

i nserted thgxﬁ%gt © FEFtome s mpgt %Yp§$ﬁt§?n ng| the,zelpied Postal 64,
together wi tdrtitldaninéadnd 18heCatRetabesnyd8pendent bpon; Fomll data
S R R R T (N A e T
costs. As apfldispwtcive Tioe balattet bfgthe seaotdm¥hCatMiha, Leaikl Kata can
o orerred G A PLgTEF L a8 E00, B £, SRR SR .
1s step 464 dw. diisteadiof) thisposfageurse} sahhinebice cane beeveemt ust
bal ance e eRLAILE LE BIOUBL LBA' b o Rt bbb HARC VG L o
on the Bési & ;farfFieys. kdewn 4heandeb, aacommgnication link is established.
' The advantage of this alternative method is that the
issuance of franking numbers is not yet coupled to the
value which is required in view of the weight and the type
of dispatch of said poétal article 22. The unique franking
25 number is then only an identification of the postal article
22. The franking number does then not need to comprise
information felated to the frahking value.
In theory, therefore, two types of cards are possible:
. loadable cards (for example chip cards) and non—ldédable
30 cards (for example magnetic strip cards). In theory, three
different ways of payment are further possible in both
cases! entire pre-payment of each electronic postage stamp,
entire post-payment of each electronic postage stamp, and a
combination of pre-paid and post-paid electronic postage
35 stamps.



20 franking nunber is used just until the original bal ance is expended.
However, since the actual balance and the actual postage costﬁl é}gz@[hso

i ncluded in each franking mark, there is still nention of a |@

string per postal article. 25 After step 464, the programreturns ~to step
450. The paynent by the customer preferably takes place at the nonent the
custoner restores the balance on hist®ank card. This can take pl ace

el ectronically in a manner known per se. In that regard, the debiting can
agai n take place, 30 via the exchange 34, froma central bank bal ance, or

directly from teid@nkaisasnk 18bi $hdihi Sl SAIBALESSESP £hegitOPhgePyEse. It is
al so i magi nabl.e, however, to |et paynent be nade | ater, as explalined above

with refer erdPadinent s dhaarethod geqarding 4o, gharinveption: heabdl ance
| oaded in t helderhativd MevhadO0Bs 2% Gldl |t d&?%ﬂ%diﬁ&ﬂ?ﬁﬂmﬁiéﬂté'
u

anount whi ch can be expended on el ectronic stanps, but t er of tines

that the frdHKINE AFATEH NS JWmRRRE cbih NRE (ARl iatheer \pestak article.
. post ~paymentyy sdmalcddis Usec SOldigRsl b OsHRlINe il 1 00613k AGLLC ©
val ue | ncluaea I

22 in advance in order to have the correct franking n the
franki ng narRost@l mutdckas, for examndieng Whkk the aneans avalbilhlédantifies

the user, mi%artinf&uﬁeya%ﬁV&aw%d VR &L fﬁa{eﬁdé.oa&&mrc&@%e bank

bal ance can be automatica Ited. Moreover, ti 10 presence of the
uni que frani@ERy idacharith Magrri¢ fsteriifon todks alpeseikle rbot storeance”
guarant ees tdilh Q3G U ES Lo £ Agd S U QLSS Ynde RGOS | t
fraud can be detected i med: at el y: IJ'E?&} S, furtﬁ%&?& r%ﬁnﬁﬁié%' tﬁg?,s}?lg%%pgéd of
or togetifer fR¥ HXaMRke i Rht128 Riton Biis nerekkem ¢anike potrrbvnvented

i nclude an igeHddvicBidPn %rém‘%M%éﬂoﬁgﬁf%%@?ﬁﬁéww t hat case,

the owner of the PC 50 Wth SAM 64 is resp Prect paynment
of the el ectidiec post age stanps and for possible fraud carried out with

the 20 PC 50. |iziié hoGRbAPrdo 52L01 AURS"ahOoTHbL 8611 8CGERR! Gathe Program

for purchasing an el ectroni c postage stanp to authorisation ru

further enbdd r s e er 70 Lirc bspsig of aibar d2IPC Stehodb2Sanre4

can be ysed.rdgpdntiss tASrep @ 6L 2 BP0 £aNnot safely cal culate MACS. The
franking mark is thegeg‘goduced either ctcentrally in the exchange 34 or in

y
server system 76G°t&R neYs shp gapcabiprechnepvay thak somseseduste -
received franrjentg fRMHInEEIE POESE hbgam e rin NERE NBAhREr 288 BkpIEEnkRI SnON

t he postal %rti Ie,22qv)%'rth 30 the aid of printer 62. In that case, iInstead
of wor ki ng ifeh %t aﬂ%ﬁl{ﬁ 20424 thdeh 1519 el €2t roni ¢ stanps on bank card
18, one franki ngues ke 9EIcédiPEshEndst i edebpom bheneyehangg 34. In this
case, paynents qf_el ectroni c postage stanps preferably take place directly
ei t her debi t iHF&F FEhe RFeceBsfk HaramcEeadr theohrBRkANGaNIMDETi t h an

20 May 20035aid processor 4, in step 258, reads a counter value. Said
processor 4 can do this, for example, by asking the user
via the monitor 8 to supply such a counter value. The
magnitude of the counter value then determines the number

25 of times that the related franking number may be used.
Alternatively, the counter'can represent a monetary value
which can be expended on electronic postage stamps. The
user can enter the counter value via the keys of the
keyboard 10.

30 In step 260, said processor 4 generates MAC1l on the
basis_of the identification code of the user, the franking
number issued and the counter value. Alternatively, said
data can be stored in encoded form. The counter value,

therefore, is then securely stored and can not be changed
35 unnoticed.



24 el ectronic purse. To contend with possible fraud, the user nust uniquely
identify hinself, for exanple with his ATM bank nunber .and agoﬂﬁﬁggj t ed
PIN. Preferably, identification then still takes place with bank“card 18
and 5 by checking a PIN code. In the above it was descri bed how a franking
mark with a unique bit string can be ggnerated and printed on a docunent.
Clains targeted to this process were submtted on 20 Novenber 1998 with the
Net her|l ands patent application 10 1010616, of which the priority is

cl ai med. Bel ow, o ing. W, |l _be further discuss of documents

provi ded with su]%:‘ﬂ%atp#é)ani?'ngg%‘? k?raﬁﬂsf)%’ftfc“iﬁ%ﬁ?sy ?ﬁﬁgﬂ% Mt P of the
validity thé&hgofldenst iafileatdgy ecdde t hitte r fgaTking hendidriatdfred hatd ke
docunents cg artjicles will 1 di scussed._ As nentioned

bef or e, the% g?&%erﬁsgg‘#ee’ r?o"lt Ctrté%LﬁrP%%d?‘g Cg’gapoﬁr’aﬁ: thxandeing-igagd 5
short descridtion will be given of the "BriefPost 2000" (LetterMil 2000)
system i ch evel ope the Netherlands PTT Post. This is followed.
by 20 a étljw;scri E?%oa%% %agﬁéjtrﬁ%aqlf%fh‘li fRrdetk 3ih e Rk enhedimentorting
process. BrisutRoss 20(qlaiNécdmatidve SRt Nk flirdtde BY §fiRpsip 2000 is 25
diagrannaticarlﬁ egg{aiggg in Fig. 6 and divisible in two production
processes for tH& SR mPLr The IRFPERESHF of rPendse@ amy | 0B MATY wiich
"Briefpost fdentifllaitiRnViddd,ar@nkid Hiihdr0 ahRld \ﬁ'ﬁ% ogd2l
articles re§R§ctive%¥%130 These two cagggories are sof%e ‘ii?ﬁ&ﬁ%ﬁZ%
n- )

machi nes. |1 prERER Lo o said Hata e dor ithe esehange (3 She but

separ at¥l y exphanget Sd a@alinnGtRAEEhd ddta Sh Tkl Mhd1ds %o WS 4 S
the mail fo{cnaag ﬁortl qgﬁcen res: 35 2. secqnd sorting pass:. this sorts the
mai | for delivery 8 © & §®laked HFranking, aypber May he ¢igedery in a

_pofst -of f i ce- boxFikn ff;e hiowed ascmtdfmqhm.s%fl Glﬁiéﬁri‘i’ﬁiﬁtiéﬁiﬁhé hee - )
i nformation address inmge of the mail  the encoding Conputer networ
‘det er ni nes %#I%négsgl H‘Gcﬁﬁf‘&r %&t &&1‘ tILhr? enhoddmente in phighsuse Hes resieec.
avai | abl e fof & hceudtteirng said tinme the postal article is physically

present,.in the sortin hi (does not apply to the soxting nmachine for
"Bri ef tp%(";'st G 00?8) Fs‘tf%ergggr't i ?fﬁ%#&%q d‘%q'{i%l?@eqi?eirﬁﬁ Wik deheon t he

mai | in thecustomer hadesebmitted a request for printing an electronic
postage stamp. Said step corresponds to step 302 in Fig.
3a. »

| As soon as the customer has submitted this request,

20 the franking machine reads either MACl with identification
code, franking number and counter value, or said data in
encoded form, from the franking card 18. This takes place
in step 354.

In step 356, the processor 23 checks whether the read-

25 in counter value is still greater than zero. If this is not
the case, the related franking number is not allowed to be
used further and an error message follows in step 358.
After step 358, the program returns to step 352.

If the counter value is indeed greater than zero, the

30 program of the processor 23 proceeds with step 360. In step
360, said processor 23 controls the printer 27 in such a
manner that the franking mark calculated by said processor
23 is printed on the postal article 22. Said franking mark
is again preferably provided with MAC2. Alternatively, all

35 data are printed in encoded form in the franking mark.



o 1. sorting index (SIX): this index is placed for "Briefpost Klein" upon
successful "encoding"; in the first sorting pass, the sorting?hﬂ& t|on
i s established herewith, for exanple as a bar code on the nmai

second sorting pass, this can subsequently be read reliably; 15 2.
identification index (I1X): this is placed for "Briefpost Goot", or if the
encading for "Briefpost Klein" was ndZ available on time. A sorting index
(SIX) is not printed, but a sequence number (IX) is placed. Any sorting
information is then stored in the conputer network, related 20.to this

number. For the @K@ié&ﬁtéﬁCthesEQﬁ 3§i'e€995§r63éﬁﬁor i gedferiies for al
postal articles in connection wth too Short a nechani cal delay line; for

the sorting fhefernter valuefposth Erankingicanitdfodn ondarithly if the
sorting i nf Gk |t ciRVaLL BB £ On i £y oS afay mdn the

second sorting pass, the sortlng Information is up on the ba5|s of

the identifidS8d ANGHASSES FoPL " B | e PBERENY chhe | a‘éﬁil%he]rﬂ i¥3k48 4 on i ndex
can al sosbe usedyffoblips&nendi | BA1EQYREIGH | S8NAE2 081 86 M Aed NEREOXT i N

information within a certarn tine mai | must then pass 30 through the
first sorti rxgbcbhfslse%g@@untarevalue tﬂ%@oﬂwomm@ex (KIX): this index

contains. 1o cxpl goeale BhEL:COfGuRNEnLACEbPS SpaLEDGE  cheSt of fi ce

box nunber or prepai rep or - exanpl e a bar code.
This is an|ﬁﬂﬁnkmngcmﬁnan&eoneghstBcsdabyassiQMSt%ﬁers on the mail as a

t of th ddres
Pﬁ{ergal |ﬁd2x Lsedi%y %ﬁ Pﬁé QR% gs P$§H§gg?£mﬁHs ?Fﬁﬁ% ? ﬁréhniEBB:tgr
articl ed0 VI Dunbexand &twalndeunter ugebluefbhelexatm}b entaile|acaniague
service. S [y té‘%}iﬂé“rﬁ%tiQQFQESﬁitBé{:ﬁWSth&& / Eﬁ@n%&?%&ge

process di stinguls bet'ween onl'ine and o ne enco i ne
encodi ng: tfits sthar thecresbenepfbhitacofothe n@ni@m@)rﬁmmbﬁn@fnmem I

is established Wi puaré £téanE@rtV%Fué39s5€ﬁen)331nei%|f@ﬁdeﬁg ng

this is the process ere he onl1ne encodi ng wa succ
because of #eane Ikceand subsmuent%Ypabepdeaom@hiantm%leﬁwhmqel 8A,i ndex

(1X) angds SURSGAUSHE | Ynpd£ OHBARAS @&Sf&{:ﬁt £fle thaegfagﬂéeﬁfoééségﬁgga; Eﬁe

sorti ng I nformati on IS as yet est ab second EaSS

the first sdhe MeRREY 43. aSajdt P§P§§§§°§n3§h§hﬁ%l hasrthe posadhdliky
exanpl e of ¥ el (g "Ph¥BhErWBhER EBRLPRaYESH bF fﬁﬂﬁkﬂnéon&ﬂseer gpent

I nvention. The 20 encodi ng, network consists_of an encodi ng conputer CC and
various enc&RURLteRaralue ignindeagd ESﬁﬁuPBFYCEP?EbdﬁﬁﬁcﬁbﬁBEtEP}atFﬁls

di stributes jtrfo SREOIbM L SPBEBLEEREAOKYT MALE 8RCOF aacﬁ?an§ ahdréat pi nes
the encodlm%sggégggy iflggiga&ghggicatlggrO%Stgggéanug£é£g|gan be
detected by processor 36. o
Said'processor 36 can also check whether the customer
has used the franking number for the permitted number of
times.
25 It will be clear that the embodiment acéording to
Figs. 2b and 3b, just as the embodiment according to Figs.
- 2a and 3a, can be used with pre- and post-payment.
Optionally it is possible, in the embodiment according
to Fig. 1, where use is made of the franking card 18, to
30 restrict the use of the franking card 18 to a number of
pre;sglected franking machines 20. To this end, the
franking cards 18 can be provided with those franking
machine codes, related to said franking machines 20, on

which the use of said franking card 18 is permitted.



2. first address reader PCD (Primary Coding Device): this determ nes the
~sorting information for the bulk of all mail: , 3. second’adcgoﬁ\gg %@der
SCD (Secondary Coding Qevice): 30 this attenpts to determ ne % ng
information for mail which was not encoded by the first address reader; 4.
_address retrieval system ADB (Address Database): this .attenpts as yet, in
the case of unreliable results of thd8first address reader PCD and of :
second address reader SCD, 35 to deternmine reliable sorting information;
20 May 2003 a~ 5. video encoding station VCD (Video Coding Device): here
the sorting infolnfiitheraspbioneierts nanpameet | ¥hé osyb8em eRBvAi A Mai |
6. decodi ng |t Decadi ng Device),, which is_arranged 5 for decoding the
-~ franki ng mrif:g&ZBngA r%‘é‘gﬁ &J%“W%lﬁ')l%ﬁtt €3¢ °of (the gﬁ%’f‘k’éﬁ cagdst 4Bt her
or alternatiie shoodiIodmEass anenifssihinbdn, (Pesdibreerrdig aneRdi ng
network is c$nn%%:1ed to the sorting lo machjnes., An inportant part of~the
sorting machthghtdg ocféf‘l"éiiF blsﬂscﬁﬂ:f‘ SoRe WMEN-PoinEeds t InfPrBaker Each MIU
i s arranged telataadl e csgid rﬁrddtﬂ@@ﬁzlﬁﬁfébd‘ﬂrﬁéﬁkﬂ?() RrQY¥i dgdcynt h a
canmera 100 for rrg?k'i n,w%irrages whi ch serve_as inpu (f:or t he encodi ng
conputer. 15 % % d 91 3% Grhuldapay anking nearg8.it s
segregated (Sulsseqimdoy) Sid in Runiitids, Weidted o 'Bhe CERRRUEEARLY

put up ingbins %Igf e. .each qpostal article has a uniform position o

side and frdR§hd fErigihGadits (1f. ars then ey transfesrednade of narking
20 'sign 26 ocrudperduisiad” ad itHe)rditkivimithiies 26leVahiehi SPorE PRt age
stanps or pri tedc{r,an ing value). This is preferably done with the aid of
a "Schiff-, ’iﬁr;lzae"te-, %%ﬁamu%@emmq@egﬁmb; Bf agecyatemgrand
stanpi ng nachitie)fralithlddYy hafed Mrdmdhgicatpardtiiehes Egrb%ﬁt?ﬁhg
IS,

streans fromthe rest (for exagle giro order envel opes etc.).

the FI M codék&E LG postagde tdmpeaddie fmanling anaehing| 28peasns for the

manner in wietedtheh#o dedfateie RhkGdHy Rareas i esg. »
eXanpl €, usquian be nade oaf the ima illri!'whi ch ar eéhn%%ﬁ?§£tﬁg %Eﬁg%g'loo

es
in the sortimySmSAR Mss done rﬁiﬁh%%ﬁ elatdag o reertents, of shed
" i mages, 15i a framkasictlcaaRC A® RE: WHKL NGO HMRE Hbri-Xd{ a5 PEET 88 BYP0si gig .
uses a

cont ent s . of 35f t he bar codes are retrospectively determned. This ¢
reifusing to print an electronic postage stamp. Thereby

. further damages by possible fraud can be decreased.

As an alternative for the use of a counter, a franking
number, which for example can be used by the customer for a.
20 predetermined number of days, can also be used. This is
only possible in the embodiment with which post-payment
takes place. In that case, the franking number is still
unique, put the franking number is used for more than one
postal article 22. Since in that case a franking card 18
25 with a certain unique franking number can be used for a
non-predefined number of times, it is preferable in such an
- embodiment to apply a PIN code which the user of the
franking card 18 requires in order to use said franking
card 18 on the franking machine 20. In that case, said
30 franking machine 20 must be arranged such that it can check
the PIN code associated with said franking card 18.
Fig. 5 shows an alternative embodiment of the |
invention in which use is made of a PC of a user instead of
a terminal 2 such as shown in Fig. 1.



20 May 2003 28 considerable increase of the data streans in the encoding
network, since 100% of all i mages nust be sent additionally é@hﬁggb an
encodi ng unit. Another possibility is the application of a dedic teg 5 bar
code reader which, for exanple, supplies an ASCII string as output data,
whi ch subsequently, via the encoding,petwork, can be further transported to-
a verification database system At ch'ice, such a bar code reader can be
built into the sorting machine for, exanple, but also into io the SOSMA. In
this case, the inpact on the sorting process is mninmal, and the bar codes
28 of al nost alParnes|whiclkraaset bdért beadl bd Nbgsial 1 yanans beaedeckead

herew t h. E%%E%W [0S - del i very address, or at |east the postal code '
thereof, wl e |rﬁ#%§kﬁiq?W9$%§franking mark. 15 Therefore, at the nonent
the franking nmelk Figredd, raferenst mumissses? i déspgnateé the delivery ,
addr ess al s available. This.information can fiystly be used to
speed up t ﬁrgiﬁgo?ﬁ%e%%?r oaptﬁée p‘?# n‘cféaoofié? iYREN athyff SRECERPIPEREAATOpt i cal
- Charact ér ReZdgnidommed{ddR)toin tmomitb 2% Feconst intor es2 Abd | pdyidbxeat | y

‘whet her irrggularitigs,with the delivery address (and thus perhaps with the
use of the ﬁl% b’rf d§55TRY H%n}@‘f%ﬁ(egp e‘?n%ﬁﬁ-‘ Hrent, rﬂﬁgs and

franki ng mamicrafirdsesescri desl $ef@srhedtivd HEESENREL Pdupdi fei@nHi 145t 1i ng
in the fraqﬁ&p mar k 28 can be used as _a means  for _indicating the validity
of a franki 3 3GFERDI3 RARK feREMrel ) (mudel pERet benakpart ure of the
method is tdteipesrdy. Faevealtulecng $icd o f 6r edébe tnpnPRgtERE- - Thus a
30 unlqgel%t é$r|r1 |€,,|n t hat case, on]y valid once. As nentioned,
restricti ong'q it’}‘%s( Shorde WA PRIPIIHR, dfhe, NiGEPRIREPE8CEaR2l ead

to this poican dfe depgslaterio ntsAei 6. real i sable at the current

(af fordabl e) stg@te the art (a spart card with which onl few, for

exanpl e | ess 3§ﬂ%ﬁéﬁiﬁfﬁp¥?%ﬁ§%ﬁfigﬁslﬁr%p%B§§F5@e Fgrhﬁ¥ﬁ¥9?8fvﬁﬁactical

' 2? May 2003h20 RERN, tho smlaéi%mf@yfstéﬂ\ 5’7d(haso baﬁxbmcmos@deicaltﬁsmpaﬁle&cat ibon
of a "purse. ounter.on the smart card in conbination with a unique bit

string. Sugar}'sg:retﬁ\sl SRP RS SMMSEeY- (FRYERAL | SPFRRT sevRtems cam beo,

exanpl €5i n proviidest,i crach twitth Sthed answn Womte i Ges et Bty . dghiged

'h the sor SRy e syt LS Sonected 6 thecprghanadnad, Safa™"™ " ©
server system 70 comprises a server processor 72, to which
& SAM or HSM (= Host Security Module = a computer system
with the same functionality as a SAM, but with much larger

20 capacity) 74 is connected.

The communication between said PC 50 and the server
system 70 can, for example, take place with an Internet
protocol (IP).

Fig. 4a shows a flowchart of an embodiment of the

25 functioning of the PC 50 in the context of the present
invention for reloading a bank card 18 with a certain
desired amount to be spent on electronic stamps. Fig. 4b
relates to the actual printing of such an electronic stamp
with such a bank card 18.

30 In step 402, the microprocessor 52 waits until a user
submitg a request for providing an amount for one or more
electronic postage stamps. For executing such a request,
the user makes use of the known input. means, such as
keyboard 58 and/or mouse 60. In this regard, the user first

35 inserts his bank card 18 in the inpﬁt/oqtput unit 14.



lo flowcharts for clarifying the checks. Scanning the franking mark (Fig.
8). The postal article 22 (letter) is read in by the MU with prgera
100 for establishing the address data, step 15 800. In d0|ng so ul

i mge of the front of the postal article is made. In this inage, the
(two-di mensi onal ) bar code 28 is seﬁééhed for, step 802. It is subsequently
anal ysed whet her the bar code 28 co Ins an electronic stanp in the sense
- 20 of the invention, step 804. If this is not the case, the postal article
is processed as regular mail, step 806. If an electronic stanp is present,
the bar code 28 The imierqprocesseeosd, via thatm@hlawlhffcﬁ,rmttherems

| abl
3%?{ EIIi)D ?Dec%tgg‘%ng%%ehlgge% couﬁd}q‘?i%%k@i‘?a lfhiﬁ rﬁQﬁgozrlar{é?ene?\?\or (Fig.

7), besides 4Me Pbdsaman e Skhe ffdmremmple.awm tme mmarnsmetmmnku ng

Tark cannot g RSANe SO Yo s ot RSl Y Ul g gl 1o @

separate process, step sequen ayrren eld is
val i dat e#l, §F§qup¢ce§aﬂrE§B1qan(hﬁ&dlthbfnwmbmx oh FEigl ﬁhnkkmamﬁr@ﬁof

- franki ng mar C a 2D
35 Datawhtrﬁé %% QH%Qg)fﬁlsqg%% ains d eren? |é§ #§¥i4§¥5é¥§yTi§?2003
30 units, aexample ehth dihg tald IHreat PIN ocbdehemsemnctkafr (fo ankergclemason) ,
enC|phered ryat f ar nat,iQn.,. .an on C dat a, ( The
enci phered (t gr ¥rr%t ﬁ%)nel "f&%ﬁ%”lﬁ? t‘g%%r %%gge#%rﬂ%naasrad F@é ?ﬁré]édl gital
5 si gnat ureculed:klllmg @rﬁ:ltmterﬁmg ccpdé)lpmﬁeyablyptmlgesamﬁyaces, use dkndine
dlgltal I gnat el, enerated  w t.h the_ai I vate, key of the
sender a(?ld f e%@%cg’ﬁﬁre&% %fq:t'alarh rb?a&:aenﬁn ?ﬂrghgé( Eﬁﬁ]r d F¥2% key of
PTT Post. Ap&ioncsssolxecsa tcEe sy ssapuent I eabaame that hﬁmingsénlha@ been
si gnat ure. Qn & ayne th r f of I s_validated
(step 814). ga mgaé'r Sof™ q“%a;’%‘h’%éf Y§588€ a%%% %?nl@a(fl?@
contains a numbem,offodatexamﬁﬂed.erﬁds famldeshptkcagllelmmttm4 The checking

can al 5o t s cethalIFHYY) HE Rk GLOLESE 528 S AT NarEG O\ e
f ranki ngp maﬁkltarﬂdthlee dagnyitriati it | afh arik t barg ayumiper rarechsPIN proexanpl e
smart another unique combination, via keyboard 58, after which
" this data is checked locally by the PC 50. In that case,
said PC 50 must have this combination of data sequrely’

stored.

20 In step 406, the microprocessor requests a unique
franking number at the exchange 34. This occurs in a same
way as explained above with reference to the Figs. 2a and
2b.

Subsequently the SAM 74 of the server system 70,

25 together with the bank card 18, generates a MAC, MACl on
the basis of the identification code of the user, the
related franking number and the balance that was made
available for electronic stamps. Alternatively, said server
system 70 calculates an encoding of the identification

30 code, the franking number and said balance. This takes
place in step 408.

Iﬁ step 410, the microprocessor stores, at choice,
MACl, the identification code, the franking number and said
balance on the bank card 18. If an encoding step has taken

35 place instead of a MAC calculation, the encodings of the



20 card 16/18), the issuing machine 2, 50 and the franking machine 20 (or
printer 62, if desired), and the paynent. See Fig. 9, in whi QBI\’I%’E’Z
foll owi ng steps of the validation process for the use of MACs ar Q1

(for the use of encoding or encryption, the diagramis analogous): 25, 1.
Read MACs, step 902, and check whether the read-in MACs are valid, step .
904. If this is not the case, the fradking is not valid and a separate
process, step 906, is executed. 2. If the MACS are valid, read the
identifications of 30 the issuing machine 2, 50 and franklng machi ne 22
(printer 62yidm‘e:bf968t1andcouepkthbe:flranaﬂ.ndl hymbet egusd 9iPe 98a4d 5. Read

the identifig |on of the gagae EB g gd ch ck whether this is a
pl ausi bl e od% ﬁ?ﬁ? RER 2FeESHeCRa Bt Pﬁ the steps 908-912 and is~not
.a rigid check. 35n4stkpnaliby the welrivdirt syskehh@0psgnast anyep Zbéf 20 May

2003 31 verifjed b cki th alid ew, but _issu frankin
mark is prirt¥ éﬁ ywﬁg?pogﬁg|¥g Fgﬁécé l°§t€é89&4tthf§a% r?&mﬁg§|gple

-1 ook-up isn td&ﬁdV\tI&é banauéebl brSthen@hc@atlaeassflﬂhé hedegeLRdcaEIBRY 40
pl us narklng t e ted nique bit strin avi ng been printed. 'If the

met hod of F?P ng| QumPEE, o tg?nbﬁb?%ﬂethﬁ°cBB t @¥ChRRPRes

either a nurﬂmr sﬁlal &rehihge Bhewhill lghiiRdsBBYebsaigeda®s 8nbptance, is
used, the follownngéﬁpplles t he conbi nation of unique bit string and

count er ecked. As remarked before, the conbination of bi t-
string, al thoughagsed seep QibRen thieamtwierye @lfdaCBHﬂ!hﬁE:el snaknaybasiki | |

uni que for each f Firstl th the aid of the database 40 the
val i di t }Oof 38 qugbaglFagtP?néEEQLfﬁg ESPEFHPHEB SBEPR? 481, this nust
have . been 1£b¢mpa§ﬁede the bit strlng has received a certain period of

validity, this c che Dependent .upon {he. manner f nment
(beforeyprOV|d|n€EQ ignﬁgﬂﬂsb Tor Wi lﬁrgéégsFﬁgdo Bé%%&ed

"postal arti cias bt;/hvhbebééﬁt pﬁbfmaeh mttmusbatnaneegl é&ﬁrﬂds‘ﬁ/ﬁabthﬁﬁeb?@n
provi ded 20 UL RLLE SCerhThlG FBT B WTbRHEaELhaFLFAAGS, TOU PV N
valid, tbe frankhfigels thet reakited Ig‘rddm:e iss sramted; Step WSOQUealid
35 st7ing artt o dvBEFAnuaEoRREcra0H BaP ShimilhadoarsonbeiPelon in
nmenory 40. 3Speimtingl Ayfrankiay meedne syppadsdat that such a cdnbina;ion was
be. dosi gnat ed asV RSP RSEOARA" pPRce Gl HIHhIEBr Bty P4RRG EhE | e
dat abase 40,pastadel costagmdatabeathat sirer ¢ ber peechsuadqtla bhe string:
1 o P IS LAY o At ek R BRALE Bl FEO
article) anexsuslegontantheokeybbatrde 8.t It disngmaegihabikeathat( thust er
step is automated with the aid of an automatic weighing
. device (not shown), connected to said PC 50, which weighs
the postal article, after which the postage costs are
25 automatically determined and passed on to said PC 50.
The user has brought his bank card 18 into contact
again with the input/output means 14 and has identified
himself again with the aid of his PIN code. The
microprocessor 52 reads MACl, the identification code, the
30 franking number and the actual balance of the bank card 18,
step 456.
The mlcroprocessor 52 subsequently checks, step 458,
whether the actual balance is sufficient for the desired
postage costs. If not, a message to the user then follows



20 May 2003 32 values) printed on postal articles. Note: it is also

possible to maintain only a current counter val ue centrall Zgrwa %{K@
detection of a bit string with a certain counter val ue, no J S

centrally registered counter value. 5 This will be explalned herei nafter,
Processi ng and checking on the basi s2igereof is explained on the basis of
steps 1002-1014 in the flowhart of Fig. 20, which speaks for itself -
Dependent upon the manner of payment, pre-paid or io post-paid, the use is

registered dihf etept 40, '\/Bh‘éaill.ﬂfﬁbe EGE' Qﬁéﬁ?ié”dﬁﬁsﬂtéhe ngf”ﬁ gt ions of
t he checks are al so B SSI as Wl ai ned herei na aynment in

advance (preXBEyRERL 151931ﬂnﬁ9|ﬁélbhé b@n%e¢§§ﬁn set of unique bit strings
s present on {NhenCakdpldezuned BikrahrbBEaseresniket-ASc3thd N Lhe

dat abase 40 when the card e uni que strings can each
represent a PELDREH §2|%@dPr%§tué éranking bwankedcahcudabedabyothei SAMA

counter #p (b@'aaﬁeihe|go§€ gD G2g¢chb f?'ngegaEEeaﬁ%§£ H§§ thggﬁed

counter(s), the uni strings are I nva
strings, the hﬁuPP&ta&aaﬁhéelGSZ egnstmeplrpp'eeruﬁunénbthast reggrdr,

| dgd8. ¢
total 1y per 88udedS. choBrnePOrih! AL BOLAUSAPUI 181 EDIShIARRE FAED

franking, a 25 garf 0 ance I's rabt
used up, theoBithetlbangsi efusdll dptaTwkicheakenynplodedsinsthie fxamking

that for them PQr onéogﬂg?%e Eﬁgdi?e+ﬁi£i£§£iégs%gagghghgggggggke-nethod,

Fig. 11, can 30 I npFe unt ere s sufrrci
i npl eneri0 thﬁrﬁbk%ngunumhentathens¢tﬁay bdPanGknphd. the phstagst coistgs.e

gafgtafusgl325?%&'@%%@%8995%% £82 Bgfcélgélﬁéegss&éggdlﬂﬂé 'ﬁAEkg s%ﬁd(””y
data can. be encoded The data preferably also contains a
PC~code which uniquely identifies said PC 50.
After step 462, the actual balance is decremented in
15 step 464 by subtracting the postage costs therefrcm. The
 new actual balance then represents the amount that is still
available for further electronic stamps.
It is remarked that in the embodiment which is
described on the basis of Figs. 4a, 4b and 5, a unique
20 franking number is used just until the original balance is
expended. However, since the actual balance and the actual
postage costs are also included in each franking mark,
there is still mention of a unique bit string per postal
article.
25 After step 464, the program returns‘tO‘step 450.

The payment by the customer preferably takes place at
the moment the customer restores the balance on his bank
card. This can take place electronically in a manner known
per se. In that regard, the debiting can again take place,

30 via the exchange 34, from a central bank balance) or
| directly from the bank card 18 if this comprises an
electronic purse.

It is also imaginable, however, to let paymentlbe made
later, as explained above with reference to the embodiment
35 of Fig. 1. In that regard, the balance loaded in the bank



33 maintained. Hereby it is not possible, for exanple, to detect copies
until the counter value registered in the centrally (nmenory ﬁ@%w%fﬁﬂd%tered
counter value has beconme zero. There is indeed the guarantee a
ultimately the 5 misuse will be discovered and that the total m suse cannot
be nore than the initial balance. Fundanental. If all frankings are

regi stered, i.e. for the unique 1o b#3 strings it is registered which
counter values are indeed printed on a 'postal article, then copies can be
detected. The indi'vidual counter values nust reflect that the initial

count er val Uea¥thsl bheloesiseot ureppEsentua teitpl amcsints whidloecarexpe ai ned on

t he basis of - J flo art of Fi.g. 12. The injtial
counter val u?e’%:an dé%%n%f%%%o}%d; S&%ﬁpﬁt’ew | the, “l%%’ﬁt%’? e ?Eag
sub-i nt er valthéeffrzotkindpminidser drervdekeid mambeem@ecp.ai'rh@fawm#ﬁ@ragl S |
nmust .cover ‘the 20 initia

nmust be enpt Al he unj on’ of 1 sub-interva
count er .val eo'st?_;bga‘l ctr%t(erlﬁor}er?% Ch &SRt O(?(,scﬁoiaé’e(f%'bq’e‘,’e*%h Risnpl e
Eecause 6ertpacistaff1r ?«ﬁd:}mszmliraratdv@n@% WQgﬁﬁ\teftd)fﬁﬁ@dtﬁ@rc&ﬂééﬁry, or
ecause a p . 1he ance Jis not, yet used. 25 Retrospective paynent
(post -,payrre?\t;'%én % V4 ‘bet*?%c]ﬂﬁer‘fg&é'ygbﬁl ;fralnr]l‘lﬁ‘rq Mank 284 %‘F%ﬁea%?-t
string i's " used ﬁmihkfio':)g em:d‘kd tera:ﬁd tw;n.icfm].yt ?dﬁﬂ'wﬁfiéﬁgtwamé@ﬂ OP
reasons, a | ce.can..be ma et ween e . use.,of a unique bjt strin or a
series of By}fdré% agstl}bﬁ%q'f?f‘ é'@fviené'f e gnyojse tsr?é‘% uE? Ny P T o‘l’hgﬁﬁ bi t
string, a 'deﬂl lerb;ilsrmmld;]ad Heraﬂltfcmfatﬁlﬁelﬂ{]yaldéméﬁi %réé‘ﬁ%rﬁsiﬁ]ﬁé 4 A
conventi.gna ankin ines, registers the use that is to be charged.
Tt cdl b s S ahe i R niing AIMESE g R lReRLEL SREBOR: 1
money) . dUpgrcmiec,emdi tthe f&wrfcérﬁ:i Gwl&l%ce@@dﬂt}énl@@s AnoE. d4én C%éﬁtAQ. i s
required. r_.aost - nent, for .exa . A counter is increnmented by one, -
or by the { PR ev'%a%e‘fs L F:%‘?%lﬁd.ed'rhi? ithafoskrand eaRibes
certain |i mdetiected dandewdliataflyar whi ch the previously nmentioned rel oading
of the card is r ired. At the nonen f reloadi ng, the card hol der can be
"di'schar ged" forﬁ?hies 1§ r@be’f or‘?%q?%ré‘rﬁ -t p‘r’b?%%%&,"gf ofohPgetherat
paynent 1&f twidhf @ankietbrol Sitatdan lof gher asteagd itld ArpospienEentat i on '
vari ant consi f _act. . Secr, nt | t h er_from | mum val ue,
whi ch can bg'ns%fl?rlpdléy azletltﬁép%gnléétf%(ﬁiarsg]e.oﬁhs%%ﬁgﬁ e c%ﬁﬁtg’Fg%éaﬁﬂes 0,
the bit strmaFkiedonmthath\edsel. ther ownleirniofethes®C t3® wivhtsAaMnédhes be
set 1o an el Al rhad %Y Ae MY ALt Payment of the electronic

postage stamps and for possible fraud carried out with the

20 PC 50. It is then up to said owner to subject access to the
program for purchésing an electronic postage stamp to
authorisation rules.

In a further embodiment with the aid of a PC 50, a
standard PC without SAM 64 can be used. In this case, said

25 PC 50 cannot safely calculate MACs. The franking mark is
then produced either centrally in the exchange 34 or in
server system 70, and sent to said PC 50. Said PC 50 Ehen
combines the receiyed franking mark with possible other
information and prints this on the postal article 22 with

30 the aid of printer 62. In that case, instead of working
with the storage of a balance for electronic stamps on bank
card 18, one franking mark per time is retrieved from the
exchange 34. In this case, payments of electronic postage
Stamps preferably take place directly either by debiting a

35. user’s bank balance, or from bank card 18 with an



15 sufficient for practical purposes. Sinple. If the checking of duplicates
I's not taken into consideration, then, in first instance, it ¥ y fice
to 20 maintain the nunber of frankings: see steps 1302-1308 in Frg. 13. The
option of used balance is not indicated in the figure, but works

anal ogously. Fundanental. 25 For‘che? |ng duplicates, all individual

counter values for the unique bit stfi'ng nust be maintained. In principle,
a bit map, for exanple, is the appropriate neans to this end. This is
further explained on the basis of steps 1402-1408 in Fig. 14. Because the
count er vaJLﬁkﬁQ§¥9n¥Q)Pmr@mcnBOptenteodswmhhlpessabﬂepﬁsaad,athecmseronce

oo s mb¥e Ul Cagen) SR feyi ALRSEIRDT k8. oklfoRE! WEkn WS DT | DO

bitmap can be restr i ni'ng coun S the | ast
before the dﬂﬂhﬁnuéqgnmmﬁrtamdrahaaedopéated PINLsPseﬁEBahhﬂ,the bltnap

are nodifie &gﬂﬂ Ve 5 p n_of ,enpl o g sed nge
not'include&' %&%%ﬁgﬁﬂg %égkngFﬁéffﬁagﬁg.pﬁﬁggiHxhﬁnb?PEs?aFagi nBB! the
hybri d nét hdwy ichealeing cal PINM Sogee- payment. The checking and t hereto
.related registratign,of the use s the for ntical after the
possi bility. of poﬁg- Bgﬁ HP VEs e Hafa %qddﬁﬁﬁ“ i | BeZK checki ng
iand regi st r atditdn & e ques cbi:bnStdengt can. bSl QeﬁelratgﬁBEhd| pﬁﬂhVed oA a
imted nu ngs ere, a bit e can
e used. || nqao et o lARe fargfen ot R BRL s ProreRacunrapsulriER St Py
the counter 24 INoﬁmnbesxede% wibth asetNetnemmbadsl paaénﬁ épplbaatteﬁched
Its max m4l ) th ni gue bi up her _aspects:
opti mal llgge odflracé)ln%ut e %&b ﬂlgg Eﬁij laimed Be% ﬁ‘

- processing will be further dlscussed of documents provided
with such a franking mark, and particularly on the checking
of the validity thereof. As an example in that regard, the
situation that the documents concern postal articles will

15 be discussed. As mentioned before, the documents are not
required to be postal articles.

First, a short description will be given of the
"BriefPost 2000"™ (LetterMail 2000) system, which was
developed by the Netherlands PTT Post. This is followed by

20 a description of how the franking mark can be checked in
the sorting process. '

BriefPost 2000.
Automatic sorting within BriefPost 2000 is
25 diagrammatically explained in Fig. 6 and divisible in two
production processes for the sorting of "Briefpost Klein"
(LetterMail Small) and "Briefpost Groot" (LetterMail
Large), related to small and large postal articles
respectively. ‘

30 These two categories are sorted by different ,
machines. In principle, however, both categories comprise
the same but separately implemented sorting passes:

1. first sorting pass: this sorts the mail for the sorting
_centres;

35 2. second sorting pass: this sorts the mail for delivery to



As nentioned, a postal article is held within the 20 sorting nmachine for a
certain maxi num period of time (30 seconds) in "Briefpost Kl egn\ay sz N9
the first sorting pass of BriefPost 2000, in order to obtain the 'sorting

i nformation (postal code). If present, the postal code can be derived from
‘the franking mark 28 quickly and religbly 25 (during said 30 seconds). In
the Netherlands the situation is suc hat, after the first sorting pass,
the postal articles are brought to the sorting centre of the destination,
where a secong sorting pass takes place, see also Fig. 6. There is tinme, 30
in particul atP@ofplt erddrees get fiesndehéverystinaadpestoptifsoetboy. pass,

which is longer ir Ofetsi b € 1 bl S nd second
TnPtAROFH QR 5Bl I§l, gﬁ%ﬁﬁ%@? upbh tn

'sorting passﬁnsonetines the second sorting pas prace in an other
.centre). ThisntPrBakonbtnuthe addrespuiBage of thecmaty, otbetbrceding
hecessary Ph@Sﬁﬁuterzﬂeé@%fﬁogét fmiHEsUBhHEU o?hingt{%fg gejght eflyin the
first sorting pass £5033| y wth counter value) can be placed on a

. physi cal 2datRr+2¢ipbe, (UpROBystem babsdfQueec.pbyaitablei fori bhison,
together W tdy;t§q P9sSiQ! i S S :210f ; g4 n urse,
al so take pl ace b% n%%ﬂ@?ﬁﬁ%oghgc??%%amDé??%glghégSéggggég%igiRﬁgégég an
al nost conpl ¥ etk eskr timg t machphacédoesnnett Applyhtoothei saktinent ral )

dat abase is j I t .t whini ' [ tected on
that day (2 'EaRi0 for QWEIOBRoRL  £:B00 VY BUE BHCRAG PEollpLRRRCAF

separati on ofukspquentlyrplacedsonehhe matih. iRr the forbeofigihdereported to
a checkijgg |pcadd Loy o] | t : LN read._dugj t fhList sorting
pass 1510an %ea%?fgﬁa%gf?%gg ggagéhcgh%ﬁigﬁdfg gg g%éﬁ%?a@éﬁuséﬁéegBQE#ble
for the chedidein" typen demcagsshel atenabdinglk thetheasirgvssobténgmount of

time will b degd. SHSHF: a q e nugeri cal.
for exanple%x$ﬁ§'?ﬂg%k canﬂgﬂyg¥g§%@§gggaeiglggggﬁﬁggﬁ%geQéﬁéﬁggﬂ20¥§£.
| nstead of t9XATPIR RS &2 banhecedecknctheansdltafks phaceecond sambingof

geogr aphi caldas$epa £ %Aggeﬁéa&qﬁ?g%ggg Ba8 BLiifgppocat) ons where the

second sorting pass takes ace. I T nore fcult to maintain
one central “ati@RRtEficaktoantedes, (B8tautbishis piacedeEorh8Besefpastport

of issued uutb) tost{f ot ontba1AGPELR! 28:EBERELAOKEETAR CRaYI Ao dala
carrirer or via an adequat e, net wor cofnnecti on bet en %( e C‘hECEI ng centres
and the excﬁﬁﬁéﬁ%ﬂﬂerQﬂeﬁ%m@t Ripoeiny dngexc4BEX) oisfnahkbrgnhadks on

postal arti dws Hfdeqachd® SuhberepixFoibl BladddceRhyCSofeinge 1 dentified
in the second sorting pass. :
information is then stored in the computer network, related
20 to this number. For the sorting machine for "Briefpost
- Groot", this is done for all postal articles in connection
with too short a mechanical delay line; for the sorting
machine for "Briefpost Klein", this method is used only if
~ the sorting‘infofmation is not available on time (within 30
25 sec.). In the second sorting pass, the sorting information
is looked up on the basis of the identification index. For
“Briefpost Klein", an identification index can also be used
if the encoding computer cannot determine the sorting
information within a certain time. The mail must then pass
30 through the first sorting pass again later;
3. customer index (KIX): this index contains, for example,
the péstal code and the house number, post office box
number or prepaid reply number, for example in the form of
a bar code. This is an index which can be registered by
35 customers on the mail as a part of the address:



Tn the event that the delivery address is included in the franking mark in
a protected manner, it is no |longer possible to copy the fr 9 k in a
.sinmple manner to send nmail to different delivery addresses (recefvers). 35
Furthernore, it will be clear to the expert that, 20 May 2003 37 al t hough
all processors and SAMs described up.,to here have been shown as single

bl ocks, they may be inplenented in prffactice in any other known way, i.e.,
as, for exanple, several cooperating subprocessors which, at choice, are 5
placed at some dlstance from each other and provide the desi red

functionalitk- ﬁP@F le gussiomealipdesit thilPed shpnsdptaanalpdndesased

necessary, t n i tal S anl May
2003 38 Clalgéry . t ho Ig?&bro uci Egsgnghgbng§ aEté ?gﬁkﬁﬁg%OSt%@'(ZQ)

conpri si ng: értéicd-ﬁiﬁwg”@ S&l aliensni §ad doilndewr ﬂﬁggsﬁﬁlla foirr exampisy §08)

in a centralr@rgdg% 4%Eéﬁgggpcted to a plurality of termnals (2); b,
meki ng one or nore o sald unique bit strings available to at | east one of

said tern¥nals (2)Fox. th@célmhgﬁﬁrbtn@tpams'mnmfpﬁstsei{haire'fm thés (2) a
encodlng process distinguishes between online and offllne
encoding°
1. online encoding: this is the process whereby the sorting
information of the mail is established within a certain

10 time (30 sec.); A

' 2. offline encoding: this is the process whereby, if the
online encoding was not successful because of a time
excess, the mail is provided with an identification index
(IX) and subsequently, from the associated stbred address

15 images, the sorting information is as yet established,
which, after a second pass of the first sorting pass is as
yet placed on the mail. _ )

Fig. 7 shows an example of an encoding network which
can be used in regard to the present invention. The

20, encoding network consists of an encoding computer CC and
various encoding means:

1. encoding computer CC (Coding Computer): this distributes
the encoding operations over the encoding means and -
determines the encoding strategy to be carried out per

25 postal article;

2. first address reader PCD (Primary Coding Device): this
determines the sorting information for the bulk of all
mail; | '

3. second address reader SCD (Secondary Coding Device):

30 this attempts to determine the sorting information for mail
which was not encoded by the first address reader:;

4. address retrieval system ADB (Address Database): this
.attempts as yet, in the case of unreliable results of the
first address reader PCD and of second éddress reader SCD,

35 to determine reliable sorting information;



I copy of said unique bit strings in conbination with an identification

code and storing said copy of said unique bit strings in COﬂQ%Q@%&gEP

said identification code in a second nenory (40); d. reading i?ﬂof a
franking mark (28) after it has been printed on a docunent; e. decoding
(808-810) of the franking mark (28) ?ﬁ.render a decoded identification code
and a decoded. uni que bit string; ecking (908-910) whether the decoded
identification code is correct by conparlng it to data stored in the second

menory (40) ¢ c 002-101 h he oded. uni que bit string
is valid by co %.}%n;érpﬁé%“%a?‘éafsf%ﬂm nﬁisi:ﬁ% (e cg)r?é'qﬁ%idrg’e(rﬁo) . 2.
A net hod acmedlsmgctmcﬂmfnﬁmnibmm béh ade tobenmtiinfeidC atainwia 1A & can @ hiehe
. uni que bit §%&{ %%a§3¢5 ected with the aid of a Message Authentication
-Code and/ or "By neans’ o codlng and the nethod al so conprises the step of

checki ng (9(52 eBodifng hmi\ﬂesBlageDmdemjlmmmm C@dﬁc&ndls)raﬁﬂmmodl ng.

20 May 2003 A net cordjn d |n whi ch the
f r anki ngg)ma R*c 5%15‘}9 ‘P‘g rkg %n%fn Rskd with a

t erm nal whmmhﬂmMasckxithe unlque bit string to a user. 4. A et hod

according to any of the preceding clains, in which the identification code
conpri ses a user fﬁeﬁFngﬁiFﬁﬁﬁ gB&E gHHFB?ra°Br?ﬂ¥?ﬁﬁaF£¥ﬁt?FF% t78n code,

sai d printi aganderidd I;ﬁ@ééﬂf&@oﬂ@ ﬁl@énﬂzmﬁéml ated with a printing device
whi ch printed tthfranklnﬂ according to aﬁg of the
preceding cl ai s R% GRFE 1Pﬁe“FFHﬁE#ngEnﬁPRnGGF%?|E%StB¢c§ E#BEi on of the

uni que bot siachigend An cinpdetanel pert oot the gErdiony alschoMaprd ses the
o 15N 15 <38 i H0h e U St o M S B8

arranged to read and print indexes. Each MTU is also

provided with a camera 100 for making mail images which

serve as input for the encoding computer. '

- 15 Before the mail is processed by one of the MTUs, it

is segregated (i.e. categorised in "Briefpost Klein" and

"Briefpost Groot"), put up in bins (i.e. each postal

article has a uniform position of address side and franking

designation; for this, use is preferably made of marking

20 sign 26 on the postal article) and stamped (i.e.
devaluation of postage stamps or printed franking value).
This is preferably done with the aid of a "Schift-, Opzet-,
en Stempelmachine" SOSMA (Segregate, place-on-end and
stamping machine). The SOSMA has the task of separating

25 certain bulk streams from the rest (for example giro order
envelopes etc.). For this, the FIM code is applied.

Bar code reader.
, There are several options for the manner in which the
30 bar code 28 can be read in the process.

For example, use can be made of the images which are
made by the cameras 100 in the sorting machines as input
for the encoding process; from said images, via a special
encoding unit connected to the cameras 100, the contents of

35 the bar codes are retrospectively determined. This causes a



39 nmenory (40) and checki ng whether the remaining counter value anounts to
nore than zero, and, if so, then establishing that the frankngyﬁ&és
valid, and, if not, then establishing that the franking nmark Ts rnval i d.
6. A method according to any of the clainms 1 up to and including 4, in

whi ch the franking mark-conprises a Q@ﬂbl nation of the unique bit string
and a counter value and the nethod al®o conprises the follow ng 10 steps f.
checki ng whet her said conbinati on occurs in-saidnmenmory (~'0) , and, if so,
then establishing . that the franking mark is valid, and, if not, then

est abl i shi ngc?%fd?ﬁ%’%? abReFRAPRr /f i the rlata stueams im neheoenaedinging to
any of the preegst | ' i s mhee #&S{h ' of
validity associ at eggwg%ﬁéﬁ]é???an iﬁgl ?riarﬁzg%s:s expiklr%ej' . 8. i&%&ﬁ%ﬁé?gy
accor di ng t ot®l ¢ Rneerpoding nunpdktch, if it is established that the
franking mark is | a fi [ r : Oop®t iC - nt
of an account rel éflg'gﬁfg %gs rgg'rjil%l@'%gE"%nrE é gﬁg?’iiatr%g?hog?agcorgﬁtﬁg 0 any
of the pPecetthg-edeai rgaden whighchfencertanple ngswppkies anchs6dIon a

postal arti cherihd chs & e | d ' t [ n.at 1325, a
first .arid therﬂe%tesr’ va@%%%‘gﬁd so'rt‘?‘frl\fb&geénﬁéfq%%%élﬂa’ m%htﬁéegggéé%ag and
b are executR®tWerkhecanrke fuxther ngransportechdte he verbfhaatdanobt ai ned

therefom | peiladd Systerkidg Crolie, AldPTa WheNedd SLEAS,CcaRdd are

executed in the c g centre priofr to ng 1n rting
centre. iy Hoos B sortingysacminerforodkxanplenduheaksogiato

St ngs o n ol RGO s TR, Ghe Shedey] ol (o Eind bESege
plurality ofls ardnimeal, (a)d- the nekx ngpdere 28 obralmndstsall unagliesbreams
strings avaid@ie Hahdied GRtuLfy Uars B MR Betdditn.
Sometimes the delivery address, or at least the
postal code thereof, will be. included in the franking mark.
| }5 'Therefore_, at the moment the franking mark is read, at
least an essential part of the delivery address also
becomes available. This information can firstly be used to
speed up the reading out of the printed delivery address 30
with an Optical Character Recognition (OCR) unit, and
20 secondly to esi;ablish directly whether irregularities with
the delivery address (and thus perhaps with the use of the

unique' bit string) have taken place.

Unique bit strings and franking mark.

25 As described before, the presence of a unique bit

* string in the franking mark 28 can be used as a means for

indicating the validity of a franking (or of an arbitréry
document). The point of departure of the method is the use
of a new unique bit string for each transaction. Thus a

30 unique bit string is, in that case, only valid once. As
mentioned, restrictions in the storage capacity of, inter
alia, smart cards can lead to this point of department not
being realisable at the current (affordable) state of the
art (a smart card with which only a few, for example less

35 thap 10, transactions are possible is hardly of practical



c. receiving fromat |east one of said termnals (2) a copy of said unique
. bit strings in conbination with an identification code and stZ?Még,gzmi d
copy of said unique bit strings in conbination with said identiti'cation
code in a second nenory (40); d. reading (800-804)of a franking mark (28)
after it has been printed on a docurpnt; e. decoding (808-810) of the
franking mark (28) to render .a decoded identification code and a decoded
uni que bit string; f. checking (908-910) whether the decoded identification
code is corp b LRJ £ Aka S d £ aisd 1 Y
(40): 5. “onelilig® FOTBEIBRG Fok, SRS nss bR, folndnndl LN, BEpITCaTREN
val i d by comfasd fpursel'oogacoupteregn fheaismarecasdodn sombipation 20
May 2003 40 ;L1 ordi to [ ¢ ol i.C i dentifd.£ation
" code and thgéﬁ%}éﬁgxghﬁggggﬁngqggggﬁrg%%%%gh%%ﬁﬁhgtﬁg%aggEgﬁg;q%gg%ggg

Aut hent i cat ived idoderaseveraly timess doreexampde, iandomid nagdoamwiltdy a

conpri ses f.ar ki,ng - : i cati on Code
" and/ or t%errg%crlo%&c%gy% %% A.gs?g:'?:gl%agg%r %ﬁd’l}{[%o%sgggﬂ%%i’%%g 11, in which the
franking mark conprises a terminal identification code associated with a
term nal \/\hicqltécq(rsovi ded the unique bit str~.ng to a user. 13. A system
according to any of the clains 10 up to and including 12, in which the

i dentificat iThe chécksomre restaicted-itdetthidsec ahiioh @ame parsdidylen iprinting
identificati s .Sald printi identificgati i sqci.at ed
with a pri ntt?%gc‘;%g\?r"@ R ﬁsﬁr'i %fqgg' 't h%te“{ﬂrgcn iaﬁlllgi gﬁ%%ﬁ'u%‘z{’rbg&aq:ys 6e"?ln
accordi ng t &lawrhafrtishfot! alaxif§img ttheamheaks.udi ng 13, in which the
franki ng mark conprises a conbination of the unique bit string and a
counter value, and the system al so conprises neans for: e. subtracting from
t he count er Scanndng rtdenifmandingumaak Vi#ig HKored with said unique bit

string in said MERDL \ ' p N r . Ning u r
val ue anmounts to m)ér epé%%nl z%%%éi ?lgs\g?é?ﬁeiné glg?élglnlﬂs‘ Rﬂljggtﬁ%a@rt%he
f ranki ng mamidtihs thel icdmearad 10i0f fioat esttadl isdtialg ithie regldrests-tdatd r askepg
mark is,tnvalgsd. +15 yst.em ageqrdiin 0 f Cl ad and
i ncl udi %é 1?,doi'n I\%\lhidgﬁn?h?of'rgn%%ﬁé‘ njh%%éecﬁp?ﬁh%eﬁ&%ctorﬁ %%%%é?he
un~. g~i e bi ardtclegisnthagdesount er val ue and the system al so conpri ses neans

for: 20 May 20 ﬁﬁﬁﬁ i L j i nag,Lan upg kR said
mermory (90), and?ﬁ?ﬁ%g? f eag%??%%??%ﬂ?n%§@%§ff€ﬁ£lpr%%giﬁgaﬁa?g F% val i d,

" and, if not seamshesstasi shery 80t ke ranhsenyently ianakyesd whether A
system accoraNghalrO e 20 (o tEidisMan G 1Et i briid gmﬁvdmgtﬂé, s@hse

provi ded with nmeans for checking whether_a period of validity associated
wth th30fr§ﬁk¢@g Aaentdonex sitely 804. If this is not the case, the

postal article is processed as regular mail, step 806.
| If an electronic stamp is present, the bar code 28 is
interpreted/decoded, so that the information becomes
available, step 808 (see next section). For this, a special
25 decoding unit DD (Decoding Device) could be integrated in
..{;p the encoding network (Fig. 7), besides the PCD and the SCD.
If for one reason or another the franking mark cannot
| be decoded correctly, step 810, the posﬁal article is lead
to a separate process, step 812. Subsequently, the Proof-
30 of-Payment field is validated, step 814. Step 814 is
detailed further in Fig. 9.
Decoding of franking mark (step 808).
The franking mark 28 contains, for example, a 2D
35 DataMatrix bar code. This contains different information



17. A systemaccording to Caim114, 15, or 16, which, i.f 1o it is
-established that the franking mark is valid, starts a routln

automati ¢ post-paynent of an account associated with the fra 3 nark 18.
A system according to any of the Clainms 10 up to and |nclud|ng 17, in which
.the franking mark is located on 1s a3postal article which, for the sake of -
delivery is sorted in at least a first and thereafter a second sorting
centre, and in which the syatein in the first sorting centre conprises

nmeans arrangeite; smengtwhgcht apaigiaau! BléﬁdtﬁQé 8€nghayséngeinf or mati on
obt ai ned 20 Iion1E€%d stegs a and h to a.c ecklng&centre and_the checking

centre conpr AP %kecGPFHQhPﬁédsﬁGBErE ke) dipEPERAtE0Ber ANAY i n

Lpe Soeond miogommiees S Mlotenetin rckatboiipnotys [ERCIA |
€. n n

An. AH%/ A&Hz ’1&&?@% ’Hi%uae&‘z\ RPARE. AH;aA91N“eRt§3 E957¥DEX 1g4hedql gb] X] cal ¢

a] ca] ca] sa] cwd]gr&lmiea&m] eﬁécahegbﬁekiﬁbcabeshsé] %emékgaksgksghga%caw ca

Ul caU] cal] ca U] ca ﬁ

>?GHB| wr rrhc"‘% ]"c%% c%’f% 'f%b] éépé‘é}:éaFcBFé&PcSF&’&F@&F&‘aF&&Pc&PGaFéé] &4 ca]

ca] ca] ca] caluid G P €] K@y C kcéheagkﬁabz<hﬁ&)hh@'enﬁipherlng takin

U AHAHHASS! SHBE] wr mheN cal ca] ca ca ca] ca] ca] ca&gé cakga caféa]ca]c

a] ca] ca] ca] R4aGg i) ehe ¢ ?Eﬁ}lé&?b&?éag}lb ]Le: ésp&apéai’ LER AT TS FRVAN

[111222&7y79999: t I §¥%ﬂ cau
] ca] ca] ca{ca] cal cﬁflgglﬁ]ggaﬂ%%a][t}:gaﬁ ?ﬂa cal ca] ca ?ﬁ ca %]ﬁ%@;&ﬂm&ﬂ

| KI PxP{ POX3)@enatayrepghebothe 7¢heel, BROEIRi BRYBENE) YESE[ V] c] ca] ca] ca] cal] ¢
2 oal cal ool gaidlopsabedel sabaakagteasebprbaa cal cal cal cal oal cal cal
RAa'qutzk{quggye [ V] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]calc
a] cay] ca] cam&iw@a&icm&@@fcakc@]a ﬁeU](seL- aBaa) uPCV) <?KN+. Wp6{vql ga\ W]
ca] caU] ca] ca] ca] ca] cal cal] ca] ca] ca] ca] cal] ca]ca]ca]c a]c%Jca]ca]ca]ca]ca
] ca] ca] ca] ca] ca] cale eaf contains

CEJO{ vghgh\ \émem.lﬂlﬁ?s’i]&i’d C@Aé@kﬁﬁbcéhéﬁbﬁﬁbcah‘ﬁé] %«a]ee%haal edbmakksakeal cal ca

cal ca! 0+d{

LS?%E&LﬁiLﬁ?%@ﬁ& Iﬁ&ﬁg ] Cgagg&FBaE$€§F€§]6&8]@&F@aFé&Fé&Féa]ca]ca]ca]ca

] ca] Fe,} ca} c prajtesd r&l@dﬁa%xam %akebtmabeam' ERlcyidl B §]§&x U](N((((cl:J]n>G]th |
oj e ca] cal.calcalca cal ca caj ca ca] caU] ca] cal] ca] ca
UJ] calU] ca] ca]%’:f]"]é@l%’c“l} lca] fL é’i A%g& %‘-‘5‘%}"#{‘9‘%&36}& @R 00 & (
) - 10%<& ()tﬂ@%ﬂﬂdﬁtiﬁications of the payment means (for exam le smart

0% () isSplipcssh O Letioueee LT W U0l 88, (el it -
$10%gg& () - mhwﬁﬂﬁﬁxﬂb(OGrJﬁﬁﬁn&et)Gﬁlo%foaeehreﬁn, and the payment.
See Fig. 9, in which the following steps of the validation
process for the use of MACs are shown (for the use of
encoding or encryption, the diagram is analogous) :
25 . 1. Read MACs, step 902, and check whether the read-in
MACs are valid, step 904. If this is not the case, the
franking is not valid and a separate process, step 906, is
executed.
2. If the MACs are valid, read the identifications of
30 the issuing machine 2, 50 and franking machine 22 (printer
62), step 908, and check their validity, steps 908-912.
3. Read the identification of the payment means and
check whether this is a‘plausible one. This can also be
, carried out in the steps 908-912 and is-not a rigid check.
35 : 4. Finally the validity of the payment must be



10 10s3$10%& () -. Or wB+=
10' M10% & () - ! MS109&! () - ! M510%08&! () -1 t° MB109B3& () - | f MBLO%K i b 510%0
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"10% - & () - Jglg Jﬁfﬁﬁf§%éﬁ%-£§ printed on the postal article 22, step
914. This concerns a simple look-up in the with unique bit
strings database in the seéond memory 40 plus marking the-

5 related unique bit string as having been printéd, If the
method of "unique bit string plus counter", in which the
counter defines either a number of times that the bit
string may be used or a balance, is used, the following
applies: the combination of unique bit string and counter

10 must be checked. As remarked before, the combination of bit
string, although used more often than once, and counter is
'éiways still unique for each franking. Firstly, with the
aid of the database 40 the validity of the unique bit

_ string can be determined. After all, this must have been
15  issued. If the bit string has received a certain period of
validity, this can also be checked. Dépendent upon the
manner of payment (before providing the unique bit string
or after processing of a related postal article by the post
office), it must be registered what has been provided
20 and/or printed. In the case of unigue bit sfrings not
having been provided, already having been printed before,
and/or no longer being valid, the franking is not valid.
If there is mention of a unique bit string, to which
a certain balance is related, thé combination of said bit
25 string and said balance (counter value) shall have to be
present in memory 40. Specifically it must become apparent
that such a combination was not printed on a postal article
before. Subsequently, this combination must be designated
as having been printed and no longer being valid.

30 In the database 40, the following data can be stored
for each unique bit string:

1. the date of issue and period of validity,
2. the manner of payment allowed (before the provision
thereof or after printing on a postal article) and

'35 3. combinations of the.bit string with balance (counter
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- and more fundamental implementations of the checks are also

possible, as will be explained hereinafter.

Payment in advance (pre-payment).

15 In pfinciple, a certain set of unique bit strings is
present on the card 18, which bit strings are marked as
such in the database 40 when the card 18 is sold. The
unique bit strings can each represent a certain (fixed)

. value or each be used in combination with a counter
20 (balance). In each case it holds that: after use of the
counter(s), the unique bit strings are invalid.

For the pre-paid bit strings, the initial balance is
registered (per unique bit string or totally per card 18,
i.e., per set of unique bit strings). For each franking, a

25 part of this balance is then subtracted. When the balance
is used up, the bit string is used up.

The checking process is the same as that for the
"normal" loadable cards.

In first instance, the simple method, Fig. 11, can be

30 implemented, until there is sufficient reasorn to implement

the more fundamental one, Fig. 12.

Simple.
In the most simple case, such as explained on the
35 basis of steps 1102-1108 in Fig. 11, only a total value is
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zero. There is indeed the guarantee that ultimately the
5 misuse will be discovered and that the total misuse cannot
be more than the initial balance.

Fundamental.
If all frankings are registered, i.e. for the unique

10 'bit strings it is registered which counter values are

indeed printed on a postal article, then copies can be

detected. The individual counter values must reflect that

the initial counter value has been used up consecutively.

This is further explained on the basis of steps 1202-1208
15 in the flowchart of Fig. 1l2.

The initial counter value can be considered as an
interval. Each counter value is a sub-interval thereof. Now
the intersection of each pair of sub-intervals must be
empty, and the union of all sub-intervals must cover the

20 ' initial counter value. The latter does not need to occur as
a whole, for example because certain franked postal
_articles were never offered for delivery, or because a part
of the balance is not yet used.

25 Retrospective payment (post-payment) .
Here also two methods apply. In princ1ple, a unique
bit string is "used up" for each transaction.
For technical implementation reasons, a choice can be
made between the use of a unique bit string for a series of
30 transactions to be defined. Besides the "using up" of the
bit string, a counter is applied here for the franking
which, just as in conventional franking machines, registers
the use that is to be charged.
A limit can be imposed upon the balance that can be
35 used (in time or in money). Upon exceeding this, reloading
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provided, of course, that payment of the franked object can
be guaranteed.

10 An implementation variant consists of actually

decrementing the counter from a maximum value, which can be
simply set upoh purchase. As soon as the counter reaches 0,
-the bit string becomes invalid. For unlimited use, the
limit can then be set to an extremely large value which is

15 sufficient for practical purposes.

Simple. o
If the checking of duplicates is not taken into
-consideration, then, in first instance, it will suffice to
20 maintain the number of frankings: see steps'1302-1308 in
| Fig. 13. The option of used balance .is not indicated in the
figure, but works analogously.

Fundamental.

25 For checking duplicates, all individual counter
values for the unique bit string must be maintained. In
 principle, a bit map, for example, is the appropriate means
to this end. This is further explained on the basis of
steps 1402-1408 in Fig. 14. Because the counter values are,

30 in principle, consecutive, and postal articles once franked
must be offered within a limited period, the actual size of
the bifmap can be restricted by maintaining which counter
value was the last before the commencement of the related
period. This state and the bitmap are modified daily. Here

35  too the option of employing a used balance is not included
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Only after the possibility of post-payment is

activated, will the thereto related checking and
registration come into consideration. Since in general only
10 a limited number of frankings will be relevant here, a
bitmap to measure can be used. .
In first instance, the pre-payment will be used up,
after which the counter will be used. As soon as the
counter is at 0 (or has reached its maximum limit), the
15 unique bit. string is used up.

Other aspects: optimal use of computer resources and CPU -
time.

As mentioned, a postal article is held within the

20 sorting machine for a certain maximum period of time (30
seconds) in "Briefpost Klein", during the first sorting
pass of BriefPost 2000, in order to obtain the sorting
information (postal code). If present, the postal code can
be derived from the franking mark 28 quickly and reliably

25 (during said 30 seconds).

In the Netherlands the situation is such that, after
the first sorting pass, the postal articles are brought to
the sorting centre of the destination, where a second
sorting pass takes place, see also Fig. 6. There is time,

30 in particular computer time, between the first and second
sorting pass, which is longer in proportion to the delay
between the first and second sorting pass( sometimes the
second sorting pass takes place in an other centre). This
time may be used as computer time to carry out the

35 necessary checks.
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_ database is available, together with all unique bit strings

10 detected on that day (+ counter values). In this way, the
problems of geographical separation of sorting centres is
dealt with..

Prior to being transported to a checking locatlon,
the unique bit strings read during the first sorting pass |

15 can be arranged in a sequence which is as advantageous as
possible for the check, so that during the actual check the
least possible amount of time will be needed. Such an -
advantageous sequence can .be (alpha)numerical, for example.

The check can physically take place in the exchange

20 34. Instead of that, however, the check can also take place
in a number of geographically separated locations, for
example at the locations where the second sorting pass
takes place. This makes it more difficult to maintain one
central database in exchange 34, because this requires the

25 transport of issued unique bit strings to the separated
checking centres via a data carrier or via an'adequate
network connection between the checking.centras and the
exchange 34. Note that (illegal) duplicates of franking
marks on postal articles offered to different sorting

30 centres can be identified in the second sorting pass..

In the event that the delivery address is included in
the ftanking mark in a protected manner, it is no longer
possible to copy the franking mark in a simple manner to
send mail to different delivery addresses (receivers).

35 Furthermore, it will be clear to the expert that,
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C.. receiving from at least one of said terminals (2) a
copy of said unique bit strings in combination with an
identification code and storing said copy of said

unique bit strings in combination with said

identification code in a second memory (40);

d. réading (800-804) of a franking mark (28) after it has
been printed on a documeht;

e. decoding (808-810) of the franking mark (28) to render
a decoded identification code and a decoded -unique bit
string; _ } _

£. checking (908-910) whether the decoded identification
code is correct by comparing it to data stored in the
second memory (40),

g. checking (1002-1014) whethef the decodea unique bit -
string is valid by comparing it to data stored in said

the second memory (40).

2. A method according to Claim 1, in which the
identification codé and the unique bit string are
protected with the aid of a Message Authentication
Code and/or by means of encodihg and the method also
comprises the step of checking (902-904) of the
Message Authentication Code and/or the encodipg.
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3.

A method according.to Claim 1 or 2, in which the
franking mark comprlses a terminal 1dentif1cation code
associated with a terminal which provided the unique
bit string to a user.

‘A method according to any of the preceding claims, in

which ‘the identification code comprises a user
identificétion code and/or a printing identification
code, said printing identification code being
associated with a printing device which printed the

franking mark.

A method according to any of the pfeceding claims, in
which the franking mark comprises a combination of the
unique bit string and a counter value, and the method
also comprises the following steps:

subtracting the counter value from a remaining counter
value stored with said unique bit string in said
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value amounts to more than zero, and, if so, then
establishing that the franking mark is valid, and, if
not, then establishing that the franking mark is

5 invalid.’ o

6. A method according to any of the claims 1 up to and
inciuding 4, in which the franking mark‘comprises a
combination of the uniqce bit string and a counter
value and the method also comprises the followlng

10 | steps:
| f. checking whcther said combination occurs in said-
' memory (40), and, if so, then establishing that the
franking mark is valid, and, if not, then establishing
" that the franking mark is. invalid. _
15 7. A method according to‘any of the preceding claims, in
' which also is checked whether a period of validity
associated with the franking mark has expired.

8. A method according to Claim S, 6 or 7, in which, if it
is establlshed that the franking mark is valid, a

20 routine is started for automatic post-payment of an
account related to the franking mark. ,

9. A method according to any of the preceding claims, in
which the franking mark is located on a postal article
which, for the sake of delivery is sorted in at least

25 a first and thereafter a second sorting centre, and in
which the steps a and b are executed in the first
sorting centre and the information obtained therefrom
is sent to a checking centre, after which the steps ¢
and d are executed in the checkihg centre prior to

30 sorting in the second sorting centre.
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10. A system for producing and checking a franking mark

(28) comprising means for:

a. storing a set of unique bit strings in a first memory
(28) in a central office (34), connected to a plurality
of terminals (2);

b. making one or more of said unique bit strings available
to at least one of said terminals (2);

c. receiving from at least one of said terminals (2) a
copy of said unique bit strings in combination with an
identification code and storing said copy of said

- unique bit strings in combination with said
identification code in a second memory (40);

d. reading (800-804)of a franking mark (28) after it has
been printed on a document;

e. decoding (808-810) of the franking mark (28) to render
a decoded identification code and a decoded unique bit
string;

f. checking (908-910) whether the decoded identification
code is correct by comparing it to data stored in said
the second memory (40);

g. checking (1002-1014) whether the decoded unique bit
string is valid by comparing it to data stored in said

the second memory (40).
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' Code and/or by means of encodinq, and the system also
comprises means for checking (902-%04) the Meséage
Authentication Code and/or the encoding.

12. A system according to Claim 10 or 11, in which the
franking mark comprises a terminal identification code’
associatéd with a terminal which provided.the unique
bit string to a user. |

13. A system according to any of the claims 10 up to and

~ including 12, in which the identification code
comprises a user'identification‘code and/or a printing
identification code, said printing identification code
being associated with a ﬁrinting device which printed
the franking mark.

14. A system acéording to any of the Claims 10 up to and
including 13, in which the franking mark comprises a.
combinatiqn of the unique bit string and a counter
value, and the system also comprises means for:

e. subtracting from the counter value a remaining
counter value stored with said uhique bit string in
‘said memory (40}, and checking whether the remaining
counter value amounts to more than zero, and, if so,
then establishing that the franking mark is wvalid,
and, if not, then éstablishing that -the franking mark
is invalid. '

15. A system according to any of the Claims 10 up to and
including 14, in which the franking mark comprises a
combination of the unique bit string and a counter

value and the system also comprises means for:
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checking whether said combination occurs in said
memory (40), and, if so, then establishing that the

franking mark is valid, and, if not, then establ;shing

that the franking mark is invalid.

A system -according to any of the Claims 10 up to and
1ncluding 15, also provided with means for checking
whether a period of validity associated with the
franking mark has expired.

A systsm according to Claim 14, 15, or 16, which, if
it is established that the franking mark is valid,
starts a routine for the automatic post-payment'of an
account associated with the franking mark.

A system according to any of the Claims 10 up to and
including 17, in which the franking mark is located on

~ a postal article which, for the sake of delivery is

sorted in at least a first and thereafter a second
sorting céntre, and in which the system in the first
sorting centre comprises means arranged for executing
steps a and b and for sending the information obtained
from said steps a and b to a checking centre, and the
checking centre comprises means for executing the
steps ¢ and d prior to sorting in the second sorting
centre.



