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BACKGROUND OF THE | NVENTI ON Technical Field This invention rel ates

gener al | ywoesa@edéas conmuni cations, and in 10 particul ar t@®@CdatBEn3/01910

communi cations in a Local Area Network (LAN). Specifically, the invention
is directed to nanaging wireless access to a LAN. 15 Description of the

Rel ated Art The need for personal w reless conmunications is expandi ng
rapidly wth the advances in digital conmunications and personal

communi cations  systems,, Jhe i Go6ossedd W £ l:88sndAtkAudz@ChNOl 0y and the
y

growh rate of the wr nms over € last several years
is indicative 20 of trenendous nmarket denmand for | ocation independent
comuni cation via wreless access. Many of the current wrel ess networks
architectures are rimarily designed and optim zed for voice

comuni c aPASFEOER] i THE 5’?"\5‘%/““8’6ver age. Wth the proliferation of personal
and portable conputers, and |ocal area networks, it is envisioned that
data services and applications 25 such as file server access, client-server
execution, and electronic mail wll require wireless access to the LAN
envi ronmeftSREBPbIEFHY distributed conputing. The use of wirel ess

communi cation systens to transmt data traffic utilizing nobile devices
whi ch communi cahfs Whidhtachardlat é£denaeilnpr g dsue voasurel ckANmer, @ndvide ar ea
ngguor k (YN, 085 BeeATe. A0 dasBEEad. oA Jmb! LeaiBLkiiCampe Connect ed
everyv\,her% on an offtice _Bw I ng or. business canpus, Mhich tr lates into
i ncr easedSHRGdacriVi t e TR PR StofE ecgﬁg Warensusas “for exanpl e, may use
Wi rel ess B&@¥aruni cations systens with nobile data termnals to track
inventory and repl enish stock. The transportation industry nmay use such

syst ens aﬁeéc@ﬁgﬁio%%g%ﬁa siQlage..35 facilities to keep an accurate account
of incom ng and outgoing shipnents. |In manufacturing facilities, such

sy8tens are useful for tracking parts, conpl eted products and defects.
Si nce the char &t¢ eredticrspeansdnpk ofirkkessf CoRBPRACTIRRFi S 4FRAIPERY FPFFEE ent
from thosgiof +Mei LRahéaf fhCaidibel Womelfisati@ccass pprotradotomustcafipiei ent |y

accOoMDUAL g deiS. VRS pHRAML GrANE- DUES a: S0 BN By OdntlRha JobRE -ace B

03/096626the wireless telephone systems over the last several years is indicative

20 of tremendous market demand for location independent communication via
wireless access. Many of the current wireless networks architectures are
primarily designed and optimized for voice communications and wide area
coverage. With the proliferation of personal and portable computers, and
local area networks, it is envisioned that data services and applications

25 such ag file server access, client-server execution, and electronic mail
will require wireless access to the LAN environment supporting distributed
computing. The use of wireless communication systems to transmit data
traffic utilizing mobile devices which communicate with a hardwired
netWSrk, such as a LAN or a wide area network (WAN), has become

30 widespread. A mobile worker can be connected everywhere on an office
buildin§ or business campus, which translates into increased productivity.
Retail stores and warehouses, for example, may use wireless communications
systems with mobile data terminals to track inventory and replenish stock.
The transportation industry may use such systems at large outdoor storage

35 facilities to keep an accurate account of incoming and outgoing shipments.
In manufacturing facilities, such systems are useful for tracking parts,
completed products and defects. Since the characteristics and.profile of
hdata traffic are very different from those of voice traffic, the wireless
access protocol must efficiently accommodate the very dynamic and bursty

40 nature of data traffic.



PCT/ GB03/ 01910 A typical w reless communi cations systemincludes a nunber
of fixed access points (also known as base stations) interconnected by a
cabl e neapwaioRdsten referred to as a system backbone 5 As®otiGRoagiowt h each

access point is a geographic cell. The cell is a geographic area in which
an access point has sufficient signal stxength _ to transmt data and
receive data froma nobile device such as a data termnal or tel ephone with
an acceptable error rate. Typically, access points will be positioned
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25 previous cell and register with the access point assoclated with the new

cell.

Recently a standard for wireless local area networks (WLANs) known

as the IEEE 802.11 standard has been adopted and has gained acceptance

30 among the industrial, scilentific and medical communities. The IEEE 802.11
standard for WLANs is a standard for systems that operate in the
2,400-2,483.5 MHz industrial, scientific and medical (ISM) band. The ISM
band is available worldwide and allows unlicensed operation of spread
spectrum systems. The IEEE 802.11 RF transmissions use multiple signaling

35 schemes (modulations) at different data rates to deliver a single data
packet between wireless systems. The latest IEEE 802.l1l1 wireless LAN uses
a band of frequencies near 2.4 Ghz for direct sequence spread spectrum
transmissions. Another recently adopted short-range standard has evolved
known as the Bluetooth standard (see www.bluetooth.com). The Bluetooth

40 standard is a low-cost short range wireless connection which uses much of
the same range of frequencies for its frequency-hopping spread spectrum

transmissions as the IEEE 802.11 standard. In some applications, it is



WO 03/ 096626 3 PCT/ GB03/ 01910 appropriate to use systens enpl oyi ng | EEE
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| EEE 802.W0 msiop@kess LAN technol ogy, there is a shared 5 PCAGBIBHSIION

medi um bet ween the access point and client devices. Since an access point
can only be receiving data fromone client at a tine, a given client can
nonopol i ze that channel, effectively reducing throughput available to
other clients. So, for exanple, clients that request bandw dth often, may

be granted a di sproportionate anpunt . of nd 'd 10 Thi s, pr
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by each &eF‘é?ﬁ P%ﬁ%&ﬁ the access node; dynamically maintaining a list
identifying clients that are currently ~exceeding a threshold |evel of
bandwi dt utidry patdmen nwdxerern the threshold level is determined as a
function of the nunber of clients wutilizi ng bandw dt h through the access

e, and preventing LR, 40,41 R1sD) S0 oloth oo skessP i hatel e

managing bandwidth utilization in a w1reless local area network is

provided. The wireless local area network includes a plurality of clients
that access the network through an access node over a wireless medium.

25 Bandwidth utilized by each client is monitoring through the access node,
and a list is dynamically maintained identifying clients that are
currently exceeding a threshold level of bandwidth utllization, wherein
the fhreshold level is determined as a function of the number of clients
utilizing bandwidth through the access node. Then, the transmission of a

30 clear-to-send signal in response to a request-to-send signal received from

clients on the list is prevented.

Tn an alternative embodiment, a method of managing bandwidth

utilization in a wireless local area network is provided, comprising

35 monitoring the bandwidth utilized by each client through the access node;
dynamically maintaining a list identifying clients that are currently
exceeding a threshold level of bandwidth utilization, wherein the
thréshold level is determined as a function of the number of clients
utilizing bandwidth through the access node, and preventing the

40 transmission of a clear-to-send signal in response to a request-to-send

signal received from clients on the list.
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utilizaticon in a wireless |ocal area network is provided, wherein the
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appended cl ai ¥ FhEStATEN R0 PLERTT tRERETRP I EE 0l FY2s™ R " prete red node
of Use, fRantheFthoblEGEet T inGY ARFBkRSS i-q»@rleezrea APFfomiat provided.  An

access node provides wireless connectivity between clients in the wireless
local area network. A plurality of clients access the network through the

25 access node over a wireless medium, wherein the access node monitors the
bandwidth utilized by each client through the access nocde. And, a storage
device dynamically maintains a list identifying ¢lients that are currently
exceeding a threshold level of bandwidth utilizationm, wherein the
threshold level is determined as a function of the number of clients

30 utilizing bandwidth through the access node, and wherein the access node
will not transmit a clear-to-send signal in response to a regquest-to-send

signal received from clients on the list.

35 BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention are set
forth in the appended claims. The invention itself however, as well as a
preferred mode of use, further objects and advantages thereof, will best
40 be understood by reference to the following detailed description of an
illustrative embodiment when read in conjunction with the accompanying

drawings, wherein:



40 be understood by reference to the follow ng detailed description of an
illustrative enbodi nent when read in conjunction with the acconpanyi ng

dr awi ngs,watmneiere WO 03/ 096626 PCT/ GB03/ 01910 5 5 10 Fi gwcCa/GBodppiiets a
radi o system al |l owi ng communi cati on between a plurality of renpte
stations, applications and data residing>in a conputing system and

i npl emented in accordance with a preferred enbodi nent of the present

i nvention; Figure 1A depi cts a base station and rem)te station of the radio

system in acc £ c err

i nvention; it %Pr gh%\é CF%e ra%l ggt em co n touxl&.) %ﬁ%rﬁ}%r%er%lg
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nmet hod fobmtdAgki@ebandwdidhe Lo ddtidd;zation in a wireless |ocal area
network, in accordance wth the preferred enbodi nent of the pr esent

invention; Figure 4 shows a flow diagramof a nethod for agi ng bandw dt h
utilization i nFaouger & el dl Pare stHEChoE TRPPEc Bt dancet \&%Fhratdl’!@ 20
pref er r edsesrendi ireatcofdahbe witesentrefantent éngodismd bt glieepfesshows a fl ow

di agram of ;apethod of nenaging bandwi dth utilization in a wireless |ocal
area network, in accordance with an alternative preferred enbodi ment of
the present invention. 25 DETAI LED DESCRI PTI ON OF | LLUSTRATI VE EMBODI MENT
WIOh ref er enceFHowet d SHews fiiguradio gyeFamncyaeni e PaEh ibehr eeofter gri¢éons o

FIG 1, thelentShshoMhtach®caE ranae 1AadnOa&sstemald emangremrpuai cati on 30

bet ween aer%a%éﬁéﬂtt ¥ eOfnd Spgge%tsirg,tehgp&l 10, 12, 14, and 16 and applications

and data residing in a conputing system and |an enented in accordance
with a preferred enbodi msnt of the present invention. The conputing system
typi cal |y i ncl Btsreas Whowt es £ 1 NetdieskenViah ag ere t QNP orrapkied dsadwidthor k
Cant rol | et {1MBEY i ck8in (d k]r@réwglsoioc\émcﬂe% hé’iﬁjo@‘ﬁ-l | ac&atdntdatich ScHensert ed
35 into a g%@gégrk@{%%m W Lh tr;e%ln:eﬁdm lgr 20 and keyboard 22, of a

| ocal area networ enera i ndi cat ed y reference nuneral 24,
having a plurality of attached wor kstatl ons or personal conputers (not
shown for sinpFisirey) shAlis@ dfvactiedrdm of rﬁamEm%rferma@inqrbﬁ@iwdé@ess

poi Nt's 26y@Nnd 228 oal £h vk £d1 B d LMD R ShatoeRs iHacdoddadde wanl the

20 preferred embodiment of the present invention; and

Figure 5 shows a flow diagram of a method of managing bandwidth
utilization in a wireless local area network, in accordance with an
alternative preferred embodiment of the present invention.

25
DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENT

With reference now to the figures, and in particular with reference

to FIG. 1, there is shown a local area radio system allowing communication

30 between a plurality of remote stations 10, 12, 14, and 16 and applications
and data residing in a computing system, and implemented in accordance
with a preferred embodiment of the present invention. The computing system
typically includes a Wireless Network Manager (WNM) or Wireless Network
Controller (WNC) 18, (the WNM or WNC is typically a card that is inserted

35 into a computer system) with attached monitor 20 and keyboard 22, of a
local area network (LAN), generally indicated by reference numeral 24,
having a plurality of attached workstations or personal computers (not
shown for simplicity). Also attached to the LAN are one or more access
points 26 and 28 with which the remote stations 10, 12, 14, and 16

40 communicate. These access points are augmented according to the invention
to provide certain radio system management functions which coordinate the

remote stations' access to the common radio channel. Communications
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invention to provide certain radi o system nmanagenent functions which
coor di natwotohwIsseenot e stati ons' access to the common radiPeTaBRMA0EI10
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a transcejver. , connect e uter
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contr ol s e ol ASCRLVEL: Yidvaal 6 LAS.50. oINE.q0i6r apracessal system 56

further cI ud les aels%gtem In ace 60 | Anter he transceiver
section to ef% T Celt éﬁ ' SESPTRE K r O 68 €38BPT s ySEEMIERRTUIdES a
dedi cat eoFraﬁ*F%%WﬁFo@@@%?S 62 contai ning high-resolution time interval
determ nation 35 hardware or "tiners" typical of real-tinme mcroprocessor

systens. M cr@processt £2 fo‘%.lgoémgﬁe&ng)én aJean! y:hgulsem%%e tQ REQQS Aty

st or age
g Q:%e access points of FIG. 1. The radio system includes a transceiver

adapter 36 or 44 connected to the computer 50 via the computer's bus
interface 52. The transceiver section is itself divided into an RF
transcelver 54, which may be a commercially available spread spectrum

30 transceiver, and a dedicated microprocessor system 56 which controls the
transceiver via an interface 58. The microprocessor system 56 further
includes a system interface 60 which interfaces the transceiver section to
the computer section 50. The microprocessor system includes a dedicated
microprocessor 62 containing high-resolution time interval determination

35 hardware or "timers" typical of real-time microprocessor systems.
Microprocessor 62 is connected by a memory bus 64 to program storage 66
and data storage 68 as well as to interfaces 58 and 60 providing
attachment to bus interface 52 and RF transceiver 54, respectively.
Program storage 66 is typically read only memory (ROM), while data storage

40 68 is static or dynamic random access memory (SRAM or DRAM). Packets
received or to be sent are held in data storage 68 and communicated to or

from the RF transceiver 54 via interface 58 under control of serial
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dggi nes té’&.Eyp‘%‘§'e8uten@§t%&>§£c_p%pr8£§ Spectrum Physical Layer Specification" or

any other protocol transmitting portions of packets at varying modulations
and data rates. The standard defines three physical methods as well as
two types of networking. The three different physical layer methods
include two using radio frequency and one using infrared. The two radio

30 physical layers operate in 2.4 GHz frequency range, one using frequency
hopping spread spectrum (FHSS) and the other using direct sequence spread
spectrum (DSSS). The one infrared physical layer operates using baseband
infrared. Over the alr data rates of 1 Mbps and 2 Mbps are defined in the
standard. The IEEE 802.11 standard defines two types of networking, one

35 being ad hoc networking and the other being infrastructure. An ad hoc
network is a network composed solely of stations within mutual
communication range of each other via the wireless medium. With ad hoc
retworking, the wireless clients communicate to each other without the
need for a wired network or access points. An infrastructure contains one

40 or more access points which provide wireless clients with access to the

wired network.
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In 802.11, the DSSS PHY defines both 1- and 2-Mbps peak data rates.

25 The former uses Differential Binary Phase Shift Keying (DBPSK) and the

latter uses Differential Quadrature Phase Shift Keying (DQPSK). The

standard defines the FHSS PHY to operate at 1 Mbps and allows for optional

2-Mops operation. The PHY uses 2- or 4-level Gaussian Frequency Shift

Keying (GFSK) modulation. Both DSSS and FHSS WLANs will operate in the
30 same frequency band and neither requires site licenses or permits

throughout the US, Europe, and Asia. The IEEE 802.11 standard specifies

that the WLANs operate in the 2.4-GHz band that regulatory agencies around

the world have set aside for spread spectrum usage.

35 One of ﬁhe key advantages of the RF PHYs is the ability to have a
number of distinct channels. The chamnelization allows ALAN users to
co-locate channels in the same or adjacent areas to boost aggregate
throughput or to deploy a cellular-like array of channel that support
roaming clients. In the case of DSSS, different channels simply use

40 - different frequency bands. In the case of FHSS, the hopping sequence used
differentiates one channel from the next, but all channels operate in the
same wide frequency band.
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mul tipl e WANsgelbse Qfurehanaelsy a0dn 8c&RNBEIH WA el St 2 vad ed
logical sexrver for a single WLAN cell or channel. Communications between
node A and node B actually flow from node A to the AP and then from the AP

20 to node B. An AP is necessary to perform a bridging function and connect
multiple WLAN cells or channels, and to connect WLAN cells to a wired
enterprise LAN. ’

The 802.11 standard specifies that the MAC layer handle
25 ackﬂowledgement and that the MAC layer resend lost frames resulting in
more efficient usage of the available bandwidth and quicker
acknowledgement. The 802.11 frame format relies on an interframe spacing
of 50 microsecs. The standard requires that the receiving station send an
_acknowledgement 10 microsecs after the end of each frame providing the CRC
30 check is correct. The 10 microsec limit ensures that the recelving station
can take immediate control of the airwaves rather than competing with
other nodes for medium access as would be required if it waited past the
50-microgec interframe spacing. LANs that handle acknowledgement in layers
above the MAC can’t meet the strict timing requirements and therefore
35 essentially compete for medium access and send a standard frame to convey
each acknowledgement. The MAC-layer implementation eliminates the
latencies of medium access and allows the acknowledgement to use some of
the interframe spacing time periecd in which no other activity would occur
in any case.
10
The collision avoidance scheme adopted in 802.11 requires a station

to avoid transmitting while other nodes are actively transmitting. The
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bet ween @ﬁ&@%&&% gté&is to send -4information over the LAN. If the access point
is free and not servicing another client, it will send a CTS and "freeze
out” (i.e., reject requests for bandwidth) other clients on the LAN during

20 the time duration defined in the RTS. If the access point does not
respond with a CTS, the client will continue to regsend the RTS on regular
intervals until 1t receives. a CTS. In accordance with a preferred
embodiment of the present invention, the access point places a device that
has been monopolizing a channel on a Restricted List, and regulates

25 bandwidth on the network by not returning a CTS to any client on the
Restricted List.

Figure 3 shows a flow diagram of a method for tracking bandwidth

utilization in a wireless local area network, in accordance with the

30 preferred embodiment of the present invention. The process starts at step
300 and proceeds to step 302, where the aggregate bandwidth utilization
for each active client within the local area network is calculated. 1In a
preferred embodiment, these bandwidth checks would be handled by
monitoring signals at the network ODI layer 3 and identifying bandwith

35 usage. Firmware at ODI layer 4 would track the percent of bandwidth used
across all connections on the access point and track the changes. This is
performed by tracking the IP address of each client and counting the
number of data packets sent by each client over a defined time period.
For example, in a preferred embodiment, this time periocd would be set to

40 ten minutes within which the aggregate bandwidth utilization for each
active client is measured. This time period can be set by a policy

previously defined by the system designer or user. The firmware would
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If the determination at step 304 is that the aggregate bandwidth
utilization is greater than the threshold level for a given client, the
process proceeds to step 306 where a determination isAmade whether the
client that has exceeded the threshold level is on a Restricted List. The

30 Restricted List i1s a list of client IP addresses for clients that have
aggregate bandwidth utilizations that exceed the current threshold level.
The Restricted List i1g stored in the access point and is accesged during
step 306. If a determination at step 306 is made that the threshold
exceeding client is not on.the Restricted List, the process proceeds to

35 step 308, where the threshold-exceeding client is added to the Restricted
List stored in the access point. Thereafter, the process returns to step
302 to again calculate the aggregate bandwidth utilization for each active
client. If a determination is-made at step 306 that the threshold-
exceeding client is on the Restricted List, the process returns to step

40 302.



10 Referring back to Figure 3, the process then proceeds to decision block
304, where a determ nation is made whet her the aggregate bandw dth
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Restrlcted LlSt stored in the access point is searched to determine if the
25 IP address of the client requesting bandwidth is found. If the client's
IP address is found on the Restricted List, its bandwidth utilization has
exceeded the current threshold, and the access point will not respond to
the client's RTS with a CTS. This leaves the access point accessible to
other clients who require network bandwidth and are sending an RTS. If
30 the determination at decision block 404 is that the client is not on the
Restricted List, the process proceeds to step 406, where the access point
responds to the client with a CTS and will free up the requested channel
for the client. Upon expiration of the time duration requested in the
RTS, the process returns to decision block 402, where the access point

35 awaits receipt of a new RTS.

Over time, since the Restricted List is dymamically updated, the
bandwidth utilization of the restricted client will eventually fall below
the threshold because the client will continually be denied additional

40 bandwidth. Once the client's bandwidth utilization drops below the
threshold, its IP address is removed from the Restricted List, and,

thereafter, its received RTS at step 402 will be serviced at step 406



again calculated. if the particular client was on the Restricted List, but
is determned at step 304 to no |l onger be exceeding the threshold 10 | evel
for its agoroagedees bandwi dth utilization, the process proc@®€usGRe/0190ep 312,
where the client is renoved fromthe Restricted List. Thereafter, the
process returns to step 302. Referring mdw to Figure 4, there is shown a

fl ow diagramof a nethod 15 for managi ng bandwi dth utilization in a

wi rel ess | ocal area network, in accordance with the preferred enbodi nent of
the present invention. The rocess starts at step 400. an to
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utilization in a wreless | ocal area network, in accordance with an
alternative preferred enbodi nent of the present invention. The process
starts atwetsp®d®, and proceeds to step 502, where bandwPdTlGRIBiOkd1Eat | ON
by clients within the wireless LANis nonitored. The process then 10
proceeds to step 504 where a list identifi¥ing clients that are currently
exceeding a threshold | evel of bandwidth utilization within the wreless
LAN is dynamically maintained within the access node. The threshold | evel
is set by a policy as a function of the nunber of users accessing

bandwi dth. The list is dynam cally maintained such that as a client 15
reduces its bandwidth utilization and &&®B% bel ow a defined threshold
level it is taken off the list. The process then proceeds to step 506,
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pr ef er r ed methodi pemirisidig:wi | | be understood by those skilled in the art
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i ncl udes arplantahg ttheotraakntsdiont Sink a%ﬁSBo—tshzﬁdrkeﬁgVﬁ][ kid Reodtgideaty access

node over ;a;Vidtel&S8na MBGhHM LMY 81801 MO 0 i@ g bandwi dth utilized
by each client through the access node; dynamically maintaining a |ist

identifying clients that are 10 currently exceeding a threshold | evel of
bandwi dt h2ut i | PzBRheR; 2sardaimndelemlpiy 4 huhegednsydissnonl tofing skemr -t 0- send
silgnal i ncemspenase to a request-to-send signal received fromclients on
the list. 2. A nethod as claimed in claim1, wherein said nonitoring step

15 [ ; d t dwidth uti] t f
cach 611 ant. of RECBFR APTTYHrE Gr R ESamt SA R (T ST E B BaMtw ot

avai | abl ectirsugh tthﬁepléjééés‘éﬂf REJe:icar’ 220 @ dwpat i trgnehiesiadibpndusich
transm ssamllaamlvuhdbdrgmthé|am:'ess)rmoﬁe,'r s@dach client with a threshold
t ngnsm ssi on bandwi dth utilization, wherein the thr eshol d transrri ssion

bandw dt h utlllzatlonl et asaf nction of clients of t he
pllJrallt)/ of ¢ I é%a Individual gransm1s51on £andw 1llzat10n or each

client Wlth a ' threshold transmission bandw1dth utilization, wherein the
threshold transmission bandwidth utilization is set as a function of the
number of clients of the plurality of clients; and

25

said prevention step prevents a particular client from utilizing
- additional bandwidth through the access node until it is no longer

determined that the particular client’s individual transmission bandwidth
is greater than the threshold transmission bandwidth utilization.

30

3. The method of claim 1 or claim 2, further comprising the step of:

accessing the list in response to receiving a request-to-send signal
from a client to determine if the client is on the list.
35
4. The method of any preceding claim, wherein the threshold level is
determined as a function of the total available bandwidth through the
access node.

40 5. The method of any preceding claim, further comprising the step of

storing the list in the access node.



25 said prevention step prevents a particular client fromutilizing

addi ti onal bandw dth through the access node until it is no |onger

det er m newotodapesehre particular client's individual transnmPETIGBO3OaNdW dt h
is greater than the threshold transm ssign bandwi dth utilization. 30 3. The
method of claim1 or claim2, further cd g‘prlsi ng the step of: accessing the
list in response to receiving a request-to-send signal froma client to
determine if the client is on the list. 35 4. The nethod of any precedi ng
claim wherei nTiheettveshadnd beaehits c1deh ewidnad ascraclwaat ondaehcitied

total avaj] %Hleell@%“ﬁl)[l“ AEh: Qﬁkge*}nwepro@&&qsgdmgé 40 5. The method of any

preceding claim further conprising the step of storing the list in the
access node. WO 03/096626 PCT/ GB03/01910 15 6. The nmethod of any preceding
cl aim wherei nTheaghtldd eftanysoiafedtid icddim,i whetrin| Pk whyelkesgnlafzé ¥feer net
Prot ocol aAddbes SpefateEhen NRIBOhRE Wty pPieaedt rap2ci nistenadier. ei n t he
wireless |ocal area 5 network operates in conpl i ance with the | EEE 802. 11

standard. 8. The nethod of an recedl ng., claj m .where t he hres o] d | evel
is deterfined™ g AMet 1T ﬂénght‘fﬂrg e%ﬁlfle?‘ﬁes tB‘f‘?ﬁqo 27 gV Bantfi dt h

t hr ough tdsseaniedsan@déundid o9, ofAthy stuaherf evrf FhiragE g ibantw Betrewidtti zati on
in a wrelmwssgh atal acdega nddet wor k, conpri sing: an access node that provides
W pel ess connectivity between clients 15 in the wireless |ocal area
network; a pl urallt%“of clients &) C%S‘u%ccess t he .net wor k Ihrou qﬁ e access
node over®a wit EFEEE (FRH THATTHE PRI ILAR Wdlt@ediABdE ROBiTOFE (Rg! arss
bandwi dt mafwpti.zedmpniséagh client through the access node; and 20 a storage
device that dynamcally maintains a list identifying clients that are

currently excegggggesas hbseshol %r'o@i’cf‘és QIr&%QQVMoQLch%U Izl b N c1 YRR N
the access no ransmt a clear-to-send si gnal In response to a

réauest i3 §]é?\d”§| éﬁffl 9?%3%?5%% PFEH%l ients on 25 the Iist. 10. A system

as claimed in claim9 further conprising: means for determ ning individual
transm ssi on bapdwtdiihyudd lcll zatdsothat access the network through the access

node over a wireless medium, wherein the access node monitors the
bandwidth utilized by each client through the access node; and
20
a storage device that dynamically maintains a list identifying
clients that are currently exceeding a threshold level of bandwidth
_utilization, wherein the access node will not transmit a clear-to-send
; signal in response to a request-to-send signal received from clients on
25 the list.

10. A system as claimed in claim 9 further comprising:

means for determining individual transmission bandwidth utilization
30 for each client of the plurality of clients and a total transmission

bandwidth available through the access node;

means for comparing the individual transmission bandwidth
utilization for each client with a threshold transmission bandwidth

35 utilization; and

means responsive to a determination that a particular client’s
individual transmission bandwidth is greater than the threshold
transmission bandwidth utilization, for prohibiting a clear-to-send
40 response to a request-to-send by the particular client, thereby preventing
the particular client from utilizing additional bandwidth through thg
access node until it is no longer determined that the particular client’'s



30 for each client of the plurality of clients and a total transm ssion
bandwi dt h avai |l abl e through the access node; neans for conparing the

i ndi vi duawotosassns ssi on bandwi dth wutilization for each clpCaraBosio1910a
threshol d transm ssion bandwidth 35 utilization; and neans responsive to a
determ nation that a particular client’ s®i ndi vi dual transm ssion bandwi dth
is greater than the threshold transm ssion bandwi dth utilization, for
prohibiting a clear-to-send 40 response to a request-to-send by the
particul arinelvenbl ReEeDIIphaMRREING id RRRad! kel aheCli@8tofd om utili zi ng

addi ti onal widi h ot heoug .access node until it is no |onger
det er ni ned t hat tﬁe part“?lcu a‘%ﬂg f%ﬁt" 5 WD 03/ 096626 PCT/ GB03/ 01910 16

i ndi vidual transm ssion bandwi dth is greater than the.threshold
transm ssilén bdahdwidtthmutd ciziat Porr cldim The whestemubk adesmBderacieasas 10,
whes ei N t hBeaCIGRSsn RRIBoARC €6 SRS i A nbNe JedqBlst-Rol £SPOBSR Il OrFRCET MisBE: @
request-to- S§e’£%r§1i19en§|f Ereonla %I L ent tto determine if the client is on the
list. 12. “The SYStEm*6f “Bny o7 clai%Ws ™8 16511, wherein the threshol d | evel
is determned as a function of the total avail abl e bandw dth through the
10 access.pode 3 y m.of . an f clains-9 to 12, wherein each,
client i lei der?%llgrfslyeS Ll'lgn(%t %%éﬁgloifsflaﬁi/nxa&l}ﬁi %ﬁe%ﬁ EFnet” Pro %@giinlae(ﬁr ess. 15
14. The s{StERBFL &fy2 ofCrif et otheo el arfErlebhe tiFedwidtd| exeouddle area
netdwor k opeestsesoden conpliance with the | EEE 802.11 standard. 15. The
systemof any of claims 9 to 14, wherein the threshold level is determ ned
as a funchon ghe th8:BHHRL.PbeCliANLS Yh11d 2LNg RandWAL 20 {hrough the
identified in the list by a unique Internet Protocol address.

15 14. The system of any of claims 9 to 13, wherein the wireless local area
network operates in compliance with the IEEE 802.11 standard.

15. The system of any of claims 9 to 14, wherein the threshold level is
determined as a function of the number of clients utilizing bandwidth

20 through the access node.



