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DI A TAL | MAGE BACKGROUND OF THE INVENTION 1. Field of the Invention [0001]
The presewDomnvemt i on relates to a nmethod and apparat us f @CTsb®IsYes ki ng a
digital inmage. The invention may be usefully enployed in the newy energing
field of digital cinema. 1. Description of the Related Art [0002] In the
traditional filmindustry, theatre operators receive reels of celluloid
film froma studio or through a distributor for eventual presentation in a
theatre auditorium The reels of filminclude the feature ram (a
full-1ength mAPBARATIS ANDMETHOR FOR, VA TEBMARKINGoAher
pronotional material, often reDIGEPAIOIVRAGEai | ers Thi s approach is well
established and is based in technol ogy going back around one hundred

years. [0003] Recently g 1(]99) e filmindustry, with
the industry noving from cieélqklf) ?ﬂﬁ EEF% di gi t| zﬁé\g i mage and audi o

prograns. Many advanced technol ogies are involved and together those
t echnol ogiles argeldof tHe Igektivhn as digital cinema. It is planned that

digital cinemawill provi de a systemfor delivering full Iength not i on
pi ctures, trail 3 adverti se nts and ot her audio/v gﬁsual gr ans
conpfi®iing i madde PEeNtIRNFREOHE pelates Wmefga%ﬁvé gpparaisine 3 oy ®lghout t he

wor | d  usafiGeafingide@iTnt GEBARIOSYy bOUHHIR) erﬁbl‘% iﬁp‘ﬁd&%e{&% %ﬁlg%eﬁpt 1on

pi cture cinema Industry to convert gr acef ul y-old nmedi um
of 35nmm f of digitat@nerhe  di gital /wirel ess communi cation era of today. This
advanced technology will benefit all segnents of the novie industry.
[0004] The intention is that digital cinema will deliver notion pictures

t hat havelpeenpegél?ﬁd@mhem[mé&;ﬁed and encrypted to theatres using
ei t her physi cal ia distribution (such as DVD-ROWs) or electronic

transm ssi on net hods, such as via satellite nulticast nethods. Authorized

theagogsy W i1 S QTR A find SEGNS telfe YR ADEHAE A Bl U USALHEREO

from a studio or through a distributor for eventual presentation in a theatre
auditorium. The reels of film include the feature program (a full-length motion
picture) and a plurality of previews and other promotional material, often referred to
as trailers. This approach is well established and is based in technology going back
around one hundred years. ,

[0003] Recently an evolution has started in the film industry, with the industry
moving from celluloid film to digitized image and audio programs. Many advanced
technologies are involved and together those technologies are becoming known as
digital cinema. It is planned that digital cinema will provide a system for delivering
full length motion pictures, trailers, advertisements and other audio/visual programs
comprising images and sound at "cinema-quality" to theatres throughout the world
using digital technology. Digital cinema will enable the motion picture cinema
industry to convert gracefully from the century-old medium of 35mm film into the
digital/wireless communication era of today. This advanced technology will benefit
all segments of the movie industry.

[0004] The intention is that digital cinema will deliver motion pictures that have been
digitized, compressed and encrypted to theatres using either physical media
distribution (such as DVD-ROMS) or electronic transmission methods, such as via

satellite multicast methods. Authorized theatres will automatically receive the



2 digitized prograns and store themin hard di sk storage while stil
encrypted and conpressed. At each showing, the digitized information wll
be retri evod2nim4® | ocal area network fromthe hard di skPsrarsayesdehe
decrypted, deconpressed and then displayed using cinenma-quality electronic
projectors featuring high quality digital sound. [0005] Digital cinem

w || enconpass many advanced technol ogjes, including digital conpression,
el ectroni c security methods, network chitectures and nanagenent,

transm ssion. technol ogi es and cost-effective hardware, software and

i nt egr at efiZH4eEAreerage SR HoreThem i bHH SN Yt @ashw e #} rorygiiedand
cost-eff e‘c\(r)ﬂ?ﬁl%sse'aelﬁlt%gé slﬁ%ni;?l‘?e”cfigiéi%c?&? Aiofi vHﬁ'bEQetﬂQ@édy\?x?Ql&ﬁﬂ.
devel oped. ese technol ogies”inc e new forns of 1nage conpression,
because nash nstvamklfroth theiprdedisk gorage derdetypieds decomphesamsd ddElen 2, are

optimzed for television quality. Thus, artifacts d, ot her distortions
associ at eélsﬁiab’ﬁf? “%1%911’?’@6%:‘?3‘% CErH’Hﬁ/PEfﬁie?%rédc??ftk}“%aﬁﬂhﬂH ltb’ﬁlh%fé‘}i s
projectedsQpga | arge screen. \atever the inmage conpression nethod
adopted, it wll affect the eventual quality of the projected inmage.
Speci®@PSiconpr ePsgitah cpsraenitl ehauvpasharasf edenbediechiedogies thelwlerdigitdal |y f or

Toital o POt e e N aliton b
rates averHGPRE PESICREE o iob B opk e o ALy SRS PGP RS movi e
wi || r equirb@miediby teeR@lbgiddardovf effdcl @ BAdwWARK két8wart abdlidtéhted ERuit

transportation on such nmedia as so-called digital versatile disks (DVDs)
or transniesigsnllrtephnolempessiecessarydong eest-eEectiviej rekiablp godeicuigsysteém hi s has

obvi ous a j i i j i if. ings with
't ts o EuR AL R b Bveftped. ' agle SichhotElol the ot fins bjryalll 107 81 o
IS not seaupessidibeypise avsesishdacihwnipressin tacmekgisipiuchds MPRGt haref or e

al so being  devel oped with the aimof preventing piracy of novies. In

addi ti on 8@1?8126515%{] te]leﬁ’é’foﬂﬂ,quaﬂt.ye%,hu‘f’ﬁé‘f}fgﬁéﬁ’cld gthendisioriaqrs ﬁfégoéﬁa@?dt‘%?ith copy of
the cont ey RkpddisgAidR anrhaly bhanhRlibhgdis figbded bAgI£ed ferdliso the pr obl em
of optical theft. tical theft is the recordi'ng of the” image and audi o
cont ent oWhatewevihe inegé tomprefsadmmethrd péented] itomilmftcatths evadml ghality t heat er .

Optical thebl 1 gasy Lo Rerfarmusing, (9L eXAMhSerkd hidadghgs than a
specifically for digital cinema applications to provide “cinema-quality” images at bit
rates averaging less than 40 Mbps. Using this technology a 2-hour movie will require
only about 40 GB of storage, making it suitable for transportation on such media as
so-called digital versatile disks (DVDs) or transmission or broadcast via a wireless
link.

[0006j ‘While this has obvioﬁs advantages in terms of the distribution of movies, it
brings with it its own problems in that in itself such transportation and transmission is
not secure. Encryption and conditional access methods are therefore also being
developed with the aim of preventing piracy of movies. In addition to digital theft,
i.e., the theft of a pristine digital copy of the content of the DVDs and/or transmitted
data, there is also the problem of optical theft. Optical theft is the recording of the
image and audio content of a movie as it is being projected onto the screen of a
theater. Optical theft is easy fo perform using, for example, little more than a

camcorder.



3 SUMVARY OF THE | NVENTI ON [0007] Wile there is no sure way of preventing
digital or optical theft, it is possible to reduce the likelihood of it
occur ri ngwby2iteesseasi ng the probability of the perpetrat ®@c3s/usb2/14960 t hef t
bei ng caught. The invention addresses the above-di scussed problens
associated wth digital cinema and is useful in overcom ng or at |east
reduci ng the problemof digital and optical theft. To this end the
invention ainms to provide a nethod and apparatus for inserting an

i nperceptible watermark or_"digital fingerprint” into the inage content.
The watermark preferably 8 EETQFTﬂﬂgQﬁegﬂﬁrﬂﬂﬁ the | ocation, date and
time of show ng of the novie, thereby enabling the location date and tine

and A9 b ng. QB PG TRD BB wan Y Rire e PHEN o 8B LRI ool rar Pt o

an image a§rddaee theYik&liioddREit@cai@igby (hdielisathe probbbilingoftxath optical and
digital theft at the theater to be tracked), it will_ be agﬁreci ated by
t hose pospedsbaorsfof thesthalb beiagcpaghd. Jhe invantiaaaddrgseesdherabavechisrueied coul d

equal l'y i tel.eci - Qr L& A | rted into
Gilartal 1 EFINE BT o B CAER AR b kiRl Py SERKET (2 o

t heat er t eedieinigtikepetlem dindgitalahé oprdak theftg Mo thisrend X&nphenticheinhs foy any one
or nore of the location, date apd.tine of creatign of the digital version
of the fi PRV %mﬁﬁ%pwawaéuﬁﬁ%msm,g a8 impe5ERY B ASTRR Mt The

techni que ffn%e AR &8k Einkdde Tohieht. | TROGRe@RriBlcker@Sy TRULAES 4 TBYEshe [ 0009]

According t ne aspect of the invention, there is provided an apparatus
for appl pi iy loatien rdapr @sleinné nfshmwieg eftheimovieothgeaby enelplingstbaidcaigoran i mage,

t he apparatus .conpr.ising: . a squrce of location and tine data; an error
codi ng uni te(’?‘Bﬂﬁg’&O«gahet@gﬁF%B%ﬁ%gmflﬂfe'I ocation and tinme data for applying a

for wegodger r or  a@hbeE the moxelg@ﬁ% liktfdBub@on dnldFoBéwhgldeseption cafdéntra@@ndat a and
outputting error coded data therefrom a code spreading unit connected to

recei ve t M igparden efpdwaternark intgrandpagesasi theymonie i peige shodedheight a to create
dd ) | Jf. i | ded d
spread dat, ?%gﬁa?ﬁlgoﬁatéﬁgl Qﬁd%gél%zg-}e'ggbg g%gcﬁédté}’l@ grgftrfa&& &,‘31{ il Pé:o ed cdata a

nunmber of - fom ‘gener a or ¢generating and

out put t i ngpplatiated b Picds @oisesigd af DeSppageiateakitis it Niey saiar teclmiduertould t he
spread data and the DES code _and outputting waternark data representing a
| ocat i on &fepllyivell Regesed 1 %tei%e@rwla&m@ngénal (R4t GRaveries i digigh fRgnsi gnal s

contai ni ngg,sahd gl‘ijﬂ)ﬁiﬂ ¢ URRLEARNSPHRE @Br bIBLE t35thE%d: to be tracked). The

watermark might for example identify any one or more of the location, date and time
of creation of the digital version of the film, the film owner’s identity, or copyright
information. The technique is applicable to still images as well as moving images.
[0009] According to one aspect of the invention, there is provided an apparatus for
applying data representing a watermark to data representing an image, the apparatus
comprising: a source of location and time data; an error coding unit connected to
receive the location and time data for applying a forward error correction algorithm to
the said location and time data and outputting error coded data therefrom; a code
spreading unit connected to receive the error coded data for spreading the error coded
data to create spread data by repeatedly outputting portions of the error coded data a
number of times therefrom; a DES code generator for generating and outputting data
representing a DES code; a combiner for combining the spread data and the DES code
and outputting watermark data representing a location and time specific watermark; a
receiver for receiving signals containing said data representing an image as DCT

coefficients in transform space, which data is received in an encoded and compressed



coefficients in transform space, which data is received in an encoded and

conpressed WO 02/101648 PCT/ US02/ 18960 4 formon a signal nedium and for

recei vi ngvarnzamesas at us speci fic key; a decoding circuit PEFASNYISYe0to the
apparatus specific key for decoding and deconpressing the received signals
to recover the data representing an imge therefrom a control circuit for
anal yzing at | east a conponent of the jnmage data to determ ne an attribute
thereof and to output a signal representative of the attribute; a nmarking

control unit, connected to receive the signal fromgthe control circuit, the
i mage dat 50T O sigaal I%%‘Fﬁea“grfar’Eeﬁ%w%i(}&taé‘ratﬁ’ﬁ?llﬁwééf’%?lé‘?w?t cedifBi ner, for

adding ¢ neixt RLATHI SR obParalpd FROR IR BeBRENALNG O ReSliAmACt o  SLi ©

of the attribute an cteristic of ta; an inverse DCT
t r ansf or nrezervedistgnals nnect el thcodatemprasentitgeaniatage therd{emn; 4 coage! daetugd and t o

convert the s .fromdata representing the i e as DCT .coefficients in
Cr anst or it GADEBEAL IS KERPIPOREH G BTG Lo Prigans A AsiBe L. o

pi xel  prog&s &PbutmRINEShPR pleleftRSRI ofehd ABiA; % MBRNES&MoNEnit,ne i mage in
pi xel space for converting the pixel data into a format suitable for

di spl ay; aewehegtegrtofaseive thecognad fromdhe contrd caicwis theowmage et fppméte data from

the pixel processor for projecting the inma r.epresented t he . [ 0010]
Accor di ngS u({c%ﬁ%cftﬁg r a%?ﬁlgfé(tdagq‘ fr?xﬁgher %%hm?oﬁortaﬁgﬁg%ﬁesw tr'eg{}‘(i‘rge%%gﬁ appar at us
for appl ytierignadatiaaldepyndi@itni \¢hadacirisae BRIHE atEibatataad b eRAAsEAtic ti | mage,

t he apparatus conpri si n%:P means for_ supplying |location and tine data;
nmeans f or ipagedais; 3y invgese DGE Hanyorms gidcyit ¢ranegedio eeivaihs WatHaagedor codi ng

to the Sahﬁa%o&a"i’& 1o 206\ e HE sl fue)%a fa('i;éjrregkéfs&ﬂﬁlﬁitt i ek piefled data

t herefrony spreadi ng nmeans connec cerve ror coded data for
appl yi ng eoefficieadiimgradsfioratation spave tddate remeseatniedie dabge mndxel epdcputt i ng
spread data iherefrom means for gtﬁgrgratin and qut, uttinpig gata

r epr esent PR BIORESAHOMPEA o BTy Aderipientipaiiiedrage iHE*d sPesdHat a and
the pseudgryeaitom sRELIRDPHON FRHat bRSLRALE BIBLY; ﬂl@ta%rﬁj%@tro?é&ﬁfebt@g a

| ocation and tinme sSpecific watermark; means tTor supplyling i mage data

r epr esent taugceine farngtied pixeltdatbmrthapixelpropesse fonprajestingtheamags zi ng at

| east a cor&onetm(:1 of .the image data to determne an attribute thereof and
for out pulPFRG SN representative of the attribute; and marking

nmeangoi@onnect adcé@ino@6 ehotBert dABect bf iR inVREHOS BRA Riprdd&d art fParatus for
‘ | applyihg data representing a watermark to data representing an image, the apparatus
cOmpﬁsing: means for supplying location and time data; means for receiving the
“location and time data, for applying error coding to the said location and time data,

and outputting error coded data therefrom; spreading means connected to receive the
error coded data for applying a spreading function to the error coded data and
outputting spread data therefrom; means for generating and outputting data
representing a pseudo-random code; means for combining the spread data and the
pseudo-random code and outputting watermark data representing a location and time
specific watermark; means for supplying image data representing an image in
transformation space; means for analyzing at least a component of the image data to
determine an attribute thereof and for outputting a signal representative of the
attribute; and marking means, connected to receive the signal representative of the
attribute, the image data and the watermark data, for adding the watermark data to the
image data depending on a characteristic of the attribute and a characteristic of the

image data.



attribute, the inmage data and the watermark data, for adding the watermark
data to the 1inmage data depending on a characteristic of the attribute and
a charactwpigtiw4of the imge data. WO 02/ 101648 PCT/ USOPCTES6018960 [ 0011]
According to a further aspect of the invention there is provided a nethod
of applying data representing a waternmark to data representing an i mage,
the method conprising: supplying location and tine data; applying a
forward error correction algorithmto the said location and tine data to
produce error coded_ data; applying a_ spreading function to the error coded
dat a 4@k eat e Acporing Télé‘tf&ftgif 'c\saﬂﬁgaf hadnysaien Bige isgroviged amebpd bded data a

Cproad dafe g PRSI  Phh LSRRG o BT "0 1

| ocat i on aowptising sspplyify locativhendtirde; datae applyingg foingadlesroc omtaation ng sai d
data representing an inmage as DCT coefficients in transform space, which
data is relgerihaytothy Sgﬁq&?@ea &t Bmg dateip pedlies e el Gadsd dafasanphARg fredi um
recei vi ng . W ; i Iy he
Fecel ved S SaBRERIELL o BRSRb bl it O Bals Bl U ORI RPNt Ve ¢ ne
dat a r epr efthetermogceded dategendrhiear of tiowes; genedating defa repredeatisg a HDESawdenent  of

the i data.to, determ i b th f and. t te. i gnal
r opr esont YRR e ReSad 114 560 WE LIRTOS o RE SRy EPRBT AUEEPTEBItNGS | nage
data deperdiiaaRitie ShRIRCWSbinddrk Cre8divinb 8igahlsdoptain 288 datghar act eri stic

of the inmage data; and converting the waternmarked i nrage data from data
r epr esent rapgesenieng anigeagags DEL cagffedi¢nts inetransfarm sppeg 3+ igneaspgde to dat a

representi i i i pace.: rting.t. ixel data into a
Format - sult Spro By hor SRR et ABSRY PRIHEE o il 241 5, e
f or mat t edspicked keyatdecodif® ] decbmprussing thetrocanal figialagprakiveto thee i nvention

there is provided a npethod of aﬁegl ying data representing a watermark to
dat a repr BRRFEPHIPesHic key de recpyra t @%aepr%ssmg@w&geém?fgw:r@alyé@gu on and

time datay Rpp laxglg%ogérﬁ QF th%q{g{age?détﬁ’ td Melgrgfa an t?lﬂl%\éé P ghd {oBpedidy @ tO

produce error co ata; ap ng a spr I ng tron to the error coded
dat a t o psigdalaeprsmesie déthe; atigibnter atiding tiaw atereqpk elatartd ithegnmgpdatado- random
code; comyi ni ggt he spread. datﬁa and .%he ‘E eudo-random.code to produce

wat er mar k %thng Pre Ferigtic of e attiBye ahda Fharactendic ofithe yrage Arfar k;

suppl yi ngahd®&ferting the watermarked image data from data representing the image as DCT

coefficients in transformation space to data representing the image in pixel space;
converting the pixel data into a format suitable for display; and projecting the image
represented by the formatted pixel data.

[0012] According to another aspect of the invention there is provided a method of
applying data representing a watermark to data representing an image, the method
comprising: supplying location and time data; applying error coding to the said
location and time data to produce error coded data; applying a spreading function to
the error coded data to produce spread data; generating data representing a pseudo-
random code; combining the spread data and the pseudo-random code to produce
watermark data representing a location and time specific watermark; supplying image
data representing an image in transformation space; analyzing at least a component of
the image data to determine an attribute thereof to produce a signal representative of
the attribute; and adding the watermark data to the image data depending on a
characteristic of the attribute and a characteristic of the image data.

[0013] The invention also provides an apparatus for adding a watermark to a moving

image as it is displayed, the apparatus comprising: a watermark generator in which



data representing an inmage in transformation space; analyzing at |east a
conponent of the inmage data to determne an attribute thereof to produce a
signal repoegameat i ve of the attribute; and addi ng t he waCerusar/ksosdata to
the i mage data depending on a characteristic of the attribute and a
characteristic of the inmage data. [0013] The invention al so provides an
apparatus for adding a watermark to a ving image as it is displayed, the
apparatus conprising: a watermark generator in which WO 02/101648

PCT/ US02/ 18960 6 data representing a watermark is_generated containing

first infSPIRIEPTBISNHRE & Mgl b ge??féteé icgraﬁlam&fgsw qm@tl%p?%nlpgr&ge and
t ted f t t
Che o op, A AGERL O R SO0 A AR RSP R AT AR o, g 0

t he di spl e novin prot ect ed and a
wat er mar k sequmnhd iiﬁaﬂnmicmqrertampig/iortge tlisplayiap ©f t}mrrko‘dag Enage andq:gmeded by

representln bst anti al | f th e dependi ng on
character %F@ﬂw PRE Wfﬁea‘yf%?k FB@?& é‘PPia{\l}}.gﬁrfi" 8‘% Bﬁ@art ‘ag%ta

wat er mar Kiphge Sy et LMmpi@hti ARPIY bN8e dRfvihg ifBBE 8§RAkINB DN Jﬂayacfwlsw@ﬂﬁet 0
produce water mar kKed I mage data which I's ottput to a display device for

di spl ay ofdatahe novi ng i mage represented thereby, |n whi ch system

i nfor 'onid tif | east ne of th t he and the

o soithg of e e Aroe BRiRaR Bl B SR B bR g

i nformati @épreﬁﬁnﬁg 4 MoRthgdake asproaiie waénﬂa?@diﬁﬁge BhtatWifch ¥R@puattch t he
dlsplayln%ﬁpf the image 1 s encrypted so as to produce the watermark data

which is Myé’@vm@f@lfbmlwﬁ the Mpvilg image tepresphted Eiershygin Whichsystery i mage
wth the ?ﬁ%ﬁ‘ﬁ% oﬁf}dﬁlggﬁgﬁt Raving oi"th\é%&éianbﬁk?ﬂa et éﬁlsgﬁgm]g%\fme in order

to mnimzZe ein tron o Vi SI bfe nbi'se and ot acts into the
i mage by tihege 1mblexoﬂmrdnallﬁahcﬂaeﬂ)5ﬁﬁﬁir&ﬂldﬂmﬂéﬁhﬁ1ﬂﬁéwm z{t@ﬁét&ineThe above
and further featureigof the | on are set forth vm partic arlty in

nven
the appen@EHCSHEFMsNgABES q@eﬂlaw}amgéﬁ&%ed%sés BHLES St PR
clearer fromy consk g%%ﬂﬁ{‘ls%fpﬁflg@tofsﬁbét%aﬂgi afl @hp &ﬁl@sé}%gﬂﬁ&hbﬂﬂg of an

exenpl ary enbodi nent of vention giveh wth reference to the
acconpany iimggﬁjwﬂmmggpeptwn\mi ideta: hamtg]a@]alua tglovea deteithined levebig caddslitock

O o o vl P o Vb ol bncFbAHAS s ud OB 207 am of

watermark.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The above and further features of the invention are set forth with particularity
in the appended claims and together with advantages thereof will become clearer from
consideration of the following detailed description of an exemplary embodiment of
the invention given with reference to the accompanying drawings, in which:

[0016] Figure 1 illustrates a block diagram of a digital cinema system;

[0017] Figure 2 is a block diagram of a compressor/encryptor circuit used in the
system of Figure 1;

[0018] Figure 3 illustrates an auditorium module used in the system of Figure 1;

[0019] Figure 4 is a block diagram representing parts of an encryption/decryption unit
for applying watermarks to image data;

[0020] Figure 5 is a block diagram representing a watermark unit of the
encryption/decryption unit of Figure 4; and

[0021] Figure 6 is a block diagram representing a theater manager and its associated

interfaces used in the system of Figure 1.



system of Figure 1; [0018] Figure 3 illustrates an auditorium nodul e used
in the systemof Figure 1; [0019] Figure 4 is a block diagramrepresenting
parts of w0 oenerwypti on/ decryption unit for applying wat ePeariss2/18966 nage
data; [0020] Figure 5 is a block diagramrepresenting a watermark unit of
the encryption/decryption unit of Figure 4; and [0021] Figure 6 is a block

di agram representing a theater manager, and its associated interfaces used
in the systemof Figure 1. WD 02/ 101648 PCT/ US02/ 18960 7 DETAI LED

DESCRI PTI ON OF AN EMBODI MENT OF THE | NVENTI ON [0022] The foll ow ng
description is intended to provide both an overview of a digital cinema

o721 M PAILED DEXCRIE ST ey ExpaOuaduncs o deiofyehipnt oo < of

the presently pre ar to the system

h ned to
the e3Enee of "Ehe ke AREHEAERMEEI ?)ﬁ%"ﬁ%ﬂ%ﬁ‘%@%%%ﬁm B e
" Appar at usinéna siistinda whdath thEnn/edﬁmsrgmAp He Sinbodige akd a DetgilddadisdlosageofAnd Audi o

Si gnal s" gnd USSN 09/ 563, 8 . enti ! ar.at us And Met hod For Decodi ng
Digital | défe%ﬁﬁyﬂ{ﬁﬁ?rffdﬁ rg@ntlﬁﬁslfhgff%t?r@ggméﬁr@th% BUE™ VR eachi ngs of

whi ch ar enbREPLPAERLBE] EB&&%&\%I}PM] 6tﬁ’é gﬁ&@mnE QAL tdthd] 'agél éxﬁ:la of i system

100 enbodying the invention is illustrated in Figure 1 of
acconpanyamjlcmlelwmtdsdmg' BESHi (@ﬂ/ﬁ@ﬂ 1'%, natitieds Apmtmﬁendmhwm two main

tens: a ne ce il 102 a e
o) asent at ForoHfE Ard SPaed< Ot Riel BRtckrin Rhardignid R0 s b3e aftl;
subsyste rrbﬂxﬂfedam?ﬁatas AthMs’tﬁoij&* Oétokihg Dhildahl Iefagd andiAgidSighakent
Application Seria 09/ 075,152, filed on May 8, 1998, assigned to the

sane assi §olbdilad Maye, goQd; et teachingstaf avhich aye incemenatedyberein hateterensee

ted h f
conplBaod and wHBAishE TERr R il e BRI HHsRpleBPERRI £ P
102 to t hef theeat@npayingydsiveinpd 0%he dighalrcindnya sysreen 100emherisestwasyainem 104 is

utilized for each theater or presen | ocation in a network of
pr esent at PEIFTHEhIeAE08C Conital ity of E@J@ﬁm%ﬁ@ sheneigRentating 8f thed'eon, and

:c 2‘;' gggﬁ sFRTEeHEAVM! St HE6 16514 PHE MealtS sUBkteAS1048HLE 8 Dsiffildt @éE?gHtoe”m oyed
that of pending US Patent Application Serial No. 09/075,152, filed on May §, 1998,
assigned to the same assignee as the present invention, the teachings of which are
incorporated herein by reference.

[0024] Image and audio information are compressed and stored on a storage medium,
and distributed from the hub 102 to the theater subsystem 104. Generally, one theater
subsystem 104 is utilized for each theater or presentation location in a network of
presentation locations that is to receive image or audio information, and includes
some centralized equipment as well as certain equipment employed for each
presentation auditorium.

[0025] In the central hub 102, a source generator 108 receives film material and
generates a digital version of the film. The digital information is compressed and
encrypted by a compressor/encryptor (CE) 112, and stored on a storage medium by a
hub storage device 116. A network manager 120 monitors and sends control
information to the source generator 108, the CE 112, and the hub storage device 116.
A conditional access manager 124 provides specific electronic keying information
such that only specific theaters are authorized to show specific programs.

(0026] In the theater subsystem 104, a theater manager 128 controls an auditorium

module 132. Based on control information received from the auditorium module 132,



presentation auditorium [0025] In the central hub 102, a source generator
108 receives filmmaterial and generates a digital version of the film
The di gi twib oehéwasmati on i s conpressed and encrypted by aPCT/US02/18960
conpressor/encryptor (CE) 112, and stored on a storage medium by a hub
storage device 116. A network manager 120 nonitors and sends control
information to the source generator 1Q8, the CE 112, and the hub storage
device 116. A conditional access nanager 124 provides specific electronic

keying informati on such that only specific f{heaters are authorized to show
specific PHEGHASKOragesyET 134 teRdert KempEsse] don sowed on th\¥afe8¢ nanager
128 contr : I [ if ormati on
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i mges befihy ipdigtdbswdnmsled arvety logh msolutide tb create theadigitized vdssipn ofithebe si ngl e
picture or still franme type inmages, or a,series,of frames or pigtures,

"ncl udi ng "ORBEELHE S ot i byt e BT apYeg PREERheEs e

image information while well-known digital audio conversion processing generates

the audio portion of the program. The images being processed need not be provided
from a film, but can be single picture or still frame type images, or a series of frames
or pictures, including those shown as motion pictures of varying length. These
images can be presented as a series or set to create what are referred to as image
programs. In addition, other material can be provided such as visual cue tracks for
sight-impaired audiences, subtitling for foreign language and/or hearing impaired
audiences, or multimedia time cue tracks. Similarly, single or sets of sounds or
recordings are used to form desired audio programs.

[0028] Alternatively, a high definition digital camera or other known digital image
generation device or method may provide the digitized image information. The use of
a digital camera, which directly produces the digitized image information, is
especially useful for live event capture for substantially immediate or
contemporaneous distribution. Computer workstations or similar equipment can also
be used to directly generate graphical images that are to be distributed.

[0029] The digital image informatjon or program is presented to the

compressor/encryptor 112, which compresses the digital signal using a preselected



i mges can be presented as a series or set to create what are referred to
as image prograns. In addition, other material can be provided such as
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| anguage and/or hearing inpaired audiences, or nmultinedia tine cue tracks.
Simlarly, single or sets of sounds or recordings are used to form desired
audi o prograns. [0028] Alternatively, & hi gh definition digital camera or
ot her known digital inage generation device or nmethod may provide the
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medium, the storage medium is physically transported to the theater subsystem 104,
and more specifically, to the theater storage device 136.
[0031] Alternatively, the compressed image and audio information may each be
stored in a non-contiguous or separate manner independent of each other. Thatis, a
means is provided for compressing and storing audio programs associated with image
information or programs but segregated in time. There is no requirement to process
the audio images at the same time. A predefined identifier or identification
mechanism or scheme is used to associate corresponding audio and image programs
with each other, as appropriate. This allows linking of one or more preselected audio
- programs with at least one preselected image program, as desired, at a time of
presentation, or during a presentation event. That is, while not initially time
synchronized with the compressed image information, the compressed audio is linked
and synchronized at presentation of the program.
[0032] Further, maintaining the audio program separate from the image program
allows for synchronizing multiple languages from audio programs to the image

program, without having to recreate the image program for each language. Moreover,

maintaining a separate audio program allows for support of multiple speaker



and nore specifically, to the theater storage device 136. [0031]
Alternatively, the conpressed i mage and audi o i nformati on may each be
stored i rwa opofseoNt i guous or separate manner i ndependent Pofi/usaz/ksIed her .
That is, a neans is provided for conpressing and storing audi o prograns
associated wth image information or progranms but segregated in tine.
There is no requirenment to process ttis audi o images at the sane tine. A
predefined identifier or identification nechanismor schenme is used to
associ ate correspondi.ng audi.o and i rage prograns wth each other, as
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(slides, audio,. motion or the like) and trailers shown in the theater.
Because oftt $PEeUiGitRtas tit tegéﬁ%feinﬁ?' of storage media such as DVDs and
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storage volune allows for custom zation, as specific slides,
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transmitted to the theater storage device 136 using:any of a number wireless or wired
transmission methods. Transmission methods include satellite transmission, well-
known multi-drop, Internet access nodes, dedicated telephone lines, or point-to-point
fiber optic networks. .
[0035] A block diagram of the compressor/encryptor 112 is illustrated in Figure 2 of
the accompanying drawings. Similar to the source generator 108, the
compressor/encryptor 112 may be part of the central hub 102 or located in a separate
facility. For example, the compressor/encryptor 112 may be located with the source
generator 108 in a film or television production studio. In addition, the compression
process for either image or audio information or data may be implemented as a
variable rate process.
[0036] The compressor/encryptor 112 receives a digital image and audio information
provided by the source generator 108. The digital image and audio information may
be stored in frame buffers (not shown) before further processing. The digital image
signal is passed to an image compressor 184. In a preferred embodiment, the image
compressor 184 processes a digital image signal using the ABSDCT technique
described in the abovementioned U.S. Pat. Nos. 5,021,891, 5,107,345, and 5,452,104.



116 and physically transporting storage nediunm nedia to the theater
subsystem 104, it should be understood that the conpressed information, or
porti ons wbhepagofe4s nay be transmtted to the theater stor&ge/uderisser 136
using any of a nunmber wreless or wired transm ssion nethods. Transn ssion
met hods i nclude satellite transm ssion, well- known multi-drop, Internet
access nodes, dedicated tel ephone Iinﬁi, or point-to-point fiber

optic, networks. [0035] A block diagram of the conpressor/encryptor 112 is
illustrated in_Figure 2 of the acconpanying draw ngs. Sim_lar to the
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same signal. By converting to a frequency representation, the DCT techniques have
been shown to allow for very high levels of compression, as quantizers can be
‘designed to take advantage of the frequency distribution characteristics of an image.
Preferably, one 16x16 DCT is applied to a first ordering, four 8x8 DCTs are applied -
-to a second ordering, 16 4x4 DCTs are applied to a third ordering, and 64 2x2 DCTs
are applied to a fourth ordering.

- [0039] The DCT operation reduces the spatial redundancy inherent in the image
source. After the DCT is performed, most of the image signal energy tends to be
concentrated in a few DCT coefficients.

[0040] For the 16x16 block and each sub-block, the transformed coefficients are
analyzed to determine the number of bits required to encode the block or sub-block.
Then, the block or the combination of sub-blocks, which requires the least number of
bits to encode, is chosen to represent the image segment. For example, two 8x8 sub-
blocks, six 4x4 sub-blocks, and eight 2x2 sub-blocks may be chosen to represent the
image segment.

[0041] The chosen block or combination of sub-blocks is then properly arranged in

order. The DCT coefficient values may then undergo further processing such as, but



[ 0038] Each of the | um nance and chrom nance conponents is passed to a

bl ock interleaver. Cenerally, a 16x16 block is presented to the bl ock
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converting to a frequency representati t he DCT techniques have been
shown to all ow for very high | evels of conpression, guanti zers can be
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processed by a scrambler/encryptor circuit that uses time-varying electronic keying

information (typically changed several times per second). The scrambled program

information can then be stored or transmitted, such as over the air in a wireless link,

without being decipherable to anyone who does not possess the associated electronic
- keying information used to scramble the program material or digital data.

[0045] Encryption generally involves digital sequence scrambling or direct encryption
'of the compressed signal. The words “encryption” and “scrambling” are used
interchangeably and are understood to mean any means of processing digital data
streams of various sources using any of a number of cryptographic techniques to
scramble, cover, or directly encrypt said digital streams using sequences generated
using secret digital values (“keys”) in such a way that it is very difficult to recover the
original data sequence without knowledge of the secret key values.

[0046]) Each image or audio program may use specific electronic keying information
which is provided, encrypted by presentation-location or theater-specific electronic
keying information, to theaters or presentation locations authorized to show that
specific program. The conditional access manager (CAM) 124 handles this function.

The encrypted program key needed by the auditorium to decrypt the stored



may be transferred and utilized in an unconpressed, but still digital,
format. [0043] The inage encryptor 188 and the audi o encryptor 196 encrypts
t he conpwesgadicitsrage and audi o signals, respectively, usiPeE/UBNnYy18960 a
nunber of known encryption techniques. The inmage and audi o signals nmay be
encrypted using the sane or different techniques. In a preferred

enbodi nent, an encryption technique, ich conprises real-tine digital
sequence scranbling of both inmage and audio programm ng, is used. [0044]
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real-time.

. [0048]" Returning now to Figure 2, in addition to scrambling, the image encryptor 188
may add a-“watermark” or “fingerprint” which is usually digital in nature, to the
image programming. This involves the insertion of a location specific and/or time
specific visual identifier into the program sequence. That is, the watermark is
constructed to indicate the authorized lpcation and time for presentation, for more
efficiently tracking the source of illicit copying when necessary. The watermark may
be programmed to appear at frequent, but pseudo-random periods in the playback
process and would not be visible to the viewing audience. The watermark is
perceptually unnoticeable during presentation of decompressed image or audio
information at what is predefined as a normal rate of transfer. However, the
watermark is detectable when the image or audio information is presented at a rate
substantially different from that normal rate, such as at a slower “non-real-time” or
still frame playback rate. If an unauthorized copy of a program is recovered, the

digital watermark information can be read by authorities, and the theater from which



t he authorized pl ayback period begins. The encrypted program key may al so
be transferred using a low data rate link, or a transportabl e storage

el enent swoh2ae16a8 magnetic or optical nmedia disk, a smarPCFrArsd2/18960 ot her
devi ces having erasable nenory elenents. The encrypted program key
may-al so be provided in such a way as to control the period of tine for
whi ch a specific theater conplex or alfgi toriumis authorized to show the
program [0047] Each theater subsystem 104 that receives an encrypted

program k decrypts . thi al ue._usi its auditoriumspecific key, and
stores t hi%{E 95’83?’2/%5 eﬁ?’ﬂ)g? éﬁ?ﬂ‘é‘?e‘? né]‘?cg WWEE%B]QHBB‘%@LSQ%E:S ecur ed
menory. \/\Qﬁlgliehhﬁugécp@riégﬁdf tela@f Rbayed. back, the theater or location
speci fic and program specitic keying information is used, preferably with

a syiodli c al doeicompessadaandwaerypied dnige andaudiocyignplsoare bath firesented épar i ng t he

encrypted_signal n descr.anbl ecrypt programinfornation in
r eal y{:) i rrem”[h%ﬁ’ﬁﬁrtzﬁgt &\iv H?eﬁaﬁﬁéﬁ?f?@r g’ﬁﬁ%@g a’}(ﬂa@bod]i TBRUPB S oy anbl i ng, t he
i mage enciyigéxeciG8gethidialeiityith tiM@ s PiokBdkzatioh infolAsetbiallbw thlingdyel S

usual |y digital in nature, to the 1nmage programmng. This involves the
i nserti onapd audip-geeanaeshinkpmatien to bedaved barkin a §pealigned magapt thelent i fi er

into the e N t .k t I ted to

ndi cate EAREAORAIaRaT TosAtubiied el BB Bobeddy uEPRHAE ) 0

ef fi ci ent pycketizerk0dgwhich packetiees thé dath ko forin the pioighgn wieam.nBgessary. The

wat ermark may  be programmed to, appear, gt frequent, but eudo- random

peri ods i Ra4KsEZigE % Of &%&%5@%@%&%%6 FERST4IR sFpam B} %pénqnht@re\gli ew ng

audi ence. glf #on LEER i 118 et dagigPr €sent at i on

of decorrprd glglgge%&%ﬁ{&é%g%? aghhc?ﬁg a@éi%n%%%%rtg%hl Ié’r?rtgté 1\?\1%21? 1?5&1# edé%‘ni ned as a

nor mal r areeiying thabkfcks dutigecempression. Requestsemdy hesmaldst scthaficatenhen t he
resent.ed at .a substantially different
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pl ayback mnaté&dingly, #erkiia BkibO bhBashall pRMicRk of tHe REE@M desd EEHONPIRESH, t he
digital watermark information can be read by authorities, and the theater

f r om whi cnsiagd 0P A1 entgs PreaonUBeanesEad emall bladke of g mga dehaaded averige
determ negv'ire§ 04 glil%levs\@hﬁfi.n?ﬁi% p&&g&qif&%gcmd%ﬁa%ﬂﬂ? an&‘gﬁlciie%gy.or used to
identify the audi o programns. .
[0050] Alternatively, the image and audio portions of a program are treated as
separate and distinct programs. Thus, instead of using the multiplexer 200 to
multiplex the image and audio signals, the image signals are separately packetized. In
this way the image program may be transported exclusive of the audio program, and
vice versa. As such, the image and audio programs are assembled into combined
programs only at playback time. This allows for different audio programs to be
combined with image programs for various reasons, such as varying languages,
providing post-release updates or program changes, to fit within local community
standards, and so forth. This ability to flexibly assign audio different multi-track
programs to image programs is very useful for minimizing costs in altering programs
already in distribution, and in addressing the larger multi-cultural markets now
available to the film industry.
[0051] The compressors 184 and 192, the encryptors 188 and 196, the multiplexer
200, and the program packetizer 204 may be implemented by a
compression/encryption module (CEM) controller 208, a software-controlled
processor programmed to perform the functions described herein. That is, they can be

configured as generalized function hardware including a variety of programmable



[ 0049] The conpressed and encrypted i mage and audi o signals are both
presented to a nultiplexer 200. At the nultiplexer 200, the imge and
audi o i nfwprmatdwme i s rmul ti pl exed together along with ti nmPCTUsOnI8In zat i on
information to allow the image and audi o-streaned information to be pl ayed
back in a time aligned manner at the theater subsystem 104. The

mul tipl exed signal is then processed §§1a program packetizer 204, which
packetizes the data to formthe progr stream By packetizing the data,

or formng,é "data bl ocks,” the p ram stream pay be nonitored during
deconpr es S1SHOBE deHees %é‘»&fr&ut%ﬁ@ggﬁeéﬁ? yoder cefbware; g r@were peerag rors i n

recei vi ng dbligobhaiek S Ui A0 BURERSILARA SRAYSSE StRkRRoBRASGY, the

t heater manager ater syste to acquire data bl ocks
exhi bi t i ngs éirooglsan A CarWiraugh yne of mere dranitexidsdsseroiliop, sevpddnsipertéd ons  of
t he progran1nee? gf ﬁgreplaced instead of an entire program Requests of
smal | bl odRSPefaliged Bard¥§ehe handl ed over a wired or wireless link. This

provirges for i %%%%‘éjarfdeiu'dﬁb[bﬂogﬁa)‘n apdnei fsérﬁ't@ﬂ&%ub[s@)@?é?:] aeldeangativel y,
the image and audi o portions of "a programare treated as separate and
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assenbl ed | nto conbined prograns only at playback tinme. This allows for

di f f er ent Taradions.of By LIRS svfe?l iged padbiaree ANaAVORK qonigbis prodfethie B vari ous
reasons, SHeh RS 2¥§fr¥hntgsm!n?1ﬂlg)gﬁ?r§c erﬂﬁmg{ll@% 89\?1221”1%@ g?e%?al ‘Agt%&fs or

pr ogr am changes, so forth.
Thi s abi | iat dedonibéd keteil hasFN rontrolico 268 ‘ccﬁmrrmnicatw vt - the eaiépreggongr ans t o
i mage pro im zi gcos s in alterjing gram;

f
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192, the enc ypt ors 8 and 6, the nultiplexer 200, and the program
pac ket zeICENI4ontegllep 308 maly@immoattolmpdanom@nﬁreswawedndc)lml aod tiodul e ( CEM

Funct | one AGeEnBEBTHEPEI RS st hby can be "cont gured as gener al | zed
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" disks or other high capacity storage medium/media, which in general is of similar

design as the theater storage device 116 in theater subsystem 104. However, those

skilled in the art will recognize that in some applications other media may be used-

including but not limited to DVDs (Digital Versatile Disks) or so-called JBODs (“Just

-a Bunch Of Drives™). The storage device 116 receives the compressed and encrypted

image, audio, and control data from the program packetizer 204 during the

compression phase. Operation of the storage device 116 is managed by the CEM

controller 208.

[0054] Figure 3 of the accompanying drawings illustrates operation of the auditorium
module 132 using one or more RHDs (removable hard drives) 308. For speed,
capacity, and convenience reasons, it may be desirable to use more than one RHD
308a to 308n. When readiﬁg data sequentially, some RHDs have a “prefetching”
feature that anticipates a following read command based upon a recent history of
commands. This prefetching feature is useful in that the time required to read
sequential information off the disk is reduced. However, the time needed to read non-

sequential information off the disk may be increased if the RHD receives a command



15 el ectronic devices or conputers that operate under software or firmare
program control. They may alternatively be inplenented using sone other
t echnol ogyo oguete48 as t hr ough an ASI C or through one or nDPETAISKDLIBIG0 car d
assenblies, i.e., constructed as specialized hardware. [0052] The i nmage
and audi o program streamis sent to the hub storage device 116. The CEM
controller 208 is primarily responsib for controlling and nonitoring the
entire conpressor/encryptor 112. The M control |l er 208 may be i npl enent ed

by progr ng a general ur pose har evi ce rrput er to perform
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over a hub internal as descri’b control l er 208
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208 may ah&RsGh EQbndsd oﬁﬁﬂbﬁ&ﬁlohfb% ﬁeﬁﬁ@&%@%l@s&%@s 88d the data
transfer between these devices. [0053] - The storage device 116 is
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[0056] The portions of compressed information is output from the FIFO-RAM buffer
into a network interface 288, which provides the compressed information to the
decoder 144. Preferably, the network interface 288 is a fiber channel arbitrated loop
(FC-AL) interface. Alternatively, although not specifically illustrated, a switch
network controlled by the theater manager 128 receives the output data from the
playback module 140 and directs the data to a given decoder 144. Use of the switch-
network allows programs on any given playback module 140 to be transferred to any
given decoder 144.
[0057] When a program is to be viewed, the program information is retrieved from
the storage device 136 and transferred to the auditorium module 132 via the theater
manager 128. The decoder 144 decrypts the data received from the storage device
136 using secret key information provided only to authorized theaters, and
decompresses the stored information using the decompression algorithm which is
inverse to the compression algorithm used at source generator 108. The decoder 144
includes a converter (not shown in Figure 3) which converts the decompressed image
information to an image display format used by the projection system (which may be

either an analog or digital format) and the image is displayed through an electronic



sequential information off the disk is reduced. However, the tinme needed to
read non- sequential information off the disk may be increased if the RHD
recei ves wooenmesmsl WO 02/ 101648 PCT/ US02/ 18960 16 that i #Curisepesssed. | n
such a case, the prefetching feature of the RHD may cause the random
access nmenory of the RHD to be full, thus requiring nore tine to access the
i nformati on requested. Accordingly, haying nore than one RHD i s benefi ci al
in that a sequential stream of data, "Such as an image program nay be read
faster. Further,  _agccessing second set, of information, a separate RHD
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single RHD is nore tine consum ng. 10055] Thus, T np%essed information is
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in the playbac dyl e 140 receives the portions of co ssed i.nformation
ffom tho ClEBFaye THe0re0ash oM BIpoese eaBipa Rk Y el ot b Rn sk but  er
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subsequen?ly the projector 148, is not overl oaded' "or under-|oaded with

i nf or mat i‘8he deaodeelddutomprishea FOFOLREBU ¢antrabpepcersingamit b ivthjchof  about
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because there nay Beh seVEfa® Letonaaeiay Wheh swht chi ng Tromone drive
to anot hemanj&p388. The dgsadti RBedonGRity f3&Btond depacitizeiBliosa buffgut from
the FIFO-RAM buffer into a network interface 288, which provides the
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interface j [ dr - iRt &nif ace.
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viewed, the programinformation is rétrieved ?rom the storage device 136
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cryptographic keying information.

[0059]. The depacketizer 316 identifies and separates the individual control, image,

- and audio packets that arrive from the playback module 140, the CPU 312 and/or the
theater manager 128. Control packets may be sent to the theater manager 128 while
the image and audio packets are sent to the image and audio
decryption/decompression systems 320 and 324, respectively. Read and write
operations tend to occur in bursts. Therefore, the buffer 314 is used to stream data
smoothly from the depacketizer 316 to the projection equipment.

{0060] The theater manager 128 configures, manages the security of, operates, and
monitors the theater subsystem 104. This includes the external interfaces, image and
audio decryption/decompression modules 320 and 324, along with projector 148 and
the sound system module 152. Control information comes from the playback module
140, the CPU 312, the theater manager system 128, a remote control port, or a local
control input, such as a control panel on the outside of the auditorium module 132
housing or chassis. The decoder CPU 312 may also manage the electronic keys
assigned to each auditorium module 132. Pre-selected electronic cryptographic keys

assigned to auditorium module 132 are used in conjunction with the electronic



deconpresses the stored information using the deconpression al gorithm which
is inverse to the conpression algorithmused at source generator 108. The
decoder MO 02itoshsides a converter (not shown in Figure 3) Paimiush/csnverts
t he deconpressed inmage information to an inmage display format used by the
proj ection system (which may be either an analog or digital format) and
the inmage is displayed through an el eglhroni c WD 02/101648 PCT/ US02/ 18960
17 projector 148. The audio informati is al so deconpressed and provi ded

to the auditorium s sound system 152 faor_ pl ayback wi.th the image program
[0058] . THEYRIE#RIAG kepuimiqrmation gigt eereRedded Bk impggaed eediodstadp| “by furt her
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an i mage decryptor/deconpressor 320, and an audi o decrypt or/ deconpr essor

324. The bglftamnnfnmyattoarmdr mcatbymsnzgeelz&foonmtalromhlfswrfy Dﬁpreemmmhet i zer 316.
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projector 148. Additionally, a cryptographic smart card 328 may be used
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the depacketizer.316 to the projection equipnment. [0060] The theater
manager 1PPLEARUPEE 8 pnages the security of, operates, and

[0063] The image decryptor/decompressor 320 decrypts and decompresses the image
~ data stream to reverse the operation performed by the image compressor 184 and the
-image encryptor 188 of the hub 102. Each auditorium module 132 may process and

display a different program from other auditorium modules 132 in the same theater
subsystem 104 or one or more auditorium modules 132 may process and display the
same program simultaneously. Optionally, the same program may be displayed on
multiple projectors, the multiple projectors being delayed in time relative to each
other.

[0064] The decryption process uses previously provided unit-specific and program-
specific electronic cryptographic key information in conjunction with the electronic
keys embedded in the data stream to decrypt the image information. Each theater
subsystem 104 is provided with the necessary cryptographic key information for all
programs authorized to be shown on each auditorium module 132.

[0065] A multi-level cryptographic key manager is used to authorize specific
presentation systems for display of specific programs. This multi-level key manager
typically utilizes electronic key values which are specific to each authorized theater

manager 128, the specific image and/or audio program, and/or a time varying



nonitors the theater subsystem 104. This includes the external interfaces,
i mge and audi o decryption/deconpressi on nodul es 320 and 324, along with
proj ect orw042/1emd8 t he sound system nodul e 152. Control | ®COMUISAL/18960 COMeS
fromthe playback nodule 140, the CPU 312, the theater nanager system 128,
a renote control port, or a local control input, such as a control panel
on the outside of the auditorium nodulg 132 housing or chassis. The
decoder CPU 312 may al so nanage the el'éctronic keys assigned to each

audi torium nodul e.132. Pre-sel ected. el ectronic cryptographjc keys assigned
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in the image and audio data to ~ decrypt ge and audi o I nformation
bef or e t heudiesompmedsledd2.process. Preferably, the CPU 312 uses a standard
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process and display a. different programfrom other auditorium nodules 132
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implementation of an encryption algorithm, typically Data Encryption Standard
(DES). The smart card can input values provided to it, encrypt (or decrypt) these
values using the on-card DES algorithm and the pre-stored auditorium specific key,
and output the result. Alternatively, the smart card 328 may be used simply to
transfer encrypted electronic keying information to circuitry in the theater subsystem
104 which would perform the processing of this key information for use by the image
and audio decryption processes.

[0069] Image program data streams undergo dynamic image decompression using an
inverse ABSDCT algorithm or other image decompression process symmetric to the
image compression used in the central hub compressor/encryptor 112. If image
compression is based on the ABSDCT algorithm the decompression process includes
variable length decoding, inverse frequency weighting, inverse quantization, inverse
differential quad-tree transformation, IDCT, and DCT block combiner deinterleaving.
The processing elements used for decompression may be implemented in dedicated
specialized hardware configured for this function such as an ASIC or one or more
circuit card assemblies. Alternatively, the decompression processing elements may be

implemented as standard elements or generalized hardware including a variety of



mul tiple projectors, the multiple projectors being delayed in tine relative
to each other. [0064] The decryption process uses previously provided

uni t - specwbioe/1exsdl8 pr ogr am speci fic el ectroni c cryptograpiCe/usesy18960
information in conjunction with the electronic keys enbedded in the data
streamto decrypt the inmage information. Each theater subsystem 104 is
provided with the necessary cryptograaﬁic key information for all prograns
authori zed to be shown on each auditorium nodule 132. [0065] A nulti-Ievel

crypt ographi.c. key manager is used to aythorjze specific resentation
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Standard (DES). The smart card can input values provided to it, encrypt

(or decr ypeists; pbs the sdegived datangstened inaradom MESsatqe A2, hienid t he
pre-stor egre?é{%lgr%ﬁiﬂ&lgle&év;éecor §§1¥ilm, until it is needed. The data input to the
SDRAM store 402 corresponds to compressed and encrypted versions of the image
data. The store 402, therefore, need not be very large (relatively speaking) to be able
to store data corresponding to a large number of image frames.
[0072] . From time to time, the data is taken from the store 402 by the CDI 401 and
output to a decryption circuit 403 where it is decrypted using a DES (Data Encryption
-Standard) key. The DES key is specific to the encryption performed at the central
facility 102 (see Figure 1) and, therefore, enables the incoming data to be decrypted.
The data may also be compressed before it is transmitted from the central facility,
using lossless techniques including Huffman or run-length encoding and/or lossy -
techniques including block quantization in which the value of the data in a block is
divided by a power of 2 (i.e., 2 or 4 or 8, etc). The decryptor/decompressor 320 thus
- comprises a decompressor, e.g., an inverse quantization block (Huffman/IQB)
decompressor 404 that decompresses the decrypted data. The decompressed data
from the Huffman/IQB decompressor 404 represents the image data in the DCT
domain.
[0073] Since the system already comprises the necessary hardware and software to

effect DCT compression techniques, specifically the above-mentioned ABSDCT



and output the result. Alternatively, the smart card 328 may be used sinply
to transfer encrypted electronic keying information to circuitry in the
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Data tends to be noved around and grocessed in bursts, and so the received
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interface 407 represents the image in the pixel domain, data for only a comparatively
small number of image frames can be stored in the SDRAM store 408. This is not a
problem because the purpose of the frame buffer interface 407 is simply to reorder the
data from the inverse DCT circuit and present it for reformatting by the pixel image
processor 409 at the display rate.
[0076] The decompressed image data goes through digital to analog conversion, and
* the analog signals are output to projector 148 for display of the image represented by
the image data. The projector 148 presents the electronic representation of a program
on a screen. The high quality projector is based on advanced technology, such as
liquid crystal light valve (LCLV) methods for processing optical or image
information. The projector 148 receives an image signal from image
decryptor/decompressor 320, typically in standard Red-Green-Blue (RGB) video
signal format. Alternatively, a digital interface may be used to convey the
decompressed digital image data to the projector 148 obviating the need for the
digital-to-analog process. Information transfer for control and monitoring of the
projector 148 is typically provided over a digital serial interface from the controller
312.



SDRAM st ore 402 corresponds to conpressed and encrypted versions of the
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specific to the encryption perfornmed ag the central facility 102 (see

Fi gu and, fherefore, enables the incom ng data to_be decr ed. The
dat 2 D) al's0 BESiEbasF HESEHRATGS JHEvINEs ST EBaRHOP RS IRCh o
facility, ordi8driBiatl09k SRterhBANPLOAES: 408GS b.'@bﬂgl%u'f%(lﬁé BEuHi QEnt' HOa1 &8 h

encodi ng and/or lossy techniques including ock quantization in which the
val ue of ihwhithtragistarsatdse thekwatermark wegtiticdsipnanfoometionofndlecisioms are2 or 4 or

8, etc). The decryptor/deconpressor. 320 thus conprises a deconpressor,
e.g., an SPBé”‘ﬁﬁhﬁ?FfS %maggm}ﬂslboéﬁ’(h?e}lfg% man/ | QB) deconpressor 404 that
decomgurgisses t e dafernptiadotkabar 405Renttas M RARS &R Y Gjectbf RIdhkification

Huf f man/ 1 QB deconpressor 404 represents the imge data in the DCT domain.

[0073] Si Aede arskdingg se@minp cornspputdeniprnescsd vidpe betue eadaja is dutiwa kethand

bove. monbioisile RELSAS T E AT 10 BRE Bl
t echni quemaniputaitpe esch ad adsalutionscaiigeandroppiitk. IMoeiveslved meicks, sadtk, into

the picture in the DCT domain. O her transformations could, of course, be
used but 2SINTETIRRAYEEIRMG Fellysion el segments BoppmpRIplGR0uEers+ G IMRES of fers the

nost cost ect.] [ : r or 404 is,
lg%’tdr%/ gossﬁﬂ)é Mft'b%rkd{tgg%%ul@@st é"ft&% gz{E'u NRIAEGERP! B8

therefore, 1 a water processor ere a watermark is applied
i N a mannsatdarmatking inforbatidesonsdred into thy dde@data et sich a wegrtbatralbel ow. The

o o S L P RSB 08 AR LR o PSR,

into iMagR @8hiéh inthgk BRIPAN OF nd &BRé than V8 fiahted eI, Produced pi xel data
is input to a frame buffer interface 407 and associ ated SDRAM store 408.

The {G0a%e buf f dihe watesmprkquoarsyorA08 canpdeysiadPBYl ergine that wd@yediotbe as a buf fer
in which Lhe BhXE). F/% elSs MRlehul Rsed SRRIR I W halilpateeti LAAB! K

predicted because the sequence is tied to a non-linear noise generator. Secondly, the

watermark is specific to the individual program and ensures the pirate cannot tamper

with it, despite having compromised another program or being aware of the

watermark technique. Thirdly, the watermark is imperceptible because it is masked in

a noise-like random sequence, i.e., the code generated by the DES engine.

[0080] It is assumed that a video pirate will know that the movie material he is
stealing will contain a watermark of some origin. He may not be able to perceive it or
strip it from the image, but he may be able to alter it using some or all of the
following methods. .

[0081] Basic manipulations such as resolution scaling and cropping occur when the
program is recorded onto a video camera or similar device. The digital cinema
display format can be as large as 2560 x 1088; most consumer equipment is limited to
a maximum of 800 x 600 pixels (SVHS). This implies a resolution scaling operation
and possibly also a cropping operation. The video pirate may decide to capture the
entire width of the image (letterbox format) or a fraction of it (pan and scan).

[0082] Complex manipulations such as inter-frame averaging occur when two video

frames from the same scene are used to average out the areas that have been



format for display of the inmage by a pixel image processor 409. The SDRAM
store 408 may be of a simlar size to that of the SDRAM store 402
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display of the program. The projector identity data and the time stamp data are input
to an error correction unit 427 where forward error correction, i.e., convolutional
coding, is applied. The error corrected data from the correction unit 427 is input to a
spreading block 429 together with a spreading factor from the register 423. The
spreading block 429 spreads the bits from the correction unit 427 so as to make the
watermarking data more robust against short-period manipulations. The spreading
function performed by the spreading block 429 may, for example, duplicate each
input bit a number of times before moving on to the next bit. This enables the data to
be spread within a frame with the code changing on a frame-by-frame basis, or to be
spread over several frames with the code changing after a predetermined number of
frames.

[0085] The watermark processor 405 also comprises a DES engine 432. The DES

engine 432 generates DES codes entirely independently of the DES codes used by the
DES decryption unit 403 (see Figure 4). The DES key used by the DES decryption
unit 403 pertains to the encryption and decryption of the data from the central facility
(see Figure 1) whereas the DES key generated by the DES engine 432 is specific to

the theater and/or the projector I which the movie is displayed.



war pi ng, are possible but beyond the resources of the casual video pirate.
The watermarking information is inserted into the video data in such a way
that all wonkoowet i on contained in the watermark i s readalpiCe/usoz/18260 any
contiguous segnent of the notion inmage program of no nore than five
mnutes in duration. [0079]' The watermark processor 405 enploys a DES
engine that is keyed to the programkegy. This serves three purposes.
Firstly, the watermark pattern cannot be predicted because the sequence is
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intensity values of the DCT coefficients of the original image. The watermark is

made strong in the DCT coefficients with large intensity values and is attenuated in -
areas with small DCT values.

[0088] Although any color component may be used, Figure 5 illustrates only DCT
coefficients for the luminance (Y) component of the image are input to the amplitude
control block 434 (and indeed to the watermark processor 405). In this embodiment,

“the DCT coefficients relating to the color different components (Cr and Cg) of the -
image bypass the watermark processor 405 entirely. This is because the color
difference components (Cr and Cg) by themselves cannot be used to produce a
meaningful image but the luminance (Y) component may be used to create a black-
and-white version of the image. Processing the DCT coefficients for the Y
component reduces processing overheads. In another embodiment, the Cg and/or Cg
components are input to the watermark processor.

[0089] The amplitude control block 434 produces an amplitude value that is passed to
a marking control block 436. The marking control block 436 controls the actual
selection of the components to mark. It decides which DCT coefficients are marked

and in what types of sub-blocks. Any block size (16x16, 8x8, 4x4, 2x2) may be



mar ked and average those out. A variation on this schene, collusion, uses
two copies of the programto identify marked portions and then nodifies
them to fwbrocaexcds a fal se signature of a third copy. A f@eCThEso2/c896p ex
mani pul ati on, inage warping, involves using a geonetric transformation on
every frame. Under this schene, inmage bits are noved slightly to new
positions so that the imge appears u?gouched, but the watermark detector
cannot | ocate the bits. [0084] The wateérnmark processor 405 conprises a
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engi ne 43positiveisidd ot neggtine(-a) value poddebtorthp oninaisied) (@)  sequence for
eToCfiiR. e 8L SRR B AL E TR ko s M aphey | ondec
used where they are added to the DCT coefficients for the luminance component of the
image. In this way, the watermark data is applied tothe image data while still in the
DCT domain. Apart from the DC components, all DCT coefficients are considered as
-candidates for the application of watermark data. The data is applied depending on
-among other things the amplitude of a coefficient. The application of watermarking
~data to a DCT coefficient will have an effect on an area in the image since each DCT
coefficient contributes to several pixels in the image. It follows, therefore, that the
watermarking is applied to substantially the whole of the image and not just selected
portions of it. This tends to make the watermarking more robust to such attacks as
those discussed herein above.
[0091] Those possessed of the appropriate skills will appreciate from the foregoing
that the watermark is constructed to indicate the authorized location and time for
presentation, for more efficiently tracking the source of illicit copying when
necessary. The watermark may appear at frequent, but deterministic periods in the
playback process and is not visible to the viewing audience. The watermark is
perceptually unnoticeable during presentation of decompressed image or audio

information at what is predefined as a normal rate of transfer. However, the



t hroughout the program At the beginning of each frane, the initial vector
is loaded wth the current franme nunber. The DES engine 432 is configured
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generated that is unique for every frame of every program The thus
generated | ong PN sequence is output to an exclusive-OR (XOR) conbi ner 433
where it is conbined on a bit-by-bit sis wwth the data fromthe

spreadi ng bl ock 429. [0087] An anplittde control block 434 identifies the
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applied or used to identify the audio programs, if desired. The audio
decryptor/decompressor 324 takes the audio data stream from the depacketizer 316,
performs decryption, and reassembles the original audio for presentation on a
theater’s speakers or audio sound system 152. The output of this operation provides
standard line level audio signals to the sound system 152.

[0094] Similar to the image decryptor/decompressor 320, the audio
decryptor/decompressor 324 reverses the operation performed by the audio
compressor 192 and the audio encryptor 196 of the hub 102. Using electronic keys
from the cryptographic smart card 328 in conjunction with the electronic keys
embedded in the data stream, the decryptor 324 decrypts the audio information. The
decrypted audio data is then decompressed.

[0095] Audio decompression is performed with an algorithm symmetric to that used
at the central hub 102 for audio compression. Multiple audio channels, if present, are
decompressed. The number of audio channels is dependent on the multi-phonic
sound system design of the particular auditorium, or presentation system. Additional
audio channels may be transmitted from the central hub 102 for enhanced audio

programming for purposes such as multi-language audio tracks and audio cues for



mar ked, whether the block is deemed perceptually significant or not. In an
enbodi nent, both perceptually significant and ot her bl ocks are marked. In
anot her wolwediwesit, perceptually significant bl ocks are mot/usarvksses The
mar ki ng control block 436 converts the watermark val ue fromthe XOR
conbiner 433 into a negative value (-1) if the watermark bit is a zero (0)
and into a positive value (+1) if the,s,watermark bit is a one (1). The
mar ki ng control bl ock 436 al so deci des whether or not the waternark data

w ll actual]y be incorporated into the coeffjcien for the |um nance
conponent §1glf%mc%1r§£éﬁlfiigﬂ‘?% heft REWE TBhe BPerW“geciddé‘koé’!# &Pé%trf‘ﬂ@ val ue of the
coeffici egyvact R0 tb bR APt blogdensvel PepbiRrutna ARhidipdesiandfieets bl ock

t oget her other information (including block size) pertaining to the
DCT coef f iradkerubtitlinge mst spetip] viswad evertiadks fior hearingimpairsdiasdieneescoef fi ci ent s

wh 92 val ye | i . thi i nt ise into the i :
Suondflse woula diseufen foTib aurie it B ek by R B It diebdg e | O
unaccept aﬁh%fp Bt BlafBe kdientb@ adydcionaldy vasdlolithiBrecitagé t i ve (+1) or

negative (- value is added to the 'lum nance (Y) data. [00901 The data

out put fr eimchieaizatioki Fgageamegreins Blaysknygel singld fpues G@.o- sl HoeRer), 438  where
they are t |Gl for. ] 0 nt of the
mage. 1 roPRRe g gtnef e P B S ool i oo AEBEGoFUIGNET, i '
still in #etiodXCT domai n. Apart fromthe DC conponents, all DCT
coefficients are considered _as. candi dates for the application of watermark

dat al0%He dat alfinscesspy be adigchennely BnProxifsdgo 88 Aedio drish gEmaRe ahEh i t ude of
a coefficjente ;ée’lfg}{ aPRliedtd sg/ﬂcfﬁr)ni e aﬁﬁfc}ﬂk’ﬂlgthega%gggﬁg%%nﬁ%ﬁ&@@f ficient

wi |l have an e on an aréa I n the inmge sinc coefficient
cont ri but Eschtchassalehanl gqes Kebegh adighia tb apajeg convefadn ovmovidhwhefaee, that the

watermarkjng is , l.i ed,to substanti all e al e, of the.inn and not
just sel eié‘fcg?@ aspgﬁ‘l%ilﬁ‘f?g gtoyts to Sﬂ’ff‘_é SY%ﬂ%ﬁ?’oTﬁ%}@%ﬁ@wffﬁ%%%g nor e
robust t 0158} fathAGlchaR%re fdiefmeeddicsE WSSAdithalei 10 RREVR appf§Rikde Those

possessed of the appropriate skills will appreciate fromthe foregoing

that the smamdspsien. Thediondeveladigontputs pyfiiealyaise Randard XK o AEP i on and

time for resentation, faor re efficiently tracking the source of illicit
copyi ng wh ecstﬁrescfgggawymoé)[ﬁ%eg\%g%l%nr%sry%eﬁlgy appear at frequent, but

det efoodg)i st i ¢ Refer@Sbidk tb Fizurddd, aydasdod@r dasis1ahacliudeswlibétichinitled to t he
view ng audi ence. The watermark is erceptual | y unnoticeabl e during
pr esent at ingmfase 288 cbaperasketiver iy thegtecedrgicgntroller or CPU 312, the image

decryptor/decompressor 320, the audio decryptor/decompressor 324, and the
".cryptographic smart card 328. The decoder chassis 144 is a secure, self-contained
chassis that also houses the encryption smart card 328 interface, internal power supply
and/or regulation, cooling fans (as necessary), local control panel, and external
interfaces. The local control panel may use any of various known input devices such
as a membrane switch flat panel with embedded LED indicators. The local control
panel typically uses or forms part of a hinged access door to allow entry into the
chassis interior for service or maintenance. This door has a secure lock to prevent
unauthorized entry, theft, or tampering of the system. During installation, the smart
card 328 containing the encryption keying information (the auditorium specific key)
is installed inside the decoder chassis 144, secured behind the locked front panel. The
cryptographic smart card slot is accessible only inside the secured front panel. The
YIQ signal output from the image decryptor/decompressor 320 to the projector 148 is
connected securely within the decoder chassis 144 in such a way that the YIQ signals

cannot be accessed while the decoder chassis 144 is mounted to the projector housing.



information at what is predefined as a normal rate of transfer. However,
the WO 02/ 101648 PCT/ US02/ 18960 26 waternmark may be detectable, although
not per cepoiRiieie4svhen the image or audio information is pCEdsel/esde@t a
rate substantially different fromthat normal rate, such as at a sl ower
"non-real -tinme" or still frame playback rate. |If an unauthorized copy of a
programis recovered, the digital wat g mark i nformati on can be read by
authorities, and the theater fromwhich the copy was nade can be

determ neq. [0092] The water marked DCT data t roduce t.he

wat er mar ki B’é%@g?% e”iS%‘['iorPﬁ‘ﬁ‘fenf QP %&E"r E@O&f'll"gﬁ’i’q{enéb’é "here it
I's conver t&eciiptiiRienab b dieddr 14¢ al ready been explained herein wth
reference to Figure 4. Thus,  the decryptor/deconpressor 320 serves to

decr y§9991t he i nFbersoumddastam Haquesonte sl dudjo perpiby of a pyeeram pathe thedervert t he
data fromth omai n. to th I X domai n and ..reconstruct .t he pixels
"nto a SuMeAETe PeraRDy e SareprRE oA Re Rguoey SR o ke Tapc
[0093] Theyraddhwiis SighMpl cdiheSRCRERI 65 Sl og3Rmat) ®\Wh 1he afrdigur e 3 operates in a
simlar manner on the audio data, although it does not apply data

r epr esent flefgypiovigacompaeskond24. f i ngerprint to the audio signal. O course
such t er mar, i I } i t t he
audi é‘ﬁB‘}ﬁggr ans Alﬁfl’%n%ggéslwﬁe{gp ﬁaec(’f{allﬁfgqlgglﬂg%fdy%g g?‘?d(’ﬁlgg%%?légg%&?%ﬁf%akes t he
audi o dat mtsh k@@l playbickldecsirpagkEdd. 286mbBihing the plafybidkanstidd 140 andlthe and
reassenbl es the origi ngl audi o for presentation o,r}btﬁ t heater' s _speakers or
audi o soufrodsicnadylg 398 reprils By Aosi ANdGECesh imesaRngs IdAatnndy ? sagle Elndar d
line | eve i J | 180 t he
B e A T R L
rever ses . ddvedapkidatGanbipatidoofiteaplbyback encalutt bi0 odithe decoder 19 21sonides he audi o

encryptor 196 aof the hu 2., Usi el.ec nic keys fromthe cryptographic
smart carHOtéﬁ@lferfh‘EBﬁ“f?thac{llg?fﬁhwnteﬂ%ﬁ{écﬁltzé@troni c keys enbedded in the
dat aggbrieam t FanslpleiRéWwing38chtioRCArY BbSre B fGuthion bR bRy SBEdge Bevidde

decrypted audio data is then deconpressed. [0095] Audio deconpression is
per f or med13f isisoahgied &y iransisrsompeassdddnfosmatien olggiugle amagewogen toal hub 102

For audi o,¢omn GR& MmN bRAGeAUFLBARARNIL Setsdt! oPEFREN timB Slative

'to each other. These preselected programmable offsets are made substantially equal
‘to zero or very small when a single image program is to be presented to selected
multiple auditoriums substantially simultaneously. At other times, these offsets can
be set anywhere from a few minutes to several hours, depending on the storage
configuration and capacity, in order to provide very flexible presentation scheduling.
This allows a theater complex to better address market demands for presentation
events such as first run films.

[0102] The theater manager 128 is illustrated in greater detail in Figure 6 of the
accompanying drawings. Turning now to Figure 6, the theater manager 128 provides
operational control and monitoring of the entire presentation or theater subsystem
104, or one or more auditorium modules 132 within a theater complex. The theater
manager 128 may also use a program control means or mechanism for creating
program sets from one or more received individual image and audio programs, which
are scheduled for presentation on an auditorium system during an authorized interval.

[0103] The theater manager 128 comprises a theater manager processor 336 and may
optionally contain at least one modem 340, or other device that interfaces with a

return link, for sending messages back to central hub 102. The theater manager 128



deconpressed. The nunber of audi o channels is dependent on the nulti-phonic
sound system design of the particular auditorium or presentation system
Addi t i onawo candiéas channel s may be transmitted fromthe cemCmraiSose6@d02 f or
enhanced audi o programm ng for purposes such as nulti-I|anguage audi o
tracks and audi o cues for WD 02/101648 PCT/ US02/ 18960 27 sight inpaired
audi ences. The system nay al so provid additional data tracks synchronized
to the inage prograns for purposes suc% as nultinedia speC|aI effects

tracks, subtltllng, | visu cue tracks for i, mpai r ed
audi ences MgYopYed e%ﬁls ﬁ@e%e@%‘?tlsp as 3&88?16“5‘?13 ang@ramEe E‘k Vifty be tine

synchroni zgd, 19 Eeggoaru r@ﬁ%h %a@%ﬁa&noarm@m/r RenfbenaniRe s dsyRcha@nousl y

wi t hout direct synchronr'zation. | nage prograns may consist of single
frames (i beoth, sltanlylotlnemagl@)le; lmatiget)atan cenvehiest fog kleafar aperagoist | i mages, or

not i image s ces of short or tio 7] _1f. necessary, the
audi g&@ﬁgﬁnel S‘:Igf:gneﬁpeama&%ertp(socgﬁsoaégg % ﬁg?rﬁgyélsg’ﬁg% ﬁ;ﬁ?eéﬂl Tnserts a

del ay as nagdad otdde TuRphifceNTES tHeh@r AkAd r’?&dc@ssbf‘%@&ﬁﬁlﬁﬁ’ﬁlbﬁésﬁwitﬁﬁﬁe frame.
Each channel then goes through a digita anal og conversion to provide

what are nhmhmsagdrllﬁ@ an@oenditional wfsss manageiud (SgastigrielD Preferablyi s, t he
appr opr | a&l? Vlg | 0940 1seu\§gcjit onfng{u]ir@zgt é&}lt%QEA gen ﬁfélgqel néa#h%qn%&emidﬁ@ d' gi tal

data to d approprl a Sotng system evel audi o out puts

typi cal | y gusalt Astahadaed fﬂ;@ldlineAﬁSieﬁB@Hat esdecot@iscdmoadd tontheost t heat er
sound systens. [0098] Referring back to Fi }g?&re 3, the decoder ChaSSI s 144
i ncl udes RTIEHEF 206 SARRSCLS tp grstandaiddwo gigre tefephenslinadecem@unepts back i decoder

control | er, degéen{;ﬁtﬁu%%z tﬁg%ma;ﬁgﬁ RGN RL s BE &ﬁéﬁegte@&gn ghhe audio

decryptorf conpr essor cryptographic smart car 328 The
decoder clpasssser 336landstha cemcal heb lﬂﬁhfaybemraluﬂmgotmmmmtrﬁat al so houses

the encryption smart card, 328 interface, internal power s ly and/or
regul at i ofO™EBBIPHES OQ%?Chélﬁ&%?@/?qut%BﬁPuﬁlﬁﬁ%adTet‘ﬁ%%gf and ext er nal
i nt er f acesyirelk§, or %11t AHnRhicRAGEdysieRY. BELHREY alRinMRES, MSmbleNB40 nput
devices such as a nenbrane switch'flat panel with enbedded LED i ndi cators.

The | ocal icemfigaled t@amidqtppampplyatqg@gfagp streets- part of a hinged access
_(Ij_(ﬁiog [@1@ | ‘lhg\év gﬂg g{eai,egtrrf%gzgeef‘ lgg ﬁé\?;l% nrc%c Sltd)r‘i)urm frr?ordufeeﬁ\él 5% m%gnu%l {ét enance.
with each storage device 136. A theater management module interface may include a
‘buffer memory such that information bursts may be transferred at high data rates from
the theater storage device 136 using the theater manager interface 126 and processed
at slower rates by other elements of the auditorium module 132.
[0106] Information communicated between the theater manager 128 and the network
manager 120 and/or the conditional access manager 124 include requests for
retransmission of portions of information received by the theater subsystem 104 that
exhibiting uncorrectable bit errors, monitor and control information, operations
reports and alarms, and cryptographic keying information. Messages communicated
may be cryptographically protected to provide eavesdropping type security and/or
verification and authentication.
[0107} The theater manager 128 may be configured to provide fully automatic
operation of the presentation system, including control of the playback/display,
security, and network management functions. The theater manager 128 may also
provide control of peripheral theater functions such as ticket reservations and sales,

concession operations, and environmental control. Alternatively, manual intervention

may be used to supplement control of some of the theater operations. The theater



unaut hori zed entry, theft, or tanpering of the system During installation,
the smart card 328 containing the encryption keying information (the

audi t ori uwpgpacichs c key) is installed inside the decoder PChASSY/$396014,
secured behind the | ocked front panel. The cryptographic smart card sl ot
is accessible only inside the secured front panel. The YIQ signal output
fromthe image decryptor/deconpressor 320 to the projector 148 is
connected securely within the decoder chassis 144 in such a way that the

YI Q signals canngt be accessed ile the. decoder chassj.s 144 is mounted to
t he proj eCRBYREH i’??g}'.alﬁfbnf?éﬁﬂ%fgggeﬁ@?/e%fﬁg GHGI AUIOHAGAR SYSIGWS it er | ocks

may be usegk theatef EFFilEx RP bR a8fustnitht dehedetinckitths MIBSsstenh & HOL
correctly installed to the projector 148. [0099] The sound system 152

present s tused wiltidepepdpn theraveilatde fscheplagy and théeeads ob therpagicudyydladatars .
Preferably, th und system 152 receives up to 12 channels of standard

f or mat au&wﬁavogfdgl?]e;lfr@,wnei ther in digital or analog format, fromthe audio
decr ypiogy / deconp&fsh@itheZntbPdQAtatéd hafagat 1282dr'the hdi®ofd @ykaekizdul e 140
and the decoder 144 may be integrated into a single playback-decoder unit
132. Conbithg myentiva gsnerpibnswppeps sineulteneous pdpybpck andedisidat ofrselrded 148 resul ts

i t i e, savi i t ' 312) i
needed t o PiEEiRe b BRERENAET oidea iR, ERBM e bR ot ofRler ) o ) ' °
decoder 14danagarii28naticartwbrkirheapéel2faakhomhtive ofl 4 Proedn fhreplaidacider 144

al so does not require the use of a fiber channel interface 288. [0101] If
mul tipl e VREEPISEINES C41 P%%b%$®e&é§? Fhough MierisF sy SFmdie aRlY wedt Bge devi ce

136 is confi f c . J i i mage
o ogr am L0 P e B e e L B et s or
del ays i nandfioetheauatbevef playbagkcthaoarh elowdthfss eaghrregiasct ed pr ogr ammabl e

offs re made substantially equ to zero or smal | en a single
gD B Bt am Bt et O e et Btedre LR BY SRRV O | ume

subst ant i ghdnbe&heit ItANROMS! ¥ meAts BipAGFiddd R ButobesRlytdagt andcan be set .
anywhere froma few mnutes to several hours, depending on the storage

conf i gur atPresAntiraprespasi Ty addifion tierse istthe phibivi tdsonteolerthigsprgselscislesent at i on
schedul | nge,, LSkl 0992 A ASALE T SR SNE BoHER EREPUdEaoHBEKET dermands
or presentatl on events suc as I TS run Il Ne.
element. For example, a television or film studio could automate and control the

-distribution of films or other presentations from a central location, such as a studio

-office, and make almost immediate changes to presentations to account for rapid
changes in market demand, or reaction to presentations, or for other reason
understood in the art.

{01101 The theater subsystem 104 may be connected with the auditorium module 132
using a theater interface network (not shown). The theater interface network
comprises a local area network (electric or optical) which provides for local routing of
programming at the theater subsystem 104. The programs are stored in each storage
device 136 and are routed through the theater interface network to one or more of the
auditorium system(s) 132 of the theater subsystem 104. The theater interface network
126 may be implemented using any of a number of standard local area network
architectures which exhibit adequate data transfer rates, connectivity, and reliability
such as arbitrated loop; switched, or hub-oriented networks.

[0111] Each storage device 136, as shown in Figure 1, provides for local storage of
the programming material that it is authorized to playback and display. The storage

system may be centralized at each theater system. In this case the theater storage



[0102] The theater manager 128 is illustrated in greater detail in Figure 6
of the acconpanying drawi ngs. Turning now to Figure 6, the theater nanager
128 proviwev2/1opes ati onal control and nonitoring of the emrCrresopisdsent ati on
or theater subsystem 104, or one or nore auditorium nodules 132 within a

t heater conplex. The theater nmnanager 128 may al so use a program contr ol
means or nechanismfor creating proggamsets fromone or nore received

i ndi vi dual imge and audi o prograns, ich are schedul ed for presentation
on an audi,tori uring,an. au rized interval 0103] The theater
manager - 198760t Rleds T st S a0 o f e s ik RESARD™S bt | onal Iy
cont ai n apokeArfitofiNfhs AR Ay B4 Anared a&békesrev%yalfé@tohﬁﬁak al dHeitheices with a
return link, for sending nmessages back to central hub 102. The theater
manaff8i2]128 \/\d)@wmw@nm@mcumﬁ 13980 stopagerdeyice 86 oy storg beveral di spl ay

el ement such as r and a, user .int keyboar d,
o oh ey PPRER i Rl PR B R g B it BB oot . or
any ot her agl hét&bﬂﬂ@ i a@ﬁtalm thdtahy pfog AR RN B Plajedbatheat fleseRRI Gt | ons.

[0104] The theater manager processor 336 is generally a standard comerci al
or ~ busi n@s&sal@h%rer@d@mﬁm@n SW‘I‘?@ @ ﬁe@f@?“ﬂﬁngé@r thersaie PEErABIBYIBMUNI cat es
with the af manager 124 (see
Figure 1). Hﬁ?te éedrﬁg bﬁ %ﬁ@lﬂgéﬁgg gﬁq"?orrs?’runl cate with the
cent.foat3lhub 10Havfﬁgehumtéemb34ﬂle| iavergendyatfeyenge sd apaéorctdpndodinhénné nodem

t hat resides |n iS co cted to the processor, and connects to a
standard W PGMe Ltnéﬁlémaﬁl@t e Fen0 B R ANSHOR 4 AERIPIEBY ORN@nd i al hub
102. Al t epRaificufibie angmmn%@aémswm%m th&\ Opbkg%géee lof te Processor
336 and the central hub 102 may be sent using her | ow rate

communi ¢ akmaydsdgmaﬂdcsétsllssmyrbe ragdel witlkout deparpicé framshe splpua;ﬂd scoplaofethe

net wor ki n rele or satell te. communi cati.o ms. For these
alternati &ggnu ﬁﬁ%’g}?\l{’%% apP%“ afraﬁ?%cgeqtgvad?rg%% fhe appropriate
interface structur e. [0105] The theat er manager 128 allows each auditorium
nodul e 132 to communicate w th each storage device 136. A theater
managenent nodul e interface may include a buffer nmenory such that
information bursts may be transferred at high data rates from the theater

storage device 136 using the theater manager interface 126 and processed
at slower rates by other elenents of the auditorium nodul e 132.



[0106] Information communi cated between the theater manager 128 and the
networ k nmanager 120 and/or the conditional access nmanager, 124 include
request s Woro2/10w4$ ansm ssi on of portions of information r@cerssez1dsyo t he

t heat er subsystem 104 that exhibiting uncorrectable bit errors, nonitor
and control information, operations reports and alarns, and cryptographic
keying information. Messages communi cghed nmay be cryptographically
protected to provi de eavesdroppi ng type security and/or verification and
aut henti cat,i on.. [0107] The theater nmanager 128 nay be configured to

provi de' ?@Fﬁ&*aulgwﬁfﬁ%“gﬁwﬁFHfion of the presentation system including
control of the playback/display, security, and network managenent
functions. The theater nmanager 128 may al so provide control of peripheral
t heater functions such as ticket régéxUﬂSFons and sal es, concession
operations, and environnental control. Alternatively, manual intervention
may be used to supplenent control of sone of the theater operations. The

t heafdi WO 02/ 101643\nPeppddii /faiB8 9pflying0damnagesentd sayatadnsaki vot @sthace w t h
certain existing control automation systens in the theater conplex for
control OFSPEEFHERSEHIMASE, 1 SRR FUTCAPRIENS: HrauISH Of Iertien e i ddfi | |
depend on the %Yaérfo?béo%ﬁrigeﬁﬁm%b @Nfb LRVeCEASIRhid EnP Hrld Bbthafort heat er,
as woul d be known. [0108]" Through either control of theater nanager 128 or
t he net woapkplymp agirwaZiGgrrortchaedtivnealgorithmgentbe ahidylosaiop@nd ginsé dath tradeous

pl ayback and di splay of recorde programm ng on multiple display

pr oj ect or §9P gﬁ@?ﬁﬁq%@‘ﬁﬁﬁé et%?fﬁtrol of theater nmnager 128 or the

net wor k nanagep cé&@%preaﬁﬁg)ﬁﬂiz@iub@a t8recRiRItBE RS ddded Bhta YOG Feadid thi Pl €
times can often be done even though theater subsystem 104 only needs to

recei ve tBEORasigaeta togcrede spresk datei yyrepedied)s mutnutting pabeny of thetearoper i od of
time and t HEH&’?‘ . . that are allowed for each program
[ 0109] Thé%‘%&ﬁggau ona éé(??glg%%%e?% ‘t he theater nanager 128 by the network
managenent nodaBES tdde geneRviSor Serpi@itigtad durputeinig damtrépradenying adESg, and
presenting prograns. In addition, there is the ability to control certain
presel ect .e§ network operations froma location renote fromthe central
factlity using,ofiich Gbr AhRHRY he Siea@UaiPinG hé DEA E¥eSffloRpuding ™ Studi 0
could automate and control the

watermark data representing a location and time specific watermark;

a receiver for receiving signals containing said data representing an image as
DCT coefficients in transform space, which data is received in an encoded and
compressed form on a signal medium, and for receiving an apparatus specific key;

a decoding circuit responsive to the apparatus specific key for decoding and
decompressing the received signals to recover the data representing an image
therefrom;

a control circuit for analyzing at least a component of the image data to
determine an attribute thereof and to output a signal representative of the attribute;

a marking control unit, coupled to receive the signal from the control circuit,
the image data from the source and the watermark data from the combiner, for adding
the watermark data to the image data depending on a characteristic of the attribute and
a characteristic of the image data;

an inverse DCT transform circuit connected to receive the watermarked image
data and to convert the same from data representing the image as DCT coefficients in

transformation space to data representing the image in pixel space;



distribution of filns or other presentations froma central |ocation, such
as a studio office, and nake al nost i medi ate changes to presentations to
account fwp oeapicd#s changes in market demand, or reaction POTASey&Es¥@t i ons,
or for other reason wunderstood in the art. [0110] The theater subsystem
104 may be connected. with the auditoriumnodule 132 wusing a theater
interface network (not shown). The thegter interface network conprises a
| ocal area network (electric or optical) which provides for |ocal routing
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net wor k t gpae8for@onn®tiag e fike dauftiotaOfotrdin ssytshle fdisdispldz apd t he theater
subsystem 104. The theater interface network 126 may be inpl enmented using
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adequat e . prgs&j] t ivity, and reliability such as
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device 136, as shown in Figure 1, provides for |ocal storage of the
progranm ng material that it is authorized to playback and display., The
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[0112] Dependi on.capagjt he theater stor devi.ce 136 store
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connect edfrigi e’ dagCald théparaiekapddtai N such a way that any program may be
pl ayed back and presented on any authorized presentation system (i.e.,

projector). Al so, the same program nmay be sinultaneously played back on
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generate a DES code depending on the frame index data and the program key data.

[c4] 4. . An apparatus as claimed in claim 2, wherein the combiner comprises
an exclusive-OR (XOR) gate for combining the spread data and the DES code on a
bit-by-bit basis according to an XOR function.

[c5] 5. An apparatus as claimed in claim 4, wherein the control circuit is
connected to receive data representing the luminance component of the image, and is
configured to determine as said attribute an amplitude value of the luminance

component as the log, of the value of the luminance component.

[c6] 6. An apparatus as claimed in claim 5, wherein the marking control unit
is arranged to generate as a generated value from the watermark data a positive or
negative value and to add the generated value to the image data depending on the log,
of the value of the luminance component being greater than a predetermined
threshold.



32 \What we claimas our invention is: CLAIMS: [cl] 1. An apparatus for
applying data representing a waternmark to data representing an imge, the
appar at uswoonpoicss ng: a source of |ocation and tine data; Pan/usSpr/m9ecodi ng
unit connected to receive the location and tinme data for applying a
forward error correction algorithmto the said | ocation and tine data and
outputting error coded data therefrom3 a code spreading unit coupled to
receive the error coded data for spreadl ng the error coded data to create
sprezd data by repe dly out utt| ortlons of the error ode data a
numbélof tined: the Bﬁ?mﬁs gﬂ@rﬁ?ﬁ?“ﬂgﬂ § e PERTK goa fiRf2

out put ti ng Aabaif LR ﬁﬁ,%@tﬂhgg Qg& Iﬁ@% a conbi ner for conbl n| ng the
spread data and1t$ DES code arrtd ou(t puttlgng watermark data representing a

| ocati on and tnmnSM@upplmngmcehmaﬂdtlme dateei ver for receiving signals
cont ai ni ng sai d dat DCT coefficient

t
transform spacglea%t%é ReG é’t%ige?lg ll(tcgg ?rrécgt%%ﬁ dﬁfﬁl fon aBR¥Re SHAT C%‘g T'Oetgged form

on a si gngdid rRAiban@iifheldafa, SHRCSIMIHIRS Sifordidaad adth ShesdiRsph,f | C key a decodi ng
circuit responsive to the apparatus specific key for decodlng and

deconpr eSSI ng spreadingeancand enugledit© reseivecteesrrarheodsdt datz dpr epplyingng an -
e U NGLEl G Oy SO fiRlrGl LGt hoh 0o BRGNSl dhE3Rh fogomponent of

t he i mage erm ne an i o ou put a signal

represent ati venehnd foe geidratirpUing ougpubaigkdabgrepanéitilg diieido-Laupheddd;o receive
the signal fromthe control circuit, the inmage data fromthe source and
t he wat er mark H&P‘&SfP’orﬁ’PFﬁ@l%ﬂEﬁ sBvead f dpta a?@@htb@ PieHdo-iandemnspde @Bda to t he

i mge dat g, Stg éatﬁt’égﬁéégﬁtﬁ{ Stob g ardd Df&@ LIbIR Y Reflitk, 2

characteri nage at a; n I nverse ransformcircuit
connected to rmcenwéon epphhgrimagk ebdta nepgesentisd anamohgt ancomséormatibe sane
fromdata representing the image as DCT coefficients in transfornmation
space to % representing the image in pixel space; WD 02/101648

PCT/ US02/ 18960means for analyzing at least a component of the image data to determine an
-attribute thereof and for outputting a signal representative of the attribute; and

marking means, coupled to receive the signal representative of the attribute,

the image data and the watermark data, for adding the watermark data to the image

data depending on a characteristic of the attribute and a characteristic of the image

-data.

[c8] 8. An apparatus as claimed in claim 7, wherein the means for generating
and outputting data representing a pseudo-random code is configured to apply a

forward error correction algorithm to the location and time data.

[c9] 9. An apparatus as claimed in claim 7; wherein the spreading means is

configured to apply the spreading function depending on a spreading factor.

[c10] 10.  An apparatus as claimed in claim 7, wherein the spreading means is
configured to apply a spreading function in which bits in the error coded data are

repeated a number of times.

fcl1] 11.  An apparatus as claimed in claim 7, wherein the means for generating

and outputting data representing a pseudo-random code comprises a DES engine.



33 a pixel processor connected to receive the data representing the inage
in pixel space for converting the pixel data into a format suitable for

di spl ay; wpod2aopr®j ector connected to receive fornatted piPkelusdzaisaed rom t he
pi xel processor for projecting the inmage represented thereby. [c2] 2. An
apparatus as clainmed in claim1, further conprising a source of program
key data and a source of frane index ta uniquely identifying each frane
in a noving i mage, and wherein the code generator is connected to the
source to receive the franme index data therefromand to generate a DES
code depending on the franme index data and the program key data. [c3] 3.
An apnaf at us ag;cl aixgeghiathisd & Blatned HY ERRK 199@&&&&!6&%&1s§1%%€&13%r program
key data and a source of frame index data uniquely identifying a

pr edet er mbupptying phagramofkef rdatreand whereimohe MES engies isagrainedied toi the theanDES code
generator .is cannected t.o the source tq receive the frame index ta

Cher ef r onf AR EG Srepete 1 pRaY e SeBdRrITmoma WeSPries PSR data and
t he progr gimdk@coda tidpenkifiv] ortkhe Pﬂ@gmﬁ)ﬁé 4% as clained in claim2, wherein

t he conbi ner conprises an exclusive- (XOR) gate for combining the spread
data and the DES code on a bit-by-bit basis according to an XOR functi on.

[ c5] écﬁ?] An appg4 at u%nagq_p%}a%sr@sdclla e%l Al L}n ﬂh%ﬁﬁe? ctot:h n@ﬁgtﬁlginscf'ogcu' tis
connecfed to recei ve dat'a representing e |'ufm nance conpofent of The

i ][ragﬁ, ?nd;ﬁpsyingmfﬂegud@ddattm udﬂhﬁl&ﬁliiﬂﬁifﬁﬂg@ﬁﬁdframrﬁh lau’]fleviﬁgl irlﬁﬁgb!, ahdide val ue
of the | um nanc nponent as the | oge of the value of the |un nance
conponent %frs@] the DIz, cRgpatatongccd © th Feens fPrRBFIRS, ARG IRRE mar ki ng

control Upitivehe ¥r5R0986ex QaQCREfcRioh Afd atoggaﬁgﬁ% gad ggﬁxldHfraﬁcfo%ncBﬁg

wat ermark data a positive or negative val ue an t he generated val ue
t o t he i ndgpendiagandepbane myeamatahe | oge of the value of the | um nance
conponent being greater than a predeterm ned threshold. WO 02/101648

PCT/ US02/ 18960 34 [c7] 7. An apparatus for applying data representing a

wat efgrar k to data pepipasbls fdciaimddBIelaink NG, FARBRE FobPrisABRhémk 87
- supplying frame index data uniquely identifying a predetermined number of frames in

a moving image, and wherein the DES engine is connected to the means for supplying

frame index data to receive the frame index data therefrom and to generate a pseudo-

random code depending on the frame index data. -

[c15] 15. An apparatus as claimed in claim 12, further comprising means for
supplying frame index data uniquely identifying each frame in a moving image, and
wherein the DES engine is connected to the means for supplying frame index data to
receive the frame index data therefrom and to generate a pseudo-random code

depending on the frame index data and the program key data.

[c16] 16.  An apparatus as claimed in claim 7, wherein the combining means
comprises an exclusive-OR (XOR) gate for combining the spread data and the

pseudo-random code on a bit-by-bit basis according to an XOR function.

[c17] 17. An apparatus as claimed in claim 7, wherein the means for analyzing at
least a component of the image data is connected to receive data representing the

luminance component of the image.



means for supplying location and tine data; neans for receiving the

| ocation and tine data, for applying error coding to the said |ocation and
ti me dat awoandowus putting error coded data therefrom spreadiusg2/moens
coupled to receive the error coded data for applying a spreading function
to the error coded data and outputting spread data therefrom neans for
generating and outputting data repres%\ti ng a pseudo-random code; neans
for conbining the spread data and t he pseudo-random code and out putting

wat er k data_ representing a |ocatjon. and tine specific wateynmark; mneans
for SUBbl ying Hhage PR SRS M fraYErein i R PARe Ve L pace; |
means for.a8a ¥ahpenélt dedst intigt AL NEBnMEl NS 10898 dal ?ep}é%eﬂﬁntgﬁém ne an
attribute thereof "and for outputting a signal representative of the

at t ri but eshramghange céinponentahthe iroegepl ed to receive the signal representative
of the attribute, the image data and the watermark data, for adding the
wat ermark data to the image data depending on a characteristic of the

attrihot e and @9chamaCipPhiatilsias cRfmdd® dIABROE wHadiR thel 18&ns $or HAIyARRAE at US as
claimed in claim7, whérein the neans for ‘generatl ng and outputting data

r epr esent leasf aecqmepangnt efthel bnegeolata issopbgifed o delemwne pp pyphitude salnarel error
correcti o&e%llttg%tiethmto the location and tinme data. [c9] 9. An apparatus as
nc

clained i afm7; wherein the spreading nmeans is configured to apply the

spreadi ng function depending on a spreading factor. [c10] 10. An apparatus

as claimed in claim7, wherein the spreading neans is onfi glgtr ed to apply
a spf@ddi ng fuR@ti oAl APREHER 35; ¢laimed ihelapy 4P, HERIn B a2PIEUdS dpeat ed a

number of qliriBfed hthdlodh bt a AR BPARbHDoRS OF icThiloh Ba! ai m 7, wherein he

means for generating and outputting ta representing a pseudo-random code
conprises a DES engine. WO 02/101648 PCT/US02/18960 35 [c121 12. An

apparatus as clainmedq in claim11l,  further.c risi.ng, means. for suppl ying

o DO Koy dath an@mWHERER Ehaied GriE o SRAGTRALT SO EBE Chenidans 1 o

suppljyl NGafk k@GB! ptRictals aP OSBIMIIEYall@ tirbrh RS &k @MaddathOn P6HETALE 2
seudo-

P . negative value and to add the generated value to the image data depending on the said

characteristic of the attribute.

[c22] 22.  An apparatus as claimed in claim 21, wherein the means for analyzing
at least a component of the image data is configured to determine an amplitude value
as the attribute and the characteristic is the amplitude value being greater than a

predetermined threshold.

[c23] 23.  An apparatus as claimed in claim 22, wherein the amplitude is

determined as the log, of a value of the component of the image data.

[c24] . 24.  An apparatus as claimed in claim 7, further comprising:
means for receiving signals containing said data representing an image in an
encoded and compressed form on a signal medium, and for receiving an apparatus
specific key;
decoding means responsive to the apparatus specific key for decoding and
decompressing the received signals to recover the data representing an image

therefrom.



random code dependi ng on the program key data. [cl13] 13. An apparatus as
claimed in claim 11, further conprising neans for supplying franme index
data uni qwelog/1ddemti fyi ng each frane in a noving i mage, amdT/Ush2IHN t he
DES engine is connected to the neans for supplying franme index data to
receive the frame index data therefromand to generate a pseudo-random code
depending on the frane index data. [cl4] 14. An apparatus as clained in
claim 11, further conprising neans for supplying frane i ndex data

uni quely identifying a predeterm ned nunber of franes.in, a noving,inmge,
and &Y ei n ¢ h%S-DESgé‘r?@Pﬁ‘@tqssaS elﬁﬁﬁ%c&néﬁalflbz"c,w@%aﬁ%e HEalsHBSPYYRES frane
i ndex dat i i : e a
pacudo- rOmdTEagal o MR fiARUtE ahd W LAl Srok LRGP ol BRRGIA
appar at usin&esfack aeapdfarmeceirangihe 2atafpackdier conpri si ng neans for supplying
frame i ndex data uniquely identifying each frame in a noving i mage, and
wherein the DES engine is connected to the neans for supplying frane index
datajbhg receiye thapfiamnisndeidad & ek eff WRBRthE MR &rabRidAng
pseudo-random code depending on the frame index data and the program key
dat a. [c1€pnalGis Arengppde secetvedbe epparatasispesifisl kdynthvoughtremeilinm digferamirbi ni ng

[ | usi.ves f i ni he . dd
and the Bab s S SRS ooy O Fors e SRR Bl B or

function. [cl7] 17. An apparatus as clainmed in claim?7, wherein the neans
for analyzing at |east a conponent of the inage data is connected to
receil®?d data r&pr esOntaPRAatuss claimed dhelaing dfpwhesin e signalsi spgrcoded

02/ 101648%%@%%%%&;%@9 avége[cﬁé&iinglﬁrcﬂEoﬁ%ﬁéﬂ rb‘ﬁsatﬁ-:cgpa' ﬂe@fg%ié& claim?7,

wherein t ans anal yzing at east a conmponent of 't ge data is
connected to receive data representing a chrom nance conponent of the

image. [c19] 19, An apparatus as claiped in . claim7, wherein the neans for
anal {#28lhg at ‘/I?%-astAé} CBrAHHE nts Slfcanfl?fgelf’nﬁlﬁgnd $a Wherety e gtignals (a5

det er m necgf,asRl utiuge Haldds cafiprelsich @ERMgRLt €. [c20] 20. An apparatus as
clainmed in claim19, "wherein the anplitude is
[c29] 29.  An apparatus as claimed in claim 28, wherein the lossless compression

technique comprises run-length encoding.

[c30] 30.  An apparatus as claimed in claim 24, wherein the signals are

compressed using a lossy compression technique.

[c31] 31.  An apparatus as claimed in claim 30, wherein the lossy compression

technique comprises block quantization.

[c32] 32. An apparatus as claimed in claim 24, further comprising inverse
transforming means circuit coupled to receive the watermarked image data and to
.convert the same from data representing the image in transformation space to data

- representing the image in pixel space.

[c33] 33.  An apparatus as claimed in claim 32, further comprising pixel
processing means coupled to receive the data representing the image in pixel space for

converting the pixel data into a format suitable for display by a projector.



determ ned as the | oge of a value of the conponent of the inmage data. [c21]
21. An apparatus as clained in claim7, wherein the nmarking neans is
arranged wo igaoen@at e as a generated val ue fromthe wat er meCH/U$ar/ 88960
positive or negative value and to add the generated value to the inmge
data depending on the said characteristic of the attribute. [c22] 22. An
apparatus as clained in claim2l, whepgin the neans for analyzing at |east
a conponent of the image data is configured to determ ne an anplitude val ue
as the attribu and the characteristic.is e. anplitude, val ue being

gr eatl€¥ t han a%‘e‘pr e%@’t 2t S Ey ﬂ?’é%eﬁldpcﬁla‘fncéglfugb?r QAR 4t TS e ai ned
in clai m 22, WReHRHBiAS Gard TR iR ks traf SofhiReHchn@ 3ol HE phx@ ifgval ue of
t he corrponer%lqtl o? tf1e %%ﬁ%eﬁgat a. ((:324]ra24. Angappgr act) us gsx C 8§gﬁgggi n claim
7, furthemeansrpri sing: nmeans for receiving signals containing said data
representing an image in an encoded and conpressed formon a signal

medi um and for receiving an apparatus specific key; decoding neans
respgasi ve to the appahfiavfius BECiathéd h‘rﬁ)ﬁlaﬁrﬁ@ﬂ%ﬁﬂﬁ'&r%n@ﬁﬁjngdﬁﬁﬁﬁ?hgs5' ng
the received signals to recover the data representing an image heref rom
WO 02/ 1016%8n@npligop/re@daofondattqdyasdl da. from theppiaelaprasesser fof disptayingn cl ai m
24, V\hereitré.t r;le sé é\sal 43¢ ‘;fhézol gleéé%d on the nedium as data packets and the
nmeans for l}é&ﬁ%m’g Spgnapl c%%prl Sés data interface nmeans for receiving
the data packets. [c26] 26. An apparatus as clained in claim?24, wherein
the neans for receiving signals is arranged to receive the apparatus
specil§30t key tRPough anaBed upl diPPhEtge Mata (TRRESAHBE NB dWHEIPAEMIOhAEA t he
encoded a %%Eg j re.feceived. [c27] 27. An apparatus as
cl ai med |%€%§§%{§§ﬁ e?ﬂeqlgrrf?%t e Solﬁl ?]15]%? are encoded using DES encryption
and t he decodi sgpplying lnchticwanpt timedata; DES decryption engine. [c28] 28. An
apparatus as clained in clajm?24, wherein the sigpals are conpressed using
PP osal evs conBRREREdh raath P oTEasy SESTORR 8 pas s Gon o el |

cl ai m 28, gyhes piddubdErdiRvabeasa,conpr essi on

applying a spreading function to the error coded data to create spread data by

repeating portions of the error coded data a number of times;

generating data representing a DES code;

combining the spread data and the DES code to create watermark data
representing a location and time specific watermark;

receiving signals containing said data representing an image as DCT
coefficients in transform space, which data is received in an encoded and compressed
form on a signal medium;

receiving an apparatus specific key;

decoding and decompressing the received signals responsive to the apparatus
specific key to recover the data representing an image therefrom;

analyzing at least a component of the image data to determine an attribute
thereof and to create a signal representative of the attribute;

adding the watermark data to the image data depending on a characteristic of
the attribute and a characteristic of the image data;

converting the watermarked image data from data representing the image as
DCT coefficients in transformation space to data representing the image in pixel
space;

converting the pixel data into a format suitable for display; and



techni que conprises run-1length encoding. [c30] 30: An apparatus as clained
in claim24, wherein the signals are conpressed using a | ossy conpression
t echni quewo[oeBdie481. An apparatus as clainmed in clai m 30, pamarse/mshe | ossy
conpression technique conprises block quantization. [c32] 32. An apparatus
as claimed in claim?24, further conprising inverse transform ng neans
circuit coupled to receive the waternggked i mage data and to convert the
same fromdata representing the image 1 n transformati on space to data
representing the.ina i.n pixel space. [c33 A paratus as clainmed in
claim 32, furtReEs qlg}a]garﬁr%gﬁtegﬁyg%eég%ﬁt %r@’éﬂéﬁ%oupl ed to receive the
data representing the inage in pixel space for converting the pixel data
into a format suitable for display by a projector. WO 02/101648
PCT/ US0R/ 1896037.38 PoBdthod4s clameglip sleém 36, fusthet edmamstbingy cl ai m 33, further
conprising an interface neans ftgr buffering data fromthe inverse
transform ng nEdRS PP EHE" FYdq processing means. [c35] 35. An apparatus
as claimed in glplyhadIranhd! iddeRr d&0 WRlqusiynMediSm A yhdid fraf@ainsSa aasnghed to
receive formatted pixel data fromthe pixel processor for displaying the
i mage repiesgehad by the pixel data. [c36] 36. A nethod of applying data
representing a g% Felom 1 ,
conpri sing: supp %ﬁ%‘gﬁt F%()(]:)tgﬁ on Zdﬁaéq%iﬂ{ré&gg{ea; a%&dﬁgﬁgﬁampggﬁgr%?ror
correcti oReyadaggori thmto the said |location and tine data to produce error
coded data; applying a spreading function to the error coded data to create
spread data by repeating portions of the error coded data a nunber of
ti meg;aeener at dat j ; ' i Y- t-h d dat

38 5809 dalA.thSRLESEMANE RiPBS, foder chffkinY: ng the spread data
and t?chepDES code to cr%ate wat er rrarl% dat a representiﬂngg a location and tine
speci fic wat er suppkying pogram kgy ditgnal s cont ai ning said data representing an
| mege as DCT . supplying frame index data uniquely identifying a predetermined number of
frames in a moving image; and

generating the DES code depending on the frame index data and the program

key data.

[c39] . 39. A method as claimed in claim 37, further comprising combining the

spread data and the DES code on a bit-by-bit basis according to an XOR function.

[c40] 40. A method as claimed in claim 39, further comprising:
receiving data representing the luminance component of the image; and
determining as said attribute an amplitude value of the luminance component

as the log, of the value of the luminance component.

[c41] 41. A method as claimed in claim 40, further comprising:
generating as a generated value from the watermark data a positive or negative
value; and
adding the generated value to the image data depending on the log, of -the

value of the luminance component being greater than a predetermined threshold.

[c42] 42. A method of applying data representing a watermark to data

representing an image, the method comprising:



coefficients in transform space, which data is received in an encoded and
conpressed formon a signal nediunm receiving an apparatus specific key;
decodi ng wod2dewaspr essi ng the recei ved signal s responsi veCrashhesdappar at us
specific key to recover the data representing an i mage therefrom analyzing
at | east a conponent of the image data to determ ne an attribute thereof
and to create a signal representative 6)f the attribute; adding the

wat ermark data to the i mage data depe?ﬁdi ng on a characteristic of the
attribute and a characteristic of the imge data; converting the

wat er mar ked i nEp@LERg ocrtiengine fdpr esenting the i mage as DCT

coef ficlents 1 ihdiyiA0shel EREAOR APRAE1AiGiRAR HAPUERRHLIAAC Bforl RGE |

pi xel space; ting pi xe ata 1nto a tornmat "suitable for display;
and WO 024481648 PCT/ US02/ 18960 39 projecting the imge represented by the

corort stng by gpbige i) e a8 B Sl ol o
uni quel y identgé&kﬁ&g%ﬁ%ﬁg&_@é@ink@éﬁeﬂ&%ﬂ&mw@ege; and generating the DES

code depending on the fra i ndex ta and the program key data. [c38] 38.
A net hod as cl eomigdingrihe spread @82 ahdithe pesudoaapdimicnde to progudeyiatgnprlogr am key

data; supplying franme jndex data uniguely . identifying a predeterm ned
nunber of Batheé’g‘?f’??% %110 @?%aaqtt%%gfegfiﬁﬁaéw ting the DES code dependi ng

on the frame i agpkis@inagadtd Rprefdndias amimk@yindahsforhed® spa; A net hod as
clainmed in claim37, further conprising conbining the spread data and the

DES code on a #idyaig B leapfasicemperest @f dep iBagendatdro fdgheminenan affeiy 40. A
method as 3k Rstolifee™ @bl Fehredetitali REE: O BRBRL Wha

adding the watermark data to the image data depending on a characteristic of

the attribute and a characteristic of the image data. - .

[c43] 43. A method as claimed in claim 42, further comprising applying a

forward error correction algorithm to the location and time data.

[c44] 44. A method as claimed in claim 42, further comprising applying the

- spreading function depending on a spreading factor.

[c45] 45. A method as claimed in claim 42, further comprising applying a
-spreading function in which bits in the error coded data are repeated a number of

.. times.

[c46] 46. A method as claimed in claim 45, wherein the pseudo-random code

generator is generated by way of a DES engine.
[c47] 47. A method as claimed in claim 46, further comprising receiving
program key data and generating a pseudo-random code depending on the program

key data.

[c48] 48. A method as claimed in claim 46, further comprising:



receiving data representing the | um nance conponent of the inage; and
determning as said attribute an anplitude val ue of the |um nance conponent
as the | ogoeoefiotshe val ue of the | um nance conmponent. [c4lpcaasoXisyet hod as
clainmed in claimd40, further conprising: generating as a generated val ue
fromthe watermark data a positive or negative value; and adding the
generated value to the i mage data depgfding on the logy of the value of
the | um nance conponent being greater than a predeterm ned threshold. [c42]
42. A nethod of applying data representing a watermark to data .
representing aWPPBﬁ’(};%,ffaﬂ?emﬁjét‘H%?éﬁ é‘B#ﬁlﬁ?liYsﬁgdﬁE{f:lfym 63901 framesinpT ISR/ 18960
40 suppl yiHg. Ication and time data; applying error coding to the said

| ocation and time data to produce error coded data; applying a spreading
function to thgeneratiog agseatb-chatiam tcodepdepandieg sp tleatfarde iralex dgmner at i ng dat a
representing a pseudo-random code; conbining the spread data and the
pseudo-random code to produce watermark data representing a |ocation and
timerapeci fic yat er KBhdthod MPRhiYiAn blﬁﬁﬂ%,%ﬁﬁeﬂc%%ﬁfsﬁ@' ng an 1 mage 1n
transformati on space; analyzing at |east a conponent of the inmage data to
det ermi ne an atupplying &amehadexoflath anjspuelyuidentiymiggn predetepmined musbew ef of t he
attribute; _and adding the watermark data to the i mage data dependi ng on a
characterF% ggngﬁnopﬁ%n8§g%ﬁ te and a characteristic of the inage data.
[c43] 43. A neidnethtia§ a@saudBeniidn b dBpdRding vh tHefaGO ek Fhtdg appl yi ng a
forward error correction algorithmto the location and tinme data. [c44] 44.
A nethod as clainmed in claim42, further conprising applying the spreading
functi-gn depengf ng i . : . A ethod as clainmed in
cIaiE?@Z, further c%ﬁ%%?@?%gﬁgg% §$§%ﬁ§ﬁ7§%§gélfﬁgxgﬁﬁg?ion in which bits
in the error cageliimatfmnsr mdeepdatd adiqaclyuidbstifybfe eddhnmframe in a moving :

image, and
generating a pseudo-random code depending on the frame index data and the

. program key data.

[c51] 51. A method as claimed in claim 47, further comprising:
supplying frame index data uniquely identifying a predetermined number of
frames in a moving image, and-
generating a pseudo-random code depending on the frame index data and the

program key data.

[c52] 52. A method as claimed in claim 42, further comprising combining the
spread data and the pseudo-random code on a bit-by-bit basis according to an XOR

function.

[c53] 53. A method as claimed in claim 42, further comprising supplying data

representing the luminance component of the image.

[c54] 54. A method as claimed in claim 42, further comprising determining an

amplitude value as the attribute of the image.



[c46] 46. A nethod as clained in claim45, wherein the pseudo-random code
generator is generated by way of a DES engine. [c47] 47. A nethod as

cl ai mred iwookadwusle, further conprising receiving prografCragsodsgosd and
generating a pseudo-random code dependi ng on the program key data. [c48]
48. A nethod as clainmed in claim46, further conprising: W 02/101648

PCT/ US02/ 18960 41 supplying frame in zx data uniquely identifying each
frame in a noving inage and generatifig a pseudo-random code dependi ng on
the frame index data. A method as claimed in claim46, further

49
conpl§ei ng: suppl yi HyMe ﬁ}@s ichrasd wglaim 3 hersin tarermppiydats dsteproget er ni ned
nunber of LAting a pseudo-random code
dependi ng %%He?%%;ragﬁ@eﬁggé;&dhwﬁtﬁﬁg 0] %g% % met hod as clainmed in claim
47, further conprising: supplying frame index data uniquely identifying
each frame in nmovi n e ner t| eudo-random code
deperﬂ?ﬂ%ﬂg on t%@ e‘qhﬁgggc]@gpeacglgrgga 1}58765?‘5‘}??4{%% ‘data. [c51] 51. A
method as cl ai g@rgerétﬁl lsal gen%edme@am%matbﬁﬁm daBPRHI RGr b e | ndex
data uniquely identifying a predeterm ned nunber of franes Iin a noving

i mge, andalgersmdati ng a pseudo-random code depending on the frane index
data and the ram key data. [cH 2.. A nmethod .as cl ained,in claim42,
further conpri gﬁﬁ‘ﬁgg c%‘ﬁbg%?eﬁ%e‘?h‘é&uess%’ etiﬁ N gﬁt& flﬂ%e“g%u% Thgna%% code on
a bit-by- Bhiradhi@sdte AGEOLteibge.t 0 an XOR function. [c53] 53. A nethod as
claimed in claim42, further conprising supplying data representing the

| um nance conponent of the image. [c54] 54. A nethod as clained in claim

42, f[&rﬂ her cogpr s iAnl%eﬁll%hedg ma%gcginadi'aim 56, further comprising is determining an

amplitude value as the attribute, and wherein the characteristic is the amplitude value

being greater than a predetermined threshold.

[c58] 58. A method as claimed in claim 57, wherein the amplitude is determined

as the log2 of a value of the component of the image data.

[c59] - 59, A method as claimed in claim 42, further comprising:
recelving éignals containing said data representing an image in an encoded and
compressed form on a signal medium;
receiving an apparatus specific key; and
responding to the apparatus specific key by decoding and decompressing the

received signals to recover the data representing an image therefrom.

[c60] 60. A method as claimed in claim 59, wherein the signals are conveyed on

the medium as data packets.

[c61] 61. A method as claimed in claim 59, wherein the apparatus specific key is
received via a medium different than the medium from which the encoded and

compressed data signals are received.

[c62] 62. A method as claimed in claim 59, wherein the signals are encoded

using DES encryption.



anplitude value as the attribute of the i mage. WO 02/ 101648 PCT/ US02/ 18960
42 [c55] 55. A nethod as clained in claimb54, wherein the anplitude is

det er m newO oago0t6he | oge of a val ue of the conponent of thecCirnsgyisded a.

[c56] 56. A nethod as clained in claim42, further conprising: generating
as a generated value fromthe watermark data a positive or negative val ue;
and addi ng the generated value to the45nage dat a depending on the said
characteristic of the attribute. [c57]"57. A nethod as clainmed in claimb56,
further conprising is determning an anplitude value as the attribute, and
wherein the characteristic is the anplitude value being greater than a

pred%@gm ned ghr esﬁoin@thohca‘éﬁiaiélgﬂ if\ 198RS BOOw RSl Bk MBHalsirEbéhpestdd Wherein

the anplitude is determned as e log2 of a value of the conponent of the

i mage dat asing e k@plesOcompmssidroclagqusl ai ned in claim42; further conprising:
receiving signals containing said data representing an imge in an encoded
and conpressed formon a signal nedium receiving an apparatus specific

key; [@ad respopdi ng Al geliitRl APPAIAMIUS GRBCES] Whiseih B¢ 1degadicapaRsion
deconpressing the received signals to recover the data representing an

i mge t hetashnigne cgmpdies GMn-leagtheanigodings cl aimed in claim59, wherein the
signals are conveyed on the nedium as data packets. [c61] 61. A nethod as
claimed in claimb59, wherein the apparatus specific key is received via a

medi geaspli f f er egs. t hanmethedre didimed iroctaind 58 hwhéreinehe eidaals andcomgropeéssed
data signals are received. g§62] 62. A nethod as clained in claimb59,
wher ei n” t HENER AFAY SOBPESHAR YBHAUYsi ng DES encryption. WD 02/ 101648
PCT/ US02/ 18960 43 [c63] 63. A nethod as claimed in claimb59, wherein the
signals are conpressed

[c66] 66.. A method as claimed in claim 65, wherein the lossy compression

technique comprises block quantization.

[c67] 67. A method as claimed in claim 59, further comprising converting the
watermarked image data from data representing the image in transformation space to

data representing the image in pixel space.

[c68] - 68. A method as claimed in claim 67, further comprising converting the

pixel data into a format suitable for display by a projector.

[c69] 69. " A method as claimed in claim 68, further comprising displaying the

image represented by the pixel data.

[c70] 70.  An apparatus for adding a watermark to a moving image as it is
displayed, the apparatus comprising:

a watermark generator in which data representing a watermark is generated
containing first information pertaining to the displaying of the moving image and
protected by forward error encoding and second information pertaining to the
displaying of the moving image and protected by scrambling; and

a watermark applicator for applying the watermark data to image data
representing substantially all of the moving image depending on a characteristic of the

data.



using a | ossless conpression technique. [c64] 64. A nethod as clainmed in
claim63, wherein the | ossless conpression technique conprises run-Ilength
encodi ng.wp®ehp1665. A nethod as clained in claimb59, whereca/ushr1®s@nal s
are conpressed using a |ossy conpression technique. [c66] 66. A nethod as
clainmed in claim65, wherein the | ossy conpression technique conprises

bl ock quantization. [c67] 67. A nethog,as clained in claimb59, further
conprising converting the watermarked i nage data from data representing
the image in transformati on space to data representing the imge in pixe
space. [c68] 68. A nethod as clainmed in claim®67, further conprising

convgslij ng theyy pi Xgh o834k Rk Clafnd ChPimSH), WaRkkEn hRf watbsRARYeRYatdr
projector. [c69] 69. A nethod as claimed in claim@®68, further conprising

di spl ayi nij ¢dnpectédrigacteiys ebdeasedndypf tibetiohxddta datatimé olp0] ag Gaid Awstppar at us
for adding.a watermark t vi.ng i e.as it is displayed, the apparatus
conpri si né.fo’fgl\ga&? B%ng%ﬁbeﬁipé?ﬁ%ﬁﬁ? EW&fat a representing a waternark is
generated containing first information pertaining to the displaying of the

movi ng i mage and protected by forward error encodi ng and second

i nf ofof@k i on pef% ai ndpgpparatupes clyimel imelaim Wr whereinghe wiefeinpaal genpsdopr ot ect ed
by scranbl.ing; e r i ry.f.or i k data
to i mage Jéacp Ignecfegg?ggéé%?l\%ei 2{rﬂ;ﬂ?&l ssﬁ%lge:)%lr#tr ?%Frﬁydagﬁ ﬁd"'@w {lﬁetﬂ(%ﬁnﬁl&w?}ﬁg%é@%ependi ng
on a char aaherdagt ifiqed i hidentifighg.cadOf@me 16F1 thé SmbGht iHR2é k8 X6Id seddnd c71] 71.
An apparatus as clained in claim70, wherein the watermark generator 1is
connect edM{Ymagen peaming te therdisplaying of iM% data and tine data as said
first information pertaining to the displaying of the inage. [c72] 72. An
apparatus as clainmed in claim70, wherein the waternmark generator is
connpgsled to ré&cei vAnappdrets s ohenaf inglagr ZHyvwdeaten ivemiteiydrk genengonovi ng

| mage and, TLATR (9318 MY 945l Snd SISRALY 38 SRR B ik S PH 19 | TR0
frame data unique in identifying a predetermined number of frames of the moving

image as said second information pertaining to the displaying of the image.

[c74] 74.  An apparatus as claimed in claim 72, wherein the watermark generator
is connected to receive at least one of location data and time data as said first

information pertaining to the displaying of the image.

[c75] 75. An apparatus as claimed in claim 70, wherein the watermark generator
comprises an error correcting circuit for receiving said first information pertaining to

the displaying of the image and applying said forward error encoding.

[c76] 76. An apparatus as claimed in claim 70, wherein the watermark generator
comprises a DES engine for receiving said second information pertaining to the
displaying of the image and scrambling the same by generating a pseudo-random code

* depending on the second information.

[c77] 77.  An apparatus as claimed in claim 70, wherein the watermark applicator
comprises an amplitude control module for controlling application of the watermark

data to the image data depending on the amplitude of the image data.



information pertaining to the displaying of the image. [c73] 73., An
apparatus as clained in claim70, wherein the watermark generator 1is
connect edwD®2newes ve at | east one of program data identifpcCagiSohesdsovi ng
imge and frane data unique in identifying a predeterm ned nunber of
frames of the noving inmage as said second information pertaining to the

di spl aying of the inmage. [c74] 74. Aqggpparatus as clainmed in claim?72,
wherein the waternmark generator is connected to receive at |east one of

| ocation data and tine data as said first__information pertaining to the

di spE@li ng of Bhe i4vagRRargtesy sy clzimed Ap clapp 4P avbereigdhe matermark applederm 70,
wherein { QG RLEHRIK: BFAGAAL Mo wESIRLL 83 1S heShiL ag@r Tecting circuit for
receiving saird first 1 ntornmafion pertarning to tHRe displaying of the inmge
and applying said forward error encoding. [c76] 76. An apparatus as cl ai ned

in claim70, erein the termark generator.  conprises a DES engi ne for
recdf{dlng sai d seco‘ﬂavarq%ma% FWFF%EQ“@HPIMHMaf%eP entieINgYiNE §nage ¢ he

i mage an%?%(ﬁﬁbWaf&m%ﬁ&d%ﬁ[ﬁg%gz]}’ta%%r@fohiggt b @ﬁﬁﬂﬂga@%@&’%}‘ EQAS ?p_ependi ng

on the second i nfornation. An apparatus a5 clained i'n-claim 70,

wher ei n tthe muwiny imade mppisented onerelyn ip Misds systeranpformeatien oentifyalg aodul e f or
control li,ng, application of the watermark. data.to .the inage t a _dependi ng
on the. ari Bliaet BF syHlam, hegBahans Higenits Bl atREea o TauBorbe | o 8]
78. AN appebsdidusd 3preat ah8BfolMatfdntidsitif Ying Wh &a8i dhel dTahdVayesrBth& irggdR! i-.cat or
conpri ses an adder for adding the watermark data to the image data. [c79]
79. A watadrhe Kisplpyings ol e Bragapplopemypied spaasr @ppredestt thagvalemiark dgtai mage to
produce . i . ich, i n i sp i for

G opl ay oriich eagad BPARLBHALI i RyRishiitly bR ActinaRibts HoH, GR

i nf or mat i doeptdardfidayd hgyigd a vakeSieclone deferiiieddyedl émorddrao iniagazand t he .
di splaying of the jmage is convolutionally encoded and spread and

i nf or mat i1BECGGEAR P W%{f nQisq arlathes gifagts it theymage by eV ek and t he
di splaying of the image is encrypted so as to produce the watermark data
which is applied to substantially all data representing the noving inmge
with the exception of data having a val ue below a determ ned level in
order to mnimze the introduction of visible noise and other artifacts
into the imge by the waternark.




