WO 03/ 007213 PCT/ US02/ 17850 METHOD AND APPARATUS MANAG NG THE TRANSFER OF
RI GHTS COPYRI GHT NOTI CE [0001] A portion of the disclosure of this patent
docunent worsaoTes3 material, which is subject to copyrightcarsheeisson. The
copyright owner has no objection to the facsimle reproduction by anyone
of the patent docunent or the patent disclosure, as it appears in the
Pat ent and Trademark i fAl but ot herw se reserves
all copyright ri ghts%ﬁ#‘?&gagﬂ b8 Q%ﬁ%GOﬁe of the nost
i nportant issues inpeding g El r §|"§H i"bution of digital works
(i.e. docunents or other content in fornms readable by conputers), via
el ectroni c nmeans, and the Int i icular, is the current |ack of
ability to enforce the intel |§@?’?§'@BB@‘%‘?§JH ghts of content owners
during the distribution and use of digital works. Efforts to resolve this
probl em haggopeenat Ebﬂ% of Mkeldigstdsint & anerpatenRdebumeNbtaacipst "
("IPRM), "Didgital Property Ri ghts Managenent™ _ (" DPRME}I "Intell ectual
Property Mhategahavhich (s’ subiegt to'crpyright proteciigendie cqpyreny owagaghas| ect r oni ¢
Copyri ght Managenent ", (3 it GO i wel f ~Digital Rights
I\/anagerrentno( Iﬂﬁfyéﬂs ertgi W%O%%Mgatéﬁé&%ﬁmrbryg@ ?ﬁgléggeépttgabgac%‘lrt\si dered in
ef f ecti ng gachifdnt Systieen phient exsuigEee, &gt iteappeaits ¢m,thauPhtentzand on,
accountin paynment and financjal clearing i ght s specificati g@ rights

S

o
verifi catilgadempagnt Officenmaterindia orafRcUse it OReswise: ir8Pevesuy houl d be

addr essed. , 235, 5,634,012, 5,715,403, 5,638,443, and
5, 629, 980,COEM§ghtJ{?@it?(%rﬁart§%é%' whi ch are incorporated herein by reference,

di scl ose DRM systens addressing these issues. 1
BACKGROUND

[0002] One of the most important issues impeding the widespread
distribution of digital works (i.e. documents or other content in forms
readable by computers), via electronic means, and the Internet in
particular, is the current lack of ability to enforce the intellectual property
rights of content owners during the distribution and use of digital works.
Efforts to resolve this problem have been termed “Intellectual Property
Rights Management” (“IPRM"), “Digital Property Rights Management’
(‘DPRM"),  ‘“Intellectual Property Management” (‘IPM”), “Rights
Management” (“RM”), and “Electronic Copyright Management” ("ECM”),
collectively referred to as “Digital Rights Management (DRM)” herein.
There are a number of issues to be considered in effecting a DRM
System. For example, authentication, authorization, accounting, payment
and financial clearing, rights specification, rights verification, rights
enforcement, and document protection issues should be addressed. U.S.
patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and 5,629,980, the
disclosures of which are incorporated herein by reference, disclose DRM

systems addressing these issues.



WO 03/007213 PCT/ US02/17850 [0003] Two basic DRM schenes have been

enpl oyed, secure containers and trusted systens. A "secure container" (or
si nply arwoenooips ed docunent) offers a way to keep docunmeotr/usonizssd s
encrypted wuntil a set of authorization conditions are net and sone
copyright terns are honored (e.g., paynent for use). After the various

condi ti ongom tALE® Hsf V@FM i g%oé%égn hhee dglggﬁe%}nﬂbwd’d%cu@e docunent

is rel eas the user 1n clear rm Commer products such as
CRYPTOL OPESiisiinersdamtl ridxESsSystéms|  iAt“seclies coatang? y(or Gsigwly yan t he secure

t ai h i.d | uti t t i the d t duri
deli very eBoBPISH BNty aieiel & Wy fo ke SRBEMERL GPGe i SR B sm to
prevent | agi %Is@t& élﬁﬁéﬁzétfdhrwﬂﬁt?dr@ 86 M@ SeapmBossRIdht &&hd hen using

and redistributing it 1n violation of content owners' 'i'ntell ectual

property. aj@t@floredh (e, ‘paymentdors ysek niAflgipthearvarious eopditione &t em i s
responsi ble for preventing,unguthorized nd, di ' ' he
docunent . !t%mﬁ %Wegberg' dﬁ‘(ﬂﬁg&e g%‘f@ﬁ?ﬁ%@é{ﬁ%ﬁ’ t@ﬁtda(%uiﬁ‘%#ﬁ%‘%%gg?%%t ew

har dwar e g€ 1s@girfcleat f6en. PICHRESdial redutte SUd g CRYIETOROPES™ ender i ng
devices. This al so regui res that all software applications that run on

trusted spsddmGIBOXERRL ffakkdntodhisecatedstied CIomilY.cNsuSEHALAURPEF - pr oof
trusted syshiien Srdiddiih SHRAPRIBBCA Hid RBCLFRAR ARG CSelivef | ot

mar ket tr s suggest pen an ted systens, s °C s and

wor kst at i ener iseegrdchaseels, bot doeeast pravide anywnethamisih® pavienant

systens used to access _digital, ,V\orkLES. In this sepse,, exi sti.na co&rputi ng
envi ronne}ﬁ%t'@ﬁ%uﬁg"q:‘&?g‘ _EP'WBQ Pa‘t"?%rngoﬁﬁmeﬁgé"@dvﬁ R P¥PaIdY  operating
syst ems (?ecﬂstribmiﬂg%’m-u}élaﬁér?%%teﬁt’%%x%t@l&%eg?ﬁjﬁéeérlw appl i cati ons,

such as browsers, are not trusted systens and ca made trusted
wi thout significantly altering their architectures. O course, alteration

of ! ang;mq@icwme el eflSted PLysIBRY BHPRARR, Ofhd NEntHED systéin if I exibility
responsiblé for preventing unauthorized use and distribution of the
document. Building a trusted system usually entails introducing new
hardware such as a secure procéssor, secure storage and secure
rendering devices. This also requires that all software applications that
run on trusted systems be certified to be trusted. While building tamper-
proof trusted systems is a real challenge to existing technologies, current
market trends suggest that open and untrusted systems, such as PC’s and
workstations using browsers to access the Web, will be the dominant
systems used to access digital works. In this sense, existing computing
environments such as PC's and workstations equipped with popular
operating systems (e.g., Windows™, Linux™, and UNIX) and rendering
applications, such as browsers, are not trusted systems and cannot be
made trusted without significantly altering their architectures. Of course,
alteration of the architecture defeats a primary purpose of the Web, i.e.

flexibility and compatibility.

[0005] As an example, U.S. patent 5,634,012, the disclosure of which is

incorporated herein by reference, discloses a system for controlling the



[ 0005] As an exanple, U S. patent 5,634,012, the disclosure of which is

I ncorporated herein by reference, discloses a systemfor controlling the 2
WO 03/ 00A203I3PRA3JS02/ 17850 distribution of digital documemttso2/Essh
rendering device has a repository associated therewith. A predeterm ned
set of usage transaction steps define a protocol used by the repositories

for enfor G R RAY AN SocurhERES EAANtdIRhbNoRle nak dTRigbsiBRNer S of use

of the assSocCia cont ent and persi t content.
The usageassogifted thanewih.m A pardetermined et ofofisagee tramshceiien steépswi ng onl y,
use once, distribution, and the like. Usage rights. can be contingent on
payment oflefige e Pretasal Lisedsby Hiet F?eﬂo,s't‘é“‘iﬁdg?ﬂl CHINEag8 RN ght's to
others th € u g Ne! S y i [ 0006] DRM
systens hgf\?ga% arégtljtlgt gté @t'de génsétjfcﬁbﬁﬁr%nmgﬁ nﬁ'%;i%?a?&égoégt teﬁnétm%ssaé%teérdm tting the
cont ent odnenment contendl and @essist mithcthet dacumebtveveatent. kibenusagsi ness

nodel s for, éeati n% .Pi stributin and usi@g di%i t al co&tent and ot her

i tems i nv8PUE GRHPEMAF VEYOL "&é}”gf%g.uﬁ%?u k8npl'e)V'td BBHt UAY °"tPeat or may
sel | cont gpdrififioR, RHBI thahike. MIRahE qiyhed EARHeZE6ntingdnt loni PaNraentt 6r
distribute content to an on-line storefront who then sells content to end-

users. Fupthesrcondiionandfunther.sa pasty tray grent usagrirightsrioraihersethatiaix ri bute t he
content. |n suc busi ness d | ghts can be given to each party
i n accor d&nth Sﬁf?fﬁuﬁ%eel ﬁ’ﬁ[&pg’g?%stwgtéé ution chain. However, the
parties do not have control over downstream parties unless they are privy
to any tr ti 1 th the downstr. rti.es.in_sone . .., exanpl e,
once the ms hgﬂRM)_t%%feHl?o @V‘Br agﬁ%ge]sdp ?@&ﬁ'%ﬁpq 8?9@@%&%&1{%;‘?&% or, the
publ i sher p@ﬁ*ﬂﬁﬁﬁgt tRadtdnite SOBWHRK toi 86htFolguSe & diHe congymts tHRMeparti es,
such as the first or subsequent users unless the publisher remains a party

to the doknewndwsinessnvadeisdar creatiog) distitytingcane tsing dighpheentant h t he ever
i ncreasi ng Gompl XY Mol bRILHY bHA%BS. For example, a content

creator may sell content to a publisher who then authorizes a distributor to
distribute content to an on-line storefront who then sells content to end-
users. Further, the end users may desire to share or further distribute the
content. In such a business model, usage rights can be given to each
party in accordance with their role in the distribution chain. However, the
parties do not have control over downstream parties unless they are privy
to any transaction with the downstream parties in some way. For
example, once the publisher noted above provides content to the
distributor, the publisher cannot readily control rights granted to
downstream parties, such as the first or subsequent users unless the
publisher remains a party to the downstream transaction. This loss of
control combined with the ever increasing complexity of distribution chains
results in a situation, which hinders the distribution of digital content and
other items. Further, the publisher may want to prohibit the distributor
and/or the storefront from viewing or printing content while allowing an end
user receiving a license from the storefront to view and print. Accordingly,

the concept of simply granting rights to others that are a subset of



results in a situation, which hinders the distribution of digital content
and other itens. Further, the publisher may want to prohibit the

di st ri butwo o3@emidr the storefront fromview ng or printi ®gTAasnt/€mss0 whil e
allowing an end wuser receiving a |license fromthe storefront to view and
print. Accordingly, the concept of sinply granting rights to others that

b 03/.907 0.
o SR o o030 SR R o AR L PR REE stBion Lo ot
THE | NVENPFhéReIE0007] A fi rst aspect of the |nvent|on is a nethod for

transferring rights adapted to be associated with itens froma rights
supplier to a rights consuner. The nethod conprises obtaining a set of

rights associated wth a@UVNARYSOFAHEINVENTIONt S i ncluding nmeta-rights
speci fyi ng derivable rights that can be derived therefromby the rights

consuner, determ ni ng whether the rights consuner is entitled to
derive the[oggﬂ vahi fisst ?$R}‘rﬂt§félﬂﬁm\ﬁn@8”b§/at'ﬁ‘§thﬁ5{% rr@ﬁ‘@'”ﬂgﬂgﬂ@% | east one

O on) bl 1l5d ¥RREatd i, el BSRCANIE Siddieprsca iyl N9 L he

derived r| ts consuner desi a principal if the
ri ghts cormnsemers Tb@tmeﬂhed C@nnnsesvebtahmngea|sealﬂfenghtgmsso&méedf i ed by

the meta-rights. [0008], A f of th t, ' I
o, at eVl B g, Sebac il Stipadud Boreelmto® T hosJefar or
managi ng f éfﬁﬁ%féé Ye aér%tos th@réfﬁb%'byfrﬁhfew@h@s rd:(SJJ(Hu'inérUpﬁnder to a

rights con umner . I cense onprises a set of Trights |nclud|ng
met a- ri ght(ieterpmmrfgywhgthdethe/aghfe oqnghmer i Batltleﬁhtﬁ) deriviethedarivahie ef r om by

the rights, consuner ci ti S consurmer
who | 5 autlBi Suaseaty; B R idie, 2Re of Teftts ot FEMHERE T or
provi di ng RtivesR ﬁ?’nt& h%ndtg%'ﬁéré‘tlng?lm@éﬂ%ﬁﬁzluﬁlrﬁ@tﬁdleeﬁ@éd fights @iths. [ 0009]
A third aspect of the invention is a nethod for deriving rights

the rights consumer designated as a principal if the rights consumer is

entitled to derive the derivable rights specified by the meta-rights.

[0008] A second aspect of the invention is a license associated with an
item and adapted to be used within a system for managing the transfer of
rights to the item from a rights supplier to a rights consumer. The license
comprises a set of rights including meta-rights specifying derivable rights
that can be derived therefrom by the rights consumer, a principal
designating at least one rights consumer who is authorized to derive the
derivable rights, and a mechanism for providing access to the item in

accordance with the set of rights.

[0009] A third aspect of the invention is a method for deriving rights
adapted to be associated with items from meta-rights. The method
comprises obtaining a set of rights associated with an item, said set of
rights including meta-rights specifying derivable rights that can be derived
therefrom by the rights consumer, and generating a license associated

with said item and including the derived rights.

BRIEF DESCRIPTION OF THE DRAWING



adapted to be associated with itens fromneta-rights. The nethod conprises
obtaining a set of rights associated with an item said set of rights

i ncl udi ngwoes@eniyht s speci fying derivable rights that camChaSsdytissed
therefrom by the rights consuner, and generating a |license associated wth
said itemand including the derived rights. BRI EF DESCRI PTI ON OF THE

descr i bea (08T gn T HE BB MTHE PR Yidadh e AR Rttt

whi ch: [ OGhH]thEiggtached Srawinghemaiicle 111 ustration of a rights managenent
system in accordance with the preferred enbodi nent; [0012] Fig. 2 is a

bl ock di agram.of an exanple distrjbution chai showi nhg the derivation of
rights frdéP9hk a- FiggAtis a qeoematichilystragionof  « %mna@qgnwﬂﬁyﬁgﬁmon of a

i cense i ]ﬁhgﬁf&’d‘éﬁ%%i’éﬂtﬁ@ rbfeSrd {ﬁ{]%arﬁ%rﬁnbodi ment; [0014] Fig. 4 is an

exanple o Icense expressed w an XM. based rights |anguage in
accordance with the preferred enbodinent; [0015] Fig. 5 is a block diagram
of the |i §e02] seFige? inf hibek diggrammadfan eXagnple ; dippibuépnehgin 6 i s a bl ock

diagramof _a rights label in accordance, W. the preferred enbodi nent; and
[0017] Fi Ghown‘i\gg{hg (fl?rb‘(ﬁ%eﬂﬁ?{lgg'fs {“Pl@ 'ngégéh[}?se for transferring and
deriving rights in accordance with the preferred enbodi nent. DETAILED

DESCRI PTI @b1 9P 18FigA30RM stheheiticiiustigiontdfla lmetst dn apesidancamdtrenf or ce
usage rights for specific content, services, or other itens. Fig. 1

i | | ustrat &ke praferrsgsrabrdimepliat can be used in connection with the
preferred enbodi nent. DRM System 10 i ncludes a user activation conponent,

in the forgyfh] Fig. 4 is an example of a license expressed with an XML based

rights language in accordance with the preferred embodiment;

[0015] Fig. 5is a block diagram of the license server of the system of
Fig. 1;

[0016] Fig. 6 is a block diagram of a rights label in accordance with the

preferred embodiment; and

[0017] Fig. 7 is a flow chart of the procedure for transferring and
deriving rights in accordance with the preferred embodiment.

DETAILED DESCRIPTION

[0018] A DRM system can be utilized to specify and enforce usage
rights for specific content, services, or other items. Fig. 1 illustrates DRM
System 10 that can be used in connection with the preferred embodiment.
DRM System 10 includes a user activation component, in the form of
activation server 20, that issues public and private key pairs to content
users in a protected fashion, as is well known. During an activation
process, some information is exchanged between activation server 20 and
client environment 30, a computer or other device associated with a

content recipient, and client component 60 is downloaded and installed in



activation server 20, that issues public and private key pairs to content
users in a protected fashion, as is well known. During an activation
process, wWormmd/o0mMdrmati on i s exchanged between acti vati onPE#ruse?/1788 and
client environnent 30, a conputer or other device associated with a
content recipient, and client conponent 60 is downl oaded and installed in

5 WD 03/0 3 N4/ ah7 8 | I : e rbsis@pponent 60
pr ef er abl gﬁ‘%@* ?rgv%ygr resisljos'tgﬁ?nt%gn cnoﬁ\g:on@%ﬁgbgég tgﬁppug(%?lc and private
keys i ssueddmontaing tiad isehof publier arkDpegatedidysadssuachby actvaimmneseyer such as

f ' 2. [0019] Righ | abel 40
"< assobi ADces Walhas Gl bompOR S T FRca’y CORoNENG AEEo SV foks  bly

correspon%%m@r@ﬁtgﬁp@_t hat can be selected by a content recipient.
Li cense Server 50 manages the encryption keys and issues |icenses for

protected content. These |icenses enbody the actual granting of usage
ri ghts to[@M¥nd Rights label 4Raisphesodiatght withagenten@2repd; specities usage

rights permtting.a_recipient t ' ; . far f f._fi dol | ars
and vi ew 418951 S@Sﬁt %‘ﬁﬁs(ﬁﬂ%rc°§fe¥‘@§W%'ﬁ8trge°ﬁ“’ﬁ%4ﬂ%a?§t ﬁc%ér)lsseeiécgd can be

i ssued f obytdeoMiet retipigntwhigteridee Sk 3 harfagesetheaendrgptiorpéegs  for
exanpl e. I ent conponent 60 interprets and_enforces the rights that have

been specPNHelgsyes liceasese fer2prqteded] cantent. 6 TNEFRSiGeases by % thepel 40 in
accordanc cYMéliéﬁé%ggb?Lﬁéﬁﬁgﬁjigh%OQhré‘?]'a.tu &R gﬂﬂ&sekémﬁig_, Hintdrdgiges pl ural
ea I'nct udr'n g ght's cohdi b, and

rights ofrers g usage ri 444, tirons

content s@@anhy dadlide uddge rightsrperntitting eciccipient torvievcoatantifoch deke any
mechanismfaor calling,  referencing, locating, |i.nking,or otherw se

Spec fyi ng! SusOHRrsISnd Sk RO RNt HopHeTE AP Taa Of ded ABIIRHSn o GPRRE od)

content ¢ FRRB P HRCHIR WherPiHRPAAHOM RBMdsGsddrPPaig2 | nstal | ed
on conput g’rQ %} g‘ésocﬁgﬁgmwwﬁ a cglm%nt publ i sher, a cont enPaldl stri butor,
a cont ent fareexaroplepr GlientecomponentyB0 interprets and enforces the rights that

have been specified in license 52.

[0020] Fig. 6 illustrates rights label 40 in accordance with the preferred
embodiment.  Rights label 40 includes plural rights offers 44 each
including usage rights 44a, conditions 44b, and content specification 44c.
Content specification 44c can include any mechanism for calling,
referencing, locating, linking or otherwise specifying content 42 associated
with offer 44. Clear (unprotected) content can be prepared with document
preparation application 72 installed on computer 70 associated with a
content publisher, a content distributor, a content service provider, or any
other party. Preparation of content consists of specifying the rights and
conditions under which content 42 can be used, associating rights label 40
with content 42 and protecting content 42 with some crypto algorithm. A

rights language such as XrML™

can be used to specify the rights and
conditions. However, the rights can be specified in any manner. Also, the
rights can be in the form of a pre-defined specification or template that is
merely associated with the content. Accordingly, the process of specifying
rights refers to any process for associating rights with content. Rights

label 40 associated with content 42 and the encryption key used to encrypt



other party. Preparation of content consists of specifying the rights and
condi ti ons under which content 42 can be used, associating rights |abel 40
wi t h contwoto3da@2and protecting content 42 with sonme crypt @Calusorisim A
rights | anguage such as Xr ML.TM can be used to specify the rights and
conditions. However, the rights can be specified in any manner. Al so, the
rights Carth%ohﬂantt 18 FaRbmAteRf ©1IRBhESSENRRT0! TAS Aldcadsa irf gemlial e that
is nerely assocl ate he content. Accordingly, the process of

speci fyi ngoeImWQmm:tsr%ﬁaetnan tnolutieyugagecrkghds f whichspecify @i mgnnegybl usewi t h

ised to ertityeta-5O0E WAVGDROTS B (bl P HREEeNGHE cont ent can be

transmtted to |icense server 50. As discussed in detail below rights 44a
can incl UO[@OE!F?Qelﬁ'éHhﬁé , caldl, ClitewRECES YinaluaieBnedsndifionts e&hat angstnBéa-ri ght s,
whi ch perm t her rights to be derived. [0021] In some case, |icense 52

i ncl udes cAtighied cmssrderato pyeicissea specilie; fight; nFer ddanrle s &pPadidan
fied f
specifie t%l? tgewsgéag(rﬁéﬁfgi’ E] @ecgﬂgﬁﬁéﬁer ofggrs%‘ﬁaﬁ @% aD SI ! 689'{) rd Tee,

submi ssion' 0 or “an ul rerren efore
permtti nQreqmeemeae dJefsn@drrmelfme pérmﬁsteng e@em:ise i ofhea aaan@érs of besd.access

conditions” for exanple, acgess conditions. can apply to a rticular group
of users, GeRAiienzIear #lSnbe agresscondijions; for ex ﬁﬂ@ﬁg %90633&953' iepdb. 1 n

ot her vvordcsa éﬁ@y%”ﬁi rf?éhlé:sgfglg‘f of U§e S%é 's‘%u@ent@%té ehrsieiopon or

menber of a p cul ar group ditions can exist as separate
entities anemberdef aduoknzhab. [rOOﬂ@]’ \Mcn{dneltbe oohﬂém lsdlsafgberuwhma and

conditions cagn be stored to e ont ent erW| £ associ at ed
with cont ec?ﬁr?‘zl!ﬂaf REGAOT E‘b‘ﬂﬁﬁ OéB rF‘F“ﬁﬁrt 95%’"43%98{5 3'39 HE‘P MRechani sm
A rights | 3RoMaseasseiarats eitdsTdl GitbdBombatbdi 0 speci fy the rights and

condi tions. However, the rights can be specified in any manner. Al so, the

rights can be_ in the form of a pre-defined specification or tenplate that
i s nerely [8028Li at-ebelsi toffers, usage rights, and conditions can be store

together with content 42 or otherwise associated with content 42 through
content specification 44c or any other mechanism. A rights language such
as XrML™ can be used to specify the rights and conditions. However, the
rights can be specified in any manner. Also, the rights can be in the form
of a pre-defined specification or template that is merely associated with

content 42.

[0023] A typical workflow for DRM system 10 is described below. A
recipient operating within client environment 30 is activated for receiving
content 42 by activation server 20. This results in a public-private key pair
(and possibly some user/machine specific information) being downloaded
to client environment 30 in the form of client software component 60 in a
known manner. This activation process can be accomplished at any time

prior to the issuing of a license.

[0024] When a recipient wishes to obtain specific content 42, the
recipient makes a request for content 42. For example, a user, as a

recipient, might browse a Web site running on Web server 80, using a



content 42. [0023] A typical workflow for DRM system 10 is descri bed bel ow.
A recipient operating within client environnent 30 is activated for

recei vi ngvoasnoems 42 by activation server 20. This resul PETIUS0A17850
public-private key pair (and possibly sonme user/nachine specific

I nformati on) being downl oaded to client environment 30 in the form of

client sof . . . . Vet T s
S he Sobldidt GAERARRTEIGR dritirBnmeR Y0, S Reuost CbRteht by iy b

at any time prior ssuing of a license. [0024]
Wien a r edhipipeotess, Hreesseomalytgo threpgh af sexiescoft staps HRssibheincludinigpi ent makes

t f tept 42 . F | | pi.ent.,..m ght
br ovise a g dTBaRtom (&% e e b picubS hinehdrahsasties kb 3
PCT/ US02/ téfafionPoPusrmbatishl \edehnthe! hpplopriate 'condRidhs38nd adtler equest

content 42. During this process, the user may go through a series of steps
possi bl y iprereqdisiigs, sudhees theaekrationrpf(afed and iveriieationothat dne 868 or ot her

transacti suc ol ) ect.i ofp,d td ef priate
conditi on%ggntgaeg‘t %%tﬁlsat%(feé']gq%tbﬁg gs(NéSHJ%%r\)agE %Qe’rétg?é{ée@“f%% %ﬁgé'of ee and
veri fi cat isorthidiggh 4 Recuseeomhumidutionsatianval, etichaisea ohiangel asing\éeb server
80 contacts |icense server 50 through a secure communi cations channel,

such as a SesHrherckeishgyar (SRl rldcensacanerl ay dhen gensrates ieanse aer ver 50

t hen gene 14C for V. s both the
cont ent - atd] (aneNCE B YWeb el ERbadbdNint entgitety e8I R2

appropri ate bei dhwnsloasedh bisense &feinciuglessthendppropratearightghtssichaasd can be
downl oaded fromlicens server .50 or ,an associ ated vice. .Content 42 can
be downl o&§ege s %?f_ﬁﬂ'ut"é‘?taﬂg $s8ed a‘faéha‘ﬁn _fclﬂwﬂfa?éifd?go Pnhil'g?'i‘sreouftor, or
other par iggndr P50 af dRBLifEIRRIRB! GOnteRt 201 @IN b8 MUWMIGAES frdfh Wi | | then
proceed to interpret license 52 and all ow use of content 42 based on the

usage ri ghmputerd Casshdatedwvitpa vehder distributossotizer. partys i nt er pret ati on
and

[0025] Client component 60 in client environment 30 will then proceed
to interpret license 52 and allow use of content 42 based on the usage
rights and conditions specified in license 52. The interpretation and
enforcement of usage rights are well known generally and described in the
patents referenced above, for example. The steps described above may
take place sequentially or approximately simultaneously or in various

orders.

[0026] DRM system 10 addresses security aspects of content 42. In
particular, DRM system 10 may authenticate license 52 that has been
issued by license server 50. One way to accomplish such authentication
is for application 60 to determine if license 52 can be trusted. In other
words, application 60 has the capability to verify and validate the
cryptographic signature, or other identifying characteristic of license 52.
Of course, the example above is merely one way to effect a DRM system.
For example, license 52 and content 42 can be distributed from different
entities. Clearinghouse 90 can be used to process payment transactions

and verify payment prior to issuing a license.



enforcenment of usage rights are well known generally and described in the
patents referenced above, for exanple. The steps descri bed above may take
pl ace seqwenBioed2iy or approxi mately sinultaneously or in PaTius0y17860 der s.

[ 0026] DRM system 10 addresses security aspects of content 42. In
particular, DRM system 10 may authenticate |license 52 that has been issued

by Iicens ver . ' i ' Is for
applicati E%OS%B t&sﬁﬁp&e@@%ﬁ@%fyﬁc@@%@éﬁ%%E’Té?}&lﬁg f?}rjhis%?@&tﬁﬁl!j@?ﬁler wor ds,
appl i cat i eontedt hetudensiura pabiids, tsych @swendry, putslishels, dhstebutoes, andypt ogr aphi ¢
signature, or other identifyi ngschar acteristic of |license, %% cour se,

[ O
t he exanpHgeshokach ofnipese PagH V&) @‘Ef-.%?f @eﬁtﬂp%l'%we%g dignts Ii%ra exanpl e,
) cense SgoplierNGhhstidarfiah Dind!! dhibbiibedchamiRidl f Mbeerirefetfid 11 es.

Cl eari nghou can be used to process paynent transactions and verify
paynment pemiodirents syiemgsathei keowe . cahcapisO8f 08Zge Jights/ BBCR/as788B0 [ 0027]

As not ed above, . i cal RQusiness nodels, for, distLibutin L g cont ent
i ncl ude pHEFSF F@ﬁ?@é@, r@g §¥Stsm§es§f3loﬁﬁgl 'Psﬁeé‘s pafﬁ'@%réjﬁgﬁsggb and
users. Eaglhpaafoidesesdginls e v95 488t a8 % 63MPB5LrtoghRdErboaté i s to a

consuner downstreamin the distribution channel. The preferred enbodi nent
ext ends t bentepinaf Coetepgbtset ddelgeightgrare, thaudighis thak ongshge ta ghts and

rel ated syste di scl ' S, . . b, 5, 638, 443,
715 403 9BnGr e 65BN IR, by opisBBLE & by s dpriyg e ddits o 0.

Met a- ri ghfsetaligghtd@an i e tisoliditt ofoas Uzage tightgenarsaige, righisi @ulather modi fy,

di spose of or otherw se derive other rights. Mta-rights can be thought of
as usage Meatrights. u§§§eC@m%ﬁﬂtswﬂlobe@mﬂ@rC|e§‘fep§3?$é’rﬂ g')e_ descdrihcept wil |l
becone cl Bg[ovpased on the description below [0028] Meta-rights can

I ncl ude derivdble rights to offer rights, grant

[0028] Meta-rights can include derivable rights to offer rights, grant
rights, negotiate rights, obtain rights, transfer rights, delegate rights,
expose rights, archive rights, compile rights, track rights, surrender rights,
exchange rights, and revoke rights to/from others. Meta-rights can include
the rights to modify any of the conditions associated with other rights. For
example, a meta-right may be the right to extend or reduce the scope of a
particular right. A meta-right may also be the right to extend or reduce the
validation period of a right. Meta-rights can be hierarchical and can be
structured as objects within objects. For example, a distributor may have
a meta-right permitting the distributor to grant a meta-right to a retailer
which permits the retailer to grant users rights to view content. Just as
rights can have conditions, meta-rights can also have conditions. Meta-

rights can also be associated with other meta-rights.

[0029] The concept of meta-rights can be particularly useful because
distribution models may include entities that are not creators or owners of
digital content, but are in the business of manipulating the rights
associated with the content. For example, as noted above, in a multi-tier
content distribution model, intermediate entities (e.g., distributors) typically
will not create or use the content but will be given the right to issue rights



rights, negotiate rights, obtain rights, transfer rights, delegate rights,
expose rights, archive rights, conpile rights, track rights, surrender
rights, wwaohaomesrights, and revoke rights to/from ot her PCTNESO1185@ht s can
include the rights to nodify any of the conditions associated w th other
rights. For exanple, a neta-right nmay be the right to extend or reduce the

or T educe PRI caiEnanedRbyG, Thtidn Fole Ma sl Pul & eskhea o ot end

hi er ar chi Grledefedols@aih Bghts(hiatatrighes) tasiseld fAghss. Widhine sdlfecof slarifigr exanpl e,
a distributor may have  a nmeta-right pernmtting the distriputor to grant a

met a- ri ghtthedpaity gradtingrusagie dahtpmineta-fightsy 'étrﬁfqré?d {9 agr SAWPPlRkers rights

to view c | | can al so
have. conadliite AatfreRiviig Bidlor 8ReRRYFy SARA S, RiRfeH G16s

net a- ri ght‘gon$ @A herbin. qowﬂlebécavﬁera:maﬂnatgﬂmspamncénebpaa Buppllardry usef ul
because distribution nodels may ude entjties that not égreat ors or

owners of a QPQW"Bﬁr QSH@@HFQ %ftheﬁr@?thnﬁﬂ@ Witk ithre adiagen ﬁ‘ftp(df‘ Png the
right's . ashofbatiol Hahl NOE 12 Edhsurfier ‘@XalRIS: , B8, SRheRedAYEs N 2

mul ti-tier IStri utlonrme intermediate entities (e.g.,
di st ri but cars) dogphobhégessaiilyl comsums, eat as@rthesssediatecocnrdent.but wil | be
gi ven the right to i ssue ri ght s 9 WO 03/007213 PCT/US02/17850 for the

content t | Lbu h [lLput gr _or ler will
need to oﬁﬁé?’ﬂj E (ﬁﬁi‘ '8ﬁ ys) 'f%?qt%i %n %#‘WEI% Iﬁr tt{nﬁgstﬁéé

clarity, dlé‘lﬁbﬁﬁéﬁmcﬁfewt)on@utﬁ@l@@r 21(9]b’uBllstesrﬁtJTn@eﬁtlthUEstrﬁmtfoﬁf eyr ed to as
"supplier"” and the party receiving and/or exercising such rlghts i's

referred tdistibutor@isformexampig.ePistriputon R digtribytes coblgntitadetallgys.party can
Be) Soont " ER A el 24 B0 RRAREIS, 05 AR Bl SR M e
, 1.e. exerqu.ses médd 09, bﬂsmwmcbullda@@gmalté business ugkationskipsuse, t he
assoc[at e (t:r? nél%PrEbutorOOZBZO dg gls%r(lzbhue‘cgrl'a1 t2|'2COal rlza/ulé | lngSétrlgit e%u%}r}]e%éarrpl e of a
multi-tierwl

relationships with retailer 230. Also, retailer 230 may desire usage rights

that are beyond usage rights granted to distributor 220. However, keep in

mind that, in a distribution chain that utilizes a DRM system to control use

and distribution of content or other items, content can travel from publisher

210 to user 240 through any digital communication channel, such a

network or transfer of physical media. When user 240 wishes to use

content, a license is obtained, in the manner described above for example.

Accordingly, the negotiated relationships can become difficult, if not

impossible, to manage.

[0031] In model 200 of Fig. 2, retailer 230 will only grant rights to user
240 that have been predetermined and authorized by the distributor 220,
publisher 210 and potentially other parties upstream of the transaction,
such as the content creator or owner. The rights are predetermined
through, and derived from, meta-rights granted to retailer 230 by distributor
220. Of course, there can be any number of parties in the distribution
chain. For example, distributor 220 may sell directly to the public in which
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di stribution nodel 200. Publisher 210 publishes content for distribution,
by distributor 220 for exanple. Distributor 220 distributes content to
retail erswoosioeizias retailer 230 and retailer 230 sells ceooTarsp2/imssusers,
such as user 240. In nodel 200, publisher 210 coul d negoti ate business
relationships wth distributor 220 and distributor 220 coul d negotiate

busi ness ﬁégé?{gt'ﬁﬂgﬁ%ﬁﬁ Wortlﬂ usag eﬁl%ﬁ%eﬁéﬁ% Wna?ﬁ%rtf&)’ desire

usage rig are eyon ts gran |str ut or 220.
However, Keepxampleruser 24@tan distribute $6 otHartusens.chai n that utilizes a DRM
systemto control use and distribution of content or other itens, content

can trave m publ i 210.t o user, 24Q. t hrqu ny digital

comuni cahi’@? N@Paegé%plﬁ'shgf %msﬁqgl‘?’&%@?g?z@fﬁﬁ gpbgﬁ 2ledia. When
user 240 e ﬁﬁn Qilétﬁﬁutl&ﬂ)'b‘f%hterﬁ !ah&elﬂéﬁé h%ht%btﬂ ”qqetd Aghtde2 fnner
descri bed’ a or exanpl e. ~ Accord d;/l’rﬁa e negoti at ed reI ationshi ps can

becone di pErmUIdlstrlbﬂtQﬁé?tZO ﬁorgragttot)r@allar tt@vesaqeaughqﬂ% (Aetived 200 of

br edet er B MiFta iath gr 1, BEORLRE bupbBb Bl 5Bt A0 g S0 o
pot ent i al byeokhieh |t eaaH@SZE(EWénttthtﬁartzmmtnghﬂ to usecdoraentt he cont ent

creator or owner. %Its are predeterm ned through and dr—F\]rlved from
neta-ri ghF@r@@mma, péb'r' afi 21 meyospseilys dhrqusht meta-glgbfs &il4co F"Ee there

can be an

o P MR, 216 BRI B 20T RIS a0, 2SO BrarSpicaany
PCT/ US02/ lidéadks aaderra@'eamgt&s 2280that mtailena&é)smwgraﬁt 40,a uber eamay be
addi tional parties. For ex a, | e yser, 240 can djstripute t t users.
[0032] !nOHB/d&e D6 8N4 SRER-GRGR < IpoOUReE WP ﬁ‘“sg%?%gég F%hts 212
permtti .”g é‘ﬁt%&rrh@fétzggﬁ‘tsotB rfeRileP 280, a@iﬂn!ﬁl a Dbﬁgﬁe'? 2fisslyBS fr‘nét'aght s 214
permt diStributor to grant to retail 30 the usage right 214
(derived righta2détta- thegdistribzder) thiad vil sgowebutvdnatrtype,sambl Ve éndnont ent and
meta-ri ghrlghts distributor 220 can grant to retailer 230. Note that these entities
could be divisions, units or persons that are part of a larger enterprise,
which also has other roles. For example, an enterprise might create,
distribute, and sell content and carry out those activities using different
personnel or different business units within the enterprise. The principles
of meta-rights can be applied to an enterprise to determine content usage
within that enterprise. Also, retailer 230 could grant meta-rights 218 to
user 240 permitting user 240 to share rights or grant usage rights to
achieve a super-distribution model. It can be seen that meta-rights of a
party are derived from meta-rights granted by an upstream party in the

distribution chain.

[0033] For example, a person’s medical records can be in digital form
managed by a first hospital as publisher 230. In this scenario, the person,
as’ supplier, grants usage rights to the hospital, as consumer, to access
and update the medical records. Should that person require treatment at a
second hospital and desires to transfer their records to the second
hospital, the person can grant to the first hospital the right to transfer the
access rights to the new hospital through meta-rights. In other words, the
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216 which permt retailer 230 to grant user 240 the right to use content.
For exanple, publisher 210 may specify, through neta-rights 214, that

met a-ri ghwoaBonanted to retailer 230 permits retail er 220Tiusoyr@mse onl y
500 |Ilicenses and usage rights 216" that retailer 230 can grant to a user
can only be "view' and "print-once". In other words, distributor 220 has

grant ed Al rataller sl I | & r t-ssues neta-
7 ant o 218005 86 SpoeieR el filt e breras e Ui oAhg rEMTE T

ri glhfjsbdi g_bép}ital.t oTTh@ 2hetrrigbtsapérntib thieetgiasltl bos;ﬁw.tol\grtam\f ttrligiﬂts,tam% entities
cou e divisions, units or persons that are part of a larger enterprise,
whi ch al sgupRlierofthe ﬁSP@%‘S hespitalk 387 89”%%"‘@}:1? jppﬁch@ern?ﬁﬂ%p@r éat e, P

di st 1 but gor ek Bk buif ANk ABLAKt BN Yo MIHIGHAPRIAGhY VhhEgediBy 20 dI T f er ent

per sonnel rent business units wthi'n t ent erpri se. e principles
of net a- r layghfismcas poblisipp! 262  tibthenpensorryishee to alldat arthirdeparynteent usage

within that .enterpris Also, retailer 230.could grant.neta-rights 218 to
user 240 Fé’r'?ﬁ’#??ﬁ‘@‘uig? p.flﬁjjf} Ba%ﬂ'?r”zm‘?%aﬂ{@?%ko H%aﬁw WQ&BS“P'?@%S to
achi eve atr?etllewﬁr%&igte{wtace@s@ﬂgmb-toltﬁiswm grigeen that meta-rights of a
party are derived fromneta-rights granted by an upstreamparty in the

di stribution chain. [0033] For exanple, a person's nedical records can be
in digital0G3m Aeadyel lpyelathe prcenphiardercing @ne) exersisingzoetan this

scenari o, . r ' L et . ar It ospital,
as consu éﬁgt%%atﬁge%@@g%ﬁﬁﬁggéaéihgﬂ%' qng%\?gaéégg%gﬁfg%%ﬁﬁgﬁwﬁ'ﬂat per son
require tue&%@mghtgtar&i nsetaaightderpi thel resott flesi eserdising rthesfightst hei r
records to the second hospi t_ag th?_ ﬁerson can %raq}] t[(_) the fi [egt hospi t al
the ri ght When exgeqieing: weadesigblss aglighs dor 6onteBt deskihoskPt gKeMRISugh
met a-ri gh G5 vieWif, pHAtMG GEARTRG AidieT CHISRRL LTRG  per son
has speci ?%%é ﬁgﬁgs?%fng tsfgg‘r/]lg éréﬁ&@d”@he r@aﬁi l Its to the first
hospi t al . mMEta-rightsareé gkescigast, mew tipkisfaneserebteshfroal theomptaiights ght s, as a

existing rights are disposed as the result of exercising the meta-rights.

The recipient of the new rights may be the same principal (same person,

entity, or machine, etc), who exercises the meta-rights. Alternatively, the

recipient of meta-rights can be a new principal. The principals who receive

the derived rights may be authenticated and authorized before

receiving/storing the derived rights. . Thus, the mechanism for exercising

and enforcing a meta-right can be the same as that for a usage right. For

example, the mechanism disclosed in U.S. Patent 5,634,012 can be used.

[0035] Meta-rights can be expressed by use of a grammar or rights
language including data structures, symbols, elements, or sets of rules.
For example, the XrML™ rights language can be used. As illustrated in
Fig. 3, the structure of license 52 can consist of one or more grants 300
and one or more digital signatures 310. Each grant 300 includes specific
granted meta-rights 302 such as rights to offer usage rights, grant usage
rights, obtain usage rights, transfer usage rights, exchange usage rights,
transport usage rights, surrender usage rights, revoke usage rights, reuse

usage rights, or management meta-rights such as the rights to backup
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supplier, to the second hospital, as a consuner. In another exanple, a

person's last will and testanent can be in digital form and managed by a
| aw firmwe opobizizher 210. |If the person wi shes to all ow &CThiSod1arty to
review the will. The person can grant neta-rights to the law firm

permtting the law firmto grant access rights to this third party. [0034]
At a high eyve e I cds XBF BLSi i@nts khoht s are

t he sane géﬁq‘ébke&ug%ggélﬂlggF%gggm%f\%’é?%lgﬂégngwsf gf %ﬁ?z@qgtquﬁel nS f%rgage rights
and net a- magisigenant of heetaeights ahd dne Bkeer ci sing the rights. Wen exercising

usage rights, actions to content result. For exanple wusage rights can be

for view rinting,,.Qr copying digital content. .\\h tazrights are

exer ci sed| r%?ﬂ’g 3z9ﬁec%} %Pe‘g’%fgﬁ‘r‘ﬂ% rﬂgfeaprrlrp(aﬁ@lgr%(}ﬁoewpg ng rights

are di spoged speclie rrr%{?ﬁlrfgrﬁi Sreeuparbdg 1WIso Ngranty I300 $an Hefudeeci pi ent of
e

the new rights nmay b e sanme principal (same person, entity, or nachine,
etc), whocenditions 896 aed ratate- varghles 388t ekikgt usage rightfe agaess @Ansht  of

meta-rights can b new pr.iQci .. The i NGl recei he derived
rights may*Be™ut egP?cgf%BégnhpegéirWE% z%(r? b%g)fn@ggéd }Aggeia\?" né%@%‘#ri ng the
derived ricghdifons BGS and iRateeohtablesn30s. Ther btsyrity ofdivéneef 82 cisng a
nmeta-right can be the sane as that for a usage right. For exanple, the

mechani s measéiedob¥dthen usesot plgitalt signatyre o3, caih ahethere ifentifipaiis)

Met a-ri gh : e d : ARIBD- - ght nguage

I ncl udi ngn%&%gﬂgﬁucﬁﬁﬁﬁ%sgﬁgo@ﬁ 'g%lggr%% s, or és‘é‘t)'gfhg‘?’ réurésf.&uFor

exanpl e, thethér Mddhanightfer pravigiegacesss tbeonset 424s a khownhmagrewrin  Fig. 3,

the structure of |icense 52 can consjst.of one, or nor r ant 00 and one
or nmore dil§Pt %r@v%ﬁﬁ@ga%eﬁ'ena%% h'g@)r éﬂﬁlu%ﬁﬁ) t'@“?lﬁ'@l‘)%ggesgté@ﬁ’f grant ed
et a.-“ghh%etﬁeaoﬁr\smﬂ% ddchsTonRb Sthe Y&99RITNGRbA nedideBttoWaRge i ghts,
obt ai n usage rights, transter usage rights, exchange usage right’s,

t ransport theseode andlissier glentdfiodon.usage ri ghts, revoke usage rights, reuse
usage rights, or managenent neta-rights such as the rights to backup 12

[0037] State variables track potentially dynamic states conditions.
State variables are variables having values that represent status of rights,
or other dynamic conditions. State variables can be tracked, by
clearinghouse 90 or another device, based on identification mechanisms in
license 52. Further, the value of state variables can be used in a
condition. For example, a usage right can be the right to print content 42
for and a condition can be that the usage right can be exercised three
times. Each time the usage right is exercised, the value of the state
variable is incremented. In this example, when the value of the state
variable is three, the condition is no longer satisfied and content 42 cannot
be printed. Another example of a state variable is time. A condition of
license 52 may require that content 42 is printed within thirty days. A state
variable can be used to track the expiration of thirty days. Further, the
state of a right can be tracked as a collection of state variables. The
collection of the change is the state of a usage right represents the usage

history of that right.
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WO 03/007213 PCT/ US02/17850 rights, restore rights, recover rights,

rei ssue rights, or escrowthe rights for nanagenent of nmeta-rights and the
| i ke. [0086]o3@@amt 300 can al so specify one or nore princiPpalEso3085¢ 0 whom
the specified nmeta-rights are granted. Also grants 300 can include
conditions 306 and state vari abl es 308. Like usage rights, access and

ot o JDaBEr  JERE T B BxaPle B Bigh<oBe R KA e 1

condi tion and St at e arira egrit I'i cense 52 is

ensured byprbtidetgeants thé distriduterd @ nasta righBiblssws aarsa@baightc(eet; pfaygat i on
mechani sm SI gnature alo can ncI ude a crypto- altg]orlthm a key, or another

mechani smtedh & ,aécté%@‘ tte aBnreadiuses- | Wi ﬂﬂ%\meﬁ%ﬂﬂﬁﬁl the The
structure cﬁ§tn9ﬂtjﬁe Ay %sgeathér@ﬂ%jtg ol heh‘égtgt%ﬁ ﬁ/ﬁhﬁf PRy Us erégc??ﬁé the

met hod of 'S CO ormati on ne to verify
t he code esmbjecﬁkueomml&mldlilcbmaiaiundmon[sﬂﬁ)&ﬁhe&lstribumma;bImpos;e apén
potenti al | he varéables

hoving valtiea Bhas I aS it CiattipuiSr Bavs Bypané b ieraat
condi ti ongyisteb@iof i¥IdseRiB8n§& fosn dndCkRy, e )@Nﬁamm 8Qsor anot her

device, based on identification nechanisns in |icense 52. Further, the
val ue of guudlishedhandbihuswellknownused in a condition. For exanple, a usage
right can be the right to print content 42 for and a condition can be that

exer or sea, PR 2B CRERates B0k BHRRy bEERs STAChred Beh®F, S IFS" O™ 10

exerci sed,

exanpl e, Vdmarddim:evwltlueth@fprterw@j @hﬂaodVrﬂémablL&:erSet interpretehensdwidi tion is
no | onger satlsfled and content 42 cannot ed. Anot her exanple of a

state var % elidatas aad inegyrts teiIeo2 aﬂd@éﬁ%é %’2‘5%9‘@ tyetiees t@at  cont ent
42 is p_rlr}{ q)(}‘é(‘n&ht%r”al ﬁél‘&igy‘m%é rceﬁﬁéts%ﬁ as"ﬁ'u"e'té"t}eg‘?lt%%'ﬁzbfzoﬂéﬁgnéo track
ation o of aTti

the expir the stat t can be

tracked as30s, cstbteeoﬂalrlabletsf Matmlmleamesandm digithl eaigrhature)f31t(he change

's the st Tlceenosfe r%alrJ\SS re mrold%Pe 568 ael'slaegné[ssal Pgenussear%epositories for storing
licenses 52, and also provides functions to create licenses 52 for derived
rights, verify licenses, store licenses, retrieve licenses and transfer
licenses. State of rights module 504 manages the state and history of
rights and meta-rights. The current value and history of the state variables
together with the conditions controls the permission to exercise given
meta-rights for a given authenticated principal. Condition validator 506
verifies conditions associated with the meta-rights. Together with the state
variables, conditions associated with meta-rights define variables whose
values may change over the lifetime of the meta-rights. Values of state
variables used in conditions can affect the meta-rights at the time and

during the time the rights are exercised.

[0040] Authorization module 508 authorizes the request to exercise
meta-rights and to store the newly created rights or derived rights as the
result of exercising the meta-rights. Authorization module 508 accesses
both state of rights manager module 504 and condition validator module
506. Authorization module 508 interacts with license manager module 503

and the list of state variables and conditions and then passes the state
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history of that right. 13 WD 03/007213 PCT/ US02/ 17850 [0038] Fig. 4 is an
exanpl e of license 52 encoded in XrM_.TM The provider grants the

di stributwpoaooei®m right to i ssue a usage right (i.e., pl &¢¥/uso2/11880 cont ent
(i.e., a book) to any end user. Wth this neta right, the distributor may
I ssue the right to play the book within the U S. region and subject to

the 1 lay the in t i ct to -
2 Tong atofies; 8 el M rials mfof Fhdadly 14 . R R, the veer

di stri but eonditisnealidatbr awusike 506 faraighodrizatien. The Xr MLTM specification is
publ i shed and thus well known. [0039] Fig. 5 illustrates the primary

nodul es o | cense server_50 in ., accordance w.th the preferred enbodi nent.
Li cense iilq(gﬁret reqiesl for exescising; adpeie-nglt 15 Rasssrelcs MelREI9Es 52 and

al so pr Othf}%g%gggéﬁm%t‘jm_s Aé’surﬁgg,r e Yeqabbtind Yelfcd Rakhsedd cense such

as neta-r , conditions 3 state vadri ables 308, principle 304,

and/ or di guthentisatgdatmeta-dglots mareages emednleg &1 Onvelguests othendiengss al |

| i cense repositories fo torin | censes 52, .and_.al s provides, functions

to c_reate”%r@é’ﬁgé'go@ef%Qfégr\f?}ﬂ}ﬁ_th?ﬁ{fﬁ@? Qrere?(ﬁ-/&?'ﬁge ?ege,quéatsgerde | i censes,

retrieve hidtanRhss. aDdehs@mdiiger he@mesn4 varifice the digigdltsignatdrd ef 504

manages the state and hi storfx[aof rights and neta-rights. The current val ue
[

and hi st otfye bigenspeanst thedey0fithpisignert difbeey afithe signer ds Huptedand control s
the perm fol AlubP SEHERALSE Vel R iBohddMehddd Modlikesof YR | cat ed

princi pal . ator verities c I ONsS assoclated with the
met a- r i ghtveerifitdt & ther metd-fightsemahager moduliead(esOtlverndsd I'mots/erifiedti at ed with
meta-rights define variabl es whose values may change over the lifetinme of
the neta- IS @i¥reedyal ues of state variables used in conditions can affect
the neta-rights at the time and during the tine the rights are exerci sed.

[0040]  Aujhpszizat AQRoRRAkEProRBIAth 8 Hetrtiess Iicafsk Raeader SOPIPIeRiS e
state variable 308 and conditions 306 of license 52. Authorization
manager 508 then determines which state variables are required to
enforce to enforce license 52. State of rights manager 504 then supplies
the current value of each required state variable to authorization module
508. Authorization module 508 then passes conditions 306 and the
required state variables to condition validator 506. If all conditions 306 are
satisfied, authorization module 508 returns “authorized” to meta-rights

manager module 510.

[0043] Meta-rights manager module 510 verifies license 52 and meta-
rights 302 therein, to authorize the request to exercise meta-rights 302, to
derive new rights from meta-rights 302, and to update the state of rights
and the current value of the conditions. Rights manager module 512, on
the other hand, manages the new rights created or the derived rights as
the result of exercising the meta-rights. Rights manager module 512 uses
authorization module 508 to verify that recipient of the newly created rights
or derived rights is intended principal 304. If the recipient are authorized
then the rights manager module 512 directs license manager 504 to store
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meta-rights and to store the newly created rights or derived rights as the
result of exercising the neta-rights. Authorization nodul e 508 accesses
bot h st atwomB/ooi2ght s manager nodul e 504 and condi ti on val ipdatuse2/mssul e
506. Authorization nodule 508 interacts with |icense nmanager nodul e 503
and the list of state variables and conditions and then passes the state

504 and cANAT TN 12T (e AN EBRoRaT, aieopH el qul b gipuRaecer module

I e 506 f
aut hor i zaThizns disiiéséd A gespiesdethi betove withgefegecertst bigr Vght |s passed to
meta-rights manager nodul e 510. Assumi ng t hat the requesti ng devi ce has

been aut C ht s rrana uest | i cense
manager nmjd SOﬁﬁ %%QF'F? REGESE Qgt I]er? cL:ﬁ)e CRS rsi%%ested
meta-ri théscﬁBéoeﬁﬁ&/ém'F%@@kaFfﬁﬂé” 8 s'§9t%nv%burdl 5 pirb@'a%metjatb gicgnat ure of
the Iicense and the key of the signer. If the signer is trusted

and the autjfiarizatien gnadtuie&@& tperequasy thﬁeﬁatq @ngélomnﬁgm IRBRRA e 504

returns verifi rwi se "not
Ler 11 ea Maradek B4 e 0 SBodtidn fk, ARRA NN By 3ot eGaEY T onee
nmanager 5Q@uld beepedsiblsttat sroveed Bublectd8 andrifiehdicthsss Rittherf the cense 52.
Aut hori zation manager 508 then determ nes which state variables are

requi red Varioes % Been ot sesifpdaiBe lisonsespapver g relaiad devigesger 504
then SubPi@SmobliesCtid B e}t Proddtt haf@ilite! SRt Yoitvits! ALy L O

aut hori zation orizatton no uIe passes ‘condi tions
306 and t bart dfelisysténsaiad ean el adrhbiset @r cegrtigated invahy detrmer506. | f al |
conditions 306 are satisfied, authorization nodule 508 returns

oo i 5% L ERbes B BRI T B d53URkn MR e

the requegie tlﬂe@ﬁﬁgﬁﬁ’t' e8nMBb aekéidiedl. 30Rletd-Aghts manager module 510
informs state of rights module 504 that it has started exercising the
requested meta-rights. State of rights module 504 then records the usage
history and changes its current value of the state variables. Meta-rights
manager module 510 exercises the requested meta-rights in a manner
similar to known procedures for usage rights. If new rights are derived,
then meta-rights manager module 510 invokes license manager module
504 to create new rights as the result of exercising the target meta-rights.
Each new right is then sent to the corresponding rights manager module
512 of the consumer and stored in a repository associated with the
consumer. Rights manager module 512 of the consumer will authenticate
and authorize the consumer before receiving and storing the newly
created right. New rights can be derived from meta-rights in accordance
with a set of rules or other logic. For example, one rule can dictate that a
consumed right to offer a license for use will result in the consumer having
the right to offer a usage right and grant a license to that usage right to

another consumer.

[0046] Fig. 7 illustrates the workflow for transferring meta-rights and

deriving new rights from the meta-rights in accordance with the preferred
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derive new rights fromneta-rights 302, and to update the state of rights
and the current value of the conditions. Rights manager nodule 512, on the
ot her hamatp oamo2ges the new rights created or the derivedPCcrgisom1mso the
result of exercising the neta-rights. Rights manager nodul e 512 uses

aut hori zation nodule 508 to verify that recipient of the newy created

rights or '\m-!?.'ri LS. L e . arinel pal 15 the recipient are
autg'.J hor i zede'ﬂ? ﬁgln t'eA?%%?és%ﬁaﬂ%gge%??%@gu({)fgﬁgl? @?gtgcps{qq 8%?1%'5“ nager 504
to store @tmmamamﬁﬁ@ﬁéw@ﬂ/w@w Figl_.ﬂ'_ﬁ rofeité Xéocth@aicﬁ?fgufﬁéiMfS ina
repository.associate th the consuner. is is discussed in greater
deltoai I be%/rdﬂ%i%i ﬁ'P] Sﬁeﬂdﬁirﬂf@cﬁﬁl ﬁioa. 0%3[‘%53]'5 PHEhenlicatad g kBﬂ\ngr ocess is
not limt h i : ' < EQr ml.e, a
ystem con R Do e ot iR TS B SRR BT Dot

the state ¥&hbas thenappropriale livense to mersagelf th64pripcipal is wotvauthbiizad,i on of the
digital signature. In such.a case | woyl.d be possible to proceed subject
to a veri ftﬁgaérpfggw eleMAlatER AN S?%%%ar Hotﬂg F?ﬂﬂﬂﬂaiﬁ ratloriend, tBgi de in the
l i cense sefreesdresivahess #EY¥IHERO6 inTWBiIcATA: hr ough

har dwar e ggnd/or_ software in atﬁ?;_ tEglrnt of t he g@ggﬁzﬁﬁﬁ%&ﬁ&%@gggm ned or
segr egat edransmifigd i@ ifireeonguyoanin tederm of igensst 52 hagingrderbedarigesa- ri ght s

has been thar | ta-right,c b xercised. Meta-rights nmanager
modul e 510" tuhﬁf @%ﬁ@ers bl Sl a?’."é’lﬁts 115 3tk 708 AR niiipah ot Tib i

exer ci si ndicehse isequibshtichtad! anr ol Swordkatie i idetéMithed "B dkepaRg t hen
records the usage  history and cha(r;tges its current val ue of tﬁe State

vari abl es.SXpEi8iNg; hRerivad Tighds hasdhe @pprepriste licpaes to o s@qubdhed
met a- ri ghtgipl : Lyl Egﬁw res_for ag ghts. If
new ri ght ﬁ ]artllfg) agé%\ggghth?l%‘g ?r@ef ;D??l gnt s t&r@ﬁ@éger% ﬁJoa{ﬁPJ?@o I?r’ib%kes
. 9 are e . ;

| i cense munmiagiral i dutheriz&0Atheoproicedtisnaivanicabtts step 7he inaghich thé
exerci si ng, the target ﬁgﬁt -rﬁ?ﬁk;ts. ach new right is then sent to the
cor r espon eﬁlgegirgﬁflés ﬁger gregedure then returns to step 708 for each

additional right in the license and terminates in step 714 when all rights

have been processed.

[0047] The preferred embodiments is not limited to situations where
resellers, distributors or other “middlemen” are used. For example, the
preferred embodiment can be applied within enterprises or other
organizations, which create and/or distribute digital content or other items
to control use of the content within the enterprise or other organization.
Meta-rights can also be issued to end-users, when the grant of a right
relates to another right. For example, the right to buy or sell securities as
it is in the case of trading options and futures. Meta-rights can be
assigned or associated with goods services, resources, or other items.

[0048] The invention can be implemented through any type of devices,
such as computers and computer systems. The preferred embodiment is
implemented in a client server environment. However, the invention can
be implemented on a single computer or other device. Over a network
using dumb terminals, thin clients, or the like, or through any configuration
of devices. The various modules of the preferred embodiment have been
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512 of the consuner and stored in a repository associated with the
consuner. Ri ghts nmanager nodul e 512 of the consunmer will authenticate and
aut hor i zewDhlg/oeumsuner before receiving and storing the neairyusorisat ed
right. New rights can be derived frommneta-rights in accordance wth a set
of rules or other logic. For exanple, one rule can dictate that a consuned
right to n u S ng the
right to %%bgérgage%sagﬁ &SSJrﬁJrEdaﬁg f%é‘r?tnr g&%lérel sepﬁagve&%gt %gsagaﬂ&\r{ér ght to
anot her cdmsatiors. cdrﬂﬁéfdcdélng)llsﬁedlrhtm’ny ata@mer teroughk hawwdrer and/ansf er ri ng

meta-rights_and derivin newrr ts fromthe neta-rights in acc rdance
with the ﬁp@W@fﬁ‘-edeT P@T&U@@'@Pﬁﬁ%@f@ Oéngl?d st eps

on the | eldmdfigent Pg\rélseﬂarraf‘e P‘ﬁl%%ﬂdtdﬁﬁr SHSRS @6tiRdt erftitr@BtVaﬁ&Sﬂs aI | steps

on the right side o to the consunmer of rights. In step 702,
princi pal cBmtnumlcaircmedmrBﬂs £an hetusedi withthedinventiork nbahexamplesihe | n ot her

words, it is deternined he rt |srn 2, has the
appr opr i at'defm e(?fs FB“S@V%% qn?g?ﬂ'ée 'é@?pg? ga'r‘g}e E(%F%%’F%@ t he
procedur e fh&fifg &8, 'sﬂcﬁtefeoa7@9 DVYD! heeribrynstidkabr Itﬁearkteh@rem@@h the
procedures advances to step 70 in which mefa right 302 is exercised and

transmi t t ggvicest hdavigasusan mﬁluldﬁe Aessonaf Compeiess BRrkEations. ddin ved rights
in the na In step 708 the principal of this new

|l i cense i gﬂg ?hgﬁ?ﬁgé&@g@%got her words, it is determined if the party
exercising the derived rights has the appropriate license to do so. If the
princi pal [0649fot dé himventidn thes pbee:eddeecritmdm ihaoegh i @ spreferfdd. |f the
principal is authorized, the procedures fa’@ances to ste 712 {5@ ¥\/m ch the
derived rig§m Oq'@ﬂeﬁ .or EIPWEMEE, Yabioggu MOdiGAIOPE: ¢AMsPE o @p""? or each

addi ti onalyg p oce rgn{ F‘geojri?sg_s& ad; ntv%h %seéefrﬁbosib?p’fhszaléop@ﬁ@e@' | rights

have been he pre erre enborrren limted to
situati ons:la/mrsramd legal equivalents.
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resellers, distributors or other "m ddl enen" are used. For exanple, the
preferred enbodi nent can be applied within enterprises or other

or gani zatwors/ooeind ch create and/ or distribute digital contemtuser1ssher
itens to control use of the content within the enterprise or other

organi zation. Meta-rights can also be issued to end-users, when the grant

of ari ght\Nhét%%!eﬁﬁleUO anot her right. For exanple, the right to buy or sell
securities as it is in the case of trading options and futures.

Meta-rights can be assigned or associated with goods services, resources,
or other it ens A reti®] fortranisferdng irightcadapied torpearssociated witbutgmainy type of

o mpl i BTGNS SUBMIOES GBIV PORMTPE NI IS BTEBISERE vent i on can

be inplenented on a single conputer or other device. Over a network using

dunb terninal s optdihitgCa SENbS rights Assbdiatke with ah tePosnigrset ainfghgsir ati on  of
devi ces. The various nodul es of the preferred enbodi nent have been 17 WO

03/ 007213 iredingopretagigbts swgciyjagedetyrblaesghtspipthganuhet dervedr clarity.
Ho , i . ti lished i th h
wever ;ﬁ%f%@m Qm‘%ﬁé@g dPﬁQEm%?narpc? acconpl i shed i n any manner roug

har dwar e € various nodul es and conponents of the
preferred enbodi nent have separate utility and can exist as distinct
entities. Vari aeterntininguehethier dhe aiighiselonsomer e amidldédviiot Hetivee thevent i on.

{r anor o § &6TgblenGRTA GoREtied, DY INeh ok cls, BOLRt IreRboposdh SRMIGt he 11 k.
bet ween ‘i’ﬁéid%ﬁg%'b&%\dm@iaﬁgr‘q%rﬁg#mﬁ%a RENSE MEIUGAGRHE Yctivetights at i ons,

I
thin clients, s ~and 049] The invention has been described
t hr ough a witethernighds cendiodéendesigniedeasca prinaipabifl hartightsi emsuores igan be nmade

w thout departing f.romthe.s e the.d nvention as.defined by the
appended e@ﬁﬁ?‘&rﬁo gﬁﬂvﬁ’ aqierév(ﬂ%)l?%gg@{ﬁ%qecmed byt emef%-rlgﬁts.

2. A method recited in claim 1, further comprising, transmitting the set
of rights, in the form of a license to the item, from the rights supplier to the

rights consumer.

3. A method as recited in claim 1, wherein the derived rights are rights

disposal rights.
4. A method as recited in claim 1, wherein the items are content.

5. A method as recited in claim 1, wherein the derived rights include

usage rights.
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18 WO 03/007213 PCT/ US02/17850 What is clained: 1. A nethod for
transferring rights adapted to be associated with itens froma rights
suppl i er wo oaooizght s consuner, said nethod conprising: olpCaiusonysso set of
rights associated with an item said set of rights including neta-rights
speci fying derivable rights that can be derived therefromby the rights

consuner; .and deterjm hin et her t.he,ri i . to derive
the derivable F&ﬁﬁédéﬁgf¥$?éﬁqﬁyuﬁhé’W@Egg?ﬁgﬁ?@?ﬁéﬂd&gﬁgﬁ@%gﬁgone of
deriving rhdwa-riifits viat ethel Gbhts conduarRMensly m@nsfdri kenaothec!righiteg t he
derived rights wth the rights consuner designated as a principal if the

ri ghts coougemer i theformiod@ licengeri ve the derivable rights specified by
the neta-rights. 2. A nethod recited in claim1l1, further conprising,
transmtting the set of rights, inthe formof a license to the item from
the rights supplier to the rights consuner. 3. A nethod as recited in
claim1, wherein the derived rights are rights disposal rights. 4. A

met hod as 7r eci thethéthod bairecited helaénr, twhereirethe eonsucoern isra costenh net hod as
recited in.cl.aim1, wherein the derived rights include wusage rights. 19 WO
03/007213 ¥J8§2/ 17850 6. A nmethod as recited in claim1l1, wherein the
derived rights include neta-rights that the rights consuner may transfer
to another rights consunmer in the formof a license. 7. A nethod as
recited in claim4, wherein the consuner is a content distributor. 8. A

met hod as recited in claim4, wherein the consuner is a _conten%
8. A method as recited in claim 4, wherein the consumer is a content

retailer.

9. A method as recited in claim 4, wherein the consumer is a content

publisher.

10. A license associated with an item and adapted to be used within a
system for managing the transfer of rights to the item from a rights supplier

to a rights consumer, said license comprising:

a set of rights including meta-rights specifying derivable rights that

can be derived therefrom by the rights consumer;

a principal designating at least one rights consumer who is

authorized to derive the derivable rights; and

a mechanism for providing access to the item in accordance with

the set of rights.
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retailer. 9. A nmethod as recited in claim4, wherein the consuner is a
content publisher. 10. A license associated with an item and adapted to be
used wi t Wo 0a/00Ryst em f or managi ng the transfer of rightsPCo/ushz1issem from
a rights supplier to a rights consuner, said |icense conprising: a set of
rights including neta-rights specifying derivable rights that can be
derived therefron | Si.C ; NG L PRk b L at | east
one right g%onéu%?%%%%i ééogcgﬂtIﬁoglgﬁﬂg?q’o“@gﬁlb/gﬁ?h@éra&gb?\tlgﬁﬁs[ela??ghts; and
a mechani sightodisposaliridjhtg access to the itemin accordance with the set of
rights. 20 WO 03/007213 PCT/ US02/ 17850 11. A license as recited in claim
10, wherein the derived rights are rights disposal rights. 12. A license
as recited in claim 10, wherein the itens are content. 13. A license as
recited in claim10, wherein the derived rights include wusage rights. 14.
A licenseqas reciiddfbel 4% cRbdid Blaithiey, i réiRehd @bméesterdatiés. i ncl ude
neta-rights that the rights consuner may transfer to another rights
consuner in the formof a license. 15. A license as recited in claim 12,
wherein the consuner is a content distributor. 16. Alicense as recited in
claim12, wherein the consuner is a content retailer. 17. A license as
recited i Qacl aigm; L, ot : [ : l: . 18. A
| Teense ad% ot LePse aF LERg R AT RhetcinIng RETRH, idhe2 heitee

usage rights.

14. A license as recited in claim 10, wherein the derived rights include
meta-rights that the rights consumer may transfer to another rights

consumer in the form of a license.

15. A license as recited in claim 12, wherein the consumer is a content

distributor.

16. A license as recited in claim 12, wherein the consumer is a content

retailer.

17. A license as recited in claim 12, wherein the consumer is a content

publisher.

18. A license as recited in claim 10, further comprising a digital

signature corresponding to a party issuing the license.
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signature corresponding to a party issuing the |license. 21 WD 03/007213
PCT/ US02/ 17850 19. A license as recited in claim 10, further conprising at
| east onewOwmomdii2u3 on t hat nust be satisfied to exercise arCrraser/1sm of said
meta-rights. 20. Alicense as recited in claim19, further conprising at
| east one state variable related to said at |east one condition. 21. A

met hod f ofqder l4/iBEndd Gt RcREARhedal? RF BARSF IBHRAisHd Bt l1é&TPond T om
meta-rights, sai d Fetho conprising: obtaining a set of rights associated
wi th an i tentitieaitbaseiusbbe satigfiesl toi axalrcide ad least an of gaidsmetretghtgi ng
derivable rights that can be derived therefromby the rights consuner; and
generating a license associated with said itemand including the derived
rights. 22. A nmethod as recited in claim2l, wherein the derived rights are
rights disposal rights. 23. A nethod as recited in claim?2l, wherein the

itenms areopont @licerde 28 RRitB@Anadainecid, efdrther Coaiprsitily anhessti ong he deri ved
rights include usage rights..22 .
state variable related to said at least one condition.

21. A method for deriving rights adapted to be associated with items

from meta-rights, said method comprising:

obtaining a set of rights associated with an item, said set of rights
including meta-rights specifying derivable rights that can be derived

_therefrom by the rights consumer; and

generating a license associated with said item and including the

derived rights.

22. A method as recited in claim 21, wherein the derived rights are

rights disposal rights.
23. A method as recited in claim 21, wherein the items are content.

24. A method as recited in claim 21, wherein the derived rights include

usage rights.
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