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【DESCRIPTION】 

【Title of Invention】 

SMART CARD DEVICE, DEVICE FOR GENERATING VIRTUAL CODE FOR 

AUTHENTICATION, METHOD OF GENERATING VIRTUAL CODE FOR 

AUTHENTICATION USING THE SAME, AND SERVER FOR VERIFYING VIRTUAL 5 

CODE FOR AUTHENTICATION 

【Technical Field】 

[1]  The present disclosure relates to a smart card device, a device for generating a virtual 

code for authentication, a method of generating a virtual code for authentication using the 

same, and a server for verifying a virtual code for authentication. 10 

【Background Art】 

[2]  Code form data is used in many areas.  An IPIN number, a social security number, 

etc. for user identification in addition to a card number and an account number used upon 

payment are code form virtual code generation devices for data authentication. 

[3]  However, many accidents in which such code data is leaked in a process of the code 15 

data being used occurs.  The card number is visually leaked to others because an actual card 

number is written in a surface of a card as it is.  Upon payment using a magnetic property, 

the card number is leaked as the card number is transferred to a POS device as it is. 

[4]  Many attempts to use a virtual code have been made in order to prevent an actual 

code from being leaked as it is, but data for identifying a user is required in order to search for 20 

the actual code corresponding to the virtual code. 

[5]  However, a one-time password (OTP) is accompanied by inconvenience because a 

separate OTP generation device is required.  In particular, a user terminal has a weak point in 

security because seed data used to generate an OTP is leaked. 

[6]  Accordingly, there is a need for a scheme for generating an OTP code like generating 25 
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a virtual security code necessary for user authentication based on card data of cards owned by 

many users, but simultaneously preventing seed data from being leaked without a need for a 

separate OTP generation device. 

【Disclosure】 

【Technical Problem】 5 

[7]   An object to be solved by the present disclosure is to provide a smart card device, a 

device for generating a virtual code for authentication, a method of generating a virtual code 

for authentication using the same, and a server for verifying a virtual code for authentication. 

[8]   Objects to be solved by the present disclosure are not limited to the aforementioned 

objects, and the other objects not described above may be evidently understood from the 10 

following description by those skilled in the art. 

【Technical Solution】 

[9]   A method of generating a virtual code for authentication, which is performed by a 

device for generating a virtual code for authentication according to an aspect of the present 

disclosure for solving the aforementioned object, includes transmitting time data to a card 15 

upon tagging of the card in which an IC chip has been embedded, receiving, from the card, a 

virtual code for primary authentication generated based on the time data, generating a virtual 

code for secondary authentication by using the virtual code for primary authentication, 

transmitting at least one of the virtual code for primary authentication and the virtual code for 

secondary authentication to a server, and requesting the server to perform verification on the 20 

at least one. 

[10]   In the present disclosure, the virtual code for primary authentication may include a 

plurality of codes, a first code of the plurality of codes may be generated based on the time 

data and a first OTP, and a second code of the plurality of codes may be generated by 

excluding, from the first code, first user identification (UID), that is, identification 25 
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information of the card. 

[11]   In the present disclosure, generating the virtual code for secondary authentication 

generating the virtual code for secondary authentication may include generating a third code 

by excluding, from the first code, second UID, that is, identification information of the device 

for generating a virtual code for authentication, and generating the virtual code for secondary 5 

authentication by combining the first code, the second code, and the third code.. 

[12]   In the present disclosure, verification may be performed on the card based on the first 

code and the second code, and verification may be performed on the device for generating a 

virtual code for authentication based on the first code and the third code. 

[13]   In the present disclosure, generating the virtual code for secondary authentication 10 

may include generating a second OTP based on the virtual code for primary authentication, 

and generating the virtual code for secondary authentication based on the second OTP and 

second UID, that is, identification information of the device for generating a virtual code for 

authentication. 

[14]   In the present disclosure, the virtual code for secondary authentication may be 15 

verified by comparing the second OTP included in the virtual code for secondary 

authentication and a second OTP for verification, and the second OTP for verification may be 

generated by the server based on seed data identical with seed data used when the second OTP 

is generated. 

[15]   In the present disclosure, the virtual code for primary authentication may be used for 20 

user authentication upon offline access control and online login. 

[16]   In the present disclosure, the virtual code for secondary authentication may be used 

for user authentication upon financial settlement. 

[17]   In the present disclosure, the time data has a form combined with an application 

protocol data unit (APDU) command. 25 
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[18]   A smart card device according to another aspect of the present disclosure for solving 

the aforementioned object includes an NFC module configured to receive time data from a 

device for generating a virtual code for authentication through card tagging, and an IC module 

configured to generate a virtual code for primary authentication based on the received time 

data.  The virtual code for primary authentication is autonomously transmitted and used for 5 

user authentication or is used to generate a virtual code for secondary authentication, the 

virtual code for secondary authentication is generated by the device for generating a virtual 

code for authentication by using the virtual code for primary authentication, and at least one 

of the virtual code for primary authentication and the virtual code for secondary 

authentication is transmitted from the device for generating a virtual code for authentication to 10 

a server so that the server performs verification on the virtual code for primary authentication 

and the virtual code for secondary authentication. 

[19]   A device for generating a virtual code for authentication according to still another 

aspect of the present disclosure for solving the aforementioned object includes a 

communication unit configured to transmit time data to a card upon tagging of the card in 15 

which an IC chip has been embedded and receive, from the card, a virtual code for primary 

authentication generated based on the time data, a code generation unit configured to generate 

a virtual code for secondary authentication by using the virtual code for primary 

authentication, and a verification request unit configured to request the server to perform 

verification on at least one of the virtual code for primary authentication and the virtual code 20 

for secondary authentication by transmitting the at least one to the server through the 

communication unit. 

[20]   A method of verifying a virtual code for authentication, which is performed by a 

server according to still another aspect of the present disclosure for solving the 

aforementioned object, includes receiving at least one of a virtual code for primary 25 
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authentication and a virtual code for secondary authentication from a device for generating a 

virtual code for authentication, and performing verification on at least one of the virtual code 

for primary authentication and the virtual code for secondary authentication.  If the virtual 

code for secondary authentication may include a plurality of codes, performing the 

verification includes extracting first user identification (UID), that is, identification 5 

information of a card, based on a first code and second code of the plurality of codes and 

performing verification on the card, and extracting second UID, that is, identification 

information of the device for generating a virtual code for authentication based on the first 

code and third code of the plurality of codes and performing verification on the device for 

generating a virtual code for authentication. 10 

[21]   In the present disclosure, if the virtual code for secondary authentication includes a 

second OTP and the second UID, performing the verification may include generating a second 

OTP for verification based on seed data identical with seed data used when the second OTP is 

generated, comparing the second OTP included in the virtual code for secondary 

authentication and the second OTP for verification, and completing the verification on the 15 

card and the device for generating a virtual code for authentication when the second OTP and 

the second OTP for verification are identical with each other. 

[22]   In the present disclosure, when the virtual code for primary authentication is received, 

performing the verification may include extracting the first user identification (UID) which is 

the identification information of the card based on the virtual code for primary authentication 20 

and performing the verification on the card by using a first verification algorithm. 

[23]   In addition, another method and another system for embodying the present disclosure 

and a computer-readable recording medium on which a computer program for executing the 

method may be further provided. 

【Advantageous Effects】 25 
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[24]   According to the present disclosure, a virtual security code necessary for user 

authentication can be generated by using time data obtained based on an NFC method even 

without a separate OTP device because the device for generating a virtual code for 

authentication provides the smart card device with the time data upon card tagging. 

[25]   When the smart card device is tagged on the device for generating a virtual code for 5 

authentication, in order to prevent the capture of data when the corresponding data is 

transmitted and received between the two devices, the device for generating a virtual code for 

authentication can newly generate a virtual code for secondary authentication by re-

processing a virtual code for primary authentication generated by the smart card device. 

[26]   Furthermore, a security level can be different depending on a situation because user 10 

authentication is performed through the verification of a virtual code for primary 

authentication in an offline access control or online login situation and user authentication is 

performed through the verification of a virtual code for secondary authentication, which is 

generated by using the virtual code for primary authentication, in a financial settlement 

situation. 15 

[27]   Furthermore, a financial card (a personal card or a company card) can also be 

expanded and used as an access card for a company because the smart card device can be 

applied to both an offline access control situation and a financial settlement situation. 

[28]   Effects of the present disclosure are not limited to the aforementioned effects, and 

effects not described above may be evidently understood from the following description by 20 

those skilled in the art. 

【Description of Drawings】 

[29]   FIG. 1 is a configuration diagram of a user authentication system based on a virtual 

code for authentication according to the present disclosure. 

[30]   FIG. 2 is a schematic configuration diagram of a smart card device according to the 25 
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present disclosure. 

[31]   FIG. 3 is a schematic configuration diagram of a device for generating a virtual code 

for authentication according to the present disclosure. 

[32]   FIG. 4 is a flowchart of a method of generating a virtual code for authentication, 

which is performed by the device for generating a virtual code for authentication according to 5 

the present disclosure. 

[33]   FIG. 5 is a diagram for describing time data according to the present disclosure. 

[34]   FIG. 6 is a diagram for describing the verification of a virtual code for primary 

authentication according to the present disclosure. 

[35]   FIG. 7 is a diagram for describing the verification of a virtual code for secondary 10 

authentication according to the present disclosure. 

[36]   FIG. 8 is a flowchart of a method of generating a virtual code for authentication, 

which is performed by the smart card device, according to the present disclosure. 

【Mode for Disclosure】 

[37]   Advantages and characteristics of the present disclosure and a method for achieving 15 

the advantages and characteristics will become apparent from the embodiments described in 

detail in conjunction with the accompanying drawings.  However, the present disclosure is 

not limited to the disclosed embodiments, but may be implemented in various different forms.  

The embodiments are provided to only complete the present disclosure and to fully notify a 

person having ordinary knowledge in the art to which the present disclosure pertains of the 20 

category of the present disclosure.  The disclosure is defined by the category of the claims. 

[38]   Terms used in this specification are for describing embodiments and are not intended 

to limit the present disclosure.  In this specification, an expression of the singular number 

includes an expression of the plural number unless specially mentioned in the context.  The 

term “comprises” and/or “comprising” used in this specification does not exclude the 25 
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presence or addition of one or more other elements in addition to a mentioned element.  The 

same reference numerals refer to the same elements throughout the specification.  “and/or” 

includes each of mentioned elements and all combinations of one or more of the mentioned 

elements.  Although the terms “first”, “second”, etc. are used to describe various elements, 

these elements are not limited by these terms.  These terms are merely used to distinguish 5 

between one element and another element.  Accordingly, a first element mentioned 

hereinafter may be a second element within the technical spirit of the present disclosure. 

[39]   All terms (including technical and scientific terms) used in this specification, unless 

defined otherwise, will be used as meanings which may be understood  in common by a 

person having ordinary knowledge in the art to which the present disclosure pertains.  10 

Furthermore, terms used and defined in common dictionaries are not construed as being 

ideal or excessively formal unless specially defined otherwise. 

[40]   Prior to a description, the meanings of terms used in this specification are described 

in brief.  However, it is to be noted that the description of a term is for helping understanding 

of this specification and is not used as a meaning that limits the technical spirit of the present 15 

disclosure if the term is not described as contents that explicitly limit the present disclosure. 

[41]   In this specification, a “letter” is a component that constitutes a code, and includes all 

or some of a capital alphabetical letter, a lower case alphabetical letter, a number, and a 

special letter. 

[42]   In this specification, a “code” means a letter string in which letters are listed. 20 

[43]   In this specification, a “one-time password (OTP)” is a random code that is 

temporarily generated for user authentication and changed every unit time, and may include a 

specific digit number of codes composed of letters. 

[44]   In this specification, a “virtual code for authentication” is a code generated by means 

for generating a virtual code for authentication, and means a code verified in means for 25 
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verifying a virtual code for authentication.  That is, the “virtual code for authentication” 

means a virtual code temporarily assigned every unit count so that verification can be 

performed.  In this case, the means for generating a virtual code for authentication may be a 

smart card device or may be a device for generating a virtual code for authentication 

according to an embodiment, but the present disclosure is not limited thereto. 5 

[45]   In this specification, a “detailed code” means some codes included in a virtual code 

for authentication. 

[46]   In this specification, a “unit count” is set at a specific time interval, and is a unit 

defined to be changed as a time interval elapses.  For example, 1 count may be set and used 

as a specific time interval (e.g., 1.5 second). 10 

[47]   In this specification, a “virtual code generation function for authentication” means a 

function that is used to generated a virtual code for authentication. 

[48]   In this specification, a “user” may be a user who accesses a specific space (offline or 

online space) that requires security by using a smart card device or performs financial 

settlement by using the smart card device, but the present disclosure is not limited thereto. 15 

[49]   In this specification, "user identification (UID)" means a value of a unique code form 

assigned to identify a user in a way to be not overlapped for each user. 

[50]   In this specification, “time data” means time data at current timing.  That is, all time 

data used for the generation of a virtual code for authentication and for verification may mean 

time data at the same timing. 20 

[51]   Hereinafter, embodiments of the present disclosure are described in detail with 

reference to the accompanying drawings. 

[52]   FIG. 1 is a configuration diagram of a user authentication system based on a virtual 

code for authentication according to the present disclosure. 

[53]   FIG. 2 is a schematic configuration diagram of a smart card device according to the 25 
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present disclosure. 

[54]   FIG. 3 is a schematic configuration diagram of a device for generating a virtual code 

for authentication according to the present disclosure. 

[55]   FIG. 4 is a flowchart of a method of generating a virtual code for authentication, 

which is performed by the device for generating a virtual code for authentication according to 5 

the present disclosure. 

[56]   FIG. 5 is a diagram for describing time data according to the present disclosure. 

[57]   FIG. 6 is a diagram for describing the verification of a virtual code for primary 

authentication according to the present disclosure. 

[58]   FIG. 7 is a diagram for describing the verification of a virtual code for secondary 10 

authentication according to the present disclosure. 

[59]   FIG. 8 is a flowchart of a method of generating a virtual code for authentication, 

which is performed by the smart card device, according to the present disclosure. 

[60]   Referring to FIG. 1, the user authentication system (hereinafter referred to as a 

“system”) based on a virtual code for authentication includes a control server 100, a smart 15 

card device 10, a device 20 for generating a virtual code for authentication, and a server 30.  

In this case, the system may include components more than or less than the components 

illustrated in FIG. 1. 

[61]   The smart card device 10 means a real card that is used by a user.  According to an 

embodiment, only some of information capable of identifying a card or a user may be 20 

indicated on a surface of the smart card device 10 or any information may not be indicated on 

a surface of the smart card device 10. 

[62]   According to an embodiment, the smart card device 10 may be a card for access 

control and may be a card for financial settlement (e.g., a credit card, a check card, a cash card, 

or a company card). 25 
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[63]   Specifically, if the smart card device 10 is an access card for access control, the smart 

card device 10 may be used when a user accesses a specific space that requires security 

offline, or may be used when a user logs in to a specific website or an app online.  If the 

smart card device 10 is a card for financial settlement, the smart card device 10 may be used 

when a user performs financial transactions.  However, a form, type, and object of a card are 5 

not limited to those described above.  The smart card device 10 is described in detail later. 

[64]   The device 20 for generating a virtual code for authentication may be an access 

control device (e.g., a gate reader or a doorlock), and may be a user terminal that is used by a 

user.  In this case, the user terminal is a given electronic device equipped with an application 

processor (AP) capable of driving an application.  The user terminal includes a desktop 10 

computer that cannot be carried or a mobile device (e.g., a smart phone, a tablet PC, a 

personal digital assistant (PDA), an enterprise digital assistant (EDA), a portable multimedia 

player (PMP), a personal navigation device (PND), or a wearable device) that can be carried, 

and the present disclosure is not limited thereto.  The device 20 for generating a virtual code 

for authentication is described in detail later. 15 

[65]   The server 30 is means for verifying a virtual code for authentication, and performs 

verification on a virtual code for authentication, which is received from the device 20 for 

generating a virtual code for authentication.  However, the present disclosure is not limited 

thereto.  According to an embodiment, the device 20 for generating a virtual code for 

authentication may verify a virtual code for authentication instead of the server 30. 20 

[66]   In this case, the server 30 may be a security-related server or a financial company 

server which communicates with the device 20 for generating a virtual code for authentication 

and communication, but the present disclosure is not limited thereto.  Furthermore, referring 

to FIG. 1, the server 30 has been illustrated as being composed of one server, but may be 

composed in a system form in which a plurality of servers is associated with each other. 25 
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[67]   As illustrated in FIG. 1, the smart card device 10, the device 20 for generating a 

virtual code for authentication, and the server 30 may transmit and receive various data, 

signals, or information over a communication network. 

[68]   In this case, various forms of communication networks may be used as the 

communication network.  For example, wireless communication methods, such as a wireless 5 

LAN (WLAN), Wi-Fi, Wibro, Wimax, and high speed downlink packet access (HSDPA), or 

wired communication methods, such as Ethernet, xDSL (ADSL, VDSL), a hybrid fiber coax 

(HFC), fiber to the curb (FTTC), and a fiber to the home (FTTH), may be used as the 

communication network. 

[69]   The communication network is not limited to the presented communication method, 10 

and may include all types of communication methods which have been widely known or are 

to be developed in the future in addition to the aforementioned communication methods. 

[70]   Referring to FIG. 2, the smart card device 10 may include a narrow frequency 

communication (NFC) module 12 and an IC module 14.  In this case, the smart card device 

10 may include components more than or less than the components illustrated in FIG. 2. 15 

[71]   The NFC module 12 (i.e., an NFC chip) is a communication module, and may 

transmit and receive various data to and from the device 20 for generating a virtual code for 

authentication.  In this case, the NFC module 12 may be formed in an applet form, but the 

present disclosure is not limited thereto.  When the smart card device 10 is tagged on the 

device 20 for generating a virtual code for authentication, the NFC module 12 may receive 20 

time data from the device 20 for generating a virtual code for authentication. 

[72]   The IC module 14 (i.e., an IC chip) may generate a virtual code for primary 

authentication.  In this case, the IC module 14 may be formed in an applet form, but the 

present disclosure is not limited thereto. 

[73]   The IC module 14 may generate a virtual code for primary authentication by using 25 
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received time data.  Specifically, the IC module 14 may generate a virtual code for primary 

authentication by using card data and a virtual code generation function for authentication 

stored in a memory (not illustrated), in addition to received time data. 

[74]   In this case, the card data may include user identification information of a user who 

has applied the issue of the corresponding smart card device 10 and card identification 5 

information.  In this case, the card identification information may include a first user 

identification (UID) that is identification information of the smart card device 10, a secret, a 

card number, and a serial number, and the present disclosure is not limited thereto.  The card 

identification information may include all types of card-related information.  In this case, the 

user identification information may include a social security number, and the present 10 

disclosure is not limited thereto.  The user identification information may include all types of 

user-related personal information. 

[75]   A URL address of a company (e.g., a card fabrication company, a financial company, 

a security company, an online web or app service company) which issues and manages the 

smart card device 10 in addition to user identification information and card identification 15 

information may be stored in the IC module 14.  For example, if a URL address of a specific 

financial company has been stored in the IC module 14 of the smart card device 10, when the 

corresponding smart card device 10 is tagged on the device 20 for generating a virtual code 

for authentication, the device 20 for generating a virtual code for authentication may obtain 

the URL address.  In this case, the URL address may be related to installation information or 20 

execution information of a program or application of a corresponding financial company. 

[76]   That is, various types of information in addition to user identification information 

and card identification information are stored in the IC module 14.  When the smart card 

device 10 is tagged on the device 20 for generating a virtual code for authentication, the 

device 20 for generating a virtual code for authentication receives corresponding information 25 
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among such various types of information from the smart card device 10. 

[77]   The smart card device 10 may further include a processor (not illustrated) for 

controlling an overall operation of the smart card device 10.  The processor (not illustrated) 

may process a signal, data, information, etc. inputted or outputted through the aforementioned 

components, or may drive a stored application program.  In this case, the processor (not 5 

illustrated) has been described as a component different from the IC module 14, but the IC 

module 14 may perform the role of the processor (not illustrated) according to an embodiment. 

[78]   Referring to FIG. 3, the device 20 for generating a virtual code for authentication 

may include a communication unit 22, a memory 24, and a processor 26.  In this case, the 

device 20 for generating a virtual code for authentication may include components more than 10 

or less than the components illustrated in FIG. 3. 

[79]   The communication unit 22 may transmit time data to the smart card device 10 over 

a communication network when the smart card device 10 is tagged on the device 20 for 

generating a virtual code for authentication, and may receive, from the smart card device 10, a 

virtual code for primary authentication generated based on the time data.  In addition, the 15 

two devices may transmit and receive various data upon tagging. 

[80]   The memory 24 may store data that supports various functions of the device 20 for 

generating a virtual code for authentication.  The memory 24 may store multiple application 

programs or applications driven in the device 20 for generating a virtual code for 

authentication, and at least one process, data, or command for an operation of the device 20 20 

for generating a virtual code for authentication.  At least some of such application programs 

may be present for a basic function of the device 20 for generating a virtual code for 

authentication. 

[81]   The processor 26 may generally control an overall operation of the device 20 for 

generating a virtual code for authentication in addition to an operation related to the 25 
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application program.  The processor 26 may provide or process information or a function 

suitable for the smart card device 10 or the server 30 by processing a signal, data, information, 

etc. inputted or outputted through the aforementioned components or driving an application 

program stored in the memory 24. 

[82]   Furthermore, in order to drive an application program stored in the memory 24, the 5 

processor 26 may control at least some of the components described with reference to FIG. 3.  

Moreover, in order to drive the application program, the processor 26 may combine and 

operate at least two of the components included in the device 20 for generating a virtual code 

for authentication. 

[83]   Referring to FIG. 3, the processor 26 may include a code generation unit 262 and a 10 

verification request unit 264.  In this case, the processor 26 may include components more 

than or less than the components illustrated in FIG. 3. 

[84]   The code generation unit 262 may generate a virtual code for secondary 

authentication by using a virtual code for primary authentication generated by the smart card 

device 10. 15 

[85]   The verification request unit 264 may request the server to perform verification on at 

least one of the virtual code for primary authentication and the virtual code for secondary 

authentication by transmitting the at least one to the server through the communication unit 22. 

[86]   Although not illustrated in FIG. 3, the processor 26 may further include components 

performing various calculation operations, determination operations, etc., in addition to the 20 

code generation unit 262 and the verification request unit 264. 

[87]   Hereinafter, a user authentication method based on a virtual code for authentication, 

which is performed by the device 20 for generating a virtual code for authentication, is 

described in detail with reference to FIGS. 4 to 7. 

[88]   Referring to FIG. 4, when a card in which an IC chip has been embedded is tagged, 25 
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the communication unit 22 of the device 20 for generating a virtual code for authentication 

may transmit time data to the smart card device 10 (S110). 

[89]   The smart card device 10 may receive the time data from the device 20 for 

generating a virtual code for authentication through tagging because the smart card device 

cannot autonomously obtain the time data. 5 

[90]   In this case, the time data may have a form combined with an application protocol 

data unit (APDU) command.  Referring to FIG. 5, the time data may be transferred to the 

smart card device 10 in a form combined behind the APDU command.  However, the 

combination form is not limited thereto. 

[91]   The communication unit 22 of the device 20 for generating a virtual code for 10 

authentication may receive, from the smart card device 10, a virtual code for primary 

authentication generated based on the time data (S120). 

[92]   That is, the smart card device 10 may receive the time data, may generate a virtual 

code for primary authentication by using the received time data and card data (e.g., a secret 

and first UID) stored in the card, and may transfer the virtual code for primary authentication 15 

to the device 20 for generating a virtual code for authentication. 

[93]   The virtual code for primary authentication may include a first code and a second 

code.  In this case, the first code and the second code are detailed codes of the virtual code 

for primary authentication.  The virtual code for primary authentication may include a larger 

number of detailed codes in addition to the first code and the second code. 20 

[94]   The first code of the virtual code for primary authentication may be generated based 

on the time data and a first OTP.  First, the smart card device 10 may generate the first OTP 

by using, as seed data, a secret value stored in the card and the time data by using a first 

function for generating a virtual code for authentication.  In this case, according to an 

embodiment, a value other than the secret value and the time data may be further used as the 25 
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seed data. 

[95]   Thereafter, the smart card device 10 may generate the first code by adding the 

generated first OTP to the received time data by using the first function for generating a 

virtual code for authentication. 

[96]   The smart card device 10 may generate the second code by excluding first user 5 

identification (UID), that is, identification information of the card, from the first code by 

using the first function for generating a virtual code for authentication.  In this case, the first 

UID is data stored in the smart card device 10, and is a unique value capable of identifying the 

smart card device 10. 

[97]   The first code = the time data + the first OTP 10 

[98]   The second code = the first code - the first UID 

[99]   The smart card device 10 may generate the virtual code for primary authentication by 

combining the generated detailed codes (the first code and the second code).  As an 

embodiment, the smart card device 10 may generate the virtual code for primary 

authentication by combining a plurality of detailed codes according to a specific rule by using 15 

the first function for generating a virtual code for authentication.  The first function for 

generating a virtual code for authentication may include a rule (i.e., a detailed code 

combination function) in which a plurality of detailed codes is combined. 

[100]   Various methods may be applied as a method of generating one virtual code for 

authentication by combining a plurality of detailed codes.  As an example of the detailed 20 

code combination function, the smart card device 10 may generate a virtual code for 

authentication in a way to alternately dispose the first code having M digits and the second 

code having N digits.  Furthermore, as another example, the detailed code combination 

function may be a function for combining the second code behind the first code.  As detailed 

codes included in the virtual code for authentication are increased, the detailed code 25 
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combination function may be variously generated. 

[101]   The virtual code for primary authentication generated as described above is 

transmitted to the device 20 for generating a virtual code for authentication. 

[102]   The code generation unit 262 of the device 20 for generating a virtual code for 

authentication may generate a virtual code for secondary authentication by using the virtual 5 

code for primary authentication (S130). 

[103]   Prior to step S130, the code generation unit 262 of the device 20 for generating a 

virtual code for authentication may first determine whether to generate the virtual code for 

secondary authentication based on the type of smart card device 10.  More specifically, the 

code generation unit 262 may perform the determination operation based on received card 10 

data along with the virtual code for primary authentication (according to an embodiment, the 

card data may be received upon tagging).  That is, the code generation unit 262 may 

determine whether the smart card device 10 is a card for access control or a card for financial 

settlement based on the card data.  Furthermore, the code generation unit 262 may not 

generate a virtual code for secondary authentication if it is confirmed that the smart card 15 

device 10 is a card for access control, and may generate a virtual code for secondary 

authentication if it is confirmed that the smart card device 10 is a card for financial settlement 

based on the card data. 

[104]   According to an embodiment, whether to generate a virtual code for secondary 

authentication may be determined based on the type of device 20 for generating a virtual code 20 

for authentication.  Specifically, if the device 20 for generating a virtual code for 

authentication is an access control device, a virtual code for secondary authentication may not 

be generated without the determination operation.  If the device 20 for generating a virtual 

code for authentication is a user terminal, the code generation unit 262 may determine 

whether to generate a virtual code for secondary authentication based on the type of smart 25 
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card device 10.  More specifically, the code generation unit 262 may perform the 

determination operation based on received card data along with a virtual code for primary 

authentication (according to an embodiment, the card data may be received upon tagging).  

That is, the code generation unit 262 may not generate a virtual code for secondary 

authentication if it is confirmed that the smart card device 10 is a card for access control based 5 

on the card data, and may generate a virtual code for secondary authentication if it is 

confirmed that the smart card device 10 is a card for financial settlement based on the card 

data. 

[105]   The code generation unit 262 has been described as performing the determination 

operation, but the present disclosure is not limited thereto.  Another component of the 10 

processor 260 may perform the determination operation. 

[106]   When it is determined that the virtual code for secondary authentication is generated 

through the process, in step S130, the code generation unit 262 may generate the virtual code 

for secondary authentication by using the virtual code for primary authentication.  In this 

case, in order to generate the virtual code for secondary authentication, first, the server 30 15 

needs to perform verification on the virtual code for primary authentication.  The server 30 

may extract a plurality of detailed codes (the first code and the second code) included in the 

virtual code for primary authentication through the verification, and may transfer the plurality 

of detailed codes to the device 20 for generating a virtual code for authentication. 

[107]   The verification for the virtual code for primary authentication for generating the 20 

virtual code for secondary authentication has been described as being performed by the server 

30.  According to an embodiment, the device 20 for generating a virtual code for 

authentication not the server 30 may perform corresponding verification.  A method of 

verifying a virtual code for authentication is described later. 

[108]   In this specification, a method of generating the virtual code for secondary 25 
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authentication may be divided into a method of performing an OTP operation once and a 

method of performing an OTP operation twice. 

[109]   In the method of performing an OTP operation once (first method), the OTP 

operation is performed only when the smart card device 10 generates a virtual code for 

primary authentication, and a code length of a virtual code for secondary authentication is 5 

increased. 

[110]   In the first method, the code generation unit 262 may generate a third code by 

excluding second UID, that is, identification information of the device 20 for generating a 

virtual code for authentication, from the received first code by using a second function for 

generating a virtual code for authentication.  In this case, the second UID is data stored in the 10 

device 20 for generating a virtual code for authentication, and is a unique value capable of 

identifying the device 20 for generating a virtual code for authentication. 

[111]   The third code = the first code - the second UID 

[112]   Thereafter, the code generation unit 262 may generate the virtual code for secondary 

authentication by combining the first code generated by the smart card device 10, the second 15 

code generated by the smart card device 10, and the third code generated by the device 20 for 

generating a virtual code for authentication by using the second function for generating a 

virtual code for authentication. 

[113]   The code generation unit 262 may generate the virtual code for secondary 

authentication by combining the plurality of generated detailed codes (the first code, the 20 

second code, and the third code).  As an embodiment, the code generation unit 262 may 

generate the virtual code for secondary authentication by combining the plurality of detailed 

codes according to a specific rule by using the second function for generating a virtual code 

for authentication.  The second function for generating a virtual code for authentication may 

include a rule (i.e., the detailed code combination function) by which the plurality of detailed 25 
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codes is combined.  The aforementioned methods may be applied as a method of generating 

one virtual code for authentication by combining the plurality of detailed codes. 

[114]   In the first method, all the first code and second code included in the virtual code for 

primary authentication and the first code and second code included in the virtual code for 

secondary authentication mean the same codes generated by the smart card device 10.  The 5 

third code is newly generated by the device 20 for smart authentication and combined with the 

first code and the second code, thus generating the virtual code for secondary authentication. 

[115]   In the method of performing an OTP operation twice (second method), when the 

smart card device 10 generates the virtual code for primary authentication, an OTP operation 

is performed.  Thereafter, when the device 20 for generating a virtual code for authentication 10 

generates the virtual code for secondary authentication, an OTP operation is performed once 

again.  A code length of the virtual code for secondary authentication is not changed (i.e., the 

same as the length of the virtual code for primary authentication). 

[116]   In the second method, the code generation unit 262 may generate a second OTP 

based on the virtual code for primary authentication, and may generate the virtual code for 15 

secondary authentication based on the second OTP and the second UID, that is, identification 

information of the device for generating a virtual code for authentication.  In this case, the 

second UID is data stored in the device 20 for generating a virtual code for authentication, and 

is a unique value capable of identifying the device 20 for generating a virtual code for 

authentication. 20 

[117]   The code generation unit 262 may generate the second OTP by further using, as 

additional seed data, the virtual code for primary authentication in addition to the time data 

and a secret value by using the second function for generating a virtual code for authentication. 

[118]   Thereafter, the code generation unit 262 may generate a first code by adding the 

generated second OTP to time data (the time data may be timing at which the generation of 25 
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the virtual code for secondary authentication has been requested) included in the first code 

generated by the smart card device 10 by using the second function for generating a virtual 

code for authentication.  The code generation unit 262 may generate a second code by 

excluding a second user identification (UID), that is, identification information of the device 

20 for generating a virtual code for authentication, from the first code by using the second 5 

function for generating a virtual code for authentication.  In this case, the second UID is data 

stored in the device 20 for generating a virtual code for authentication, and is a unique value 

capable of identifying the device 20 for generating a virtual code for authentication. 

[119]   The first code = the time data + the second OTP 

[120]   The second code = the first code - the second UID 10 

[121]   In this case, the time data is time data at current timing.  The time data that is used 

when the virtual code for primary authentication is generated and the time data that is used 

when the virtual code for secondary authentication may be the same.  That is, the first OTP 

and the second OTP may the same current time data because they are generated at the same 

timing. 15 

[122]   The code generation unit 262 may generate the virtual code for secondary 

authentication by combining the generated detailed codes (the first code and the second code).  

As an embodiment, the code generation unit 262 may generate the virtual code for secondary 

authentication by combining a plurality of detailed codes according to a specific rule by using 

the second function for generating a virtual code for authentication.  The second function for 20 

generating a virtual code for authentication may include a rule (i.e., a detailed code 

combination function) by which the plurality of detailed codes is combined.  The 

aforementioned methods may be applied as a method of generating one virtual code for 

authentication by combining the plurality of detailed codes. 

[123]   In the second method, the first code and second code included in the virtual code for 25 
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primary authentication and the first code and second code included in the virtual code for 

secondary authentication are generated by the smart card device 10 and the device 20 for 

generating a virtual code for authentication, respectively, and are different codes.  That is, 

the first code and second code included in the virtual code for primary authentication are 

generated by using the first OTP and the first UID.  The first code and second code included 5 

in the virtual code for secondary authentication are generated by using the second OTP and 

the second UID.  Accordingly, the first code and second code included in the virtual code for 

primary authentication and the first code and second code included in the virtual code for 

secondary authentication are different from each other. 

[124]   The first function for generating a virtual code for authentication and the second 10 

function for generating a virtual code for authentication are stored in the smart card device 10 

and the device 20 for generating a virtual code for authentication, respectively, but the first 

timing at which the first function is driven and the first timing at which the second function is 

driven may be the same.  That is, when a user has the smart card device 10 issued thereto 

and completes user registration for the smart card device 10 with the server 30 through the 15 

first tagging on the device 20 for generating a virtual code for authentication, the first function 

for generating a virtual code for authentication and the second function for generating a 

virtual code for authentication, which are stored in the smart card device 10 and the device 20 

for generating a virtual code for authentication, respectively, may start their driving.  That is, 

the first function for generating a virtual code for authentication and the second function for 20 

generating a virtual code for authentication may be the same. 

[125]   When the user registration is completed as described above, at least one of the first 

UID, that is, identification information of the smart card device 10, and the second UID, that 

is, identification information of the device 20 for generating a virtual code for authentication, 

may be stored in the server.  That is, the server 30 may store at least one of the first UID and 25 
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the second UID in an area that is allocated to the user within a verification algorithm upon 

user registration.  According to an embodiment, the server 30 may store the first UID in one 

area, and may store the second UID in the one area by matching the second UID with the first 

UID.  According to an embodiment, the server 30 may store the second UID in one area, and 

may store the first UID in the one area by matching the first UID with the second UID.  5 

According to an embodiment, the server 30 may store the first UID and the second UID in 

two areas, respectively. 

[126]   Furthermore, upon user registration, the server 30 may also store card data related to 

the smart card device 10 and terminal data related to the device 20 for generating a virtual 

code for authentication, in addition to the first UID and the second UID. 10 

[127]   The communication unit 22 of the device 20 for generating a virtual code for 

authentication may transmit at least one of the virtual code for primary authentication and the 

virtual code for secondary authentication to the server (S140). 

[128]   The verification request unit 264 of the device 20 for generating a virtual code for 

authentication may request the server 30 to perform verification on the at least one (S150). 15 

[129]   According to an embodiment, if the smart card device 10 is an access card for access 

control, that is, when a user accesses a specific space that requires security offline by using 

the smart card device 10 or logs in to a specific website or app online, the server 30 may 

receive a verification request for the virtual code for primary authentication.  Specifically, 

the virtual code for primary authentication generated by the smart card device 10 may be 20 

autonomously transmitted to the server 30 and may be used for user authentication. 

[130]   Referring to FIG. 6, the device 20 for generating a virtual code for authentication 

(more specifically, the verification request unit 264) may request verification by transmitting, 

to the server 30, the virtual code for primary authentication generated by the smart card 

device 10.  The server 30 may perform the verification on the virtual code for primary 25 
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authentication based on the verification algorithm, and may transmit a result of the 

verification to the device 20 for generating a virtual code for authentication. 

[131]   In this case, the device 20 for generating a virtual code for authentication may 

request verification by directly transferring the virtual code for primary authentication to the 

server 30, but may output the virtual code for primary authentication to a display unit (not 5 

illustrated) so that a user can visually check or copy the virtual code for primary 

authentication and input or attach the virtual code for primary authentication to another 

program or webpage.  The device 20 for generating a virtual code for authentication may 

request the verification by transmitting, to the server 30, the virtual code for primary 

authentication inputted or attached by the user. 10 

[132]   The device 20 for generating a virtual code for authentication may perform user 

authentication upon offline access control and online login based on a result of the 

verification.  That is, if the virtual code for primary authentication is a normal code, a user 

may be permitted to access the specific space that requires security or to log in to the specific 

website or app. 15 

[133]   According to an embodiment, if the smart card device 10 is a card for financial 

settlement, that is, when a user performs financial transactions by using the smart card device 

10, the server 30 may receive a verification request for the virtual code for secondary 

authentication.  That is, the virtual code for primary authentication, which is generated by 

the smart card device 10, may be transmitted to the device 20 for generating a virtual code for 20 

authentication, and may be used to generate the virtual code for secondary authentication. 

[134]   Referring to FIG. 7, the device 20 for generating a virtual code for authentication 

(more specifically, the code generation unit 262) may generate the virtual code for secondary 

authentication by using the virtual code for primary authentication, which is generated by the 

smart card device 10.  The device 20 for generating a virtual code for authentication (more 25 
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specifically, the verification request unit 264) may request verification by transmitting the 

generated virtual code for secondary authentication to the server 30.  The server 30 may 

perform the verification on the virtual code for secondary authentication based on the 

verification algorithm, and may transmit a result of the verification to the device 20 for 

generating a virtual code for authentication. 5 

[135]   In this case, the device 20 for generating a virtual code for authentication may 

request the verification for the virtual code for primary authentication from the server 30 in 

order to obtain seed data for generating the virtual code for secondary authentication.  The 

server 30 may extract at least one of the first code, the second code, the time data, the secret 

value, and the first UID from the virtual code for primary authentication based on the 10 

verification algorithm, and may transfer the at least one to the device 20 for generating a 

virtual code for authentication.  The device 20 for generating a virtual code for 

authentication may generate the virtual code for secondary authentication by using at least one 

of the first code, the second code, the time data, the secret value, the first UID, and the virtual 

code for primary authentication as seed data.  As described above, the verification for the 15 

virtual code for primary authentication for generating the virtual code for secondary 

authentication may be performed by the server 30.  However, according to an embodiment, 

the device 20 for generating a virtual code for authentication may directly perform the 

corresponding verification. 

[136]   The device 20 for generating a virtual code for authentication may perform user 20 

authentication upon financial settlement based on a result of the verification.  That is, if the 

virtual code for secondary authentication is a normal code, a user may perform financial 

transactions. 

[137]   Hereinafter, a method of verifying a virtual code for authentication is specifically 

described. 25 
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[138]   According to an embodiment, when the server 30 receives a verification request for 

the virtual code for primary authentication, the server 30 may extract the first UID by 

searching an area in which the first UID has been stored based on the virtual code for primary 

authentication by using a verification algorithm corresponding to the first function for 

generating a virtual code for authentication. 5 

[139]   In this case, as described above, the virtual code for primary authentication includes 

a plurality of detailed codes.  The plurality of detailed codes may include a first code that 

sets a start point of search for an area where the first UID is stored and a second code that sets 

a search path from the start point to the area where the first UID is stored according to a 

specific search method. 10 

[140]   The first code and the second code have a correlation for verifying the virtual code 

for primary authentication within the server 30 including means for verifying a virtual code 

for authentication.  However, the smart card device 10 including the means for generating a 

virtual code for authentication includes the first function for generating the first code and the 

second function for generating the second code as detailed code generation functions in order 15 

to increase security, and may not include data for the correlation between the first code and 

the second code. 

[141]   Furthermore, as an embodiment, if the virtual code for primary authentication is 

generated as a combination of the first code and the second code according to a specific rule, 

the first code and the second code may perform respective roles each for searching an area 20 

where an actual value (the first UID) is stored within the verification algorithm.  For 

example, the first code sets a start point of search for a storage location, and the second code 

sets a search path from the start point to the storage area of the first UID according to a 

specific search method.  Accordingly, thereafter, when the smart card device 10 provides a 

virtual code for authentication generated normally every unit count, the server 30 determines, 25 
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as an area in which the first UID has been stored, a point that has been moved along the 

search path corresponding to the second code from the start point corresponding to the first 

code. 

[142]   Specifically, the server 30 may extract a plurality of detailed codes included in the 

virtual code for primary authentication by using the verification algorithm.  The virtual code 5 

for primary authentication is generated by combining the plurality of detailed codes according 

to a specific rule.  The server 30 may extract the plurality of detailed codes from the virtual 

code for primary authentication by applying the same function as a detailed code combination 

function that is used when the virtual code for primary authentication is generated.  For 

example, if a virtual code for primary authentication in which two detailed codes (i.e., a first 10 

code and a second code) have been combined is generated, the server 30 may separate the first 

code and the second code from a letter array of the virtual code for primary authentication by 

applying the detailed code combination function.  In this case, the detailed codes may 

include a correlation. 

[143]   If a virtual code for primary authentication includes a first code and a second code, 15 

as an embodiment in which detailed codes have a correlation, the server 30 may determine a 

start point of search corresponding to the first code, and may consider, as the first UID, a 

value corresponding to a point moved along a search path corresponding to the second code 

from the start point of search. 

[144]   Furthermore, as another embodiment, as the smart card device 10 provides a new 20 

virtual code for primary authentication every unit count, the server 30 may set a start point 

and a search path based on a first code and a second code changed for each count, and may 

search for the first UID. 

[145]   Furthermore, as an embodiment, the server 30 may include a verification algorithm 

in order to search for the first UID by using a plurality of detailed codes having a correlation.  25 
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The verification algorithm is an algorithm that enables the first UID to be searched for when 

each of detailed codes included in the virtual code for primary authentication is applied.  For 

example, if a first code that determines a start point of search for the first UID from the virtual 

code for primary authentication and a second code that presents a direction of a storage area 

from the start point are included, the verification algorithm is an algorithm that adjusts the 5 

first UID to be disposed at a corresponding location corresponding to the second code at a 

point corresponding to the first code.  As the verification algorithm is used, the server 30 

may search for the first UID although the first code and second code included in the virtual 

code for primary authentication are changed. 

[146]   Furthermore, as an embodiment, if the virtual code for primary authentication is 10 

generated by combining the first code obtained by adding the first OTP to the time data and 

the second code obtained by excluding the first UID from the first code, the server 30 may 

extract an actual value (i.e., the first UID) by subtracting a second code value from a first 

code value. 

[147]   Furthermore, as an embodiment, the server 30 may compare the first UID extracted 15 

by searching the storage area and the first UID extracted by subtracting a second code value 

from a first code value, and may determine that the virtual code for primary authentication is a 

normal code when the two values are the same.  However, even without such a comparison 

process, the server 30 may determine whether a corresponding virtual code for primary 

authentication is a normal code based on only each value (e.g., determine whether a 20 

corresponding virtual code for primary authentication is a normal code by determining 

whether an extracted value is identical with information stored in a DB of the server 30). 

[148]   According to an embodiment, when receiving a verification request for a virtual code 

for secondary authentication, the server 30 may extract at least one of the first UID and the 

second UID by searching an area in which the first UID has been stored and an area in which 25 
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the second UID has been stored based on the virtual code for secondary authentication by 

using a verification algorithm corresponding to the second function for generating a virtual 

code for authentication. 

[149]   In the first method, the virtual code for secondary authentication is generated by 

combining the first code, the second code, and the third code as described above.  The server 5 

30 may extract the first UID by searching the area in which the first UID has been stored and 

extract the second UID by searching the area in which the second UID has been stored, based 

on the virtual code for secondary authentication by using the verification algorithm 

corresponding to the second function for generating a virtual code for authentication. 

[150]   The server 30 may extract a plurality of detailed codes included in a virtual code for 10 

secondary authentication by using a verification algorithm.  The virtual code for secondary 

authentication is generated by combining the plurality of detailed codes according to a 

specific rule.  The server 30 may extract the plurality of detailed codes from the virtual code 

for secondary authentication by applying the same function as a detailed code combination 

function used when the virtual code for secondary authentication is generated.  For example, 15 

if a virtual code for secondary authentication in which three detailed codes (i.e., a first code, a 

second code, and a third code) have been combined is generated, the server 30 may separate 

the first code, the second code, and the third code from a letter array of the virtual code for 

secondary authentication by applying a detailed code combination function.  In this case, the 

detailed codes may have a correlation. 20 

[151]   If a virtual code for secondary authentication includes a first code, a second code, 

and a third code, as an embodiment in which the detailed codes have a correlation, the server 

30 may determine a start point of search corresponding to the first code, and may consider, as 

the first UID, a value corresponding to a point moved along a search path corresponding to 

the second code from the start point of search.  Furthermore, the server 30 may determine a 25 
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start point of search corresponding to the first code, and may consider, as the second UID, a 

value corresponding to a point moved along a search path corresponding to the third code 

from the start point. 

[152]   Furthermore, as another embodiment, as the device 20 for generating a virtual code 

for authentication provides a new virtual code for secondary authentication every unit count, 5 

the server 30 may set a start point and a search path based on a first code, a second code, and 

a third code changed for each count, and may search the first UID and the second UID. 

[153]   Furthermore, as an embodiment, in order to search for the first UID and the second 

UID by using a plurality of detailed codes having a correlation, the server 30 may include a 

verification algorithm.  The verification algorithm is an algorithm which enables the first 10 

UID to be searched for and the second UID to be searched for when each detailed code 

included in a virtual code for secondary authentication is applied.  For example, if a first 

code that determines start points of search for the first UID and the second UID from a virtual 

code for secondary authentication, a second code that presents a direction of a storage area of 

the first UID from the start point, and a third code that presents a direction of a storage area of 15 

the second UID from the start point are included, a verification algorithm is an algorithm 

adjusted so that the first UID is disposed at a corresponding location when a direction 

corresponding to the second code is indicated at a point corresponding to the first code and 

adjusted so that the second UID is disposed at a corresponding location when a direction 

corresponding to the third code is indicated at a point corresponding to the first code.  As the 20 

verification algorithm is used, the server 30 can search for the first UID and the second UID 

although the first code, the second code, and the third code included in the virtual code for 

secondary authentication are changed. 

[154]   Furthermore, as an embodiment, if the virtual code for secondary authentication is 

generated by combining the first code obtained by adding the first OTP to the time data, the 25 



32 

 

second code obtained by excluding the first UID from the first code, and the third code 

obtained by excluding the second UID from the first code, the server 30 may extract an actual 

value (i.e., the first UID) by subtracting a second code value from a first code value, and may 

extract an actual value (i.e., the second UID) by subtracting a third code value from the first 

code value. 5 

[155]   That is, the server 30 may extract the first UID based on the first code and the second 

code and perform verification on the smart card device 10, and may extract the second UID 

based on the first code and the third code and perform verification on the device 20 for 

generating a virtual code for authentication. 

[156]   Furthermore, as an embodiment, the server 30 may compare first UID extracted by 10 

searching for the storage area and first UID extracted by subtracting the second code value 

from the first code value, may complete primary verification for the virtual code for 

secondary authentication (i.e., verification for the smart card device) when the two values are 

the same, may compare second UID extracted by searching for the storage area and second 

UID extracted by subtracting the third code value from the first code value, may complete 15 

secondary verification for the virtual code for secondary authentication (i.e., verification for 

the device for generating a virtual code for authentication) when the two values are the same, 

and may determine that the virtual code for secondary authentication is a normal code.  

However, even without such a comparison process, the server 30 may determine that a 

corresponding virtual code for secondary authentication is a normal code (e.g., determines 20 

whether a corresponding virtual code for secondary authentication is a normal code by 

determining whether an extracted value is identical with information stored in the DB of the 

server 30). 

[157]   In the second method, the virtual code for secondary authentication is generated by 

combining the first code and the second code generated based on the second OTP and the 25 
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second UID generated based on the virtual code for primary authentication as described above.  

The server 30 may perform verification on the virtual code for secondary authentication by 

comparing a second OTP included in a received virtual code for secondary authentication and 

a second OTP for verification.  In this case, the second OTP for verification may be 

generated by the server 30 based on the same seed data as seed data used when the second 5 

OTP is generated. 

[158]   Specifically, the server 30 may separate the first code and the second code from the 

virtual code for secondary authentication, and may confirm card data (e.g., a secret value) 

stored together by searching for the second UID based on the separated first code and second 

code.  In this case, a method of separating the detailed codes and searching for an actual 10 

value by using the detailed codes has been described above. 

[159]   Thereafter, the server 30 may search for first UID matched with the retrieved second 

UID. 

[160]   The server 30 may generate extracted values through the second UID as described 

above, that is, the secret value and the first UID, and the virtual code for primary 15 

authentication by using current time data, and may generate the second OTP for verification 

by using the generated virtual code for primary authentication, the secret value, and the time 

data as seed data. 

[161]   As described above, the server 30 compares the generated second OTP for 

verification and the second OTP included in the second virtual code for authentication.  20 

When the two values are the same, the server 30 may determine that the second virtual code 

for authentication is a normal code.  That is, when the second OTP and the second OTP for 

verification are the same, all values (the virtual code for primary authentication, the secret 

value, and the time data) used as the seed data are the same.  Furthermore, when virtual 

codes for primary authentication are the same, virtual codes for secondary authentication 25 
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generated based on corresponding values are the same.  Accordingly, the smart card device 

10 and the device 20 for generating a virtual code for authentication can be verified as being 

normal. 

[162]   Hereinafter, a user authentication method based on a virtual code for authentication, 

which is performed by the smart card device 10, is described in detail with reference to FIG. 8. 5 

[163]   Referring to FIG. 8, the smart card device 10 may receive time data from the device 

for generating a virtual code for authentication through card tagging (S210), and may generate 

a virtual code for primary authentication based on the received time data (S220). 

[164]   What the smart card device 10 generates the virtual code for primary authentication, 

what the device 20 for user authentication generates the virtual code for secondary 10 

authentication, and what the server 30 performs verification on at least one of the virtual code 

for primary authentication and the virtual code for secondary authentication are redundant 

with those described with reference to FIGS. 1 to 7, and detailed descriptions thereof are 

omitted. 

[165]   The smart card device 10 of the present disclosure may perform functions for 15 

financial settlement and access control together.  That is, if the smart card device 10 is a 

company credit card of a company or a personal card of an employee, each user may use a 

corresponding card as an access card of a company. 

[166]   The steps illustrated in FIGS. 4 and 8 have been described as being sequentially 

executed, but this merely exemplarily describes the technology spirit of the present 20 

embodiment.  A person having ordinary knowledge in the art to which the present 

embodiment pertains may execute the steps described in FIGS. 4 and 8 by changing the 

sequence of the steps or may apply one or more steps by variously modifying and changing 

the one or more steps in a way to execute the one or more steps in parallel within a range that 

does not deviate from the intrinsic characteristic of the present embodiment.  Accordingly, 25 
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the steps described in FIGS. 4 and 8 is not limited to a time-series sequence. 

[167]   The aforementioned present disclosure may further provide a computer-readable 

recording medium on which a computer program for executing the method of generating a 

virtual code for authentication is recorded. 

[168]   The aforementioned program may include a code coded in a computer language, 5 

such as C, C++, JAVA, or a machine language readable by a processor (CPU) of a computer 

through a device interface of the computer in order for the computer to read the program and 

execute methods implemented as the program.  Such a code may include a functional code 

related to a function, etc. that defines functions necessary to execute the methods, and may 

include an execution procedure-related control code necessary for the processor of the 10 

computer to execute the functions according to a given procedure.  Furthermore, such a code 

may further include a memory reference-related code indicating at which location (address 

number) of the memory inside or outside the computer additional information or media 

necessary for the processor of the computer to execute the functions needs to be referred.  

Furthermore, if the processor of the computer requires communication with any other remote 15 

computer or server in order to execute the functions, the code may further include a 

communication-related code indicating how the processor communicates with the any other 

remote computer or server by using a communication module of the computer and which 

information or media needs to be transmitted and received upon communication. 

[169]   The steps of the method or algorithm described in relation to the embodiments of the 20 

present disclosure may be directly implemented as hardware, may be implemented as a 

software module executed by hardware, or may be implemented by a combination of them. 

The software module may reside in a random access memory (RAM), a read only memory 

(ROM), an erasable programmable ROM (EPROM), an electrically erasable programmable 

ROM (EEPROM), a flash memory, a hard disk, a detachable disk, a CD-ROM, or a computer-25 
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readable recording medium having a given form, which is well known in the field to which 

the present disclosure pertains. 

[170]   Although the embodiments of the present disclosure have been described with 

reference to the accompanying drawings, a person of ordinary knowledge in the art to which 

the present disclosure pertains may understand that the present disclosure may be 5 

implemented in other detailed forms without changing the technical spirit or essential 

characteristics of the present disclosure.  Accordingly, it is to be understood that the 

aforementioned embodiments are only illustrative, but are not limitative in all aspects. 
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【CLAIMS】 

【Claim 1】 

A method performed by a device for generating a virtual code for authentication, 

comprising: 

transmitting time data to a card upon tagging of the card in which an IC chip has been 5 

embedded; 

receiving, from the card, a virtual code for primary authentication generated based on 

the time data; 

generating a virtual code for secondary authentication by using the virtual code for 

primary authentication; 10 

transmitting at least one of the virtual code for primary authentication and the virtual 

code for secondary authentication to a server; and 

requesting the server to perform verification on the at least one. 

【Claim 2】 

The method of claim 1, wherein: 15 

the virtual code for primary authentication comprises a plurality of codes, 

a first code of the plurality of codes is generated based on the time data and a first 

OTP, and 

a second code of the plurality of codes is generated by excluding, from the first code, 

first user identification (UID) which is identification information of the card. 20 

【Claim 3】 

The method of claim 2, wherein generating the virtual code for secondary 

authentication comprises: 

generating a third code by excluding, from the first code, second UID, that is, 

identification information of the device for generating a virtual code for authentication, and 25 
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generating the virtual code for secondary authentication by combining the first code, 

the second code, and the third code. 

【Claim 4】 

The method of claim 3, wherein: 

verification is performed on the card based on the first code and the second code, and 5 

verification is performed on the device for generating a virtual code for authentication 

based on the first code and the third code. 

【Claim 5】 

The method of claim 2, wherein generating the virtual code for secondary 

authentication comprises: 10 

generating a second OTP based on the virtual code for primary authentication, and 

generating the virtual code for secondary authentication based on the second OTP and 

second UID which is identification information of the device for generating a virtual code for 

authentication. 

【Claim 6】 15 

The method of claim 5, wherein: 

the virtual code for secondary authentication is verified by comparing the second 

OTP included in the virtual code for secondary authentication and a second OTP for 

verification, and 

the second OTP for verification is generated by the server based on seed data 20 

identical with seed data used when the second OTP is generated. 

【Claim 7】 

The method of claim 1, wherein the virtual code for primary authentication is used for 

user authentication upon offline access control and online login. 

【Claim 8】 25 
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The method of claim 1, wherein the virtual code for secondary authentication is used 

for user authentication upon financial settlement. 

【Claim 9】 

The method of claim 1, wherein the time data has a form combined with an 

application protocol data unit (APDU) command. 5 

【Claim 10】 

A program stored in a computer-readable recording medium in order to execute any 

one method of claims 1 to 9 in combination with a computer. 

【Claim 11】 

A smart card device comprising: 10 

an NFC module configured to receive time data from a device for generating a virtual 

code for authentication through card tagging; and 

an IC module configured to generate a virtual code for primary authentication based 

on the received time data, 

wherein the virtual code for primary authentication is autonomously transmitted and 15 

used for user authentication or is used to generate a virtual code for secondary authentication, 

the virtual code for secondary authentication is generated by the device for generating 

a virtual code for authentication by using the virtual code for primary authentication, and 

at least one of the virtual code for primary authentication and the virtual code for 

secondary authentication is transmitted from the device for generating a virtual code for 20 

authentication to a server so that the server performs verification on the virtual code for 

primary authentication and the virtual code for secondary authentication. 

【Claim 12】 

A device for generating a virtual code for authentication, comprising: 

a communication unit configured to transmit time data to a card upon tagging of the 25 
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card in which an IC chip has been embedded and receive, from the card, a virtual code for 

primary authentication generated based on the time data; 

a code generation unit configured to generate a virtual code for secondary 

authentication by using the virtual code for primary authentication; and 

a verification request unit configured to request the server to perform verification on 5 

at least one of the virtual code for primary authentication and the virtual code for secondary 

authentication by transmitting the at least one to the server through the communication unit. 

【Claim 13】 

A server for verifying a virtual code for authentication in a method performed by a 

server, comprising: 10 

receiving at least one of a virtual code for primary authentication and a virtual code 

for secondary authentication from a device for generating a virtual code for authentication; 

and 

performing verification on at least one of the virtual code for primary authentication 

and the virtual code for secondary authentication, 15 

wherein if the virtual code for secondary authentication comprises a plurality of codes, 

performing the verification comprises: 

extracting first user identification (UID) which is identification information of a card 

based on a first code and second code of the plurality of codes and performing verification on 

the card, and 20 

extracting second UID which is identification information of the device for 

generating a virtual code for authentication based on the first code and third code of the 

plurality of codes and performing verification on the device for generating a virtual code for 

authentication. 

【Claim 14】 25 
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The server of claim 13, wherein if the virtual code for secondary authentication 

comprises a second OTP and the second UID, performing the verification comprises: 

generating a second OTP for verification based on seed data identical with seed data 

used when the second OTP is generated, 

comparing the second OTP included in the virtual code for secondary authentication 5 

and the second OTP for verification, and 

completing the verification on the card and the device for generating a virtual code 

for authentication when the second OTP and the second OTP for verification are identical 

with each other. 

【Claim 15】 10 

The server of claim 13, wherein when the virtual code for primary authentication is 

received, performing the verification comprises 

extracting the first user identification (UID) which is the identification information of 

the card based on the virtual code for primary authentication and performing the verification 

on the card by using a first verification algorithm. 15 

20 

25 




