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What is needed is a way of improving security in WiFi networks to

prevent intrusion by unauthorized devices. The solution must be easy to
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preferably made for each such client device.
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Figs. 4, 6, and 8 provide flowcharts depicting logic that may be used

to implement preferred embodiments of the present invention;

Fig. 5 illustrates how angular measurements at two measurement points
may suffice to narrow the spatial position of a transmission source to an
intersection zone, according to preferred embodiments of the present

invention; and

Fig. 7 shows an example of a data structure that may be used at the
base station to store measurements from the various measurement points,

for a plurality of client devices.
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at each measurement point may suffice to define a 2-dimensional boundary.
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process is illustrated in Fig. 4, where Block 450
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In this case, the reporting may occur independently of receiving a client

transmission.
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by or available to the base station.
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Otherwise, Block 630 processes thls table to determine each client’s
position. Block 640 compares the client position to the defined boundary,

and if the client is outside the boundary, this association is terminated

e

r measureément “point.

(Rlock 650). In either case, control preferably returns to Block 600.

In one aspect, the test in Block 620 is timer-driven. For example, a

collection interval may be defined, and the table entries that have been



collection interval may be defined, and the table
entries that have been WD 2004/ 059912

WEIMEBROD3/ 005231 10 col l ected during this i PCEGB2003/005231
are then processed when the cg&lection i nterval
expires. One way in which this aspect may be
inplemented is illustrated by logic in Fig. 8. Upon
recei pt of data froma nmeasurenment point, a tine

cosl adgeal Suhgf @riabintassairat tbnWbidtekbed daka @ bbllstion

mE}S;‘(;\%IﬁdS%%%m oﬁg%ﬁﬁrgﬁg Sﬂ%gﬁ 5§09 Qipefct?emalyagle eln%ﬁeﬁér&ed is

reiv
llﬁP?ﬁ¥a§?dt9¥elTﬁ%§el§t%ﬁ9|o§1 gron ﬁeciﬂéﬁePﬁ 4ﬂt@e Ln! ¥heasurenen
poiinpl enthtcattoms 15tpnﬂyr¢i@yaa$sqq¢eaisﬁtdawpﬂr dépordatd by itthés
reABASl eRRt alﬂ_ﬁieﬁted (WeRsideoF adHeetai@ses mgl et i @hbex 6107).

,ThEL %ﬁr 2 SYEhr p%lgkﬂ%%m el ¢ RLEF SLAPLY-US8d 410 in

onl ze t var) ous nmeasu n
21U Ve GRBLTBS RPNt & MRS 0 Bt RE= SOk T che
mepheregett poantl déImothef brtreparaseofa tiedishhveAl ¢okg synchronizing
algsfhﬁ:ﬁﬁt_ﬁs obetdiepy aseattd ByRdtroaizg tBkoflloc®2Mf the various

meggmgnte 1? %C ?Qtedsc ki Eg%ctko §r€<§‘1rb£1£1915e ZLt ?‘Btl'gr&e aPE %H{n? MeNthe art .

base stati on% g%%orted Qt tion.)

anfuiq ﬁ@tﬁ?émczafrrrteﬁf S0t FECH T PRI BI0aP: CRePTesont iavention.
collection interval is preferably a predefined
comsbants2 6 OrcompE£idhi gixbhe Hparadratendre angh sheuhdhsheement

po§£@| lln?ﬂ%gg t%% £Qsaet a}:ﬁ{) o?i) Clllalseggpdx%egocﬁtlaedﬁﬂng thé Burrent

carrle

e€rso C
oL FRFAPT SFERET) f PGP ShiPEal® PFRESTOIY e g rine
copsitaaity &br showfdgataid ehpargretemn tihshorlefaatmald erpyoh so that
1fr gPAREhN G si Mdnkale. guseth Bycdhermeasyr ereibd 0ol Bt Serssa), it °

ca}nbai hgife k@%{ﬁ%ﬁ%&@%& RQL S chE Q%Ervaat dmté %@mctlon

rom multi asur ene

lmé%‘é‘failé’ﬁﬁoé‘lf?m 11I‘?|°nb%t g§|eﬁ r t %ﬂ |O§C? g%&e Vjé?poriih%% :Lnterval

used lyhehe er@asmmamwl@inwoso hestai hrdgat TSASUF @sHCE Points report
atC@IRTeObnd @iakd)S dhtn Bl-66 knub 00 1ef médfireferttopoia trill be A
av gg%ﬂ&ﬁ J rs@ﬁ%ﬂat QSIléE‘é@érHH%@@Ma:LPO'rﬁE;% V\iﬁ I%h@ t;e@tsln Block .

ection Jnterv

i s
2R eI SRORE pERRRe! PRty Beretd o 6 o
awp it @epslremgpts feomtdraer W@ﬁauresleéé 1@08995 I“Béh%%sthaﬁ |collection
inS&6hl . dathen (@nd DR\Eveemabnle ftcd suBtibl b esaknomenhepoints for

th%@kuo?decgﬁoﬁ%t%!rw Y offl §625herARYn EASHMIERBHL DRI a1l such
gutsn e theé: rent |ent%?vaé%é ag th| adatsgm]sl%, discard
daﬁieﬁm M8l 6TKV63D B Wién Tng” the
anizlm@ﬁtlrgnepémqlwaénfahlnoai?ﬁ@ﬁheﬁfheagwt %Irf@rt’%%& pRd this data is
usBh ok 62k and drheid.ulss@tre Bdmput-aldy ehpr aCiessi ngpokdigion -
may be separated fromrthe receipt of neasurenment data

Bl ock . 600, h .t hat t t th
e

tapbe@rfeRFine iighp u!aYdJa@ FPRFRGAe I ER T FB%@-WCGW‘% R reaFgement
da@s pecBlodkheot estich rnthBt otle G2fkrvasatdopost twheehareshe ttable should

beUMeS§é@|1Ea$ﬂd%Beﬁgen§ $f %Ee:‘(\)ﬁﬁﬂbcﬁavpﬁﬁ & %gl;é/ In one approach
coln e CO erva r

wi it 5%%?1 asﬁe% H’] g OOpI r]{ %?or%:as § l%‘n?l e r%g%}& pon

exXpirathPs Xfagetimehe vﬁ@ﬁl PHPEBFHER %Cﬁé%s éeflb%st‘rhﬁ gellection

ineestll . Waenawther approach, a continuous looping process may be used.

In this case, the test in Block 620 has a positive result when a

measurement point has reported new data (and at least one other

measurement is available).
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demand-driven protocol may be used, whereby the base

station periodically polls the neasurenent points for

their input on a particular association. The logic in

Fig. 6 may then be used for processing the responses
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Another application of the disclosed technigues is to disable the
functionality of a wireless device if the device crosses a defined
boundary. For example, a cryptographic key might be transmitted from the

base station to a wireless device periodically, allowing the device to
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6. The method according to Claim 1, wherein the computing step operates

when a collection interval expires at the first device.

7. The method according to Claim 4, wherein the computing step operates
when newly- received measurement data for the client device is detected in

the data structure.

8. The method according to Claim 1, wherein the computing step operates
when measurement data has been received from more than one of the

measurement points.
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14. The method according to Claim 12, wherein the measurement of the
angular relationship is a phase angle for the measurement point, and
wherein the computing step further comprises steps of:

determining a first vector where the client device could be located
using the phase angle for the measurement point plus or minus a tolerance
of the measurement point;

determining a second vector where the client device could be located

using the phase angle for a second measurement point plus or minus a

tolerance value of the second measurement point;



predet erm ned spatial boundary at set-up tinme, further

conprising steps of: noving a training client device
w@e@dnsha2 spati al boundary while the trai ni ngPCT/iGBRG03/005231

devi ce conmuni cates with a set-up application in the

first device; recording, by t'He set-up application,

successive |locations of the training client device

fromthese communi cations; and using, by the set-up

apphéiati Qihg hh@isHCERSSE V@ick 60l ONSent Oadlakbneu1tige 1ocated
u;pz'.rnedghere lrpﬂ] ned SP érJl tfo%fo Q%u néj aregsurﬁmenﬁb‘ p%XﬁE ga%sogr ml:<Lnus a

ar e net
ERLapnpARE )Val’é%l?ﬁr ‘F%ﬁ ﬁ@qufré‘éﬁ%urfe@?nﬁ' &Y ABY at a first
devegeuoing he MWtANsesBasurerent tdat &irstr oracangl wmdl fiiyrd

v@tog@awggéﬁptth@@n@glgsé?ﬁl&h ezo%'ﬁmdlwlﬁarsetlﬁb tdheent device’s
JRAREATeDL. dala for 2ach masky Ggnl point compr ses
'%P adt gt to & Fent device: the readi ng observed

by a pl urallty of antenna el enments of the neasurenent
19o0i The mbtiwdaatendane|enein beiwigreapabe ensgburement data is
ré@l@écﬁna@ B FARsAREGL Ecd @rén S:QHrrﬁ'e%sQfJ.rfgagbﬂqts, for a plurality of

c engsggvz.%eso,n an %ns forth(e:oc l::lhr%’ g%tetrgfe.nldxgr Sgnd allowing steps
ev 1 en Vv

curren oca I1on O I Ce Uuslng
alt%@ef%@ieée@rn%hloén%ﬁ cHefrk; I9EERS- for det ermi ni ng,

by the first device, whether the current |ocation of
14 herwd i‘n@fﬁoddg&i:&@lﬁé A @ﬂhﬁl 8, phedet-ernt edssNRfiide learns the
oR0dALY g Q06 [P f&eanﬁng Q. 812000 Lhe GLiail daHhGe: AP sceps

access ent l1ocation’is
offet er m ned to be VVI t h| n the predeterm ned spati al
boundany . a \Wo= 200/ 65381 20RCTE GB2003/:00623 k1 N@mntigry Fpdle the

tﬁi%&ﬁéncaﬁéﬁ diefigrd Qofehal Badel, wiiebebet -Lbeadd18 8t idbaVitahe first
dem%g functions as one of the plurality of ‘neasurenent

points that observes readings for the client deyice.

19. TerRERREt B RECc B IMRPRG e Hich 1PCCRRRIEI hofeons of the
tregobny edieEaseyerefiton dabse icdeminitpemitshearns | ent

devlhéieguslc;ynghargeesapebaii&ralmer&héfguer:egmeire Wherebfs to define

t}Eehe %T(?efasurjxtenhe ga%a géﬁd from each neasurenent

t| sociation is stored in a
data structure at the f| rst device. 20. The system
l7accorsdEhgn ttor GlaatnellZno viveees cot hewimedass florak garpatiatgork
(apekat esomherifgasur enent data has been received from

eacr!?e g)g EJLe regi%§}f£e§n£ ﬂ?lsgtéev gé‘ onTpl&ae ?%ﬁltl emeasurement data

accor rern t € neans r conputi ng

Eroped a&lélgawn%éwaffmfeée& \P@dnheaeu%w’ﬁ%“ dAPETF S TPRe

negspegentedatee £ s each measurement point comprises a reading for a
client device, the reading observed by a plurality of antenna elements of
the measurement point, the antenna elements being capable of determining
an angle to a source of radio transmission;

means for computing, by the first device, a current location of the
client device using the received measurement data;

means for determining, by the first device, whether the current
location of the client device is within a predetermined spatial boundary;
and

means for allowing the client device to access the WLAN only if its
current location is determined to be within the predetermined spatial

boundary.



detected in the data structure. 22. The system
according to Caim1l7, wherein the first device polls
weawh/0sof2 t he measurement points for their meaBCr/eBeowB/005231
data, and wherein the recei vel% measurenent data is
received in response to this polling. 23. The system
according to Caim1l1l7, wherein the WLAN is an 802.11b
network. 24. The system according to Claim17, wherein
18 heTHecadstugy bocdddéng measlaigment wiat&id ohe edeht device also
fﬁf&%%&[@%%me"@f rﬂhecsfﬂ%ra'ls’s_%? & RhAsSe-AR BoidmRasiedbserves
: %mgs n.t &e L tt gew ce and the antenna el enents of
e hedsuréne pof At "“t he phase angl e havi ng been
nmeasured for a part| cuI ar transm ssion fromthe
1zl Bt sgensmCeccaddng\hrer eiaimt he, mRansiof ohe cerpitddngeasurement

daS:taePdefnl%E_EI@J tEQ rm.&taﬁ@%evir@@ragufl@ randgés%rc&rhmaag 18edti ESdr ang

" vector_ whe Lent ev C | ocat e
bteﬁea.n htggemeéasur%n? %I‘ deiltha r gefc om eaDOI nFaquremerg:r po:.rﬂ:g for the

idenhtrsted aﬁﬂcéﬁfajr%’eléfsqoﬁéd ri*é‘aé Lﬁaéﬁeﬁ‘fruﬁé}lﬁ? atofhq difgy device.
the phase angle for the neasurenent point plus 180

zﬁe%&e%sb%huéc&&dﬂ@%é (tlﬂﬁmtpjl eLABES nOtnd Mans for computing
et erm ni ng
sl SHED PO acn ToRNS Lo ool SLILNl A0 8o seand e e
metaﬁér%flﬁ?%ep%ﬁ@?e for a second measur enent poi nt plus or
m nus a tol erance val ue of the second neasurenent

21p0|ﬁte sﬂteﬂséagbrti tB%@maml %hélcglnt ]al@e %@Qﬁ’@@or computing
r

i e |_u
oHEREa, i el e Ter BT Beuna e danh rih, T el Mgty it 15
deer 2F0 AR 59992 PEH E&32003/ 005231 19 neans for
conmputing an intersection zone of the first and second
zzveclth@r Systehes&ioRathe tb r&l%rlﬁeﬁ | QReZAReLAd %9@& @8vifepolls each

ofC t ee rI]tFea(sjuexyelm%Telts QQ r% r%ﬁ.% IEeoassugrclen(l)en I H tcfx <‘t1 Whﬁeln the
I MTENSI ONna §ac ystem accor I'n 0]

ref?”%@?%ﬁ%e@% fess &@eﬁ%“rﬂl"a‘ét%‘ FesPopge e st ot Hew-
first device fromthe neasuring points, for a

23p! whdl bRl acolb ot cdavigrs17, apgeMhar eid he 1Wean02. 110
ftor conputing, neans for determning, and nmeans for

a OWI ng operate for each of the client devices. 26.

The system according to Claim17, wherein the first
24devibeesystamn ns:cohéing ItedzétaemmMedhsmni e eudidar yn ahe
neS8hrddRnt i Ra FH tea@f[ Q5 nsh ) Goi AB A MesMBVIHIGe dangle
met L ‘r:uercllI Q%t %le{’xe{ﬁe ?VI %edg rlocund c? tﬁg aén't%'nng liglqgf{t)é f the

While e trarni ng i ent “deVice communi cat th a
negge eﬂﬁn*ér?ﬁll%attlh&npkiaﬁe frﬁ?éef F?‘@flgd]%‘%ﬂnc@eaﬁ?é”ﬁﬂsfc’fro? Par ticular
trpesosding,frby theecSetotupedppl a8t vipsreisgudeessanse for computing

stk CalA-RES copbridag:trairning client device fromthese
COQEHE%(%aEIégLeTmln}%g a first wvector where the client device could be

located using the phase angle for the measurement point plus or minus a
tolerance of the measurement point, or using the phase angle for the
measurement point plus 180 degrees, plus or minus the tolerance of the
measurement point;

means for determining a second vector where the client device could
be located using the phase angle for a second measurement point plus or
minus a tolerance value of the second measurement point, or using the
phase angle for the second measurement point plus 180 degrees, plus or

minus the tolerance value of the second meagsurement point; and



means for using, by the set-up application, the

successive |ocations to define the predeterm ned
wG@paiiosdorboundary. 27. A conputer program prodeCt/GBoe03/005231

controlllng access to a mnrele%s | ocal area network

("WLAN'), the conputer prograﬁwproduct enbodi ed on one

or nore conputer readable nedia readable by a

conmputing systemin a conmputing environnment and

CONpdansi Agk ceﬁmh@ rad eacaRleer PHOgsdMoE Ottt HEAHS ah@rsecond

ﬁ%géwmﬂgreﬁ'} tﬁe n.[tg:seq: y!)r? %ong r&nﬁigga’éévsAHl @@éﬁg %@@ﬂ!e s

froma ura measur enent points on the
aWﬂNlm%ﬁeP%Wflt’% e“‘n% a?s &F@?Fégﬁfnﬂjatsgaf%r each
measur enent point conprises a reading for a client
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asle¥kee, a current location of the client device using

the received neasurenent data; corrput er-r eadabl e

rogram code neans for determ nin
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wﬁllig %é %Pglrﬂgﬁfyl gl%emt: ode@ggg%%mﬁmc%&\lvﬂgh Ya statlIIpS application in

current locatronis determined to be wthin

55 &t YIRS spatial boundary. WD 2004/ 059912

PCTi<@B2 008/ 065234ing 2py2ehe FhewrompRitichrtrogFatAsspbtuépcations
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oints t _observes rea he client device.
t‘ﬁéefﬁ*ﬁet]&%@ﬁﬁfl%‘iexﬁ‘%%dr Sﬁ’?%dg%‘in ﬁg%br ding to Claim
.27, wherein the received neasurenent data identifies
27t.h&A @bh@[ﬁerdﬁﬂdﬁamLt&ioﬂ@ctaﬁora&ﬁlﬁebmlhgnaddéeﬁttidc bevir@Ndss local
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measur ement pqi nt % ntified asspciation
S R e @f?ﬁcﬁﬁ% £ Bha (TPLE b grEen 3p 2 computing
erphgorsitp LAt cpreygsars ;pr oduct according to O ai m 27,

Whediplit ¢ e cadMIBUbRigr &t adab | ieapk OffrareCdgenge ansa fidkst device

onCQHQL’WLAf\}g n%%@ﬁ?é&%t%%% ﬂomcglél%gh% 'o@tn%ra\éﬂkel%@ﬁﬁ%ts on
rst, devi ce. ram I‘O uct

KRR HEETm OO oSO GR1r (R, <iBnBt-be o SUaubrs
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el%tneltltbse bg?l?gs léﬁﬁzg@.rét of Qﬁitgi;ﬁining an angle to a source of radio
transmission;

computer-readable program code means for computing, by the first
device, a current location of the client device using the received
measurement data;

computer-readable program code means for determining, by the first
device, whether the current location of the client device is within a
predetermined spatial boundary; and

computer-readable program code means for allowing the client device
to access the WLAN only if its current location is determined to be within

the predetermined spatial boundary.



32. The conputer program product according to-C aim

27, wherein the first device polls each of the
wore@ss®nent points for their nmeasurenent dat apCT/&Be003/005231

wherein the received neasureney data is received in

response to this polling. 33." The conputer program

product according to Caim27, wherein the WLAN uses

radi o communi cati ons. 34. The conputer program product
28cconeicegrtierCherared forodher eicnotdieg teadeig 270 ¢Heerein the first
d@%&%uéf‘é&‘@ﬁn&ﬁtoﬁs faﬁsr oA PRASULANER, HOIMALsGQABLE $83nts that

oferJESULSIEN! 0L AN angulafiglati onship between the
i ent device and ant enna_el ements of the

measur enent poi nt, the angul ar rel ationshi p having
2heeholosmpwved Porgramparctinctulaarotdiagsin $3eim 2f7; ovherhén the
r&4diQBE 8 ¥ EShent r}ﬁta\/\i@fn%h f]lésh Ens YIRLLEIgteadal k.l@g an

'aggocgur m CO e &ngagrs an. whergp hngmefa%{l}:her ota recelved from each
npu er-rea rogram code neans de?ern1n a

m?%%ﬁm%c%%nt \ﬁﬁ%rtélet H??nél‘-fjé%ﬁ a%Fé%Hléél%fb b s teEef déaﬁe%ata
stusichygrd e emgdliast kdeladd.onship for the nmeasurenent
poi nt pI us or m nus a tol erance of the neasurenent

oi the an |onsh| for

>Foabts sl oo B S0 ) b Phbg B il Whegepy gne
C?Wé?%ﬁ@édﬁlet H@‘-ﬁ?éﬁs?ﬂd@n%?ﬂnsp rntCOm@Bﬁ’ﬁ‘@t Werppeti yhre 2
cprlegram todevRbaneifes adetler finétngemisecond vect or

where the client device could be |ocated using the
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pdm@asur enent point plus 180 degrees, plus or mnus the

tol erance value of the second neasurenent point;
ut er-readabl e program code neans for detern ning
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daydragdlhe eargub@rtheaetasiomshicpoings %ot hheik measurement data,
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ationship for the third neasurenent point plus 180
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|ntersect|on zone indicates the client device's
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been observed for partlcular transmission from the client device, and

wherein the computer-readable program code means for computing further
comprises:

computer-readable program code means for determining a first wvector
where the client device could be located using the angular relationship
for the measurement point plus or minus a tolerance of the measurement
point, or using the angular relationship for the measurement point plus
180 degrees, plus or minus the tolerance of the measurement point;

computer-readable program code means for determining a second vector
where the client device could be located using the angular relationship

for a second measurement point plus or minug a tolerance value of the



conput er - r eadabl e program code nmeans for conputi ng,

conput er-readabl e program code neans for determ ning,
wane4o899put er - r eadabl e program code neans f orPal/Geasoamnos231

are perfornmed for each of the _client devices. 36. The

comput er program product accordi ng to daim 27,

wherein the first device |earns the predeterm ned

spati-al boundary at set-up time, further conprising
seebEP meBbur SRAPW AL e3dable PhoOGhall HOde1dmanshiOkor the second
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sphegation of the particular client device is within
the predeterm ned spatial boundary, allow ng the
client device to access_the WLAN;, and chargi ng

fee
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measurement data is received at the first device from the measuring
points, for a plurality of client devices, and wherein the
computer-readable program code means for computing, computer-readable
program code means for determining, and computer-readable program code

means for allowing are performed for each of the client devices.

36. The computer program product according to Claim 27, wherein the first
device learns the predetermined spatial boundary at set-up time, further
comprising steps of:

computer-readable program code means for moving a training client
device around a spatial boundary while the training client device
communicates with a set-up application in the first device;

computer-readable program code means for recording, by the set-up
application, successive locations of the training client device from these
communications; and ’

computer-readable program code means for using, by the set-up
application, the successive locations to define the predetermined spatial

boundary.

37. A method of controlling accesg to a wireless local area network
(“WLAN"), comprising steps of:

monitoring access to the WLAN by a plurality of client devices
acéording to the method of claim 1;

1f the monitoring step determines that the current location of the
particular client device is within the predetermined spatial boundary,
allowing the client device to access the WLAN; and

charging a fee for carrying out the monitoring and allowing steps.



