METHOD AND DEVICE FOR DETERMINING DATAANOMALY

TECHNICAL FIELD

[0001] One or more embodiments of the present disclosure relate to the field of computer

technology, and in particular, to a method and a device for determining data anomaly.

BACKGROUND

[0002] With the upgrade of the Internet, data interaction between different platforms is
becoming more frequent. For example, a user submits a credit request to a bank or a financial
platform. The bank or financial platform sends the user's request data to a comprehensive
computing platform for comprehensive evaluation to determine whether to approve the user's
credit request and the approved credit amount. However, in order to consider the security and
confidentiality of their users, each platform often performs some privacy protection
processing on the data before sending the data to other platforms for processing. The
processed data will lose its business meaning. After the receiving platform receives these data,
it is difficult to determine whether there is an anomaly in the data according to the business
rules. For example, whether the data was attacked during the data transmission, whether the
data was tampered with, or whether the user group has shifted.

[0003] Even in the same computing platform, data processing often goes through multiple
links in the business chain. Data may also be abnormal during a certain business link or
during the transmission between different business links, such as the system being attacked,
the model being abnormal, and so on.

[0004] On the other hand, in the context of big data, the amount of data has grown
exponentially, and business rules are constantly changing and inexhaustible. Therefore, only
using business rules to discover data anomaly has a huge and incomplete workload.

[0005] Therefore, there is a demand for a more effective way to determine and warn about

abnormalities in data.

SUMMARY

[0006] One or more embodiments of the present disclosure describe a method and a device,
which can determine and warn about data anomaly without independently of the business
meaning of the data.

[0007] According to a first aspect, a method for determining data anomaly is provided,
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including: obtaining a plurality of data packets within a predetermined time period, the
plurality of data packets having the same data structure; obtaining a historical distribution of
historical data having the same data structure as the data packets; comparing the plurality of
data packets with the historical distribution; and determining whether data anomaly exists
according to the comparison result.

[0008] According to an implementation, comparing the plurality of data packets with the
historical distribution includes: substituting the plurality of data packets into the historical
distribution, thereby obtaining a plurality of distribution state parameters of the plurality of
data packets in the historical distribution; and comparing the plurality of distribution state
parameters with a predetermined threshold related to the distribution state to determine a
number of data packets having a distribution state parameter exceeding the threshold.
Accordingly, determining whether data anomaly exists according to the comparison result
includes determining whether data anomaly exists according to the number of data packets
having a distribution state parameter exceeding the threshold.

[0009] According to an implementation, comparing the plurality of data packets with the
historical distribution includes: determining a data distribution state of the plurality of data
packets as a current distribution; and comparing the current distribution with the historical
distribution.

[0010] According to an implementation, comparing the current distribution with the
historical distribution includes: determining a distribution center of the current distribution;
obtaining a distribution center of the historical distribution; and determining an offset between
the distribution center of the current distribution and the distribution center of the historical
distribution. Accordingly, determining whether data anomaly exists according to the
comparison result includes determining that data anomaly exists in response to determining
that the offset exceeds a predetermined offset threshold.

[0011] According to another implementation, comparing the current distribution with the
historical distribution includes: determining a distribution state parameter of a randomly
selected data packet in the current distribution, denoted as a first parameter; determining a
distribution state parameter of the randomly selected data packet in the historical distribution,
denoted as a second parameter; and determining a difference value between the first
parameter and the second parameter. Correspondingly, determining whether data anomaly
exists according to the comparison result includes determining that data anomaly exists in
response to determining that the difference value exceeds a predetermined difference
threshold.

[0012] According to an implementation, the historical distribution is a historical probability
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distribution obtained by processing the historical data with a hybrid Gaussian model,
correspondingly, the current distribution is embodied as a current probability distribution
obtained by processing the plurality of current data packets with a hybrid Gaussian model; the
distribution state parameter can be embodied as a probability value; and the distribution
center is embodied as a peak position of the probability distribution curve.

[0013] According to another implementation, the historical distribution is a historical
clustering distribution obtained with a clustering algorithm for the historical data;
correspondingly, the current distribution is embodied as a current clustering distribution
obtained by processing the plurality of current data packets with the same clustering
algorithm; the distribution state parameters can be embodied as a distance between the
position of the data packet in the clustering distribution space and the corresponding
clustering center; the distribution center is embodied as the center position of the clustering
distribution.

[0014] According to a second aspect, a device for determining data anomaly is provided,
including: a data packet obtaining unit configured to obtain a plurality of data packets within
a predetermined time period, the plurality of data packets having the same data structure; a
history obtaining unit configured to obtain a historical distribution of historical data having
the same data structure as the data packets; a comparing unit configured to compare the
plurality of data packets with the historical distribution; and a determining unit configured to
determine whether data anomaly exists according to the comparison result.

[0015] According to a third aspect, a computer-readable storage medium is provided on
which a computer program is stored, when the computer program is executed on a computer,
the computer executes the method of the first aspect.

[0016] According to a fourth aspect, there is provided a computing device including a
memory and a processor, wherein the memory stores executable codes, and when the
processor executes the executable codes, the processor implements the method of the first
aspect.

[0017] With the method and device provided in some embodiments of the present
disclosure, the currently obtained data packet is compared with the historical distribution
obtained based on historical data statistics, and whether the current data packet has data
anomaly is determined according to the comparison result. In this way, it is possible to
effectively determine and warn about data abnormalities independently of the business

meaning of the data.



BRIEF DESCRIPTION OF THE DRAWINGS

[0018] In order to explain the technical solution of the embodiments of the present
disclosure more clearly, the drawings used in the description of the embodiments will be
briefly introduced below. Apparently, the drawings in the following description are only some
implementations of the present disclosure. For example, for those of ordinary skill in the art,
other drawings can be obtained based on these drawings without paying creative labor.

[0019] FIG. 1 shows a schematic diagram of an embodiment disclosed in the present
disclosure;

[0020] FIG. 2 shows a flowchart of a method according to an embodiment;

[0021] FIG. 3 shows a flowchart of a comparing and determining process according to an
embodiment;

[0022] FIG. 4 shows a flowchart of a comparing and determining process according to
another embodiment;

[0023] FIG. 5 shows a schematic diagram of comparing peak positions;

[0024] FIG. 6 shows a flowchart of a comparing and determining process according to yet
another embodiment;

[0025] FIG. 7 shows a schematic diagram of comparing probability values;

[0026] FIG. 8 shows a schematic block diagram of a determining device according to an

embodiment.

DETAILED DESCRIPTION OF THE EXAMPLES

[0027] The solutions provided in the present disclosure are described below with reference

to the drawings.

[0028] FIG. 1is aschematic diagram of an embodiment disclosed in the present disclosure.
In FIG. 1, a computing platform, such as an Alipay server, obtains a plurality of data packets
within a predetermined time period, such as a credit request data packet in which a user
requests a credit. These data packets have the same data structures, for example, have the
same fields. The content of the fields can include user’s age, gender, income, credit amount,
and so on. On the other hand, the computing platform also obtains a historical distribution of
historical data with the same data structures, which can be composed of a large number of
similar data packets received in a relatively longer time period before. Then, the computing
platform compares the plurality of data packets with the historical distribution, and
determines whether data anomaly exists according to the comparison result. If there is no data
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anomaly, the computing platform can continue to process the data or send the data to the next
business link. If it is determined that there is an anomaly in the data, an early warning can be
initiated to notify a relevant personnel to analyze the cause of the anomaly in the data and
trigger a relevant solution. The specific implementation process of determining data anomaly

is described below.

[0029] FIG. 2 shows a method flowchart according to an embodiment. The execution entity
of the method may be any computing platform with computing and processing capabilities,
such as a server. As shown in FIG. 2, the method includes: step 21, obtaining a plurality of
data packets within a predetermined time period, the plurality of data packets having the same
data structure; step 22, obtaining a history distribution of historical data having the same data
structure; step 23, comparing the plurality of data packets with the historical distribution; step
24, determining whether data anomaly exists according to the comparison result. The

following describes the execution manner of the above steps with specific examples.

[0030] First, at step 21, a plurality of data packets is obtained within a predetermined time

period.

[0031] In one embodiment, the plurality of data packets are data packets received from an
external institution, such as a user's credit request data packet received by a Alipay server
from a bank or a financial institution. At this time, the subsequent steps can be used to
determine whether data anomaly exists in the data packet transmitted from the external
institution. Such data anomaly may be caused by attacks, tampering during data transmission,

or user group shifts.

[0032] In another embodiment, the plurality of data packets are data packets generated by a
certain service link in a data processing service chain. For example, for a credit request data
packet received from an external institution, the credit request data packet needs to be
processed in a plurality of business links, including field analysis, dimensionality reduction,
model calculation, and so on. At this time, subsequent analysis can be performed on the data
packets generated in any business link. Through subsequent analysis, it can be determined
whether there is any data anomaly in the data packets of this service link. The data anomaly in
the data packets of a certain business link may be caused by a problem in data transmission
between business links, or a problem in the system or model of the business link. Therefore,
determining the anomaly of the data packets of the intermediate business links can also help

determine whether there is anomaly in the system or model.

[0033] It can be understood that the plurality of data packets described above have the same
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data structures. More specifically, each data packet can have the same fields. In one example,
the above data packet is a credit request data packet, and the fields of each data packet at this
time may include the user's age, gender, income, credit amount, and so on. In another
example, the data packet is a record of user operations and is used to analyze a user's behavior
pattern. At this time, the fields of each data packet may include user ID, operation behavior,
operation object, operation time, and so on.

[0034] In one embodiment, the plurality of data packets obtained at step 21 are data packets
within a predetermined time period from the current time. The above predetermined time
period may be set to a shorter time period, so that the obtained plurality of data packets are
recently generated data packets. For example, when the amount of data is relatively large, the
predetermined time period may be preset to 0.5s or 1s; when the amount of data is relatively
small, the predetermined time period may be preset to 30s or 1min. The number of obtained
data packets can also be selected according to business requirements. In one embodiment, all
data packets within the predetermined time period are obtained. In another embodiment, a

predetermined number of data packets are obtained within the predetermined time period.

[0035] After obtaining the above-mentioned plurality of data packets with the same
structure, on the other hand, at step 22, the historical distribution of historical data is obtained.
It can be understood that the above historical data has the same data structure as the data
packet obtained at step 21. And, generally, the historical data includes a large number of
similar data packets received in a long time period previously, such as a week or a month. In
one embodiment, the historical data and the data packet obtained at step 21 have the same
data sources. For example, in a case where the data packet at step 21 is a credit request data
packet from an external institution, correspondingly, the above-mentioned historical data is
also a credit request data packet received from an external institution and received within a
relatively long time period. When the data packet at step 21 is a data packet generated by an
intermediate service link, correspondingly, the above historical data is a data packet generated

by the same service link within a longer time period previously.

[0036] The historical distribution of historical data can be obtained by performing statistics

and calculations on historical data.

[0037] Next, at step 23, the currently obtained plurality of data packets is compared with
the historical distribution; and at step 24, it is determined whether data anomaly exists in the
current data packet according to the comparison result.

[0038] There are various implementations for comparing the current data packet with the
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historical distribution at step 23. Correspondingly, at step 24, determining is made based on

the comparison results generated by different comparison methods.

[0039] In one implementation, the comparison is performed by substitution. FIG. 3 shows a
flowchart of a comparing and determining process according to an embodiment. It can be
understood that the process shown in FIG. 3 is a sub-step of steps 23 and 24 in FIG. 2. As
shown in FIG. 3, the process includes the following steps. At step 31, a plurality of data
packets are substituted into the historical distribution, thereby obtaining a corresponding
distribution state parameter of each of the plurality of data packets in the historical
distribution, to obtain a plurality of distribution state parameters; at step 32, the plurality of
distribution state parameters are compared with a predetermined threshold related to the
distribution state to determine a number of data packets exceeding the threshold; then, at step
33, it is determined whether data anomaly exists according to the number of data packets

exceeding the threshold.

[0040] The above process is to substitute the currently obtained plurality of data packets
into the historical distribution to determine the distribution states of the plurality of data
packets in the historical distribution. If a large number (exceeding the threshold) of abnormal

states occurs, It is considered that data anomaly currently exists.

[0041] As mentioned above, historical distribution is the state of data distribution obtained
by performing statistics and calculations on historical data. Different algorithms can be used
to obtain historical distribution based on historical data. In the following, an implementation
of the flow of FIG. 3 will be described with respect to different forms of historical distribution

using a Gaussian mixture model and a clustering algorithm for example.

[0042] In one embodiment, the historical distribution is a historical probability distribution
obtained by processing historical data using a Gaussian Mixture Model (GMM). It can be
understood that the hybrid Gaussian model GMM is a model that accurately quantifies objects
with a Gaussian probability density function. GMM can decompose an object into several
forms based on a Gaussian probability density function. The Gaussian probability density
function usually takes the form of a normal distribution curve. As mentioned earlier, both the
currently obtained data packets and historical data have the same data structure, which
contains several fields. In one example, a hybrid Gaussian model can be used to decompose
the data field as a dimension to determine the mixed Gaussian probability density function as

the historical probability distribution.

[0043] When the historical distribution is expressed as a Gaussian probability distribution,
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the process of FIG. 3 may be performed as follows. At step 31, the currently obtained plurality
of data packets are substituted into the historical probability distribution, and the probability
values of the plurality of data packets respectively in the historical probability distribution are
obtained to obtain a plurality of probability values. That is, when the historical distribution is
a Gaussian probability distribution, the distribution state parameter is expressed as a
distribution probability value. Assuming that N data packets are obtained, then at step 31, it
can be determined that the probability values of the N data packets in the historical

probability distribution are ps, p2, ... Py, respectively.

[0044] At step 32, the determined a plurality of probability values are respectively
compared with a predetermined probability threshold, and a number of data packets having a
probability value smaller than the probability threshold is determined, denoted as a first
number. Generally, the predetermined probability threshold is a relatively small probability
value po. The size of the probability threshold p, can be set according to business
requirements. In this step, the number M1 (M1 <= N) of the probability values pi, p2, ... Pn
having a probability value smaller than the probability threshold po is determined. That is, it is

determined how many packets in the current data packets are "small probability" packets.

[0045] Next, at step 33, it is determined whether data anomaly exists according to the first
number M1. More specifically, in one example, if the first number M1 exceeds a
predetermined number threshold MO, it is determined that data anomaly exists. That is, once
more than MO data packets of the currently obtained N data packets are "small probability”
data packets, it is considered that anomaly currently exists. In another example, if a ratio M1/
N of the first number M1 to the number N of the plurality of data packets exceeds a
predetermined ratio threshold, it is determined that data anomaly exists. That is, once N data
packets exceed a predetermined percentage of data packets as "small probability” data
packets, it is considered that data anomaly currently exists.

[0046] In this way, the number or proportion of "small probability" data packets in the
currently obtained data packets is determined. When the number or proportion exceeds a
certain threshold, it can be determined that data anomaly currently exists.

[0047] The following describes the implementation of FIG. 3 when the historical
distribution is a cluster distribution. It can be understood that the clustering algorithm is an
algorithm for performing similarity analysis and data statistics on a plurality of samples. For
data packets with the same data structure, the fields in the data packets can be used as

dimensions to map each data packet to a point in a multidimensional space, and then a
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clustering algorithm is used to divide and cluster the plurality of data packets. During the
clustering process, a hierarchical clustering algorithm, such as the BIRCH algorithm, CURE
algorithm, or the like, or a density-based clustering algorithm, such as the DBSCAN
algorithm, the OPTICS algorithm, and so on, and other possible clustering algorithms can be

adopted.

[0048] When the historical distribution is embodied as a clustering distribution, the process
of FIG. 3 may be specifically performed as follows. At step 31, the positions of the currently
obtained plurality of data packets in the distribution space of the historical clustering
distribution are determined, to obtain a plurality of positions, and distance between each of
the plurality of positions and a corresponding cluster center position of the historical
clustering distribution is determined, to obtain a plurality of distances. As mentioned earlier,
each data packet can be mapped to a point in a multi-dimensional space composed of fields as
dimensions, which is also the distribution space of the historical clustering distribution.
Accordingly, the positions Py, P,,... Py of the currently obtained N data packets in the space of
the historical clustering distribution can be determined through the above mapping. Further,
the position of the cluster center in the historical clustering distribution may be determined,
and then the distances D1, D, ... Dy respectively between the positions Py, Py, ... Py and the
cluster center position corresponding to the historical clustering distribution are determined. It
can be understood that the distance is a distance between multi-dimensional vectors in the

multi-dimensional space.

[0049] Next, at step 32, the plurality of distances are respectively compared with a preset
distance threshold to determine a number of distances exceeding the preset distance threshold,
denoted as a second number. Generally, the cluster center is located in an area with the most
densely distributed data. The further away from the cluster center, the lower the frequency or
probability of corresponding data packet existing is . Therefore, the predetermined distance
threshold can be set to a relatively large distance Do. The size of the distance threshold Dy can
be set according to business requirements. Accordingly, in this step, the number M2 (M2 <=
N) of the distances D, D, ... Dy that is larger than the distance threshold Dy is determined.
That is, it is determined how many of the currently obtained data packets are data packets far

from the cluster center.

[0050] Then, at step 33, it is determined whether data anomaly exists according to the
second number. Specifically, in one example, if the second number M2 exceeds a
predetermined number threshold MO, it is considered that data anomaly exists. That is, once

there are more than MO data packets in the N data packets currently far away from the cluster
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center, it is considered that data anomaly currently exists. In another example, if a ratio M2 /
N of the second number M2 to the number N of the plurality of data packets exceeds a
predetermined ratio threshold, it is determined that data anomaly exists. That is, once there are
more than a predetermined percentage of the currently obtained N data packets that are away

from the cluster center, it is considered that data anomaly currently exists.

[0051] In this way, the number or proportion of data packets that are far away from the
cluster center in the currently obtained data packets is determined. When the number or
proportion exceeds a certain threshold, it can be determined that data anomaly currently

exists.

[0052] The above examples of mixing the Gaussian distribution and the clustering
distribution describe an implementation of comparing by substituting the current data packet
into the historical distribution. In the case of a large number of currently obtained data
packets, for example, exceeding a certain number (such as 200), the distribution states of the
currently obtained plurality of data packets can be further determined as the current
distribution, and the current distribution is compared with the historical distribution, to
determine whether data anomaly exists.

[0053] Specifically, FIG. 4 shows a flowchart of a comparing and determining process
according to another embodiment. It can be understood that the process shown in FIG. 4 is a
sub-step of steps 23 and 24 in FIG. 2. As shown in FIG. 4, at step 41, the data distribution
states of the currently obtained plurality of data packets are determined as the current
distribution; at step 42, the distribution center of the current distribution is determined; at step
43, the distribution center of the historical distribution is obtained; at step 44, an offset
between the distribution center of the current distribution and the distribution center of the
historical distribution is determined; at step 45, it is determined whether the offset exceeds a
predetermined offset threshold; and when the offset exceeds the predetermined offset

threshold, at step 46, it is determined that data anomaly exists.

[0054] The above process compares the distribution center of the current distribution with
the distribution center of the historical distribution. When an offset between the two exceeds a
predetermined threshold, it is considered that data anomaly currently exists. In the following,
an implementation of the flow of FIG. 4 will be described with respect to different forms of

historical distribution using a Gaussian mixture model and a clustering algorithm for example.

[0055] In one embodiment, the historical distribution is a historical probability distribution

obtained by processing historical data with a hybrid Gaussian model. Correspondingly, at step
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41, the same hybrid Gaussian model is used for processing the currently obtained plurality of
data packets to obtain the mixed Gaussian distribution of the current data packet as the current
probability distribution. Next, at step 42, a first peak position P1 is determined, where the first
peak position is a peak position of a curve corresponding to the current probability
distribution. At step 43, a second peak position P2 is obtained, where the second peak position
is a peak position of a curve corresponding to the historical probability distribution. In other
words, in the case of a Gaussian probability distribution, the distribution center is embodied

as the peak position of the probability distribution curve.

[0056] Then, at step 44, a position offset AP between the first peak position P1 and the
second peak position P2 is determined. At step 45, it is determined whether the position offset
AP exceeds a predetermined offset threshold, and if the position offset exceeds a

predetermined threshold, it is determined that data anomaly currently exists.

[0057] FIG. 5 shows a schematic diagram of comparing peak positions described above. In
FIG. 5, V1 is a curve schematically showing the current probability distribution, and V2 is a
curve schematically showing the historical probability distribution. It can be seen that the
peak position of the curve V1 is schematically shown as P1, and the peak position of the
curve V2 is schematically shown as P2. If the offset AP between the peak positions P1 and P2
is larger than a preset threshold, then it can be considered that the current probability
distribution has changed greatly compared to the historical probability distribution, so data

anomaly may exist currently.

[0058] It can be understood that since a data packet may contain more fields,
correspondingly, the hybrid Gaussian model may perform data statistics based on more
dimensions. The actual probability distribution curve is a three-dimensional and

multi-dimensional curve. FIG. 5 is just a simplified illustration.

[0059] The above has described the implementation of comparing peak positions shown in
FIG. 4 in the case of Gaussian distribution. When the historical distribution is a clustering
distribution obtained with a clustering algorithm, the process of FIG. 4 may be similarly
performed. Specifically, at step 41, the same clustering algorithm is used to determine the
clustering distribution of the currently obtained plurality of data packets as the current
clustering distribution. At step 42, a first center position is determined, and the first center
position is a center position of a cluster corresponding to the current cluster distribution; at
step 43, a second center position is obtained, and the second center position is the center

position of the cluster corresponding to the historical cluster distribution. In other words, in
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the case of cluster distribution, the distribution center is embodied as the center position of the
cluster distribution. It can be understood that although different clustering algorithms can
cluster the data into different clusters, the center of the entire clustering distribution can
always be determined by clustering or searching for the center of gravity. In this way, the first

center position and the second center position can be determined respectively.

[0060] Next, at step 44, a distance D between the first center position and the second center
position is determined. It can be understood that the distance may be a distance between

multi-dimensional points or multi-dimensional vectors in a multi-dimensional space.

[0061] Then, at step 45, it is determined whether the distance D exceeds a predetermined
distance threshold. If D exceeds the distance threshold, it is determined that data anomaly

exists.

[0062] In the above manner, the center position of the current clustering distribution is
compared with the center position of the historical clustering distribution. If the center of the

clustering distribution is greatly shifted, it is considered that data anomaly currently exists.

[0063] In addition to comparing the distribution centers, it is also possible to randomly
select a sample and compare the state parameters of the same sample in different distributions,
to determine whether data anomaly exists. FIG. 6 shows a flowchart of a comparing and
determining process according to another embodiment. It can be understood that the process
shown in FIG. 6 is a sub-step of steps 23 and 24 in FIG. 2. As shown in FIG. 6, at step 61, data
distribution states of the currently obtained plurality of data packets are determined as the
current distribution; at step 62, a distribution state parameter of a randomly selected data
packet in the current distribution is determined, denoted as a first parameter; at step 63, a
distribution state parameter of the randomly selected data packet in the historical distribution
is determined, denoted as a second parameter; at step 64, a difference value between the first
parameter and the second parameter is determined; and at step 65, it is determined whether
the difference value exceeds a predetermined difference threshold; and when the difference
value exceeds the predetermined difference threshold, at step 66, it is determined that data

anomaly exists.

[0064] The above process randomly selects a sample, compares the respective state
parameters of the sample in the current distribution and in the historical distribution, and
when the difference between the two exceeds a predetermined threshold, it is considered that
data anomaly currently exists. In the following, an implementation of the flow of FIG. 6 will

be described with respect to different forms of historical distribution also using a Gaussian
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mixture model and a clustering algorithm for example.

[0065] In one embodiment, the historical distribution is a historical probability distribution
obtained by processing historical data with a hybrid Gaussian model. Accordingly, the flow of
FIG. 6 may be performed as follows. At step 61, the hybrid Gaussian model is used to
determine the mixed Gaussian probability distribution of the currently obtained plurality of
data packets as the current probability distribution. At step 62, an occurrence probability of
the randomly selected data packet in the current probability distribution is determined,
denoted as a first probability pl; at step 63, an occurrence probability of the randomly
selected data packet in the historical probability distribution is determined, denoted as a
second probability p2. Then, at step 64, a probability difference value Ap between the first
probability pl and the second probability p2 is determined. At step 65, it is determined
whether the probability difference value Ap exceeds a predetermined difference threshold, and
if the predetermined difference threshold is exceeded, it is determined that data anomaly

currently exists.

[0066] FIG. 7 shows a schematic diagram of comparing probability values mentioned
above. In FIG. 7, V1 is a curve schematically showing the current probability distribution, and
V2 is a curve schematically showing the historical probability distribution. It can be seen that
the corresponding probability of the randomly selected data packet R in the current
probability distribution curve V1 is pl, and the corresponding probability in the historical
probability distribution curve V2 is p2. If the difference value Ap between the probabilities p1
and p2 is larger than a preset threshold, then it can be considered that the current probability
distribution has changed greatly compared to the historical probability distribution, so data

anomaly may exist currently.

[0067] It can be understood that the hybrid Gaussian model is generally based on
multi-dimensional data statistics, and the actual distribution curve is a three-dimensional and

multi-dimensional curve. FIG. 7 is just a simplified illustration.

[0068] The above has described the implementation of state parameters of the same sample
shown in FIG. 6 in the case of Gaussian distribution. In the case where the historical
distribution is a clustering distribution obtained with a clustering algorithm, the process of
FIG. 6 may be similarly performed. Specifically, at step 61, the same clustering algorithm is
used to determine the clustering distribution of the currently obtained plurality of data packets
as the current clustering distribution. At step 62, a distance between a position of the

randomly selected data packet in the current clustering distribution and the center of the
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cluster corresponding to the current clustering distribution is determined, denoted as a first
distance D1, at step 63, a distance between a position of the randomly selected data packet in
the historical clustering distribution and the center of the cluster corresponding to the current
clustering distribution is determined, denoted as a first distance D2. It can be understood that
the randomly selected data packet can be mapped to a point in the cluster distribution space,
and the first distance D1 and the second distance D2 each is a distance between the point
mapped by the randomly selected data packet and the center of the corresponding cluster
distribution. The distance can be obtained by calculating the distance between

multi-dimensional vectors in a multi-dimensional space.

[0069] At step 64, a distance difference value AD between the first distance D1 and the
second distance D2 is determined. At step 65, it is determined whether the distance difference
value exceeds a predetermined difference threshold, and if it exceeds the difference threshold,
it is determined that data anomaly currently exists.

[0070] In the above method, the distance of the same sample from the center in the current
clustering distribution and from the center in the historical clustering distribution are
compared. If there is a large deviation between the two, it is considered that there is a large
deviation between the current clustering distribution and the history clustering distribution,

and it is determined that data anomaly currently exists.

[0071] Although the above has been described with reference to hybrid Gaussian model and
clustering distribution, the historical distribution is not limited to these two examples. Other
algorithms can also be used, as long as the algorithm can analyze the statistics to obtain the
distribution rule of historical data. In addition, although the manner of comparing the
currently obtained data packet with the historical distribution has been described above with
reference to the specific processes of FIG. 3, FIG. 4, and FIG. 6, it can be understood that the
manner of comparison is not limited to these specifically described examples. According to
the specific form of historical distribution, other distribution state parameters can also be

compared.

[0072] With the method described in the above embodiment, even if the currently obtained
data packet is protected with privacy and loses business meaning, through statistical
distribution of historical data, the current obtained data packet can be compared with the
historical distribution to determine whether data anomaly exists, so that the data anomaly can

be found more effectively, and then early warning and early intervention can be performed.

[0073] According to an embodiment of another aspect, a device for determining data
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anomaly is also provided. FIG. 8 shows a schematic block diagram of a determining device
according to an embodiment. As shown in FIG. 8, the determining device 800 includes: a data
packet obtaining unit 81, configured to obtain a plurality of data packets within a
predetermined time period, the plurality of data packets having the same data structure; a
history obtaining unit 82, configured to obtain a historical distribution of historical data
having the same data structure as the data packets; a comparing unit 83, configured to
compare the plurality of data packets with the historical distribution; and a determining unit

84, configured to determine whether data anomaly exists according to the comparison result.

[0074] In one embodiment, the comparing unit 83 includes (shown by a dotted line on the
left): a substitution module 831 configured to substitute the plurality of data packets into the
historical distribution, thereby obtaining a corresponding distribution state parameter of each
of the plurality of data packets in the historical distribution, to obtain a plurality of
distribution state parameters; a threshold comparing module 832 configured to compare the
plurality of distribution state parameters with a predetermined threshold related to the
distribution state to determine a number of data packets having a distribution state parameter
exceeding the threshold. Correspondingly, the determining unit 84 is configured to determine
whether data anomaly exists according to the number of data packets having a distribution

state parameter exceeding the threshold.

[0075] In another embodiment, the comparing unit 83 includes (shown by a dotted line on
the right): a distribution determining module 833 configured to determine a data distribution
state of the plurality of data packets as a current distribution; and a distribution comparing

module 834, configured to compare the current distribution with the historical distribution.

[0076] In one embodiment, the distribution comparing module 834 is configured to:
determine a distribution center of the current distribution, and obtain a distribution center of
the historical distribution; determine an offset between the distribution center of the current
distribution and the distribution center of the historical distribution. Correspondingly, the
determining unit 84 is configured to determine that data anomaly exists in response to

determining that the offset exceeds a predetermined offset threshold.

[0077] In one embodiment, the distribution comparing module 834 is configured to
determine a distribution state parameter of a randomly selected data packet in the current
distribution, denoted as a first parameter; determine a distribution state parameter of the
randomly selected data packet in the historical distribution, denoted as a second parameter;

and determine a difference value between the first parameter and the second parameter.
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Correspondingly, the determining unit 84 is configured to determine that data anomaly exists
in response to determining that the difference value exceeds a predetermined difference
threshold.

[0078] In one embodiment, the historical distribution is a historical probability distribution
obtained by processing the historical data with a hybrid Gaussian model. Correspondingly, the
substitution module 831 is configured to substitute the plurality of data packets into the
historical probability distribution, thereby obtaining a probability value of each of the
plurality of data packets in the historical probability distribution, to obtain a plurality of
probability values; the threshold comparing module 832 is configured to compare the plurality
of probability values with a predetermined probability threshold, and determine a number of
data packets having a probability value smaller than the probability threshold, denoted a first
number. The determining unit 84 is configured to determine that data anomaly exists in
response to determining that the first number exceeds a predetermined number threshold, or
that a ratio between the first number and the number of the plurality of data packets exceeds a

predetermined ratio threshold.

[0079] In one embodiment, when the historical distribution is a Gaussian probability
distribution, the distribution determining module 833 is configured to process the plurality of
data packets with a hybrid Gaussian model to obtain a current probability distribution; and the
distribution comparing module 834 is configured to compare the current probability

distribution with the historical probability distribution.

[0080] More specifically, in one example, the distribution comparing module 834 is
configured to: determine a first peak position, where the first peak position is a peak position
of a curve corresponding to the current probability distribution; obtain a second peak position,
where the second peak position is a peak position of a curve corresponding to the historical
probability distribution; and determine a position offset between the first peak position and
the second peak position. Correspondingly, the determining unit 84 is configured to determine
that data anomaly exists in response to determining that the position offset exceeds a
predetermined offset threshold.

[0081] In another example, the distribution comparing module 834 is configured to
determine an occurrence probability of a randomly selected data packet in the current
probability distribution, denoted as a first probability; determine an occurrence probability of
the randomly selected data packet in the historical probability distribution, denoted as a

second probability; and determine a probability difference value between the first probability
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and the second probability. Correspondingly, the determining unit 84 is configured to
determine that data anomaly exists in response to determining that the probability difference

value exceeds a predetermined difference threshold.

[0082] In one embodiment, the historical distribution is a historical clustering distribution
obtained with a clustering algorithm for the historical data. Accordingly, the substitution
module 831 is configured to: determine a corresponding position of each of the plurality of
data packets in the distribution space of the historical clustering distribution, to obtain a
plurality of positions; and determine a distance between each of the plurality of positions and
a corresponding cluster center position of the historical clustering distribution, to obtain a
plurality of distances. The threshold comparing module 832 is configured to compare the
plurality of distances with a preset distance threshold, to determine a number of distances
exceeding the preset distance threshold, denoted as a second number. Correspondingly, the
determining unit 84 is configured to determine that data anomaly exists in response to
determining that the second number exceeds a predetermined number threshold, or that a ratio
between the second number and the number of the plurality of data packets exceeds a
predetermined ratio threshold.

[0083] In one embodiment, when the historical distribution is a historical clustering
distribution, the distribution determining module 833 is configured to process the plurality of
data packets with the clustering algorithm to obtain a current clustering distribution; and the
distribution comparing module 834 is configured to compare the current clustering

distribution with the historical clustering distribution.

[0084] More specifically, in one example, the distribution comparing module 834 is
configured to: determine a first center position, where the first center position is a center
position of a cluster corresponding to the current cluster distribution; obtain a second center
position, where the second center position is a center position of a cluster corresponding to the
historical clustering distribution; and determine a distance between the first center position
and the second center position. Correspondingly, the determining unit 84 is configured to
determine that data anomaly exists in response to determining that the distance exceeds a

predetermined distance threshold.

[0085] In another example, the distribution comparing module 834 is configured to
determine a distance between a position of a randomly selected data packet in the current
clustering distribution and a center of the cluster corresponding to the current clustering

distribution, denoted as a first distance; determine a distance between a position of the
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randomly selected data packet in the historical clustering distribution and the center of the
cluster corresponding to the current clustering distribution, denoted as a first distance; and
determine a distance difference value between the first distance and the second distance.
Correspondingly, the determining unit 84 is configured to determine that data anomaly exists
in response to determining that the distance difference value exceeds a predetermined
difference threshold.

[0086] With the device described in the above embodiment, even if the currently obtained
data packet is protected with privacy and loses business meaning, through statistical
distribution of historical data, the current obtained data packet can be compared with the
historical distribution to determine whether data anomaly exists, so that the data anomaly can

be found more effectively, and then early warning and early intervention can be performed.

[0087] According to another embodiment of the present disclosure, there is also provided a
computer-readable storage medium on which a computer program is stored, and when the
computer program is executed in a computer, the computer is caused to perform the method

described in conjunction with FIG. 2 to FIG. 6.

[0088] According to an embodiment of still another aspect, a computing device is further
provided, including a memory and a processor, where the memory stores executable codes,
and when the processor executes the executable codes, performs the method described in
conjunction with FIG. 2 to FIG. 6.

[0089] Those skilled in the art should be aware that, in one or more of the above examples,
the functions described in the present disclosure may be implemented by hardware, software,
firmware, or any combination thereof. When implemented in software, these functions may be

stored or transmitted as one or more instructions or codes on a computer-readable medium.

[0090] The specific embodiments described above further describe the objectives, technical
solutions, and beneficial effects of the present disclosure in detail. It should be understood
that the above are only specific embodiments of the present disclosure, and are not intended to
be limiting. Any modification, equivalent replacement, or improvement made on the basis of
the technical solution of the present disclosure should be included in the protection scope of

the present disclosure.
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CLAIMS
1. A method for determining data anomaly, comprising:

obtaining a plurality of data packets within a predetermined time period, the plurality of

data packets having the same data structure;

obtaining a historical distribution of historical data having the same data structure as the
data packets;

comparing the plurality of data packets with the historical distribution to obtain a

comparison result; and

determining whether data anomaly exists according to the comparison result.

2. The method according to claim 1, wherein comparing the plurality of data packets

with the historical distribution comprises:

substituting the plurality of data packets into the historical distribution, thereby obtaining
a corresponding distribution state parameter of each of the plurality of data packets in the

historical distribution, to obtain a plurality of distribution state parameters;

comparing the plurality of distribution state parameters with a predetermined threshold
related to a distribution state to determine a number of data packets having a distribution state
parameter exceeding the threshold; and

wherein determining whether data anomaly exists according to the comparison result
comprises: determining whether data anomaly exists according to the number of data packets

having a distribution state parameter exceeding the threshold.

3. The method according to claim 1, wherein comparing the plurality of data packets

with the historical distribution comprises:

determining a data distribution state of the plurality of data packets as a current

distribution; and

comparing the current distribution with the historical distribution.

4. The method according to claim 3, wherein comparing the current distribution with the
historical distribution comprises:
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determining a distribution center of the current distribution;
obtaining a distribution center of the historical distribution;

determining an offset between the distribution center of the current distribution and the

distribution center of the historical distribution; and

wherein determining whether data anomaly exists according to the comparison result
comprises: determining that data anomaly exists in response to determining that the offset

exceeds a predetermined offset threshold.

5. The method according to claim 3, wherein comparing the current distribution with the

historical distribution comprises:

determining a distribution state parameter of a randomly selected data packet in the

current distribution, denoted as a first parameter;

determining a distribution state parameter of the randomly selected data packet in the

historical distribution, denoted as a second parameter;

determining a difference value between the first parameter and the second parameter;

and

wherein determining whether data anomaly exists according to the comparison result
comprises: determining that data anomaly exists in response to determining that the difference

value exceeds a predetermined difference threshold.

6. The method according to claim 2, wherein the historical distribution is a historical
probability distribution obtained by processing the historical data with a hybrid Gaussian
model, and wherein comparing the plurality of data packets with the historical distribution

comprises:

substituting the plurality of data packets into the historical probability distribution,
thereby obtaining a probability value of each of the plurality of data packets in the historical
probability distribution, to obtain a plurality of probability values;

comparing the plurality of probability values with a predetermined probability threshold,
and determining a number of data packets having a probability value smaller than the

probability threshold, denoted a first number; and
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wherein determining whether data anomaly exists according to the comparison result
comprises: determining that data anomaly exists in response to determining that the first
number exceeds a predetermined number threshold, or that a ratio between the first number

and the number of the plurality of data packets exceeds a predetermined ratio threshold.

7. The method according to claim 3, wherein the historical distribution is a historical
probability distribution obtained by processing the historical data with a hybrid Gaussian

model;

determining a data distribution state of the plurality of data packets as a current
distribution comprises: processing the plurality of data packets with a hybrid Gaussian model

to obtain a current probability distribution; and

comparing the current distribution with the historical distribution comprises comparing

the current probability distribution with the historical probability distribution.

8. The method of claim 7, wherein comparing the current probability distribution with

the historical probability distribution comprises:

determining a first peak position, where the first peak position is a peak position of a
curve corresponding to the current probability distribution;

obtaining a second peak position, where the second peak position is a peak position of a

curve corresponding to the historical probability distribution;

determining a position offset between the first peak position and the second peak
position; and

wherein determining whether data anomaly exists according to the comparison result
comprises: determining that data anomaly exists in response to determining that the position

offset exceeds a predetermined offset threshold.

9. The method according to claim 7, wherein comparing the current probability

distribution with the historical probability distribution comprises:

determining an occurrence probability of a randomly selected data packet in the current

probability distribution, denoted as a first probability;
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determining an occurrence probability of the randomly selected data packet in the
historical probability distribution, denoted as a second probability;

determining a probability difference value between the first probability and the second

probability; and wherein

determining whether data anomaly exists according to the comparison result comprises
determining that data anomaly exists in response to determining that the probability difference

value exceeds a predetermined difference threshold.

10. The method according to claim 2, wherein the historical distribution is a historical
clustering distribution obtained with a clustering algorithm for the historical data, wherein

comparing the plurality of data packets with the historical distribution comprises:

determining a corresponding position of each of the plurality of data packets in the

distribution space of the historical clustering distribution, to obtain a plurality of positions;

determining a distance between each of the plurality of positions and a corresponding

cluster center position of the historical clustering distribution, to obtain a plurality of

distances;

comparing the plurality of distances with a preset distance threshold, to determine a

number of distances exceeding the preset distance threshold, denoted as a second number; and

wherein determining whether data anomaly exists according to the comparison result
comprises: determining that data anomaly exists in response to determining that the second
number exceeds a predetermined number threshold, or that a ratio between the second number

and the number of the plurality of data packets exceeds a predetermined ratio threshold.

11. The method according to claim 3, wherein the historical distribution is a historical
clustering distribution obtained with a clustering algorithm for the historical data, wherein
determining a data distribution state of the plurality of data packets as a current distribution

comprises:

processing the plurality of data packets with the clustering algorithm to obtain a current

clustering distribution; and

wherein comparing the current distribution with the historical distribution comprises:

comparing the current clustering distribution with the historical clustering distribution.
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12. The method according to claim 11, wherein comparing the current clustering

distribution with the historical clustering distribution comprises:

determining a first center position, where the first center position is a center position of a

cluster corresponding to the current cluster distribution;

obtaining a second center position, where the second center position is a center position

of a cluster corresponding to the historical clustering distribution;

determining a distance between the first center position and the second center position;

and

wherein determining whether data anomaly exists according to the comparison result
comprises determining that data anomaly exists in response to determining that the distance

exceeds a predetermined distance threshold.

13. The method according to claim 11, wherein comparing the current clustering

distribution with the historical clustering distribution comprises:

determining a distance between a position of a randomly selected data packet in the
current clustering distribution and a center of the cluster corresponding to the current
clustering distribution, denoted as a first distance;

determining a distance between a position of the randomly selected data packet in the
historical clustering distribution and the center of the cluster corresponding to the current

clustering distribution, denoted as a first distance;

determining a distance difference value between the first distance and the second

distance; and

wherein determining whether data anomaly exists according to the comparison result
comprises determining that data anomaly exists in response to determining that the distance

difference value exceeds a predetermined difference threshold.

14. A device for determining data anomaly, comprising:

a data packet obtaining unit configured to obtain a plurality of data packets within a

predetermined time period, the plurality of data packets having the same data structure;
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a history obtaining unit configured to obtain a historical distribution of historical data

having the same data structure as the data packets;

a comparing unit configured to compare the plurality of data packets with the historical

distribution to obtain a comparison result; and

a determining unit configured to determine whether data anomaly exists according to the

comparison result.

15. The device according to claim 14, wherein the comparing unit comprises:

a substitution module configured to substitute a plurality of data packets into the
historical distribution, thereby obtaining a corresponding distribution state parameter of each
of the plurality of data packets in the historical distribution, to obtain a plurality of

distribution state parameters;

a threshold comparing module configured to compare the plurality of distribution state
parameters with a predetermined threshold related to a distribution state to determine a

number of data packets having a distribution state parameter exceeding the threshold; and

the determining unit is configured to determine whether data anomaly exists according to

the number of data packets having a distribution state parameter exceeding the threshold.

16. The device according to claim 14, wherein the comparing unit comprises:

a distribution determining module configured to determine a data distribution state of the

plurality of data packets as a current distribution; and

a distribution comparing module configured to compare the current distribution with the

historical distribution.

17. The device according to claim 16, wherein the distribution comparing module is

configured to:

determine a distribution center of the current distribution, and obtain a distribution center

of the historical distribution;

determine an offset between the distribution center of the current distribution and the

distribution center of the historical distribution; and
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the determining unit is configured to determine that data anomaly exists in response to
determining that the offset exceeds a predetermined offset threshold.

18. The device according to claim 16, wherein the distribution comparing module is

configured to:

determine a distribution state parameter of a randomly selected data packet in the current

distribution, denoted as a first parameter;

determine a distribution state parameter of the randomly selected data packet in the

historical distribution, denoted as a second parameter;
determine a difference value between the first parameter and the second parameter; and

the determining unit is configured to determine that data anomaly exists in response to

determining that the difference value exceeds a predetermined difference threshold.

19. The device according to claim 15, wherein the historical distribution is a historical
probability distribution obtained by processing the historical data with a hybrid Gaussian

model;

the substitution module is configured to substitute the currently obtained plurality of data
packets into the historical probability distribution, thereby obtaining a probability value of
each of the plurality of data packets in the historical probability distribution, to obtain a

plurality of probability values;

the threshold comparing module is configured to compare the plurality of probability
values with a predetermined probability threshold, and determine a number of data packets

having a probability value smaller than the probability threshold, denoted a first number; and

the determining unit is configured to determine that data anomaly exists in response to
determining that the first number exceeds a predetermined number threshold, or that a ratio
between the first number and the number of the plurality of data packets exceeds a
predetermined ratio threshold.

20. The device according to claim 16, wherein the historical distribution is a historical
probability distribution obtained by processing the historical data with a hybrid Gaussian

model;
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the distribution determining module is configured to process the plurality of data packets
with a hybrid Gaussian model to obtain a current probability distribution; and

the distribution comparing module is configured to compare the current probability

distribution with the historical probability distribution.

21. The device according to claim 20, wherein the distribution comparing module is

configured as:

determine a first peak position, where the first peak position is a peak position of a curve

corresponding to the current probability distribution;

obtain a second peak position, where the second peak position is a peak position of a

curve corresponding to the historical probability distribution;

determine a position offset between the first peak position and the second peak position;

and

the determining unit is configured to determine that data anomaly exists in response to

determining that the position offset exceeds a predetermined offset threshold.

22. The device according to claim 20, wherein the distribution comparing module is
configured:

determine an occurrence probability of a randomly selected data packet in the current

probability distribution, denoted as a first probability;

determine an occurrence probability of the randomly selected data packet in the
historical probability distribution, denoted as a second probability;

determine a probability difference value between the first probability and the second

probability; and

the determining unit is configured to determine that data anomaly exists in response to
determining that the probability difference value exceeds a predetermined difference
threshold.

23. The device according to claim 15, wherein the historical distribution is a historical

clustering distribution obtained with a clustering algorithm for the historical data;
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the substitution module is configured to determine a corresponding position of each of
the plurality of data packets in the distribution space of the historical clustering distribution,

to obtain a plurality of positions; and

determine a distance between each of the plurality of positions and a corresponding
cluster center position of the historical clustering distribution, to obtain a plurality of
distances;

the threshold comparing module is configured to compare the plurality of distances with
a preset distance threshold, and determine a number of distances exceeding the preset distance

threshold, denoted as a second number; and

the determining unit is configured to determine that data anomaly exists in response to
determining that the second number exceeds a predetermined number threshold, or that a ratio
between the second number and the number of the plurality of data packets exceeds a

predetermined ratio threshold.

24. The device according to claim 16, wherein the historical distribution is a historical

clustering distribution obtained with a clustering algorithm for the historical data;

the distribution determining module is configured to process the plurality of data packets
with the clustering algorithm to obtain a current clustering distribution; and

the distribution comparing module is configured to compare the current clustering

distribution with the historical clustering distribution.

25. The device according to claim 24, wherein the distribution comparing module is

configured to:

determine a first center position, where the first center position is a center position of a

cluster corresponding to the current cluster distribution;

obtain a second center position, where the second center position is a center position of a

cluster corresponding to the historical clustering distribution;
determine a distance between the first center position and the second center position; and

the determining unit is configured to determine that data anomaly exists in response to

determining that the distance exceeds a predetermined distance threshold.

27



26. The device according to claim 24, wherein the distribution comparing module is

configured:

determine a distance between a position of a randomly selected data packet in the current
clustering distribution and a center of the cluster corresponding to the current clustering
distribution, denoted as a first distance;

determine a distance between a position of the randomly selected data packet in the
historical clustering distribution and the center of the cluster corresponding to the current

clustering distribution, denoted as a first distance;

determine a distance difference value between the first distance and the second distance;

and

the determining unit is configured to determine that data anomaly exists in response to

determining that the distance difference value exceeds a predetermined difference threshold.

27. A computer-readable storage medium having stored thereon a computer program that,
when executed on a computer, causes the computer to perform the method of any one of

claims 1-13.

28. A computing device, comprising a memory and a processor, wherein the memory
stores executable codes, and when the processor executes the executable codes, the processor

implements the method according to any one of claims 1-13.
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