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devices and nore particularly to the s managenent of data between digital
devi ces. I§ACK2C_5RC1JND OF THE | NVENTI ON A grow ng conplexity and
interdepenﬁ‘é"ﬁ'oe of discrete conputer systens requires reliance on data, the
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net works. TherpgerpaseTda svupNrieoN |y i npacted only the i mmedi ate system

whi ch essentialTy was under control of the user. The advent of network
based conputer busiTRgSHvaRR i el ABSdigiedl eddvicefid dmbR patituM§r ehamge and an
i ncreasing reliance on digital databases requires control ovér data quality
and integrityu, ﬁﬁh@cﬁ'dhtﬁb'b&ve'nsdigiﬁ‘?dévlic‘ég‘! of data between the various
conput er systens at drives thelF very functionality. The interconnection
of discrete conputer systens through standardi zed networks, such as the

I nternet, has garGbGEROUND O PR ENVERAJORt €l y accessi bl e by ot her systens,
where there iS typicalty no 2o contirol over the data quality and/or
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under control of the user.
The advent of network based computer business applications, electronic data
15 interchange and an increasing reliance on digital databases requires control over data
quality and integrity. Essentially it is the flow of data between the various computer
systems that drives their very functionality. The interconnection of discrete
computer systems through standardized networks, such as the Internet, has enabled
data to be immediately accessible by other systems, where there is typically no
20  control over the data quality and/or integrity. There is a need for knowledge about
the quality and integrity of the data flowing between systems and within a system.
Current systems are concerned with the integrity and quality of data between
two points, assuming that the data is error free at the first point and may become
corrupted when it reaches the second point. Various schemes of error detection and
25  correction are well known. More recently, digital signatures have been used to

protect data integrity and identify its origination (source).



| anguages, the database system the operating system and the system
environnent. s These schenes are testing schenes, attenpting to approxi mate
a real us@ip@hsizonnent, but nostly occur in a Iaboratorypgqmsqgmpt

These schenes are di scontinued once the software is rel eased although they
may start again when a new rel ease i s befng prepared. SUMVARY OF THE

| NVENTI ON to The present invention |? a nethod and system for signaling
qual ity of data contMqs S‘Ef@t%rél of engrtiige dgle\quablly & disperictapgn éé“sgﬁﬁfa% a
grade indicative of the quality of the content of the data and |inking the
grade to the cotreetsd t%’fa“ilshléoélalt“ae“%él?deb%s,t e tepliBhG SFOREAPR ARNE 45t g2Biccesses
the grade wi thout having to access the data. is BRI EF DESCRI PTI ON OF THE
DRAW NGS A nor esitébrrphese echamerers ey dlepgdet uppiethe nses dnferfacsya pragranimaips be
obt ai ned from consideration of the follow ng description in conjunction
with the draw rigegupgeswhe dhiabast €ystem, ithe epertipg systeeh, av@ theisgstero fenvinangreobnnect ed
conputer systemnetworks; 20 FIG 2 is a block diagramof the nethod and
system f or comithese athengs dat atestingpedeinpgy, atreowpting rtd ngppamxdnataad yisals user
information; FIG 3 is a block diagramfor the sending conputer in FIG |;
FIG 4 is furt havircdeiet, |buoimosthe osubrin sshigmatogguesonnnmnadhesel sethéth€s ar8; FI G
5is a detail of the systemadm nistrator to regi ster a custoner; WO
112/ 03253 -3 Pdigdoinbe®bie thddoBwark it Rlqasedtalthdugh ey erisisaragaip e s aewranager ;
FIG 7 is a block diagramfor the customer process nmanager in FIG 5; FIG
8 is a block diraghRm wingtpiéacdst omer reporting manager in FIG 5 FIG 9 is
a bl ock diagram of the custonmer coding manager in FIG 5; 5 FIG 10 is a
bl ock di agram of the customer security manager in FIG 5; FIG 11 is a

bl ock di agram i SUMMARVEOIOTHE IDMENTONBnager in FIG 5; FIG 12 is a bl ock
di agram of the customer paraneters manager in FIG 5; FIG 13 is a bl ock

di agram forigpart of Thb@reses ipRBiorS Blapetied SidodyStemBBAgglaling lqtmlity 4f d&at he
reference data is used to determne if valid values are present for a data

el ement; FIG lcoftehsS b@wbdnOgigitali @3icREncomatisifle hispam wgraﬁuhﬁai@aiv@mme data
where a prior subm ssion request has been accepte |G 16 is a block

di agram for ti |cﬁ1a9&$§f@ﬁ@éonfeﬁgb§ﬁ15@ta{a%d Fliran%ESl% grideGo the chriter? olPlt&Cé%téj' agram

for a transaction Service; 15 ~ a, b and c are a summary of the
events; Wherein the receiver dynamically accesses the grade without having to access the
data.

15  BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present invention may be obtained
from consideration of the following description in conjunction with the drawings in
which:

FIG. 1 is a stylized overview of interconnected computer system networks;

20 FIG. 2 is a block diagram of the method and system for communicating data
inspecting, monitoring and analysis information;

FIG. 3 is a block diagram for the sending computer in FIG. 1;

FIG. 4 is further detail of the submission request manager in FIG. 3;

FIG. 5 is a detail of the system administrator to register a customer;



FIG 19 is a high-level block diagramof the data wall enbodinment; FIG 20
is a high-level block diagramof the process inspector enbodinent; FIG 21
i s a hi ghwewsiz2kd ock di agram of the conmmon inspection facdiusvieeedi ment ;
20 FIG 22 is a high-level block diagramjf the software unit inspector
enbodi ment; FIG 23 a high-level block diagram of the data base inspector

enbodi nent; and FlGQHg2éﬂééﬁoaﬁgcaﬁoﬁéqn&%gﬂﬁ&ﬁ & user screen displays.
WO 02/ 03253 PCT/ US01/208~G -4 DESCRI PTION OF VARI OQUS | LLUSTRATI VE

EMBCDI MENTS Al t houghgiich ¢ i 98K Hiaghdhy ﬁi?ttHeQ:'ﬁstoﬁgxt ﬁ@ﬁqsﬂﬂﬂaaﬁéﬁﬁ p@.kor
communi cating data inspecting, nonitoring and ysis rnformafion, is

. particularly well sug E}eglsfaorrlo&l"%?agwlﬁ Q‘fthg'ﬁ stdMef '{ﬂgémgﬂlqn%gﬂnlﬂée S0

described, the present invention-s equa urt use in other

network communi cati ORGY §s a%ck drh%ka"l’ﬁjrwge 8&‘01&?%& l\g er 19?@ 5I ntranet,

extranet, Interactive te EVISIO ractive’ netmorked

comuni cat i op Systenggs ‘IAtl) 1SQ%'1J pd¥arg]ﬁm[)5f%€ee&{s%?m%v%g£xgtg%ag ger mﬂﬁ?a$d Syst em

for communi cati ng dgﬁé ins eé%|ng, ’mat i on,
particularly well ntatjion as. an |ndepe?ggqt softmare

f
systens and shal | ﬁiﬁ?bggécfggﬁngphﬁg §@H¥rﬂ%W@HPﬁﬁﬁﬂ*g ually vel |

suited for inplenent a functiog /I|bra nodul e, t, a plug
in software applicafﬁ%h9p§§%éCHQV%Eﬂlﬁﬂ@ﬁ“FW”wé m?ﬂ“é”ﬁ?%?b@ﬁﬁ% 5

i npl ement ati on. Referrln g, ere |s shown a stylized overvi ew of

i nterconnected 15 coffu éPaiV§L E17EY P%EOEQ%%“@BﬁbﬁP@ﬁm§V§ﬁEﬁ?ﬁ%bmork 102
contains a correspondln? | ocal conputer processor unit 104, which are

coupl ed to a correspd ﬁgsth%tféqrer&atdatagﬁ Bied G defeming i galidayrdues BearessBlt wor k
users 108. The | ocal conputer processor units 104 are selectively coupled
to a pluralilfy &Fadsi@elemeny through the Internet |114. Each of the plurality
of users |10 may have various 20 devices connected to their |ocal conputer

systenms such as scanifiér $3 isgaltlodkagtiersne e defineRibe publeissen of dataamisro s heer

interface devices 112. A user 110 locates and selects (such as by clicking
with a nouse) asybaissicoutquestebbegaaeseptetie content of which is |ocated on the
| ocal data storage unit |06 of the conputer system network 102, to access
the content of the VK. page.blcthdiagém foathe cndymeaegisiianion pméess;t o 25 ot her
conput er systens and ot her Web pages. W O 02/0323 -5 PCT/US01 /208-4G
Wher e i npl ement ed asFi&. $&parbitck dmgfamiar etrappdtiooatrvioss, t he system can be run
15 . FIG. 18 a, b and ¢ are a summary of the events;
FIG. 19 is a high-level block diagram of the data wall embodiment;
FIG. 20 is a high-level block diagram of the process inspector embodiment;
FIG. 21 is a high-level block diagram of the common inspection facility
embodiment;
20 FIG. 22 is a high-level block diagram of the software unit inspector
embodiment;
FIG. 23 a high-level block diagram of the data base inspector embodiment;

and

FIGs. 24, 25 and 26 are exemplary user screen displays.



on a server as a service application such as an Internet subscription
service as well as ' traditional software application. The system can be

i npl enent gd @ .4 sof tware nodul e used by an application, gdridpfbessd Outine
cal l ed by an apdication, or a s software plug in called by a browses' or
simlar application. The systemis ideal#y suited for inplenentation as a
hand hel d digital device, such as a personal digital assistant or dedicated
system where i DESER h OFV A RAJAVE FEMBODIMEENTS enabl i ng t he
digital device to be sinply plugged into existing | egacy systemor offered
as an optional upgr adlEwbgleihnRregor ievente, method andsysempor aemyrigatng datithe 1o
system can be inplenented as an enbedded devi ce, such as an application
speci fi ¢ i nt egr msredting, neniteriggABdGnalysia infomagpatie dardeulaii welt hiipdSet ysef or use
on a not herboard, application board, or within a larger integrated circuit.
The syst em pr ovwilieshef nternen spe chaling sw descdldi thg, prepeatdinnantionns equapmiellng on
information providing the user renote control of the process. Information
is 15 directed fued foe use Moms netsiorigcanruaticatiby syafermsXndidinggbumdt finited
transportati on nethods. The process anal yzes the information received to

i sol ate the datan haais, dx@alke IpteacesseityisibAgsEY)dad ainfilrf iiBerattBetnbevoricdb) ect ed
to a variety of inspection and validation nethods and systens. The results
are then used tenah@idafiomsy@teade and rating of the information, which along
with the results are forwarded to specified 20 recipients. A selected

reporting and noti figgolginthe peesét SAveR®H, nlethod RRS bsteROfof 86hRLRBAtRg dRnam ¢
control of the process is provided if specific information is also received

for the informgiaRito RsiBHAE 3RS SalysienBReRiBAt isSYsti&MQf wiRtfiwalkidation
and nonitoring is a solution for t%’e pl agui ng gar bage I n-garbage out

probl em t hat, al imé:rlexﬁéi’h%% &§ a§¥r§i&§ﬁ§e%§ﬁw9@§%sﬁééﬂstéﬁd sRAF o2 Q@sgﬁbédpth%ﬁn be a

result of human rors, 25 soft errors, any system or networ

conponent errors, Scipi . =6, P > .1l the

data. Garbage o £ geggrr]lw%@&ﬁ? eﬂa” hee%ussmetﬁc}/?(l)g@b %gltg 'ﬁgtéotneagtg%e %ﬁ%g in or

if the user add the b i:n. ] 0 f rb . d .has begun

fromsystemto 'Zlf}élﬁ%n%m g geli’saﬁggédﬂesﬁﬁagr?eagﬁlﬁ%ﬂl&néng%c%eg'&eﬁgggbgb&ila?ensi ve

process. The presen .i.nv%glteiltgﬁo can be used to bl ock garbage from | eaving a
V

QUS

conputer 5 or d?bclnfcap'@g i'ce as wel | as used to bl ock garbage fromentering

a conputer or digit devi ce ssentially functioni ng as data "fire
fal TP The data vl (RSB IR SRR s T P RR et GRS el
as a logical _barrier, which enatfl es other action to be taken with the data
that is al | Shed SHPUS oHEFE, netRsr (G COTEYEL SBIRAERE o PRI Bagr am
of the present invention, thod to and system for communicati dat a
i nspecti ng, m)n?ot"‘i?Fl?ol‘i@m&nH’gan8?'9%‘1@ ipFﬂcﬁer%‘at”FBn!O‘lDa‘t"'%fdlzﬁei %Ouegﬂpﬁ ged of a
plurality of data recg,rdﬁ 135 whi ch CO,nthn % pl uraIiLy of data fields |34.
The data 120 i sCPreeRANGEE 1eg! faiesiaes uBs dPo #86 lualdreavartivees dR& Thnkrysi s
means 124. The results of the functional analysis means 124 is provided to
the grade and r SN PEQCHANERES 1WPparemslsctivelyfaupled fto prpluglityaf wsssi Ylnent i s
15 provided to the signal assignnent 128. A DFIN 122 is used to control and
sel ect feat ur esthervgh ghg ilwersetnd PniBach vé the pluralivhal veeral Y& imay e yanous, t he
grade assignnment |26 and the signal assignment 128. The DFIN 122 is al so
provi ded t 02§ hedeyigen caanseted 30. thpdecall 2ompyteresypimy| Juglp aa rigardgisa bersegde130 may
be i ndependent of each other. The functional analysis nmeans |24 can be a
rul e based systaders REDIdetgptorsadnddotiey igipracerdevioes BIZ- eAtusemblO logateseamd
conprised of rules and | ookup. The DFIN 122 is used to override the
pre-stored sel esldctsnsudhhastbyaglisking ovidda imousdier pusuomeYebr pagestheyconté afn
exanpl e the Functional Analysis of Data 124 the DFIN could be used to
*select a which is located on the local data storage unit 106 of the computer system network

102, to access the content of the Web page. The Web page may contain links to

25 other computer systems and other Web pages.



" finer grain of analysis. For the G ade Assigned of Data |26 the DFIN as
an exanple could be used to select another grade and rating schene. For the
Si gnal 25 128 the DFIN as an exanple could be sel ect
the fi efﬁ&lbg) gl gnal WO 02/ 0323 _'7__ PCTI USO1/ 208~G ggﬁﬁﬁgﬁbggﬁ The
DFI N woul d be forwarded to the Data User130 for informational purposes
regarding the results. The G ade Assig nnenéw126 ses the results of
Functional Analysi s "dreraapienenied afa sepapiecsofwaiRap ‘CPtéCf”eF SYSIEB NPT s 1,

2 and 3, the data record 132 contains s the seven fields |nd|cated Al so
whet her the fi €ing SERyenNagrichaTveReyPRIRc2tip)t Juhay anlateplsybicrigiionseadcaas tsllan M or
O. The results of the functional analysis of data 124 are shown in the next
col um. For t hitedisionatpiowerei anplitasion Pakhe syslgmFcan s impdenieiitad. asThsoRMareies ar e
shown for the seven fields. The G ade Assignnment of Data 126 creates the

. field gradi ng amaliutehaseflibyl ah mpglicaiipn, Bolibraryi routéneagaped by raadapplicafion.agidaf i ve
are to shown and rating of GREEN and RED are shown. The G ade Assignnent of
Data | 26 al so cofatrephighia dallédebyr ddevsand dimila applidation. Foe systesisddealpl e t he
file grade is set to a three and the file rating is set to AMBER The G ade
Assessnent of DBaital b2Gnplemerdtltich @xangpd deldsdigital Hevices betheascepdranbledigifal 3,

whi ch contain the rules to be used for establishing the grade and rating is
the fields. Forasifiug ogxiadipited &ystentyentaded drcyn hitek disphiysicsli daedbarigradeallof five
and a coinciding rating of GREEN and all optional fields received a grade
of two and a cainiindithg digihi Bevi@f 1oREDsinipas pllgttd Oiftol H8stink Bleghcg sadiian and
rating the file grade and rating could now be determ ned. For this exanple

since all nandajefad dsiadl spsiond] @iphia¥@bRMArdard RaGke ONEteRPoiaNatvidel elMllei s a
two then a file grade of three and a rating of 20 AMBER was assi gned. The

rules to belouses?st&rﬁ c8if B& R Heidt & dnl BleEde@defitd, 8%chWiislah abpliABSARPetisbed by a
comunity of inferest which can be specific to a custonmer, a group of

conpani es, an '.mégl%{eaxe ro@if FASICESha‘% é&g@@h A SRIBAL fol 48 sﬁg%&&&rm@i sggnal S

that will be sent-to the Data Referring to Tables 1, 2 and

there i s shown )8 Of whnhin©GQesh inttdch€g dRugnd correspondi ng functional
anal ysi s resul ta?Blé&gap?édes ﬁl h% e">]<a?§p I e au abel is WO 02/ 032s3

PCT/ USOL/ 208. 16 _9_1?9%993,{1 Do} SRS AR Dok bihd cORMR,StheBs! o0 and

the label will have two pant rt con he f| ade and

the second partpf%P RisBh? mwcu% fehgeusé,au, o B Tl Rkl 21 omoﬁ%ond

part are separa erscore char ac 1S exarrp e, the

1] ename vol) d B8 @{Hotkgpgﬂ%é%uggggrvaﬁgaﬁ féxgsﬁﬁi o RS ggggwm&?ﬁw{hgas this

exanpl e mourd ¢t I'e grade and
rating for eac cretedvm

hTh rt he Sa(?lvl(:"n mt%lmatlon re¢ w? 6F Bah&R%mM élata 1 FE %hat I's
conposed of the SrPGFRAI* " Hdme })? a speci a e*8Xtensi om "table
processed. These data parts are then subjected to a variety of inspection and
validation methods and systems. The results are then used to create a grade and
rating of the information, which along with the results are forwarded to specified
20  recipients. A selected reporting and notification are also sent to specified recipients.
Dynamic control of the process is provided if specific information is also received
for the information to be processed. The present system of data validation and
monitoring is a solution for the plaguing garbage in-garbage out problem that all

computer systems must deal with. The garbage in can be a result of human errors,

25  software errors, and any system or network component errors that stores or moves



FI ELDSMANDATORY OR OPTI ONALFUNCTI ONAL ANALI" SI'S RESULTSFI ELD GRADI NGFI ELD
RATI NGNameMP5G eenSt r eet MP3G eenC MPSGr eenSt at eMP~GreenZi CodeMP5G eenTel e
honeOF2Re 2Red Table 2 FILE NAMEFI ELD

NUI\/BERG?A%@%%%& sanpl e. dat . dm 15G een2~G een35G eend5G el)ecr%lg&}%‘gﬁ%ZRed?
~2Red Tabl e 3 FI LE GRADEFI LE RATI NGFI LE -8 GNALFI ELD SI GNAL3 ~Amber ~. 3
anber ~sanple.dat.dm The filenane created by the Signal Assignnent 128 is
sanpl e. dat . dnzithe fe Carbaghewres replt ififhsuser fees apedadecdibs garbagaiy @ ibthe por
each of the seven fields the WD 02/032S3 -9 PCT/USQOL/ 2U8~6 correspondi ng
grade and rat i nijeraadds py the gptbage inTHAce thedloy efrarbagmhdate hes Yegen Homisgriah can be
transported to the data user by HTTP, FTP, E-MAIL, Directory entries, as -
wel | as a vari pyysés, s Rersequsntdessun s acosily dabaidnipnsivg provesse skilled in the
art. The Data User 130 nay be another digital system an individual or 5

_ organi zation, or a ftlhepresgdnntvgntionolaebe usEid¢o Datlagadeage fib80lenangkd sasputehe DFI N
| 22, the two signals 128 and the original data. The data user can nake a
deci si on on % heordigitpbdeivice amwell ag imed ddileckizasegt figo antetireg 4 cdhqrureadi digital
contained in the signals. As an exanple the data user 130 could decide to
not process t hededice,gisseatialtafuactfoning ab & dithefiigmvate Tise ddtr @all Gdn Yeavphysicalhe

i nportant aspect is that the Data User 130 can now to nmake a nore inforned
deci si on regar diangpr th eabife PO hthiao Welfas b Negiddbarisie ¢RicH @datdaf dliee asioartbi Nng to
process the data. Through the use of the |abel the Data User 130 can

wi t hout ~openi ng thilee widtiBe ddtd @at iFBlkAved tdlirgOREI ti on deci sion. The fact that
the | abel is appended to the file nanmes reduces m sconmuni cati ons i|ssues

regardi ng the condi R tolME. kR isa BlobIEGREME Gf tHSh&A6nttiMRnfidrehdthbg Vel
signals the user can nake a decision on a field-by field data regarding the

condi tion apf tgHSfstdnd B cERMuBRaBZIRMGIiRDEMinM théhitoREe Qﬁltﬁalyéigin@d?ﬁl_a%{ti cul ar
enbodi nent, the data 120 can be identified by a file nane’ The signal

assi gnnent 128 195511%% ;?le%ﬁééh%‘? ]g_}i‘)ilugzhit)l Svgla \Ar%ogﬁalgb %iéﬁycoﬂ'ﬁﬂnei‘ﬂhlﬁﬁtgtogat he

file name 136 or no ying the file nane, orresponds to t ta

120. 20 In one fubpdimef e (RL S9N F%"g'\rég@\t}é]?@hdac&aiﬁ | §85hE & dudcBoddinct i on

as a data inspector providing 1 nfornma e used to determ ne
Gt SO, LY 85, L RS sl U AR g D0
embodi ment - of ttnee gpardgsa%gt ra-tirrxlél %Qstxgln(f)n%n% 1268 sﬁxret 1%‘?(1'1'&? o%yt%te eg%de assignment is
15 provided to the signal assignment 128. A DFIN 122 is used to control and select
features and options within the functional analysis means 124, the grade assignment
126 and the signal assignment 128. The DFIN 122 is also provided to the data user
130. Data 120, the DFIN 122 and data user 130 may be independent of each other.
The functional analysis means 124 can be a rule based system, a look up based
20  system, or an external system comprised of rules and lookup. The DFIN 122 is used
to override the pre-stored selections that are stored in the customer registry. As an
example the Functional Analysis of Data 124 the DFIN could be used to select a
finer grain of analysis. For the Grade Assigned of Data 126 the DFIN as an example

could be used to select another grade and rating scheme. For the Signal Assignment

25 128 the DFIN as an example could be used to deselect the field level signal



25 whi ch applies predeterm ned inspection functions to each identified data
el emrent . WO 02/ 0323 -10 PCTIU 5011208. 4G The results 8 0111 the

i nspecti QV(%B%'&Q ons are recorded. The recorded results aperysAkosL 9r ade
and rate e file using predeterm ned crlterla to report the results, and
- the grade and rating so desi gnat ed par ies of certain conditi ons are
detected or determ ned, QFWU eolg ﬁ? t he subm ssion of the { |l e
contains a DI MEPHERN S TR rygiged te tisPaa sy 139) ff’b'r“foc“ﬁé“o“a

pr edet er mi ned paraneters_that control the specifics of the inspection,
recordi ng of r8¥ypes resgidittehaisstsat i ng, reporting of the results, and
alerts and notices. This feature enables the systemto be used as foll ows:
a data wal | (prevenlin§radachssignment dehysesthe weaultsaf Funstionalochupbsisyof Data
continuous process data inspector; a common data inspection facility for a
data exchange d&hmianithiy exanml@m‘qut@iat'ﬁabiqsépé@mdﬁ, thodateleecardd32 bemaed by
software units; a database inspector; a data collection device enabling
data to be 6ol Heceen Belds méivated/\edlspmlmﬂwlttbeﬁﬁhiﬁsmlﬂatawd)rmmnaﬂ iisedlsh
notifier, wherein the quality of the data is qualified to the field |evel.
The DI M | abel islicated epislr at &4 oopt | Direaesudte tof dfe filattonahatklysiarfhetail2élaceded i n
the file subm ssion. The formcould be a | abel appended to the file nanme or
a | abel sent i sheawnlib thessageuhn Fdrehis erawpie. P diep Pedehd Frilplid Fpidr @het er s
that are used reflect policy, business rules, operation rules, technical
rul es node {f ofalaesadiplskowpropthecievennficidyf TheeGalld AlsignneaD6DAY 126 GWhteeent s,
grade and rating requirenents, reporting requirenents, and alerts and

notices requir e¥emdls gralidgahl the MRIdCRtihG BoeMiseekampld @ﬁdetsltwe A8 five 28
submi ssi on request, contains a tracking nunber corresponding to the file,

the parametigr s gginesldadtind ofSGIRPEN Sh@REDI di@shodnd 10 hdd AdspinARiti FDatal he
| abel can be appended to the file nane. Upon the conpletion of the data

val i dation andsppid @Feht@gtt@rff?é:? ado ardTAE PN ﬁ&echlsleiarﬁ@ea{eeme he R sepnt ai ns
the results of the inspection (grade arid rating for the 25 | e) and ot her

key informatiog, gm%tang%fﬁ)é%,% gggq@AMﬁglﬁ data validation and VO

02/ 032S3 nonitoring | abel can be appended to the file nane.

PCT/ USD1/ 208. t & A 44 %,mnA{;@ssﬁlumftbag FBUPLLY oAl W8 Bkl mode or

automatically ' using an application progranmng type Interface (APl) node.

Cneerbodi ment .l a1, | Bka! AGHLY BoTRIE L RAReR YRRPERIBSR: By APkypde uses

any software i ustry poss! can e requir

prot ocol . Al‘sf e e(?(!ist t por gx]gsn%% ETE{,{ mand&tol?)? falds 'ggt%'vg%%f# fnt%veaanrc%eaﬁt na{nﬁg

data fil e, vvltﬁhe ensi orr.

system handl es i HE ratlslf"gtc% @[EE&@ and all optional fields received a grade of two and a

coinciding rating of RED. Based upon the field grade and rating the file grade and
rating could now be determined. For this example since all mandatory fields are five
and at least one optional field is a two then a file grade of three and a rating of
20 AMBER was assigned. The rules to be used to grade and rate fields of files will be
established by a community of interest which can be specific to a customer, a group
of companies, an industry, etc.
The Signal Assignment 128 creates the signals that will be sent to the Data
User 130. Referring to Tables 1, 2 and 3 there is shown an example of a record, file

25 and corresponding functional analysis results and grades. In this example a label is



el ements. In yet another enbodi nent the subm ssion service where
streans/strings of data elenents are received is not required. 1o The setup
and confi i for the predeterm ned paraneters, criteni nabl es
custonizaﬁ#g%hggﬂthe process for each custoner/account/ung%/ hpgmfﬁcludes
t he specifics of each data elenent in aPfile as well as the specific set of
i nspections to b erformed that c j se the ipnspectjon specifications for
that file. The @gﬁgﬁ Ihﬁn@g&rnet%éma gg“a%%“éf-‘c%a‘sw atﬂHéL? h’@f)ewﬁ‘i kAYefWRct i on
are reported in custom zed, ~5 custoner/process specific terns in a |og
file for each fRafte Shin§ush gt corﬁngF}P%glgn@a‘?qq@@nW Seronth@eih sentaiid theylleem f or
communi cating data inspecting, npnitoring and analysis information, can be
used t hr oughouttatitge Ther rstpast and dhe seppdi RAHaS PRPARHEE dinthpewdpispare paractr ar t i ng
with initial unit testing through integration testing and during
production. This kakobBivueample tenitlpranic waild bﬁrsémhwgt-éy"@%r Cle signal form
and any type. The data only needs to be presented in a formwhere the data
el ements carf beassigement fl236ir ¢hi§ enamplerwadd craast adielddetehsignad that waitld cordaie
skilled in the art could inplement. ' The present invention, nethod and
system for commbegrdt amigatieg far ¢anls pbe saven fieldni A Gite imgreatadiwithalnyrse that is
information, can be introduced in any phase of a 25 project/product life
cycl e. For examplmpsddfof#sheprigjnetampipbdacpedia fitd axesmsiyn.i N pr oducti on, WO

02/ 03253 -12 PCT/ USO1/ 208~G then data validation and nonitoring can offer a
solution to a variety of issues that typidally ari se (new rel ease of
software is installed, a new technology is introduced such as Electronic
Dat a | nt erchange ( :DIF)BLlﬁl\ﬂ‘e)MA&IDmbRMRe pr pgraciionsL | N[ T haedeVel opnamt
phase, then the vanious 5 delOBTIONAYI QU SANA KKSITRESVETS o GRAPING a5 RARIBEGT \var e
unit inspector canthe utililzed The earlier the prese invention,__nethod

and system for compmunPaBting dataMinspeciing —nbnitoring afdd anply&pes
P~

information, is intretfibdlint-o—tje—projeet—t-e—eyete—thd greptetcthe
. ) ) City~ 5 | M . . s I “Gryeen |

or gani zati on benefi Sta e COoRL pPet rransacy o TS retyCet, T A, 1T

cost of ownership pegl@ad IS Tedyced. The presgnt [ NVEentign, et igekt,ang

system for comuni ¢catdieponddt @ 1 NSpecting] nonitering and anal yS| S Red
i nformation, inspectsGaddra jon_an Pndividual fiefdby-fileld Basis Red
(intra-field), and on a field-to-field basis (inter-field). Therefore, this
i nspection process can becone business process aware to various |evels,
dependi ng umon custoner needs. The inspEatlé bn functi ons perforned on each
data elenent will ~5 be enbodi nents of techni ques that those skilled in the
art could inplenent. FQrFIARNaMANDFELIYNUMBERBASI ¢ ¢RAE dat d t gwEINGwWhAt are
the type of values that_would: be consideredia different data type;|and,
for that data type the (aMldatdnhat could be presentd but theirS®#rm and

content can be cl assif ifed—to—asstst—i-Asdeterfini ne‘y; he—+ogt cgtleig,ﬁe of the
probl em val ue. 2o Thi s woutd—theprtetp; chassifythe;differentgggut] ons
fthis TS atexgelype field

that coul d be present ina fierd An exanple|o0 g)
that was being used to([store thelnane of a city. For This [fielrdg There may
be certain constraints|put on the field valué. Exanples includked greater
than three characters; no backsl ash characters; no underscore characters;
and, no space characters. This type of data filtering would be 2s done
prior to looking up the city nane in a Balabase for that zip code. There is
the WD 02/03253

FILE FILE FILE FIELD SIGNAL
GRADE [RATING SIGNAL

3 Amber | .3_amber | sample.dat.dmi

The filename created by the Signal Assignment 128 is sample.dat.dmi. The

15 contents of this file are shown in Table 2. For each of the seven fields the



-13 PCT/ USO 1/2086 hi gh possi bility that the | ook up would fail, but all we
could indicate would be "invalid value." It would be nore informative for

t he root alysis if other ' characteristics of thep 61,08 1E
identifi e‘galﬂgﬁ%zagoul d assist in determ né ng if this was a (\ég/ ?né probl em
versus a user problem Since data val i datiion and nonitoring 5 also serves a

di tic tool, th | be in hel ping. t th

[ soue woul d bo AU B AN, T ErHeE o BF Barie ?ﬁ@é&"iﬁ?“f?s a
d for classificat t hat f thi

wpal d be |t hE=y B BB Pt Bade @Jﬂ%@?’ EAT (B gues el as an

exanpl e, assume the limts were 3151 from5 to 10. Anto

i ndi cati on couI“éF“tf’é”@‘éq%%f%lEPE&e dyhay 4r‘?ﬁ“10§"""t° thosikiliedimibe@fie generi c
"invalid value." Therefore, a sub data type could be "range. of val ues" or a
"set of values." In b?é@%ﬁtf?hdéﬂtWBh‘”n@“ﬂEﬁ‘Bﬁ& sysemmen ondigishabnr cat i ng
data inspecting, nonitoring and analysis information, an inspection
function |iBr aroygaln!?at@b@lratgéﬁ parcbrolst 4hePetediser 130neceivss theiRRN 22Bpect i on
functions to be perforned are identified 1s and stored. Additional

i nspection fundwpcsizsalsdRs leed thermaiginehdaty. JHeldatatusertdan makpraadegising addbé r ed.
The capability for custom zed inspection functions for a data custoner thus
is provided. | nisgpesitioroof theidatd basad upemthe sefomeation narltaisa@iinabs siggals ol aes of

i nformation. These external sources can be databases supplied by others

usi ng vari ous neanpgle (leodat?aseexHnpdudd d&ieROMot prbhesy tleasrigiiad datb diloifithe
informati on sources that are accessible through a |ocal area network, w de
area network, @rada igkln&adr IoetnoThe inTioetantribpdactrt thairtheo Duiai Ueed 130 odn fidwese
sources can be static or highly dynam c enabling the particular type of

i nspecti on @CCQudte AGhdte infrme® dedkiGiERgarding titdaposiich clukd\@md leCatddurfonet hods
are used for security identification rights and privil eged 25 purposes.

Qper ati ng met riggstin rt@g%hésmhe@ag, statistics are maintained on a custonmer and
WO 02/ U32, 3 PCT/ USO1/ 208.t G -14 overall basis. Reports on this information

are made avail able trhfoaglgdne asewfqmglselmcba@; D& 156 ARdahdut SRRidd tRgddiet hods.
The present invention, nethod and system for conmunicating data I nspecting,

noni tori ng and fﬁ‘@ar{Mé'asdi'swsf?loHQfeb@iBn R B8 BRYAEL0UNIp3har e Tt 00K ng

at a detailed illustrative enbodi nent. Input Section (Assunme no exceptions)

Read the file %Qﬂleétr&fu@es' Riseblim 'Tuﬁ‘igﬁtong'xgs%&t ?J%ermq Gﬁt %ﬁxt&ﬁr&eﬁ@oﬁh‘?& ng

blank log file using the nane o e 1 nput e extension of .l og.

Read the DFLN (1aRel) ushYnd@Mhal Ginal he LIS chhakdPhdcilon RS cbiiyor | 01 Nal

dat a sour ce subm

field data regarding the condition and trust that can be associated with the data. In
one particular embodiment, the data 120 can be identified by a file name. The signal
assignment 128 can also provide high level signaling by appending to the file name
136 or modifying the file name, which corresponds to the data 120.

20 In one embodiment the present invention is implemented to function as a
data inspector providing information, which can be used to determine data integrity,
validate database and assist in the cleanup of a database as well as monitor for
garbage being sent between data users.

One exemplary embodiment of the present invention is a sofiware system,

25  which applies predetermined inspection functions to each identified data element.



1o Included are the DI M| abel and other process control information. Using
the DFIN (Il abel), determ ne the intended disposition of: input file; |og
file; an <Jhen at the conpletion of the processing i t ches
accordingYéﬁbﬁE?%g the DFIN determ ne the | evel of analysﬁgﬁF%hEgﬁw
performed. Set up all appropriate swi tct®s and pointers accordingly. t5
Using the DFIN determ ne the special instructions specified and set all
appropriate swHgpeseitafamobe fspection ferstignnye yecordedat bedpepricdgatulisdékage by
assi gning a uni que input sequence nunber to the input file and the DFIN
Val i dati on Secpesrio 2eade fnd fgts the fils usivg gradeteriningtecriiw i vrrepastise tEsulsfe anchot
equal the length of the file read in, then execute the rule for this
condition in tie gréeprd oiing sadiesigoried apties ofgertaiteorfditioss afd deteptest of he
record/ row execute the associated VIEC Rule. The VIEC Rul e specifies the
val i dati on/ i nsgetemntioed. dalithis embeduneny, tharsobiissigy) of ket filpicpitaipe adpidl ilabdl agai nst
each field. 25 If the rule produces an exception condition then execute the
assi gned rube iwhich dAf) PRIG326BiIssiod, BETNdI{redet2@BreGparhmeterschgtcomrolclendi ti on
table. Repeat for all fields in the record. Read in the next record.

Det er mi ne t he wpeiicd of yipeinfpectidnh eecodagr af rasults,sghdecdndtritinge esppempaidheng VI EC
5 tabl e and exception table. For the first field of the record/row execute
t he associ at ed rédulsCandidlerts dnd hbees, UTlEs flatetgableathe Systatbibe nsed@n ddliowdn t hen
execute the assigned rule in the exception condition table. Repeat for al
fields in the nek@rdall bevBapgahe APOMEInE QT tl&lﬂleﬁiexﬁ?d@ésﬂz&f«)r; Q¥inbdust grecekd | €.
Continue to the create | og section when conpleted. File header and trailer

val i dation Ver ightt ifshborNabBinthén ¥ah irdpdctibe fRMEfOP b ibte bkdhBndeScoR@iunfpac. 15
Any parts of the nane are per spec (may be separate from header). Sequence

nunber if ppesepk dhd i@ﬁé‘fﬁﬂ}f&@'aﬁ exga]@géd b\}ﬁehwrlelﬁhhs@alala@%é inSpec®rNERLT

structure i s per spec. s valid for the file nane Al conputed fields

are correct (e?éouem&eaanéih@%@g)dat Al beOdon&dted énglIgﬁe@éﬁp@&qsmra@%ea&oe& -

creation date is not Int ure). - Is valli or the record types in the

{/\iol 8 Z/EXUgggge?' 1%&@%1@1{0‘%@:’, h&bHSh P RIR e dabis quatfHel A the FEfdQevel 2PneX NET

DIM label is a separate, optional set of data that can be included in the file
submission. The form could be a label appended to the file name or a label sent in a
15  message to the server.

The predetermined parameters that are used reflect policy, business rules,
operation rules, technical rules mode (for example, production) of operation,
recording requirements, grade and rating requirements, reporting requirements, and
alerts and notices requirements. A label, which is created at the time of a

20  submission request, contains a tracking number corresponding to the file, the
parameters selected at submission time, and other information. The label can be
appended to the file name.

Upon the completion of the data validation and monitoring process, another
label is created which contains the results of the inspection (grade and rating for the

25 file) and other key information about the DIM process. This data validation and



PCT/ USU1/ 2U8.1 G Condi tions detected will be classified, for' exanple as:

I nformational - Condition detected; no known inpact (blue) Warning -
Conditio .ed that may inpact results (yellow) Errorpe Jokicon
det ect edqyﬁg)%g%g/w Il inpact results (red) 5 Log File En???@g%ﬂ have a

variety of record types WIl be a flat flilre The records nmay be a variable
or uniformlength. The record types include; to Header record and

envi r onnment dat"&orF_iPF‘B%la%&%"%ﬁapPﬁﬂﬁﬁ?@tt“éO]@ﬁﬁmEode, date and tine,
process ID) The log file will have the file nane of the input file nane.log
(i ncl ude extensi on) A fils g8 Peigybmtisd SOFWRIDY inpipintsRcEMY MEA® S8 aptgmaticaiy
process M scel | aneous nessage will appear that relate to log file entries
and status of plBEesSPplipatimepog@MyEng tyae ingeifaee (Aflbmodsy ePng eghedigent phe
record will be using typical M5 Access data dictionary type attributes for
~fields (type, rarictataotive, madeaisys.a Wetebrowsssr dheAPl migde eise erkesdiivare ipdusper

| ength and filler space. The Level Il check will include those

field-rel at ed imsshelspdssible tist par hawdethd asuizg! ghovel. dalikdopthiberebmrslinend
confusion. This includes: zero field characters; blank WO 02/ 032S3 -17
fi el d charact ercan bet camdd@biiist fiR)8 nanmedAlata fex odfhtang e of file eRendiagged and
the processing will continue. The process will not be "using" any of the
data in the fields (@styei ahdtieraemtaddirgat,i de- sy pimdtRSsnambd TR dfedgh |1 |
check will be application-aware and, as a result, will check individual

field val ues. Tasmtstregk anavhdrlenibagimetethe SPERisioCsontibOwRdt Gurvadsiiamebex. | A)
A possi bl e technique would be to do a | ook up on the field in a table

Ei ther a deni alofhklRERPEYre(BRIVBY RG0PARGSRS. I f it is not explicitly
validated) 10 or a perm ssive philosophy (everything is passed unless it is

speci fically, deni ed thPketdp hl &ntigh@tdrifdP ehelisidbidnURY pRiamedR) critthe devel 1V
checks will validate field-to-fiéeld relationship wwthin a record. (Ex. - If

one field has a,sRacd SomiMabHes tht gﬁ)ees@rf&téaa{ cstoflefladcBihtAN:Y TRRMSCIRes
speci fied set 01! values.) t5 There are nore application aware checks that

acknow edge th%hé%%@ﬁgs?&gg{jh%&%{en%ﬁ WELAe bl %Elf?sg}d?ﬁglﬁﬁ%&%@irﬁgegmggs to be

devel oped/ sel ecte resses the 1ssue o ng the ge base
and processing bfeOEer?anlne& r-fﬁ“atl @o\ﬂﬁ)lrisg h[ﬁé; iﬁSpection specifications for that file. The

conditions of the data detected by the inspection function are reported in customized,
15 customet/process specific terms in a log file for each file submitted.

The present invention, method and system for communicating data
inspecting, monitoring and analysis information, can be used throughout the life
cycle of application/system development. Starting with initial unit testing through
integration testing and during production. This can be used to inspect data from any

20  source, any form, and any type. The data only needs to be presented in a form
where the data elements can be identifiable (or parsed) using techniques that those
skilled in the art could implement.

The present invention, method and system for communicating data
inspecting, monitoring and analysis information, can be introduced in any phase of a

25 project/product life cycle. For example, if a project/product is already in production,



A perm ssive phil osophy could be used. 20 Level V checks will validate the
field-to-field relationships in/between different records in the sane file.
A perm sgj il osophy could be used (i.e. - all passes g ks are
sel ect ed)wd/ é@g#sl VI, which nost likely is not practiced, ﬂ(fsmg%]@g@?dat e
data between files. 25 Levels IV, V, antVl are not to be programed but
may be considered in the, WD 02/03253 - approach and design of Levels I,
I, 111. Creat @ewgagéafaiﬂ%%wmr@gaﬂav ofpok Bty 'PReVAigY RS Mlacor d
per specification. PCI/USO 1 /2U8-16 Move the DFIN into the correspondi ng
field in the hEalaly ise oy relpagy Ffsoftyvais is Bigtatied, @ newdeahnelaey isdnttaducsdut put
section. Qutput Section Create an out put package by assigning a unique

out put sequenc@'ChGﬁE@?t"WW]Pﬂ%mtﬁ"fﬁi?ﬂgf‘r&im)land log file. Referring to Fig. 3,
there is shown one exanple a high-level block diagramof the overall check
process for a fiel dVhahe sofmarenproissisutnethe dyzelgpment phase, shenuther vespusn
request and sends it to the data validation and nonitoring (DVM server
204. The dafa wmatlélsl ptevionsiandscnibed apmethgs seroltware 20t ingpecionsan be ttilizedendi ng
conput er 202 the docunent/ftle a tracking nunber and an encoded data

val i dati on andTHi& eantipni ther pragent aipehtion] methaeinersld editehm @] camntracatisg tda opt i ons
paraneters and ot her selections that were specifically requested for this
subm ssi on r eqimegdcting] meoniteriy agl anlypivtiebrordian,sip pardscet atodtht aroyeat liftat i on
and nonitoring |abel to the nanme of the document/file that will be

subm tted. Thecgeneiengeatd Mubgani2A0idn tbhiefitsS uliiht Sodt per franssctioAieredadeth t he
appended | abel and the docunent/file to the data 20 validation and

noni tori ng ser werthe 2Rdof dwhbisBipGRnudiEs edpetgh or pul | process.) The data
val i dation and nonitoring server 204 receives the subm ssion and processes
it using the informae QRseRNIALRRA, | Rethhte HUDYseH G6r ABHnhRI@ILdHaned
information that was stored when the custoner and this docunent/file were

set up and regigieRtifd noRitd ity MatRalyd hdfhiRn, RHEcEBRL bRLA RRIVRREVSI4- 25 For
the custoner setup, all the information required to process a subni ssion

WO 02/ 03283 - | Qa8 ThiS2B8aP and on a field-to-field basis (inter-field). Therefore, this

inspection process can become business process aware to various levels, depending
upon customer needs. The inspection functions performed on each data element will

15 be embodiments of techniques that those skilled in the art could implement. For an
example Visual Basic (VB) data type, what are the type of values that would: be
considered a different data type; and, for that data type the values that could be
present but their form and content can be classified to assist in determining the root
cause of the problem value.

20 This would then help classify the different solutions that could be present in
a field. An example of this is a text type field that was being used to store the name
of a city. For this field, there may be certain constraints put on the field value.
Examples include: greater than three characters; no backslash characters; no
underscore characters; and, no space characters. This type of data filtering would be

25  done prior to looking up the city name in a database for that zip code. There is the



is registered and stored as predetermned information in the data

val idation and nonitoring server 204. This predetermned information wll
be used f subm ssi on made by the custonmer and det
specific'§p§@é§£¥ng to be . perforned for all subnlsS|onss&?h@§§ﬂ$ornatlon
is also used to determ ne what 5 optionsg3and paraneters can be sel ected for
a specific subm ssion. The setup requires that the custoner pre-register
each docunent / fhighepasaitridity shet dlet lonly up heouddp éaili, hucall nepentd mdiate ovdadd per f or ned
on each data el ement of the subm ssion. The reporting options for the
results of the ‘imsikeetliion Khrveukebenbednfandatst dorettle tapticaust ealyggifstiey. The
notification options based upon the results are selected and stored in the
regi stry. The ghaditeristicoobthepahfeorare ieotifiddhtbatr cosldl dssist i deednemlingdif altiel st or ed
in the registry. The data validation and nonitoring server 204 processes

t he subm ssi on wisiargding @ridiedd eérarsm wadprobiéor Bhice data Shlddadoh fifdofviERtibp and
contained in the DFIN 15 File. The full results 206 are returned to the

sendi ng conput also26Xes 4 bRgrRae BN tHefhére egpliRiiit dag Be Z2RelFiag tdORoBRNEe the t he
receiving conputer 210 based upon a conbination of the custoner setup

i nformation 228ssut abgld be AfeIuEBId BRhe$e,. and the results of the inspections
206. The data validation and nonitoring 20 Server 204 is coupled to an

e-mai | gateway 212, jydlntdcidclimbante %eFeh?aQyM PG R afihs tRHE 1RARGERAILA ©
reci pients nmessagi ng gateway 214, system adm nistrative conputer 216

transfers the sgiip Aéma&gmdfgmg %u@r&e%ﬁh@%m@&@% Qs s&ﬁdpyﬂ\aqéﬁm?r The

various specified conputers 218 can recelve the data subm ssion 222 and

transmt back P40 S ¥PhahBf, LESHL IR 1740 wgéa@&fﬁ%g%})@gsngﬂ}zlg there

is showmn a bl oc agram sendi ng conput er

PCT] USQLI 2036 R0 oFif pe St YR S00- LEAU%ah fIPRRGE! 705 AL eo for

exanpl e the interaction at occurs between 2 and

the data valid and itorin erver aut hor ti,opn to submt a
subm ssi on reqﬁltehs'ie %926 S”@J& bt"ﬁ&"%? ?‘?gfg%vah% i graresgteqfl\)%@eﬁ n the form of

t he i nput | abel, th act m,sion 222 of the file is handled b
t he Idaltozl; subrmi ssi on Wﬁ?fug}nv #0, “f‘ﬁtg ‘g%{\dafylgfmrﬁ?‘scé’lngwnfﬁ%”% '8%;%"8 Y

transmttedtotherecewm uter 210, Referrijn there is
Shown T ur ther _durPTnG fnd REeoRaaR N, b et ohagen 185 it g Fon as can
be seen are type of request called jnter actl ve. For this enbodinent this is
a manual proce§§°wéar%elaerﬁrtm%?m%%‘éspﬁ?wr HpRtioss tods perfermeg ats jdentifiedy

submi ssion. For the APl type subm ssion for exanple a full automatic

di al ogue octur " apiderfddiionaldntrsign denepansen do dynaica naddedtia thedibragat i on

and nonitoring server 204. The | abel may create the input |abel, which is
part of the as desired. The capability for customized inspection functions for a data customer

thus is provided.
Inspection functions can use external sources as sources of information.
These external sources can be databases supplied by others using various media (for
20  example, CD-ROM). They can also be other information sources that are accessible
through a local area network, wide area network, or a global network. The
information obtained from these sources can be static or highly dynamic enabling
the particular type of inspection accordingly. For each session, standard
authentication methods are used for security identification rights and privileged

25  purposes. Operating metrics, results, and statistics are maintained on a customer and



subm ssion and an output |abel, which is a result of the data validation
and nonitoring process. The tracki ng nunber manager 410 assigns a uni que
tracki ng wgohhyaer for the submission that will be inclu sUShlgss! abel
option selection for this subm ssion and, provides info to the |abel nanager
408. The paraneter sel ection nmanager 414 determ nes what paraneters were
sel ected for thi i §Si [ . . Nt ' t el
manager 408. T ee;asl@s [eym§§§t?t§oﬁarﬁﬂ%glgo?mﬁ%s%%ﬁgé%l?@”a l%rﬁlltn% grafbg%‘%%f l(I)I%'?he

dat abases 418, 420 422 The registering 20 manager 424 conti nues
all the infornd ?losrtla%tg%gtlemvvgs&gl\gq Oéi(%'t ed when the setup for custonmer process,
file was perfor med.ThI%ef %Sgitngnvt oF II:]i 9 tgddthgre '{s s{gown a dettail f the
syst em adni ni st r at of"c AP er™S1EN GIERY A SFRL PO TUWIENE Ry i n
this section. This.is a prerequisite for processing data to be subnmtted by
t he cust oner. *Fﬁl?eg“%smf’%mwﬁn% i 3 ,S'Soﬁ'g&lngt'% PReb% gtfeérr'ﬁwe@té’f’gg’ysessi on
manager 502_and the other the custoner naintenance WO 02/ 0323 -21

PCT/ US01/ 2UB~ Og'@gﬁbﬁd%}?ﬁgl@"@ﬁﬁ?m M&fst omer process nmanager 510

regi sters each nBrO ess that a custonmer will use. For exanple there could be
a EDI order enl"PY SFCHRRLSSURAYNAFCEPIERY) | nventory process. The custoner
reporting manager 512 registers what reporting options that the custoner
has sel ected. ExanpRed thy Blend siorelo Sl baw dregfopypiireate g correspapdinechiatieet s,
pagi ng, and e-nmil. The customer security nmanager 514 registers who are the
al l owed user s, logHie psipg dhsmame @A thedrpuidlenbids tha sytentien ofplagy i Readjths RIHYY wi | |
have. The customer grading nmanager 516 registers what grading and rating
schemes wi || bdabgbewhigh aopigingialldhq mfarmatigiythat the leeiginpledagh $apas|submhiiedsyst em
data manager 518 controls all the interfaces for the data shown stored in
vari ous 1o '@at biblidedargrite PBYldsbel and| it negeess yenterdrfomagion.t Usigg thedPENry 520;
custoner grading registry 522; custoner process registry 524; custoner data
el ement regi st (igbeh2d:teroninst thevmtendadtdisppsitiené s inpyt B8.80g GlesandiiiNopt i ons

regi stry 530; custoner paraneter registry 532; and, customer security

regi stry S34. Ref erThengt the céinpgjetion, of thegraessingshicaliswitahds acdordilgy.cust oner
process manager 510. 15 The VIEC (Validation, Inspection, Exam nation,
Checki ng) to be pertgngrdd DiiiNekechnidatie letcbotatalysis 16 egbatemed Barup.aliThe VI EC
setup session nmanager 602 and VI EC nmai nt enance sessi on nmanager 604 are
simlar to Fi gappbopribteaswiches ahdipdliiteeacavediagder 606 regi sters each individual
VI EC function that wll be executed for the specific data el enent. An
exanpl e wous d be taUgheak DOIN \Waleimtiny ahdiesecial hetraanals tsheificioghd 20 ananager
608 determ nes what condition code and explanation will be recorded for the
various condi t ipRspridetsestrd aby pdilers Mtdotdimiipcess. The system data nmanager
610 {518 in Fig. 6) controls all the interfaces for the data shown stored
in various databasesreaadnd Qriﬁﬁl;pidllsﬁ?t@ DGighine a\linkfue fige béaBnde8@IMBEF 8 61 2 and
the condition code registry 614, ich are part of the Custoner Process
Regi stry 524. @aidpet BlelahthellSFIRI . 8, there is shown a block di agram for

t he custoner process WO 02/ 03253 -22 PCT/USII |/2086 nmanager 510 in Fig.
6. The cust oney,06eSsctiggnager 702 interfaces with the process registry
704, the object registry 706, the entity registry 708, and the field ~

registry 719. If the file length in the header record does not equal the length of the file
read in, then execute the rule for this condition in the exception condition table.
For the first field of the record/row execute the associated VIEC Rule. The
VIEC Rule specifies the validation/inspection/edit/checking function(s) that will be
applied against each field.

25 If the rule produces an exception condition then execute the assigned rule in



Referring to Fig. 9, there is shown a bloclc diagram of the custoner
reporting 5 manager 512 in Fig. 6. The custoner repo~~ting manager 802
interfac Lihsthe log file registry 804, the notificatipprageiskiey 806,

t he speciquwrb;g%g?ti ng manager 808, the ﬂ nam c contr ol reg?stry 810 and the
grading reporting registry 81 2. Referri é'to Fig. 10, there is shown a

bl ock di agram :flf thg tcustocmeor],[g{rb?di ng manager 516 in Fig. 6. The custoner
gradi ng manage SR EPYALES™ Mt h the color to grading registry 904, the
rating registry 906, the_.reparting registry 908 and the special grading
manager 910. Ref err RAB4 B #ﬁﬁ?ldimﬁ‘}e&eﬁ%ﬁ-e i s shown a bl ock di agram of the
custoner security rrigacg.er 514 in Fig. 6. The custoner security manager 1002
interfaces with the SeERdLe EHEF®! nmanager 1004, the privilege registry

manager | 006, the dynami ¢ 15 control _registry 1008, the report.in gistry
1010 and the notifi ‘ﬁ“BPi*f’rﬂ?af’gfie%‘»‘["‘1[l VPFé‘ifé.e’iéé‘?')érﬂP? ﬁf‘gecféileﬁoa‘?é%m‘s‘“& REG ) o
shown a bl ock diagramin the custoner options nmanager 506 in Fig. 6. The
cust omer opti oAINRKEFEFPLIEN EPIE nt er f aces with the custonmer process options
manager 1104, the custoner reporting options manager | 106, the custoner
paraneters options Hankgérst fialdgf the pcpidaow g3scyishe Bepciaditn{IBCAlIei ons opt i ons
manager 1110. Referring to Fig. 13, there is shown a bl ock di agramof the
cust oner par anet er s lithnagde prodogs pmexcegfiongonditien dhgs expaele tsaassgredavls itranager
1202 interfaces with the node selector 1204, the VIEC | evel selector 1206
and the functi dire excepiivheendifiont2gs, WO 02/ 0323 -23 PCT/ USCOL/ 208~G
Referring to Fig. 14, there is shown a block diagramfor part of the
custoner setup sessRepsit frankfelds B0k jecordki g. 6. The custoner policy nanager
1302 interfaces with the VIEC policy registry 1304, the reporting policy
registry 1306, the Repéaf atwat faynll pobidsyowsayitstfily | 308, t he gradi ng policy
registry 1310, the DVM policy 5 registry 1312, the ownership policy
regi stry 1314, the Seatituectiythpotehte Yoo segicatwhen k3dfeted.ne opti ons policy
registry 1318, the paraneter policy registry 1320 and the reference tables
policy manager 1322. Referri ngFilohdader anbtraildrenkditinshown t he reference
data is used to determne if valid values are present for a data el enent.
The reference dakify FieHgRe sMlid to interfaces with the system data nanager
| 404. The system data manager |404 controls all the interfaces for the data
shown stored in var irQefafedtabacaspanrgect or ns i ncl uding: reference table
registry internal 1406; reference table registry external 1408; reference

service regisstry i ntagkpahs I iancQfPLRRE (FRY ¥E SPaaRdiont Kead@xt er nal
Sequence number if present is acceptable.
Other
Verify File Header
File header structure is per spec.
20 Is valid for the file name
All computed fields are correct (ex. - record count).
All other fields are acceptable (ex. - creation date is not in the future).
Is valid for the record types in the file
Expected blank areas/fields are blank (ex. - binary zero).

25 Other



141 2; and, reference object registry 1414. This data can be in a variety of
forms and froma variety of sources. The internal registry tables represent
dat a t hat] rated within the custoner's organi zation gRl € woul d
be aIIow@ﬁP§2@$§ﬁsaction types. The external registry tabrgﬁﬁgﬁ?ﬁ)represent
data from sone ot her organization. An e%éhple woul d be zip codes fromthe
U S. Post Ofice. The service reqgist internal is to use data |ocated on
servers, CD Oaf"'it'\?%s's‘,?eteéfeg,w”ﬁg? a%'f{eﬁ’if‘g' WP’B@@@ An exanpl e woul d be

al l owabl e part nunbers. The service registry extended is where for exanple
data is |ocated on iﬁW@HmQFPé. An QRQH%}éﬁ tH”H@“TH@PWﬁﬂQ%? price for an
et or m ned. A examVBAbUL d Do oAU Bok PR UEGRGH on &
specific port. 25 WD 02/ 032s3 PCT/ USO 1/ 208G -24 Custoner Registration
Referring to Fig. 1610y dat a "val i &apqigep %@t%%tﬁwwwg?’éﬂgf%%(r%r vice
person, using system adm nistration services would register a customer with
t he data vali d&e&He EAticfoni t ori ng servi ce using the custoner setup

servi ce. AII_infornq&Hon 5 regar%ﬁng_the services sel ected to be provided
fo; ?LI subm_fs_smns],c :Ekweegwsﬁf?lﬁW6Hg§§esh gll asF00|a£ed dat a OblfptZ’
an e specifics of the inspection and eac ata el ements are specified.

I n addition the type¥ilble sflgsfdessi on (e.g. Inter-Active), security services
sel ected for both user access and repo~~ting and | abel services are al so
speci fi ed using the Bystendsariyiba a yanaplecwsinifTirelengboui ng servi ces for
grading of the results, delivery of reports, log files are perforned

t hrough t he del i ver ylI'secopidigpes8pheleal notifications for reporting results
usi ng email, paging, and nessagi ng service are provided through the
del i very sewvi ce. The Hedder regord endeineeenngsit ddghi sh the pricing to be used for
the various services rendered, resources used, and priority selected. A
request to setup a newEgododerer i 502 initiates the customer setup service.
The 15 custonmer setup service 1506 is used to establish a new customer for
the application. This Ewdnt Ranitdl&empredd, b a6dIShe PRdceSEDYP | ssues such as
centralized and billing issues. The Data El enent Identification Service the
data 1508 is used torigelogrfie Ral have tHaeriid aameedran® Mputifild nddge.log @inalugél f or
processing (ex. parsed} with all the specifics nee&%d to acconplish the
sanme. The VIEC Servi&gendph? is used to establish the VIEC 20 Functions 1 S
16 that wll be applied agai nst each data el enent. The Custoner Service
1514 i nt er f gcepopittphwidugwSecurity Service 1518 to setup authorized users,
user privileges and restrictions. The Subm ssion Service 1 Q4 is used
Subri 551 ons.  The. Label Torh ne 1605 T ot {o establiah for the customer
the types and cont effissoffncbiinddek A hhebl ¥tk Mhdelo RS AlOBies A Siafi o1 N
Service 1528 is usedltg é?tab?%%ﬁ t he f%??nd eﬁb g5y032§§2£g5a§k0

PCT/ USCL/ 208~6 Li.eria and to accommopdate data for the billing of the use
of the applicapﬁ%hgﬁ#he Reporting Service 1522 interacts with the System
Adm ni stration Service to setup or gha .he. yari ous reporting functions.
The Portabl e Docunent Service |530 gg?ﬁ%??@ﬂﬁﬁxthe type {ex. PDF) and which
reporting wll his type of service. The 5 Logger Service 1532
establishegkthgﬂgéﬁéﬂg?ﬁﬁ¥contents to be logged for each transaction. The
gener ated.  The Gr adi i "eai) BEr S5 BFUANS SRR iy ion Uhrrlifbiet o oo
used to establi.s ? tpe q&agg an ating of the files and/or the individual
fields. The for frelds (type,tan aoxy,ec.{.

The record will be checked for proper length and filler space.
The Level II check will include those field-related issues that experience has

25 shown cause problems and confusion. This includes: zero field characters; blank




O fice Automati on Service 1538 is used to select what type of output file
(ex. Excel) to will be used to present the various outputs {ex. |ogger)
that are &?y’bﬁfo?}a@d by the system The Delivery Service ispggrdoi/asfet up the
types and torns of delivery that will be.used for the outputs generated by
the systens. The Notif cations Service establishes the specific of
notifications { agers) .and the specific nodel (ex Skytel) to be used for
all notificati oﬁ%‘? a'fﬁag{e@%{%i ng Service | 536 establishes and 15 prepares

di d rati s to be. by .th ~~t | ice. Th
dondi ton Gode. Ser'vi cd e @t 5l FERed abd e pbPpbef® piilhar 1 one. codes

that will be used to report custoner specific te .. The conditi.ons
- derected by the vi ee SiPrtsSORIERHE BER! pbor e ot R BRErRE pe
data. A Custoner Maint ea]p%,ce Re%uest | 504 indicates a change to the
_ custoner setup infor a3 HONTIRE BPE¥Em 20 Administrative Service 1510 is
used for this f1111¢ 1011. An (f_haqﬁ S s bsia?guen'g to the cu toqgr
registratior woul d H&¢ &Y JHRder ¥l ERRAICEIErSRE Aaph e dEc Bk Ehsgk ce.  The
aut hori zation requjred to nmake specified changes (add, updates, del etes)
ver e est abl i shaBdigidugliigldpvalugs. oFhessathefss withinclide'e Mode - Admi ni strat or
controls certain functions for senders, billing, 25 publishing. WO
021 03253 -26 PCT/ USOL/Sregiisalimsblecyafissiex- IAMer e senders nmal e submi ssi on
requests, snake changes to selected options & paraneters, and submt the
data to be processed. Apesibitedmisagsouiddbapodreniook uposthafield isatapiece t hat
keeps information that the custonmer has subscribed to and infornmation about
the data the data val iEitet odenial ahithsophyi (nashing gassesri§ diis toasxpicolyesBdated) or t he
custoner. The design also incorporates information about the destinations
of the resulats of the datmmriaivapltiiosephatfeventinig smeassgd prlessas sisperifi@pcess
Stages - A process can advance through the life cycle stages of devel opnent
and production. These ®hadés adevsl)beuldds igdduundeade)obj ect/fil e basis 10
(e.g. Anewfile for a process can be in test node) Non-Invasive Inspection
- data validation arfte ievel 1'¥Yichdegs il ndidate fiehistorMreldetosip withis aaedcoshd onl y
process that does not change any of the data submtted. Thus the file
contents are " gExsegehy Geld hadaypdcaizalaticpihen ajpendield cio ohlpehatd 4 spedifieed. Dat a
validation and nonitoring Label - For subm ssion an electronic |abel is 15
added to the nageofokikdle file submtted. For the submi ssion this [|abel
reflects special instructions that will over ride the pre determ ned
options & pgyanmeters eplepbhieShad Hphidanen GwaleoiiBiks SBit déRncwiBBicnhenaace. For
delivery the electronic |abel contains sone information regarding the
results of the data valché@bhbeRen BIALL Oring process. This enables the
reci pient to nake certain decisions about the handling of 20 the data based

upon the |abel contentgdy® @chnidue hB&isGO b @& sdictddaRatta8relRE bRkl i@t woul d
decide to not accept the data for processing.) Data Format - The format, of

the data can be in i ndyslii¥nsthaRAalidse tase dibRPesEik fRRf i\kvel Hgikdat a woul d
be in flat files and could have various nethods to isolate and identify

data el ements. (e.g. cgQ el e dol B8Selugedbe processed.) 2s Portable
Docunents - All reportslggc{gjrll Evlgpcor?vﬁexp{ gdl t(‘eJ a portabl e docunent

20 Level V checks will validate the field-to-field relationships in/between
different records in the same file.
A permissive philosophy could be used (i.e. - all passes if no checks are
selected).
Level VI, which most likely is not practiced, is to validate data between files.

25 Levels IV, V, and VI are not to be programmed but may be considered in the



WO (1 2/03253 -27 PCT/USUL/2U8. 1G format (ex. Adobe PDF) for storage and
transm ssion. This would preserve the format and fidelity of the

i nf or mat yaheL@pial ned within. Machi ne Readabl e Docunents pcrsoh/268p0rts can
al so be produced in standard industry fg%rrat such as EDI, XM,

coma-delimted files etc. This will enable the 5 receiver to process this

information el ection_an t i me adhere to the IC LD. S. principle.
Ofice Automatlg ﬁoq’—cgra d?ess%pokpg\/efsglg(ﬁ;rlils can al so be produced in standard
spreadsheet and word processing do;(}’menlt,L ggx.t. M5 Excel, M5 Word). This
enabl es the recipient to automaticalt§f¢H8EI°MA s i nformation to ot her
conput er - based syst of | nfor he security of the

ne., t urit tion ~. T
i nformation can be g%”é’lﬂteeagl fg%?/(fsdnUﬁﬁ?gelfeﬁd%ﬁoloﬁacﬂ%fq’eﬁ'ﬁgﬁt%?ﬂdard net hods. These
i ncl ude encryption | Cl . SSL.. Thi i || for, information received or
!sentuby t he égtla va%&%@%t‘ﬁﬂgﬁﬁoﬁﬁﬁ?’f%lg?‘wd‘gsf&%@rme I‘?eé“’&‘fﬁ’f ":jati on aln\é

nonitoring transaction servigce Referring to Fig. 17, a transaction is
defined as & submi sSloshthefosdtdsa 1604 where a prior subnission request 1602
has been accepted. The user uses a subm ssion client for the subm ssion of
the request 1602 an@ontige QbHPWRYLSLBE- t he data 1604. The client is a
standard industry browses with some custom code. The customis either a
Java Applet, active X control, etc. OwPuESHstipBsi on Service 1606 uses the
customer service |610 to determ ne what custom zation of the service is ?o0
al l oned at this tingreatgrd oufput paskaethy asigmieg & ubiqiie owputissquesesoningieeth wi th a
regi stered process for the custonmer. The applicable billing aspects for
this transacti the ispue rdstraldbg 8kked using the billing service 1622. The
custom zed reporting requirenments for this transaction are validated with
t he reportiing serviBefertitag@o Fighd, therackshognmuneieearspipa dighdec! block titagram

subm ssion along with the subm ssion 2s | abel provided to the user are
recorded with bhéesyetadinlictlapsast ifona fakag@ie sading comput¥R2 02 f¢nkPs 3 - 2S
PCT/ US01/ 208-t G 1614. The subm ssion of the data can occur any tine after

t he subm ssi onsubtewssist relpast 4nd @¢ndadiae Heatdta veligatios @fd manitatdg¢PVM)iserver
subm ssion request after it has been accepted. Wen the data is submtted,

the file name wp4. hThdtapliendednd mdeitortgGedved 34 Detiiins &l the sendinglcompated to t he
Data El enent |Identification Service 1612. This service isolates each data

itemin each seqgmemd dbdidfent/SletD tlaekify AGMAB&CehdONN thedddM BeiaSedldhti 4RM16. In a
further enbodinent there is an option to cancel or stop a transaction after

it leas begs suRMitbifdiabeiheriPatiobiée mBAt cdnthdRthé lop@dnk Paranfield &R LBk2

processes the
selections that were specifically requested for this submission request.

The sending computer 202 appends the data validation and monitoring label
to the name of the document/file that will be submitted. The sending computer 202
then submits the file name with the appended label and the document/file to the data

20 validation and monitoring server 204. (This can be a push or pull process.)

The data validation and monitoring server 204 receives the submission and
processes it using the information contained in the submission and predetermined
information that was stored when the customer and this document/file were set up
and registered in the data validation and monitoring server.

25 For the customer setup, all the information required to process a submission



total transaction before forwarding it to the VIEC Service 1616. Ali the
data elenents isolated are identified with the custonmer, process, object,
segnent i identification that was established duri r
registra??gH&y Eg VI EC Service 1616 executes for each datgegﬁgﬁgﬁﬁﬂ?n t he
transaction; the VIEC functions that wer®-selected for that data el ement
during custoner registration. The condition codes) that are returned by
each VI EC Functisdpgisigred gpd jstoredapshprgdatermincd nisformation igtthe defa veHdaion@9fdi ti on
codes are considered part of the results of the inspection process. The
VI EC servi ce 16menitpsiag seiveio?Ofat ilbis pradeti¢reringd bpfosmition Widlokd vsed @uteyersti cal |y
custom ze the VIEC service 1616 for this transaction. The VIEC Service 1616
i s considered twbméssichenasigdiynteaiustomer ded detomtinagathe specE® preeespingite dei ng
Service. After the VIEC Service 1616 has conpleted the entire transaction,
_ the reporting sgerfeiroa fog28 submissions.i Thekefdimatihe is elsonsddnty determineewh®26 uses
the predeterm ned sel ections nade in custoner registration and the
cust om zat i on saltiens ad patanstgtrmias b¢ satectadfer 4 dpadifiasubmisiotai ned i n t he
subm ssion | abel created by the | abel service 1608. Each 25 docunent/file
submitted is treatedhenduyiramatd thaf e cong@oet pregegstar pachedncume@lORANG2S3 - 29
PCT/ USO01/ 208~6 The Condition Code Service 1620 is used to associate with
each condition wdéng ket speeficirmpettione to Hé gerfadniednont bah dabe elemsitosthewant ed
to appear in the log file. Thus the results are tailored for each custoner.
Each docunent/ fdubmissiongr aded and rated according to the rules established
in custonmer registration by the grading 5 service |1618. The color grade is
determ ned (ex. - greeReportdgepRbmithethe aititd dTehd iAégetitbn(akd @Maciedtafd ShreldS
determ ned. Both of these are put in the data validation and nonitoring
| abel , whicly i sihapPe&sed. tthet Rifictlon cgﬁieﬁs ba%ed ap&i theUbduit aRdsehiebdtamdt he | og
file created by the Logger Service | 628. The Logger Service 1628
automatical |y apge4ReaRdbdikBNa deYeredif@tShe ferfodfled bh thelaliBd st@fldaings for
each isolated data el ement the condition code returned, the results of the
condition code ' : and the results of the grading service 1618.
Thi s infornatidﬁﬁﬁzhﬁg%ggégythe reci pient to performthe applicable root
cause anal ysis for onditd: Qn r . V tyice 161 6.
ede MNab gagfdtgt;l"égl gn?%%nﬁci& QR fzb@?&‘l%ctﬁ%s gg%u%ﬁlls\ﬁj(_)g

|f the custoner had sel ect I ce omati on (A rvi ce 34 t hen

I the cust omer ke BRGBPRRH SRehM T EERE SRy 8 Tolinfl B FAERERC)

log file ang!orF“pe O fice Automati on output is converted also to the
selected format” (é.g. Adobe PDF)

The full results 206 are returned to the sending computer 202.

The document/file submitted 222 can be sent to the receiving computer 210
based upon a combination of the customer setup information 228, label information
XXX, and the resuits of the inspections 206. The data validation and monitoring

20  Server 204 is coupled to an e-mail gateway 212, which transmits the DVM notices
to the appropriate recipients messaging gateway 214, system administrative
c;)mputer 216 transfers the setup and configuration selection 228 to the DVM server.
The various specified computers 218 can receive the data submission 222 and
transmit back to the server the results 226.

25 Referring to Fig. 4, there is shown a block diagram for the sending computer



The Delivery Service 1636, based upon the sel ection nade at custoner

regi stration and/or in the subm ssion | abel, delivers the output of the
Reportin yice 1626 to the intended destinations. T
deliveryggﬁﬁnﬁﬁéxnethods used woul d include FTP, email, d??gg%gﬁﬁﬁg%try,
etc. The Notification Service 1632 enabt®¥s the custoner to be notified of
the existence of certain conditions (ex. - a production file with a col or
code of red), wich Hige ddettestmissign repuedamanagen PHamputiesafy s8mPeofng
service. The notification WO 112/1132,3 PCT/USQOL/208. 16 -30 net hods

i ncl ude enmil, ipetpctien thaheccorsHetwesn Shagindigs sempitee202ndothh aletanyetidatiogat i on
met hods (ex. - flashing red light). The Label Service 1624 creates the

| abel s and t he awdnnemrtosing [seiverniol Bethranheripaion 18 ebbmit edsubynissine wawsoAzt: f or
the results of the VIEC process {ex. Label 5 appended to filenane and use

_ standard cont erPuge. thThethetézation &) ieckivddoin thar dormoef the npug labek vher actimmh dije
configured to be a dedicated or shared server. For a dedicated server, the
message/ fi | & nawbmissior 223 of thafilgushdndled by sherddtarsufmishion mhsagsi 30s JThe tlite ser ver
is dedicated to one sender. For shared configurations, nultiple senders are
sharing the sersnbmission 22 atseibd Grnsnsttedrtd theebopiving dodpnter 2166d and each
sender can use any nessage/file nane that has been pre determ ned for the
sender. (Thus nulti Reersenaelig. aherhavshotvh dusiamdetalt 96 dgedubinissionaggmest The

VI EC policies/rul es/ methods are pre-determ ned for each sender and file
name conbi nati ofarapét 380 én BiRNS bsleineid seérddré 6ype dbredinat diEd Midradtivat Fanhlis
contents can vary for each sender and are pre determ ned. The MFIN are
optional or mangifo@ingendhid isSentRbalDASEess whbie dVbiowder §p&1@togtai WRugadot 0 t he
recei ver but can be recorded in the data validation and nonitoring log file

on an optional dB8mitSe subfssidal aForahd AR k@B sahfisaiBN drkhmplel OEIIfdutnation be
transmtted to sender 20 and/or receiver. The default condition is

pre-det er m ned, gifHtueCaRul eBNRAARY sehifiaMidniutey 208108 thd@ady! Vakidbtiod NRd

sender's nmessage file is forwarded to the receiver by default but can be

changed dynam GabiriHgiaer 48, Ml ithel WagRkeateaid Bicfc b8 ARIhNEHhpongLt i ons

in the VIEC process, e nessage file may not be forwarded to the receiver.

vl dati on and MENTG RS ToSTHT Eou 1Tiotom ot he t oruiraad P 4o
02/ (13253 -31 monitoring process. The tracking number manager 410 assigns a unique tracking
15 number for the submission that will be included in the label option selection for this
submission and provides info to the label manager 408. The parameter selection
manager 414 determines what parameters were selected for this submission and
provides that information to be label manager 408. The system data manager 416
controls all interface to the databases 418, 420 and 422 shown. The registering
20 manager 424 continues all the information that was collected when the setup for
customer process, file was performed.
Referring to Fig. 6, there is shown, a detail of the system administrator
computer 216 to register a customer is detailed in this section. This is a prerequisite

for processing data to be submitted by the customer. This has two functions, one is

25  the customer setup session manager 502 and the other the customer maintenance



t he receiver. PCT/USOL/208~1 The data validation and nonitoring server 204
intercepts the nessage file and perfornms the selected VIEC process on it.
Typi cal | va% Ay d forward the nessage file and the data yediSakee and
noni toring log file to the receiver 210.,,The 5 receiver 210 woul d nmake a
deci sion on what to do with the nessagefile based upon the contents of the
data validatio h e t he

e cei ver 210 bgﬁf&ﬁﬁg@%& 864, ”ﬁme CBQP&FJ dp%éegs ﬁ?sn%gs« 510 NGtV ARh pod&s A

Val i dat e/ | nspect/ Yam

the struct ts of
il e The SenadroSott PSS rewaﬁw&t@glﬁﬁﬁﬂﬁ&sladﬁféﬁ"% TERD RSSag¥T e ang
t tents b t £t t he al it
cont ol andal FRIY B anDBNT and b Sukt FoRde 1h ws%cefzvéw%mﬁ%%'e s to

verify the nessage.file is % i s expected bcffg tenpti E% rocess
it. Typically CHRTRGPEANT hp] Do gistome hasseiecfed: £oam Fﬁj?réf%ﬁf £ Retadfhat | f
conditions that_can be encountered in I’OCGSSI ng the nmessage file. 15 The
dat a val i dati off %&%ﬁpwﬁﬁ?f& g@&%@n QTD‘ZP‘Ir éi”leé\‘}étgmﬁlb%eﬁ"!th@%%ﬂé} 202 and
receiver 210 of providing for this type of processing. The adm njstration
of the VI EC pol'¢&stes phopedhe 61%0“196%&% ﬁ@“s‘é‘ﬁ@'@ﬁaté)ﬁd“fiﬂéf@é?%wh‘it@”t“}%%aI ly a
problem for both. If changes are nade, the change has to be communi cated
and i npl ement edhayywibokdyesi His Glﬁmﬂ%ﬁimwwwgéag@ (egistestawhengrading and

moni toring, certain changes beconme 20 transparent to both the sender and
recei ver. The daing scheimedaniil bn uspdcrt therfile &velrgd sbthe dieldglievads Thteysteenditr  t he
option to return to the sender and not forward to the receiver any nessage
file that neet mpengeai Y Scométplsi dhdhe interfadedi farothe datat estwnnetdeed cianvarioes used
that returns the nessage file, MFIN, and log to the sender only. There is
al so a neediot o databmsed idnfoghs @rtudingn cwvsedmea prortogt registsy SAheudanha gradinglat i on
and WO 02/ 03253 -32 PCT/ US01/ 208~6 nonitoring server renoves fromthe
client all theregite $20r cwadheairbdegd tagipe CRiNglsexaridatiangddnodne edgistrggs26hat i s
sent or received. It also centralized it, reducing the total code,
sinplifying theudm adigg ragistry 8828 0 BustBneBloptiBTsYregibtrim\$8Mtt Qisfeaiee phrameteNOW t 0
Figs. 18a, b and ¢, which is a sunmary of the events 1702, there can be
seen that the tauyBRD; SUkBdmEhRtug Bglstri B34data val i dation and monitoring
are custonmer registration is conplete 1704 and transacti onal (processing)

is conmplete | 706. ThefekRy te¥RNY ShdrOTs shoied pmfftniee@»s@tﬁea@rb@uas théfkger®16. When
the 1o account identification has been assigned 1710 his is used for

security, sybnmirgsivere (PARRNGH RPectiBNExBintdalisly Chm%g@eé & fetBHRRAlon each
identification 1712 conplete indicates that all data elenents for a

potential submyggicpmdiaKeReerRd R swerem@geta@egegéla.ﬁq,am@@,eswg{d yigght s
assigned 1714 indicates that authorized users have been conpletely

regi stered and n{a'irﬂéhraﬁceas'éﬁlo\ﬁéménqg%%% arbRBnital amg%t i8R AR, &kiBn m&gﬁ.ﬁvent S

refer to 15 the processing of e subni ssion first event Is

Lracki ng | dent ighé Gl a0 ATREY Gk \IERABnRRAAST 90Gel iR BELE heifde

subm ssi on (of at a) been ackno the serv r to the

sendi ng conput t.. . e'gn]%PPeAﬁ ¥>§{ \85@8 ‘rBE ?chéh%glpf Ele'icF%h% t]‘ﬂ@&on%}tlopegse

processes reporting e is subm'ssion’is

20 manager 608 determines what condition code and explanation will be recorded for
the various conditions detected by the VIEC process. The system data manager 610
(518 in Fig. 6) controls all the interfaces for the data shown stored in various
databases and forms including the VIEC function registry 612 and the condition
code registry 614, which are part of the Customer Process Registry 524.

25 Referring to Fig. 8, there is shown a block diagram for the customer process



20 Message/File Identification Nunmber {MFIN) also known as a Label The
objective of this function is to also give the sender dynam c control over
sel ected {ynshiRpal ities of the data validation and nonitegpRgeSRE¥ET ON a
file-by-site asis. The Message/File ldentification Nunber ("M FIN")
contains the follow ng type of data: 25-22-) Cperating node (ex. - test or
pr oducti on) WO 02/0323 -33 2) VIEC ftnttionality selection (ex. - nore
or |ess) PCT/ustanegeasilé m) Figr Gnshhesaisiomer gipesss manager 702 Jatsefacss iyt theser
file, data validation and nonitoring log file and file identification
number only to Pesdercpishy 70%.cthe obiectsagigt® 790, et rdipareRisyy (8%.and the fields VI EC)
5 5) Commentary information (ex. - this is a test) 6) Reference information
(ex. - test cagegiptisn®d ) 7) VI EC version nunber (ex. - V3.1 ) Data
Val i dation and Monitoring Log File The primary objective of this file is to
_give the receiver i Metareg fodng Pethaletis shgwh@ ook miaghn o tRCoystontpe spogingt hat a
deci sion can be nade as to what type of processing to do wth the nessage
file. Assigmn a mamage 532 igFeeh. Thxcustonrespertial mahasst 802 iEECrfaeeyguithemelogs) ;
yel l ow (ex. - warning about contents or structure of file); red (ex.
recommend not tfile ugistiyi8De, thonotificatimotgiary)§06atbe spebiabekortiag managez&08| tha
required to process), etc. is In addition for each VI EC exception, a

condi ti on code dyaxmiccofirdl3eRistqr8d0 aidike giadihg rapattingnegistry 812. val ue in i-;eld
not in reference table) will be assigned. The secondary purpose is to

assi st the sender i RedSSRSHI MY 10Be@iddhotvy adidtk dagilabf thgcistgner pilagingat i on
being sent to the receiver. This is inportant during testing of new

appl i cations, t8slabf®16MARBES. TR &Xlofiet DBdiAR Mahdpat 902NGterfades with@te fdrect 20
the data the sender sends to the receiver. This will save tinme acid effort

i n debuggi ng, angadigs Jdae tfeetatiNe ragisB9r 906C eheCRBartiHS PedBtSNIM' arfdUink

nmet hods based l%%ﬁﬁéusgg%r}r'er sel ecti%n%%ta hai 1 gs R%f eér?érﬁ?'ng to Fig. 19
there is shown @eg%,%dli,pgv,ggmggr@q& di agram of the data WO 02/03253 -34
PCT/ USUL1/ 208- 46 wal I” enbodi nent. The data walls 1804 and 1808 are used to:

prevent unaccept abl g gafig, {or}qglg%Qje ’i‘sgséqBQE QUK Qﬁag%ﬁh %ﬁﬁé’&@%nﬁég%we in");

to record/ |l og the unaccept abl ata and events; a 0 generate
notices/alerts 1%81%&& §1I2feinelyi§.n(§.s Thé customer security manager 1002 interfaces with the

access control manager 1004, the privilege registry manager 1006, the dynamic
15  control registry 1008, the reporting registry 1010 and the notification registry 1012.
Referring to Fig. 12, there is shown a block diagram in the customer options
manager 506 in Fig. 6. The customer options manager 1102 interfaces with the
customer process options manager 1104, the customer reporting options manager
1106, the customer parameters options manager 1108 and the customer
20 communications options manager 1110.
Referring to Fig. 13, there is shown a block diagram of the customer
parameters manager 508 in Fig. 6. The customer parameters manager 1202
interfaces with the mode selector 1204, the VIEC level selector 1206 and the

function ID selector 1208.



user 1802 is connected to a first data wall 1804, which is connected to a
network 5 1806, which connected to a second data wall 1808 to which a

recei ver 810 i3;connected. Firewalls control access prinmpgglpgopaggd upon

address/routing I nformation. The data 3I does not use address/routing
information but relies on application data. The data wall could be

consi dered a node/h i the.path of .the data. , An active el nt in the
transportation pat h%ge e‘ilﬁegézég'i.‘l’ PHE ‘%Qﬂ%’f“&ﬁ%ﬁ\@%lﬁt@ 8?5@8&%8‘5%9%%5 to be
used is selectable. A data wall ination of a hardware softv~~are

i.S_a co
system that pr eVERSESSIPRE Dapggst SQ@JaLie 8¢ EI:B%\P‘?SEQ”W oplimanases JAlR feHALES r om

passi ng through. The (ﬁtﬁa vvaﬁgcl pr,ev_entit e data transfer when certain
conditions are WER &Rt HECDRPUCYD fREISIL 5L 3R Hiea rapQRine Py JFBigY (1A%Y TEni f est s
itself in the dat; roduced by a program  The data_ bug_can be caused by a
sof tware bug, % F“E‘OQHW‘EIY RSBy 1&!& g’eL%@r"?g Reicy ﬁ‘i&‘%’dﬁé&l tha DY N PAis¥t em or
" nmethod that handles/transmits the data. All data bugs cannot be corrected
by the process R8N H2L, Hemnygsishig poligt LBy 43 Wahesecuybypadigy registrhildten in
the data, and they can be caused bly 20 maj or and minor bugs and ot her
causes. Data bubs aplpns@okieyuswistryyl348f thiapaameteh aplipxaregisty nidah eandsthe
Processl nspector Referring to Fig. 20 there is shown a high-|evel block
di agram of t he pfrneskbicnppisynwnagenb@di ment. The obj ective of the process
i nspector 1906 is to inspect the 25 data that is being transmtted froma
dat a source (sender )Ref@0g todigriés there ikbowi thetreforence 4D B 24032 d@ermnBae if
PCT/ US01/ 208- 4G (recei ver) 1904. The process inspector is not a node in the
pat h of the datwalidlvalics aze pasoit fer &ldetaegi¢mentl | Thehefefanne tiata nsanager dEi0A
validation and nonitoring are available. The difference being it is not
i nvol ved i nid heinterfases peithr tiet systemodatd hanagat 4404Co v Rystans de@t managdrabioldi ty 5
Referring to Fig. 21 there is shown a high-1evel block diagramof the
common i nspect i @atrblaalllthd Wnteefrbadbitratiata Syl umed irovarioss dfabases uae tory
menbers (senders) 2002 of a data exchange conmunity to have their data
i nspected by ann¢ludigperdedice taMTTERRLY attbinklt Y4030 Gdereridi tablvoedidryasddrgd] t hem
in determning their to respective readi ness to exchange data that

satisfies the spegi fdfgaice 0Bvidenagisthyh Ri¥erddl & 48X PRE;ETe kv trégidiy- sxtdMpiTbEr S
can sinultaneously submit their data and anal yze the results accordingly.

Al functions ofs19alma Nealddabbien r@ndy M. Uil 88 8nDedY 2R & thitheagh
regi stered custoner. Software "Unit | nhspector 15 Referring to Fig. 22 there

i's shown a {y ghgdevelaldiods QLR amefintell registry tables represent data that is
generated within the customer’s organization. An example would be allowable
transaction types. The external registry table would represent data from some other
organization. An example would be zip codes from the U.S. Post Office. The
service registry internal is to use data located on servers, CD ROM drives, etc, for

20  this purpose. An example would be allowable part numbers. The service registry
extended is where for example data is located on a web site. An example would be
the market price for an item. The object registry is where the forms of data to be
processed are determined. An example would be an unlabeled data stream received
on a specific port.

25



software unit inspector enbodi nent. The purpose of this function is to

i nspect data that is output b~~ a software unit 2102. The software woul d be
any sof t wgioh tion (nodule, routine, application, exec etc.)
t hat outputszbggg. The data would typically be in a file ?g?ﬁkﬁ¥ﬁgk%ile
could be stored in a directory. The 20 S4ftware unit inspector 2104 can be
co-located in the sane conputer as the sqoftware unit that creates the

out put. The submission can be int drXeMIREISURGAN | nt er active (APl form).
Al'l the functions of the data validation and nonjtoring are available to
each registered custsfEing thEigydfsp glitaoFalidalons pack mopigesnigoistomsr servigged i s
sel ectabl e. Dat abase | nspector 2s Referring to Fig. 23 there is shown a

hi gh-1 evel bl odlersenaisingriysem pdipingiptiansseicen wpwld reprsies gisveipmemvith tihdatdur pose
of the database inspector 2204 is to W) 02/032S3 -36 PCT/U SO 1 /20S-4G
_inspect data thatidatongnd meditorimgaenyice ypiag tie cisiemtraswp 3a02e.( 41 infomtatichonal ) .
Software outside this invention would convert/export the desired data to a
file format.s Thegardihg theosardceshelectod tg b rmirevided foo atl stubmissibnsldlte custoaed
[11A11tOr111g. Al the functionality of data validation and nonitoring
woul d be avai | givbesdes allegsEiatadedhtaistpects, afithéhevspeaficnofshS inspectibreand each
specifications to be used is selectable. Data inspection is the process of
exam ni ng a datdateodigreatts aro spieifeed ninreeldition ithe typdsi fTsuigsisgiorethad. diter Aaive),
conditions. The data object contains data el enents that can -be identified,
i sol ated, and exturigt@dicesTrcdatia wklenmnbscessoandaepdfingaaig Ihbederl/ e ara
conputer can generate. The extracted elenents are then subjected to a to
predet er ni ned sfyol pecifidd @XRThSbleMNTminTReyibs STHelrepdr@i seAdes Bramdmgatdron, for
exanpl e, could be pass, fail, indeterm nate. The results are recorded for

subsequent gnalisiesults] B8V TGeRits,HIDE fitX 3R ol thRGLIVBeUeliRp) thdcd.he
val ue of the data el enent agai nst predeterm ned accepfabl e val ues, checking

for the presencgegh x%ﬁ@ﬁ%ﬁéﬁa?le%o:@ih%?éﬁﬁs&!sﬁmg MRl fa¥ind%nliRRsf0mBREvRE the
data. 15 Data Collection Inspector For data that is collected using a stand

al one device, SpCHRRIe@ FEIRAANIIEY sbRlce PR @Ilﬁ\?}seﬁ@%stabﬂ% e HREHY

devi ce, Personal mputer (PC) etc., the data collection inspector Gould
anal yze this dafge BElGbeint Yarlods SN i6dsGehdeftl Feldif LbriGibded! £0 be
used to suppor?gf%?algefni ng whaerr eSthel ciat};l ent gr edeggég’\?g}jgaltreng us?%g ata 20

val i dation and r%g @;{eg%;/aa F\?&%%lﬂnﬁérdl ,.tiili]cti-%ﬁ? tl’Baél orniele %I ﬁlde s&%lﬁe.i 'Tfhgr mat i on

is contained in ation and nonitoring 1og us each

field can be graded and rated .i.pdi Vi | LYy when th nf ornation is
di spl ayed orFS prclu% e fsegfpcs.e'vtcﬁel Sgésjgrusgd;% eﬁt)e‘(‘blﬁ%;%q%?vec - %wrttg)r P‘ﬁeap% a%Ionnt'egri ty

and quality of "lthh]se calnqgllﬁile gp%gilﬁc %98 oameglseetggpstsues such as centralized and billing issues.

The Data Element Identification Service the data 1508 is used to determine how the
data element will be isolated for processing (ex. parsed) with all the specifics needed
to accomplish the same. The VIEC Service 1512 is used to establish the VIEC
20  Functions 1516 that will be applied against each data element. The Customer
Service 1514 interfaces with the Security Service 1518 to setup authorized users,
user privileges and restrictions. The Submission Service 1524 is used established
the particulars of non-interactive and interactive data submissions. The Label
Service 1526 is used to establish for the customer the types and contents of the

25  labels that will be input. The Billing Service 1528 is used to establish the billing



V~' 0 02J0323 -3 7 Data anal ysis PCTI USO1/ 208~G Using the results of the

i nspection and follow ng predetermned rules, a grade and rating is

assi gned 8 obii$sgat a obj ect. Exanpl es of grades are red, grefRe1/ARRET .

bl ack, and an exanple of a rating is thﬁyrange fromone to five. One

purpose s of the data analy5|s is to corfvey to the reC|p|ent of the data
obj ect an indication its du i S | f or mat i.on,

Foci pi ent. can ke SatoBt i, TaTR SRR e i il %ﬂ&ﬁf&a&m € part
of the data an sisis to vide specifi.c. .infqrmtiaon about

exani nati ons aﬁ%}f’f’ﬁ@brsg’é'tﬁe lggpﬁéﬁwégf&ﬁ’ g%‘é‘f’r‘bﬁ mHPS“EaH%“ «‘é‘c%?o SFH'P?‘

i nformati on would be to erformarfoo cau a&p % 1% AnotE of the
10 data anal ysi®am& 1§ Yayawy lelp9mﬂat PRAIAES- 2 rldhe FuRblE, Doyt osvig t]’rﬁ Oduality
of data objects over period of tine. Data si |ing .Signals are used to

_ communi cate | nfeé‘iahléﬁhP‘gWeéDH’G&?’* PRE) ﬁ’é‘t”‘é‘“ﬂbﬁeé‘?ﬂmg WthS&%E%UP"c%fSP’d“C&
destination. An out-of band type communication signaling is used |5 because
it is not cdntdio8ed ﬁﬁ'tfﬁi’rﬁ%éﬁa@tshedoﬁ}eebﬂ’e A ecogichiaPi b lqegede &t eached in a
data validation and nonitoring certification object (DCO that is appended
to the data objtessactemeTherkrbe lé%hi%qs@blilﬁhﬁfoﬁhmpp@nd £oenty of the labpls by t he
reci pient of the data object wthout having to "open" the data object. A
dat a obj ect carfohagenemitc i The&rddm Seraipp Eidadtablishesthe ryasrendiayse tadbsgsedpon how
data validation and 20 nonitoring was used. The final recipient would have
all the DCO s; toleetaDB0ed thergrads andsmaling of thdfiles ardlar diat individwalfieldni Tbei ng
processi ng the data object. Exanples of what the DCO woul d contain are the
t racki ng nunberOffiss Aghecitiby Saeital88li§ uet ioseleandhartpe bHoutpg fild (er. akr

grade, the rating, the size of the data object, the date and tine the DCO
was creat edyo a willi lbuesed de ptesdnit dre $apioud hetpatat(ex. \eggeid ahadt are gendratedrbyt thei ng 25
node. WO U2/ 03253 -3 8 Data nonitoring PCT/USO 1/2U3. 16 Data nonitoring
is the process sgpiterperiheDeingy SavRe s usedso edumths &pes hidvdrms afgeliGerpalmcs. For
sone stages of a project, every data object may be inspected. For a

product i on nodeyillevéeis¥d forthe biith&ts EBYerdIed by SResteds. Ahs Notifki¥nd8émicebj ect s
wth a L s specified information in the nane are selected for inspection.

The criteria, femblgkhadBleespe&iait|od RefitRiont @k baert) ahiBhdepdcaR Abadihex dat a,
or be adoptive to the volume of data objects submtted within a period. A

data validati orsiaRd BRRILAS foRdll WBiHidaBbnk, OfeaGiadiPNEY i Y54l eddbtions Rk ol
tile data nonitoring. If a DMO was received with the subnmitted rule, it

coul d indicate ghadyRedifg ahmaﬁ@t le@tﬂtstfé be k@ PEfLreFBHink Nalyioulge
overrul e all other requirenents. al so contai ns otfRer information

that is used byCJnBﬁnogaécﬁ‘leVS%N &afmrbsaaﬁkhgp@as&ogaer @ged?ffcoeo%aﬁmsT B&iePYR:

contains the date and tine DMO was cr eat e 1 nspection options

selected, the dalideTRl & R RRb AL PR ERARL THE RS gdagﬁtmauﬂ@w@' ected,

etc. The DMO renmmins as pernmanent part o

Service or other services used for processing the data. A Customer Maintenance
Request 1504 indicates a change to the customer setup information. The System
20  Administrative Service 1510 is used for this function.

Any changes subsequent to the customer registration would be performed
using the customer maintenance service. The authorization required to make
specified changes (add, updates, deletes) were established at the time of set-up.

Private Mode — Administrator controls certain functions for senders, billing,

25 publishing.



15 Labeling (Electronic) Create the eduivalent of a |abel for a file that
contains information associated with the file that can be used with out
openi ng tggn%hkguitself. Simlar to how a physical packagngR% ﬁﬂkgpel on
the outside the Information on it is useable w thout opening the pacl cage.
20 The log created by the system can be4rewed as a detail ed packing slip
and i nspection report,  Fj N%ge The file nane .is equivalent to a | abel and
packi ng slip on thefﬂh¥%b%§e' e BRAGFTS ek SRS s R HNE%A Per son
does not need to, open the package to,2s determi ne the disposition of it
(the contents a%e@ctg%amtwf&pﬂr?@w?%évd i};i’“t‘t thedaipstedpe ppcessedy 0 02/ 032s3 -3 9
PCT/U SO1 /208G routing. |t contains from to, type of delivery service,
etc. Info that is néeagmt flanegseCompenepior Arshirgd sssvipmigt keers iploanitiog taati p pan
(which fits in a pocket on the outside) gives information about the
_contents of thehpaeskaigs haypybscribed do japd inforynatieie abayy thetriatasthe datapialigation o
determi ne the internal destination of the package to open it. The | abel

al so cont ai rfs i enaaieriggmiceyeghasumesessed derdhe eustames kKihsglesigeplsg fncerapiaed nunber
for the individual package. The | abel may also indicate if this paclcage is
one of many i n infosrhatipmerbout |the lgsiinatiens Déthei kesulss whythdidata whladatigoewdi nto a
pouch outside the package The paradigmshift here is to have the file nane
cont ai n i nf or renémteringpriocdskieg.r eci pi ent can use to nmake deci si ons about the
receiving process that will be used for this package (like a selection on a
phone systen). Somne Ppaedsasiessshaneprdesss cas advanhee toughein tifeatycienstageatof 1 f t he
package has been subjected/ exposed to certain conditions during shipnment
(ex. - shock, idedélomhant ahd pibBudtion. Plegsisogds qaabdk agdgmet! e aahibjget/filg taesist ai ner s
can be used to visually check the package for signs of mshandling, etc.
(ex. - crusied (egrAaaes filvfat £prosgeota bedmyebihedg) t hat coul d be harnful to the
contents.) Another part of the paradigmshift is to allow and enable the

processes (such as dwhanwsive ddpbddion andatiaalidabion AG) mMéRAG R fshRnlifaeiven the
nane, which will be useful 20 to the recipient. If data validation and

noni toring is pRedeE Bd aRelosfy hRReRAR doss SRNAERLEHY heR 4L sitiiReqroul d
not need to be updated. The data validation and nonitoring info could be

al'so lilce a stifgkefe tih@htdhd s0UeRctied NEnPRBUALE afdehdd 15 B UTId hamSheck at
the airport). In an OSI nodel type processing each layer of the staclc can

add a header to 2s tfg Jan@mongrédr BRIt i3 8 aBel VW Slbrlissichidnl RREGnOTdbelliBE DY

correspondi ng | ayer of the oth
15  added to the name of the file submitted. For the submission this label reflects special

instructions that will over ride the pre determined options & parameters established
during customer set up & maintenance. For delivery the electronic label contains
some information regarding the results of the data validation and monitoring
process. This enables the recipient to make certain decisions about the handling of
20 the data based upon the label content (e.g. if the color grade is red the recipient
would decide to not accept the data for processing.)
Data Format — The format of the data can be in industry standards including
EDI and XML. The data would be in flat files and could have various methods to
isolate and identify data elements. (e.g. comma delimited files to be processed.)

25 Portable Documents — All reports can be converted to a portable document



WO 02/ 032S3 -40 PCT/ USO01/ 208-tC stack. Adding a dot to the file nane is one
way of addi ng a |l abel to the package as is used with a file extension.

Field | ev ¢ling Data validation and nonitoring can grade Rfgkal € each
field tha |nspects 5 This field Ie?g, grading will be helpful as an
exanpl e when data el enents from anot her “dat abase are used in an application

and the user of_ . this da know sonet hin out t elnteglty of

each data el er‘rEfﬁ'Emat'I(Fr’hs’&‘?q‘bS Isg"agﬁlrf“ faﬂﬁma%i‘ghaﬁg S Ul BSEE %R

i ndi cator coul d show each f| d the grad nd rating of it. For

exanpl e, a red PIMEp aﬁ?dﬂoofﬂ?ﬁ)‘i“ &P@l%ogtﬁﬁéef}‘% r that this data el errent

failed 10 the inspection. The field |evel reading i nforma i on. woul, d

recorded in the dat y%ﬁ‘l“?&ﬁ?q%‘ﬁ DacHmpshi tAé)lr‘FWPétsF%bal’Fq t?eep‘P ucg |“§t3853trijon was
sel ected. {The flle | evel gradi (131 for the associated file would also be

_ contained in thadysty fermaesichpy RRLwiYh, %H“Tm%’%“’]“ﬁﬁlﬁ‘tles&ﬁdTBGtV}fiUte“beé%@Fs )

Data validation and nonitoring |abel viewer 15 To view the contents of the

| abel , a vi éw afekivealh EPopsiribisi infoamation elgstipel apd apthe\semedinaadicsgudict o what

is used for PDF file types). The viewer would be downl oadable from a data

val i dati on and bR gringigfeser ver. The vi ewer woul d decode the Label (input,

output, etc.) and display themin a human readable format. A sim |l ar viewer

woul d be used for t K¥lictatatomatiordBerirals -aAd rompmistcor alag be pepducddein se@d@dnt r ol

of a Renpte Process Use a | abel appended to the file nanme (preferred

enbodi nent) to speeatdinét@ad eordyfrocessnitg drrumss gei. Mebxas, MBS Whaed)f Thie evableahoever

uses the file. The label is the transport nethod to conmunicate this

i nformati on. Thhsreepleat toiagtomatitdllaidad thio inddrinatiead sthef canfpaitdribhed sydxens. abel i s

the preferred enbodi nent, for sensitive 25 information would be encrypted

t hereby gi ving conf isdanity af Thforamtbnl 4 TietseclridcefabsintdmationRan Bk 03223 by 41
PCT/ USO1/ 208-4C the information. The | abel could be in text character form

or encoded. Theyagb®rof ifdigryeindad mdthc@wsTHesY inflidy @6tyblich @K1) AdBSIRThieN
contained in the label, which is considered a part of the file nane

(object) in anokiiek ferbRehaRAtcdked badrl bywrdath REdARARSE wiRhReting et er nal
Functi ons The present invention can use other systens to vali date field

contents. These systens/ gaaPaRaHos U MSnitaER) rfsaVidQedi&2, but can be
real-tinme (or could be batch) (e.g. VIN validation with black book). Use

standard process nethpdls,Suchga7, 3 RRAM RURBRL Rt APTiRR Sreki B4t O

15 where a prior submission request 1602 has been accepted. The user uses a
submission client for the submission of the request 1602 and the submission of the
data 1604. The client is a standard industry browser with some custom code. The
custom is either a Java Applet, active X control, etc. The Submission Service 1606
uses the customer service 1610 to determine what customization of the service is

20  allowed at this time, and if the data to be submitted is associated with a registered
process for the customer. The applicable billing aspects for this transaction are
established using the billing service 1622. The customized reporting requirements
for this transaction are validated with the reporting service 1626.

The tracking numbers provided for the submission along with the submission

25  label provided to the user are recorded with the system transaction manager service



insure performance & reliability where practical for static type info (ex.
zip codes, VIN s, etc) or can use on-line services primarily for dynam c
data. Datga,c viewed as a package being transferred bgpg oand

del i ver ed&%&@éﬁgous systens and networks. Systens and netgo)rﬁsgﬂzrray have
sent the original data out for processim§ remptely and wish to verify the

integrity before opening to.15 inpsyre that the data has not K been tanpered
with. A system ]r?éﬁgr A6t s EF‘?rbOflktH%aPte\ﬁ%ﬁ Oy e I%WBH“§S‘8? 5¥Say not
be desirable to allow access_to encrypted information, thus the data if
verified as nothhRgsmerceieh Thsmyesr €81 GincH hapukimesioneapess aler ibhas bpshtial |y
processed, or fuII}/ processed by any given nodule or system An
illustrative exdfpfdry application enploying the present invention. 20 The
exenpl ary application, data validation and nonitoring v 1.0 database,
utilizes one enbodi ke the dathds pibaxiéadt the dije mmeoith wWireapppived habeleandnfie ar y
application accesses user files, one by one, and runs them agai nst a series
of predet er mi neitbelt aredprovided to Fieddpta Hlemegteldentificetion betvicatl 612 héhistsevigs of
each individual file. A green 25 flag indicates a valid file, while a red
one shows t he nisdates each detaritamtip casheregthent thatl i to ibo pedcedsert by e tMIBG sewvice
corrections. Avyellow flag status shows a mnor problem WD 02103253 -42
PCT/ USOL/ 208. 1(16d6.ch afirthéremiodingnisthat & amepbat toeancelr stdp acteansaetion dfier be
corrected by so coding the database (available ul a future version.)

Exanpl es of fl aighisnetandedttedalle Dah Etbatehtolderaifidativnrieiacd 16 2\praceded theset up
to check for the followng 4 5 conditions: 1. Inconplete forns. Let's take
for exanple, usetl tdaagiod bdfek" forvdedingiseto thel CIECS Sedvies | 1696t heli @y Math or
"city." This is arequired field, and thus a red flag is generated. 2.
State code i@ idhddntsdsoldttd AlBedeABS& With 1S BfistonMatfrbRw, dBjB@Ssegmbif affi@aed NX
for his state, instead of NJ, a yellow flag is generated. This spelling

error is not asiigtifititelhasvakablisHel dRghgabofberefisdidnal | together. 3.
Anmount of noney remtted is not valid for the nunber of nears the |icense

was reguested. This 1aoRAEET QiES 108t exbS ol BRH dhRSIEXAE in HTRRLacHE; dol | ar's
nmust be remitted. (This application is set for $12/yr, but can easily be

changed.) 15 4.4l rwglbi fhne@Ss HeChellUslechRl BF thffadta LEmLRRESHRS cfEfer! N

| ater versions, age limt wll vary according to state |legislation. (i.e.

AT U ) AR08, T Mk A P LT, YRR RS, T
15 each data element are stored. These condition codes are considered part of the
results of the inspection process. The VIEC service 1616 uses information in the
submission label to antomatically customize the VIEC service 1616 for this
transaction.
The VIEC Service 1616 is considered to be the engine of the data validation
20 and monitoring Service. After the VIEC Service 1616 has completed the entire
transaction, the reporting service 1626 is then invoked.
The reporting service 1626 uses the predetermined selections made in
customer registration and the customization selected at submission time that are

contained in the submission label created by the label service 1608. Each

25 document/file submitted is treated individually for reporting purposes.



Referring to Fig. 24 there can be seen an exenplary screen 2302 where there
20 are five opti ons 2304 available on the main nenu. Input User File, View
User Fil eyq\ gte, Create Log, acid View Log. To enter acprdoiaeis Click
button "I npu er File." The follow ng text is displayed: ' There are no
restrictions put on this page. Any input 925 wi Il be accepted. After the

formis submtted, WD 02/ a /US 18~G unj qu "

i dentification nurrbg:lhe iCondidign &Qéﬁﬁ‘fléﬂ‘cgdé %l ‘TS ?C‘aé?)ﬁyl't}‘cclé‘ﬁ‘i ndition; s i s

t he nunber used fromnow on to refer, 6‘|Idte or view a user fil

The user file G&f° @@t '§%‘éIFFd the ﬂé%amtw&rwatpmsywmt?dc%aﬁgeabwttﬂh@grﬁ t
button, "View User le," A screen as for the Application Sequence
Nunber pops up.ThUH tlteh‘GSLflﬁtatﬁ lloeh ity gaehdy P‘WI IEa‘Hbd%Cé'I“E'&IfféEi 'Sf%'ﬁﬂ?ﬁé‘“élrop
down list. For now, it can only be obtained fromthe Applications table.

_ For the sake off2efhiagcqsdiag dp dhe ”\‘RES CEL ‘%F‘v‘@ C?'étﬂmﬁhéegﬁﬁﬁ{)?rbﬁl’ itsngradisguence
Nunbers for our exanple users. (Jane MIler 1o ASN. 8, Matthew Jones ASN

9, Tom Newnen ASNice1(!8Rablifetolay@eds iadriermined ¢oxd—mreear™ Proppiablaisied the) The
"Val idate" button on the Main Menu, subnmits the file to the series of tests
described in t hetinenfiosdlisa Hoia determainesl. dhash afthesgrasel pitrin te datasyaligationtashi ng t he
status of the user file. The "Create Log" button prepares all information
on the user 15 métitering fbeludhivy is ippefided g thedilb aamé, evabie] sthingted and bethdone by
clicking the "View Log" button, which will display the exenplary screen
shown 2402 i n RogfileZbeatcRelyeirer iaggertServiied 6286, an exenpl ary screen di spl ay
202, there is shown a user screen representative of a user interface for
entry of correspondiThg Ldggea Seivicas 628usitampticdllycat vocdaiogkl byl creates aloguiele

enbodi nents of the invention will 20 be apparent to those skilled in the
art in viewmof thiieohwinedai sach ekt idptaietement®he aoetitigl gode tdinraed) @roesubtsi on i s
to be construed as illustrative only and is for the purpose of teaching

t hose skill ed igftidwndifibn tétR sbiese 16T endxhe ERMlfsydfAgE @hding fevita @Bt THIS.
Details of the structure may be varied substantially w thout departing from

the spirit of tihRrhitieant LA bomek 1Ea?elﬁ)f§bé#ﬁirl¥ﬁhé1 liedblealobt daeH dhh19aE fp NS,
which ' 25 conme within the scope of the appended claim is reserved.

02/ U3253 PCT/ UG 2846 n 84WENTeh BoGli MES selvicd I 6l Nvention as descri bed

and illustrated in the specification. 2. A systemfor signaling quality of

content of data betwegd eh@hd-ahd d94A8% bFic@ARNBESH Yilio J@e&.&%@@&én the
data having at |east one record, the at |east one record having at | east

one data f1g dyl NG.RYS! A5 GATRILH U sIA3RERATRIL FRAMRA O ASERERIAY the

content of t ata using a criteria; assignnent r assigning a

grade as a f unclt H%Qteé%éd {hg%oggﬂlé B'E){;lﬁ'ten{ Q&wgé %13% tlté]\dfhgﬁatg fﬁgalﬁj oxttlttleeog'fégl ity of
the content of the data; to [1nt: neans I'ng the grade to the
content of the zglﬂ&%atlon output is converted also to the selected format (e.g. Adobe PDF)
The Delivery Service 1636, based upon the selection made at customer
registration and/or in the submission label, delivers the output of the Reporting
20 Service 1626 to the intended destinations. The type of delivery and the methods
used would include FTP, email, directory entry, etc.
The Notification Service 1632 enables the customer to be notified of the

existence of certain conditions (ex. — a production file with a color code of red),

which are detected by the data validation and monitoring service. The notification



. claim4 wherei

wherein the receiver dynam cally accesses the grade to determ ne subsequent
use of the data without having to access the data. 3. A nethod for

determ nl\r,e,g ﬂ}dg%-lty of content of data for a receiver of L,Ee/ujsa/%g(a the
data having at Teast one record, the at | east one record having at | eas

one data field, the method conprising tﬁg)follomnng steps: assessing the
content of thed usi n iteria; assi rade as a function of
the criteria, tHE *%d&%‘”?%&?‘%fgtpiﬁ%)&g cﬁ"dtoﬁ]? gl?éﬁag't“% %W'CF%@ @Bﬂtr@ﬁﬁca&f)"t he
data; and, 20 Ilnr q t he grade éo the content of the data; wherein the
receiver dynanﬂBﬁ W% §DFH gﬁ}ade to determ ne subsequent use of the

data wi thout having a cegs 1 h(le%g . rl); invention as described in
claims 2 or 3 furth eclt?g?ﬁ’r LRy S%Ef}teétq1ﬁla Isand $hs eqntsptsothatawhll favgame to
t he grade. V\?POZI 0323 -45 PCT/USQO /208~6 5. The invention as described in
i PePheECierPd Pnte CyptPREp B e {resulfs of |tee AR areficrig (khdabRit a. 5
6. The invention as described in clains 2, 3, 4 or 5 further conprising
associ ating s giPaensles tq flepgmennd e sgmderd cofenthe i nvention as described in
clainms 2, 3, 4, 5 or 6 wherein the quality co~7~esponds to a particular
data field of the atTheedniz vehdatigmtaad fmeniigring csegrer Thie bienscafigireh tasbedascr i bed
inclains 2, 3, 4, 5 or 6 wherein the quality corresponds to a particul ar
record of the atedicetgdtor olreed seevsr.d Forga daeatadragamat,itommassagtdfde nathesdare mllcl ai s
2, 3, 4, 5 or 6 wherein a particular 15 quality corresponds to a particul ar
record of the amiduedeta ssnder(multipld sitehl.thélerver isvdedititahtoase stagar Flyvediaied cl ai ns
2, 3, 4, 5 or 6 wherein a particular quality corresponds to a particul ar
field of the atcohBasttiommemplapkisendesraré stetidg tiROseivkr arkdheach Bandart is anigasly
described in clainms 2, 3, 4, 5, 6, 7, 8 9 or 10 wherein the criteria for
det er m ni ngid hadentided tandi cach spiidedebn med ahy Medskage/filel Ramel et ihay @Béd @re-as
described in clainms 2, 3, 4, 5, 6, 7, 8 9 or 10 wherein the criteria for
det er mi ni ng the:lewpllﬁlrieﬂ Yorai€ esgas (a‘hﬁbal’hﬁlhal%%en&% can\hafe Q2543 adssagkfile
PCT/ USOL/ 208~6 13. The invention as described in clainms 2, 3, 4, 5, 6, 7,
8, 9 or 10 whergh®. the criteria for determning the quallty is an
e:cternally defined function. 14. The invention as described in clains 2,

3, 4, 5 6, 7, 8 9 vl@c%ﬁ&@vrme&/m%thédsceﬁé bRldettrhREd %@Eé‘éh%lwepﬂthm
gqual ity uses access to an independent database. 15. The invention as

described in cl@i@&ombindtiofand3re Bnsideredtatd; 10, 11, 12, 13 or 14 wherein
the grade is a nuneric value, a color, or a Boolean 10 16. The invention

as descri bef% in cl a'T% M/FIR: foftnat® and con%nts gwaulgor %a(j%h sv]:c?'jde{ jaﬁd a 4 r_ 15

further conprising neans for associating t e gra a se The

i nvention as d%%&%{?;@&' 'TH'e M/@I'N@ gptlso)?lal 04’ma§dat§ a s%%de?bas%sofl‘he I%I/FINZ 13

14, 15 or 16 wherein the criteria custom e e receive
not forwarded to the receiver but can be 1'ecorded in the data validation and

monitoring log file on an optional basis.
The data validation and monitoring log file can be transmitted to sender
20  and/or receiver. The default condition is pre-determined, but can be changed
dynamically using the M/FIN. The sender’s message file is forwarded to the
receiver by default but can be changed dynamically using the M/FIN.
Under certain pre-defined conditions in the VIEC process, the message file
may not be forwarded to the receiver. (Ex. — field value outside limits) Under this

25 condition, the data validation and monitoring log file will now not be forwarded to



151 S The clains 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, | 5, 16 or
17 further corrpr|S| ng neans for assigning a rating as a ftznction of the
grade. 2

(L?. A(sr Q),VA?JA%\#Q . AX. As. AsL. AN . A". Aui A . A s. Aus. Aus. A{CT,A/\gg()rl/z,g\%‘r(, A . ANs.
AN A; sr. Aas. A3N. Aa. Aus. Aa’ . Aas. As. AFs Fasr. AN . Ar. Aas. Aas. A" . A

u .A3a . AN . Avas. ANs
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. &S kf N
o cal cal caj cal %%]’iea?%"a] 5 lerely B GRER Bl o dl o u%a#pegé {H< e ca
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It also centralized it, reducing the total code, simplifying the VIEC
administration.
5 Summary of Events
Referring now to Figs. 18a, b and ¢, which is a summary of the events 1702,
there can be seen that the two main events that occur in data validation and
monitoring are customer registration is complete 1704 and transactional (processing)
is complete 1706. The key events for customer registration 1704 are when the
10  account identification has been assigned 1710. This is used for security, submission,
accounting, and billing. The data element identification 1712 complete indicates
that all data elements for a potential submission have been registered or verified.
The user rights assigned 1714 indicates that authorized users have been completely
registered and rights are validated. The transaction complete 1706 events refer to
15  the processing of the submission. The first event is the tracking identification
number 1716 has been assigned the next is the submission (of the data) has been
acknowledged 1718 by the server to the sending computer. The delivery complete
1720 indicates that all the processes reporting etc. required for this submission is
completed.
20 Message/File Identification Number (M/FIN) also known as a Label
The objective of this function is to also give the sender dynamic control over
selected functionalities of the data validation and monitoring server on a file-by-site
basis. The Message/File Identification Number (“M/FIN”) contains the following
type of data:

25 1) Operating mode (ex. — test or production)
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, 10%& ()-3 monitoring log file and file identification number only to sender)
4) Override server functionality (ex. — bypass VIEC)
5 5) Commentary information (ex. — this is a test)
6) Reference information (ex. — test case number)
7) VIEC version number (ex. — V3.1)
Data Validation and Monitoring Log File
The primary objective of this file is to give the receiver information resulting
10  from the VIEC process so that a decision can be made as to what type of processing
to do with the message file. Assign a grade of green (ex. — meets all test VIEC
requirements); yellow (ex. — warning about contents or structure of file); red (ex. -
recommend not to use file for production); and black (authorization required to
process), etc.
15 In addition for each VIEC exception, a condition code (ex. — C137) and other
information (ex. — value in field not in reference table) will be assigned.

The secondary purpose is to assist the sender in assessing the quality and
validating the information being sent to the receiver. This is important during
testing of new applications, testing changes to existing applications, and that affect

20 the data the sender sends to the receiver.  This will save time and effort in
debugging and testing.

The Delivery Service can use push or pull methods based upon customer
selection.

Data Wall

25 Referring to Fig. 19 there is shown a high-level block diagram of the data
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5 1806, which connected to a second data wall 1808 to which a receiver 1810 is
connected.  Firewalls control access primarily based upon address/routing
information. The data wall does not use address/routing information but relies on
application data. The data wall could be considered a node/hop in the path of the
data. An active element in the transportation path of the data. The version of the

10 specifications to be used is selectable. A data wall is a combination of a hardware-
software system that prevents data that does not satisfy specific conditions from
passing through. The data wall prevents the data transfer when certain conditions
are detected.

Data bugs

15 A data bug is an error that manifests itself in the data produced by a program.
The data bug can be caused by a software bug, a data entry error by a user, or
introduced by any system or method that handles/transmits the data. All data bugs
cannot be corrected by the process known as debugging.

Data bugs can be obvious or hidden in the data, and they can be caused by

20  major and minor bugs and other causes. Data bugs can be caused by software or
hardware components.

Process Inspector
Referring to Fig. 20 there is shown a high-level block diagram of the process
inspector embodiment. The objective of the process inspector 1906 is to inspect the

25 data that is being transmitted from a data source (sender) 1902 to another destination
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20  software unit inspector 2104 can be co-located in the same computer as the software
unit that creates the output. The submission can be interactive or non-interactive
(API form). All the functions of the data validation and monitoring are available to
each registered customer. The version of the specifications to be used is selectable.

Database Inspector
25 Referring to Fig. 23 there is shown a high-level block diagram of the

database inspector embodiment. The purpose of the database inspector 2204 is to
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example, could be pass, fail, indeterminate. The results are recorded for subsequent

analysis. The scope of the examination includes testing the value of the data
element against predetermined acceptable values, checking for the presence of
unacceptable characters, verifying the format of the data.
15 Data Collection Inspector
For data that is collected using a stand alone device, such as a Personal
Digital Assistant (PDA), data entry device, Personal Computer (PC) etc., the data
collection inspector could analyze this data before it is entered into the system. It
could also be used to support training where the data entered is evaiuated using data
20  validation and monitoring.
Data Field Notifier
Data field level information is contained in the data validation and
monitoring log file. Thus each field can be graded and rated individually. Thus
when the information is displayed or printed, etc. the user can be notified as to the

25  integrity and quality of the individual data element.



CU109& ()-GL '10% 7 & ()-GL J U109 ()-GL '10% a).

& ()-Glij7jjjjjjk|obUslo 10%#&g ()-10"1"10"1"10"1" *' 10%!"& ()-Gl
a 10/«&&@ %3 3"10/4 & ()-GL “'10% c" & () - GLKKKPKI R | | pehiddiProsss
109&' B & ()-21 100 8& ()-2! .. 10%: & ()-?! "S10VEH#RE () -

rlO%&#&& ()-||rr»<mmm1[ bUAL0  10%& T)=21 10%& ()-?! 10%& && ()- 2!
1099478 ()-2! < 100 |& ()-2! F 10% () wnmnndoeou S 4108#8 -
109%&#8&' ()- - 10%& ()- - 10% # & ()- : +10%&#&& () ,

109%R#&&' () - eof o oso 000bA410 10% (V' & 0%

10% & ()5)10% &9() B ﬁﬁ&ﬁﬁﬁﬁzﬂﬁpwslﬁ&‘f‘g 2’1%?91‘@1@0 '&df‘(“j““'“e f}jéz)

10% & ()- yl0% & 10% & ow glrr 109% & ()
3 10% f&')()y 91 6% dé)a(ls“ati]é%g siejed tp % g%og/%“éz“(’;ﬂ fgf 8‘%61 'FSA&IT‘G'&#& 3
/10% & () - -10‘V'% (1} $10%& () - $10tV' & , $109%& (

"109% & () - 8t t PR glagls @nﬁ%@@m&? of pagHneAs ecalwi@oww five, JInegpuppose

5109% & ()- , &3 100/ & ()- ,110% & ()-;u@ij.uluuuv|[:bUsl0 10%:# & ()-

1 L10% : # & (5) 0 %%ﬁtaﬁm\g}ygl; is tp conyop to#he@e%ly)l_entsofil@p/gata#obgc( z)mncj_lea%on of its

# & ()-v&Fvlvvvw [: bU410 10% #& ()- 10% ;# & ()- :10%;# & ()- 10%;

# & ()- 109% ; Auglity) Basedupos this @iqmatigmy thes9gipipnt cap ek a deaigion oahaw (9 -
(10% ;# & ()- &ML0% ; # & ()- $10% ; # &'@) "10%;# & ()- 10%; _

# & () y" z| zz{ kpddie [thls4cie@ ohject7 Doespar hp- dey @oglysts & 10 progitieoepesifie; ()-
010% ;# & ()- .MI0% ;# & ()- -ml0% ;# & ()-{{{{{{|]|bA410 ;# 3 10%& ()-
F 104 & ()- " safosgaiop)about Hop@minptionsCey he( fpsul® thekof 0 Antexihple »F Jejuse : A410"
# 3 310% & ()- 3 10% & ()- :10% & ()- t10% & ()- '10% & ()- 2

1 1098( 9& () - } 4f this-rifpriAdaf World bE t&b&EHES (opt causdBibals( YnofhenfiBO4f8h¢ ) - F
10% & ()- ,10% & ()- :10% & ()-o|[:A410 ;# ,L-10%& ()- F F+10% & ()- F
@ 10% & () -109" diﬁ%&y@) is 13 %dentryaltdrns @i#ﬂdﬂ% &egu]aﬂﬁg{lie}qﬂhl@@f datd 0BjedRs () -

1 109 & ()- 109 & ()-10(10(10( 17 10%& ()- 3 @10% & ()-6-s|[:vUdlo 3
10% & () - yl0%o&eradperiddb09m& ()- 3 109 & ()- F

Data signaling

Signals are used to communicate information about the data object from a

source to a destination. An out-of-band type communication signaling is used

15  because it is not contained within the data object. The signaling is contained in a
data validation and monitoring certification object (DCO) that is appended to the

data object name. The DCO contains information that is usable by the recipient of

the data object without having to “open” the data object. A data object can have
multiple DCO’s appended to the name depending upon how data validation and

20  monitoring was used. The final recipient would have all the DCO’s; the DCO’s are
a result of data validation and monitoring processing the data object. Examples of
what the DCQO would contain are the tracking number assigned by data validation

and monitoring, the color grade, the rating, the size of the data object, the date and

time the DCO was created, a unique identifier for the data validation and monitoring

25  node.
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109% & ()-  109€¥ample, cguld be related to a time period of the data, or be adoptive to the volume

of data objects submitted within a period. A data validation and monitoring
monitory object (DMO) would also control the data monitoring. If a DMO was
received with the submitted rule, it could indicate the type of inspection to be
10 performed that would overrule all other requirements. The DMO also contains other
information that is used by the data validation and monitoring process. The DMO
contains the date and time the DMO was created, the inspection options selected, the
data monitory options selected, the grading options selected, etc. The DMO remains
as a permanent part of the data object name.
15 Labeling (Electronic)
Create the equivalent of a label for a file that contains information associated
with the file that can be used with out opening the file itself. Similar to how a
physical package has a label on the outside the information on it is useable without
opening the package.
20 The log created by the system can be viewed as a detailed packing slip and
inspection report.
File Name
The file name is equivalent to a label and packing slip on the outside of a
physical package being shipped. A person does not need to open the package to

25  determine the disposition of it (the contents are sealed). The label part is used for
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L10% & () - The label also contains an electronic & human readable tracking
identification number for the individual package. The label may also indicate if this
package is one of many in a shipment. [t can also be like a way bill that goes into a
pouch outside the package

10 The paradigm shift here is to have the file name contain information that the
recipient can use to make decisions about the receiving process that will be used for
this package (like a selection on a phone system). Some packages have devices, etc
on them that indicate if the package has been subjected/exposed to certain conditions
during shipment (ex. — shock, indicators).

15 For physical packages the shipping containers can be used to visually check
the package for signs of mishandling, etc. (ex. — crushed corners, water spots -
anything that could be harmful to the contents.)

Another part of the paradigm shift is to allow and enable the processes (such
as data validation and monitoring) update the info in the name, which will be useful

20  to the recipient. If data validation and monitoring is performed before the name is
generated then the name would not need to be updated.

The data validation and monitoring info could be also like a sticker that is
added to the package (like security check at the airport).

In an OSI model type processing each layer of the stack can add a header to

25  the front of the others, which is stripped off the by corresponding layer of the other
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y O another databgge are used in an application and the user of this data needed to know

something about the integrity of each data element. Thus, for example, when the
data is displayed, an indicator could show for each field the grade and rating of it.
For example, a red circle would indicate to the viewer that this data element failed

10 the inspection. The field level reading information would be recorded in the data
validation and monitoring log file if this option was selected. (The file level grading
for the associated file would also be contained in the log file, along with all the input
and output labels.)

Data validation and monitoring label viewer

15 To view the contents of the label, a view and launch functionalist would be
provided (analogous to what is used for PDF file types). The viewer would be
downloadable from a data validation and monitoring server. The viewer would
decode the label (input, output, etc.) and display them in a human readable format.
A similar viewer would be used for the data validation and monitoring log file.

20 Control of a Remote Process

Use a label appended to the file name (preferred embodiment) to

communicate information associated with the file to whoever uses the file. The
label is the transport method to communicate this information. This label is available
to all users of the file. The label is the preferred embodiment, for sensitive

25 information would be encrypted thereby giving confidentially and limited access to
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batch) (e.g. VIN validation with black book).

Use standard process methods such as a CD Rom subscription type service to

10 insure performance & reliability where practical for static type info (ex. zip codes,
VIN’s, etc) or can use on-line services primarily for dynamic data.

Data can be viewed as a package being transferred between and delivered to
various systems and networks. Systems and networks may have sent the original
data out for processing remotely and wish to verify the integrity before opening to

15 insure that the data has not been tampered with. A system may not need to know
what the data content is or it may not be desirable to allow access to encrypted
information, thus the data if verified as not having been tampered with may then be

passed on, partially processed, or fully processed by any given module or system.

An illustrative exemplary application employing the present invention.

9

? The exemplary application, data validation and monitoring v 1.0 database,
utilizes one embodiment of the present invention, wherein the exemplary application
accesses user files, one by one, and runs them against a series of predetermined
conditions. Flags are set up to indicate the status of each individual file. A green

25  flag indicates a valid file, while a red one shows the need to return to user for

additional information or corrections. A yellow flag status shows a minor problem
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1. Incomplete forms. Let’s take for example, user “Jane Miller”. Her user file is

missing the entry for “city.” This is a required field, and thus a red flag is
generated.

2. State code is invalid. In the case of user “Matthew Jones” who entered NX for

10 his state, instead of NI, a yellow flag is generated. This spelling error is not as
critical as not filling out the field all together.

3. Amount of money remitted is not valid for the number of vears the license was

requested. This condition is set up so that the exact number of dollars must be
remitted. (This application is set for $12/yr, but can easily be changed.)

15 4. Invalid age. User must be at least 17 years of age. In later versions, age limit
will vary according to state legislation. (i.e. CA minimum driving age is 16)

Finally, Brian Flynn, a user with a complete and correct file, received a green flag.

A Quick Tutorial
Referring to Fig. 24 there can be seen an exemplary screen 2302 where there
20  are five options 2304 available on the main menu. Input User File, View User File,
Validate, Create Log, and View Log.
To enter a new user, click button “Input User File.” The following text is
displayed:

There are no restrictions put on this page. Any input
25 will be accepted. After the form is submitted, a
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The “Validate” button on the Main Menu, submits the file to the series of
tests described in the introduction. Flags are assigned in this step matching the
status of the user file. The “Create Log” button prepares all information on the user

15 file, including the flag, to be viewed. This can be done by clicking the “View Log”
button, which will display the exemplary screen shown 2402 in Fig. 25.

Referring to Fig. 26, an exemplary screen display 2502, there is shown a user
screen representative of a user interface for entry of corresponding data.

Numerous modifications and alternative embodiments of the invention will

20  be apparent to those skilled in the art in view of the foregoing description.
Accordingly, this description is to be construed as illustrative only and is for the
purpose of teaching those skilled in the art the best mode of carrying out the
invention. Details of the structure may be varied substantially without departing
from the spirit of the invention and the exclusive use of all modifications, which

25  come within the scope of the appended claim, is reserved.
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assessment means for assessing the content of the data using a criteria;
assignment means for assigning a grade as a function of the criteria, the
grade indicative of the quality of the content of the data; and,
10 link means for linking the grade to the content of the data;
wherein the receiver dynamically accesses the grade to determine subsequent

use of the data without having to access the data.

3. A method for determining quality of content of data for a receiver of the
15  data, the data having at least one record, the at least one record having at least one
data field, the method comprising the following steps:
assessing the content of the data using a criteria;
assigning a grade as a function of the criteria, the grade indicative of the
quality of the content of the data; and,
20 linking the grade to the content of the data;
wherein the receiver dynamically accesses the grade to determine subsequent

use of the data without having to access the data.

4. The invention as described in claims 2 or 3 further comprising associating a

25  portion of a filename to the grade.
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10
8. The invention as described in claims 2, 3, 4, 5 or 6 wherein the quality

corresponds to a particular record of the at least one record.

9. The invention as described in claims 2, 3, 4, 5 or 6 wherein a particular

15 quality corresponds to a particular record of the at least one record.

10.  The invention as described in claims 2, 3, 4, S or 6 wherein a particular

quality corresponds to a particular field of the at least one particular field.

20 11. The invention as described in claims 2, 3, 4, 5, 6, 7, 8, 9 or 10 wherein the

criteria for determining the quality is a predefined function.

12. The invention as described in claims 2, 3, 4, 5, 6, 7, 8, 9 or 10 wherein the
criteria for determining the quality accesses a database.

25
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5  criteria for determining the qualify uses access to an independent database.

15. The invention as described in claims 2, 3,4, 5, 6, 7,8, 9, 10, 11,12, 13 or 14

wherein the grade is a numeric value, a color, or a Boolean.

10 16. The invention as described in claims 2, 3,4, 5,6, 7, 8,9, 10, 11, 12, 13, 14 or

15 further comprising means for associating the grade to a data set.

17. The invention as described in claims 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14,

15 or 16 wherein the criteria is customized by the receiver.

18.  Theclaims 2, 3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16 or 17 further

comprising means for assigning a rating as a function of the grade.

20



