1 HUB AND SPOKES PIN VERIFICATION TECHNICAL FIELD 5The invention relates in general to
the field of secure electronic payment card transactions, and more particularly, to a method and a
system for secure debit and credit card payments using qiobile communication devices such as mobile
phones. 10 BACKGROUND Every day an incredible number of debit and credit card payments
are made around the world, and the number of payments are steadily increasing. EMV is the leading
payment system specification for debit and 15 credit cards on the market and was jointly developed by

the companies Europay International, tercar ernational, hence the
abbreviation EMV. To be able to develo a%ﬁg Qﬂ%&ggﬁ @y&wf lcggﬁ@/stem that is capable of
using standard EMV approved cards, it is essential that the payment system fulfill the EMV
specification. 20The majority of debit and credit card payments are still made in stores using bulky and
stationary EMV approved point-of-sale (POS) terminals. However, in the last couple of years the
interest, both from the public and from companies, of being able to make payments with portable
hand-held devices sudi-&iM&hilefdhbRes have grown rapidly. However, the 25 mobile phone is not

considered to be a secure device and would not fulfill the
5 The invention relates in general to the field of secure electronic

payment card transactions, and more particularly, to a method and a system
for secure debit and credit card payments using mobile communication

devices such as mobile phones.

10 BACKGROUND

Every day an incredible number of debit and credit card
payments are made around the world, and the number of payments are

steadily increasing.

EMV is the leading payment system specification for debit and

16  credit cards on the market and was jointly developed by the companies

Europay Internationai, Mastercard International, and Visa International,

hence the abbreviation EMV. To be able to develop a debit and credit card

payment system that is capable of using standard EMV approved cards, it is
essential that the payment system fulfili the EMV specification.

20 The majority of debit and credit card payments are still made in
stores using bulky and stationary EMV approved point-of-sale (POS)
terminals. However, in the last couple of years the interest, both from the
public and from companies, of being able to make payments with portable
hand-held devices such as mobile phones have grown rapidly. However, the

25 mobile phone is not considered to be a secure device and would not fulfill the
requirements for conducting an EMV payment. The main security issue is the
input of the personal identification number (PIN} into the mobile phone which



requirements for conducting an EMV payment. The main security issue is the input of the personal
identification number (PIN) into the mobile phone which 2 could be intercepted by a third party using
for instance malicious software. Thus, finding a way to bg able to make EMV approved secure debit
and credit card payments using ordinary mobile phones are therefore highly sought after. 5
SUMMARY OF THE INVENTION With the above description in mind, then, an aspect of the
present invention is to provide a way to make EMV approved secure debit and credit card payments

Wwhich scek t0 Mg, ol 2\ SN ORPc B0 RIRLCIANR AR HARHIRCUgliencies n the

art and disadvantages smg:}d{ﬂ%r In any conibination. A fi ect of the present invention relates to a

method of conductingé¥edtiidierédivaata payRkkn e Bk EasMYmRRIGVRD SaciRg d9hbPhint's

device, comprising a ersditreader miyhariobding hooipatybinile Idhonebilardeviesfans aiglyment
server, wherein said rggﬁhg{j (%%,nprising, initiating an electronic credit card payment transaction by
executing a payment apﬁlca%on'in said merchant's device, entering sales information in

5
SUMMARY OF THE INVENTION

With the above description in mind, then, an aspect of the
present invention is to provide a way {fo make EMV approved secure debit
and credit card payments which seek to mitigate, alleviate, or eliminate one

10  or more of the above-identified deficiencies in the art and disadvantages

singly or in any combination.

A first aspect of the present invention relates to a method of

conducting electronic credit card payments to a payment acquirer using a
merchant's device, comprising a card reader and a mobile phone, a buyer's

15 mobile device and a payment server, wherein said method comprising,
initiating an electronic credit card payment transaction by executing a
payment application in said merchant's device, entering sales information in

said merchant's device, entering a credit card into said card reader of said
merchant’s device, entering buyer identification information and generating

20 an PIN entry request in said merchant's device, transmitting an encrypted
purchase message from said merchant's device to a payment server,
wherein said encrypted purchase message comprising at least one of sales
information, buyer identification information, PIN entry request and encrypted
credit card information read from said credit card in said card reader,

25 receiving and decrypting said encrypted purchase message in said payment
server, defermining buyers contact information using said buyer's
identification information in said decrypted encrypted purchase message,
transmit a PIN code request to a buyer's mobiie device based on said buyer's
contact information, receiving said PIN code request in said buyer's mobile



said merchant's device, entering a credit card into said card reader of said merchant's device, entering
buyer identification information and generating 20 an PIN entry request in said merchant's device,
transmitting an encrypted purchase message from said merchant's device to a payment server,
wherein said encrypted purchase message comprising at least one of sales information, buyer
identification information, PIN entry request and encrypted credit card information read from said credit
card in said card reader, 25 receiving and decrypting said encrypted purchase message in said

payment server, determlnlngé)nua/%usng ntagtgnfc?‘rrgng ﬁn u jca Oa/%ssldée flcatlon %E? ormation in
said decrypted encryp(%eof purchase mes% %ransmlt a IN cBRE requestto a F{oGile device

based on said buyer' mm&ﬂmmﬁﬂwwmawg %@Gd@lﬂ%@d@’ymésﬂnmdrdm%m @obile 3

device, and launchingransegxES RN ﬁ&%r@%ﬁ'%ﬁ%@ﬁﬂﬂibﬂ)@é@d@ﬁpﬂﬁﬂ%‘é}ﬁﬁeﬁ{%@l‘!}é@ PIN code
in said secure PIN entg?\%)hcat é nsmlttlrk? agPIN cade block com rlsm encr ited said PIN
code to said payment'§&FEDY Eﬁsﬁﬂ:ﬁ’l W 188k RRETIE DA t SEIGET ggeﬁn?nmg if a

5 verification of said PIN code is performed off-ime or on- !me wherem said off-
line verification comprising the steps,
i. transmitting said PIN code block from said payment server to
said merchant’s device,
ii. decrypting said PIN code block and verifying said PIN code
10 block against PIN information in said credit card,
iii. transmitting sales information from merchant's device to said
payment server,
iv. transmitting said credit card information and said sales
information from said payment server to a bank server,
15 v. verifying said credit card information and sales information in
said bank server,
wherein said on-line verification comprising the steps,
i. ftransmitting said PIN code block, said credit card information
and said sales information from said payment server to said
20 bank server,
ii. verifying said PIN code, said credit card information and said
sales information in said bank server,
producing a verification message in said bank server based on said
verification, transmitting said verification message to said payment server,
25 generating a receipt message in said payment server based on received
verification message, transmitting said receipt message to said buyer's
mobile device and said merchant's device via said paymeni server, and
displaying said receipt message in said buyer's mobile device and in said
merchant’s device completing said electronic debit or credit card payment.
30
The method of conducting electronic credit card payments wherein the
step of entering PIN code in said secure PIN entry application may also



5 verification of said PIN code is performed off-line or on-line, wherein said off-line verification
comprising the steps, i. transmitting said PIN code block from said payment server to said merchant's
device, ii. decrypting said PIN code block and verifying sgid PIN code 10block against PIN information
in said credit card, iii. transmitting sales information from merchant's device to said payment server, iv.
transmitting said credit card information and said sales information from said payment server to a bank
server, 15v.verifying said credit card information and sales information in said bank server, wherein
said on-line verification com the s I. trangmitting said PIN code block, said credit card
information and said s%f&pﬂgﬁ) ﬁﬁ"g?%'?pfr esraﬁFf)'éj '?ﬁg@\fi‘} PEiPIBHRARS SRS BHY¥EErifying
said PIN code, said cresditdyraiorioatieniendandisdig satesaiféiid atide bios&id bank server, producing a
verification message in said bank server based on said verification, transmitting said verification

message to said payment server,
The method of conducting electronic credit card payments wherein the

5 step of receiving said PIN code block in said payment server may also
comprise decrypting said buyer security information at said payment server,
and verifying said buyer security information against said buyer identification

information.

10 The method of conducting electronic credit card payments wherein
said buyer identification information may be any of: the buyer's mobile phone
number, an e-mail address, postal address, a social security number, a
signature, a one-time code, a pre-registered identification number, a
photograph and biometric information.

15

The method of conducting electronic credit card payments wherein
said step of launching a secure PIN entry application in said buyer's mobile
device may entail faunching an encrypted web interface that is uniquely
encrypted for each PIN input occasion, or a dedicated web browser capable

20  of decrypting the PIN input web component and ensuring secure input of the
PIN code.

The method of conducting electronic credit card payments wherein

said transmission between said merchant’s device and said payment server,

25 between said payment server and said buyer's mobile device, and between
said payment server and said bank server may be encrypted using standard

secure socket layer communication.

The method of conducting electronic credit card payments wherein

30 said receipt message may be stored on the payment server, and is

accessible by the buyer andfor the merchant using a web browser, the
merchant’s device or the buyer's mobile device .



25 generating a receipt message in said payment server based on received verification message,
transmitting said receipt message to said buyer's mobile device and said merchant's device via said
payment server, and displaying said receipt message in gaid buyer's mobile device and in said
merchant's device completing said electronic debit or credit card payment. 30 The method of
conducting electronic credit card payments wherein the step of entering PIN code in said secure PIN
entry application may also 4 comprise entering buyer security information and encrypting said buyer
security information and including it in said PIN code block. The method of conducting electronic credit
card payments wherein the 5 step of receiving said PIN code block in said payment server may also
comprise decrypting said buyetesesdriggnefirofatich Blesan pavanien Jelates dmdvermtamy 'aid buyer

security information aggiaskaridepatrnidanditaips halpnaadUbnsisny etechaheoadvieting
electronic credit card payments wheﬁin sa]i% buyer ideg]iific?ion infarmation mra}y belja?%of: the
1 ity AuPiBEra

buyer's mobile phone BRPSA &2MdFafiras ,%6%? %8 Pé'fs,aapsﬁy@aﬁngesgm ;
signature, a one-time wotiéds amesragiste ethkdesmnicaibereinnbier peepthemigr dgkics dbyometric

information. 15 Tt@,@@,{hggygpgoagﬁegngrﬁ}egg,qpigé;(@qit%gdoqmgyhﬁ{@dnssaggdstep of

launching a secure PIN entry application in said buyer's mobile device ma¥,entail launching an
encrypted web interfab@ s '@d%?@?@Iif’éﬁ%ﬁ}’ﬂ@d’¥6Fh§a%ﬁq§lﬁﬁﬁb'ﬁf'b%aéﬁ%trﬁ%eﬁté‘gﬂ‘r'('?ated web

browser capable 20 of decrypting the PIN input web component and ensuring secure input of the PIN
code. The method of conducting electronic credit card payments wherein said transmission
between said merchant's device and said payment server, 25 between said payment server and said

buyer's mobile dgyicegaiiE-ishaeensaidp Mgt srixeyREsssaid bank server may be encrypted

using standard secure socket layer communication.

Further objects, features, and advantages of the present
invention will appear from the following detailed description of some
embodiments of the invention, wherein some embodiments of the invention
will be described in more detail with reference to the accompanying

15  drawings, in which:

Fig. 1 shows a mobile phone for conducting PIN authorized EMV
payments, according to an embodiment of the present invention; and

Fig. 2 shows a block diagram of a system for conducting PIN
authorized EMV payments using an ordinary mobile phone, according {o an
20 embodiment of the present invention; and

Fig. 3a shows a flowchart describing the steps in a method for
conducting PIN authorized EMV payments using an ordinary mobile phone,
according to an embodiment of the present invention; and

Fig. 3b shows a flowchart which is a continuation of the flowchart
25 infigure 3a, according to an embodiment of the present invention; and

Fig. 3c shows a flowchart which is a continuation of the flowchart
in figure 3a, according to an embodiment of the present invention.



The method of conducting electronic credit card payments wherein 30 said receipt message may be
stored on the payment server, and is accessible by the buyer and/or the merchant using a web
browser, the merchant's device or the buyer's mobile deyce . 5 A second aspect of the present
invention relates to a system for conducting electronic credit card payments comprising a merchant's
device, comprising a card reader and a mobile phone, a payment server, a buyer's 5 mobile phone
and a bank server, wherein said merchant's device, payment sewer, buyer's device and bank server
having transceiver means and processing means for carrying out the steps set out in the first aspect
above. 10 BRIEF DESCRIPTION OF THE DRAWINGS Further objects, features, and
advantages of the present invention will appear from the following detailed description of some
embodiments of the invention, wherein some embodiments of the invention will be described in more
detail with reference to the accompanying 15drawings, in which: Fig. 1 shows a mobile phone
for conducting PIN aufPofixb&BMTSSRMMERY according to an embodiment of the present invention;
and Fig. 2 shows a block diagram of a system for conducting PIN authorized EMV payments
using an ordinary mobile phone, Boterdimgntis arf 26 epndssaitieverdioih evilrdse deaorisetiomosnd

Fig. 3a shows a flgwehagt GerRgHkig Rf-SIERS RGNS IGRRANEHA0 FINAYLoHZGHiEMY

payments using an ordinary mobile Phone, according to an embodiment of the present invention; and

Fig. 3b shows a flowcRZRAINGTH & BAHRRIHIN FhEMSRcHERS I8V IR B3, S HEinBSo an
embodiment of the presssddiadentraanpdifferent folig Swldrawk adiobecbantindedhats limdtedtiauation of

the flowchart in figure 3a, AGEOIAHIGEC AP AP ALTRNRAALE HIESLBHBYEHINS are provided
so that this disclosure will be thorough and complete, and will fully convey the
10  scope of the invention to those skilled in the art. Like reference signs refer to

like elements throughout.

Embodiments of the present invention will be exemplified using a
mobile communication device such as a mobile phone. However, it should be
appreciated that the invention is as such equally applicable to electronic

156  devices which have wired- and/or wireless radio communication capabilities.
Examples of such devices may for instance be any type of mobile phone,
laptop (such as standard, ultra portables, netbooks, and micro laptops)
handheld computer, portable digital assistant, tablet computer, gaming
device, accessories to mobile phones, etc. However, for the sake of clarity

20 and simplicity, the embodiments outiined in this specification are exemplified
with, and related to, mobile phones only.

The present invention relates to EMV approved debit and credit
card payments using an ordinary mobile phone. From hereinafter the term
credit card refer both to credit cards, debit cards, other type of electronic

25 cards that may be used and/or functions as a debit or credit card. The term
credit card may also include a piece of software that acts as a debit or credit
card, or a computer based service that acts as a debit or credit card. Figure
1 shows a typical mobile phone 100 with input means 101, which may be in
the form of physical buttons or virtual buttons displayed in a display 102. The



DETAILED DESCRIPTION Embodiments of the present invention will be described more 5 fully
hereinafter with reference to the accompanying drawings, in which embodiments of the invention are
shown. This invention may, however, be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein. Rather, these embodiments are provided so
that this disclosure will be thorough and complete, and will fully convey the 10 scope of the invention
to those skilled in the art. Like reference signs refer to like elements throughout. Embodiments

of the present invention will bqqggl(eerpn%ﬁfifed using a mobile communica{ion dt%\aliC%S?leCh as.a mobile
pli

phone. However, it shmﬂ%E B appreci eériﬂ%"t & IVention 19 gsegﬂghgoéusa }\/N applicable to electronic

15 devices which havéegiierarmigmionsraed soamy HeaiaTuRIeatid MebpmNtider Evenagiies tsf such

devices may for instanggdperibidyasphinRatie P rIRRBIpdSUR RtepiandatReUiavprstables,
netbooks, and micro Ieaﬁéo%séhandheld computer, portable digital assistant, tablet computer, gaming
device, accessories to fi ‘bhones, etc. However, for the sake of clarity 20 and simplicity, the
embodiments outlined in this specification are exemplified with, and related to, mobile phones only.

The present inverition relates to E\I§SaPRRERIE RSP Fet SFAYLSAL RRY TSR &AMoPSinary
mobile phone. From heerisadtasutbedednE e dabpasdecefesibgth tspertalitad s ddaatiearttsigther type

of electronic 25 card_s éﬁg&?ag qS lés%g%dé%génmigﬁ@ 3 %gﬂ&i;eg%ﬁ{g&jiﬁ‘c%@l.iﬂig%%r %?redit_ card

may also include a piece of software that acts as a debit or credit card, or a comgﬁlijte ased service

that acts as a debit orR#teit aarticatign with dheeerlissbirmnvobie PRéf-2000M80 186ubYribaNs 101,
which may be in the foratiRf @hyvipiaa). buttens Qcuiiyag buttarsidisplayesth BvMUspigndMrdhe

10  a mobile phone not connected to a payment card reader device has not been
possible since the PIN entry device, in this case the mobile phone, has been
considered to be unsecure. The main security issue is the step of entering a
PIN code (or some other sensitive identification information such as a
signature or biometric information) using the mobile phone’s keyboard. It is a

15  well known fact that malicious software programs may infect the mobile
phone and secretly record the entered sensitive identification information,
such as a PIN code entered on the keyboard of the mobile phone, and

thereafier relaying it to a criminal third party.

In general, an EMV payment with the payment card reader and a
20  mobile phone is generally approved off-line, with the EMV card chip (inserted
into the payment card reader) as PIN code reference, in order to gain speed.
It is also possible to authorize the EMV payment on-line, with the bank as
PIN reference, wherein the PIN code is transferred directly to the bank server
in an encrypted block of data. The payment may be also carried out and
25  verified by the written signature of the user.

However, the security requirements (protection against attempts
to tamper with the device to gain access to the PIN code} disqualify alt
modern mobile phones to act as a secure PIN entry device for PIN code
entry. Thus, it has untii now not been possible to‘ make a secure PIN

30 authorized EMV payments unless both the card reader device and the PIN



7 mobile phone may further have processing means (not shown), for running secure applications, and
communication means (not shown) for connecting to other mobile communication devices and/or the
Internet, either by wire or wirelessly. 5It has been previogsly shown that credit card payments can be
made secure and EMV approved using a specialized card reader device attachable to a mobile phone
in the manner presented in the International patent application with the application number
PCT/EP20101066186 by the iZettle company. However, carrying out a PIN authorized EMV payment

from 10 a mobile phone not,connected to a pé\%/\megt %:_Flrderv%a}d(ﬁ{ device has nohgﬁ%ps ossiple since

h
the PIN entry device, ?nnE isdgg'gg e Aovie p orc‘nee,“ha% een co%s%feesr%rg 0B A& he main
security issue is the stgyonf preseity a Prthodorntb e ststenitifat slivwigVier denafiingonmeoienation
such as a signature op RIS RN RN PIRDLNARERNE AR MERY POGSRbIRE G imwell known

fact that malicious software programs may infect the mobhile phone and secretly record the entered
sensitive identificatiort1ifo tl%}?“ghcﬁ?ﬁé‘?blm%g% é?ﬁ?‘é‘%?‘gn‘?hégﬁey%tggi/ﬁt’(?ﬁ eRSBle phone,
and thereafter rel@yingpplioasianimihahehapplicaton! nugersrBC & EAVOIEEaH8Ht with the payment card
reader and a 20 mobile phone is generally approved off-line, with the EMV card chip (inserted into the

payment card reader) as PIN codagigteraneseiisaideiioegpayapresisicia a0 quessdng to anthorize the
EMV payment on-line, with the bank as PIN referen herein the Pl IS, transferred directly to
the bank server in an %rﬁézrnfgpee%gﬁl&eogrgg?g?ﬁ%:enéaggr\éﬁeﬁﬁ ?ﬁ%)% t?(]eg)gll\séo% @gﬁ?e r%(?é‘;{%égg verified by

the written signature GOHleniaePepeercendusda aarvE M meherigad oMb Aeliaristratiémpts to

tamper with the deviced JpHyResessT hatBliNuerdestsiaunbly plidaadenydn@hile shengrto act as a
secure PIN entrxﬁ evice for, PIN i:o e en%ry. Thus, it as#JRtiI now. ngt been ossibIF{} to mabke a secure
J ; R may be

PIN 30 authorized EMAPRSITEARE HFESL btnerlnBir dfe o, AR SREP:

accomplished in the novel secure payment system 200 is presented below.
When the buyer has made up his or her mind o purchase a
product or to pay for a service, he or she contacts a merchant in order fo
complete the payment of the product or service. Thus in this case the
15  payment acquirer is the merchant or the merchant's business that want fo get
paid for the product or service. A payment application is executed, and
thereby initiating 301 an electronic credit card payment transaction 300 (see
credit card payment method in figure 3), in the mobile phone 203 (the
merchant’s device 202,203), either before it is handed over from the
20 merchant to the buyer or when the merchant enters the card reader 202 into

the device 203 (and thus forming a merchant’s device 202,203),

The merchant or the buyer enters sales information 301, which
for example may be information about the product and the purchase amount
(price), in said merchant's device. The sales infaormation may also include

25 information about the business selling the product or service, such as
information usually found on receipts, GPS information pinpointing the store
or the seller's geographical position, the sellers account at the payment
server 205, the sellers account at the bank 207 or any other information
which can be used to identify the selier and/or the place of sale. The sales

30 information may also be read using a barcode reader, infrared reader or a



8 entry device are secure devices. However, the present invention disclosed below presents a method
and a system that allows for an ordinary mobile phone to conduct a secure PIN authorized EMV
payment in combination with the well known payment megghod disclosed in the International patent 5
application with the application number PCT/EP2010/066186. Figure 2 presents a secure
payment system 200 according to an embodiment of the present invention in which a mobile phone
(mobile device 203) may be used to conduct a secure PIN authorized EMV debit or credit card

payment. To better underst the present.inv the di ts thereof, an example of
how a credit card payment 1(t’ilﬁqagy engc o aéﬁ%zggﬁiﬁgaﬁ&@ 88[1%%) % ?svgeﬁ% QE
presented below. 203Wteattinetouy cthh apradsde gy hisstariser indn@nedpelrdagseon firvdust or to pay

for a service, he or shea@aeameiﬁgeﬁmt&tna%d%tp&%@lﬂt%mﬁr@wm?t of $he YOSy Or
service. Thus in this case the 156‘?%9/ fnt acquirer i the merchant or the merchant's business that
e Brgalen. Rabhd,

want to get paid for th&'r QR “ﬁﬂmﬁﬁo‘?{|§%§(@%’ﬂﬁé‘ﬁegrrﬁofﬁe?@8y%|t|at|ng
301 an electronic Erediteanal payetemivnassadtiothd0fesbaerdte device @@ nt method in figure 3), in
the mobile phone 203 (the merchant's device 202,203), either before it is handed over from the 20

merchant to the buyer or when thenaeiohenireritsSHise erarkreginy 20edinteatiae Zeviga2@de(and thus
forming a merchant's %% %rgqu. d 303 Ifhee Ehg\p%g 9285% n g%salgg Ep‘ftor{natlon 301,
e e r

which for example ma Information a out epro uc purchas amount |ce In said

merchant's device. The Sed&eifiGHRasH RRNaRidinRsagiors3thorhhating raheok heads bR selling
the product or servicehétgctm@ﬁ:iafwma&omesmuy éoyaﬁx@we@mtzﬁeﬁeﬁinﬁ)rmatiﬁéﬂptap@inting the

store or the selle smo the IIers acco at th r 205, the sellers
account at the bfﬁk r%gfnfh Ret | fp ma% Eé%wcg %8%&@% gé’ﬁ’ér /or the
place of sale. The sal@gmmfeﬁmmﬁmiaytaw@'b@réé@laﬂgmgtf@m’@@dé%a@mh rnfrmsédmder ora
near field communIcaﬁem&tb%cad%e@tntat%gt@te%etp égaqtgthlﬁd@h%s.@%&téeﬁ%t@nbthe product

(for instance the product ta%) or from a catalogue listin @%E&I ducts, and their prices. In another variant,
some or all of the sal&NARPHFEEH gy 15ePAS RN APPSR i ERPLYES s isredsieral
servers connected to thehmepbhaatsudeeceR20@03ddress before. The phone number and or

16 emait address are stored in the payment server 205 and associaled with the
EMV debit or credit card 201. If the phone number or email address has been
entered before (i.e. have previously made a payment in the store), the user
may in a variant not have to enter the same information again, uniess he or
she uses a different EMV payment card. The payment card reader 202 reads

20 the encrypted EMV card information 201.

The method to complete the payment will be off-line PIN
verification if the EMV payment card 201 supports off-line PIN verification
315,316. In case the EMV payment card 201 does not support off-line PIN
verification, the method to complete the payment will be on-line PIN

25  verification against the bank 207. If neither off- or on-line PIN verification is
possible for any reason, the verification method may be signature entry.

The buyer identification information the buyer is requested to
enter by the payment application running in the merchant's device 202, may
also be any of: the buyer's mobile phone number, an e-mail address, postal

30 address, a social security number, a one-time code, a signature, a pre-



The buyer inserts his or her EMV credit card 201 into the payment card reader 303 (the merchant
device 202,203) and thereby initiate a secure credit card payment transaction 300. The merchant
hands his or hers mobile phone 203 with a payment cargiyeader 202 attached to it 10 (hereinafter
referred to as the merchant device 202,203) to the buyer. The buyer is asked to enter buyer
identification information 304 which for instance could be contact information such as his or her mobile
phone number or email address into the payment application, if the buyer has not entered his or her

phone number or email address, befare. The phgne number and or, 15 email address are stored in the
bayment server 205 AT SESEL R CRErEAURF b S ASEARD LFRESOR Neahe mditver or
email address has beewhbiltarbonse i3} (ikormelis prévioeiidy riradd apaganeead ibyHbsstom)lahe user

may in a variant not hgieHo R eF LreiRSRICEBIAERR AR e NHBRE PRIPESIBHSEMG Bifisrent EMV

payment card. The payment card reader 202 reads 20 the encrypted EMV card information 201.
Thie method to compl P TREYRN PRIHPR RSSO LR OLHER Tt BHETRAV payment card 201

supports off-line PIN verification 315,316. In case the EMV payment card 201 does not support off-line
PIN verification, the method to cdmplBtet @raaeshmsm the Prees ine N paymeati gaing dibst the

bank 207. If neither offiNrceadiaesdbicerifigatias BAPOSsiRIZDr BB FaaROR HagiNgrHieati method
may be signature entr\tyw.e ;;Qgrgwerbiltjj%r}tiﬁﬁat'gg 'Lip!f rénati%l et&eﬁ?up{grtggnre%%eﬁteg Hﬁrétqr by the
payment application running inthe Merchant's device 5’85 may REDe any of. he buyernsr¥nobile
phone number, an e-méah Bagrdisk ipdbeabayengiarekile deyingat¥bclirisstimibeamednhoaiécode, a
signature, a pre- 10 rggisteuestddentifieatioe sEUTHRERIR RBAteEieRNJaketlY $if.canerayerthe mobile

Connectect o the ot SFEHAR0SS Gr Sy B g AT ST DAL et ahe buyer in
question. 5In a first ermbbidiendmyt rdwpieshie ormiinaietybihidepgumrent asipisaiion.

When the buyer has completed the task of inputting buyer
identification information 305, an encrypted purchase message is fransmitied
from the merchant's device 202,203, wirelessly (or by wire) over the Internet

15 204, to a payment server 205. The encrypted purchase message may
contain any or ali of the following encrypted information:
e the buyer identification information,
¢ the PiN entry request,
e the sales information and
20 « the encrypted credit card information
read by the card reader 202 from the buyer's EMV card 201. In a variant only
the buyer identification information and the credit card information are
encrypted and the PIN entry request and the sales information are
transmitted in plain text to the payment server 205. The transmission over the
25 Internet 204 may or may not be encrypted using standard Secure Socket
Layer technique.

The payment server 205 receives the encrypted purchase
message 306 coming from the merchant's device 202,203 and decrypts the
content of the purchase message and temporarily stores the encrypted credit

30  card information and the sales information.



PIN code associated with the EMV card 201 he or she is paying with, and therefore the buyer will also,
in the payment application, receive a PIN entry web page link in the buyer's mobile device 208. This
step is same in both the case where on-line and off-line RIN verification is applied. Since the buyer 10
will verify the payment using his PIN code associated with the EMV card 201 a PIN entry request is
generated by the payment application. When the buyer has completed the task of inputting
buyer identification information 305, an encrypted purchase message is transmitted from the
merchant's device 202,203, wirelessly (or b w'rjlﬁ over the Internet 15 204, to a payment server 205.
The encrypted purchase messag@ rﬁa%@ﬂ%laﬁf ?/ gm?glf?ﬁg{f(g%o%\\/ﬁ@ r&ﬁ@&p@‘@/ﬁw@r}ﬁﬁion: the
buyer identification infeapmgitnsetver P2R5e may réwure serithesat dbenfoiormetionanelat@itie dmerypted
credit card informationyeadnydnR Salt Gae AR BRI PEYSES 5 bCatdheMdardk deMaiant only

the buyer identification information and the credit card information are encrypted and the PIN entry
request and the sales4Rfoltnsd8nate aah s drech it 1RSaRy (RAFY MR LSS mKe
transmission oversthe étfhénter mieh2 vt imihg bankasenvetr BO7editegtiyent iisiny Sanbackke8 egaimsSocket

Layer technique. I né]&mx%gﬁa}ﬁﬁ\éﬂ'i ORdFSEL/ GRIBIERIFDPIRI RGN R M SRANG 306

coming from the merc s device 202,203 and decrypts the content of the purchase message and
temporarily stores the!®@hEAEareeaiesitiard Miormation and the sales information. 11 In a
variant of the embodiment of the present invention the payment server 205 may then verify that the

information related to the merchakh® &swetnidentiésadiarthsfsamaiéan Jendpndheorcaditedsithk sewer
207 is legitimate and fgéhtaskdisied QAR RASARInENBLYBFECMRBIN #Mformation 307 either

10  registered in the payment sever 205. The buyer's contact information may for
instance be an email address, a mobile phone number, social network
identification (such as Facebook or LinkedIn id) or any other information that
can be used to get in touch with the buyer. In this example the received pre-
registered buyer identification information is a mobile phone number to the

15 buyer's mobile phone. In a variant the buyer’s contact information is supplied
in said buyer identification information and not stored in said payment server.

The payment server 205 may then transmits a PIN code request

308 to the buyer's mobile device 208 using the buyer's contact information

20  (for instance the mobile phone number). The transmission of the PIN code
request to the buyer's mobile device 208 may be done over the Internet 204.

The Interet connection may be over the mobile phone network, Wi-Fi, or
connected to a fixed line Internet connection. The transmission over the
Internet 204 may or may not be encrypted using standard Secure Socket

25  Layer technique.

In a variant, the payment server 205 may also verify that the PIN
entry request is legitimate by for instance comparing the geographical
positions of the merchant’'s device and the buyer's mobile phone 208, This
approach requires that both the merchant's device 202,203 and the mobiie

30 device 208 transmit their location to the payment server 205 for comparison.



5 either be done with the bank server 207 directly or it may be checked against a register in the
payment server 205 which may be updated regularly against the bank server's register 207.

The buyer identification information (and/or the credit cayg information) is used to determine buyer's
contact information 307 either 10 registered in the payment sever 205. The buyer's contact information
may for instance be an email address, a mobile phone number, social network identification (such as
Facebook or Linked In id) or any other information that can be used to get in touch with the buyer. In

this example the receiyed preregistered buyer identificagjon informatjon, is a mobile phone pumber to
the 15 buyer's mobile¥§?o$}&elrnga aﬁéﬁﬁ%@?ﬁj%{@% h?aB?Yﬁ‘?SFﬁé i(%ﬁai%s ! 'Bﬂet qn"%%q buyer
identification informatidevinet & eredimatati dpdheneaysenteserver 20Fhanshymemesdaets205 may

then transmits a PIN code fRaIEThaP BRI prerp RIoRileiARNICE AR SRR BV FroNtact

information 20 (for instance the mobile phone number&. The transmission of the PIN code request to
the buyer's mobile deVitePPdithA0HEEAE RRatipR thelAlePba” thatRelelidadctiibihthay be
over the mobile phonenetyptad, Yirtfiass comsested taasfiidddinfeomtetimet cenctestisn. dEhize

ansmission over the Joiess! gy L BPUAGL BECPRIRORIBHUSHE ST TRSHTcasket 25

Layer technique. In a variant, the payment sérver 205 may also verify that the PIN entry request is
legitimate by for instaﬁ@é-comparing the geographical positions of the merchant's device and the
buyer's mobile phone 208. This approach requires that both the merchant's device 202,203 and the
mobile 30 device 208 transmit thdfradtiitispd reruesyRfNnN e MASERDEPfBRIBORPERNRIEM (3%!The buyer

may for instance initiag @tBavEaRbYHTARTRLEIHY fearaehiRdayions B & dhrigHythe
payment server %%5 %:m ttle merchant' c? rdl%ates mag either t%ﬁ?gre:re%%t red in the ment
server 205 (a stolfs ustiafy A AR ERERSTGRS R BRAtERHER e iRy e L e R

card payment transaction.

When the PIN code request is received in the buyer's mobile
device 208,3409 a secure PIN entry application is launched. The secure PiN
entry application running in the buyer's mobile device 208 could be

15 implemented as an encrypted web interface that is uniquely encrypted for
each PIN input occasion. The web interface could be surfaced in a secure
application, which establishes a secure and encrypted communication
channel between the mobile device 208 and the payment server 205, other
than the mobile phone's web browser to minimize the risk of tampering with

20 the software. The secure PIN entry application could in this case be a
dedicated web browser tailored to decrypt the PIN input web component and

ensure secure input of the PIN code 310.

In a variant, a secure PIN entering web page (from hereinafter

also referred to as a secure PIN entry application) in the buyers mobile

25 device 208 establishes a secure and encrypted connection with the payment

server 205 and will encrypt the PIN code asymmetrically, using the EMV
payment card's 202 public key.

Alternatively, a secure PIN entry application could be a compiled
application, launched in the buyer’s otherwise unsecure mobile device 208,



5 encrypted purchase message transmitted from the merchant's device 202,203, wirelessly (or by
wire) over the Internet 204, to the payment server 205. The PIN code request may in a variant
contain information (such as written verification informati%n) to the buyer that the PIN code should only
10 be entered in case that the buyer was the one that initiated the secure EMV card payment
transaction. When the PIN code request is received in the buyer's mobile device 208,3409 a
secure PIN entry application is launched. The secure PIN entry appllcatlon running in the buyer's
mobile device 208 could be 15 |m Iem as an enc pted terface that is uni encrypted
for each PIN input océéfgfgﬂg‘ﬁﬂ EI?Sr 38&%6’8@%3\4%\’8% Iﬁh gﬂ ?085% %{fﬁich
establishes a secure aydtemcpmliédaeomlsnﬁm@ﬁorﬂohamlemedmwerﬁh@mdbnwdemwﬂwand the
payment server 205, qifgithaRdihe ¥biigPBonRs PIRD eV sehiRdAIM2Rd s skOgampering with

20 the software. The secure PIN entry application could in this case be a dedicated web browser
tailored to decrypt the BFmALR GRBRISRTS haRtUR FRASHRDGRIRY RENASEHN! WIENAIR RBYRS 0.

In a variant, a secire BéNamesing web page (from hereinafter also referred to as a secure PIN entry
application) in the buyer's mobile 25 device 208 establishes a secure and encrypted connection with

the payment server 205 and will %erya&w ﬁwmﬁuwm%é@iﬁgr@b@&% pessMment card's

202 public key. Itern esecuerguli?anelntr %I on co! Onecﬁ)( |Ied aggfllcatlon
launched in the buyers cSthe WISg u% &FEMShe (5eV|ce runn| e obile device

operating system. Thexmmmrb@aﬁsbmgcgymmmlbdfaﬁwuw Rukoitnaysaies Phone,

Linux or another mobilg,phonNg Ssheteigessts BiN eﬂmmpm&:%@rbmhﬁémw@m@%ﬂﬁvice 208
establishes a seCLé e and encr ted nnectﬁ]gwnh the pa Etltf segver The secure PIN

entry application | uncﬂﬁ%?fﬂq’t 88‘%956 TR L 88{1} eé%ﬂ?&h%é‘?ﬁe’ﬁ the
mobile phone by for exathplé’iﬁbm@m apghdatisacceakidbmxurichriy wesdtedhissingyaedurgeregnay safely

enter his or her PIN caden3id ihekihegisl' csraaigonniBie ReybtoRECsamiRaipaRing It The

actual representation of numbers and/or létters in the PIN entry application could be unlquely created,
using a secure key sURRYEEMHe Y pa)heid! CMs%lr%dﬁﬁg’kéﬁ)e%‘r‘%etgétca@&‘? blf tH€ payment
server and will not be ¢erusedicateanirgabat ehve i iNtleatopapplicatation thetwebileieWdh 208ry

application in th%@ObgﬁddﬁYecgmnt server 205 is intercepted and decrypted, the numbers
and/or letters are only meaningful when combined with a secure key in the
payment server 205.

The buyer may also be associated or confribute with certain

security information, such as the cument geographic location of the buyer’s

20  mobile device 208, a transaction [D, mobile device's IMEI number, MSISDN

number, social security number, signature, biometric information and/or other

security information that may be unique to the user. If the geographic location

of the merchant's device 202,203 is stored or known in the payment server

205 (see above for a discussion regarding how this can be achieved), the

25 positions of the merchant’s device and the buyer's mobile phone could be

compared to ensure that the payment is completed at the same location or at
pre-approved locations.

The PIN code entered by the buyer in the secure PIN entry
application launched in the buyer's mobile device 208 is encrypted into a PIN
30 code block. if more information than the PIN code is to be transmitted to the



15 and the payment server 205 is intercepted and decrypted, the numbers and/or letters are only
meaningful when combined with a secure key in the payment server 205. The buyer may also
be associated or contribute with certain security informatign, such as the current geographic location of
the buyer's 20 mobile device 208, a transaction ID, mobile device's IMEI number, MSISDN number,
social security number, signature, biometric information and/or other security information that may be
unique to the user. If the geographic location of the merchant's device 202,203 is stored or known in

the payment server 205 see bove for, ssion regardin howt can.be achleverézh %e 25
positions of the merchA e eV|ce and%ﬁgg%;ejé még%e p oﬁ‘é”t dscgren%%%\pésregqg ‘tg re that the

payment is completedsgpeiatelinaé e aioneot af pf@%ﬂppﬁd%@tlﬂ@@i&ﬂdﬁg SHmepaciteteritered by the

buyer in the secure P'ﬁbﬁﬂgﬁt%@&aﬁgﬂ 'W%@M@W%ﬂé 'ﬁ!@&k‘@s@%@ﬁw@@@ BpReRgoted into a
PIN 30 code block. If more mform tion than the PIN code is o be tra:Nsmltted to e 14 payment

server 205,312, the biNEPSREIRRYS THBYIRAASR I8 é’?ﬁ%@& HYElel) 2OHRE 1D éff{PSF &fftry and not
sent in the same packﬁmeocﬁyet;mymedtlsemen@b)& dhacen2ifprey RINIdbdedgjoicknentamg mitted

from the buyer's mobilgfigyice hiple ALLRRHY Y YRIELEAR bP JURINGHZ A8 R HEnCyption

used in the mobile device 208 may fulfill the requirements of worldwide standards of security of online
transfer of credit card %r&a*@*omw&‘%%ﬁ%w AIRBee PN e IR RETHLR IRFIES A YEE RN SYBKet Layer
technique for the transonitsdraosreistien| oternbe MidinEh@ddgayment server 205 receives the encrypted
PIN code 10 block313 and, if available, the buyer security information from the mobile device 208. The

payment server 205 decrypts andrﬁg)rggythgrpwéecmﬂyr@&@wggti% ié,i{oi@ﬁ@senu Thgi®ayment
server 205 may a re. the er secyrit mforma ion ith tored buyer security
B R e B I e e o P B 08 o

information or wi uyer |den |ca on n orma |on gte or not.
The verification PIN cdaecma’éﬂﬁerr@rmemet @ﬂﬂﬁéﬁﬁtlﬁ@hybﬁmdr&ﬁfaﬁw&wemﬁgaﬁeﬂnm

information stored in tiﬂu?oﬁ?%iién@aﬁfj i e ressahanhs ?K&ﬂﬁ&%@éﬁ%ﬂefowﬂﬁébefnt%d%ﬁarﬂ” -line or
an off-line verification mmy qete mined in several di erent Way? 314. One W% is that
pare uyer security information with “already stored buyer security
information or with the buyer identification information to determine if the

15 buyer is legitimate or not.

The verification PIN code may be done either on-line with the
bank or off-line 314 against the information stored in the credit card in the
merchant's credit card reader. Whether to do an on-line or an off-line
verification may be determined in several different ways 314. One way is that

20 it is decided (for instance chosen from a menu or based on connecfivity
information from the payment server) in the merchant's device 202,203 when
initiating the payment or it may be automatically decided in the payment
server 205 (depending on the current connectivity to the bank server 207 or
depending on a setting in the payment server 205).

25 In case the PIN code verification is determined to perform an off-
line verification 315, the payment server 205 will send the encrypted PIN
code block to the merchant card reader 202 for verification using the secure
chip on the EMV payment card 201. The PIN code block is decrypted in said

card reader and verified against PIN information in said inserted credit card.



20 it is decided (for instance chosen from a menu or based on connectivity information from the
payment server) in the merchant's device 202,203 when initiating the payment or it may be
automatically decided in the payment server 205 (depenging on the current connectivity to the bank
server 207 or depending on a setting in the payment server 205). 25In case the PIN code verification
is determined to perform an off- line verification 315, the payment server 205 will send the encrypted
PIN code block to the merchant card reader 202 for verification using the secure chip on the EMV
payment card 201. The PIN code block is decrypted,in said card reader and verified agajnst,PIN

S e R TR R B R e Kt the

. . . c nc 10N me ransmission 1uUl
information in said mserte(? Cl’g | CaI[H. € encryption meﬁm used' n

requirements of worldwidiswide atatiprsfsselciaayrisf ohtmine fiserfeot gedit card ditadlis. In the

case when the PIN code is verified in the credit card, the purchase amount still needs to be verified
against the bank account at a banhk theseasen@?ich HacRINrtmadidnvetifiee ruthbaseditmartttie: carried
out by sending the sa &E&é‘%%‘%‘iﬂl e BUISRSEAMRA i%ﬂﬁ@%m%@?ﬁ §kea’|§ﬁ%@02’2.03 o
the payment server 205 where the authorization of the amount Is carried out by sending the credit card

information and the sSRYSARRMANSVRITEsRIPR RfhsiPyhase satoNids sRErastREt byyranding
communication with athd @stlesnypsieratioathed tuliingaes embiempots Diewoekdhadesstniards of

security of online tra”%i?z’ 2 SIRbIharg é%?g.%%{'é‘rf%?)a\ﬂﬁ&et%@%a}?ﬁ‘&‘fkgﬁé‘ﬁg?';f%% anliank server

207 verifies if the purchase amount Is Cl argma e or not, and transmits a purchase verification
message 317 over a $8¢UfE S8R ERAANEBIP STaAiEearsHNacratomandhmenriesdiasmatsn #18. 15In

case the PIN verificatig sndgisieningehia RREPEN area-irnsriisatidbebiudRatRay wantserver 205
will transmit the %evio%%’iéggﬁivnqd hannéi ?Jﬁﬂ?nd epery te&@g}\l g%d% Iogh S es|i fo&m tion, together
with the credit card infor lon, to%e ank Server 207 101 onaine verifcaton. The ransmidion is
encrypted with a metrsggurin aflfinditectiztiite afeirbibopErami|daididnéeamatieds tof tecbetkof online
transfer of credit card gg{ails 2hr0ughea BaRkIr8sieKel 12y terkiee RANKSSHURINGRS racRIVRS e
encrypted credit card informaﬁgn, sal sal’i_l{]é?rmation with the Eurc asg amoun%,ﬁgti encrypted PIN
code block, decrypts FEHFERRI GERLARL BITERE. AHIE RN QUICRION7ESS £ ME Gh-line
verification by transmétingra Ekebidyeatommmessaiimn IHEK dot e patyment savesi20053388 with a

verification stating that the PIN code is approved. The communication with the bank server 207 occurs
in accordance with the EMV stangacgsa ¢ ipgithatiiotaiacio astatitiibe apdrdie salesiinkormation is

o o een TGS LS RN S S R Al
and stored encrypted PIN code biock, sales information together with the
credit card information, to the bank server 207 for on-line verification. The
transmission is encrypted with a method that fulfills the requirements of

20 worldwide standards of security of online transfer of credit card details
through a secure socket layer. The bank server 207 receives the encrypted
credit card information, sales information (with the purchase amount), and
encrypied PIN code block, decrypts them, and verifies the PIN code. The
bank server 207 completes the on-line verification by ftransmitting a

25  verification message 317 to the payment server 205,318 with a verification
stating that the PIN code is approved. The communication with the bank
server 207 occurs in accordance with the EMV standard meaning that
interactions with the bank. The sales information is transferred to the bank as
one part of the communication to verify the purchase amount with the buyer's

30  bank account and the encrypted PIN block and the credit card information as



16 another part of the communication. The bank acknowledges that the sales information (the amount)
is chargeable as one part of the communication and that the PIN block and the credit card information
is correct, as another. When the payment server 205 haggeceived the verifications 5 regarding the PIN
code and the amount, the payment server 205 will generate a receipt message 319 as proof of the
transaction. The buyer and the merchant will then get the receipt message, transmitting said receipt
message to said buyer's mobile device and said merchants' device via said payment server 320,
informing them that the transaction js.approved by one 10 or several of the following; in a dedicated
appiication, by SMS, By TITGEEY Shih By VIR HRE eSS RFOF By B EBi B EFnetod
accessible from a mollferpiatice 208 208uMthés Wieegsalie sssageeseatt foivetbenpayntatiosemer 205 is,
when received by the maiHRARRE SIEMICEdMe B iRy RIs Mo Bl le iseROfetisplayed on the

device's displays 321, thus 15 indicating that the payment has been received and is correct. If

any of the verification steps men%ngg 't'ﬂ g%g&l%ggﬁgg%gnzq)%eﬁélgr(?g%ei@&l&%eqﬁﬁgf%gﬁsan error

message is generated and transmitted to the merchant's device or the buyer's mo vice 208, or
both, and the paymentaSAsEinss tsaefith &Rt oriftdhRIABP WO THErRaipericsrge A wilo be

stored on the paymeng&ssrae 20fe81pt e caessegrbyitbe thuyesimadionmawigbaahdt a later

point in time using for jnstance a weh browser connecting,to the payment server 205. The receipt
message may also be%ef:c%e%rsceg r&y%‘#dér?rr\]g% fr%"\rﬁ t%wct? ' Eh(ran %%@rﬁgiq}rggrs\%'#%uﬁgeﬁ el'l?out) or
directly accessing it oM&seasRy in&aic BuyeRferMpbie deNisehRNth spith aRR ST doYieReisusaids mobile

device 208. Theatprennalagy Uses! heseiinis fesheaumosardzdess i RIEICYABNe

embodiments onJy. and is not intended to be limiting of the invention, As us rein singular
forma "at van" Akl 8 SEH LA AL BRI AR 2ot s e (R ey
indicates 17 otherwisemgilwilybestarthmessefanstoodniiathies cormsuivoatiprisesthtecbacprskipe’
"includes” and/or "incliging’ whsIR iRAd 06 R0BPE ALY HaRip FrefGR O iatad fealses idgaers,

steps, operations, elements, and/or components, but do not preclude the presence or addition of one
or more server 205 is, when received by the merchant's device 202,203 and the
buyer's mobile device 208, displayed on the device’s displays 321, thus

15  indicating that the payment has been received and is correct.

if any of the verification steps mentioned in above description
goes wrong, is denied or faulty, an error message is generated and
fransmitted fo the merchant's device or the buyer's mobile device 208, or

both, and the payment process is terminated or interrupted.

20 The receipt message may also be stored on the payment server
205 and may be accessed by the buyer and/or the merchant at a later point
in time using for instance a web browser connecting to the payment server
205. The receipt message may also be accessed by ordering it from (thus the
payment server would send it out) or directly accessing it on the payment

25 server 206 using the merchant’s device or the buyer's mobile device 208.

The terminology used herein is for the purpose of describing
particular embodiments only and is not intended to be limiting of the

invention. As used herein, the singular forms "a", "an" and "the" are intended
to include the plural forms as well, unless the context clearly indicates



5 other features, integers, steps, operations, elements, components, and/or groups thereof.

Unless otherwise defined, all terms (including technical and scientific terms) used herein have the
same meaning as commonly understood by one of ordinary skill in the art to which this invention
belongs. 10 It will be further understood that terms used herein should be interpreted as having a
meaning that is consistent with their meaning in the context of this specification and the relevant art
and will not be interpreted in an idealized or overly formal sense unless expressly so defined herein.
The foregoing has described the principles, preferred 15 embodiment an(imode,s of operation of the
present invention. Ho Ve e fﬁvgmioﬁesh?w be'td %ﬁ‘i%%gasﬁ?]ﬁ‘ast tiv epg&erc&rgﬁﬁlseegtrictive, and
not as being limited td'¢hepisitiglldirstndeslimeodisrdiseiisted" awbee. Ties difetentseeaiiyebof the
various embodimentspE{RRJaVanigRaaRAREEMRIBES N SBN, CBRIfgHONadhanEIosRRplicitly

described. It should therefore be 20 ap rematedc!hat variations may be made in those embodiments

9 12
by those skilled in the 2P RARSAER: ¥ B HBFRTHES U RTEPERSS, P AT AtiBRCAS DR by the
following claims. 48 @theiVisakirdsmietegeref stepduchegptedraierentdit camppagmedsdona payment
acquirer using a mer []Eg fleyige, comprising a card reader and a mobile phone, a buyer's mobile
device and a payment server, wherein 5said method comprising: initiating an electronic credit card

payment transaction by executing 3 paymient appligafionin Saif merdianis deviceenjeripg sales
information in said merc_hants device; entering a ¢rédit card into saidtard reader of said
merchant's 10device; Bty iy ideastichgigininfeMdatith 4AMgcABANAG A5 PAIBMAY Yequest in
said merchant's devicgsderstood by one of ordinary skill in the art to which this invention belongs.
10 It will be further understood that terms used herein should be interpreted as
having a meaning that is consistent with their meaning in the context of this
specification and the relevant art and will not be interpreted in an idealized or

overly formal sense unless expressly so defined herein.

The foregoing has described the principles, preferred

15 embodiments and modes of operation of the present invention. However, the

invention should be regarded as illustrative rather than restrictive, and not as

being limited to the particular embodiments discussed above. The different

features of the various embodiments of the invention can be combined in

other combinations than those explicitly described. It should therefore be

20 appreciated that variations may be made in those embodiments by those

skilled in the art without departing from the scope of the present invention as
defined by the following claims.



transmitting an encrypted purchase message from said merchant's device to a payment server,
wherein said encrypted purchase 15message comprising at least one of sales information, buyer
identification information, PIN entry request and encrypteg credit card information read from said credit
card in said card reader; receiving and decrypting said encrypted purchase message in said payment
server; 20determining buyer's contact information using said buyer's identification information in said
decrypted encrypted purchase message; transmit a PIN code request to a buyer's mobile device
based on said buyer's contact information; 25receiving saicg‘P de request in said buyer's mobile
device, and launching a secure PIN entry application in said buyer's mobile device; entering PIN code
in said secure PIN entry application; transmitting a PIN code block comprising encrypted said

PIN code 30to said paymenf'SBRBPI8ESRAAY LI/ IR RBIG RO LIER SRR PEDIA LR ARV Y 9
determining if a verification @kgaickPlisirg dere pheot mndelvalé.|inanprismd e cakdermadesaanid #-line

verification comprising the SlBSie phone, a buyer's mobile device and a payment server, wherein
5 said method comptising:
- initiating an electronic credit card payment transaction by executing
a payment application in said merchan{’s device;
- entering sales information in said merchant’s device;
- entering a credit card into said card reader of said merchant's

10 device;

- entering buyer identification information and generating an PIN
entry request in said merchant's device;

- transmitting an encrypted purchase message from said merchant's
device to a payment server, wherein said encrypted purchase

15 message comprising at least one of sales information, buyer
identification information, PIN entry request and encrypted credit
card information read from said credit card in said card reader;

- receiving and decrypting said encrypted purchase message in said
payment server,;

20 - determining buyer's contact information using said buyer's
identification information in said decrypted encrypted purchase
message;

- transmit a PIN code request to a buyer's mobile device based on
said buyer's contact information;

25 - receiving said PIN code request in said buyer's mobile device, and
launching a secure PIN entry application in said buyer's mobile
tevice;

- entering PIN code in said secure PIN entry application;
- transmitting a PIN code biock comprising encrypted said PIN code

30 {o said payment server,

- receiving said PIN code block in said payment server;



I.transmitting said PIN code block from said payment server to said merchant's device; 5ii.decrypting
said PIN code block and verifying said PIN code block against PIN information in said credit card,;
Hi,transmitting sales information from merchant's deviceqig said payment server; iv. transmitting said
credit card information and said sales 10information from said payment server to a bank server; v.
verifying said credit card information and sales information in said bank server; wherein said on-line
verification comprising the steps: i.transmitting said PIN code block, said credit card information 15and

said sales information from saidpayment seryeloifaid Cank SRR dddeeTladRid U pRe: said
credit card information and said sales inférmation in said bank server:
or on-line, wherein said off-line verification comprising the steps:
i. transmiiting said PIN code block from said payment server fo
said merchant's device;
5 it. decrypting said PIN code block and verifying said PIN code
block against PIN information in said credit card;
i, transmilting sales information from merchant’s device to said
payment server,
iv. transmitting said credit card information and said sales
10 information from said payment server to a bank server;
v. verifying said credit card information and sales information in
said bank server,;
wherein said on-line verification comprising the steps:
i. transmitting said PiN code biock, said credit card information
15 and said sales information from said payment server {o said
bank server,
ii. verifying said PIN code, said credit card information and said
sales information in said bank server;
- producing a verification message in said bank server based on
20 said verification,;
- {ransmitting said vefrification message to said payment server;
- generating a receipt message in said payment server based on
received verification message;
- transmitting said receipt message to said buyer's mobile device
25 and said merchant's device via said payment server; and
- displaying said receipt message in said buyer's mobile device and
in said merchant's device completing said electronic debit or credit

card payment.

30 2. The method of conducting electronic credit card payments according
to claim 1, wherein the step of entering PIN code in said secure PiN

entry application also comprising:



producing a verification message in said bank server based on 20said verification; transmitting said
verification message to said payment server; generating a receipt message in said payment server
based on received verification message; transmitting saighreceipt message to said buyer's mobile
device 25and said merchant's device via said payment server; and displaying said receipt message in
said buyer's mobile device and in said merchant's device completing said electronic debit or credit
card payment. 302. The method of conducting electronic credit card payments according to claim 1,

wherein the step of entering“PINn(%gr(ldneﬂigus%irdsg cure. BIN %Qltgx,aa%lication also comprising: 20

entering buyer security informaﬁon; a ncryp {Jné;ys'alf rB]uyer Security information and including it in

said PIN code block. 3 The me#@isdysticdaischayes seaditi isfeamadiard andy indpeingct diasal to claim 2,
wherein the step of receiving sagRiMisadrIblock in said payment server also comprising: - decrypting
said buyer security information at said payment server, and 10verifying said buyer security information

against said buyer identification information.
5 3. The method of conducting electronic credit card payments according

to claim 2, wherein the step of receiving said PIN code block in said
payment server also comprising:
- decrypting said buyer security information at said payment server,
and
10 - verifying said buyer security information against said buyer
identification information.

4. The method of conducting electronic credit card payments according

to any of the previous claims, wherein said buyer identification

15 information may be any of: the buyer's mobile phone number, an e-
mail address, postal address, a social security number, a signature, a

one-time code, a pre-registered identification number, a photograph

and biometric information.

20 5. The method of conducting electronic credit card payments according
to any of the previous claims, wherein said step of launching a secure
PIN entry application in said buyer's mobile device entails launching
an encrypted web interface that is uniquely encrypted for each PIN
input occasion, or a dedicated web browser capable of decrypting the

25 PIN input web component and ensuring secure input of the PIN code.

8. The method of conducting electronic credit card payments according
to any of the previcus claims, wherein said transmission between said
merchant's device and said payment server, between said payment

30 server and said buyer's mobile device, and between said payment
server and said bank server is encrypted using standard secure
socket layer communication.



4. The method of conducting electronic credit card payments according to any of the previous claims,
wherein said buyer identification 15 information may be any of: the buyer's mobile phone number, an
email address, postal address, a social security numberpa signature, a one-time code, a
pre-registered identification number, a photograph and biometric information. 205 The method of
conducting electronic credit card payments according to any of the previous claims, wherein said step
of launching a secure PIN entry application in said buyer's mobile device entails launching an
encrypted web interface that is uniquely encrypted for each PIN input occasion, or a dedicated web
browser capable of decrypting the 25PIN input web component and ensuring secure input of the PIN

code. 6. The method of condlieginaeiedtrdsiensusting slecayinarnesihcast RRYMSMH pesaliiBrevious

claims, wherein said transmigsigr Betmesrvslt RaiekanhefayisadnispichiraxaRNssanes between
said payment 30 server and saj

buyer's mobile device, and between sajd payment server and said
bank server is encrypted usﬁ’fb ET o2 (e RIS TTARTe IigygF%%?ﬁ\%%rﬁggb r?p%'frf‘“ﬁ? rrﬁ%?hod of
conducting electrdnic credit tmthERyasings vt dicy seratiyeofrgrehand\d leyickiendhevheyeirs said
receipt message is stored op,igpayment server, and is accessible by the buyer and/or the 5merchant
using a web browser, the merchant's device or the buyer's mobile device. 8. A system for conducting
electronic credit card payments comprising a merchant's device, comprising a card reader and a
mobile phone, a 10 paynienAssstern dobeyedsatingbéedihorie cradibcsahkaeneats whrapgisingaal

merchants device, paymentseiielndd etisd! AB AP UL NUBLEANRD 4 IR (oS aNd
processing means for carrying out the steps set out in claims 1-7. 15 )
10 payment server, 2 buyer's mobile phone and a bank server, wherein
said merchant's device, payment server, buyer's device and bank
server having transceiver means and processing means for carrying

out the steps set out in claims 1-7.
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