. e3e~% \FBY®x%%d QL2 AUGUST 2004 CONSUVABLE AUTHENTI CATI ON PROTOCOL AND
SYSTEM TECHNI CAL FI ELD Thi s i nvention concerns a consumabl e aut hentication
protocol for validating the existence of an entrusted authenti cahiesTedskp,
as well as ensuring that the authentication chip lasts only as long as the
5 consumable. In a further aspect it congerns a consumabl e authentication
systemfor the protocol. In this invention we are concerned not only with
val i dating that @ONSUMABLEAUTHENTICATIQNGFROTOMUL. ANDISES AN I eads of
t he aut hemﬂﬁ S nenory space nust be authenticated as well.
BACKGROUN uction 10 Manufacturers of systens that require
consunmabl es, sullis iagntonlcarsens arpasrhable atnhatncanecpnétdsoesfoxt\xartarngcz&re&irstieﬂgersan have
struggl ed lymrgﬂdra to varying |l evels
of success. Nbstmﬁeg\%@@ggg]ra?gel%gmgmé %léghgﬁ&% mgpla&sanXIO\/\/@vgearS ¥hi's does
not 3top hBABMRRE i3 uiseasesey 'bﬁ‘?@ceiﬁﬁa%q“%'ﬁ‘éblwﬁmta@itomyetemﬁnéwpwoewv@rin thon of

copyi ng i sinvenfranteartcorfcahedingonly@as Odlidating hex aﬁﬁ@ie%ﬁuoﬁ@hﬁ@@'ﬂf%&ntlﬁn wihids Aevent
poorly nanllé;d"&l%thlerﬁ%me U%?%Ig éhﬁ tm%m Onn%alélenn?‘tts! bé autI)entl(,{Qe ﬁl ng the base system

For exanpl e oor rin es in an ink jet
printer. 2B |cat| on is an extrerrely Iarge and constantly
growi ng field. ﬂihio&uctmn/entl on is concerned with authenticating consumabl es.

I n st cases, son to prohjbit the use of consunmables in a
t hi F{g 20 part Mh%{c;?gurelso%ﬁmmsn aerﬁ‘ﬂu"?f(ﬂ%”(‘m@ 1S HA ST PINH theratiTeo%hi p t hat

cont ai ns & Fsh@f‘i? ftigggiqdaith the deeblam df aviherticititg @panptads] ty valgs) [gRBdf su@eprraxent
copyi ng. The @Jal't&i th @eé@n@ Jﬁ&'ﬁéﬂr‘geF‘oxﬁél Ik Jo&%ot%toﬁqgﬁé’rgf‘l’:é)?%ﬂm% TRLY

manuf act ur | n gﬁ ! ﬁls | ow cost enough ed in consumabl es
such as in ””f Id VS%EI”PP Qoying s 'BAYEIM O SHtRED, the aut hentication chips
are conpl i-ant V\Tdﬁﬂot‘ichl&velhﬁ@\ export guidelines si nce they 25 do not
constitute an evi.ce. re be practically

manﬁ% actured i ﬁﬂ)t Qrbg&)plg aét%rec(i)?_ llgsq%%te consumenj? rom 8an@§1§%tef P’Fse[ sl;@e%?rl d 3
Concepts and Tewr#RPleTPRogY fltarad '@IWB‘QSEQ‘“&‘@E‘WS“ ealnrutm«;nmepts that are referred
to throughout tdeper emai nder of the document. 3.1 Synbolic Nomencl ature 30

The fol | t t t this d t:
12°AUGUST 2004~ 3¥lcfon MRELETL B el Gl b0 RSBl = e v

Synbol Des @ ihgitiraypgqorqumeiiast Ip owst Fasest taiké ingo @assi taglokibipthe aseet @nsuXE{ledjn athiFunct i on
F, taking pamyprmtianeters, X and YX ~ YX concatenated with YX n YBitw se X

ANDYXvYBltV\Aﬁ] |veCR%?éOY Bitwse X XOR Y
(excl usi ve- OR) - ?W%an%@a'%m?%fﬁfj% r{h2) Senigins angythgndcaganggoddradicifchie val ue
YX <- {Y, Sze}cTFHoededmmwrpl@ént epging hamip i mpuasurédasidg thsstidandlas Xexdysequal toYX
~Y'Xis nﬁQ&facﬁﬂlHa[LroJeQ ki tsw&gt%%@: to)o<e A¥udkd ﬁwfcl)rgl(%abg E{U&és m%ﬁ?cptﬁnet gﬁ l(g%

}1 y re Set BT

(nodul o regi ster ) Er ase XErase nmenor I ster
Y] Set the bits Gf° FE’?%"‘”#“%H’PF %WWOW‘@@’F %‘F EQmPiEnh Al O exporteuiilines Wicg ey X,
Y] SAi ft r elghgtentitde pi gbyptomdevhi.tThgasi thirebre bd @hctiady intartudd h tferiam dhgand

pl aci ng tQgpoggg)g,%ywe;edspm%e%mg Basi ¢ Terns A nessage, denoted by M is
pl ai ntext.. The process of trans?orm ng Minto ciphertext C, where the 5

subst ance Jof MGo8ceRs@ubRerms s cal | ed encryption. The process of transforning

C back into M iispat dleﬁhsdmmyqaﬁ tadtepts Raf £ efei@ t§ @rolidhBut HAGENARLE- BN 4HGhdnON as
E, and thgldecr ion as D, we have the following identities: E[M

cod = M1(38)“6'%lh(=!l(r8eﬁ:lJ %?ﬂc% e follow ng identity is true: DDE[M] = M3.3
Syr’rﬁoet ric Crypt'dglolprie Sﬂ“Wﬁ?@tqu'%Uf%ﬁe%?btqumutaﬂlﬁg@wntehtm is one where: the
encryption function E relies on key K,, the decryption function Drelies
on key I1C,, I 5 Kz can be derived fromK,, and
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K, can be
However ,

Thus:

derived from KZ.

even if K, does not equal
fromthe other,

Eh[ M

= C 20 DKLC

In nmost symmetric algorithns, K, equal
K2, given that one key can be
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s K2.
deri ved

a single key K can suffice for the mat hemati cali2dedusnibdok on.

t hese

al gorithns rests very nmuch in the key I<;_.Knowl edge of K allows anyone to

encrypt or decrypt.

Conseq

uently K must remain a secret for the d

uration of

t he val ue BﬁkN1&ﬁmmueﬁanmbmﬂwm%mmmube a wartime nessage "My current

position i
greatly r

AL QN

s-—over—the v

S grluyhm)'uun

uced, and if K

NN One
23=456"—0Onece—+th

s made publi c, Pﬁ%” (ﬂmdedqe of the co

e of Mis
nbat

unit's pogiiXon may be of hBngiop &l tekingncecinbmense¥er. OfF course 17| it is
poIiticaIIyqxen3|t|ve Tor [ RecGR M@ing W farameldQSK ida@T t 0 be—known—even after
the war, K have—to—+empin-secret for a very long tine. An_enar nous
variety of)gC%netrlc algor FRAPETDZFSY ¥ r om t he t ext books of anci fent

hi story thnough to sophlst Biatiek aooler n al gori t hins. ANy of these are

i nsecur e, hat—redern—ckrvptanal vsis technigues (QF‘F‘ Section 3 8) can
successfulf§ gttack the al gorTERYT & (PHEVePRent that |< can be derived. 10
The securijtyeaf the part|cuB@mmsymmmVE@ﬂuﬁkgnﬁlthn1IS a functiomjof two

t hi ngs: t he LlcnuL“ of th algorithmand the | pnn'rh of__t he kPV f78] . The
strength of ﬂ)gn algorithmisgs B'HT%HO&% QCO‘P%e”Efﬁténtl fy, relying on itsg
resistance>¢eﬂcryptograph|cxamk@ﬁwsmﬁﬁmeYSectlon 3’8) I'm additign, the

| onger ths Ri-Red Dubl remai ned
unbr oken i Fﬁ?WﬁvtmTﬁéo‘ gorithmis

likely to

scrutini zg

, | Biss@aret 15 algorlthn1that has not Dbes

n
en if the

algorithmiis "perfectly" s e only way to break it is fo tiry every
key - see d&ction 3.8. | .5Dwmemeﬁwuahky1®he right key wll be Tqund.
However, thg norekeys—th ceys—have—to-be-tried if there
are N keys, it will take a]ﬁ%§&ﬁ5%$o Tom%ﬁgﬂ?ynthe key is N bilts |ong,

it will takesaXmaxi mum of Z%%th$$wmwwmamar5096chance of flndlng t he key
after onl yshaldx e at tenmptE hors of the Flabh f . s—20—the | onger
it will take tgj\:]nd the luavtt ar%trﬁof{gen?apgh ﬂhd{y& ge'sjteséaéFg Ft i.s. What nakes
a good key Zl%ﬁbﬁﬁ'gw%éhds o%ﬁtlFé’éste\/élrl&@oa%b'ttm@tl@erelﬁwmparmtftoheY tidme for which
t he secret nust renaln se nﬁkmgmeWQMEmaszavallable conputlng resgurces. In

1996, an

scientists released a report [9] descrlblng nlnlnal

P

key Iengths f

er
or

symret ri ¢ 3¢ phdiagic Tgymsr ovi de adequate commercial security. 25 They suggest
an absolute m m rﬁumgke%oie@wns plfnn&Qt ’bﬂetp%)césponrranm&QMpﬁtS)L ﬁlpet-teg%t @hJ}é)t‘he 20

years,
at t acks

ancéub%ltarchﬁ

t han bru

denI E%

fM lSh]l

stens succunb to

TR0 friggrkngo ‘Y’éscfﬂi'erd

r
a

UGE i TEeR ek E"

smarter
ed to

account f gecryRiion: r'@fegrwg mtheseegymlnn tungyipt @fabnd sliesledrypohmiigti@ss DY\ haid the i gnor e
most hi st gslioak ideyameet ri c al gorithnms on the grounds that they are insecure,

especially given nodern conputing
following algorithms: 30 DES Blo

Encryption Standard) [26]

samg key is usq%léf@re%(&nw&g@%

d

been inp
for hard

mented i n hardwa

&ﬁchnology I nstead, we will di

is a US andlsM™ternati ona

3)‘1&%)’[9[% i Thﬁ

sof t war e

st andard, whe
key length is 56 bit

re an t hough the origina
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Nﬁtlonal Security Agency) prov

S
or%? ' %On%ﬁ Endent nonlinear transfornmati

scuss the

| DEA 3.3.1 DES 35 DES (Data

re the
s. It has
desi gn was

Pe onPYmetin&ryptaggarial  al gorit hm used in DES was patented in 1976
(US pat ent nunbeymBet86éersB0h alggtishnhiasnesihaiee expi r ed.

During the desmggn&§
secret S-boxes to p

004 -4
i ded
i ons of

t he data BI ocktheAPWF‘OW'TCf'@Y%ﬁtWSah k&erypt anal ysi s was di scovered outside the
NSA;5 it was rexkeadn®dddilaindhe, S S-boxes were specifically designed to be

resi st ant

to dlfferentlal

K, can be derived fro

nyptanaly5|s

In most symmetric algorithms, K; equals K,. However, even if K, does not equal K, given that one

key can be derived from the other, a single key K can suffice for the mathematical definition. Thus:

20

Ex[M]=C
Dk[C] =



5 As described in [92], using 1993 technol ogy, a 56-bit DES key can be
recovered by a custondesigned $1 nmillion nmachine performng a brute force
attack in only 35 mnutes. For $10 mllion, the key can be recovet®@drbds
only 3.5 mnutes. DES is clearly not secure now. and will becone less so in
the future. A variant of DES, called trigl.e-DES is nore secure, but
requires 3 keys: 1<,, I<,, and K~. The keys are used in the foll ow ng
rr?nner I 10 EK~[ DKafdity pfhds¢ algoriBmbkaf EI@Z{tdBKin[tﬁB]ldei K-KnbWledgtRex amiwa .3 dyant age

of triple-LEH t t|ons ve nore
security t han té)lﬁ%ew}ﬁt c&%‘éﬁ&%ﬂ;@@%&n | cael%'lrr!sf%r tﬁ &urﬁt'on(%%gvﬁi‘evog%g?' a@%’{ % ¥n of
equi val ent "R é‘%@‘f Pi‘esé“r'ge IMXL?J”B'}‘ pesitioygprid F’HS'F'?H @35S Qhoete wotis ayirvie vblneof
equi val ent My gdagited@ed, afd it s Gﬁdebiulsllc}ﬁﬁaykn()@ll(@@))ftﬁ’e&oﬂﬁb@ud’ﬁs@@tlon%yﬁldncﬁxpeCt

exported 1o au i Gl Lo GG E Rt BFe bR TS gt ¢
bl ock ci phfiEr thg wastk mavdgerie entamecrsﬁhrrpeteeﬁongnmt 994 [76]. It takes a variable

| engt h key, from &ar nbldvﬁrlét)oof%gnemcta%orlthrﬁs el)!@pﬁ{gnemg @gboom alllc%ntq{?sttJB tlhlloﬁg%v\;e
and royal ty O faster th

al gorit hm c%r‘tssllalgetdsm oQ?m g%\o&hméqf'as’y Oftl’ﬁiee"i?e '83?8&‘?15t'&?ﬁ"‘b‘ﬁf’tc'yﬁﬁﬂf”yé‘s &éﬁ“&”@rﬁ??ypt i on
part. Key %)"(tt?aﬁﬁ @n Sl@@?ﬁﬂﬁé'b/?t@clathkegorldrfn tathe FROSt that &Barietdsriviedt O sever al subkey

net wor k |on re X and a |t|ons on Y four
i ndex arraygof'tgglfﬁﬁsé 'égl‘%‘t?g‘ﬁhﬁ?%% It should be not ed that decryptl on is the

same as encryptThesr eegtkt efoh algdratim & Hﬁ'csllublqwu@hEI&M@orﬂt’seesidtSl&d tol c@pfo@@pﬂ&h‘v‘t&ﬂ@e
order. Congle&¥dibys &f imhLdiml uc ed to other
al gor i t hnsmp%tehatl do@ﬂgt gﬁgﬁg&\g%{ tl%pan a o&tmgfi%a%a({elgqte peoqlc eve ﬁ nam d0

att acks wHERKAR IR B Hf‘h’ﬁlﬁ‘fﬁcé’ﬂw@ﬁe BPTE WIS A a'aWt‘ﬂt‘b'élgt?btthee B}/ gmh #st, hmcnee mai ns
secuf e as atdorithmlotratias yot b&@&n[tlzigdd by&hﬁoﬁﬁh@%xpﬁeﬂtﬂﬂtﬁnﬂ]@:l% B&'se@uhtese attacks has
been the di scoy ert. we an be tested
for durina ke %/ ﬁ’é%lé&g%lgglth% lf_'gp%}f&ﬂ)f s?onﬁ;f (I)”?]dt Iaé O%Jtti,a}geg rgf%) éer?(fe(ttr?@]

3. 3. 3 RCS el gnietialy hqight Ry vilde faupd. Hoeser. fROSoTE Fed} thirasre, ahevraxrq kel hevebd o k

si ze, key 18idzE heaad mwdpiecwnqikemuﬁdﬁn of VBECR hle)(ey IMMV&@ it Wit taﬁéé?éaxﬂmﬁh‘l bi t

bl ock size, nsists of two parts: a
key- expans| gltt.tqes W'Ithaso CF‘*‘“aea%ﬁ”d?'“ ﬂllen(et ‘il‘%cﬁonga{‘g&the ?&E{}‘P‘é&pa?nEleéwger?mﬂ% a key
i nt &% 2r+2 t%edmgeryfsW'UWPénctthtket« hed fwmﬂﬂennomfsequaumds\)hpt nepach gsulieeyndoadepgdav
bits. For oauR4aily df lRkQeKmb 48 ik foPwiis tﬁé%'e'@g%ugt\%_n‘é% ecte‘t';s@e }zn%l §IEPJ$%Ymn rrays
t ot al I36btes Data encryption uses addition Mg 2 nd
rotation. "RAFHitial examination by Kaliski and Yin [43] suggest ed that
standard | i nearln &96, adind lice pnyt ofadorldtnamyddr-angtayieisandppeadedentipergtd £al  f or
the 84-bi tehpgkstameylinl el 0kl Besabaar Lif ential.attacks
12 ST 00?}_ ong ! '% frgtoun Sy m tt) fprtoe %?dg adeﬂtgftec merﬁlal securatv
pl alht ext s Fyesg%?&%f“i *tPé(t'Ls}e m'\ﬂmumé‘et 'Ffé%thqu %‘b%tﬁs '"&tteateueeteewatafm 20 yearﬁdmestrleeund RCS
requi res 2®teasii2dy, asarygtoFSiemdsn@wnb P lsidir@i £xdks than bINE Hee keyQeaadhf @EHKBor@bi® may be
i ndependentqupf KaYoust G LSEENM Y Knudsen and Meier [47]
descri bed e?unew tyou mm]y?h@rsesnt?gb natsm&ﬁ %n RCS t hat inproved the
earlier results¥oy é%“?'é&‘t’%t"“@tca!s?%'“e“‘s%m s et ermass thigbeses insafure. oneerdelkey's.
5 RCS is pivet eakedodmtimgibshhdie@ IRRLE ME &illNORELDNMIRM dlhanat ories. A |icense
must, be oRtai ne)cksto use i t. 3.3.4 | DEA Developed in 1990 by Lai and Massey
[53%, the first i ncarnation of the |IDEA cipher was called PES. After
di fferentital cMBjptfignal ysis was di scovered by Bi ham and Shamir in 1991, the
al gorithmswas k@sstrengthened, with the result being published in 1992 as
| DEA [ 52].
. IDEA
33.1 DES
35 DES (Data Encryption Standard) [26] is a US and international standard, where the same key is used
to encrypt and decrypt. The key length is 56 bits. It has been implemented in hardware and software, although
the original design was for hardware only. The original algorithm used in DES was patented in 1976 (US

patent number 3,962,539) and has since expired.



| DEA uses |28-bit keys to operate on 64-bit plaintext blocks. The sane
algorithmis used for encryption and decryption. It is generally regarded
as the nost secure block algorithmavail able today [78][56]. Theabdwsens
drawback of IDEA is the fact that it is patented (US patent nunber
5,214,703, issued in 15 1993), and a |icgnse nust be obtained from Ascom
Tech AG (Bern) to use it. 3.4 Asymmetric Cryptography An asymmetric

encryption al goPirtnprheidasigo REDEH)BE BSA (Wdﬂenamwlrryyp/tgemﬂ) froindel et Sodk&lih fsro@n Key

K,, the d be d d
from K, el nﬁgl{e%;ggd;gdr%nat nprnﬁgalr 92@1 fl(:))r fontso cQta bFXk ﬁ%ér l%‘olﬁ?fHg?yq?@ﬂgfgﬂa?e/‘aﬁg{elf%ren K,

in a reasofiiededRd u'hl"aséﬁfveathdn@? ther RS S- b@P@,%MSﬁ@[d@]gneﬂ tivbeTagwet @l gori t hns
are al so c:afférexdalraz/erbrlaiyens key because one key K, can be made public. Thus

anyoge 25 can epg k%# E 'y the person with the
cor r espondi ng dgccrr%cp Ed on usm & Lfle&,a %aye& %Shlﬁ’} ¥aﬁﬁ?§ref(g@8d PHEU Y sage. I n
nmost casesdesigigé3f @31“!00\ma¢hgw P@I’é)nmn& abragt Bese malcldls onlfERS, hiMres=FoE$ D, milliof, @k key M Thi s

identity i rék@fe}’ed||m13'r3tmt1ulge§@4§§eaht ndt Egamleﬁo% L& @e@(y’per]&s %(tzﬂe Fuﬁlige public
key K, can see it came fromthe owner ne el se

coul d have gene afl”é'ﬁ ggﬁgeﬁailﬁ%’é’pgémﬁéf MO SRRYLR B TR epo i éﬁ;}g@d ot T‘Ki.eysﬁn‘—l s
gi ves ri seus¢don the Gillpwieg mamherappl i cati on, unrelated to encryption - digital
signatures. The property of not belang[ lﬁg N{ﬁ rive K, fromKz and vice
versa in a reasonable time is of coufsé ¢l d ed by the concept of

reasonabl e time. What has been denoPstExkdPeldlirie after tinme, is that a

cal cul ati on t hathewas atvanuiglt trible-DES Guliat &ising mgmplhrﬁ@taP@scda%@ﬁbeMQQe Ressi bl e
by the int t

security 055&9123%%'%23 T s L S T
probl ens: FHctBRRS qoasr“g@“fﬁlﬁwwwele(ﬂmee“@wé@lﬁﬁitboatﬂ(yx5l6}aasg® rmgmbaavdy exfrat ar e
t he product of Eq‘i\@ml:n@-f@@er@&rhmﬁl}qDE§@éioﬁlJligeangbl ef1éogfr|%$a¥n095e SRS 10 Bnited
discrete lggarithms in a finite field ctoring Targe nunbers 1Is

conj ecture Yo be a hard probl em gi ven today's understanding of

nmat hemat i G832 Thijoyplisbbl em however, is that factoring is getting easi er nuch
faster than antgGida rin 25-digit
nunber WOLI W% ke E%gyn]n%%%&@%%g%%bﬁpé%gd% Q.] \tp]ﬁtl()gf‘li%ﬁ & tfk§%] Va”?n 1994 a
| 29- di gi t HEMHESr THRL? figiagP B i sqpafe%@cefimbﬁ@hf%seseanﬁaltéfree ipadditnaetis mucho24
bi t 2hunberfasteothgeRESL he | evel of security today that you got from a 512 b|t
nunber in the or . 5

bits may not eﬁﬁg%g[%%]gagh Céng\gltse&;f%r%\ﬁls tsdgdj e%?am' e f' %encsylp “%ﬁ’?‘é eY n
1990: he §6‘§’@%‘§&°§“V$‘632’8‘eb?fta§mqsb448 Ritsgipfo scaerel sybkey al@)ﬁ%ﬁ@ ‘Uﬁ% pyltes 2GS ncramion | 884
bits for hicghs visecaniuny Fdies hdongk. UNlopdratidlaR XORs G addik b DLk JorEUAGESHS 2048
bits are r )g%ae% LD oegg)er to protect against corporations and governnents
until 20l Elﬁd? E Bubt F¢ key cryptography was invented in 1976 by Diffie and
Hel Fhan [ 15][ ltsBpuld bemeted theldpsomtierit thysatyy asivberiitien dxBepi that e ilbbayghvayDiare fujed jn

Hel | man al’ﬂ]dxmrrsi(d)r@el ﬂﬁ)ﬁﬂ@l@k @d)fm@m@l%&eﬁghgrefou%da@eﬁFC‘MpalQBImﬁ{ersal %ll%ggthzt%Q and
4,218,582) vesce”? tents expired in 1997. 10 A nunber of %3

crypt ograp e ar THis exist. Most are inpractical to |an enent and many
generate a ver yn dgsejeChe pyblishedgitackswhidh have besg urionreeden Bowbshsalki@lgs the S'g(i»rltﬂm

ot hers, V\lhénllaﬁls 5&@@(@1553){ F@FL@] yfla§8 [W?Ol“h% hﬁﬁw ﬁn@ll1?@1tlptﬁt%9£t!a9@‘1asfb9ern tl§%}§3)rvg‘b oyears.
ystens are id ubl

Becguse of pu ey

ﬁd;m sm‘f é"nd‘éeglﬁkef’s ¥lfe?a‘?ﬁe§¢n‘°?s CQXEVFﬁthfC‘F e'"sé%y#wt%{jor ”}Sﬁd”ft"ﬁ@‘n)”t K& Qessi on
key i s usedlfgri’4he actual nessages. 15 Al of the algorithnms have a
probl em i B stser nxs0f key sel ection. A random nunber is sinply not secure
enough. The two | ar i mes and nmust be chosen carefully - there are
certain weak C(ﬂ‘?ﬁ?ﬁ‘g?)l ]g)ﬁsR"teﬁa‘t’()?:%ﬁchHﬁ*&&%ﬁr'é’dF sk eizeekey isiey ardgiomeer off rountie
weak keys Tggitnlip@oteat ieced 2094 )bir bBLE siZaniet bebieks, key selection is not a

SovPLS, metter he REDARMLY SRS A OAE Bl Fol A AR e RTINS L Y

key ‘sel ection procéss” nust SPACTYREEN PRI S i t his
in use undEPISPNBPVESSEEPP ﬁy 2 SLtbh“eS T“@F'P wahﬁQ“”a}ee)fdfiusfbhsafxewbkemﬁwg w DgAFor

a 64-bit blocksize with 16 rounds (w=32, r=16), the subkey arrays total 136 bytes. Data encryption uses

addition mod 2w, XOR and bitwise rotation.
An initial examination by Kaliski and Yin [43] suggested that standard linear and differential

40 cryptanalysis appeared impractical for the 64-bit blocksize version of the algorithm. Their differential attacks



El Gamal 3.4.1 RSA 25 The RSA cryptosystem|[75], nanmed after Rivest, Shamr,
and Adleman, is the nost widely used public key cryptosystem and is a de
facto standard in much of the world [78]. The security of RSA depends2mn
the conjectured difficulty of factoring | arge nunbers that are the product
of two prinmes (p and g). There are a numfger of restrictions on the
generation of p and y. They should both be large, with a simlar nunber of
bits, yet otanbhe ©hOREStreQuicse’ aamzst (hhesfen mahtbﬂ{lwp&ﬁvdmy whlga thel“Ieall Redbes oh B 538d

ddi t h th
[56] . The TRMASHalls 202 &Y ORS00 e DY SiRe iR GarSPd. Tt hoa

for generating MPrFGﬁ‘i@‘“R emw'ﬁrm@elpanémley[%hﬂewlheﬁave“ntypr Opgffamdlalfaa@tgm RGY n
i s bel i evedlattiprived moemplst ﬁmlteml thoyor b8 aRdw g@hat ﬁ'@ﬁa%ﬂanab&wéﬁ hm patent was

issued in | 983 er 4,405 82 nt ex

Sept ember 20, 2 %§S Brg%ggdtbﬁ f)§ atﬁgﬂw('ﬁ%ég%élLa@fabop'ﬁﬁ gﬂ'ﬁfnﬁl Sétrbef’ﬁ?ﬂ'ed 'S8 N

al gorithm 'ﬂesi gned as part of the Digital Signature Standard (DSS) [29]. As
defined, i33ganm¥a be used for generalized encryption. In addition,

corrparedto RS SAIS {i r for si nature verification
307 DA expi s Reerg1Siet o ERas S et i (L Se s ol PES

3.6.3.3). AﬂelQlffﬁUwSTyp@Wls wis diOBArel byBibpervead Sftamarin 1981, iteslgothifiwadi ng t wo

prings p asﬂ@'ng%el%Hqnthttﬂg"i‘ésulgbemg}%ﬂ%d R-1d92 £ égi 1ng to Schneier [78], a

| 024-bit p value is re gterm A“security. However the DSA
standard [29] d&&4 UsSt28RirkRysHo QPaIRE s DIt plriniert fjesks. tTFPaSﬁm‘iL@MthbiiﬁlsﬁeC(fpr nust

al so be a enmhtuophrﬂ dedrypGdh. bllsthr)exaIlﬂ_h@rddfﬁamé/rﬁdsma&mbl&MéorItHﬂrﬁanﬁG{e&)ldQDri thm
and has at J;] one rel evant patent (US patent 5 5,231,688 granted in

| 993) . Hovvever according to KIST [61]: The DSA patent and any foreign
counterparts thaeb %ﬁ%?‘qaé"g’?fé oRIDEAs i85 e BIRgt i patenisd @S iatetounbeang | ATP3. s in
permss3|on19f)3)mmje)rceadawuﬂaym{edQI)mAst.aIT%dhem(tB@mhbeseu S. governnent."” In a
much stronger gln%p anlio | ST states in the sane docunent [61 ] that DSA
does not infring 6t ’Fégp f’y s rights: "N ST reviewed all of the
asserted patent%ﬂaéﬁ@“%vﬁewde@‘@hém inoaghed them woul d be infringed by DSS.

Extra protecti aRe dbdptiol Rindoh £ Ohmyq(the PKI pilot project that wll
pr event an or gani zati on or_ i ndivi dual from sui ng anyone except the

gover nment® for PEfeEmttiop fipstiomhstiern key % during the course of the project. "
It pust howeverk?2 damongtdethed héh Ki 1h€reg!»bhdb(éraﬁwo@klwﬁlﬁl@tah$at| on algorithm[81 ]
(US patent, 4, 9%51, 082 n | der @\em; thaft DSA infringes his patent.

&
The Schnorr patéen anl}o}sberﬁj(%‘fvec(jjlﬁoem b BLBIOPR AP °TIB68. 3. 4.3 El Gamal The

El Gamal schene Theg] [ 23] iBilMed for both encryption and digital signatures.
The security is 20 based ]QQ[C gy conj ect ur ed difficulty of calculating

di screte | ogar|1t hns, i n ﬁﬁ‘{ﬁ‘z sel ection involves the selection
of a prime p, ang: a\%”“?"élsr?ﬁfoarlﬁoﬁ ' de-fgy Eeﬁ SSONg (YK £492F mBYPHP!YG: HiMtenxenar e

| esd> t han g en?rrmetm messhgs s & )yputoniy xhepersbnpvith T eorpepohding dke@yptibiskey (K,Pcan agkepp.
The privatgg 8 eddShedmesskgeGamal i's unpatent ed Al though it uses the patented
Diftie-Hell man public key algorithm | g those patents expired in

1 997. El Gamal dEB‘P?‘&aS?fetﬂ)e %W@%@%ﬁa@dﬁ'daﬁgw TCsi gnatures can now be
safely used 25 without infringhglthird party patents.

This identity is very important because it implies that anyone with the public key K, can see M and
30 know that it came from the owner of K. No-one else could have generated C because to do so would imply
knowledge of K,. This gives rise to a different application, unrelated to encryption - digital signatures.

The property of not being able to derive K, from K; and vice versa in a reasonable time is of course
clouded by the concept of reasonable time. What has been demonstrated time after time, is that a calculation
that was thought to require a long time has been made possible by the introduction of faster computers, new

35 algorithms etc. The security of asymmetric algorithms is based on the difficulty of one of two problems:
factoring large numbers (more specifically large numbers that are the product of two large primes), and the
difficulty of calculating discrete logarithms in a finite field. Factoring large numbers is conjectured to be a
hard problem given today's understanding of mathematics. The problem however, is that factoring is getting

easier much faster than anticipated. Ron Rivest in 1977 said that factoring a 125-digit number would take 40



3.5 Cryptographi c Chal | enge- Response Protocols and Zero Know edge Proofs
The general principle of a challenge-response protocol is to provide
identity authentication. The sinplest form of challenge-responseata@lsesoot he
formof a secret password. A asks B for the secret password, and if B
responds with the correct password, A deglares B authentic. 30 There are
three main problens with this kind of sinplistic protocol. Firstly, once B
has r espondedillivintybars [B@. In peo3 SULA-digit ramyer obsitare [31CAWOldIng koBakvelsh 8du dedtier 1024-

assword i der t
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e.in a coun wher e

anyoge is I asswor

intell ect ugfﬁ §C}%e?e'e$ éétlsé&%g s g%’é%‘%‘é&@e’ t"‘ﬁﬂ%tg? %g{st5(frpq{?t%sta5gﬁcggﬁnp@ts until
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conposite ti‘%ﬁf’é@éfacwe@ piora F ol efohitre Wai(tafts P@orhe teﬁﬂm fsr) iBst pnaheiisl key edpgiionad ent
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conpute a interested in one-way functions
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i npl enent akitenbe: 20C061 der an exanple F where F[XJ is the tine between calls
to For 3ngl %[l[ F[ X] X cannot be determ ned because X is not even used by
F. wever tthe output fromF will be different for different

i npl enent at i onsPSATHiggal Rignaturof lg@ritiB0 i§ a9 algbréime floigeed aotartof the Digiet Bigtarurd hantihie
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an m nunber sequences Hash
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Functi ons I%Eﬁ’%@ggspgidvér fﬁm#‘l@ﬁf eé'gfgi“?ih 4@0‘3%3%‘3]”6“5115%% PUAtlingHineRB g misee
Unknown Keyctihdfl.3). nessage i s encrypted using an unknown key |I<, the
encryption function E is effectively one way. Wthout the key K, it is
computationally infeasible to obtain MfromEI CM. An encryption function
is only one-way for as long as the key remai ns hidden.



12 AUGUST 2004 -9 An encryption algorithmdoes not create collisions, since
E creates EK[M such that it is possible to reconstruct M using function D.
Consequently F[ X] contains at |least as many bits as X (no i nforratéusnzdos
lost) if the one-way function Fis E. Symretric encryption algorithns (see
Section 3.3) have the advantage over asympunetric algorithnms 5 (see Section
3.4) for producing one-way functions based on encryption for the foll ow ng
reasons: The kBYA keyreraragenwdins st findingtwo pﬂﬂﬂéﬁfp}éﬁd«i]ﬁlﬁh tazltgﬂi’vid'ém iAScoﬁh{grt& er for
a Symmtr'ﬁh@ellegpi'k]Eh@tbngma@er]slgtﬁb{%élgﬁgggﬁllggrs rity, Ho%vel bkéf d%g\[é@j,

are faster to conpute and requi tware or siTicon
that the s&FEfPEAt @f“e%l"fdéadﬁf' thany! Ogrbhiie frdausigio Phemetids §f ¢ bish al gori t hm
chosen. Certai nTHEQSk®yanadheown®the BEA IB@itfnOdnd RRT ikibhdre c@MCTWRL U Patent
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hi dden. 3.6.2 RandomTﬁhﬁ%‘bWa’esefﬂfdé’rrd@rggmwgfrd@{s thy! mamiderw noniveéte sequence Ro,
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the X ~' random nurrb Ll Ovememe;”a,ndom sequence. However we nust ensure that
F[X] is repeatable K %/org a given X on different inplenentations. The:

random nunber sléquesicéongraiedfrgion NiShstans itxbe sameifiogumeand drhat De¥stceautby infirngaTust
be pseudo-wiandaym righist h t he generator maki ng use of a specific seed. There
are a |large nunber of 1.{ sues ncerned with defini ng good random nunber

generators. Knuth, in 148/ ?ffhﬁéﬁ‘e’%ﬁé‘f’e%%é?"?:(“‘ﬁ (terator " good"
(including stati st i ciadm vestig ryrirgethytse Hyenepadiopwitibk ensenassoci ated with

constructing them Wﬁmugapvge%t@atm/gﬁe\leﬁﬁ%ﬁw 5%r vkl Current state of
the field in [60]. 20 The majority of random'nunber generators produce the
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nunber is to |teratedufmg)tm&oheeb}”theprdwnber to the i'~". i is large, it

nmay not be pr ac,{ Ilnlg‘\SﬁIlO\&Ie&l Wﬁh&eddl%( tgé %o%r ut%en?nc §lon al oV\lﬁmggl % ateitlél]‘)‘)?ﬁ%pe of

random nunber gener at or m Bl um
and Shub deqevtﬁe'd%rﬁe'msdeewsﬁgeﬂwegeablepateasTmeoﬂchr@matem is not dugeto wepttk ohtil 208 a
pseudo- r arpan s|gueace generator 25 to quickly produce fromshort seeds,

| ong sequencesf ever enerated by

successive fli ThelEI'GS)nalfsalerrne @(E)lli?zre‘}?'s “SFHE /o %'/]f ﬁ@é f"}ﬁ’éj‘gﬂl Ry B‘éheé't“'élf Br [

10] 2 nor e béiﬁﬁﬁ*bﬁ? spniegifired ¢itdigu!ty of @Eulathedlm igeridmainarfinitcTieely showed that gi ven

certain aSSUWptI{eQ BeectdMQRV oW thehe IBRIGESM p%é/,PTa;Qg&élFAh%m n%nln[)eessg anfx %%ﬁh&%&ﬁr at or
passes ext r(? %ﬁ%hanpn[%ent statistical teStS gener ator relies on
I C

sel ecting n 287008 G T &GRed e The pu “ﬁée‘v{ﬁeﬁ’é‘”‘ﬂ)’) AP 2ta ke §%ar ge 30
prime numbers, RiGamagis upapmel. Altoud,it uge the gatenod DiffiezHZ)man ';ﬁiwc keflalgbrathm Si5REGg Of

t he gener afg¥ paleﬁts Q!p\f&ﬂn 37 XElGé"fﬂ?}gugl1c>q<ey enc%%t sole] di ItHIQgﬁldtl esle n%wrbg&ge?nas% qteger

rel %l vel y i '~ pseudo-ran dom bi east i cant

The
bi t “of x; ‘B?”énﬁi?gm&th"dpaﬂﬁ%e“ﬁ As an extra property, know edge of p and g
al l ows a &% ectCrggpbgraptid Clamlengé-Redpenst ProtocsltAHaTerd Knokwing e&ﬂo&equence as

follows: X, -X-pe Qral n}(mer(ﬁ’a&aﬂenée-reg[!‘agsfE)l(oBco%ls)tcg \4[|c!e 1c}e¥mt¥:a1\tt nticgfoin V\A edge

of p and g, the gener tor he secur ‘relies
on the conBEER B! erienseceirenye @fesfhaéowwﬁarfgc'erta?rsge'dmremeﬁs‘"«)r the secte paSGIST 2004

and if B responds with the correct password, A declares B authentic.

30 There are three main problems with this kind of simplistic protocol. Firstly, once B has responded
with the password, any observer C will know what the password is. Secondly, A must know the password in
order to verify it. Thirdly, if C impersonates A, then B will give the password to C (thinking C was A), thus
compromising the password.

Using a copyright text (such as a haiku) as the password is not sufficient, because we are assuming

35 that anyone is able to copy the password (for example in a country where intellectual property is not
respected).

The idea of cryprographic challenge-response protocols is that one entity (the claimant) proves its
identity to another (the verifier) by demonstrating knowledge of a secret known to be associated with that
entity, without revealing the secret itself to the verifier during the protocol [56]. In the generalized case of

40 cryptographic challenge-response protocols, with some schemes the verifier knows the secret, while in others



-10 When first defined) the primary problemw th the BBS generator was the
anount of work required for a single output bit. The al gorithm was
considered too slow for nost applications. However the advent obabdstgonery
reduction arithmetic [58] has given rise to nore practical inplenentations,
such as [59]. In addition, Vaziranii andgVaziranii have shown in [90] that
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substl t ut 8.6rres Fagepdidn Wsing lan Unmogakey hash 5 val ue as t he origi nal nessage
M. 3.6.3.2 M 99 ecure
MD4. Like MDA, %BBQEI}GS& gggim)!ggg&g%%g?ﬂh%%nhe{/lz:ﬂe encx }%C??\'b 15”19 Ctl\l/}]if) oae[80)
Dobber t i n “@e Pt de ke itdt campatignally/niasis e pbtmwe‘wm Bl Mhé\mnc[rm)qn furtdgon is
descri bes ohigwnepse fidl @s 16:@] ok ih8 k@ dmakOnibave been found in MDS, indicating a
weakness in the conpression function, and nore recently, collisions have
been found. This nmeans that MDS should not be used for conpression in
digital signature schenes where the existence of collisions may have dire
consequences. However MDS can still be used as a one-way function. In
addi tion, the HVAC-MD5 construct (see Section 3.6.4.1) is not affected by
these recent attacks 3 6 3 3 SHA- 1 15 SHA—l [28] |s very 5|mlar to MDS,

LY. N R A~NSSN ~1 I A 1



attacks than MD4 or MD5 sinply because of the. |onger hash result. The US
Government owns the SHA-1 and DSA algorithnms (a digital signature

aut hentication algorithmdefined as part of DSS [29]) and has atal®astocone
rel evant patent (CJS patent 5,231,688 granted in 1993). However, according
to KIST [61]: 25 "The DSA patent and anyg¢foreign counterparts that may

i ssue are available for use without any witten perm ssion fromor any
paynment of royahi énegptioo algbrehnGloes Bt crepivoaNisions ince F crbafes aK[]w]CshchSltaf i@@g@sﬁlble to
decl aratio n 1

not infri n@?n%ﬁh]ﬁh & tﬁ%tlog Iibr ?Hﬁeqﬁ&ﬂ%ﬁ%?ﬁﬁg@ grté%?%v}“ea DFIaS Pﬁ‘ ° ]rﬁ%rmgéogésr ?se)d
patents an th&%ﬂ%ﬁ@ﬁ'oﬂ #E none of them would be infringed by DSS. Extra

protection w | | Syagnewk lelﬁct)@rbnla[gbﬂhﬁlﬂ@eeeﬁitlorm 3 (ﬂﬁveWe@ﬂ\%ﬁ:tﬁgetob@gsymnlathc RESHERL an
t he gover nnent for

or gami zat i al. from,strin one excep

pateﬁt i nf ?er?ecé'%gg f%f r(iLéHcd"gtoﬂe wavdtietgs gﬁ‘sadtoﬁéncﬁrp%‘i”éc%rt‘he f"”ol”t“gl‘reﬂ%’f‘s however, be
noted thatet he Betiropra giet bremndt aatpionalgdrgor is thoner fd a bynme(ridSl gprati thin armunber 35
4,995, 082) pat epimh@hdgoridhal s that DSA infringes his patent. The Schnorr
patent is not due to expire until 2008. Fortunately this does not affect
SHA-1. 3.6°3.4 ?#Fiﬁl‘—iwl%éh"ﬁlalﬁéi\?@!‘loﬁﬂm{“@@]‘d fequirg lepgeffvara prgitiqonn deri ved from
its predecessorNdrt RN, it thd se(edeweﬂacgp@ﬂ\ﬂ merperfrdhﬁl thﬂ@ama@ammUﬁ&sw CSrtaR' PE

preds hash
ErzoialﬁcgtJ S'_rrkze%sgag otl g flol Lﬁ%ltl@\ﬂépgncgygg%e rltth% so ané Key neeg tﬁg fidﬁ?)] ﬁgenélﬁ 1})15' ¢ as

ar chi t ect Upssghat Fﬂe‘leIVDPQ'@O“Cﬁ@f WtSéPFde'dthF@S%Wd&/iheleeyavﬂhue!ghn higdee! of securl ty
for 10 yeay.&:2 oermmNurﬁbérfS@Mgme; here have been no successful attacks on

Rl PEMD-1 60, it éﬁ‘l G0 rTFaratl v new aﬁ not been extensively

cryptanal yzed. THe'GP B?Oﬁ‘aq"m Nﬁﬁceal? S’grl t b We defipe thenge- %f)‘/ef&"‘:f'i"bFaﬂuF}yhat
desi gned tfXlewinsthe K owmtorompptr dgheaphibo s@tidnac Kowoer wWobdist eshie tlfaEK{E]’lTs repdataBle K S
on MpS (deft)tadél»%ﬁlxlondl[ffgrgﬂt}mp?m}‘@t%n§h"hglLrﬁlth{@&%?Ksﬁ th'elgfo}etlgl no E/Eran 8 bi't

hash function % he attacks showed eoretical esses
Dobbe~r t i nj*'Bf étri’eétl © B EoBEY eR Yl e g?'\ﬁ??h‘@?k‘@ﬁ?eé’ﬁgipﬁ‘éfﬁféﬁede PEI\/D into a new
al gori t hm Rl PEMDele6.a ldieREvEd: bGHuds Sonkdineti véh pafibihg goodﬁm,umad'lgenéraﬂidl Kifagh, NO
i censi NG i0s] RAYRbds YhRAURE D bSreratdr @oo% Nﬁﬁlﬁaggatﬁﬁgn d%' on..$0des, 10 The

probl em of nmessage aut henti cation ol oW P"°HoW can A be
sure that aésoﬁ*é‘%ds‘&&éo%%%geéawreﬁww Bh'g*s'eYehSvaabcctf t*fercwrwtefztew%sﬁ@@n [60].
aut Bent i cat i on Ths mdjofidy ef redibm ntiGber g@Rdratéry pradikd et i |reﬁaaﬁni @ﬁbér@r@ﬁ@ﬁe'zbegaté nnd he

section Oy &r\%%c&& l'ﬂrﬁ)rlgltlle I‘Cnl(n,l[bﬁ i qg%erall’teels(pt?gqesgh IBmggr?ot € ﬁ)ha(ésnlfarlg? yn{aesn(ﬁﬁ%t her

aut henti cat ron; roves |
(the veri fﬂraéi*%'mwltf?fh’@@gfa’ge aut hentication, we are concerned w th naking

sure that a | Si@leweMedRISRE6f rhidioh h%e%@e M8 e oBKa1bk rahuf Q00 fn By, Bifm, has

not been t route e source to its desti natl on Wi | e
this sectl%ﬁrlm ggglév‘\%ﬁ"eg '%\/‘é?r{ﬂaeovfs({‘lr’ﬂ(’%ssd‘dé“oé[ff{’ STt ET Seienrg geerator

det 81 | ed Seswey pedrcelfeonf sberndeds olg86jencd (@hiy wayapbeash efeynat iR gerranatby

suf fi ci entsuqEobeRssl oPBfaer5ln’aTl%?§§fﬂgﬁhe Fashn tURGh [q)(ﬂsm&y&tﬂm%ﬁlv M%%eg RlaYmon
generati ng, hash V@&ynsﬁ%‘te @@t is representafive of ori i nput, and

the ori gi nal> &HHW: ghep F%'a%"rﬁf P'BHP‘t“h’@'ché‘g‘I’f”\F@IP rap')ﬁ(r@iehﬁpés
attack by geherajgnpasses extramesinvgensidfisdoadesB, is to inter cept t he nessage from B,
and substi tut e 1 Bp@WRerabMBIRs b schkelk 5 a0

nmessage, E can sinpl gmgﬂtbsltl ?utsé tt é "aﬁ ?lu |"lspé%§1'}(§w ‘t’swgege end%s 13ggge
onez%ay hé’é‘F?eFLlﬁ‘WE‘tslpd?ﬂ arsher 3&“4‘1‘&%‘0%" Walhedfitiakiset iy eenarter Beisemhygswge *has
been changedmodX)endsat Altahddf ittéget rOIRIVEIY Blth&BY, Offhe MBS AD@NRMILA &N l@a@ttslggllﬁcdnts the
Message Ayt en%catlon Code, or 25 MAC. Wien B sends nessage M it al so
sends MAC That the receiver will know that Mis actuall y fromB. For
this to be p055| ble, only B nust be abkf nma@nproduce a MAC of M and in

addi tion, A shoulfledag pRf®, h&wdgt bef¥and¥ AGR Nlec MAGENr or ML Gpd AL, thi's s
di fgserent from en % {DI Eérrlﬁof MO-% MKCg(M]are usefcutl when M does not have to be
sectet. 30°HH&EE % st nmethod of constructing a MAC froma hash function
is to encrypt the hash valuémedth a symwetiee 2ahgopilti(im) Hash the input
message HM EWEFMQﬁ(nJ\J@gM?Qno@([hHLMer THisSitelaft (IDLeEur lc;’e[]&dau&nh@l% B¢ g%t

S
encryptin e and hashi ng the encrypted nmessage

symretri c%?ﬂ‘lecgéege CH? X ¥R WA function can be used, with the
appropri ate advantages and di sadvant age of each type described in Section
3.3 and Section 3.4.



However, there are advantages to using a key-dependent one-way hash
function instead of techniques that use encryption (such as that shown
above): Speed, because one-way hash functions in general work nestcusasber
t han encryption; 12 AUGUST 2004 -13 Message size, because EK[M is at

| east the same size as M while HM is_@ fixed size (usually considerably
smaller than M; Hardware/software requirenents - keyed one-way hash
functions are twpénamdt bafinédaihe hessy Geuaal & tfﬁeh}m gEx’(&Eh'tdrw@snﬁerawaﬁdtQﬂ’lvohasﬁded

count er par 1to§a snr%ﬂ:%utﬁut b@ﬁle %&Bh?%ééonglg?réd too sl wrrfgr most ag%léat{opl Is-l Fr‘:}xhe(,iapventnocgt

considered to i on ‘devl ces
subj ect to %Wﬁd@“@ﬁ)?ﬂtmﬂ“%[%] has SYF@EIFedO pere nettise lfth@!enﬂafamh sfciad69ldns wer e

never ori gidaigbd, yaﬂeﬁlagrm.rztnmalmnmi if[98] the Yep@idink @n BbIRRQT f, MERSHAGR safely be

aut henti c resul ods of wusing hash functlons to
perfgrm rrgttgléegggmﬁ’tﬁ' ) fom@fftn?sc')" LS secgﬂﬁ&fqﬁegge'\’/eéﬁ“i‘ous functions that

concat enat e mesé%g@gg Wi nly take ¢ bieper priebitsxed hensulf fiérxt@ss of de bivgnbratdfulkdangarbeen
proposed [R6deli #&kder M&Iexa@fan Naﬁ%dﬁdnumg ﬂpfF NRHRe E@é’@er Pa HFCGI SEAR l

attacked b hi st i %f?te Lf’d E Addi ti ona ave been
suggest ed %%\%‘é OB 'eﬁ@ﬁ’éeét té’fhea‘ aPabrPadiliprelf ?’Féé@”‘{%@i higdem shevgfit g
t he speci ad keg.aseit proniR@RbiSEehsipk i@ fg@dbiShedt anRegipst 21p) and@nisk BlkCt | ons) .
3.6.44.1 H%Qp&ﬁ%néﬂ%@a&@@t%tdgt%gn'e91'3 ve[h@]o[f 7l]sed tg'%eqlajét%!i glg%n%gt of sexgigl eﬂh&gblts This

accept ance as a solution for Internet nmessa ] cati on securi ty
pr ot ocol s. STIEERALSS 16 BVERGLtr Ry Riffeeentyalugs ohycappyeguce igey %b‘t%@'e%ﬂéﬁ Ey$mng
hash functlem@h (b.8 32 bisl ofikddomits BV if R@PhaLeeERtvn, Bdr alglven FAS Banf R GE HBRed a5 a

strai ght f 0&%5&515 1t|eg% !arsggertam%qeqmscgtﬁ&r{'tbeydo%anﬁplrlsfk%{)ﬂa &S, gseeg%gosabllihlc%\f\sever '

the naj or antage o construct 1S can en secure
provi ded t'H&ciderée)yi ng hash function has sonme reasonabl e cryptographic

stremngths - thatioweSer, thihAce Sobkdnts @NGILAIHe ALRd Elhrfd%cetnliXg&)@@é@@gtl@&rttcglart Rer in
strength o[f6§)t he .hash funct stru is a

ot appar A RS ot o e o SPGBt T S S s
i ncl ude HMNBleRPBS; of Hm@imllnstewﬁeﬂsmﬁ@nwb EngtiGi iveniing egefiepdtd (@ab-reggth)
definiti ONScles. Thusa BB§ éﬂﬁ@t@r cfdrwaﬁ;ehxﬁ)(ﬁlh;(zeg wgh a M%mg{ates% E.JZh) be ona'hoﬁl&[jpeegpegﬁc bits

out put from Hh% g SHA- | ts

whi ch t he TAREMPHE Sfi"é?f“?'b" °[f 510hig depine g 'e“%‘ o “ﬁ%?éﬂ@é@raétvewgﬂ géwaff@am by the

t wo 2par t i egenuppachditio®@6G. r epeated 64 times opad = OXSC repeated 64 tines

The HVAC %Q@riﬁﬁﬁhh%u@;ﬁ follows: 30 1 . Extend Kto 64 bytes by appendi ng
0x00 bytes to the en < 2. XOR the 64 byte strlnq created in (1) with

i pad 3. append W5ta] overyay ARptignt bpoppes Hgah %W'@“é’@"@laf‘?@'a@/ Wath @gsspags 1 Hyxeddengthppl y
H to t he Stshealmrsgieniefuadtion aeneférd) tdas H}(@J?shmheaﬁbuhysfarb&tarylagmpanaa{fadnd'mrhas( 1)

wi th opad aetoméres i%?po%gnehthll‘?orh%_ﬁoeﬁégu% ff{xgmn%%)out%)& l—%a)hh udd ons {soehat% {n ob%scatlon

resulting f rom e out he resul t

Thug®  HVACPRponent i order @ntag%i&)lff H["(tq_&nde‘nlhfrfmdr)d to dmlpme mfpznamcaygrr Nm@nHMM The

I[‘ ﬁcorrgznged keyE:elrc]zQxEEgbfﬂmbr& datkxid, %&tﬁpﬁc@lbﬁs%quﬁé thdd e G42n hl&orlﬁmplb'bldmﬁéglesﬂ@mtl @[‘ger
an eJen a on its

does not ath'fig%tr ggweﬁ’e)é gte%hr?lcl iy FFP(X ﬁuc}?p'ﬁtﬂﬂ%(l %ﬁ@ii\/ﬁédﬁ' im8ﬂ§ 'Vt'gqslag\’/\gq””

t runcat i orthedfashtafgerithin peelte deupmusemgl e. ftishonid &t haothto find th@&e:ba@sX fandK sb6Chddi t s.

The HVAC qﬂi\ gﬂﬁkﬁ) HR@@Heétdest:@d’ed Q‘?ff@?ﬁm ah Olijél ;J:ob]em%%thér%%Hﬁs(#m 1&1595%912911 one

year, after the fi rst introduced. The designer's clalinmed that

t he’st rondcé“scf‘o“kﬁé'%r‘u&é] sf"é‘&:?‘“éb‘ﬁlaﬂt HVAC i s based on the frequency of
col I'i sions for Thheritvaséppliarmtierdash fin¢dees Setctwd@nnotBoﬁn Yt mesmgdt itsa digital | y

i npracti Calﬁnieﬁﬁmt”bé%r%l} Lﬁﬁllé’aﬁmyé‘l?'{a@sngﬁgﬁg Hﬂﬁ]‘i IR0 oblﬁoﬁglhﬁ&@m}lllﬁ lta'If We
consider a, hash firnction inheré the output [ength is 5 bi t

the attacKEPUHESA SHFALYuoNR 85 WEr r ect nessage aut hentication tags
cor nput ed A has a long message M1 that says "/ owe B $10". A signs H[M,] using his private key.

35 B, being greedy, then searches for a collision message M, where H[M,] = H[M,] but
where M, is favorable to B, for example "/ owe B §1million”. Clearly it is in A's interest
to ensure that it is difficult to find such an M,.
Examples of collision resistant one-way hash functions are SHA-1 [28], MDS5 [73] and RIPEMD-160
[66], all derived from MD4 [70][72].
40 3.6.3.1MD4



| O (wth the sane secret key K) on about 264 kno~,~n plaintexts. This

woul d rec~zrire the processing of at |east 264 bl ocks under H, an

i npossible task in any realistic .scenario (for a bl ock | ength ehudsTbyt es
this woul d take 250. 000 years in a continuous | Cbps link, and w thout
changing the secret key Kall this time.|This attack could becone realistic
only if serious flaws in the collision behavior of the function N are

di scovered (e. gRonRigst@utotaced MRS [T th 1A9QL B1is 02 CheftRBRIREE S9causShCdtheRordivagovery

voul d_det erl bR\ RS 3 d.gRbAGAIENL of function H (the effects of
such a, failure would be far nofe severe, for the traditional uses of Hin

the context of YPGist"qw c¥rigitetcapaeely prakmil il KBy thas pallisfoncaan ke eglogptechinstad of
course, i fseacHeﬂ‘»fbr b the BaBble BHANG BicGUN triGially SR ratctaR @RI B R SHOM, dith B LeRhased
Wt hs2s Léa cﬁ’gﬁal%ssﬁ rurasted with a regular collision attack on

crypt ograp¥1 unctl ns where no 20 secret key is involved and 2~4 off
l'ine paral?%??z%@@ﬁe operations suffice to find collisions. Mre recently,

HVAC pr ot ocol s mntmveﬁterpnloaaéemsyg@}]h 091 cOIRAORRLESMDS 2k NAYIEMPESRAAES 4 PR TN

order to th ure replay of any M HVACI M conbi nation
within a g‘@en vtallue Nﬁ)s ﬁgﬁg Iy, it should be noted that HVAC is in the

publ i c domain ['B@Pemlafﬁ?élcrlbﬁéhfrsetumf MDD céiprstoany afteeleg20] THealeeriigs BowydeudoroMiions
pat ent's i nfakd nrgedurayn MN?\leth%gfé uZakR%pq%c&Wéz?W@nc Aand TR 1 tl}fl(‘]@ﬁ’iﬂg%ssages

The use of, a gan Tﬂlﬁ r‘{% nerator as a one-way runction has already been
exani ned. HEWEYEPI dsAsAthYRr S q‘d@ﬁé?ﬁ?‘&?d ff"h“éE?P‘;“/SSioé'”\ﬂér”?‘ Siginetie SchAmst t wi ned
Wit h cryptwgredptryisterse ofieoilitigns mayichvaditehendquaadsi lvevel MBI @andti B beusédak genemaslber

of issues gQn [ tors.

(48] Gescr | pog e e a0 T ke Lar g AR BPii ey,
and the gehetaiSHtbbl ens 30 associated with constructing them Mbr eau gi ves
a hilgh | evel susHrey[28fis tdiesiBitaf foddhs, Bil Ads@ 16F-bitHae vElkI@dwdasldmth@sQ]zs bidenf the

uses for r@mg)()m;("l*@?se eg%ne§an%(Pntrgpugel‘(lirbgﬁhé MT amd:! Sg%l us[e(sn tEQ/Dl ? ﬁ'@tuéerﬁﬁnggnm der

a system where A encr sen fion
al gorithm (Bﬁﬁdﬂeeeg'ﬂ%eub@eﬁfbdeéfupwwaf @HedBHgi %naui vepsbon afierwats ackedsecoul d
sinmply recwédthetsha- lﬂB@%ﬁQﬁ&d@ﬂQoﬁ&cﬁNse&ﬂ%’ma@M{A @ltlfo@é?ilthe&SAngrro?re|e§seJ]tge need
for the atnt,l:i‘]emalrc 9.8 \%ﬁé‘ I] éyptl on nechani sm ot her than to know which
message t o gt §§ tending to be A). Consequently messages
of t éh i ncl ude aThP'amoprknwnbemtommdlcattatksmnst%mpl [78]. BRALS Aotk Redibtarl: ebriEBRAJE
(and henceuidnanbyRAS SMNLELRL bl MR EPERCN L1 e, Random number

generators are aI sg often used generate . Al 't hough Kl apper has
recently shown T'45P CPyesmest Wé%ﬁ"f §}“6f anddiShraigoriaarpdigie! figngiustaathenti¢agen t he
pur poses adgofithinldefinadjaslp@yefSISS ¢BNBnTIOLS 1@ bistreleva® paleR BUIWentGI2Y B688RYnded ACt i cal

constructigg), Hotwe\|/e$ alBRMElQUeT Rept to say at the monment that all generators
are_ 40 insecure, t hi s purpose. For exanple, the Berl ekanp- Massey

al gdtithm [ 54], |%Dsé‘p61eﬁ§§‘i’ @ By SRR I PER issue 92 apiiebisr 2904 - 15 r andom
nunber gener at Ofllhoutfmyt»hﬁwl.ﬂ?zﬁﬁssloﬁfr@rfi o;llﬁzj]g&yhzeﬂofrbﬁlﬁ@s PMey. 2N bits of the
sequence suffi verngnefjeterm ne the LFSR, conprom sing the key generator. If,
however, the only role of the random nunber generator is to make sure that
messages vary dVemughistiengerdprdarasion NS Tisjatepn thehengopmeat @ tharRbAseedHAS dnodt as

i mpor t ant id&nge thirtd farfy@Figtessi on key generation. If however, 5 the random

nu r seed gen t or an attacker is abI e to calcul ate
f u?ﬁf e "randont %??ﬁ}n%’&“% a”C? rlggfﬁer gﬁ’ﬂ@”%ﬁ?ﬁé’”ﬁ%‘f BUGPRE oGhenv e bt t ack. Any
new protocol shetikadd beDgxlécrm p@tkcnnh Wil e@sipeciiio the PKhpis posaizivan. The act ual
type of randompuaher orgﬁngtfoﬂtop%dzg/%ﬁpﬁgngglnyaju onqucgﬁlr?ﬂ gU\pep%eLt%

i npl ementati on and .t he purposes generator Is used. Generators

i ncl ude Blum BFEH"48 "Sh‘(j‘b’”qthﬁ@’r’se%ft”feé?éﬁﬁ%l phers such 10 as RC4 by Ron
Ri vest [71], hdsmsfloneti, basted thefthehBHAuthenfi28dn atatkh iR FEMS-ph6Q n el , and

tragygti Ona|995@iﬁ;§a@¥1tq{oﬁier%ﬁm tltaF&&mH&%e@ﬁ@% g} 3‘& rr%htﬁ tﬁigaeoql %%9;{19@111”[148]

and their e recent counterpart
Regi sters)zr?4zf]”“"a§]y8h’%?"te%&ﬂ§§ffeﬁ*ﬁi@ lsection descrl bes the various types of
at t acks t Rat3.«caipiabuadert aken to break an authentication | 5 cryptosystem

Igskat);a'fﬁz S‘:: ;ktl i l\ﬂ?lpé?)ﬂﬁ] rltaq%s:’ﬂl tllon;g%:e’rg cﬁpom 1fﬁne%ectesnel rﬂ:ﬁdl(@gl 1]'0‘(3:%21%;?&% foaftthtea(:kS
i npl ement &N C‘éﬁﬂmﬁﬁ@ﬁ%t’mﬁﬁ @B s ighamelipgaestst RIPAYD: 160 Bypass 160t hash
aut henti cation process al toget her



otain the secret key by force or deduction, so that any question can be
answered 20 Find enough about the nature of the authenticating questions
and answers in order to. without the key, give the right answerzhgsusascd
guestion. The attack styles and the fornms they take are detail ed bel ow
Regardl ess of the algorithnms and protocol, used by a security chip, the
circuitry of the authentication part of the chip can cone under physical
attack. PhysitCeheddbrtsafbkes: impiaBentarions OuT2-BiEikdnitds@Nes RIBHM I 0s0ghinkhed fo@Fonded of

t he attackhlgggyey@ge)émty l%VRP}%]-ﬁLS}gﬂhe security chip altogether Physical
exam nation of the e in operation (destructive and

non- dest r uct i ve’)\'thomy@ied‘éﬁ baee rserssft! pigekson REEMP-160H{is pamphratively epvatridbes of

chip 30 Thet ekt a@dnm@eﬂ)%b@&mﬁlﬁeh Trieorifiadl RH’EM]BEMgohﬂthQI awes patrhlyaeihel ©VsistThi s

section d s to th ely. descri bes
each att aglﬁ‘ﬁwp%epté#ﬁﬂg a°t ack?ngrh ’g.[EM Oﬁ%e regenlt, aétgci F N?ég %thl?efi H‘é@ﬂ%%"fﬁ imdlar 5

aut hent i ca‘tqakmsseﬁhn e 8H’§N@plt3§*§éhh5h Hnasioma ltupiethe dhdvelshofedayly tteoreticginehkneses,

| nternet  apob@i, PRl MM BoddidRGhEE s&&gtﬁ&@@ktﬂfﬁbeﬂtal%“&tg%mm@nfﬁ%to fot acks 35
These attacks alg? W‘B@ﬁ 4}\%?” not depend on the ph sical inplenmentation
of the cryptosyst& gy’ RICHGHR R EHECSIP HEatn "éﬂ@l PBfESecurity of

t he al gorilh#s Mexdage Anthemticatimis®ddesgener at or s. 12 AUGUST 2004 -16 3.8.1.1

G phertext onl YTl@tpl:o@EJﬁo?rhés%géa%th\é\m%{tﬁn@aﬂb@'gutnﬁt%(k as Rfi5wONe or nore encrypted
messages, all encrypted using the same algorithm The aimof the attacker

is to obtain the pl allfﬂwe?ﬂ‘ff’ﬁ’é%‘éea{ﬁﬂégmfsf‘(ﬁﬁf’t”ﬁ@e@ﬁt‘t%’t‘@d“%@”@ﬁges | deal | y,
the key can be Wesgvatedicsn ishitereal ometig agRichtidn (R&ribdtiithesc@rA ol SO be
recover ed. . ck,.This s wh an. at acker. has
both the p|r§|t0%£a§h)(&h§”e§lq%¥§m@ ﬁ&tgctofs‘ RNlt?\‘terltt% au%he tnﬁa lonp rgieﬂtﬁéghe cli]allman{) RIQVE é_% e of
an aut hent FEEY foroBsithe vegh cht}vthmptsw prttexticatipn veecke correierowitivekieg suhishaat t acker

canisee t @ved&t&s’ﬂagﬁ: ﬁsG\Mnb’éhB%Qlﬁh]\tithﬁloﬁV$t lelm; ﬁd?geeﬁ hepaUtN@RE foeRlbAM SRR The
i nputs andtS% ttrtl)alfl reethg(sectelgnvgsa e attacker) nd can be

t
anal yzed fo hETERLS f o ‘ﬁrloorvfrﬁ'a‘é fe‘éefstaécaﬂ‘ge"(‘i?a“ﬁ‘yagﬁo'§€%{? ifefsyrysy can
di fferent |talf<tuyd tnrﬁfEGér esting input/output 10 pairs). A known plaintext attack

can be carried Qbde-RYhERRRESH is NG s@f‘&&t%xQtec%&@#o%?;ﬁéssa&@ Hgéﬂ%n&%qps%&tds %SQQ%(V\BGH
t he system and i cation R: Chosen plaintext attac

Chosen: pl A ARE R RRR et S e kel e G i B e PP O Sty
to génd arfiorohomeryvatie 3 smadesatand by B, whads icbanpen s yst B Ngto amdemlﬂﬁefessegetﬁhﬂ B,
response. i subfiuefidydih t

rel ati ons hal Fsube]t \;vee'n i ﬁgﬁﬁggﬁgmm hgsn%ﬂﬁ%fggm%:@%%gee o8 lm?? L(lfSteEUteth | ng a
speci fic dUPHIRY PEsaBhESPEARIE- 8 ha@tﬁ@tCh@ralom Ades wrivay rrtt@owm@ﬁ Smeﬁilaqth@xt
attack i s tetnchangéd onger than the known pI ai nt ext attack since the attacker

can choose the %E@&%g%&ﬁ%{ﬁi em otfrrtlt{ciss gatmnt clatlon lS tl%e l\?egétage q}e&t thy)ngg?eygxo O a

system using an € enticatron ¢
di f £ cul t M8Cprevent chosen pl ai nt ext attacks since the cryptanal yst can

| ogi cally pretemgbn hB&end§h\&sdg5M§ @Syt m[lﬁﬂs@ tlﬁhh@re&ﬁ%t@ﬂ%wquﬁeﬁctuall
bit-patter H)msé Eqmsl_tlgltbgp%ssane oHt B T{L]t%tlabegabtlel toogloguce %)Mp% th zﬂ'g"‘éﬁ%@ llt]ﬁsen

pl ai ntext attac i sTsim text
attacks exeéptveribiat acping thtq{hdb RJetnce thasthis s diffadot ddm 26 nabion df - l\tlzt)Csrmdlséng when
subsequentMQ&@ﬁ@navptoade@gc@xts based upon the results of previous

ex iments. T
p?& h[lhe SImpIest method of constructing a MAC from a hash function is to encrypt the hash value with a

symmetric algorithm:
b Hash the input message H[M]
2. Encrypt the hash EK[H[M]]

This is more secure than first encrypting the message and then hashing the encrypted message. Any

35 symmetric or asymmetric cryptographic function can be used, with the appropriate advantages and

disadvantage of each type described in Section 3.3 and Section 3.4.

However, there are advantages to using a key-dependent one-way hash function instead of techniques
that use encryption (such as that shown above):

. Speed, because one-way hash functions in general work much faster than encryption;



certainly the case with any system/ authentication chip scenario described
for consumabl es such as photocopiers and toner cartridges, especially since
both systenms and consunabl es are nade available to the public. 13a8uUsT 204
Brute force attack 30 A guaranteed way to break any key-based cryptosystem
algorithmis sinply to try every key. Eventually the right one wll be
found. This is known as a brute,jorce attack. However, the nore key

possi bilitées tRekte fEebeciulCENO & akiB¥ShdBad sik@s Tl wifid H[NNGla h@ﬂ'ﬁﬁ‘e dagiyl onger
it takes (on avera e%ol smalfertF ”\t‘)he right one. If there are N keys, it wll
take a nmaxi num 0O Pi " %he kcy is Nbits long, it wil | take a
maxi mum of ® 2' ~ Hariwase/sofivarhrequirefdssc haptaeohy fiasmidicrigns tila @/pkaly fafidseromplat garhal f
the attenpts (2¥eirencryptlBfRbds@N@EferPib@sOoMes, the 35 longer it will take to
find_the key, and hence the nore secure the ke.y is. O course, an attack

may guess the kEY6H"tsh&nfiop pplepegjatiops e nohgorsiqetsd forhe gncirntiqnios isyryplise devisger
the key is. Consdderefore et duag tolUSakpdn@olitotss. | n t he worst case, all 25G
tests (7.2 x | o fi.nd t Diffie and
bel | man descri bg élEi gé@g%aﬂg%%ghépr\%tlﬁgge Befven ongémall&EesWne &gytatgs%e or osu dm%f one
mllion pr@%@g%@ﬂ@““cé%H\S(‘}aﬂ@ldbtoé‘eM hacinetpdigt wine hash fuhqtlelh" tQ eesforan fp@tagfsecond [

17] . Such athemicdlionencwoig chrib@kehcZds A cEoMéngie InSsside 8l sy plbhss, GAE.s, or bogt]h2

ST 20 se,

AT 2008 ciky SRR Sty BO . Sl 28 BELE  LE L MOLSL Cacerfl L

ten billi oncaydalB4bes] dyddisipnabAGS hage teen shigestad bpredoes@oschengal8hand Tnepiigpalrices

billion tegySinPedingSIRGRARMAI caWdr DFgR- ﬂa%%t@am%hkﬁﬁyeglsﬁ?g&nglucf?ongr ute f OI’ ce

attack take‘? iog Iong to be worth the attacker's efforts. 5°3.8.1.

GueSS| ng at ¢4t kYRGS type of attack is where an attacker attenpts to si mply
"guess" the keyTheAMAhcoattinaok [6][7] in particdienit paberlg at@ptidaeashrsaliten fo fe@ncahésagk

(segsSecti ﬁﬁlelﬁlcﬁlog-se@t)ntm&gc%]stﬁg H%@Scm%truc%bllpﬁ 3Pa \qgtﬂ)gtngs n%nnetuho%rlyl nrg% h of the

key. 3.8. 1 7 Quant um conput er attack break an n-b
conput er [ gasfio ipablggh-borypy Replacemspt 0653@@%5" fnpcying s eteseh Yﬁ’tﬁé d%"‘tﬂtﬁﬁ? t0§ecm'0}y or
enbedded I ger f&ﬁtar&B&ﬁQﬁH H&D@erath@tﬁdjcbltah'l\mtt@d%ftthMhQ|cbI{strucThﬂtatq¢bam5eLﬂiﬂvW er

effectivel t%ov?c?gh ﬂ\tre ﬁndI has% ﬂﬁ]?tlopgepsesgrttjers_lreeggng Egg&%nap?c s%ter(tjge qtat is H%Ad s to

extract the ri ent S cau herance“*To date
t his has b%é‘tﬁthaé"ﬂidw@dmwetwtathESttfaﬁMft@ytsﬂbéWt(anﬁ]ch exi sts in 4 coherent

st aulets) It is %ﬁt@u@m{ﬂ\dwﬁwh&t% ah@apﬁéﬂaﬁﬁ@erﬁubé lﬁtsﬁt@ncﬁonﬁ:‘drb%et@edgnY\élntﬁM%
si mul t ane coher nfortunately, every
addi ti onaf)ly’“clm Pt 5@2‘%&8§}MM£%& @W*g\rfiédﬁ&étéoftﬁe signal representing

the key. 15 Thl@lvwa’mfelloy/mbécfmm@ a serious inpedinent to key retrieval,

especi al |y, Wi t hyt he 1 QoghKEYSoHEEMbHor &K PE 0gr aphi cal I y secure systens. As
a result, attacks on a cryptographically sécure keg . 160 bits) using a
Quant um Cohput et ar e~ MMPEIo) bigGytpt Gop el (¢-2A48F for HAxhd W'tSf% MB& remely unlikely
t hats quantum C(]V(pUte'FﬁieMbltaltbwhthﬁe AabinBUed istbapi@n 50 or so qubits within
the commer ci al Ilfetl me of % Cgtt henti cati on chips. Even using a 50 qubit
quant um 20" conplt er, 'ﬂesefrété‘f’%s YPLOYELS PEWS to crack a 160 bit key. 3.8.1.8
Pur posef ule err opadat t a@d6 Mpdaked 6etirbe@i N al gori t hns, attackers can gat her

val uabl e ipnfor on. Its of a bad input. This can range from
the error J;essa edte 6{59%%3}1565%?%% taken for the error to be generated. A
si npl e exanpl e HMA¥t algofithy igps &lpely password scheme. if the error nessage

USU&M y says Bﬁ:d:naﬁtmﬂi&ledby,apﬁehﬁﬁgmteafétl@teﬁtﬁ&k(er gets a nmessage sayi ng
" Bad passvprd *&&eg%gcfsn %?reaa:ﬁ (lsf w}y\]/l%alaat the userid is correct. If the

nmessage alWays 'says then much less information is
given to the atalPBRBRé‘c}*aStrﬁ@lWrtfetht@rh}aleewnmawpir&)i s that of the recent publ

fi shed nmetfrod oAppgrm@meglgea@@g{eMgg|nqﬂ codes fi~om secure web sites [41 ].

The attack i nv & § lg ticular nessages to a server and observing
the error messgﬁ & 10'8’%% g ﬁ‘ﬁg "He5HBIP8¥S give enough information to learn
t he3keys -6.evemipphid thedtiesudfirom (4) estpoidete IOngykwkisg Gon®) | nf or mati on. An

exanpl e of, al go/(dpr'yh-moq:heto[ltgﬁop(@ﬁnpgut&@t‘ﬁg'reyt\fltt h an algorithmthat returns an

error as soon as
Thus

HMAC[M] = H[(K @ opad) H[(K @ ipad) ! M]]



erroneous bit is detected in the input nessage. Dependi ng on hardware
inplementation, it nmay be a sinple nethod for the attacker to tine the
response and alter each bit one by one depending on the tinme takewsusozoot he
error response, and thus obtain the key. Certainly in a chip inplenmentation
the time taken can be observed 35 with far. greater accuracy than over the
Internet. 3.8.1.9 Birthday attack This attack is naned after the fanous

"birthday paradmhe'recombiénadti Keplemd@ is R0dadiablsyal@oUpAlt AN n@loe Rhde) thanldd@yte@ds of
one person n counting | eap

i it th is,l .in 3CGb
years). Thlg}ggfocf)#hég?sﬁ%%’bbggéﬁﬂgt%)bl\é\ﬂgirgga%g@@pﬁ’rg Woha%gtort%gﬁﬁ”f'térog tF%é“%‘&'bls to be
nore than 50% t Het\Coniongl alidve frishin ethy/falroutpiitretehidamyatiorHo Wesets from 1 Q0DILAUGUST

2004 _18_ ther enemMA@@e%gn%rstr&qﬁe@\ f&rToRROR 811 Ivdas @squOIQ ”99f7 Q;ne ;éaﬁgﬂ@r tﬁeoalglaﬁthmvr e
thanaSO%CElanceth reablrt in the foll ow ng

t
relafion: BFSH mtrqduceg B dyﬁ“e‘“la”‘ie% ‘hafs‘B%ﬁf‘%F%%’Zé a“aC'bagS'Osf HMAG erssf caff acks
ar e commonfr@bdnaok soléeras fosthe Inatsincrion ialsgpiettioh 8,1 0)emp dcataly liyprich@s @r @ihngany t his
t hat conbl,ggoﬂglgmspgm%;sh digital signatures. |If a nessage has been
generated and al ready %ned an attacker nust search for a collision
nessage t hat ha@ﬁ’é?‘t’"d’et e QBSIREr s RyEnaigde dGBrert e piRid ety B per son who
shares your bi rmzhdm/a)mckblommerapqmrfe the hﬁre@ltnteﬂs@é@ﬁuh%E‘atl@emgsi’oainﬁxlddhe message,
: Egt QLL;?ga%/hgt @2%8 ﬁmégcret % %)nl a%gz[t 29_08%\48:‘4t;;[/a(’:119ex% Thlsseu%;; Fefsl”efts{.a;[‘ Y\ﬁgngssages
bi rt hday)) onl yprécﬁél”ﬁﬁé%&g%z%@’qc@ ua@cé’mnaMOé”étfﬁa{kWeaﬂpeqa%nSés'raglm ng it, and
the ot hfar is bemfaﬁ@wazkngfwﬁﬂms zatsmmmkezs@ome&rm aQ@Jtﬁ&Hﬂs hasys#hgned Ej heh
origi nal nessage t ttac t the person signed the
alternative rressé!“'etﬁou?c}'f"?‘?é" ’fr“ec"inF\ﬂ( %é ”m '”’(ﬁé FE 058 Y ch message
was the origi na¢n1y lféﬂefrweﬂ@he*ythtb@!/hwhé@hwctr@f tfreh‘encsadéarvaus@eerﬁ@(sglm ng a brute

forge attack i SCJIJ}%nPjBLM MY 36 )Qes%gs,e@ﬁph B%IS?OVWI&&J.H dekbrﬁné’)ﬁ?zkigtm?ﬁzg of an
n-bit key by the birthday atta ?yg 128 bits that is
a

susceptible to ’teﬁéceﬁf’i’t’fkf’d‘ééﬂ”df(t’*ﬁé’%"ﬁéfs*”%f’r?f@{“’f‘ét“f’ d\9 f’"%eF%ﬁg{OH’héf only 64
bits. 3.8.1.10 ©hiaiom/ ags aftht:aaakcaﬁhezs;ed@raesz@famae@Ipswmdzeefag@renaty t he chai ni ng
nature of hash functi ens 6 I ¢tion of a hash
function. The idea |Es aésoe;gh]%l i t?OH Sugéa &]‘%ez %Rﬂﬁi bgﬁe%k%'ﬁ(\:‘f#gn general |y
takes arbitrary 'vSeSh@%beuCﬁHa%teda*htaarﬁg@iweléssona?t% A areraplingehiuestersterbyo
proeessi nglseirlét&ey inPudlved afdl X fraine ﬁmduhlmaole &h@ncﬁmiuﬁu& tofﬁnd‘Elﬂlﬂsibﬁs? 20 bl ock i's
g_sggl ?ISS;[ gﬁ ;g:%/lﬂtjg?eggﬁarel-!n gotgceo S w1t '%e{(ght%pngve 1on consoon #{62ga\yeelﬁeena(§ne 1i1en in (flcri]egl ng
chai ni ng vtapﬁewbltée@Ettueamdoerﬂamﬂana%qu Mutomblmt@mwlt"h@aglvwlmb pariggul t in the

same out put chafiming: sNald 2 hbesnABIMARSs RERPAYIic IRSHAYR, and MEurIHINMRGEiInDkesChOI CeS

for a partj.cul ar e length of the block. If the chaining
vari abl e |J§he'eaf§ "f’g'jowf‘ﬁ%ter}tfa%ﬁgﬁgb%‘@ﬂ%a on behaves |ike a random mappi ng, and

t he 2bl ock 3&ngt Randgm ulpbérs andtFime Yo&ryimgiMessngesf such b-bit bl ocks is

approxi mat el y 2fehisedr a raldd® fahigd: E@l@gt@r JsQBnet\l/aS]anHQm ﬁas%h’g%t Bebtxh@RedPh Qfler S
that such bl ocks are a sparse subset o 0ssi I'ocks. For SHA-1, the

nunber of BYSMBITOhEBERY ”i‘e§‘yésp‘ﬁ'rydl%’i”h‘ﬁrf'é‘f‘Qed%tgfry%’%hy Seurdy: gnd authqiigatio an e e
of findi ng a bl Bek alpy ldygeuti@bdr of issees s@aerodd wiith deibidgigooll randoni2ra@ber Ber&aioxsllﬂnuth

Substituti 19fh8y\4letschlb% “%S%'H%ke% enelqgr#)gd { %R' ﬁ% ﬁQISIllecﬂ tgsu? aﬂiqmgrl;e a?éloﬁ&t\ ent i al

nmessages sent "'to the ch I p I ere |I's nO nee | one
mandf act urasiocipted withrenstriqiag ey Morsawgivsad high le! winenel e bseatan” e fiele il [60]-

i ncorporate a RGMoffhe txs'@ﬂbﬂ’rarﬁiblhlﬁurﬁﬂé@tlst@éﬂux@-thﬁt%@é@s Vhﬁy(ﬁl:lltm@fc&h&rﬁﬁﬁtﬁlﬁnses
froma genuine chip to the codes sent l&){heenc

rerA etnﬁw } IEEHS A SEgR e s U ace'\ipzé/n ai%t%?é’dﬁ‘f%srtp%ﬁﬂ@ﬁouép“f 80¥up

and the |arge
table. 3. &'Wn !Lnﬂutsml@mcw gauidsimply P@qqrdahesprasaseeaddm@kdpmtb@blt@mﬁ Theretihe meidgrages

sent to thge £hdkBr (QErEck SIRITBMNPNOT @6 G 3 Bhan Fn B thib AR 85 b 816§ do e lNiler andom
t her}S the pretending to be A). Consequently messages often include a random number and a time stamp to ensure that
the message (and hence its encrypted counterpart) varies each time.

Random number generators are also often used to generate keys. Although Klapper has recently
shown [45] that a family of secure feedback registers for the purposes of building key-streams does exist, he
does not give any practical construction. It is therefore best to say at the moment that all generators are

40 insecure for this purpose, For example, the Berlekamp-Massey algorithm [54], is a classic attack on an LFSR



cl one manufacturer need not provide a conplete | ookup table. For exanple:
If the nessage is sinply a serial nunber, the clone manufacturer need
sinply provide a | ookup table that contains values for past and:2pred mbed
future serial nunbers. There are unlikely to be nore than 10~ of these.

12 AUGUST 2004 -19 |If the test code is g.nply the date, then the clone
manuf acturer can produce a | ookup table using the date as the address. |If
the test cagieminsmi@r gSehetOH thanEsFs BUSHIR K, th&iong 2@ bitshethe h@n&iffi@lto Mubidies or
t he date q BrsR€ n& m%m%nﬂkﬁe %%%&9 manuf acturer just needs to crack the
pseudo-ran ontnu R GRREY BTSN t he system This 5 is probably not
difficult, as t%éywﬂav@eaéﬁebgfwwﬁmh@nwﬁ#e&mﬂ@@dﬁoGWWﬁheU@y$¥%m$Vﬁh@@tlone

manuf act ur@se, WOk lint dreR g@l@l@ﬂﬂaﬁ)@ sedd @Q&taﬁlmpo@ﬂdaﬁ Q%&@Qésﬁomgynyrat((ﬂrlf RIS

sparse arr ese codes tQ acc hentl catp on

co deg ﬁ‘éﬁa&c@m&uﬁ@e& ?,eg(! egel tor is COBPrgmléefd zgt & ﬁwﬁ(}e ?%)ﬁﬁt? %ﬁ?cu yttsttreaﬁ%n g)gl S
descri bes ambess itgeakeanheme prpetpfrlssopgrf to pitpplu Ansteraam@olah@ldde mamake@dithwedpkrt fonown
10 differepsgratiocand the differences in the encoded streans are anal yzed.
Exi sting differential attacks are heavily dependent on the structure of S
boxes, as used | *PEESYRTR "BLMEPmEs #Fnegior Sauyst Wi IHEREnd uept Holiglimentign and the

al gor i t hrerumosehfoasythi\M@e&rMmls R@v@enaatosS ifs DiteeSiym, aung bidab kel ojcamanugher kieke a

di f fl@r ent "cf:sl Ch‘o ﬁon"’ﬁl\t’e@tcfj/(l t?lXShlAg\g[%rl.lg s%}:ﬂ a@gHﬁt ?%aﬁ:ﬁﬁél\dﬁn&“?ﬁg i%PJdmonal

M ni mal - di ff er ence | n elr corre ng out

M ni nal - di FrEEhe i @Rbﬂt”aear Fagdbrck Blaft RegistsFsy @§B@ﬁﬁtF‘h@]°rF rf’ﬁﬁﬁt uNpIRYt FAISGor i t his
were strengiheneditaChay 85 Redifidrgant i al cryptanal ysis once the process was
described., Jhis, s, covered in the specific sections devoted to each
cryptogr ap:tn C aI gorl thm However sone recent al gorithnms devel oped in secret
have been brokeHtseciaudecribtiéhedenass Gpse pittirkiehaiom be onsitatierte tredan palienticgtiopl es

of differempiodsteart T@Q{ﬁaﬁks[a%]g}ou%dntgblgumEndsdg'hhﬁaﬁlicki heir algorithms to public
scrutlny 20 e subst %? acks In certain protocols, a

man-i n-t he- ni dd[roé'c?:léﬁacgés‘ﬁ’ékt‘i “tftpéomﬁ&'r“‘ t"a rit rf“i'at ‘f”}li‘” sy ”“Pt‘?f"%““i“g”\ﬂﬂtfjere a
real aut heatitng &tdoone dltirg thisgs:;pl ugged into a reusable clone chip within the
consumabl g, Q r | messages between the system and
the aut hent i cat??@gs &galﬁ&h@ca{dﬂ%gﬁ&%@% e(t)hr%Im a nunber of substitution attacks.
Consi der & mess@Ryn @@ff??ra‘ikﬂx bygforae dideddiesion.fsohhlometiesyn @obtasmeredAn at t acker’

may 2not  be, abl eFu‘ioQan&éh %Uﬁﬁe@ﬁt@le%Ft‘ﬁ@iu‘th@nt#@ﬁﬂg@tfesuom%d 1RYer38 0RBNE whiBour 1he key,

substitute their own g slgem ally if the vaI id response is something
along the I|i nesg'vd’f e ts""“ﬁ”f’é?%ﬂ 8™your nessage". Even if the return
nmessage i sThé¥igsk stilesrmedttbé foed ttteheka‘anddecathrbglowessage ... ", the attacker may

be able to SUbsliéger'lEs‘goﬁtheeal@rnfhglk Q@'pno%&%&gﬁy ps%EttQﬁ}Echﬁetpﬁdé Ijagtl)tcl}gte aythentication
acknow edgnent back to the original sender. Message Authernitication Codes

vere devel P QPEFHISRE ”'Pf'é's‘g‘ésgcé] ek YT ataesks Qe FidRus maig yays, thpugh e REV er se
engizheer i ngtheheackey vgenerator |1f a pseudo-random nunber generator is used
to generatge key, ntial for a clone manufacture to obtain
t he generator %ags%g tq]eesea?lg Bééﬁ)o il 'he random seed used. This was the way
in which the sethyyidataxarhipapier ofglfe chinevhidet srsapen (Bsowtesnproogesamtivas i nitially
broken [33]. 3.@ydcalRcB¥BARAAGit he authentication process 35 It may be
that there are problens in the authentlcatlon protocols that can allow a
bypass of Yhe dU¥Heh'Fe¥rioofiPor ocess altogether. Wth these kinds of

at t acks thﬂtekt&ykstﬁes@tmpdBmeltr;eytakerdadcﬁmadaltbgloand the attacker has no need to
recover it or dﬁlgsggc?oﬁ éoeingpﬂtgé]g%?lut% tgﬁtg‘{rgtta%ks ltmere]y escr es eac Etac?(utlype tl cates

at power -up, but
examination is restricted to the context of an authentication Chlp (as opposed to some other kind of system,

such as Internet authentication) attached to some System,
3.8.1 Logical Attacks
35 These attacks are those which do not depend on the physical implementation of the cryptosystem.,

They work against the protocols and the security of the algorithms and random number generators.



other tine. A reusable consumable with a clone authentication chip my nake
use of a real authentication 12 AUGUST 2004 20 chip. The cl one

aut hentication chip uses the real chip for the authentication caAlGUsShIvek
then sinulates the real authentication chip's state data after that.

Anot her exanpl e of bypassing authenticatjsan is if the system authenticates
only after the consunabl e has been used. A clone authentication chip can
acconpl i shs.gt. simiplneeteawhhenﬁdkcati on bypass by sinmulating a | oss of
connection aft S f cation
prot ocol has cgﬁn P&he% ?St?aCleCE/%?l0'%%%?{?%@}%&Hgﬁﬁga%ﬁmwet%tug}ﬂ tp‘f(s%%\!:/m as the
"Kent ucky 3goide- iris of g eteckep]s tq s thegdpntexphaess ¢od theieeandted meysees: Eealiyhi p
for a sat ehd e} &nwrescws&emtha\MEﬁbssagesuhsecmmlfaexn a%b epp&der@ayi ng the

subsgrl ptlsog‘nl;elen Wit | e.s stttan woul d send out a "disable" nessage. However
the hnew mi¢ro=controiler wolld sinply detect this 10 message and not pass
it on to the cofhdumeleresngtiackst hds pesh ty/plaigtett e theFn@ypied frm@hthe rietAsrin hecaat efack

I'f people éﬁrammntlhﬁon&%a kmeﬁ ﬁam@a Mﬂ.@( PRSI Inb stﬁéckreh@ﬁ seTe heyata:@ddd tQtute@H the
sonmeone el se. Tgﬁ] rTﬁ.\B/ due %o C(t)erm on %g lga] e Zd
revenge (V¥ Y §‘§ eﬂh‘ta BEBIBF BYELI BRI GGEY S Bt € ?SF'h U51°8ae efhé”éjé
attacks arte ashued bywesheapdsucion diribdes pigrckstohlgyn sedrdndor dgfefegtial!g ingtestthe dhpationgutt he
key.;gAs anpaﬁ:gsanpl e, a nunber of 15 people claimng to be involved with the
devel opnment of the D vx standard have recentléﬁfal\/a y/ June | 998) been nuking

noi ses on a varfEtoyn RNk GIEGE GEFEE 018y EHRFCURRABC AHEF WEBPUT®e to hel p
devel op DibevesrcdydiénCand i @ichangeatl@vchiges - out of principle. 3.8.2 Physical

Attacks T I | assumre i npl enentation of an authentication
mechani smhfn g‘{:sl‘)%\é"cpga"ﬂettag Fshat 20 the attacker has physical access to.

The first attac’kChoﬂéalﬂI”mé@ttﬂmsc'&%@P Phress cptapaltshiek thowhely Respg anyrcbosstt or ed i n

ROM15whi | emetshge t eﬁaﬁyabgyger@taﬁmmeaewmset hak c@pt&ﬁ@ftﬁﬁovdﬁ@ﬁé alg&nﬁﬁ @{eednay Be
Flash nmenory be read

directly. ay lwhcoabﬁfwe?]n 1répu8énogoufo\4hatlj:§ngb e%q}{m%%gli)ydtee%mﬁumemf'c (klxé)u! tt) ]EhSmlelJtsoe in
asymmet r i canethgrfitngiipnaphy), but not to hold a private key. In symetric

cryptograp hy aTlBgl\Asén%la%%x%Emllsqh&h Mroh 2P @EUEEnokSIdAGexPat@ARWEL @ firadkEXhn (SUCH
as a haiku the key is not suffici ent‘)fi because we are assum ng that the

cl oni ng of P‘H‘“eth&}?f’sﬁagf’ssratheé&‘ﬂ'?%“?‘H}j‘)kis?ﬂveefh"c‘@ MP¥y where intellectual property
IS R0t respect edhaJst8n Bing aiReveddseavgnrgiciiee chin g isgknegdily perREiffierse pevegi cdhesed | ng

of the chif,ilis, Xi@ﬁ&ﬁg@%%@h&&ﬁ%aﬁ@ &R ;BrE&%d‘%QEhQ .s‘%EL(lf/s@ennaL&é%r%»?F‘eW %Aors&“' try.

Once the circurtr I nner wor kf ngs of
al gorithm l?iteﬂ"‘}“%'es“re%d‘?/@? @H‘C“@G‘Ollﬁﬂ&lent Technol ogi es have devel oped an actl ve
met hod [4]3é(nDV\NdaﬁbEveth)l(uIMaﬂh&EOn OBI C, where OBI C stands for Optical

Beam | nduced OJT]hlse[ t)ofatta& is S|m| eto(f\hec ol'slcla ! ?amteD?Q{tgck gx%eg)kiggtlt rgaa{tac,(%( has?n ?c}eglt Ic

RAM anal ysi s, rocess 1 nvolves renoving I'shi ng
t he 2back sabilitvete modity sebsriugnt ehoseh plaingHs baaﬂddpqnhleﬁeSflle@ﬁeﬁwgls Prpgfiiments 7 htShse

surface. TheaiRxGE &@émrany\@maﬁ ﬁm\mcat@n &ﬂﬁ@énﬁli&eichved@he&ehnaee;sumsi nduce a
he ni net eent h entur

current in the |C. (13 ckhof f made a
f undan_ent a]:r Oa(‘sogﬁﬁﬁ? tSIHr ?Bﬁd{ﬁ Eslpgf éﬂléCF y(ét%l gstelrsrangﬁ%sumab es are made available fo the
public.
3.8.1.5 Brute force attack
30 A guaranteed way to break any key-based cryptosystem algorithm is simply to try every key.
Eventually the right one will be found. This is known as a brute force attack. However, the more key
possibilities there are, the more keys must be tried, and hence the longer it takes (on average) to find the right
one. If there are N keys, it will take a maximum of N tries. [f the key is N bits long, it will take a maximum of
2" tries, with a 50% chance of finding the key after only half the attempts (2""'). The longer N becomes, the
35 longer it will take to find the key, and hence the more secure the key is. Of course, an attack may guess the
key on the first try, but this is more unlikely the longer the key is.
Consider a key length of 56 bits. In the worst case, all 2° tests (7.2 x 10'° tests) must be made to find
the key. In 1977, Diffie and Hellman described a specialized machine for cracking DES, consisting of one
million processors, each capable of running one million tests per second [17]. Such a machine would take 20

40 hours to break any DES code.



algorithms inner workings are the sole secret of !he scheme, the schene is
as good a.s broken [39]. He stipulated that the secrecy nust reside
entirely in the key. As a result) the best way to protect agai nsisvauevmpse
engi neering of the chip is to make the inner workings irrel evant. 12
AUGUST 2004 -21 3.8.2.3 Usurping the aufshentication process It nust be
assuned that any clone manufacturer has access to both the system and

consunmabl e desi@n§derh Reytnemgrh SATe bishAMR&lorst @selfet fa4 (3 a&mma &g@ahtulstc»e m@&twvee n
t he syste a[}g a {rr ust dg tb m aut hent i cattlon”ch P, & non- ltbrﬁ
consummabl éHERBRTTEEY ﬂ‘e Ri ‘E'on.yerwaﬂ" HEY BFIET Y RO i ?"‘ﬁér”%‘}% ¢! %&tﬁﬁ chip

to i nterrggateend trusted authentication chip in order to obtain the
correct answerin § fod dibidn 1580 obnfid SR AIBUKLACS AEE oA Rk PR Rrd. O
determ ne the key. They woul'd only have to trick the systeminto using the
respdnses THbfn ‘E"I'fés‘w'é‘f"é‘m aut hentication chip. The alternative nethod of
usur pi ng t he authisapteioCamikonwipreas esskef atehows s ' gamtha’mthnamck in® idewgrlical
10 attack tgﬁ,%{glewe e FRELI 3315 where odal AL A TbIHL @ﬁﬁgﬂ Qgg, of
contact wit enever authentication processes ta ace
si nul ati ng* %b?/\e‘?“%ﬂwoé‘ﬁ’ét”gt%“ 2.4 Modification of system This k| nd of
attack is mhererdﬂaekslyxsble&ylatqmluh coputad (B3 f (INBLR, DPticAIC & aed At GorGiigUiatllses .
Igﬁeﬁt E g‘ct(%nbe%e(i)m atheoprog‘rrl]ee lgé)nt(lgg%u te?}nﬁ%%qualltL(l)mn%)mgmgteglqﬁtlve'Qoetx%t?prﬁzl;,[ralt:)lhles or,
ki nd of at%re&tknepquhereé@taewhemlﬁfds metstwaqthesrwbttcefmemta!yemmdpawwny gagehewreng! d

most |i kel craequg Ha@betenh&hi@%ﬂfﬁh $2 mmm@ﬁq (whidhQKigs mumrehk%taek)l Vis RVt fosithe a

cl ear advanta eirta nodi fication, since
Ct oot (o oata GEPBATRY iy st R Se AR e costly. An

exanpl e of suchUiormdély, iecat additional qubit lalved teearlatavd steengtiagfenetsgna! lrgresomg thessey. i s a
sof tyar e pﬁﬂscrﬁb élﬁbe@&#e’s‘gg‘enlﬁds%%aﬁn%rg't&@v Q¥Pva2QspQJ AY SheSnk Bl%@ke&setgédq}{‘ free DVD
pl ayers (althou it shoul e noted that this 1§ not to uSe clone
consumabl e‘éypt%li‘?h‘?aé{?t tere ¥t i nal s from the sanme conpani es sinply targeted
for sal e in ot hesareiinttdckam)a mtho@ap&cﬁly&cﬁﬁ(RE} (v.£.690 1g) Bihg £QU{pLUOERMATtEralR by
conventio c

STM (Scanrr:llﬁ(n ﬁlgér)]*ner}fqals Lle andm lpex?prgt{l)) njll% tﬁa?waﬂtnpgon%lu{eﬁ%g,a%{e aclﬁmgrg%}%h@%a d be
recorded a% sq fHis i t‘Feeca'ﬂm?fP'@Jr'rhfeE‘ﬁeO thetapthengratioio by GV eRtupinga mwnalam | oaded
25 ioto wolgpmtagz@teag@ere]mlege,cfaa(moeftk@onvent| onal probing require direct
access to}?f“stﬂf 1 er%ntats des of the IC while it is powered. 3.8.2.6
Direct view g of "the HohV6Tatile nenory 1f the chip were sliced so that
the floating gaWékcegfin alb@ltlmsa@thﬁkmmlgayhemmheblewﬁms@dn frogh thiresentts 3@ bed isthar gi ng

them thenrtihg, key f@@kﬂeduarnemlt&tQ%ev.hema fghll'e%ﬁgjté/b&g%hen@edan STM or SKM
(Scanning Kelvin M groscop e%aé wever, icin to this | evel

wi t hout di schar§FRgEREPGAL Ofaé‘seb'f’/B‘B%Yﬁ’r C‘i‘ef’ﬂﬁgég? "ES'IOé‘“eS ?W@a‘\)ﬁéﬁys eBtaSm ng,
pl aghma et ciseri, theh @henmn hitackeggefsfaoessgdayirgri Boigasswet! Cihdtaad) then tey lohe maobd userid

mechani cal is pCQI e&tslmhggesgggl: L]“%Js ?tBag %ltlcgﬁa&lw)flddfhéﬁmﬁﬁ Q& n]ifaﬁ)am élveﬁ in‘ﬁ ges

present on [ oat | ng gat es Vi ew n I ght bursts caused
by state cwa%@reé MRS BRI & XN @ateﬁtaw@“éét ryblighed me O%Crfﬁ'lafk‘%ﬁﬁprﬁ’f'owdqsﬁf"ﬁar ed
energy i s ®eird weddites Bil D TRe BtadkiiGOResisnding ﬁdﬂﬁcpﬁtl’r@d’ﬂiagdsﬂ)dsﬂrfvélaﬁ(ﬁd)ser\tnlige&&nﬁhanges

can be Obslﬁé‘syggre%%nseso?lkel &gor&ts g&/pgﬂk&’h m(%(Hl'nBt oﬁte IE er%é @gu%Oeq%eﬁatggfcfgtgsgaﬁsghl p.

Wil e the em rocess 1 s -wea rlg cted by
hi gRPy sengyes papes ”Ef%][ﬁ‘iﬁtf?ﬁent devel oped f or use in astronony. The technique
[89], devel OpedArbM(aMBM)falgSrltﬁrﬁlk hﬂﬂéjcaﬁ)b%er(\ﬁlh(éﬁ)ﬁlg&mdhdt F@.@rﬁsrﬂ@erlm l@sod}idGaJST 2004
- 22 Qrey rroneo q)att Q/cfee t2:dsl in te eSt aét e nd ng on havd are 1mplemen atl n, It me?'tbeta 5|mple ’
t hen wat chf ﬁ’ PR FeEgrLp die 8%%8@0 er fﬁ Ml reveaﬁ Oth xact "val ue at
time |+n, lacnkgbd|fcfr thelgackka todiniegshepapdnseahd tltaecaibebt ong thyeone dehadinpearr the tinge taken f01 the
comprom SeQror response, and thus obtain the key. Certainly in a chip implementation the time taken can be observed
35 with far greater accuracy than over the Internet.
3.8.1.9 Birthday attack
This attack is named after the famous "birthday paradox" (which is not actually a paradox at all). The
odds of one person sharing a birthday with another, is | in 365 (not counting leap years). Therefore there must

be 183 people in a room for the odds to be more than 50% that one of them shares your birthday. However,



3.8.2.8 Viewing the keys using an SEPM A non-invasi ve testing device, known
as a Scanning Electric Potential M croscope (SEPM, allows 5 the direct
view ng of charges within a chip [37]. The SEPM has a tungst en 1p&usoeT Zohvat
is placed a few m croneters above the chip, with the probe and circuit
form ng a capacitor. Any AC signal flow g beneath the probe causes

di spl acenent current to flow through this capacitor. Since the value of the
current chadag@bd@a@m zpﬁeo |bﬁ\aadsml foil thilero BOEl 0P haS£500 child@thAGnysivg Bdde.a t he

si gnal rl)q]% 9 % f\/h nal is part of the key, then that part is
conpr om sec‘irt Poas3negndn ?W‘E H’ EM Wienever electronic circuitry
operates, faint el ectronmagnetdic= $kgﬂal’s lapesAYd/¥@n ~fP7 Rel ativel y

i nexpensi ve equkniENt,Gake m&%acmgmt &L%Qlo@mﬁ\ﬁkdesﬁ&ﬁ 8)dth&'e YiSorRRRUAD

information to allow an attacker to deduce the keys. View ng |ds
f1uctuati cfﬁ%‘b‘ﬂ%hamw‘ihfj'gI%”éff'%“aE‘éFﬁnot be viewed, there | s a fluctuation in
current whenevelra megigs bad b&n géhatig®ant hiadady. sighéd, inv@sioRerinfist@eatth g a es1dibg messhggnal
to noise r i t y
oceur Whentﬁ‘att :r)f%hers%%bﬁ%}gﬁ%a@%?an&ggtghmﬁﬁorlr% eh[Q%onculIo sﬁare%ggﬁblrt[]lhl/) H%we%gghlh%a L
can reveal att??‘i?'dfl'h@t‘q‘ @ﬁtl‘%ﬂbmﬁge th &irtkay attaﬁlt tosekisto glae Hh%ta‘tkﬁésae‘:hh%fvléwal r eady

been used rﬁé@saEe's @RKhSEBE Same AdsHl san[ef&ﬁiblogoas 3 -an?y u’bapdabut tr@r@mtbmhaymw bneAgthgési s
20 Tg' s attac 1 on, mcrowave

t roduct
it § on. ® Srerigh i Bt ey nd 8o hetetio SR 8 ey B etV ios T o
l'i kely to thdvigngleleypsagftieagicker Wepyhiajms ey Yot togerse stghed tiprbgratm reodes t 0 crash)

rat her thapeAURSILRRREE kel Bho t@lh@m&%s G0 okt GiR¥ R b&lhﬁslkt@)ﬁe sa-ﬁf'érvgéet ed
faults such as ROM overwite, gat ruction etc. are nore likely to

produce usef ul fsaujng abruteyforse tag @U&kwadl“? ‘Eeffﬁ“‘&etet'%f‘é‘l?sthf’z‘?)ea@‘iinégfaéf‘é?” key

typi cal | y \gegibgned atwk propeaktyegper eBeiwhd hismcatigewoti@ibhthddy acdck Bpeedfetiange.
Sonqsattac]gfg[h%fg]fl &rgp[g to introduce faults in logic by running the chip at
extrenely g ock speeds or introduce a clock glitch at a particular
time for ap }Oc?'t"tﬂ"wa"dd‘ratlon [ 1]. The idea is to create race conditions
where the CI I' CUTHefeYarehREs Mdak ag‘amm{elcm..@mﬁxm@bwsh fmtl@xmﬁw f@cuc@uhacohxﬁreamn AND
?ﬁ;?e;gagf onANbﬁ%g?;ulngntlaorE tq“h %Qadé a?ei 81& %he gd%]ﬁi? l%a ;fﬁ ncg?n[ eré al'lllF tafées albltra{)qength

i nternal smwuumdmwéucm‘a QOhﬁe’mt:lbng]:h outpiéy precessina the@ppitr bitoatia fitne. Juigeput fweone

condpt i onsy @k istub\R 2 QL Erfaing ogplgm;et ihd e A& al)&ofutﬁenmn%aﬁy& aomalon £gfaﬁ£t ebshtire
reveal i ng |nformat|on about t itself).

3.8.2. 13 PBREM AP SIRF St ARyt ‘f'ﬁ@t“éé“g‘atﬂ? Sebf"é&f‘?ﬁ’ﬁ“é‘ltegﬁ“?*é‘ﬁ‘ T Wet“HtéX'éF (o]e4 3
signal , atdugokebtisingariabdds sohqmrapducesagd. i t ches in the power 35 supply where

the power is '”ﬁk%é’rﬁﬁ%ﬂof‘%ﬁoué@?ﬁf ?&%ﬁgalib%clbﬁb;%U;I&'tl@%n&t‘ﬂ%ﬁ%\@tﬁ&'kﬂ@thQ&%fnﬁ\ ing
vol tage range. The net effect is the same as a clock glitch - introduction

of error iYIofds eXsdinehinemctien B%{'Ia‘fef’ Eliﬂaé_qnd?nhg\mpmétapq)%e blqeﬁéengtaéﬁ bitgtheg st op
t he 2€PU f rramb&ORiutigh-biteockely appokinfikeip i /<hiTh éhalggndele fiddibga sobratubiéntbiqooBittai on

etc. Speci so that information about the key

is reveal esg&hcbldc Szan %&J%%D%gém pto%g?%%go%% 2.14 Overwiting ROM Single bits in

a ROM can be over S itttanumgerefs 13 bit hlges ‘S@EH'Q‘é?a[eﬂﬁ?cr’ésc%r}e [herchqnce efdindipgher 1

or O depentm,cngy gfatetf(}a@ S@wﬂmbgm 1 tnbéo I ogl c. If the ROM contains instructions,

it rnay be fl EIQ‘R e mattt§ for a ker to change a conditional junp to
f-Gh A

a non- cond! SRS with2 cpBpIRS § ‘Qe the destination of a 5 register
trand8fer. |f thidtheamgetofipetetirluctsegsnsentgo i dsreinsncdrtedhtiieteys noingedrferys cloesul t i n

the key b%ﬂgfa&ﬁyﬁ@lﬁg&i the:ﬁeyBIngteaQSthé\@ﬁ'e Wﬁu%gtm@;cp Wc&b@ﬁ@a ﬂ_@ﬁshethaﬁ cth%(ilka$hatia| |

into two cate orllif t hose sim| ar tLﬁ(gO\/l % cseT%e[,)? Ea]is
| aser cut t HFe P %é‘?fﬁ%gp‘fné% ﬁﬁ'i“dﬁ%’”'(‘f%lﬁ‘ R MGS¥E £ "HOt HEIEBt "a RS EY:
i ndi vi dual thdlatger.the Fésbshseg ihw esre mpacdis gre@d &r susicolpekup mblt.er ns of nodi fi cati on of
| 0 algori :WFF: Substitution with a sparse lookup table
35 If the messages sent to the chip are somehow predictable, rather than effectively random, then the
clone manufacturer need not provide a complete lookup table. For example:
. If the message is simply a serial number, the clone manufacturer need simply provide a lookup table

that contains values for past and predicted future serial numbers. There are unlikely to be more than
10° of these.



El ectron beam programm ng of floating gates. As described in [87] and [32],
a focused el ectron beam can change a gate by depositing electrons onto it.
Danage to the rest of the circuit can be avoi ded, as descri bed 12 AuguSt20p4
This attack is potentially able to work against nufti-level flash nenory.
15 3.8.2.16 Gate destruction Anderson ang_Kuhn described the runp session
of the I 997 workshop on Fast Software Encryption [ 1 ], where Bi ham and
Shami r present adthamsta&demknpmhe[&é thehli cRhd Bdhkfadl@6r chrbprotie: sdodkasetle @l ther to
destroy an indlﬁ\é tg c]gate in the hardware inplenentation of a known bl ock
ci pher (DES). S et *EffPect of the attack was to force a particular bit of
a regi stere to Déthe sttaadk'ls.a pBiub@ramdamauBbeaming cdesios sehad dunitaeor @fefdate bs agtedf thanci ng
a 20 particul argd Gk 3hefakir BE nahf € Eh&thd ouldtaioh@imser FGabARAL sﬁaeﬂnfh fi cant

bit of the output fromt rround function iIs set n1par| n

| east signi fi cahProdpy gotdiffiquiies they kavapggeps t%lf‘?ElOttJ?‘féCOP‘i ‘{:ﬂ‘he SHEM Thegling ecover
several bits ofmdnhfctitaynouDaRBEbAIGe EcofteirBRIFes@ble BEMPB (ot dther kHaGe MRy looup) Wsky eal
enough i nf or mat makeq&onpl ete key recovery easy. An
encryption chi t‘]e(gpca)%%qy%i:césbs?or%iea}{thgngca Fe have the property that encryption
and decryp‘lqb'ri’ Rifferentaberyptapabtiijer be i nverses. 3.8.2.17 Overwite attacks

| nst ead of tI’yl[D’ng“el'érﬁlall’c%dnaﬂ)h@deEl:rEstf'anﬁWDWVe,re pans Alirp @G Mms frayensrhtBPlish a&in a
single bit utter Crasco AI t hough the attacker

doeg!ﬁ ¢ knddf?eY nﬁes an(?the 9’ffe1esnces in t%e enc?dﬁd srpeT(ms are an e new value. (f the chip still
wor ks, the bit' Es)ﬂsong cgﬁfmmhalst!aaltsererhmtly fseentidnbongbarpiiuchine afiydorsas ssthin ®EShrfd t he

chip does Motiter Mir Afalg(m(hnlsoﬂg\@ﬁgh oAl atgt;@(hrpsl duchSas AMAGLIIAN | hiJe@b € bBRS bn ABckkNEn

| ogical NOT of the current state. An attacker can_performthi's attack on
each bit of‘¥RE "‘I{iéfff'ea‘i’?dr“'&tf‘f‘%ﬁ‘ﬁy‘H‘i%‘ah‘“%%‘a[““l?@?“"h‘/§isﬂfg at nmost n chips (if the
new bit met chedMinhel-diffeterdot inputand@iasir editefpohdngrvatputs equi red for determ ning the
next bit). 3.8 Aink8. J’ﬁsrgncglurctil L elg;totngcondl\éb%{t u[g:hl ps contain test circuitry
speci fi cal 1 y desi gne T manatact ar ng defects. This 35 includes
BI ST (Built |n Mest Ngvnéms)veraﬁternsth@aw ageinshdtferantipl ey piafatyeimonchide greeers yiatagibedd

It etst hci r C:fﬂﬁsrlé’coivé?éa lhlﬂt@%e@rﬁ@s@&@nsai@@te@@ﬁﬂ@l‘-bﬁyp@@l@@ﬁ’dﬂlgﬁﬂﬁ?f}Q{wle@ell kmrteh&ergmtaedded
atches. In s se st cjrcu ia e used to glve
0t or et | ORERBBRETRED v e et B preasis & oo SePSvale! Sl bR P

of ten di satffedtiantekstig achidnohaljeq tsis@gbritis tormbiufsauitnurl ng tests, in sorre
casgg by bl O NfeRage PRSHdIlidh saqi@ection within the chip. A determ ned
attacker, however, can reconnect the test 40 circuitry and hence enable it.
12 AUGUST 2004 'ncotgin prptagols amgn- Nebrorigdle enabeiieerayar %]é%ai“éﬁ%%f“‘ i his i VRAVE F8hg
after the joveicatibachifieginggteinm\edsapddbne caip iitoit ghb cdnbueblel aTheicibne cEipBiterteptOAig
gggg?thl E/g l?eg?a rﬁ%%v?eﬁ?}h%%g%%@ncyt% ;%Ehelln atLohA‘Eh pawl\/l?rﬁ)%rfm%%qu&&?]?fvs SRtEBM% audeAC €
regi sters), anocctnﬁéﬁrﬁaé‘?%s@ﬁﬁqmat"@glaé%ertfﬂ@wﬁﬁaw ﬁ%“tel"? 6%‘]@\1@[ mapHpicbe gble Qck is
nosts usef Uéen@@@d VAGd hea @€ Bhirlay bRl EHBstituitakeirdaN SonteRiQéthial RANE Gt &Sponﬁ is
B e S I e X

i s opened. theThkovatetrepsfesr. . wétsa@@blteeme@esblmlsyosweﬂvepr‘rr@abra@@ge befoeqmnﬁewtﬂhe RAM
chi ps, anogcg,%tvreu@\égtbgaqoJﬁ@yr,gh@ga,wg,e the val ues persisted. 3.8.2.20 Chip
theft attack 10 If there are nunber of stages in the lifetinme of an

aut hent i cati on ¢FF35e ARBLHE Cioﬂ"ésf‘éreéif"éaéeé“ g A PESER AT HEE" tﬁ‘diserm; of
raniddi cat i Bh615 Reveseaiginedring sedrey ginehiops be stolen. For exanple, if
nformation i's fRGEAMS: bk delifuud BlBaldbcRkROGS: kDBl Bkl Gl Rnpet veen
stages may allow an attacker to have access ey Information or reduced
efforts f dﬁa"aiait%{&ie obtajn fie|ggfieralpr prpgramyordpglequae &ewéﬂné%ﬁeddiswe&lq WAs JiF pay in which

manuf aCturtﬁesbblfntyb@femf&lepll’el@cgﬁmsa@;ogd&@\&s inttialgi bvekerg@3jat t acker any | ogi cal or
physi cal a:EI )ﬁmssm (R aathSition toom roc%)Jsan horse attack At sone stage the

aut henti cat'ion st be pr 0(5 anmed with a secret ke Suppose an

att d&ker bui | dslt@%ﬂeé‘w@hawﬁ@ﬂlﬂ?r@a@ hetithemicgion pgtoserdhat Fan a%lw qtyeaspefithe of
chips to b@th@ﬁti@gfoam@k altc'fgamerawttmksekm«k@@sat@&pe@k@l d Bmbidielly trrelchgt, GhdREatEREP SO
that it Io}%ﬁon% (pt be v ?ord{:d" | i ke a real authentication chip, but wll
give the key olit” £6 ﬁe at 'er when a speci al attacker-known conmand is
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This invention is a consumabl e aut hentication protocol for validating the
exi stence of an entrusted authentication chip. The protocol includes the
steps of: 25 Cenerating a secret random nunber and cal cul at i ng1aasugnabur e
for the random nunber using a signature function, in a trusted

aut hentication chip; Encrypting the randgm nunber and the signature using a
symmetric encryption function using a first secret key, in the trusted

aut hent i ca&liporheeiahqmuthaalwlbmgnpnh@ iRl ghptredndamehacaisiuanand wadintilagaat taie from
the trusteg hﬁn‘tﬂ%a@%ﬂh aLil Qa%“t'ﬁarto an 30 entrusted authentication chip;
Decrypting it 5 andom nunber and signature with a symmetric
decryption funcAioter eamn*ﬁg)f bypessing puthentisatiop éstif thessysten) qutheriigates paly after thg consumable
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vm'th t he sitagedit ure decrypted; In the event that the two signatures match,

encrypting the @%%f%ﬂ%?ﬂtaé@ﬂm e PRl RAEE NG ik [ u@olde%tr@pla'gﬁ§§age read

fromthe entrusted chi % %l ymetri ¢ encryption function using a second
secr et key“'érﬁEP“V‘t‘;“FUihﬁ’lf g3 t‘f““ﬁ 8§&Sﬁ§‘rw{7ﬁ“t‘iﬁu"€%@e‘dﬁf’%d ﬁﬁ%&@é‘lb{s%‘w%é&t tP‘hst ed
aut hent i caystanwaind spgd dreCidigghle’ messighdiomavdoamauniiyecontroge vhidd sily detetbthigls dat a

messgge by, . o 40 using the second secret
oy T che Y B BRI P00 06T 2004 S35 compar ng

the two vetdl: Un%aré‘?‘e/f"‘r‘ﬁ&af‘afr'l‘dom number encrypted together with the data

message using t[hﬁeoﬁl@ﬁr&ﬂdhd‘k@yxhelerkthehﬁsstbh’llﬂ}Sthe&dle)aM)tlllﬂ%ﬂtsblﬁeahd el mhtepmg iy Hehe
event that,t Qnsj, dertll ng t.he entru t.ed autI ntication
€ mploye%)

chi p and t(we p)d)OGEFClOHr{EI'ebC %lrl&f etc. reveng?{:& lg ok boréllma fOl‘Hlln heset rust ed

aut hent i caatthaspare hugly ghedper frd eebiet hanmsheseftgas at dedveng thpkay. iAd an WeMe 8 h@nbemf rust ed

chipsis asgead adigd wbtcnv@ve@qnﬁmgaéwklspmehﬁdmhemklsmaﬂd%e%fcenkmw@m@169%51 be
used to validate %e consuna
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t her ef or e sperderceckitpaleddes pout efgtiscignl y as | ong as the consunmabl e. The two
secr et key3s82'ireplj}gLaql tkpot h the trusted and entrusted chips and nust be 10
kept secret. The ranéom nunber may be generated by a random function only

in the trust ed Tifplowing atapks atsyneyBPIgBERE oéwu@@@aaé'a" RRECharis ingg filicap ey that
i ni thal vahdretackadhhs ghydial acdksn@\VWhe astdoark, MRawdvg ROM \edogbeg@n@sich vdeh kafstaerstoed c h

successt Ul kB, 1R TG JHRLAIREAAAS. R RS, A TRIRT Yoysgt or of the

aut henticati o h's space shod Brent for each
chip. It dbesl n%‘tadhaﬂ@l\’io be a random nunber, and parts of it may be

constant (read wakey)s stordd RGN .tc‘emuaameeuy AROUEGH ﬁﬁmtsafaphsyd &0olti BRlblit keycan
be conpl e:@orxﬁdown ounted on each c

function LT cxybatogx ap%hgtﬂ not t(\)l\?‘(l) d 2Pl lvat% lﬁéqn Sé/mmetl 'f crbptog'] ﬁycfa :‘;{égﬂt'ﬁay be

hel @5only qomplpqqle insgetine Ussing d caphiight text (such as a haiku) as the key is not sufﬁment because we are
assuming that the cloning of the chip is occurring in a country where intellectual property is not respected.
3.8.2.2 Reverse engineering of chip
Reverse engineering of the chip is where an attacker opens the chip and analyzes the circuitry. Once
the circuitry has been analyzed the inner workings of the chip's algorithm can be recovered.
30 Lucent Technologies have developed an active method [4] known as TOBIC (Two photon OBIC,
where OBIC stands for Optical'Beam Induced Current), to image circuits. Developed primarily for static
RAM analysis, the process involves removing any back materials, polishing the back surface to a mirror
finish, and then focusing light on the surface. The excitation wavelength is specifically chosen not to induce a
current in the IC.
35 A Kerckhoffs in the nineteenth century made a fundamental assumption about cryptanalysis: if the
algorithm's inner workings are the sole secret of the scheme, the scheme is as good as broken [39). He
stipulated that the secrecy must reside entirely in the key. As a result, the best way to protect against reverse

engineering of the chip is to make the inner workings irrelevant.
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However, slicing the chip to this level without discharging the gates is probably impossible. Using
wet etching, plasma etching, ion milling (focused ion beam etching), or chemical mechanical polishing will
almost certainly discharge the small charges present on the floating gates.

35 3.8.2.7 Viewing the light bursts caused by state changes

Whenever a gate changes state, a small amount of infrared energy is emitted. Since silicon is
transparent to infrared, these changes can be observed by looking at the circuitry from the underside of a chip.
While the emission process is weak, it is bright enough to be detected by highly sensitive equipment

developed for use in astronomy. The technique [89], developed by IBM, is called PICA (Picosecond Imaging
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manuf act ur1 ng hen on nust
not be per'thQaeeB'tg@ nuabgy ef ottmemdt*ﬂw cqntlewerdstwdenfpestl@tab%t the kpy ronakg comltt from
non- vol at i kegro®eMredsy. The authentication scheme is responsible for ensuring
t he key cannot E‘e obt ai rhed b ntHCt on ﬁegopeﬂgﬁ ufa urin rocesls i's

1 eng tlonc1 modifie way will have atencr 1nand ec tion, wi
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The 28i ze ofo l@d&ebaurw@ﬂtl cation data menory area must be Iar ge enough to

hol d t he ngggsﬁ@{eywhggaa@pd 35 secret information as mandated by the

aut henti cati on ‘proto 2 Consumabl e State Data Con bl eQ? gte dat a
IS £ B
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chip still works, the bit's original state must be the same as the new state, If the chip doesn't work any longer,
30 the bit's original state must be the logical NOT of the current state. An attacker can perform this attack on
each bit of the key and obtain the n-bit key using at most » chips (if the new bit matched the old bit, a new
chip is not required for determining the next bit).
3.8.2.18 Test circuitry attack
Most chips contain test circuitry specifically designed to check for manufacturing defects. This
35 includes BIST (Built In Self Test) and scan paths. Quite often the scan paths and test circuitry includes access
and readout mechanisms for all the embedded latches. In some cases the test circuitry could potentially be
used to give information about the contents of particular registers.
Test circuitry is often disabled once the chip has passed all manufacturing tests, in some cases by
blowing a specific connection within the chip. A determined attacker, however, can reconnect the test

40 circuitry and hence enable it.
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If Protocol Pl is inplemented with S as an asymmetric encryption al gorithm
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key KT is in ChilpT7 BEMPe(iiFg déagfaﬁ‘eforé'?d'ia%sfs“’ksé&?thF(CMOS inyerfen ofcig: b% 20. Having KT
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non-tri VI al Rardewe mmﬁgr&ecﬁ&eada@is dm@@@l ré@]@ﬁ/e'i’rents e agvrmnwsonbmhemnt ed as
a C

e, es. I n | ven
T R R S e et o prehh ity oo e i R S B
Syst em opewnset @cipthpghauitrtioldgecare sigte infmatiqorbontitiggpusabledsing authentioaitd. i iguld be
integrity Qfedthe &mmwI@i;lfeamsiaumtnamw&unarb& ikd 1h‘£r%§1ttf§H§1tre@ﬁmé§ PleleHQr OUS| Y

checked for each jnplenentation of System This is nore conplicated and
costly t hapyply authentication chip.

Requirements for authentication, data storage integrity and manufacture are considered separately.
35 The following sections summarize requirements of each.
4.1 Authentication
The authentication requirements for both Presence Only and Consumable Lifetime authentication are
restricted to the case of a system authenticating a consumable. We do not consider bi-directional
authentication where the consumable also authenticates the system. For example, it is not necessary for a valid

40 toner cartridge to ensure it is being used in a valid photocopier.



sinply using a well-tested chip. Although many asymetric algorithns are
specifically strengthened to be resistant to differential cryptanal ysis
(which is based on chosen text attacks), the private key K., ~ HBAUGUST 2004
susceptible to a chosen text attack 20 It would be preferable to keep R
hi dden, but since I<T and in fact all of,Chi pT is public, R nust be public
as well. If ChipA and ChipT are instances of the sanme authentication chip,
each chip nust mePk&hd ohgtamh@ﬁgammwlin@st &rhﬁdilM@that&ﬁlﬁhtld&&ﬁt)(ﬂTchif) upeysicaral i ty.

Consequent lréé(ezp? onhColgsun@ble EllfetlBe %?he%tggt%ln]g/ecomeae eas redq{){s"?at aﬁ 1§a!l]g§alrjr;[e r%r'% the

chip requiT e aut tcation

into two chd gythentigatigmehdp, angghat lamnqté@ne@rqéémp@xﬁ?sy isgifes eharop @wsrtaé@si, dftt%batchl pS
still neechal RebRierdBRdd b AGH 466188 andliBALG B aAHdEL RGO, @ q0dsticnGadIBratidhthifol b8

of fset by the relative nunbers of systems to consunables, but nust still be

takeh intd®H&ount. Protocol P2 authentication chi ps coul d not be exported
fromthe USA slt noe cedvalyto woviganathetegondesthed thatis were), relmiog gt liopprbdevécerts. 30

5. 1.3 Prot,paRk uP&aPﬁo%éa@szLunE%ed@%Ee@me's(pén@ 190 br¥Rary B Riir@fient G BE QR GEFBde
i nherent in Protocols P | , FK[ X] can be gat hered

hat irs of
by the at taeRER aeranhy B isore SatpBREPE’l s worse (n that it s
open to a chosemetakanti@atidnacieme bstd byshetdndengfatiprechgpesbduidede kesisthro topiads by leicdhosen
randpm numers Red:o R ORI W ARBHE of B o fkehEdi ate System know ng
t he val ue of R %Pr o%p(gcoa P2 'cannot * di : Jﬂfﬂs si nce Ch?p@gsfjs public and hence
Ris 35 not sec‘?b@ﬁssthFﬁ“tlﬁﬂW"Eqn(Bf?ce%?“ﬁ&eé‘eR is random it is not enough to

sinply pass an @cnﬁmpieadt RéEhyShador@bdubRioh, Qo (R aRyyuesibGE bdankvddOm sequence of
bits could be sub ituted for a |ffen5 random sequence of bit E‘t“h‘%"et he

attacker. The sOFUTPHRAGOL BFURTO DPEBBIH MRISHG RIS VST T 8iderdt- gt
t hat Chi pA can Keggive itk rightwaseritneattagtstigener at ed by Chi pT. Since we don't

wantsto reveal "Rre 1JDr°éalr£H&Rst9€saﬁdLPQMmthe%kPargﬁe%%PEee(n&h'dolT cannot be 12
AUGUST 2004 - 35 incorporated into a Software System or be included as an

ASI C core). Syrfff’étalrgPrc‘fh'%ﬁ‘@P'Sjrb*’tVF Bt caFPatehEioning pry 'ﬂéO%fSéW o{frrgauirgt btegddl  P3
t her ef or e Wa@sssBleket Thedd shéi@te no Wk kéys.r St key is used in ChipT to encrypt R
and t he signat i A. I S
extracted and \Lﬁéhr%l %)lmérgn%] O?%ﬁ)ﬁn&{txPr%%%wfgmﬂﬁloia%\[}gq&8‘0% %ﬂ“n %esgcct:'r&y%)ts R
using the %bcon'élatkéyragah'degwt puts the result. The System sends t he out put

fromy Chi pA bac kAntwaugmmpeFumrpeotécbns faRe &Q@@E@iﬂg &@ah@g‘my ih Bnrkneonel iRs@ner ypt ed
with the sdeécon efollovmng

Vel nest i ERabtees fiedine b i ot RVERES iR de RO IR S st b

secret. K|- Key Awlrengmadanydpb,iserg as sacr&ieyp A and Chi pT. Must be secret. 10 R
Current random aLEREE sté\(géafta en a%%&fa%mgggalm%hlape%a%ggt@d with a different

initial value for each I nst ance es wth each successful call to
the Test funct|Hﬁaccv%ﬁéeqwt9meﬁwfﬁgsertﬁwfwﬁ§ g gregilf Ths @ghenspiion chip Fheiefezn
funesi on omduyres aR&idgé/ﬁtﬁes%ﬁ(]l médhexien that aifows YorTe inkely Gty @QGiFeypts dfeBtybon E. D X]

I nter Dal fi San’-ch);]?(acn:{Ma 4n 0P onqrtlonReEhlélrre”%nemlelltX}%Mtonaﬁe lnté%l% lgy‘iawmeg l.n%ec?i C'}F ypt

function D. 15 erna unct

si gnat ur e Fithpuglkthe 'FH‘EYGEF'@? af Qe t@l“gﬁmfdﬁtéafﬁﬁ@tm“b‘ébrleﬁ\h@menough to counter t he
chances of4§prrepmﬁengemaﬁ§miang a random signature. 160 bits is the preferred
size, giving squone . _chanc

ner at,i val i d signature by
random Randon{ 2 I&Htlcat.lon datfl mus?l:sémf'im confdig[{alqﬁleecrsgt ?regéldl?e.lchlgtdr g 4 hi pT only.
Ret ufns | rawdfaam/me@mﬂmg ﬁta@@[lﬂ]hlps i), buCfrére thon enenusterptipe pgmQted Phgave thegdipt aken
T or et Urbn l@r&l[@t‘?ﬁtxemn! 16 6t @a@lfroﬂserBn @J]alultelﬂﬁﬁt%') nﬂ@ﬁﬁhentﬁ%n%\dhgﬁ? it @&%E‘sllﬂl@flof tet ur g

nmus e identical for a uts r ov on cul at es

~ Z from DRSUipgghe k‘i’éé‘f”ﬂ?‘ﬁ%"“é%%[‘?’]deld‘l’c eg} 4Ad the ”2””%[”%&%%’%% e ‘HEQ%‘IS SYHE tine
t aken t o ribittheReyGamaste obeinéddbe pliyisicaimednar al | bad i nputs. The tinme taken to
return 25 EKZ| Y}hew%ftmrmgcaamta fiRhorhrdea AQO 1 BRMERN 10 TOR RLAEQEPkeyE B

aut hent ication I's as
secret information as mandated by the authentication protocols.

4.2.2 Consumable State Data
Consumable state data can be divided into the following types. Depending on the application, there
will be different numbers of each of these types of data items.

. Read Only



. System 21 calls 50 Chi pT's Random function; 2. ChipT 23 returns 51 EK, [R
~ S[R]] to System 21; 3. System 21 calls ChipA' s Prove function, passing in
E,;,[R~ S[R]; 30 4. ChipA 20 decrypts EK,[R ~ §[R]], and cal cuhssues2i4 s
own S[R] based upon the decrypted R If the two match, ChipA returns 53
Eke[R]. O herwise ChipAreturns 0; 5. System 21 calls 54 ChipT s Test
function, passing in the returned E, ;2[R . ChipT 23 generates its own
EKZ[R] and conprsa@sriet against the input value. If they are equal, then

Chi pA i s consi red ?fd and a |l is returned 55 to System 21. If not,

Chi pA 20 i's consFd&F&d"¥nvalid and O is returned to 35 System 21. The data
fl ow can bRead@aly i n dEjagendetoBe stfredin the oltip RBinhawanufagturinglplogammips stebe afthaghass:

I'C, and KZ (the secrgt, blft%bﬁn)theﬁB@sh&Q& ndt BRI Q& Gilek Hark 8 oARMLNBAY ifAikeN
process The tine var% Sg 16&5 F Lﬂn% Ris encr ted so that it is not

revedl ed during the BUCRERETTHL BAA6 *prgLLLy’ rfﬁ\n attacker cannot build a
tabl e of XleafWfil] vadaweschingeabl€stateinfdimation, tcizxaAdd@JE‘fﬂas?Gt@eﬂthepaBGular cArsuradbteacker

cannot call Prove W Jhqul raadidtd SiaRems c%LEQte&iaahJ wx‘t't[é%rb’tmnﬁﬁed‘{‘dn%ﬁlx &?tnme!Q i's
therefore resistant to a chosen text attack. only advances wwth a valid

call to Test, so K, 4reghygetinegshepniuppee: tTBeyéia"cq‘idggtP SfoEAY 't %Hf?kma“"'S%pg‘ttem
is easy to deS| gn, etha@csluthWTherbn!y(DWUme(D&ht feyigd darss thdl ¢ heedssto belkepy ietonpoiatit er s,
as fep encryption or B deceynt 5h @elepeah G 64, Bﬁ]@xmmmc&é@tttﬁmm\ﬁt@ are a
nunber of V\eII-docurrent d an tana tric al % s to chose
from for inplenentatdeh a@tattekelucwmlatbgchwt éfﬁft“equ ekhigpyee- Mpigpgge plogld not
solutions. A wde ranRgeda: s&|eﬂﬂ@tlﬁhﬁl@t ﬁdd%&t'b@&ﬁtsn@ﬁddSﬁs&uref rom rtessage
aut hent i calﬁ]l on co(d S(ba o random nu bas

pny

SO DR SRR ES B
cryptogra mERy ATFEO PRy By ys?y?ﬁ“r%‘t“?“t %re ‘6?Sy*§t’t° r‘i"pé‘t“ ‘8Ptrthms
requi re fewer gates anddearfe cemwicanaytsorevierambynt pfienar razwmmwccrenegmnﬂndam

Secyse key size for gmRhk Ea@trt@é@@&)ﬁ%lbt%ﬂnt%@@ stB@he RAMA: $rQach Bk @S0 a8k € as
for an asymretric (p

b ovide abpr opr i at o St £ Hbe Rl RSy st hOersheer o afitacs Py
has a nunber of its owresprobk v sik DEcremdhttdhduigt ittineTre raigenantlfanigekimifber of
avai l abl e functions Jafﬁﬁterﬁns@%@on%e prBé?ﬁnn%laqlltﬁgn lmlalEa]t?e(r} th§mhn§|faaﬁ Lo\étaf%tmngsoma
require licensing due to patent protection,

encryption al gorit hmie8kéyFIyEHErAES ‘B KB reéﬁ‘ﬁsdl"i ’&'a‘t“ed valygy & c3paet Heseemsnt

sel eeting a good keyanylﬁjlﬁﬁdﬂdﬁhe DEbrdn{’éﬁt Galygiata iiterh Rokl@ leBiPretl BEChns oAbk Bifdimkeys ar e
weak for a given alQ?ﬁb%@aon | f ChipA and Chi pT are instances of the
same authentication chip, edch chip nmust contain both symetric encrypt and
decrypt functi oW thatyhe S'M%q%ﬁt@@ steta @41 Eidep raasire Bogle for thaigpfermateptaaed and
nmor e expens by/Ritkhddled mr.ﬁda.brpwm@\qwurdedoffnerusel?ct @taea:ceér sE’chJastMaic&ch c@R¢ y has

encrypt functlona e auth cat jon chi en into 2 chips
to save Cos%racterlancs orka VISCOSI 3(1 not ha\e tog sttodedal lhe 7e{;ure it?Re cia?a memﬂry area gt?lltt need to

be R&nuf actuedidatior édhuci ng the econom es of scal e. Unf ortunately, Chi pPA nust
25 cont ai g pot hyensiyvkt and decrypt maki ng t he consunabl e aut henticati on
chip the larger_of the two chips. Both chips nust al so contain signature
functi ons, naklﬂﬁa'ftt’teétﬁaﬁ‘tﬂ‘rCB'pH‘d T"éﬁlof”ﬁ%?ﬂur?%'é”‘ftﬁ?ﬁtb" PEG R e Y BF ot ocol P |
. Prot ocoduthmlcealut thehinisgedr loncosttbpemabisll d not be exported fromthe USA,
since. they woub R GaRSIARYRHAILHAMAMGRIRLLAHEY 8% pRA. Brid 4
Addltlonal Notes 5. 1. General Comrents Protocol P3 is the nost secure of
the3®hree 'Pfeésé‘,“éfrﬁ?:e Chl y aut henti cati on protocols, since nothing is reveal ed
about the «chal Iﬂﬂg@gﬁdad@ﬂgthﬁndhﬁ&@@uﬂ@ﬁcatlhmfoﬁuer Prot ocol P3 requires

i mpl enent ati on l9f & f%g)dtain? é”bd: cr tgghn on and signature functions, making it
nor e expenswe i1 S FTCon"t Ran OCOI 8 1, In addition, export 35

regul ati oms i npRsled cpy t he Unlted States nake this prot ocol probl emati c.

Wth Prot Ol&%&rdlag oftﬁé’a%meﬂttt:at&)pﬁhéﬂ{e(age@Stﬁe cq)rf:un%m?% 'alﬂﬁn@catlﬁﬁ¥)al¥\@f§he chip must be
straightforward, Protocol P2 is inpractical at the present tine due to the

hi gH’ cost 6158} 1P Plyaife! atip: Bivsint atfaf:'tﬁ?memf%r RSV zeoaatdheffdwef {he piigpk can vary:
i mpl enment at i 0n)Bypassing the authentication chip altogether

o Physical examination of chip while in operation (destructive and non-destructive)
. Physical decomposition of chip

. Physical alteration of chip



12 AUGUST 2004 -37 Protocol Pl is therefore the current protocol of choice
for Presence Only authentication. Eventually, as silicon costs cone down
with More's Law, and USA export regul ations are rel axed, Prot 0z8IGUPB2004 | |
be preferable to Protocol P 1. Wen silicon costs are negligible or tight
integration is required. Protocol P2 maysche preferable to Protocol P1, but
the security protocol of choice would still remain Protocol P3. 5.1.4.2

Cl one Consunabl B yising alReladtylAabdibnfbins aitey @ke aBhiepildarioeoia3S.2Pl , P2 and P3
only check that;,Gh B chi siul bR 1€ BEA.QR bl no BB El00RGls, Check to
see if the consunm % s gsh%u 164 p(?%sd va&t‘dg gaﬁ%nggﬁémastgu&apl on for
aut hent i cavfhgicatign thﬁ%&s aﬁelwrmctmt'we%t Tihg is ltﬁal%ﬁrtgcuﬁalt?p@m%th%trt Byt s

t herefore db@ﬁz&tlebln&thfeﬂfourﬁhe@limﬁ mamiMtidiuRCHelitBdntitabon cRIBE I anfcai €tk et R@AEtiosAt | ON
chip.into n onsumabl e. There are two cases to consider: In cases
V\/nerse stat%m E%U& yn°§t“g§w. tten to the authentication chip, the chip is
conpl et el y reusHBkwminglieypéa spher o e rpdeiregiens olinautatiee 6 pxmined b Syatipe!%a val i d
cons_umabl es | Nt oA@n&Gki@dien consumabl e. This may be made nore difficult by
g‘j'td; tngwfanf dagg x%%%')s%?t.onf[%t epéd%gp Eauthte!&%itgﬁg’&%‘s’u%%&e&a géréﬁ laed oﬁ’%gkaag' I”Q’
written tdoatGWeoramH@ém Hewgveighs @qqt 19t steprheme rgfikhoneegijons er ohév\marp&ﬁtvteatqoynttpsed up,
or genpl et»athwemamsm prdﬁt}%v&ercuanmoise%% ARlkh ﬁltrIQpIeﬂal @dpmudmnu&uaga urer from
usi ng the pi ggylb at nuf act ur er Eﬁﬁa chip that

has a real authé Ht‘?tc‘?‘é&”ﬁ‘btﬁ p'@ﬁ‘f’?ﬂ“éé‘h%t‘“?ﬁ’ %{HVQHS a 'Sﬁ‘i%fe‘ F‘B"ét%%’e °§‘° 1g°¢'hi pE)
i s ther ef onahod thaemas nonbdeingrutihidkd|bg secuity q:xmmweupty sGhimp Buch sdtscaptd orighd menory
state val %&pn@tﬁ@@}s&ﬁ%n& ﬁ@hs@@%ﬁtﬁﬂldeﬁﬁﬁ N&Qorﬁimeg by &tl&?ar pr&tes%‘(\E‘exMWere Chi pE

t hen exam nes requests from Syst an t akes erent actions

dependi ng ‘Bf'ig'tsﬁ‘éeWéﬁ‘EFéérte V”‘A‘ﬁt‘bl‘t@h‘tmt?atct‘rdh 3%?1‘@1@@%“&%%S%@mb‘a%%%lkeﬂlp‘r ectly to
the1seal awhheivhil@gins oat vehidpavebtn daecd dtlicwbdihfagics 1M EESLE aC &fen beigh praesksatied by
a nenory t re | In this way the
aut hent i ca{aﬁgor?'c%%mgdg?ﬁﬁthreﬁ?!mgw'n&psedaa? E [sa}tgm He Qﬁn% fg{pe'&h pE can do this
because the dat'd t*a%teé@se erasmfr?@tnura'tfr ?f@rﬁtqcelath@dan ‘N@teé fqr ﬁ‘a'ﬁu"?ah'e%thwtlf%'é'se
cases, in @getherwith@ hfgmyvelamttemamt@gettmdmktdm@tagts%faat@namaeaﬁaa WERIE use
:gggﬁ;siglss’écung Cﬂog)s.l':t‘hgtre E)ubllcrlyer g(:l”l%?d?‘ésd]g:i“howg 1lélt1cl;]tgtrr]tttll%ls?r?éaIw(r)agéil(e:adleluf oglﬁ,([gfls ICgt ;[ (I;ﬁ
chi B9 Consleniientithjhegengeptfand h@aéesgrb@t oSedtign T ave apad s éfraKnawhedgd Rrecdpiotsed. wher e
it is not cost gfhieGbhbis, tfté)srec@tyQ)lme?cthwfe?&\taL&E&e& kdyOnoBNREE 2ot The best

aut henti cati on chi gﬁ? into the consunabl e the ¢ onsgﬁngbl e cannot be

recycl ed ot/ &Py ‘“8é¢§FYFV“g‘P“t"”‘Wé’y ‘Bé“tber"Bta%‘Htcf"Bﬂft‘éW ‘r‘iatg%“t'd%‘ 8" Pr esence
Onl y aut hewtrkicga frretemanpitigtalzodthm oy inr@r edrking nopetilBicinost bt erlibeusuciesshisteradach

cl one consumabl g W&Btoéo’l%lygﬁa tﬁne?&QrJa\ﬁ?thlQng%ldt hﬁE‘EHal"Feﬂée' iOR G Brch tﬂ{k@ w‘%@n‘e ke
woul d have to be stole aken fr ol d consunabl The

quaﬁtl ty orFSpPW%%ie@e’}dé?ﬂ ta‘i %H”%?ﬁ?dp@e 5(3%{‘§ W@Fﬂa”%t‘%e ‘PYPéve%? o nppber ?é’éll‘aai’% ng

t hem) shoudbekrveotvilllpet belhﬂtll(glgathemusbﬁtSthoﬂnabthdbﬁlﬁSStbﬁﬁuentsdbnﬁﬁbetloadded protection
of secure data ”Fttr%%?ofto%gls gr gseg) %cf]fgroegatlo?Prgsetjrce Won&%bl?glfeldﬁgg EAentw@tto:llt 4. 3
Longevity of Key gener a probl em of these rotocols 1Is once
aut hent i catlfhgrghihsyprofasole fiffednthe tumbefaﬁwé\@m%'%a@ns I“Sﬂ“‘ffé fs s Agkegticatieprasess. é‘bt
depends ongitdags ap@ktmﬁatmema@g‘metda@sutﬁ@ye CérRAinpDRols MHRANCAH ,e|tlief' ort bﬁtwKEiMpsl S

COWHBOm S witle%tﬂe o?ocgls Sty \Gor w%‘t Stttl l?ethekonegltgglhgl " u%on lcatlon %]lps are use\é 1@, m nor

i nconveni ence’ For anpl & R RO EE te nsunmabl'e "scenari o,
t he custonféttenhastllbpﬁpynS@héOlSt@t'ng)tﬁe wheticion fesyisn. Each car has a different

aut henti cag¢.pn & ecﬁpm@,gu@molny the | oss of a car-key only conprom ses the

i ndi vi dual car. owner, considers. thjs robl em a new
| ock on the car E@P b R e ook PR Sabe 85t i 10 ¥y
t he car's teheCtrOnirepensilihér pywieg to g sygey d | (refeted lyess Sepmbiya disvnetitntie pit te etart ofo

wor |§5W| th ﬁt@ﬁot@c‘%ws ISPYSstIrlﬁft]@ @@Bnb@?&dﬂﬁﬂkl@@y&ﬁ' l@uno@ﬁfak@sqarbttall@ ares@ongeorrpr oni se
of a key for a vol ume consumabl e market (for exanple ink cartridges in

printers) Wf&‘loﬂw‘éﬂ GhiRd) 19: 0f BHedeferiing Shipf's By U‘faad?f"lff’%'?‘h‘f YRR G 1 own
aut hent i catohmatghizpsdirebily bhsed @ntha/ausherticityl b the Eloy as@xinisd wirtgt, Syﬁtcem D& to update
the Syst e”éoﬁ‘éi'&etlﬁ'&&theﬁft‘ct lhgﬂhé:&hsg%ablml ﬁ“hfcl?c l stph@lcyd gl sndcg%, a%tht:n%glilhyd a
difficult exercise N any case, coONnNsuners stens alrea 1’:

have no i nrien beseqndn Figtin|. andrinejves @J&t'@t&er‘ub‘sé‘ﬁ‘ﬁﬁ%%ﬁ’tﬁw‘l’) and ?catﬁgftﬁ?rﬁtﬁtéme

Li febi me Amtthenmipiication In this |evel of consumabl e authentication we are
concerned with validating the existence of the 10 authentication chip, as
wel |l as ensuring that the authentication chip lasts only as |long as the
consunable. In addition to validating that an authentication chip is
present, wites and reads of the authentication chip's nenory space nust be
aut hent| cated as weII In th| S sectl on we assume that t he aut hent| catl on

. . o, . e Y o . -~ 1



5.2.1 Protocol Cl This protocol is a double chip protocol (two
aut hentication chips are required). For this protocol, each authentication
chip contains the follow ng values: 20 K, Key for cal cul ati ng FKaycXpT20pust
be secret. Ki Key for calculating FKZ[ X]. Miust be secret. R Current random
nunber. Does not have to be secret, but_qjust be seeded with a different
initial value for each chip instance. Changes with each successful
aut henti cati on laslngieafhi.mderiﬁyaut)m;eota'@stSyﬁtuﬁlct da® Be soRardyhdvidvad of a v@imafion@f
?ggggn;gf tholitllsqrh;; gantP‘%\o}e tthSrlr{%teml% cQ??a@ré? elgzggt lﬁ(galp]tg% %agt@rregfﬁls%%t‘tgﬁtee?e%%h fg!sp
t he foll ovﬁ“?&ﬁerl %@trewaww&fltﬁ&@% or 8F S inife efcuwalSyewhemt@rﬁmeihleygmeﬂét erps

S, ~[ X], thecureas el of appl ying a digital signature function S to X based
upon ei t he & 0.2 EChEL kS, A(dthengmauon The digital signature nust be | ong enough
to 30 count®& thE ERam g teheone generating a random signature. The
| engt h depends lontheripeotasple et aythentisetieshers el rgeired (AsBugletsbip G0referRe ks KA Ret ur ns
R ~ SK, [ Rlrespdi@dlelfat, 8ro¥[n B%ts}ﬁeﬂﬁllre@naj t@@&%&@%aﬁ it ;utm Rifa Alis Essoz.(lated with

O herw se return aken to ret e identi or all
bad | mout <he PR 2. dxgpns! PEnh S e tm“ﬁffst' Vi I%tts&% gl 35
i nput's. Rehw 2P Keferved[to Retipins M ~ SKZ[ X ~ i f Sk, Y. O herwi se

retysgns 0. The nt\umetcalsenhemat%wto@olp gﬁwzl% ue@&mateqatdwt.%r aaéotnblpﬁgn bfnputs
The tine taken to ret i dentical for

S
i nputs. wo? e'[lﬂev‘?hﬁhtpeg ?”%P/eeﬁ'phtsgfélsaéth ﬁ’é‘o‘b‘th‘pr\}l“t“l’tnactpr%%fﬁls Feigl ¢ %‘BFB‘P’? z%e
witten overethd@mddteaultshentd ebiteén ivraAip2 Q3 anidChipacd hShid{ilest umamt)stgpctwtes
AUGUST 2004, 4239 (Elw S l, P g T 23
produces &< ECTES L e oh o R P RRRE LS O oo o BT
Chi pA' s Reffi2 feifeii2p Gam ssisagi Rhiph 2Randgesparpe 264Tomchipp A0 ?Gysreetmawémfeenamnand
Sh2[iIR ~ Mz7 fomZhipByshemeabical | s 64 ChipT' s Test function, passing in M and
S, ~z[R ~ stem 21 S re n 65fromChipT 23. |If the response
65 is I, héL""’es‘&Ehc‘eY’}i\y;Adf“‘ueg“cc’i‘g"rt‘s(u WespreatBaa Ot o) i PA 20 is
consi dered i nvafor Eﬁ“s lepe) ofepniveable @ﬁ?@wﬁ'owﬂ? treordy copered/abpes vEKRpAths preereroj M
1. System tﬁ@duth@nh@?ﬂoﬁ)&\ pSAWo'uéthef a'dm&{tll:?fﬂ& chip@aSdoRin kifke MroBmation, 1 trgnsm-gfl& of
authentlcahl onrvf)ro ed ({or a Read is carried out; 3. If ChipA

aut henti c GhE" &”’t}a“ﬂ" W/I’” REbefPIE L eded. Otherwise it fail ed The data
flodfor read alitrdagrotdcaasre pesentgl. Blawoats R innd#3geqube twhlaghdniigagdn chips, moiletRootevok e
about Prot ed directly. Instead SK[X]
is called [%ﬁcg'f ?eggeie]he%tehh% @Jém Tes?glg%a gFitleoggH)15 Randon{] calls Sk,[X] X

i s not choskh b‘if"t"ﬁ‘e"&al ler. It is chosen by the Random function. An
attacker nust peshot P igaa bt enif 96e@! G@tdubkhtitsibngipauik tdqiled). Eath hghch@aiRandom
Read, and J@SbndiQ tt%%lf%\»v[?w udesired X, SK, [X] pair. Test[X Y] calls SKZ[R ~
X] Does not return resu £ (Jlrectly, but conpares the result to Y and then
retdns 1 & 0. Any S2tfedpXliMpsdediseet Kz by calling Test nmultiple times
trying diffRerent 20 &aﬂehteﬁtd@iﬁ nuboe] IEbes*ncX]tavE @be Sec@t, Y@ MuX bé Sede@dUCLffdrent A
%’uzgl ffgch,sef‘;thxvmlﬁaa vgke e%jm C“l 1r{stance Qﬁtanﬁeﬁwnﬁgacg%voca c1n o}%haﬁalfn gm(glé)jl l e
must al ready knépgh tUﬁentD(at'OSP("l{%pta'pathfr%”@lmd@wtdltfewn@lsI returns 0 if Y ~

S’t(t [ X]k am@ﬁ&@gkg ReSur@R, Qtdta@vah’c%ﬁR th)@xtmﬁc@.;‘(c_t ion f O:’ - a brbUt € r |Or ce
a on e . X is supplie cal | er
@er X %h only g‘g&tf?fo%‘ g rifelé‘%éf’%bé P'\?@Ha“ﬁ%@”"@g” % rﬁg( |ﬁ%l‘tdﬁ)‘i’hﬂteunct i on

(SI nce X and Y are vséretdet ledhwdigitaksignaturfimus balocdroggh totcexter tit thandes efiagteofid r st
collect pairs from %mgﬂééﬁﬁ(foﬁﬁtghéﬁﬁé Wh@ler@th%ﬁenjscbﬁ%s@r‘atu?ecs@eme l:l%sﬁ‘ésqe tion,
only part of M can be used in a chosen text attack since sone of

constant (read-only) belodd t he decrenent 30 only part of Mcan only be used
once per COI’ISUI’TH{Mp&)tocMI‘BaﬁhﬂO\WEXt consunmabl e the read-only part of Mwll be
di fherent., Havi 'ﬁ uegﬂmn&oﬁt[lf%q]gh&qhgectly prevents chosen text
attacks on the entication c ce an attacker can only obtain a
chosen R %K, [th'ﬁa%3r'ett'j§753d£tP§¥f§m%ndom Read, and Test nultiple tines

unél il the ZdEfSI r 8defR2 aRPRAS B, S[RY fbhuthqﬂtzoamlsatket]ae@tkmnfr&ﬁ; chiga g quired in
order to pgerfor C e attack on 35 K2. Any attenpt at a
chosen text attgﬂcﬁf( %ﬁwﬂzse‘gsmrﬂg]st%eﬁ{em)r%‘lﬁt ed since the text cannot be

conpl et el y3-chos@npA Paptergs BrSkNRbp 8ysteadd- onl y, yet different for each

aut henti cation chip. The second thing to note is that two keys are used.

G ven the small size of M (256 bits), two different keys K, and Kz are used
in order to ensure there is no correlation between SK,[R] and Shy[R ~ M.
<, is therefore used to help protect KZ against differential attacks. It
is not enough to use a single longer key since 40 in practice, Sis likely
to have |imtations on key length (for exanple, if S is HVAC SHAl, the key



12 AUGUST 2004 - 40 maxinmum of 160 bits. Adding nore bits to the key adds
no protection). It is therefore safer to protect Kz fromdifferential
attacks with K,. Oherwise it is potentially possible that an atamokeoai a
sone as-yet undi scovered technique, could determi ne the effect of the
limted changes in Mto particular bit cgnbinations in R and thus cal cul ate
SKI[X ~ M based on 5~ [X]. 5 As an added precaution, the Random and Test
functions 4.n Chsypédn sdpaleds i@ dittsaiRE df (5 atchatal, then CHifheik cdndid@einalidatf@otRhen
SK,[R] pairs t use instances of ChipT, each of which is
nor e expensi veaah&'ts%ﬁbg%dw%ce a system nust be obtained for each ChipT).
Simlarly, therE’@ﬁbﬂ‘?Wﬂcabée Aevif Figeith del ay between calls to Random Read
and Test so thmotmatapiMebeScﬁamm&o &&bﬂehelh@&é’gﬁ rhelsdagdks I1QASt ikdrel)éhgdk tp@ed.
R e R
specific timi ngTheeQ?Um'tY efrPemCObcﬂ lipyiptvwodskcesC 1 is that the tinming for good

inputs nusy be fﬁaeecwrefmp@mgﬂbme.cmonE}he cbm.%e Makisy, s@aagh.mmatrcmmdnceval ue
of 0 (indicating,.a time

regardl ess of \A%‘B%”épsfgﬁﬁureg&g%om %"XH‘a‘t“i’?gChTSﬁ L?fx gﬁ&etaéﬁgge?%“Si?glﬁ’t'leht&f’té’f‘éil?% not
| ear n anyt hi ng (é:bnpmmwmtautMSc bad about the i nput value. This is true for

bOt Read and Tﬁﬁtdorh ﬁmedk?almﬁgﬂﬁguoﬁ %ugtg %E &d%pl‘p(!fgerrﬁ?l Eoﬁgl

|st at reading o requir saut tication o The
System can be s@ﬂempﬁ%genﬁrﬁted @@Hta@hmcaw Ch‘é%’ﬂf)?"gﬂ”(tw theee ‘W@d’?ed@ﬁaﬁlﬁl”?ﬂ a| ms it

to be if SKZ[R manMactmsrtds eadurmaesg (9Edde6d dijhe m@nufht:t@t@ﬁco@lhhr@onﬁ@éfe pR@MemeMn@t M
is a certain Vatké%ﬁ

e i reten mahl e.js
ot Cobur T A e e A RS rebon o A R e ol TR BT A Thus
the effective skRayduat ynaioBIGE] MR strich} haas© e BSheBytbindentienraip, smot S)@hmyamhountatm

aut hentic Chi pAgeﬁ&ﬁgthMam@%d(ﬁJ refbdr E@ﬁenM H@@evaq)ttsm%ﬂf' t@lt}Ie%Es?gq of @st%ﬁﬁ@%ﬁdﬁre@' PA
and System Fin nction aut henti cat e

P WM b it st ol e Endorp bl S &) 65 Bhione Oy L EPEBrIA B HEEAS i oy

each Wite. Thenéeaicaios diig redadigpossible amdréigpegenwimplaméxtatibocol C | 1<, and K~
are not reveal eﬂog%qp]qgsgeh@al%hgggstl cation process 25 Gven X, a clone
chi p cannot generate SKZ[ X ~ M wthout the key or access to a real

aut henti cati on EHinptreve Brf theuibgpeicatiprprefssi gn, especially in | ow cost

systenms such asgivépke Ja@l%neﬂ:hip@irﬂét%eneﬁ& SRIX ] RYIDEH 200355 a 1 GlitdeRlida@IA A
required by Systemltself A W de range of ke%./_, based si gnature exists,

i ncl udi ng Sy et SEpy H BYFapRsraly BioRs MFBe B lTds eRlers Ay eﬁ‘ié?&%[b‘e

aut henti cati on ¢oggsn is3@uirddey egdtesiigiat ure and one-way functl ons require
fewer gates and S Secure
key size for a 'f‘(gjdgcfﬁ% e %f?%yt? EF\L{?M}OF&%Q%O%C%WE ngg%lg gggéeipggﬁ%gormge as for
an asymetric ( frlsﬁfluﬂ‘éiﬁ)a“élngsé‘}gi‘:f“’r‘fﬁi‘“cﬂ'oﬁf?ﬁemm key size of 128 bits
provkdes appr oprdyad Son@ee tﬂrnutoys (sufch @ on&wa EUIIIBLEGuBe oW RIQAREPNESiedidIngityl oN,
while 160 bits tgrncgﬂ\sn de{erl C géege security if Si1s HVACSHA | . 35
Consequently, W tH 535? the only way to authenticate ChipAis to
read t he cont enfesurpkeySa¢ ford Isyamigmtuye fuiichiens dess natihdvy togfe af ligsasgeret egoinetdepends
on the Underl y' (:E §t&{yzq %élgmmeme)aggthtohQ8@Q§F&ﬁe9§decﬁat@¥£ r1t§ lrﬂgls%%;mr{?éu il |

Syst ens. ! can be any W%nat ure
function, t her cryrbograghia HUsAY: 4G akey 'ie?ﬁ%wé its prpvideg ad&%‘ﬂ??’rﬁ‘iﬁ?ﬂ't‘tl‘/ tf Séndrdpt i on.

The 3keys for asstamtric al gorithns need to be | onger and the encryption

algorithmis rml[l&eegm]%g%}e eoﬁms%ki:;hlg?rgm «oNis leads to a second protocol for

use with asymretric al gorit C2. The primacy di sadvantage of
Protocol CI i slttSlw@eptlhetowmsweEXf deckRAD ajtagkaipwnpeiLihg dhip inty dieipgvatsyday), generate

chosen Rs, and observe the output. In order to find the key, an attacker can also search for an R that
will generate a specific S[R] since multiple authentication chips can be tested in parallel.

35 . Depending on the one-way function chosen, key generation can be complicated. The method of
selecting a good key depends on the algorithm being used. Certain keys are weak for a given
algorithm,

. The choice of the keyed one-way functions itself is non-trivial. Some require licensing due to patent

protection.



5 Consequently R, SKI[R] pairs can be collected and anal yzed in a form of
differential attack. It would be preferable if R were unknown, as is the
case with Protocol C3. Protocol C | nust be inplenmented with twoAUGUST 2004
aut hentication chips in order to keep the keys secure. This neans that each
Systemrequires an authentication chip apad each consumabl e requires an

aut hentication chip. 10 5.2.2 Protocol C2 In sone cases, Systemmay contain
a | arge anount lofnalprn%eﬁ@dlmulmwcuon%tr@wam\ﬁ@ksyge R Rford faghaRees dfpasyist ems

t hat are manuf act itie i .nt stem
my be. dest rabi kel AR ruF o e S el SRR B < e
Chi pT portion ofverSyast preferale iﬁemﬁm@e}@um@ledﬁlﬂéﬁe@@ma”cz t herefore, uses

asymetric, crypf 9&%@%@6«10 e;téydzgrf bécEUs§ofWeQQ99|plley iR} ReGROLRIAS teRfips
foll owi ng val ues or encrypting., Does not Rave

Lo ba secr et KRUEHTBROBHIY ToBH S amedys FH R FET R IRRERTPL | ng.
Must be secret. lfP}oﬁbnlpTl'usmmwnentéamwm anf @yrolodniceudripeion aldocieas, that nslnavcearttarge be
secret, b d X | r hi p
i nst ance. Lg&g%%%@p%lf &eggﬁwshggitgg%‘ |E£g€£a§§' hglﬁlﬂy@lgﬁ |agyrﬁlg§§%)% e‘?el nedrp by the
Test functS6f M Memory vector of authentication chip. Part of this space
shoul d be di f f ereibdol PlofiuseGipl@ithied {H0@S adti@hticlav €hipsan &eer & NeGNBONEY Redurehi .
Ther I'S arrs rl' I au 1 iIOI O i a 1tne on cnt yone
can Encr ynponibect QUi o, B AR Rn il By LIl RE R MFH AR Bl06S AV
defi ned: Z%IEJ)@"HOPR' ?nal functlon only. Retur ns EK[ X] V\/nere Eis

fﬁy n’rTE'I[:) ric enCI’M@GmefcbldaQEysQHl nﬁyfc@ﬁa}ﬂa 1rpd o bf fratBGihg wweemtynanP@,t, ﬂi&ﬂl&ar%[ X]
ere i S as r Ccr t unct . rns
ESTI R el DL G el i G S el PP Gy sy o e Bl A <

returns O.of #hsymhmemcat cakgmion dgaridimatlpwsOhehéiT poeion gdemdtdnctabe hgruraPtotdead®2 i nput s,
and the tltggefgrglggﬁ@astvgmgtgguwo Lapﬁgust be the sane for all 30 good inputs.
Read[ XJ Chi pA on Ret ur ns l\§l [R~ M where R = D~ q[X] (does not
test input si ncé’réﬂpfﬂ“f" ea@\“’fh@é?rltﬂ}'élt'? fﬁ‘fibl”%(‘iﬁ)'”eswl teJXJ Wites X over those
parts of Mihat can Clieglidryniubix key eenatyptink Grveiseliave (fhesepubl i ¢ key KT is in

Chi pT, whike the secggl, KeYprhsie kdySordberSailh £y ving K~ in ChipT has the 35
advant age t that ohi pT cém § o e,(eyrroern )gmlln g% fware or hardware (with the

proviso that R is seed&d i ?Lﬁre'é{ AT BEmBETt D‘?eé'l’ﬂflbal’ff' RpRrsEEt P MU Betreded withdr) .
Protocol C2 requir esdiffhat inDalvalnd fioy eadd Kiplinseanc @iacke DKih[ekdK.idpoklign o thXRanl6m
authenticate ChipA and .read ChipA's nenory M 1. System 21 calls 70 ChipT's
Random function; 40 2. Chi pT 23 produces and returns 71 EKT[R] to System
12 AUGUST 2004 Thedglowig fusy@'nseimdzf'lneéal | s 72 Chi pA's Read function, passing

in EKT[R] ;g4 Chi pA 20y ShUkdasns £3, (M wheklk is JsﬁnmetMencr;dt ﬁlﬁ@tloﬁ)bt ai ning R by

DhA[ E, ~T[ 5. Sys & 2 al | f unct assing in M and
EK, ~[R ~ [])(1 6. Chip Z}Ya'?é‘ﬁ"% éél( %&R@[ ﬁetl”c 56 fJ'ér}‘iﬁi""cé)rrpar es it to R
~ M255 7. lswgolelrln 21 hgbky. Reagpdin ERY BdfangaR Ghiepttn 2@lomhfmbeneqrenesponse 7~ i s
I, then Chi pA 2fheipdiic ROSL,GER @ﬁt ﬁtbt aﬁretmec‘semétteyﬁéﬁ 1@2\CH€AE@H‘&1\${ngﬁA@ﬂ§Cﬂﬁ@d

i nval id. To ut henticate a stem

cal I's Chi pl ¢ ifase g‘ﬁfr‘?c'?tpTGﬂ‘ beﬁ%‘%%ﬁ"ﬁ‘&" P pOTiRfRIgoF har are g t%ﬁﬂ‘%((éﬁfhf“d%ﬁsf’ A"

pr ocedur e R sdiffareRda@adhship airsystead, Roardcpl PROheB:ford Cfan 6mmplém¢nsed awd St Chip BxorckcoMire” |
M the O herwise it failed. The data flow for read

aut hent i cgslatgﬁl@i&g‘ﬁﬁ%g; n Figure 7: Only a valid Chi pA would know t he

val 48 of R si nEEPRIe f‘ﬁ@ftheﬁ&%‘%‘é‘ds #ille¥the authenticate function (it is

passed in Bs ansyem@rypiled Chdry@indoRfiittsoh; be obt ai ned by decrypting E[R],

whi ch can pnly key KA. Once obtained, R nust be
appended té(; M aﬁﬁpﬁ%’?&u 41%5§Eﬁt§§ﬁ{e§tﬁéoded Chi pT can then 15 verify that

t he decodeld f or¥wsten 2Ecalls 42GhpA's D\inctorppasgingrieiEqitRdce Chi pA is valid. Since KT
~ K ~, EST{R] é}ﬁpAEi@m[uR]m f@g&,@@gy DQ@E@@% the foll ow ng advant ages: KA
HCTR . ol oneER2p ARt PyEnurhees e e oh e Gl G JE e oLl "
Chi pA. then ChipA 20 is conSIdexed valid. If not, ChipA 20 is invalid.

The data flow can be seen in Figure 4:

Protocol P2 has the following advantages:

) K (the secret key) is not revealed during the authentication process



20 Since KT ~ K,~, ChipT can be inplenented conpletely in software or in
i nsecure hardware or as pan of System Only ChipAis required to be a
secure authentication chip. Since ChipT and Chi pA contain dif fieaususT eys,
intense testing of ChipT will reveal nothing about K,,. [If ChipTis a
physi cal chip, Systemis easy to design.;25 There are a nunber of wel
| -docunented and cryptanal yzed asymretric algorithnms to chose fromfor
i npl ement at i on, Glbnchudj aaommeatnnétrgeera@mdv lhb&ﬁnsméesseea &alautlaons.  Even if

System coul d be.re 0 Are re directed to -
ST Coult nevHrc S er et B B BNl AT AT 8 eI DA P B ¢ o
be directed at QfISEsteSyQtlleﬁhlmmhtgeisumabld ibypagho bdreseaurt daderticatiant ¢hipn pr ot ocol .
30 However, Profpgof ,Sgéh}g,@aqdﬁp QUMERS! ea8f 1o Bisgpdvant ages: Al authentication
chi ps need to contain asyniretri c ‘'encrypt and decry t functionality.
Conséquenty eabKreaHiagunesr plaregdpcimeriidancuppindyecd arundrisrgodkpenshoyehiah t he
ch|E rggzé rgd flableﬁérmlacmklumgpatelﬁcrfeeaatnbaﬁeafeetgaﬂmo@e?url g é each key needs
to be its its for symretric

crypt ography in’ {zy ng%%?co‘cﬁ;ﬁ'fsanmperggéné’g? g.f)l%ednl nt er nedi at e menory used by
the encryption Renehtigfesgrypturioneaet igpndedstioree 2048 Wotcowspandininglun IR&bigder.  Key

generation is rk?HmEtFlé Myﬁdgrapﬁa\ﬁ'ﬁng&dqubﬁ{e as%o@a'ie% lr{?é%eogi%qgem‘ﬁﬁyt&d by | Ik ChipT is
|nplenented as core here ma ficulties inlinking it into a given

Syst®m AslI C. TW%’B@B@#%@%‘ a'g"i’t‘éms IS PETeER e e p| ement ed as sof twar e,
not only i€ the[(dyrgﬁﬂe&ﬁﬁﬂt @dhitrdutal. Randoy Situeersaaiat dood msogr amm ng error and
non-rigoroyus t yt the inteagrit and S
primtives nust?I?%elggis 'mrednlfgt Geas €6 %hec? rge%%é%es '"rrﬂ(”rlﬁal e algbv?r?i§ te'g??\élcc

This is nove cdrfrﬁhlpﬁanrmdenamgld '@@@‘May rtohenty lsuhnmpymdgatlnlgof@ym dpett leptogdmahgp. 5

Al though many agyparghéd- ﬁ%oﬁebg%lhé meﬁﬁe%u Bﬁﬁé Johﬁ@e“nﬁd naihérﬁngéd?ﬁnn@s hiR e
resistant to dlffer ntia b h

eyg) g'U%'SI S ased on chosen text

attacks), the pﬁ‘%°(?éﬁ>e°"ﬁ°e§ﬁ R cachy implERO RN @rSE'“tB“SdS BB LER ekl Endepity e |

woul d be pr ef erspleusing a welepstdd chipdden, but since I<T and in fact all of

ﬁ!{ E-ern![ ;SCSI T gﬁtAﬁ%F% n%klbe{sylgncmetr{ca er?tFe]rgl(s aée’s?gcﬁjlc?lﬁr s?engﬁene{]gxg‘r%snstfnltf 10 d{ eroelntlap2

be consi der ed stYPsngysEherighs basad Odé\ﬁﬁeeéﬂgtattﬂ%s)vﬁ’ﬁtmlvm@Udﬁe@lsuwﬂblﬁ W@CWPW

specific tim ngte,&e@uﬁrerrent of Prot ocol C2 is for returni ng val ues based on

good or bad inputs. The ti 0 retur ue if the input is good
?0 be the san‘éw?‘%"g%frp&ﬂfeé"é’éﬁ t‘b‘f“‘t %E‘défaﬁﬂ‘és 6§ Kt*ﬁ‘&‘“uf’r“fbﬂ‘["fc‘i*ﬁ@sé’élﬂ’é tgustbeye i f

the val ue i s bamblichlheelt.i me taken to process good and bad i nputs 15 does not
have to be, t he of.: | |ng
about what was %g z%"t‘% $del'é%hcgg&%tgml%%&hénnagcmp Q?ﬂwth'p n@at ?"d%p%(w

Read and Test faHeE®S réfr?§°ryp5“@ dgoryet ety EPnpASEEah CbB'Sait%eémesco'f‘Ei%dldve
one of the pl’ObrhﬁéTBxpérﬁlheﬂhﬂnhedhib rédiedd @@ @ksoc6l PIl. and C2 in t hat pai rs of R
E§;~%§] uggg ?g lgrr% nl{ entlcrfim clg%d bro?g'en 1%0 &QGKIWQOEave (Eotstand(reduce igﬁ-)p[em geSlﬁlP/ esé US ed
for differenti aoalrpslsfibiesd e Nanufasmlreqi sedpdvartigfeomemidedisqalgblhes it fosgaséet he

chosen random Ny hurbefsloPELtER B donbufhaCil Rifmidk L @bakdniRo AcBSufy Medi ate System
know ng the value of R Protocol C2 cannot do this since ChipT is public

and hence R i s HBPsBLBENticatign chipgreuldon! beskaored oM the Y efbinhey t"o‘il%benot enough
to sinply pass @nsicredsiyps edrypongevias.of R to Chi pA (as in Protocol C2),

sin ar m e of bits could be substituted for a different random
squgnce gﬂig §r%g’§§?ﬁe attacker. 25 The solution is to encrypt both R and
Rs digital si g‘ﬁatt)ij’l‘@ algmpthig solCHpA thearpbleds inhgrant iRPiREpsols I 4B inerrsiratied by
Chi pT. Si nm@xm tdcgathared/@m{e attf@kdr AheRIF idS or ER Proutss PG v rsDauUik elsGbanpo Pmodencol

(Chi pT can i, orat e |nt a, software as an
ASI C cor e) g\ttaﬁk It lsz}ﬁerefgre deSIra eto I léench?sen ra%m nuu%rh?rom%{ngp?o h.lp 910[9 the

recover lanweﬂats Sereglrkawvuvgehe \egwmwfé% Piotoced Re pappstt ﬂ@Ws einas Cﬂ“h@ﬁ&’i‘@ﬁé”‘ﬁ@“@é@f'&l y

useds Pr ot RERLretGR alldH@InSfHRE R islrind &, itlidWd éﬁaxgﬁ to sTnlﬂﬁy Jassras Encl’yﬁMd {eBsidaer td dnigdhi pT
to encrypt R and, t he si nature is

n
R R L R R M S
val i d, Chi pA enTheypgti®n hie-cnRypidpth @ abh&'s gigitadsighatae o thatifdipd wendest & Rivaeinfasul t .
The Syst en@eﬁé?ﬂéii%yfchm%w& dJnftQ«QﬂtQ}le\%Rbﬁ%u&&a%htBJCIV}@%ﬁcdl tonlpT Hibibki ed
agai nst the known R encrypted h the second key. For this protocol, each
chip contains the foll ow ng vaI ues. K, Key for encrypting in ChipT and
decrypting in Chi pA. Miust be secret. 35 Kz Key for encrypting in both ChipA
and Chi pT. Must be secret. R Current random nunber. Mist be secret and nust
be seeded with a different initial value for each chip instance. Changes
wi th each successful call to the Test function.



M Menory vector of authentication chip. Part of this space should be
different for each chip (does not have to be a random nunber). 12 AUGUST
2004 - 44 The following functions are defined: E] X I nternal funzaicoaTmmM y.
Returns EK[ X] where E is symmetric encrypt function E D] X Internal function
Chi pA only. Returns DK[X] where Dis symxetric decrypt function

D.S] X]Internal function only. Returns S X], the digital signature for X
The di gi t ahcogogratntrasofmisd Hirem bidndhci@ugin A0C coy riyametibencshinceshedforsmeone
generating,@, Lagdom signature. 128 bitsis a satisfactory size if Sis
symetric eng tion, while 160 bits is a satisfactory size if S isHVAC SHA
1. Random ] Chi dgoteqﬂvthqlz&rap%qg’ FI of iRys. Thedparkqy ismisasitiy SOin] to @reidptR adlthe.  Ret ur ns
| and advaiasre a?f?.fl"hEElﬁZ{\,ﬁ(ed‘R R];ent:to?fhlpﬂvh@é' RVisS@rated dhb R&ified by-la’hﬂ)At ifﬂﬁkq;@i‘i@,n to
;ne,ltstlg Belo dg@r?piACeg?ryétsdl?Qstirichh%lseco d{ ke %ﬁs lh&f Utltahe-gx?eglnsler%e th&all Eu@frél? g %gzgcp 1
From DK, [)(PChlpg'ét)vhﬂrehlglsmmpaEKaamt.theWownfR egfr)rqtedjvnzme&cmglﬂ(w sereturns 0. The
tinme taken to rl&)'&thfsﬁbro@bcm& da@cbmtmee@io“fn tan@b:! bad inputs. The time taken
toreturn ~ E ;2[M \g% rt1 nﬁgrre .Of, glﬂ.l %}o i nputs. 15The
protocol Tor aut hent k%Y rencﬁyp"%g'%\g P oI SHEPINES) St 24 PG &1 80 Chi pT' s
Random f uKeti on; 2. ChikqyTor2@rypénain AEipBandEKipT{ MustbeSpRY] to System 21; 3. System
21 gglls g2 Chi pA's Reafl, z{nU(nﬁ:ﬁdn{BE} MQ&@-%’e&‘g ahd iy be sdelfd Witk Bk redt il Rifde 49
decrypts EK, [R ~ §[ %{{fﬁ calculates its ovvnSR based upon the
decrypted R If the ® @h’ﬁi"&‘]’? Chegrpihseeh s el g thyTesEfunssipiy ~ R . Ot her
wi se Chip. A 20 Thetfwiownsg BndiofSystdefine@l cal ls 84 Chi pT's Test function,

passing i e retur own EKZ[ M
Rl and conE gres it agggﬁ)!]f ﬂ'ﬁ? R%EUMSEK[II%WM% Qlyn%%%@%@{ tIH?he Chi pA20
is consi dg$) &4 valid laﬁﬂ%(wf“q"s%rpétoafwri@ame?dtxd)w@yfs?émmeuwdﬁcrmﬁfuncr@]PpA IS
invabid arsixp is retmieneddkidonSyrhesX, R&ilde: sgaduae fob ﬂWhealran@agrﬁ@enmastn

Fi gure 8: Protocol Csbeg%senou I)Olult(e)r ecﬁan@‘q\(l)gsrc])t aoqgsengatlno ¥ d g ht I%SEI
keys) are not reveal 6d Guring the aut ica |ongpr ocesSThe Y8 e var y'ng
challenge R is encr ylp)theelefegwl sizh atving sonjegner] shangeiy @ 4] o eenetefing A galid ignature by

aut hent i catl onprocesrgndo,ﬁn attacker cannot build a table of X, EK[X] val ues

for I<, An Read without a valid R~ S[R] pair
encr ypt ed Ranfom '(lﬂ %"g'e‘geﬁue”fsgf‘g&#si@hstantto a chosen text attack. R only
advahces \ilesthX|aChirl dnbl. Redrs 1tand affemtes RSTEHKR] -aK SBhenaite rgurs<e [ihd timegakkoto aaimog en
text attack. It is ttﬁﬁépoet&%caltfg}%llﬁad"mbg The FnElaken YALURS ok %e%nt%ﬁlf(lrgﬁzéo%g by
an attacker, but there isno correlation between these values an out put
val ue fromthe Read fR¥ffcti on since there are twounknowns - R and Kz. 35
System i s ma&yX|t o de@ilmnly%mﬁieﬁVlzlfr&)dﬂDLW C08its ERY81iesTs] szcmheaslsei:akmg ®t
printers, as no encr ln‘é’{}ke%@x%@& dfst%@ ideftichi® %hég% by T%%(ﬁr%etnﬂetn oSl E. There
are a nunber of wel docunent e rypt anal yze sD ric algorirthms to
chog® from fori npl en%#ﬁéf‘i‘%??tb@fsa'@fof%‘cﬂo 'ME- pat ent - free and |license-free
sol utions. 1 2rhAbkatdSol fof @iKenticatddn is as Allvvele range of signature functions
exists, from MBS SA9% &H&%%Eﬁp%ﬁ%dd% a%es to random nunber sequences to

key- based syrmetrl cC cr nature functions and symetric
encrypti ortal go@h‘ﬁ%etweﬁqﬁjﬁméwsé&}éw Sgﬁqne%' and are easier to verify than

asymet ri ¢, al g@ybt&rﬂﬁﬁeall&hlpﬁ&mﬂc‘v@ﬂﬁ@ﬁén %hs&ﬁg iﬁ]@:r\ (S)m@tri c encryption does not

of 138 bi 15 cart P B g rb e wisuiet Tyrvn 50 Kot Fethmirp e

However, Pr ot ocwtchGhigrastuas SRUEKIBL. OOfervunstwhl@mupnrs@bl ens: Al though there are
a large nuﬁber Qgter@Yﬁéa‘léﬁl(ﬁlp&%WQ 'ﬁﬂ&%n p%lngn%{gqetﬁnedtli ?R]Cm;g"log ggrfera'r:es ﬁ{]d Sis

non trivial. Some require licensi ng ot ect | on. pendi ng
on the chosen eN@EbRlBHCPHEY a8k ‘hké‘ﬁ)‘l g‘e‘f?e'rfé‘ﬂ%ﬁe%ﬁﬁheﬁghwﬁhﬁﬂoi‘s@é'te%&?“dThe
nmet hod of sel echil ngisaetgaads lossystaheperTda, CiipA 1oes @hgoret tnhanded Migreusedio Cert ai n
keygsare weak for.a,given algorithm If ChipA and ChipT are instances of
the.” same aut hentication chi p, each chip nust contain both symetric
encrypt and dechyptta fan@r posalt Figure Eonsequent |y each chip is larger, nore
conpl ex, and 15romdoePiaMpRaiSilovangdianiageite chip required for Protocol Pl which
only has encrypt f ionalit if the authentjcatjon chip is broken into
t~vo chips to gléve(ylgb hf’Seﬁﬁakeységﬁ(%r%%aﬁgldgﬂﬁgf albée"tdcé’té(i”é’hocesf est, two chips
still need to bknenmpvdndngchliede Rriegcrgpteigsottineit 8 oamepdl@stuidiy izqathetication

Unf ggt unat el y, p%mnrgmerqgmt%.matepomfgn@r[y%u@ml@%f:@pt maki ng the
consumabl e authentication chip the larger of the two chips. Both chips nust
al so contain signature functions, nmaking them nore conplex than the chip 20
required for Protocol CI . Protocol C3 authentication chips could not be
exported fromthe USA, since they are considered strong encryption devices.
5. 4 Addltlonal Not es 5. 2 4 1 General Corments 25 Protocol CS s the rmst

o Y o ~~ LY T o, e o



repl ace the System authentication chip with one that returns 1 (success)
for each call to Test. The System can 12 AUGUST 2004 - 46 test for this
by calling Test a nunber of times - Ntines with a wong hash VahAugysT 20ed
expect the result to be 0. The final time that Test is called, the true
returned value from Chi pA is passed, antig.he return value is trusted. The
question then arises of how many tines to call Test. The nunber of calls
nmust be r andom Asdadkbrahnnat il Pio& vﬁdan@a verin R (&Y pﬁh&hcrﬁ:@dﬂ R@h Kk RoWiteR@raunber
ggte:?mo:;et Lg\?v rrrgslj]stan ?ﬁ%ﬁo@emteixf’a%tac? lg %dVanEOBvlﬁtéa ba?d catll Ctlo Te%tdocli( aﬁg‘ not Sli%%egtso?d to
returned val ue tpﬁeltﬂsmxm&taean be used In the latter case, an attacker
could stild reVﬂyEt@nﬁsQ%y%Y@glgmsb&la@ﬁlhmv\Icos'isﬁ!eﬁﬂ@ﬁclﬁ@ilrﬂ]_et%@ntéﬂ , @Woleheyptig d#r ned
val ug from Chi PA. a w_Whi efh hash value is the correct one. The
worst case of course, 'slresf'“'fﬁqgt I8 "/'st em can be conpletely replaced by a
cl one System t hHtredeasuhiEr pfotelHdeguenta asdudrypenilyzcddy@cetcosiguireds koahose fibmifg 1 S
the limt case Flem\mﬂeam A0GkiHABABGE NGRS SMioksOr this reason, the
variation on cal s to Test 1s optional, depending on the System the
Consungbl € and? W angaes pignasdineiiQuaeissniionypssagpa t'ﬁﬁ'ﬂe?"dﬁdﬁtaf’@métu@wl ogi ¢
to System (for seqqaﬁqeitektyrbatebeynmaaec@ﬁog&apﬂayralI deskt op pri nter) rray be
condl ast . addi rigPeuE UGt e3P B Cole  der ar MR PaY s
5.2.4.3 done Obwgﬁwmmrealﬂmth‘gi Real Authentication Chip It is inportant to

decrenment §he agmukeyQfe faps@mttﬁptnayttememmavbefb@tsaalgéa% férfa@tsyrﬁaawga}nte
portion. If the consumabl e’is used first, a clone consumabl e could fake a

| oss of cont act < WiEHGT Rt of §2% Hifeca8 BoKfcdPPIRR R TeHER f05 SEnmeH s cRRHomppear
as a fresh new lﬂ:msaurmdnbcetmlhbsarﬁambermﬂrstoambrolbtensnote that this attack still
[gﬁgg{“etsyao; eile@lﬂtuﬁ%te%%:agelaatla!lrgn Cpet Qf va1 ﬁl ﬁlnctlonsr}or a ?%gtbelcﬁowe ofgﬁ Sl(S)?]Oé]-e t he
aut henti cati on theylssweeqelrﬁdtfxewng titte t(dfawmmtot@e@l I y be changed. In sone

i nstances ¢ he Cl@mdﬂtg]o§ﬁe Qrt(ose@erk%f%tt&t%%tnqmpQe}déeﬁé‘a?tfoﬁ ch'rl%e co\MﬂllJa@dl’l{ﬂe Qgtn&rofcases
it is not a problem See Section nmore information. 5.3 Choosing

a Protocol 25 ASHE8RPHEY def'?“dé’;é’thFé'ﬁor%hm ‘Pe‘“gﬁsei RN kextrs Wik for ogiyen | :
Protocols P 1 aaighri®Bml are the protocols of choice. Eventually, as silicon
costg cong, down ' axed,
Pr otzgcol s P3 an'é%’b wrﬁ R ”Jma g?gf e%{tééuggr%g%g%no h@gékﬁq]gﬁglﬁé&[tﬁn i However ,
Protocols P 1 aWtimetriqeneypitaad C'mtéwctt?ﬂa'wﬁoeaﬁet'wﬁ&)@wew@@?n myREdTPREGH r e
][ead and wri tj € A6Eepensivellan tdhip réq@ieddifér@rotd¥PlPe WRiok édly HaRenefypraunkyigdy. one- way
unction; an

th require ran eneration functiona Pr ot ocol
C 1 requires anﬁg]&ﬁf“tef‘tbﬁtat" R EO%’)'M%[% c%a‘éf Coﬁﬁme%eﬁo%?x‘%f’}% Eg‘%s&hl ne
changes: a st atwve chripschil rred @Ibt earafactomd, raudigalisl ceonbifGeq opeatedUtf@tucadly, bipdmustng

Rangem a TeStCOf‘IIH]H%Bth %ry\@hﬂ'ﬂ&;gbc& l rlwa‘?(lngl't%e Lgﬂsun%ﬁle atﬁheﬁ&c@ﬁoﬁ cﬂé?ﬁllg'la%r &'tﬁe‘?&@t 1on
to the Readfunctlonto cal K~[ X] Protocol requires

m ni mal changesd‘ti"t?ear"t PPigt 'B‘Ebﬁ'solﬂ’" aif seg“f“g'eﬁﬁft@"wangéheaﬁﬁwcfawp'% ’s‘eetfhipn al |
pl aces where Presgnacr @byl BUt hentication is reqU| red (Protocol P 1 ). It

L3 ther of ore NGuBLRLPRRLyRlioPOML S po k2RI F00, st Ghen ¢ hat

Protocols P 1 an use o Sl gnature unctions, the

choi ce of funct{oByrered sepgpAcHREPN(dfYidsbre detail here. Table 2 outlines the

att npbut ess,ni t Ratimgapi Not’bl e choi ces (see Section 3.3 and Section 3.6 for

nore i nf Orgfébo&“fr lpe attrl butes are phrased so that the attribute is seen
a

as an advan BNt mmary of Synbol i ¢ Nomencl at ur e
Protocol P3 is the most secure of the three Presence Only authentication protocols, since nothing is

revealed about the challenge from the response. However, Protocol P3 requires implementation of encryption,
decryption and signature functions, making it more expensive in silicon than Protocol P1, In addition, export
35 regulations imposed by the United States make this protocol problematic.
With Protocol P2, even if the process of choosing a key was straightforward, Protocol P2 is
impractical at the present time due to the high cost of silicon implementation (both key size and functional

implementation).



|l cU; D~IlI~1a~Ca~ 0.1 ITIWC-,~~~v: CG3QvV Q< Q@ Ho", :t1 ~~ ~ z X
xcar Free of patent sRandom key generati onCan be exported fromthe

USAFast Preferred Key Size (bits) for use inl68128l 281 285| 2| 28] 60A&0sHiogs
applicationBl ock size (bits)646464642565125125 | 2Crypt anal ysi s
Attack-Free(apart fromweak keys)Qutput._gize given input size N>_N>_N

~> N> N ~1281 281 601 60Low st orage requirements! iLow silicon conplexity' NSA
desi gnedOnl y gi Re@scopP 0k sietfoRthe@ttthMadt@alof tidicd fol Prefehde ARz Suthdmtidriore K @itudgf i on

of Table 2as§1n§>¥1\§?]s Q%g %gvﬁ 9['0&95 L§~ de%cAte'x;i\;o?tl yrﬁugf&%ﬁﬁg lr}la;(gaePrg'tob II\/EFWIH be

constructs an equence. Sl zé
gener at i orP &g tﬁﬁtO@soltPhéWRaﬁu@ﬁffs@q&sé?ﬂé@b'e@ Ngétnntf%'pn aquwr?ﬁé’rlot@ff)l 3t"taac ks
have al r eagyrenedr (CRbwioeH, emhe@@uﬁ@&otamOf&hm&evon1b©u1haﬁahn resedi p3.is only 128
bits, HVA SQ nat e e is therefore between
HVAC. SHAI c‘Sand a(lf:ﬂ ﬂ'lﬂ\?hfé'ﬁ"g 638'0" H;rpel atively new, and has not
been as ext enS|Ri@tP°3P|5f® Pérapcblﬁambucpezb@iat&é'psw&wal aythsisgtion Ch‘BI’—IW\eYIdO\nBE@Qﬁb@ng@ned
by the NSAftheQ:&%su;lnamszfosaf@r/enledrht fhdatnBRal EVIN 6 ORBueicatoR Is thahiecipd |somdang
reasons: t§ nsum els gl gned by thg NSA;  SHA-1 has been nore extensively
crypt anal yzeéf f'ho ei ng broken; SHA-1 requires slightly |ess
i ntermedi ate stlmsatgef()tdmwilef&Ex:Nﬁ} h@0factirg to BidAa teal atherdtigion ¢hipinto g albtey | ess
%?ggb% E gagﬁguﬁ]d?ﬁnh\é%r&@? st hQUGR,: fSHA-lhI s sli ggHA ylf a;t e{ th?na

- is was not a reason for choosing - r ot oco usi ng
HVAC- SHAL 1's t hW8rarsotheresiRie i3t s g eftende the diertisatiop ghip, de ehipricoferishHewiie
det ai | | n Sect i QbnenanBactirdEO @S thagfo rRamdmmlem&ﬁbl&uaamﬁdﬂonsumab?e AUGWIST
égg‘e‘r = Or Tﬁgcrlgl enﬁger @%‘rg?.ﬁ%%ﬁn’i%?a%g%‘aléﬁ?e%ﬁéaﬁon FH é{] tﬁezcotﬁ% Qﬂ‘&%ﬂ}sﬂ%%&‘é ing,
numbers gener at@ﬂ‘twwnoﬂﬁ@rF‘?‘\“@efétPrsalI Systems cannot be predicted. If the

randem nunders rwe&s@s wh&e ststaaﬁamrm@a&the aﬁmsﬁt@mnm &b E}a&rk@rbe ﬁ@ubmz@@ﬁaeh ¥p,
froma real authentication_.ch cethe

record the correct n

Fesponses i nto & HRATTEORUS FHFVA MGIGRan P R SR R e e et o
IS no need to odoheki \mheré theatont manufadftiverbefidsmehip thet hpseenrebd mtirotivhien shif usamggﬂ:ga&k _
System nust be a&a%(e@p{hlpqeﬂbﬁ%mtrﬂ ﬁ@a HEIP %Q'nﬁ&a"l’eb%a?powgruf %‘Tbﬂ&‘a?{lmen' stic.

As such, the initial va e random seed) shou progr ammed
with a phyS| cal T§ogetiératesdomdid "l‘hfi?fﬁ@l"“ g 'H@r‘téW'T’FWVaC*ﬁPE/@?”&é?"P‘Wr andom
phenonenon, onereyagy feont $yStere, ahdtakrOdifferémd Adtidutsidgiendlz@u the vl edst Riithentiqaadritrequestsar

bit wil | be 1

conput er-run rac(r%é%erﬁasgdr(r@ea@%gtﬂge@g a‘(Eer a nm ‘Qﬁe gﬁm{t @ggé"égﬁ Q%Mgdéart%tb%m and
seed may be conPIwmi t&%éﬁ@ﬁ&bﬁ?'ﬁ@‘“@ﬁ“ﬁ?"t%@Ik’@?a"'t’ro“’déh‘éﬂyéteémbqﬁﬂcat' erMdte know
the set of all dvayadpdes fréshaiPoher Dy StheRBan doanid uagaua tididhih edc@nts nk aﬁtﬁ@dcateﬂ each
3‘%3?:3: IC?ZE): gnaﬁc&}%@s netiaﬁsthe}glehc%;[es tinﬁ_rlder lo footl LS)Ftem n%t?_lthmﬁ’fl%%edatglaccessaes werfe sxfgl:cessﬁfl

genéb at e sutifestilieatireRa v@llawb@thawneh@nnd:hlﬂw secpndSase;fronpehieis teatiied ingdditinm tq @
change R atal @\Lﬂl\emlc@ﬁlﬂ%ﬁlﬁ URRdeh ¥ntR aWﬂFﬁ, pr({tcB])ls W bé usBiBl ib DRarRA Ehefelris RAGK cal |

t o Randoni are the s an be a constant rather

t han cal cu%ffﬁitg‘afor %ﬁgrﬁf”ta%l‘@%‘w E’SﬁF"tﬁ‘ trT‘i‘thhﬁ'g'éat& é]%‘@tf’g‘eﬁ%{’ls 8éiut henti cati on
chi p t o gener atléthacanalmable bapadk hpretyaled e refdledeatilyenmayde piokeetion krpokupuse alBtegeneen a
clone chi pofy EHARTRA HoDRE God diche B;S%rau&h@ke VRSB MacRIGORRL A e Rusht Rl

secure The si npl est concept ual thod of changing Ris to increnment it by
1. 3%i nce YRI{ wthenficaigprhin Tbee‘@lpﬁ“’%ﬂ)d 'W"ectﬂ be St“H"é’ ) FPSe ST EEr B8 oldrenpablay Ty st ens
are still duadieloftee rémmrean}dmrns V\Hﬂ)\!\‘ﬂk{@lffogln\t&hlrﬁﬁg thami) khoald n&R be adohghsubsequent R

val ues Ca"ougﬁesg&t S/ 0&d %‘reEt B#s)écuﬁethQQ r%%ggegﬁ cﬁ(ﬁglgﬁgrea)' rTn{i9 2{1{%@ s%ﬁl 000 times

- Rwll on’ val ues from oto I ng I'S | nmune
to the eartl-®? banggrétkotfeya constant R Since Ris always different, there
IS no way to COARgdnerdrobReml ob hdd pwd (A B!s fisatfar (511|aﬁthepéilfl1'%:rhtﬁﬂioﬁiRey%/cﬁ&s@lmlt\%rﬁ]lﬂoUt

was ng as real .2 ticati E | one chip will. replace.
1:3 At herea?ﬁg%cl}a%denee%fectraspenaaon 816 aa&ﬁcapon 02?118 eH/ellp sc\)l%e‘: 1nsta ce arhe l\ie)hg Ris to

i rrpl ement Jompraryisedhthe RS erEFilﬁié&aquS Feetlih ersds lShPfflxafRegll@P@Fl)lencel' his has the
advant age of anFo@-E)Iaﬁ‘lﬁlK af a B9tar-REI HPentBinSuntable SekaB6 tile)XudlecLtlbiiEork B of @M@E  Of

R for a parti nce an LESR val ue- in is determ ned by
sequent i aﬁ‘eé %CL‘?" ha d&%ﬁ&‘r"‘ﬂ‘#‘ﬁéc qif‘)ﬁ %ngfg'ygegm A 3P T CORPTR S the
gener at e, iadividitat @c kfelre owng tconisides this @ ptoblerouigy mufiget p ossiotk dnitteicedy sepdciegtbarer at e
them The advantages of a changing R are also evident in the



30 LFSR solution. Since Ris always different, there is no way to construct
a | ookup table for the particular Systemw thout using up as nany real

aut hentication chips as the clone chip will replace (and only ftaAuGUAR2004
Systen). There is therefore no advantage in having a nore conplex function
to change R Regardl ess of the function,sg.t will always be possible for an
attacker to iterate through the lifetine set of values in a sinulation. The
primary se&wen’q thip InsideShd dar'stelR@raniad. Thellwnéra RGO AME BSre@bgrdmimetifsdplaged 3bwakwiteR t o
change R sltemg pgeauhelelcggvgﬁt age of not being restricted to a consecutive
nunmeric rang %ny RN cannot be directly cal cul ated: an

at t acker rrust i Bregontragt, ft??mtsrglﬁe?fhié‘eﬂlﬂzbNVPHUWESO)‘SU“WWemRbmﬁ@rP?‘WEPﬂﬁbét

gener at or &QRridskd il prihtdid) GoddiBRALIoRARN ARridEH hqahurastu,te;he rnetteewee o&ﬂad&ﬁﬁﬁat&]\ cw}st. h

Iggo 5)\,;1;[ ihaﬂﬂ o{nlgsolut ]pn Br ex1s§%§csKs"t%é§1? 1530 upraqﬁ@ &6% 6?514“ n e 1[ch g% ctystef.y and gate
sel ecti on lefisticHlg difyO!t pietcie. flipany cage. pepginrees] SygemadrehdweR @Fy leve rtOWee'LlFSR wil |

cycl e thr oisghe @bit exBitnQudipidnat €s, 0 is not a valid state) yields bits, bit3,
bitz, and pj ' 9. The exanple LFSR is sparse, in

to [78], shown in Fig.
t hat not n%ty b%‘t"g'l"éﬂbzesldég'ae?%Le"F'eaeigBack (only 4 out of 160 bits are used),
al t hough maxi malnhpdevebd cenfi@Rblepdtientipation we agp sorofriiedvath sdlidging thy exstanes gbthet ect i on

aga|15'5t dl;uth%tl%ﬁ&)h éH]p %%ﬂta%ﬁjn}{éfhﬁtlgrﬂutﬁéﬂl Jaﬁ&ttcﬁ laBs orﬁ)[ z@]]ongastmt! Jo§sumg_th:eln
160-bit seed val ue for can be any random nunber except 0, since an LFSR

filled w t3digg qivglidatisg H)‘éﬁi‘&é““&“‘l‘fé‘\i’érc}"%ﬁtﬂfeffgt grieeatieats ofe audpepicaiop Py FSR
descri bed hanody spEex miabe zﬂn&tl’erhtiadedl.aESRl Irethib sebt@@ whbdssnetinthbanstieatiodickigcdalay as R
After each I | 1 ianced
by XORi n %o%%(é\%ge%ﬁt%% sgc%% erttdlg 8;I-r§§ﬁ" d)weqhg @3985@ Q)H)g??tégg Wl{{%?\{l_}ll%)q}le?sqy
or der b|t Demeerﬁéwmeatﬂs“@drf?@sotfdnfatnﬁgow [R] can be retrieved on the next
cal l1st o Random Tlﬁeeﬁ,rdr&bldaregre@attd Partdst] aln@gt feqtlneAtvbatttllesﬂoarcmtcmg@bvhi@brdt&ot he
aut hent | Ca&tc%nbeslch met fe Sugn eltXeronee %tamﬁemi & lhion chip. As such, it should
be resi st ant“t glogl SR nedns’ 18Pt he effect of various types
of attacksS-Bh P?'@t‘)@‘d@l C | have been 15 rrentl oned in discussion, this
section detail STlﬁﬁ%’toJoME)?d&Ble éhttpt }ﬁ&lﬁcol (wd ddfhbh Wb chpe hie raMed). FQ wy phaep! C |
5.5.1 Brute force attack %}w%orce attack is guaranteed to break

Prot ocol 2 B(J[J)“F”“Far‘i'o‘?%{‘é‘tcom&w epr 3 However the |ength of the key
nmeant8 t hatkKihe time Kerforanciddtih@bklXi. Mwt hpescfeor m a brute force attack is too
|l ong to begworth theggef y needs to break K~ to build a
cl one aut hléntl cati onK§y f&%lEUIaUﬁQFKa{tXﬁ %‘{gt% Sérggflsent to 20 strengt hen Ka agai nst
other form® of attac@urreﬂrwﬂteunfber Befsatttlavet@ b&ﬁeqe&zzutmyéttbeteﬁ@geftwefftftféak a

| 60-bit key. An att amkialagas ﬂﬂSéacH(‘thpﬁr&QhUef@ﬁnoas\W&)éhdl’ﬂdtﬁﬁb@ffulZﬁtb@n@tl(ﬁn&ﬁﬂéﬂﬁed with
a 50% chance of fi ndj qgetettefu key, after only 2~5~ attenpts. Assum ng an array
of atrillion processors, each T unni ng one mllion tests per second, 259
(7.3x 104M) tests t MRy gectr %avtttfntwatlgﬁéalpst’altmﬁhl&wateehqutsirtgétffetett&tetCheh't ot al
lifetinme of the uni vRb&Qe hikes @ aagneonaﬁmagi I 00 mllion personal conputers
in the world. Even i nn ttack (e.g. via the
25 Internet), this n%ni')alﬁhen“cvﬁ) Ct‘i’“’ttﬁ‘"tﬁﬁtﬁ’ﬁ logscafifnncg?nst han t he

trillion- p$l?5tessor atrtearwkingrgroamivhRatirms Syl Weerresul ¢f apiidngrrediaittizgnarefupdtionhie

trillion processors kegs@a@p%nathaq&%tpéylm bl fhetdtgeaneg.emefmt@@da%g%u ha6 S, the
time taken to obtain the ke fstlll Ion er thnthetg_%fy{? etlme of th

uni v8rse. 5.5.2 QuesSTHY theig a"Reéﬁ QERERENTEHNE & P HELYERTNE B?“Bﬁ%“tehat
an attacker can si rrptugpatugueersethbsen(eaybetow} n fact, given enough time, 30 and
trying eveﬁyndgﬂﬁm bl Eeuﬂ | RN attacker will obtain the key. This is
identical tot brute ce attack descri bed above, where 2~5~ attenpts
nust be nal&t¥eflor e 5et‘5('}9°/bf’('i‘ﬁ%ﬂ’t€f€esd“f‘f§d8céés | QhspieeeHBHO- TnEn ks LeUBP
someone sinply guessiigbd iitidaBir Mibad gutst TheSine taksh tb RtuAriust feGdentalrpa iggodn,
t he ,ghance of sorreone W nning the top prize in a US state |lottery and
being killed b htﬂln inthe sane day is only | in 26r [78]. The chance
of somaoneRg'Gngll ng Bﬁ@”%ﬁt%ﬁtﬁvﬁéﬁshlﬁﬂ iQheRiasy resinstOn Eheftime gakend refugn O mysh
2rG which is 35 conpainatdatlot M adBpuREOR|tithe GREQS iefigh M XSIGIXI| W] @ bs @ergicatop s
froma choice of all th atons in the Earth i.e. extremely unlikely.
all good inpufs.
Write[X] Writes X over those parts of M that can legitimately be written over.

40 To authenticate ChipA 20 and read ChipA's memory M:



5.5.3 Quantum conputer attack To break Ka, a quantum conputer containing

| 60 qubits enbedded in an appropriate algorithmnust be built. As described
in Section 3.8.1.7, an attack against a 160-bit key is not feasthlesT Am
outside estimate of 40 the possibility of quantum conputers is that 50
gqubits may be achievable within 50 years;g.Even using a 50 12 AUGUST 2004
-50 qubit quantum conputer, 2no tests are required to crack a 160 bit key.
Assuming an ar rgyterotl dallhéol dhipdh Rafdogtitton,quant um conput ers, each able to try
25 keys in, 1 m est estimates) finding the
key woul drbt ake %‘;‘1‘9‘?3 %gcegl?@'lﬂﬁﬁ%a flﬁm%'é”h?s@% é%t 5.4 Ci phertext only attack
An attacket canSYFtal?nﬁb%‘“%a62cqht?|4‘érRF%deP%F“Qﬁ‘nFPaV'"éﬂft%tékl Rh 1<, by nonitoring calls
to Randomand Reagh 20a66Gn063 MKantsyz[mpm toring calls to Read and Test.

Howeyer, given SO .rev aintext as well as
the hashed" for Styh?"t?'ﬁcahs%% tex thl{"hm" S?Sf"agc' Wand%ﬂﬁﬂmtransfor med into a
stronger form osfystat‘?a@RCKS reaPORSﬁé@\ﬁorlpplapmi%emheaqsmoa&@ is5, BergChigAGA s qohsiderst ext

attack 10 It is easyautl]@m.@qm@ﬁl;,,\aoisgg]ls,ee@najayger to the connecti on between
t he System anth thentica and hereby nmonitor the flow of

data. This flow® thﬁ’if%ear‘%‘% ‘°‘"t?1&l4‘?‘fgm ntext and the hashed form of
t he pl ai ntlext, SMHP@W”@QINMherefﬁmPt@nb@SSmsmcMnt@ | aunch a known pl ai nt ext

attagk agai nst 'h\@rallﬂhelﬁmca@d’r\%r%;iure}:& alR@Mngarri%@o@t tack against K,, nultiple
calls to to Test being

ndom
successf uﬁa a”?'ﬁ%‘? Ef"&ﬁeét‘“ra@ﬁm"er”l i) hﬁ g?ISVCCTeBedI:@a‘HWBﬁ“ 4isfalid chip). This
is strai ghtforvvanedataﬂtswﬁoeqmantihengcatub‘resalbmamﬁgréto have both a system
aut henti cation n [
ST pai 1 or euaE AR A MBI Gk A e L BRERON L orer
nust col | e‘é]ﬂedt'w'é‘%“tgyb‘a‘f@%""f E?St?“leF%‘er anal ysis. The question arises of how
manys pai r sRandusd]] dams Rok| ecx edotfcﬁcfserﬂ)ym&aﬁlleﬂgflslﬂhosaﬁ $y&ﬁg<Rat1dl)nhﬁnchﬁUNﬁ?§tﬁ6keW th
this data. An exanple of an attack [ &gul gtion o a%eg
statistical analysis is differBShtial rmfd’r VPt & ?{él “s'”ﬁ “?%83‘ E&Rtaf' Sh" 13) .
However, there are no known atatna(fwstoatgfanméftw@%sm >6rpalHNAC- SHA |
[ 7] 56] [ 78ﬂestP59 1 dalhed R £) D& WS RiubrPesult h&cﬁpbdt@&ﬁpﬁl‘és lﬁ@rreﬁllt@(;Y Elﬂ'tl%n Fe'td?f% 1 ohNpt e

that Protocol C3 is not suscepiible to a F bnail lﬁ osen
pl ai ntext attacks G ven that tN&EPhLaRY Vg Y et ﬁsé'“aﬂ?ﬂ”f“i?”?‘(ig gfty
subdéquent chosen pl ai ntexts babedfSpii Xl fea 2i%enreis whtcsd ©f bredutosch where

experiments, K- is open to a pRihicbel @l wiRiGadgpt i ve chosen plalnt ext
att ack, WhICh is certaij nle%/ a stronger formof attack than a sinple chosen

pl ai ntext HHACK. Ak Sefdls ehpiSail m'@&&beatpp%ﬁ&’w padlernygithe seles st dreaty &pavetpe X, |
since there is no way for a cad I[x[paﬁrosllﬁmdietannaurnymlmh SUsRarsSadkipdtbletd® t he
Random function (the only funcl;ts!c gﬁ_{) tlontde tth esu L lgf hashing with
K,). 5.5.7 Adaptlve chosen pl ai*ht AEUQR (054 e ?ea‘kc At-of attack is not
pos3? bl e dtpadlisY] crlkiSk.l¥iMEe | O<'S|S@phﬂdtbysmls'cémw¢3lxecam ol dweavalybsaireade Kiven

attacks. However, a partial fogm,Qfe Hahdom m&aqisnae&ap@webmatag@a RS thiZ
especially since both System and consurerI eﬁlsttcﬂlge (é%é?l cally ava%l abI e to the

attacker (the System may not BEOSVENRESK BUY R EiGively a
i nstances, such as a specific twae orce Fiek) HiVAGition psly paict Moraobd Welsn sdowni ty

agai nst al| forms of chosen Pl @l A8 ncalohREKS xs[cZJstammhoSon'lﬁar%ﬁhel%'é&é}??ew Iy
becaqt;se t he HVAC construct has two secret input variable the result of

t he’origi nal hash, and the sect"&tP2kei\M Ca"?ﬁ'éuge “stq*RTFerfﬁ”tf’le“I“? § &M t he hash
function itself when the inputcovanitibhecidonyear @M wil bediérehar der t han

findi ng col l'i S'l@agﬁébrlx &ﬁ\g%}_&& @dln:@rybrefvm 51&59“6“1'@1'0% oh the Qﬁlfeﬁt%%tion CBF Sm(gg mer

reqw res direct ccess ermtted I n ot oco rder
t 0 gener ata8 afpsker ean@ply Phipie Fhowsn BuftKl[f‘} @mbgp%&mg Randongfigady piidyless g itiale “Wﬁa‘t‘“'c an be
col | eﬁ t ed tﬁB/deﬁi%d Rtahﬁﬁrk( Qrbru&rf&CJMORk, @fb‘dmlﬁ%@[rd%r © pgv[fmm Ihgsg clﬁcﬁ@l té’)@&ttaﬂ@)n
att S a unct| nitse reduce t ack to a
G 1 fr ont 1 ABUBTARATyereoat Pl e a ol 3% AT Pt e o OB
5.5.13), e)@aémfm Engle@t"@mBetdlffaﬁnt@rtaﬁlew@nmeglotoe*tlmen col l ected data. G ven
that there is nme@chid@kifnb had is HROHE RO Y RES GREL BCHnak NP MB@%' A wskatrerdentOT
HVAC, Protocg{ d]% 1S resi tant to the adaptjv chog @E ?%&g\%‘g att acks.
Note that ProtE%0h 144" HEY IREsTe BIEOr g PE et Pyl and Gt Bosef ul
error att ghdeefore used to help protect K, against differential attacks. It is not enough to use a single longer key since

40 in practice, S is likely to have limitations on key length (for example, if S is HMAC-SHAI, the key length is a



5 An attacker can only |aunch a purposeful error attack on the Test and
Read functions, since these. are the only functions that validate input
agai nst the keys. Wth both the Test and Read functions, a 0 vaASUSBE2004
produced if an error is found in the input - no further information is
given. In addition, the tinme taken to prgduce the O result is independent
of the input, giving the attacker no informati on about which bits) were
wrong. | O nfaxpiumpd $&Fbitk. Addingmorabits&cthe ke addb & @btextien)fIt islihtrefoRSaferdo [rotBet KnAdri NQ
attack Any i t ed is
over Severdar-iffeq){)ﬂalgtftkac&h%'k Qﬂhe% ;e%Qi(p\?%?t?aggFeghlgﬁﬁ arg %ﬁ%{%ﬁﬁ?@ggas e}@ tﬂﬁtﬁcﬁ@é&
HVAC- SHAL sihaigie toHkhdgiermine 5\9 etﬁrcmf e GmidEhageds yo M yeartiiely 1ol sombingiionginek B9 i t
bl ock at aalculgres,,Congaadent dyxghai ni ng attacks are not possible agar nst
Protocol C 1. The st |nst
HNACg)r s the bi r}tléshaa aéde&f’rteca‘ctf?nhgg%egmangﬁ?”ﬂ tlons m 35\ U?dcbc?l%lsg%le 1'She for

hash functtPé??e'Pf?F[%d (R] pairb@mRtpeker must use rnganmtoaqitl ryT Paqtp?fatt\tch calord egpensiverihamal | y
r easonabl ectiskindcungteanst bsuahneasor%cmpmsrﬁhrtrhem@é rhbhairaeya rRhiln@6 Kelhys only

possi bl e n th cont .S h ed. 20
Pr ot ocol g]g”ee" Caﬁﬁwmk mg’q{aet%dh B h5 a”ﬁ l‘?etr ﬁn” f%ﬁéf‘ af?'ecmnfﬁté’ g’gﬁ%ete(gf‘rrtp‘ésends a
nunber t haEtactmhmtcalbmlyrgrvc@ﬁmgﬁartueidermﬁtl cSKt[RﬂeaarS@s'pblnseertamorrrﬁ aeripd|Fogmore

aut hgnt i cahfoRtiGNiPsecibdice the authentication chip nust respond with HVAC[ R
~ M, but has ng contral over the input value R the birthday attack is not
possi bl e. This [ p¥&geidety! rrefe%%eatﬁﬁ Protpgol &l fdet the Wpipe %zr%ogaayu%'@léhbe the

gener at ed samdregiargjesedf.theAmpuatatug @kdithe muStvalids 0 giadicas@arbahinpoymat e @tokicsd @ fthe
Tessage { hat, tﬁ%u@@. clyfifecS ARV AL Uy (AR RELURAG, b BURA RNGPEIARD WHO
shares your burt one ch erefore at t enpt

new val ue wté‘ﬂﬁl‘i’atlﬁ‘at‘b"t’h@ ‘PP&%W‘“&fThREt%!hﬁ” et g & TRALTWstiards t he sane hash
val ue as H R ~ AdotheHbimens @ste hitoer PRy&bIEIN iatidt hadig craatﬁroram:hrphrapo E&ae&s fudkntic@rse al
the correc f i r.et e ng on
whother ¢ REARY SR oL 85T iatd SRR @ Do B Kef EUML OS54 B PoBERSORLTS

t he correch] hzbined sdrigely(4 Pﬂorowhlleﬂlaxmetmdr#@“alwlellt%"s\tabmfo'resantpt? if Ry @refeodhitte a
real authepd doﬁ@hxhtﬂ'@rs &M, But itBiHhott-Qurh B ¢ t!\/h@m GWR' fi6dd Ma) y}%teh‘feﬂn&hg Gretpdate M
and since the dec nt on t he read-only

oo ts of  MDAHASH TR AL BobP g Bt e S VS 5 Y paae a
r eal20 cons waitered i blyetenChipatatdSypetmng to find a collision. The alternative is a

brute force attlarﬁ;aiﬂ %I%aﬂt’r(r\tpfugﬂloh Q%er%%ﬂoei%%‘irte]%at@ e {K‘n[cd’l"(fiauﬁrgﬁlgﬁéaswr(tg %UI ring
each cl one consurrah e to have access to Syst em consumabl e) . brute force

search, as>Yf&BEFBEE™ BRI afte %Q'eg'”Feonger than the lifeti rre of the uni ver se,
in this case, p"arereatetsbreeﬂamcatvarmges“%mmoltco the fact that a tinely

gat heri ng pof I mabl e nust be decrenent ed,
there is no b‘gtﬂﬁépﬁrmé&g ‘%@”"@g‘%ﬁﬁtﬁ‘%‘ﬁ% np(?&?Sgunch this kind of attack.
5.52i1 Subst iGivge Xorelang etip cannobgepdrait BlXd &K wphaubin key Traecepsamelsrhaniigiiearion cgiged i n

each SySt &mn 'S%tehﬁpea@ tB%esrgIQ?pemrv% 10\9@& SdrlsWadh O feﬂfnmé@ 2@-% gh%r@[attoﬁ%ﬁ' on
chi 0] is that no state data is ch ang ed (Y:onsequent y there i s a“constant

val ue ret ur ndEFPREONE repRb e styn k‘ﬁelone 40 chip nust still return SKI[R ~ M,

whi ch is a 1@0wild ringy af Kdgbased sikﬁatu%ﬁﬁSTn&Qlﬂé symnzgic cABBEHIPhGandorl Abnbld t | ookup
of a 160-bit ul t hi s ire 9 x 10" ~~ bytes, or 2.6 x 10"

t er abyt es, cé{q al eﬁ a’ndrtnessa %ugngﬁgatoﬁa%er s feasible for the near future. This

of é6urse Yo&syed @rgnaeweeemd @retk*ey funetionsaemisafaverighies ankarhessierdd veeidl than etyimgtrit he

val ues for th orm A conpl ete | ookup table is therefore conpletely

i npossi bl e. ;k gstrtu ion wi.ith a sp parse | ookup tabl e A sparse | ookup
table is ohl 3“!“5 S RL R O Ség”ﬁté%‘a“&@& dard At " o Hg @S 14t AW ER BHPTOHC @MYP are
sonmehow pr edikep alpdrighm. Aadilienm kédyaize ef 1R &bitsiproeldss aprasptiamrsecdrhneif £ @ndpmmaricnber R i s
seeded wi th @rtpturrtﬁﬁrrevrhcrarmma%ggﬁgv.dggate Sdludy ATNANIAEYAAL! Y T andom

event. There I's ossSi b manufacturer to know what the
possPbl e range %CfnseRuqngy ek Pratorol Sl sheon waxlp Adkentisale Rhipp is thisad Bgrortfitedfat ed
chance of OgpAgndmopt 0. 10 Since the. range of Rin all systens is unknown,
it is not possi ar se ok al |
systens. The geﬂ’gggfuot%gglr”% CO?Eepe"% anb{?eun%ijegly't1 ggﬁ[gf org’E hngﬁh eai%%ﬁﬁg?veﬂh
attack. HoWweafelt Sysiems.i s possi bl e for a clone manufacturer to know what the
range of Ris for' a given System This can be acconplished by | oading a
LFSR with the current result froma call to a specific System

aut hentication chip's Random function, and iterating sonme nunber of tines
into the future. If this is done, a 15 special ROM can be built which wll
only contain the responses for that particular range of R i.e. a ROM
specifically for the consumabl es of that particular System But the
attacker sti II needs to pl ace correct |nforrrat|on |n the ROVI The attacker

Y I T T T



need to contain responses for authentication of a full consumabl e and

aut hentication of a partially used consunable. The worst case ROM contains
entries for full and paoiaaly used consumabl es for R over the I AwtusTmoof
System However, a valid authentication chip nmust be used to generate the
information, and be partially used in thg _process. If a given Systemonly
produces n R-val ues, the sparse | ookup-ROMrequired is 25 20n bytes (20 =
160 / 8) nul ti pAliheckhisy[X] b beranyhekrd Ofnatdic ffifnetoa tbera/iahdegganfagy to Mple‘lﬂaa itak Me t aken
}angu' L\?t 2‘2{; u ﬂ&g)?grg%'he% Sgﬁgsﬁnﬁﬁﬁg ?r];thnlts ng% 10 l?efl(())nré%%gd tpee%n\é\{e 1on algorlthsm |tsO
returni ng 1O exaeltf“é? i |51tl°0nsthﬁd@dtthése@@épromoltffmusred\ilthgsymmetnmgrthmt Pretoggl £3

pl ace consunmes egtingy asaamaﬁgermbtoacoltmm&t t@@ﬂiluﬁWRﬁﬁ@th@Fmgﬁh@&&bd’éﬁSS in

suchga situation i i, the r nd cost then,
depends on (','Iqtn?]eguentl R Sb'ﬁ{]lﬂal q%e cgllected ud anaa/fleddn % P[&’%ﬁtﬁe réla aétg% l‘gwowflfehat nust
be i ncor poreferatde lfﬁWFfIqean@‘tﬁkEﬁpstht %Sea/dﬂill’tqt@ﬁ C3a custom cl one consumabl e ROM

must be built t@opat Chm@a&hmﬁﬂﬁlen@é(Q'rtWtwgﬂlﬁl“ie@tmatlcﬁQﬁtpﬁn Qt'dgrft@lfe@ﬂ‘ﬁte%%s'eglre

aut hentic hon, ¢ t be used f er to provide the
FUl | and” piTar P LS e ey ™ G S G e P T o e
Syst em nusthipt her ef ore be exami ned to determ ne whether or not this kind of
attagk is yoft hwiokds chor a clone manufacturer. 35 As an exanple, of a
canera systemthat has about 10,000 prints in its lifetinme. Assune it has a
si ngl e Decr ementf! STRASHeYy JYSHFE o Goniay2 lﬂﬁe PIOHH OEProcETES PRV Y Iterapvelia fg ptansesof |
second betosgrmechbtlas Maoufidedd.in lhige qwmhesam&ynﬁttoemcmﬁ‘lents Pgfcgemdy ablesiradel Uset ake
about 3 ho hivas merrUa' quyrﬁt@ﬁja] 09191%%&0%%2'&11 l?%gﬁtgtboef Ft%b E%@cu? %toc@o"f%&I on
of the requires ons tion o 4 aut icat | on c I'p, SO any
noney char%ﬁor%ﬂ%a%@mﬂbﬁtrwt?ﬁﬂpﬁythan a single consumabl e and the clone
conssmabl e conbroned. pronwseautcmpsorﬁtmtsuﬁctatowmgmcetl ve to perform 12 AUGUST
2004 i +h| S func&)l Olnan b? Ke 1% e Ctnn 0oces ll’%Vﬁ(tu eeeCSSt the Cl one
consurrabl e Somehow cont alfed the equrvalen rto £7pI°€ aut henti c
consumabl €. If a c¢@n‘eon{yaﬁuﬁta&qylf¢rémp§nggm ﬁglymgg‘é%tb}? seched troubl e of

bui | di ng agcustom RCM:E?anlye@ﬁJBnt%N@&rf antfberaDtgyl%;tﬁ/ﬁkto@@se%t%ﬁbtﬁfnuﬁ@pfe%@altwm d

be to update System conpl et e re the authentication

5 infornation, see S%@etr'f“bﬁp'i]dalﬂe yrea%o“ﬁ%’é‘ljﬁ%cﬁt ”get”ﬁfh§a°§ts't°é?fff“l a‘étﬁer%‘?g‘i’"‘rffe as
a pep-System attack defimd bpthe @i Socton. must be nade about the chance of this
occurring lt'lor a gi Veﬂer&?@e@t@?o@gﬂ%\‘“%n%m?mbﬂﬂg §p9{% shouﬂ%eﬁﬁgr?rﬁ?org\ﬂclt Lhﬁepend
on the cost of the consumabl e and aut henti cati on chi ongevi t f
the consumabl e, the PPSPI NI LRFENEH 1UHESEonsumabl e, the time taken to
gener ate the ROMeretihve psinze vedifyitgheyiri@Suihe Rat (RN, satthnydietah efcryptising Apubsc Wi | |
10 cone b r or refills that use the carne cl one
chi p etc. q§5§%€5§5 %ﬁpﬂee?gﬁthl %?jgsayeaaﬁﬁ e%(gl s Existing differential attacks
ar e *heavi | Yl¥ependentegn fnsdonsanp et Ex b Wsrploik eymmatgic enswet fingliMES and ot her
simlar al @xjthns. MetddongRorainhetendds PN tWAERS D SUGMnagic dAG: ShfonlD.used i n

Protocol C a no acker can undertake a differential-like
attack by ﬁnﬁ@oﬁgkl n%hs%foaple%tut”g%&%ﬁtal ysis of: 15 M ninmal-difference

i nputs, andesteli coRetwsssgendidrapces BiipirR [ X8 1Yi ftgrwige fefues efdetinueisatoreuafd
their correspondi ng hpsitignd@ flt)laaw‘tlﬁhdﬁﬂ Al 1haGke @fen td @SN RMDLE the S For A

inp {)l out put pairs rrusé be col lecte The collection fromProtocol C | can
be vPa known pl aint e3¢ ™BYS from a partially adaptive chosen pl ai nt ext
attack. ChWRealX] y th@azﬁ@ntyekétqrnsmelwmmsyem R wiDk L[ Xb@oasnet eestismmf irlce CRPQT is
Hashi ng al gorithms |QfeggggFl§bllc)are designed to be resistant to differential
analysis. SHA-| in partic has been specifically strengthened,

especi al | y Yhteithe 80WMBT'§IO@iﬁﬁﬁﬁ‘rﬁﬁf’("é‘@é""%@é‘f‘i‘“ﬁﬁv B WEisn 08Bt i ni mal

di fferences in Theputdlic WylKy issit ChipT, phictikcscra Uyt isin Chigh. Nl Ki It GripT aisgey

nu r of i on,
thgig ?nforn@%’%ngl eotﬁd& §F§an%99@%noltﬁ% g |ﬁlrvégt)rm§{qxg§anth th%ta f MS%H%%R lssé’%]degggﬂeéto

t he nat ur ediffyrent %@Omm@%f‘)@@ﬁlﬂ PHeY): The HVAC al gorit hm hashes a known val ue
W th an unknownpr¥iadou€? n(e&d\estRaSDmm)r p:n)da,tdttgw meesxh & xof this hash is then
rehashed with a']‘oaul?tghrn@'tteChll“)\an edg l r‘kge t he attacker does not know
the secret val ue The'l [t olt'pAtsnne"tol rst hash, the inputs and outputs
from SHA-1l.are ?ry@thRh@MWO WSﬁgrldamWnetIOhf erential attack extrenely

di figpcul t .o Ther@] g pRRudshH W BisF7 8L a0kl 8kiedl t acks agai nst SHA-1 or

HVAC- SHA- 1 [ 56] [ Even if this does not change by the time Protocol C3
can be affordably |ncI uded in an authentication chip, a nove to the 30
Protocol C3 will elimnate this attack, and is therefore attractive. The

following is a nore detailed discussion of mnimally different inputs and
out puts fromthe aut hentlcatlon Chl 1 based on Prot ocol C 1. 5.5. 13 1

~ rec_ . —— " e . o o . ~



40 attacker cannot choose any X value and obtain a related Sh,[X] val ue.
Since X, S, ~ [X pairs can only 12 AUGUST 2004 -54 be generated by
calling the Random function on a System aut hentication chip, theAusaDREr
must call Random multiple times, recording each observed pair in a table. A
search nmust then be nmade through the obsgrved values for enough mnimally
different X values to undertake a statistical analysis of the SK [X]

val ues. K. W t Isykzm 2t fads BRiChpalk@eadfaeds, paasingtirellk[®];i cal | y exam ne minimal |y

different )X S@Lﬁﬂzoﬂéhr&ﬁ3 J@Aﬁgw MX%QIE%Q@W“ mrfg X, S, ~Z[X] pairs is

via the Read function E uces @H%;l ven Y, SK,[Y] pair,
where X = % ~ NYSYRR5cafpHfdipls Jest ff‘“%‘ﬁ'éjpi‘sﬁég B atgEabf Mpart of M can be
chosen to @ | i ncHigk3exitigdnds DQME,@mlaM]tmk@ﬁmleihe rAmunt of choi ce nust
therefore pe i d i.ble.

att acker S’PChOI gnstgrg 1%%01? elgﬁogs%‘? 9 rr??lfgb{'% If&elespoa?e?éésv\g%en%% Atf(l)‘ll%co %dereflor mat
10 Y, SK [V]. AGUthms'edhO §hlvél2i)t§°<izilalﬂ?redda\fﬁl"clae readl |y obt ai ned fromthe Random

functi on, it isTceaumaquat@Jwrl?@mmt&cm@m%nmg,MAn attacker can only provide

their own e a ed.the appropriate pair from Random or if
t hey know 1K C%jvts 'Xcans &?{’/95 ol ”r“Ct'onipafseE%a]\?'f“ from Random requires a brute

force searkh. Kﬁﬁwthﬁgth{tlompsocmteyorla@gadowahyd pssi bl e by perform ng

crypganal ysi s qmcmgA Ts%ut%ﬁﬁ@dnﬁ'@qc Enpmetie sRRRdNbhREE ik Aed: effectively a
known t ext att be called so many tines per

on|
second, |<, a@ﬁﬁﬁéhovéc??’g%d?'?@%‘“@y%’l'é O?f'h'i”%@’e'fher ef ore known pairs can be
generated | n pa®my 4 elid Clipve waitiond thamatuctod R] singd R isapk pads¢daak exe ashegtvatk Gectios t 0

limt M o(|t 1saptassLOQ§§stanterQ%£@E Qef%\ef(ﬁrmﬁt b@mt%"&i eggﬁtﬂg%ﬁf]‘ \MlchIml onlv bg]dcg Of M

i's done by nmking sone erent for each

aut hent i catt“i -“(S?YEtd‘PM Koy Oacﬁdbté‘t“ﬂe?‘ M b appegfedye ’é@&g tBepehftresahfeypncotiseCliglagn thert v
partis of Mesfyanil dle deddd fodin re, AR T f1E£ RNM hPRenRAGHAMILIRE BInEOBLA ONEGHH] D, SO
coul d be i-r'%fé&inatl on such as serial nunbers, batch nunbers, or random
nunbers. O Decrement Only parts of Mnean that for an attacker to try
a different M Rrbtespl Calres thmfojlowdiegadearapdss: t hose parts of M so many tines -
after the Decre:@qmesm%y)ggﬁo&&v&fedm REeaRERRafRdIERd o O those parts
cannot be changed agal n talning a new authentication chip provides a new
M but the® ReadSiTsl ﬂBbﬁﬁlpwélpmnmtgwérakﬁuRfo'@%m otfapcsshte hisal SR @di ous

aut hentication GhtR,s KR@%T% Bé nﬁ]g&‘ltie'n@@&)mpteréh}% JoREUMEbNYinRBurdfat RGKEBF asPart
ability to choo nse uentl %?na[}]‘pattacker can only gain

alimted nunbe?ff%?ﬁsfe”‘cﬁ%llﬁgég treqﬁ'ﬁegé%l?eﬁgiec\‘?'é Begtiqa and M 5.5.13.2

M ni mal Didfer efimwe COPT pudtCGhipARvbiBain &fferkne kegs, &ien@ttdsar@lo€ Chip kil Seveal s@liingdbouX,
S,~[X] values where the SK[X] values are nmnimally different, and exam nes

the statistical differences between the X values. The attack relies on

SK[ X] val ues t H&fhiphisy peyisied! el Bystern ihgapi taddsiehunber of bits. 30 For both K,

andoKz, there |’ﬁ1eﬁ@re‘%@}{ml§e95f\@n d&%a@é@%ﬁd &@tagmecr@mn@% atfoM@Bh S il fréhn @F VEN
S,,[X]. To do so woul S a one-way function

CHVACL SHAD.  ConQaRTEIPPY "KM HIZ) RGP EFa K¢ REKer o mount an attack of
this nature is Ewnif§aemdodd be robisesotedd CXipA ﬁlﬁ[lexfjs wp]adll‘@ted  Chiplr atiid. cold s@ar ch
nmust t hen be

di fferent Sh| )rz]aa q\%? E’égmg O%%&QQS@@/%Q% atul}@tg ‘lleééa)ﬁg dﬁﬁca%qgﬁhegg}o 'ﬂtﬁﬁy ' e]\f/té)tl ues.
G ven that t hi sbypsyiit paesntisgice Pigigedk t han a mininmal |y di fferent i nput attack

35 Gwhich is exm(r»@mlyot&dorﬁzt@da,dju,gertoed.gahb@magstri ction on M and the choice
of R, this att not fru titgltlon attacks In

sup
order for this ’E]f?‘i‘ﬂ‘e'BFa%?Pf'b\Rﬂ?eﬁdé" &‘a‘BB?‘P ?%‘B‘"%Sh%e"gépt ‘Tdd%‘é”’é AEIMEB! e nust
contain a real @utdqenty @etdnipris lobdrpyordaetnplenendinined expepsiefthap citeichipteyuireg frs abl e
since it never gghLs decremented. The clone authentication chip would
i ntercept nessages, and substitute its own. However this attack does not
gi ve success tofo réisTagtanatersiey, each ke noalstp Jes1208%)ia (compsmsed tgna intsmen oA IABKERIT cat i on

chi psmay Choosesymtetr.a Qy@&g&%h)qﬁw@tow lcn )em@mamai ift@mbdie h&ky R&tyent i cation
chi p. However thgr pstl nan%%ecry ?gon com nespm%[u Leturn the correct response
(as if the Wit@“Nag" §cCEEdeE?® t?o PET TN tHe '¢BTrect response, the hash
val ue mnuste be Kkikewenefagen it ipe-tsyrb&ahdom anmlsduel\notgﬁsd dgscri bed in the birthday
attack secfion, If@ﬂpﬁkﬁrﬁ&éﬂ%ﬁte&é@ QB lieredRl 61 mr@lﬁtnefs 'ﬂﬁml@iﬁ?uhm%@'gﬂ@n Qe@okial Iy
updating Min a real Chip, which the atfacker does not want to do. Even
changing the R sent by System does not hel p since the System aut hentication

chip nmust match the R during a subsequent Test.



A Message substitution attack woul d therefore be unsuccessful. This is only
true if System updates the anmount of consumable renmaining before it is
used. 5.5.15 Reverse engi neering the key generator 10 |If a pseuzgssguanziom
nunber generator is used to generate keys, there is the potential for a

cl one manufacture to obtain the generato;_programor to deduce the random
seed used. This was the way in which the security |ayer of the Netscape
browser was ini[lftﬁib'fb{uﬂfldﬁ%ﬁtw z[s&ﬁﬂware51050n]ﬁs m&ﬁlbﬂwoﬁ(foy@dﬂJﬁ%ipfbgﬁahQMg
process Prot OCOIrrorcanld norerhd orous testm % n%e?gnt Pl eut]pn iler and mea\tl1(e:n(1)atlc pri tlves mustq)e
data before the Consuna Lﬁs é PR T OBl B AP M S P ] (to
aut henti cat e t héorpilt @quemfhmchea@lﬁnqméonmf Systee. B@nsrnmmn@hmqmdrce@véﬂn

aut henti cati on. s.,ﬁgiy.;smgaSymeﬁmca{ heres to these two sinple ruI es, a clone
manuf acturer w | ve to sinulate aut henfll cation via a nethod above (such
as sparse ROM IAO'B‘RWM“”’B“%““?‘?’”IQ@&‘%”‘WBSﬁiﬂ H@Htsﬁreé‘étl‘?“fﬂf"Eﬁ'ieiiga"h\‘é’ diflsertd ped
above, Pr ot ocolcr@kanslsgywiriess taked obytetes mxt atadip dbd reivithiey Kq isuebbletositcbdsen dat a
before the 20 copsupgeble is used, and follow every wite by a read (to
authenticate the wite). Thus each use of the consumable requires an_

aut hent i cat i on. 't veuldbepirirsabirdnieer Rhiddepursingsigfandpn fagtRlbef Ghird isalferiasly Polt Ron
chip will have nhladaetphlfaicapmlopri ate state data values decrenented to 0. The
chip,can ther ef er _can t hat hIS only
hol d$ true for }gruf)“fgpg%a” 5?%"%'8” ‘(::}H}s Cou"f’ﬁ’hfe eﬁpoﬁﬁgs#ég‘ctgee ts'“ﬁikff"%waa{? itens. |f
there 25 is no @ﬁfaie@dd@maerd@mwemrvmd wi th each usage, there is nothing
stopping the r emtmot&cb]emcdne Sy sparieR umgtéaa.e%ﬁ lof:pr@lba‘of € € RE RuBRIWRIER

Pr esence- g1 e% auta,g atl and Consunabl l?l aéjt hent | cat’i on.

Prot ocol CH™&#Y r‘“di’)t”ﬁ“ts ! ”Bé*ikffbtf’rﬁt‘i”haevaﬁ‘§ t“ﬁé‘tp”‘l 1 208 ke [hepp erepsdless
Decr enment dDrileyalgkadf éhe iinp@nehe bdnatis teue & thesalde iblyadt The iy skapmg prodae geadtahelt inpeatt i on
chi Rs Canno&oegﬁt P{aeéjtgggthwahpgc}&evé?qtﬂa&e& zﬁm ?A M)h ﬁpgnggrngg%ﬁgvhgywagb%g&l d

programm ng 30 station that has e seCre

Management 2O88EPYT Bhinpus VA Th'sdbtftﬁé‘f'itbi)tbﬁf 8 ey fngiass cost s AI t hough not
strictly ase.extmbtead cattack, a deC| sion to omt authentication in future
(??/fS]'E Z:‘rgn![ nng_; ggfgrotocoll é tthm;():ts {0 so%ve o]pe ?_lfthr%ﬁ‘)\r/o%leps Wgeréét ngLOYOC ?C Fand %? mtha?%asné 8fn

t o remenbéRhesn b gathersd vethsfattenkﬂf(»m ﬁ is § o EEThessppitscterche used tchraavnt ad atitedrhosad t er

t he 2prar ket e agciednad,! 8d cands us%&/ﬁﬁ @ff&erﬁlﬂqwl)rsi's Bk, al‘t‘ts Iﬂﬁl@%‘r&@in‘ﬁge @Q)E‘s'i mmsc%s wi |l

not work with oI in circul IS

i mpract i caf"Pgn dbse&%ﬁ ﬁﬁ‘nﬁfﬁﬁ’é\n"f h?:‘ﬁfhf B‘F‘F”?életd'a%?ﬁﬁsteg‘tl%?&‘é'“g ‘5%“81688‘? P§S9‘§f’em;
W || not wekrdanngj dotthis diree QBT is pridic bridédertce B Gandt secaris addaibd, eisce R inrahdve, 8 @moind
case, ol deernméya,t SRy &@sran Qﬁrybt@mevsm Uak {oXZhﬁalAt(%rueﬂotgyol ESPRE) Aok U Lem

aut hent i cgt tion chi t hat has the same progranm ng

i nterface, 'tB&‘l”'deﬁ LE””%@SFP' afd[}ﬁﬁirﬁ’wo'gf“’\ﬂb?%e%B‘E@égﬁémdﬁ course the System
may 2be 40 pr ogrBenediot & td eslyptbah Ramd &k mgn;assnglutur(ee@tdatﬁgnpifemtesf ifiRes i0ifiact and
shut down. general&l b’?‘@%-% 11%99 don@@rn\No rm&ltR @fpl}{us I%rarﬂoglgle @ﬁlﬁbgf&dl %’lpTchil]]gtg)@l

cl oni ng of high vol une consumables s al nost
pat ent and"CHRRER G2 P CYsED Ar befnglidedapiainl ¢ ch thiey¢d| omeslE UcHeE ¥y may be,
say 50% Hoawwlg8Mhee ¢HBASmlisSre¢’bO§r Rtah€R© ElkdﬁtuleOS)&mﬁ@iS Slth}Jpﬁon carl theréforé bOdaRly used.

gsg,l['lfeﬁft gl‘ Sr \éve%‘otocopCi thgrg Ple us%gtw% l(gygerhe fl st e)als use m CS)LF(fohenglg;%Ji[and g%g?rg%{e%)gnt he
the3Poss ik Thﬁ?ﬂklépte%%@éplgmﬂtc@,s seaﬁ@i_chlh@wwﬁénséfaqfd ?\n/éwquéﬁtly Grhepﬁaif ths Rijray be
Si ggl fi /cgn@;Id , CRiph BRr$B € FOfsind th8 RB&GId ALy, #RWuPA] tﬁé ﬂagn ’lshUQ)hteﬁ%en@s ma&/@aﬁmkeys,
or door/ dogqr.

e r situyat ion o
aut henti ca A}l;baywof%h'toﬁwgeesvsff’eéwgg?g%mitﬂ' I?Oglnlli H‘ifiypted E?'f’ Sef%@z?}wsm ons. This
i s because the Bothswrmercoli @chsdyipdorttdie theritliowmg sades:of Syst em and Consumabl e
aut hent | Calk' on chi pSK@tforteh@ypg bhlgpandgeéyp r%lr%ﬁnﬁ/@tl\ﬁ/st%'séeﬁt attack 10 This

formof attack is onI success I n . one t wo ci rcunmst ances: K,, K-, and
R are al rfdy recor d® Wﬁ“W@”%‘hP‘ﬁhﬁ'%?‘”ﬁmF MistbestfEtat t acker can coerce
future valRies of K, , Cirredd randentinurRbtroMbee be secamaiachst Hekechadrmh s didfereat atigulivabe for
Systems external Lo LOfRaraTL G Fhald G0k, bR hAGoKeYS, 1 here is
no amount of force or at” can revea programm ng of

aut henti calli on chi psMefEIfélst‘PFfP‘b‘éGu"i‘elﬂt'%“S}’"S@étPa'éﬁ“@s sppegrpuidie Piggpnt fajimic it over s
the process in nore @edksabth)veiShespMadnt hadbd.y designed to reduce this
possibility. The level of security against this kind of attack is
ultimately a decision for the Systeni Consumabl e



owner, to be nmade according to the desired | evel of service. For exanple, a
car conpany may Wi sh to keep a record of all keys manufactured, so that a
person 20 can request a new key to be nade for their car. HowevesuquaT o4
allows the potential conprom se of the entire key database, allow ng an
attacker to nake keys for any of the mamgif.acturer's existing cars. It does
not allow an attacker to make keys for any new cars. O course, the key

dat abase it sel f Tmyloaing andensertcksfet.ed wWith a further key that requires a

certain ”gﬂ’g‘?r of pe&%l‘n%%&%ﬁ JEQ&E%:JJ&%XE%&Q’E RYQ .&n‘\e%sepc%%%w% gfor access.

If no rec is kept here is no
way to makRXadditi on%i{er%@y@"@%wdn@rf@wzﬁ %@%Uh@éewﬂmmmc% fiactiee P wi | |
have to regkpce his Q&Fnagfuﬁu&m&tlleﬁﬁﬂslqu tﬁmgxtaa;ngdatab forhl Ehe@@,rtal ki@déﬁjre nfd s is
B?;[ n gfe?ﬁﬁr Icla?’/t ?I 3gbcei lc?r{gt Hoau%hl tggcr(unterythe C(R n;[cgr?g) someonf: éeneratm afarrgom ? %natgesltfzg?rl}tss and
al | consumabl es. Cer'tSaiiamfsﬁtq"fSlmfsba%mmpmmncrb’w@nk’évs1ﬁoé)ltklemaﬂsfwve\r%zellfsbf ino
human w th know edgenmfctshgdikey, and therefore no attack is possible..
However backup on is not desirable for a consumable 30 such as
i nk cartrla%ad'gg ﬁSI ncg’sf‘ff @h t%f“i[‘g# t no nore consumabl es can be made.
The manuf abstiX.ef] sho@tiel drveReafror @enkalequea ROGGKAPRDT Y1 Greerkiegyretiing @ Thedmeon i n
sevepal parts, whereg@nefbdi@oMmul BIRE iR tor REARLBuHRL tideQ0et A8L PRI pe their
portions to reveal the full key information. This may be required if case
the chi p progranmmi ng' g*f%?ﬂf%ﬂ'%?&%'awo be rel oaded. In any case, none of

t hese att aRdes|Xqr e ag@hlmﬂs(BnI)PCﬂtlﬂmB@NIEﬁbmll]KSE] Retursd M CE[IVO YN iABRYS- Aeeiwke¢ 0l ved
in the 35 authentic -

progr ammi ng st age o?‘te !tuﬁg'o Wh?&ﬁét%lgelo’? ergalqlgsr%bgldén%g@[géﬁfgag%mﬁg@etwet%krgl %s. 6
HVAC- SHA1 The nechanic@ifM ofldUtvhent betht seonfor dl aopdinpd¥AC- SHAI al gori t hm
actitng on one Ofte pHMé@f@laﬁﬂen(ldi’nonhﬁas}onow 12 AUGUST 2004 -57 HVAG-SHA 1 (R
~M Kz)Thjs pa§tste §gmlsn§l o br H f t 1 algorithmin greater detail than
covered so far,>a S RS 3RS prtnlurrr’f'zoé]l’tl on of the algorithmthat requires
f ewer nenoty re@onjfr?ée@um%rhtHﬁés[&]iicgﬁyﬂa’hﬂdef| nition. 6. 1HVAC5The HVAC

al gorithmis deﬁ@tembe@mmcﬁepgtsm@aaf;’m@on%a;smgunmm Yy, given the followng

out pot 1o H (&g A Ty ani%écﬁwfva%%% porfiecaned 14 ien

t he 20AC f unct i omatehsCliA Heetapp$si Mdik M| Re Osec\nsetcmheyo shased by the two

partiesl0 § pad e HVAC
al gorlthmél s ass)%%rﬁﬁl Eaﬂpfqaéh%j ﬁ?dn@f%%ﬁ%%ﬁﬂ%mt es 5/6%%%% Z[QQRB ggﬁ%}qt es to
the end of K2. XEFERifids gun byylMe Réf“}dlcPF@PaE?Féa%aé‘éf therinput \mluy 'W%'euefm‘amﬂ @h'mqopend
data stream M tm i h@sidéddbyldansd Iris RErmad 8 e | (I2)od CARRliyinid Hd b hgetrhédeam
generated in (333, %S%ﬂntzhe 64 byte string created in (1) with opad6. Append
the Hresult from to the 64 byte string resulting from(5)7.Apply Hto
the2éut put of (BYdgnbovurpurerinBisredul t 20 Thus: HVACCM = H (K O opal) ~
H (I < O ipad) MrbtohNé@aSHAfdllo@hQ@lwantagdm is 5| rrpl y HIVAC with H= SHA-I. 6.2

SHA-1 The SHAI Sg’ll( @rg ?e? hmis ,d sdcr l E he cont ext of other
hashi ng al gori tlﬁ‘r’?g hEaE S) 38 o rye éi””%rm BB Y ef i ned in [27].
The al gori¢hm |§1e$lmmymgc$dleh£mes eanypte:l S2hdoit ts nctoesilantugngaieaudiefitanied | n
Table 3. There are. 55Ar{3a‘?t9c?<&f&5&$n§t b‘d%%a&igo(g'x”!«:gkﬁl&é%ﬁb%r ghaining variabl es,

and there are 4 additive constant Astants Used in SHA-1lniti al
Chai3Ri ng \Val uesAH¥pgkerannot call Read without a valid R | S[R] pair encrypted with K. K; is therefore resistant

ZCL:(I% gSt an'zg hhgggg@%BﬁﬁéhyéfoéA8Q 3ﬁ§&h&@§ﬁﬁ@9ﬁ893{12@&15m€%&M%&%ME)/3OX8F
X
Lotal ot aar 5 b e AT P e B S R AR v Bk .2

defined: H,, H-0 cpr,rf;latllef’rbe&mdn HBe vallrssanétf@zutbuttvalmromthﬁg’\ev@fnmcam wxe gereardefo ned:
A B, C D, andunEnoan]@an@?( bit tenporary variable is defined: t. 12
AUGUST 2004 - ghty 32-bi t tenporary registers are defined: Xo , ~.
The *f ol | ow ng f%?ﬁ‘&‘i‘l‘sc?ﬁ% “h‘?eﬂg'tzl%sf’?cﬁﬂﬁ'“f‘%‘fcoﬁlswei‘s sughg5|ink-Jgf Prifeih 4 HOSASYRISEY i n
SHA- 1Synbol i ¢ Ntemept(ohatrtqnedaassystemtms@ﬁHAddl tion nodulo 2"X i< YResult of

rotating lef tthr h t S| 2)a(X Y,
7) (X n Y)X‘v (X h ?)%ag‘ g B eh??f“ﬁ?g %ﬁﬂif(r?é"%yze?%(“ﬁﬂ”c E‘Ygﬂ”\/h”‘(s ol (BB Y
of firstly paddmém?fﬁf’é‘oﬁﬁﬁumdhﬁb@§a‘@é ﬁ’@banééceaserﬁﬂﬂoﬂuﬁpfé of S |2 bits and 5
initializing the chaining variables Eii.s with h,_s. The padded nessage is
t hen processed in 512-bit chunks, with the output hash val ue being the
final 160-bit val ue given by the concatenation of the chaining variables: H
11 HzIH-IHalHs. The steps of the SHA-I algorithmare now exam ned in
greater detail. 6.2.1 Step 1. Preprocessing



10 The first step of SHA-1 is to pad the input nessage to be a multiple of
512 bits as follows and to initialize the chaining variables. Table 5.
Steps to follow to preprocess the input nessage Pad the input mesgge2004
Append a 1 bit to the nessage Append O bits such that the I ength of the
padded nessage is 64-bits short of a muljs.ple of 512 bits. Append a 64-bit
val ue containing the length in bits of the original input nessage. Store

t he Ielngth- aﬁ rm&tdeﬁdn@l’ﬂfﬁlgrﬁaﬁtfurblldns ExfesOf G imds@gd z@lﬁtﬁﬁtlcﬁblwfd@s't&é@gﬂOInmtlkber "
Initialize the ar.l ,, H- f- Ha E- ha,
Hs ~ h; 6.2.2 §£l@h obéseegg%me%f‘ﬁ'gpto%djaed i nput nessage can now be

proc essed.* 15 V@gfptutycfe@@nt nd Sm@gagecwphoriﬁll@mtbm reyliro fevsr. gaaaph a§ eichiotverlfy ock
is in the formtazfnal;ynﬁqexlcaaorbms words, referred to as I nputWrdo_ is. 12
AUGUST 2004 -59 Table 6. Steps to foIIowfor each 512 bit bl ock

(1 nput Wr do IS)%SLB?keFﬁ‘ée fgnsym ?‘Ibh‘t“”%li’tt"%d‘?eﬁt"éh%tolbsas e 2s faz @n gsymipetriggpublic

| nput Wor dj Expanidydieotit®mi Atnindirof TRFRds cap pbeidd ppréfhite sccu(nt&)@: sytmetriXepen@tiéh. Xj 1 Q
m X -16) (< I)Ilﬁ'd“tebéllir&&omr%é J‘r%%n\é? l?st%bvﬁzlp‘blems H, B< H, C~H, DE

H~, E ~- HSRound | For ] =0
D) +E+Xj +yr% E~D, @EO@“@EW@B@O@%@BEUW Vi getipEder EandP theghd@ of Eafd S ig o 5) +
h(B, C, D + Emvua(j smzaqﬁﬁ—li&naEg@eG&ﬁaB& )o,teBtTtA A~t Round 3For 1-40 to 59 tt ~
((A 5) T g(B, BSO ~A, A~ =60
_}%t E. 'g (A I%pen%nﬁ()rhtllz'eEljoscjbfncgyp@n_gl %n ,)}(E %1 eDatl @ne-ECO(nB 58@' Wn%\ﬁ)dto pdat e
chal ni ng var| abiclegid a gOOery#ep&ndSHZth&alEbntm {Bjnki8fed -QeiBahTieliQrd-venp fos EivddS+E The
bold text is toygpmphasi ze the differences between each round. 6.2.3 Step 3.
Conpl eti on After all the 51 2-bit blocks of the padded input nessage have
been processed, fEheA emltcﬁwif g negR0f the S@‘elaéth‘tnﬂ‘é‘“‘t’”iﬁgw caggip It coEdingfyi ven
by: H ; HZ ~ I':Smmethlélenhrybﬁnd decrgpt 4un€Nhdlif. Z(&]Edq@di\tli €Eh dﬁ@ﬁﬁlﬁ@&&ndr@&;‘n@@@ﬁcﬂtl on

The HA-1 Step rg gf.[é(g%ngwé‘]ﬁtan tftescng(?etqmregtforrlpro%occq w[)':h on| q]as encxﬁpt functp Iy cul ar,

the 0 tenporary val ar dwar e
i npl enent at i on.If rhhn@hestec@ttmom desvlsmmbeevoampsomawmoztand reduce @mbhetySFﬂ\:slgn test,

al gorithm t hat QBbppsYSILRedS bt ﬁ%fa&@%&’ rerdﬁﬂtgsfﬁe%&ﬁomllsnﬁsd’aﬁw&tu%ly’ BhipA g on
is from 2560 bits dgvy@to 10$ ’IB"ﬁi a saving of over 2000 bits. It may
¢ CEHR BATY

not be i nport ar®" PR EHHEYRSR gthﬁﬁ‘t““l”ﬁblf Hehe&‘tfftWéﬁtPE‘&tafgﬁ‘rPfH‘ﬁfwﬁ’
storage space nbhipt Bow chiptucedso whgrinsigngos Sinbioss, making tteptmord coapleothanitis chipsed on
theyjact that glhiyhapgivetde eriginal 16-word nessage bl ock is expanded into
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Ais optional. A software inplenentation would not increnent them since it
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conpletely omtted if the caller loads the 512 bits of X~.,s. 6.3 HVAC SHAl
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i s an advant ag har dwar e i npl enent ati on. Hardware optim Zed HVAC: SHA- |
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vari abl es I

Verporary 2 ety be\ghideta nPuotiunR o8 o s MalincflroRfalk ok PGS ol s
vari abl e |'§g‘?j‘é1alcﬁ'§é?maty be coggidardaqrtiadilyi t tenporary registers are def| ned:
Xo_its. Thesiqd Clond c@sdn¥Ble:sifd RANSut@sicdtioPenfphe st eIOS for the two types of

calls to HVAC t he keyed
hash_of R sl ng! P oot shioh i Routlcholelud e 0 B Gl ge 1 o

| 60 bits. Wioedﬁthq toeyuphlde leumhf(ret, ed&namnag@bletoutdrfaks aica&:qf c@mudqgngprvometsme ng.

Rat her t hadaecllamgwmdregs ﬂw{hkmp&m a frbdh Stw QALubna. iR portalitelnod e fhls Xk shve
| oad Xo ,5 directl om t ound of the optim zed Process

Bl ock (St €51y 43¢ é\t—}l‘&“tfa“o‘f’ﬁlép B§éﬂﬁ?§’é‘5’& 1 akes on the following steps: 12
AUGIST 200%2.4.62LohadviitgofeyCal cul ating HR, K, ] StepDescri ptionActi onlProcess
K D ipadX~.a E- Agél-ﬁal p%b%%@?h@s%@v dJrc%&:ofs%tlgt ongg(tﬁga%ﬁgrﬁmatm?’uys-aﬁe chvosen'lt cﬁrﬁllc?{ OCessS

Bl ock5Process RXo-~ ~ Xs-1s ~ OProcess sProcess K D

opadXo_~ ea:fllx be @gllg&é@@g@stanc%@)@:om@ orpise @5@5@5@6 dlSPStI’_(])_lllSH\rhllg lq:_other cases it is

hi _s12Pr oc:es&prailencgéﬂ?mmes;s fqp Frereiidetmatidhx] Xo_4 ~ Resul t 14Xs- ~s E-

ol 5Process | oc ts Buffl 60, s f- H_s 6.3.2 HER ~ M KZI In the

case of pro%um%%ﬁgte l;r%%wé hash of R ~ Musing K~, the original input
mesdége is a co‘fﬁsieﬁﬁbedl"b%;@ttoﬁ SO 1anESee B E RIgofomtolsd | Ay Ieuring etpeetsof doeak e

advant age mmmy Sis §imGh codi Edn&giow mm&irmawaaa DeX eipb@rghifRek akDelad Pudtdcog t he

first part,, oad X~ is directly, and thereby omt
Round 0 of t d&?w'”%e s eﬁaﬁg%omopgl e (St ep 2) of SHA-1. The pseudocode

t akes on the foH*QV@WrrPgot@:PéﬁéandCI$®twm9$¢ftmme com@@ents:

° both require read and write access;
30 . both require implementation of a keyed one-way function; and
. both require random number generation functionality

Protocol C1 requires an additional key (K,) as well as some minimal state machine changes:

. a state machine alteration to enable Fy[X] to be called during Random;
. a Test function which calls Fg,[X]
35 . a state machine alteration to the Read function to call F[X] and Fy,[X]

Protocol CI only requires minimal changes over Protocol P1. It is more secure and can be used in all

places where Presence Only authentication is required (Protocol P1). It is therefore the protocol of choice.
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11-12-12-10-01-11-11-12-1 I-11-O-0-0-d-0-01L | 5 During execution of a
WR (wite) command, AccessMdde[n] is exam ned for each M n]. and a decision
made as to whether the new M n] value will replace the old. The:Aswssshde
register is set using the authentication chip's SAM (Set Access Mode)
command. Note that the Decrenment Only coggarison is unsigned, so any
Decrenment Only values that require negative ranges nust be shifted into a
positive range. EdEtDbft&Xﬁﬁt)ll)eﬂpro&c@ﬂﬁﬁmwbhrﬂm%ﬁnlfbeﬁgem&e]ﬁiegéne@a} Hustigt good" 12
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protocol. K 'Is r anme
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to set K. a Pehsapuhemh |fhsad p?&gtrﬁa esgﬁcuany #oﬁtﬂat%ys%% S5 RY ,Elgse'&%ds as

1, and tails as 0. K, Is autonatica ear ed upon execution of a CLR
comand. |t canﬂtﬁﬁlnvleﬁéo']ﬁ?%‘r’mﬁh?éafGE‘B‘gﬁg Réie w@reraenwame Sigee R ipeandsmy to begifnand.
7.326Z KZ i s theith GOvdhiet ackRedi [&Tnn%@b‘terﬁlssa&dtlﬂ Met)rt@-m{uﬁﬁlmFMwbvePg dddcﬁh Rgialtd) el 4R
aut henti cati on 19t .Q% | <2 is, 25. ec m,an
with the authent ell“(;,{nval(l:‘fﬁs g i degi r%%&l% ‘ g{ﬁg e nP n?egtonﬁﬁe 9oy ¢ Sifira H % nce
K2 nust be keptonsvekwé'tom Rolq lbhtl@O@ahnmrermhnmred?tlF ynnuesld thzarheTh@ch@mmmdstR hat

make use of K~ @af® RROuwIdiksdnt, iR 1!&“‘&9 fb%o@tn@,@-!t fool¥b ta@“"f’c{rMebar?qmaV\@@treﬁ X was
passed in as one_of the par ame unct1 on. requires an M

te
Sh2[M| R] pai r*J8""api0e o Taperd a ﬁﬁiﬂfé@“%‘ﬁf"ﬁﬁﬁ@a le’?eo"mpt“}lfé‘e%{iff henti cation
chi p5s RND f uncRdttenthan3fkcrdentiusingsi@dder, AnctHaewdy @ ehehg g 8-ivva ymiagh ifas mCLASAN

HVAC- SHA | . As(Lﬁ]\a’é?'ﬂeédB c?g'rgiltll{%lsgﬁ 'H{ls%g{ magtﬁ\égo% Ian a&lg'ryn%i b%ﬁL la%f t%ﬂe%ﬁ)‘?‘t ed

random nunber, gathered from a si ca enon”enon
be generated wi fefermiae BoRss et o %J??”Péﬂ?fc%ﬁ?”hﬁ'ﬁ‘tﬁé? LEdneugtiegpain ‘T?Féc'@‘é?fj&m ty of
t he aut hent i catdeqrnthicpss. tlemendige ﬂnchKaluesK%lvaﬂldltIR Rbﬂll Me@@ﬂﬁﬁt&tl&dmhsﬂnte@atéﬂl&y

that is not dettﬁl ogésh%e%%gs%mdgs and %Xr%%e t%ém t’T‘Re advzaltages ora c%ars%mr i are a?so evnéent in the

fair coin 160 ti s as |,
30 LFSR solution. Since R is always different, there is no way to construct a lookup table for the

particular System without using up as many real authentication chips as the clone chip will replace
(and only for that System). There is therefore no advantage in having a more complex function to
change R. Regardless of the function, it will always be possible for an attacker to iterate through the
lifetime set of values in a simulation. The primary security lies in the initial randomness of R. Using
35 an LFSR to change R simply has the advantage of not being restricted to a consecutive numeric
range (i.e. knowing R, Ry cannot be directly calculated; an attacker must iterate through the LFSR N
times).
The Random number generator 90 within the authentication chip is therefore an LFSR 91 with 160

bits and four taps 92, 93, 94 and 95, which feed an exclusive-OR gate 96, which in turn feeds back 97 to



35 K2 is automatically cleared to O upon execution of a CLR conmand. It can
only be programmed to a non-zero value by the SSI conmand. 7.4 Checksum The
Checksumregister is a | 60-bit nunber used to verify that K, angdalGushawe
not been altered by an attacker. Checksumis programred along with K,, Kz
and Rwith the authentication chip's SSlso.Set Secret 40 Information)
command. Since Checksum nust be kept secret, clients cannot directly read
Checksum bit;s] TapELIBT 0 200 bi&?foxﬁrmaxmmfndmdsskhatﬂmmsa “UIS@clefhndE@lealIQS%m are
any t hat

cal cul at i g%lf’egnoyar?oé%gagFStof%&%llJSgnsbbnégge 8o IYl;gxcl’r %Ege ?ﬁanﬁqe %SR and 1<,

i s cal cul aPaef Rt RORPACEREE fﬁ'sffedt’qﬁib(oglv dredf @ﬁééﬂ(@%ﬁ?d\)altmgh Rbyanatpreied s um
cal cul at edLAsR with ehorkG4ds Biifds sUght U R orSpiStection Kdlnst dl ferelftial @hnKiysisth @oIRE €A GS
nuItFIeveI Fl ash nmenory, the full multi-Ilevel Flash values should be used
for the vefitication process instead of just the subset used to represent
val i d val ues. CHedr&himaesdsralgfooReanibe ailylrapden emaberdgxqens 00singpon-féR et witds vill a
CLR commangledutda ieRfefditg Yirda@ oPds0gr ammed to a non-zero val ue by the SSI

command. 7.5 R and | is a nunber see is
progranmed al onégj;nc\‘?vlt eﬁ}%’& Cr'g Cfsamax' %p? 'ﬁgL%ﬁ 3}?%@? "SEE @é’&ﬁdgf‘ecqmsgﬁ' mat i on)
command. R doesAftrotachaya@sstubcaliéo keetpthe @eometimbes {R) owst bt advacaliby &KORing &&d 0y 2,130

cal ligrs viadshgd Bmg(il%mpﬂto ti2RVYR Y fRIEr bR 'me'%w @@nd%bl%&)‘ﬁ&lnm. Q}{ bd t]a@ieved on
authentlcahlon Chlp, nd not set to any chosen val ue by a ca | er. I's used
during the ‘“’r'§*f”€b‘r‘h$ﬁ'?fidmto ensure that the R fromthe previous call to RND
was used tH5 gendeldingOntvegabkidfolyicat Aipcksal ue in the non-trusted authentication
chip (ChipA). U jcation
chi ps. (Cny pT). | operer e fulep RS kehip Bl b ol R AL BEIL eSO

or not t heesinhedtieas it P! 'afﬁmspWhéethf:ftffremf@d%mofﬁo(@q@kpmPmtp«fo'@h@v«r Ez,ewrusted
bit 15s setmentibied Bhlisfusdich, GRRGIiCheE®IT ch@ e oftrdck ISt itk RicRnccahploldence clients
can call ]anﬁrute%l'rczgtpclt(l ons (but not RD or WR). 20 |If the IsTrusted bit
is clear, ec considered to be trusted. Therefore RND and TST
functi ons cannoh biyis ferer aktecy is(gharanteRDodrvek RARofoliGClor io first, aamrobseolt Alovever thelsigtad) .

Syst em nevgkhe mgﬂﬁeﬁnsttﬁht fhélithe fBNQ a@d’ckeTSBe@d}mta RRGHOSIHAR 6o 0% 156w ARth He @G, Chi p
woul d sinply refurn and a const%nt val ue for

RND). The | sTr Qaétackwgﬂ&gs?ﬁ@%@d&@“ﬁa ‘3?fta5§<‘é"“%?f'°"r°éw&l YR UMber  of
avai2d abl e RengBk) Kidg}ingpethar HrbofafptiaiArtald ferchyttackon &t trag k\enefme;bmak stqotbiit kegai nt ai n
the integrity of, Jnla&aémsh@ngduﬁéta'n%m%gﬁp@%emp@mﬂ?%m E\]axea ﬁgm%y[ R]

pall’S an attack awres a S em aut hentication ch I p IS nNore
expensi ve %tﬁ‘oP”Iyéssatﬁe'@ HiAPYmiag &1 a}”abvfé tIHRDPrecierr 1SS AR Oégm”l@attqﬁts RET&5§ENY: he

| sTrust ed B¥ (7.8 &) ghe@rkeel3 k 00°Oyelry, whire isCner@ATARE lifdihe)or Ak gnikat rnwe ikt en
bi t n onl

to by the |ss Sl co Truste C
storing a aﬁ%’ﬂy‘z@%ol?grépecf Or{/aﬁfoﬂ]gmfrs " e\)‘ioé{ﬂﬁﬁeé‘ é@fe heyol lcﬁ??ﬁﬂ?fa'f R %%l(e%é'at
non<2zer o tlotetyet), thisrainbed islsHER.090 e smajlor théwitie: tiil§orepupcemorratak dayetbbd JurthRR, if ¢he

changed vi rﬁan@fa&t@@o@n@ tnm@%brﬁﬁgsm@ 8ichd alpgsglﬁhw il tlﬂe ﬁg@g%a%ormlﬁe% e tirfe takdn 0@Nd 5,
and is chan cessf | | wher e is returned).

ca
Aut hent i ca®® H’Hheé‘t*i}( %é“ ﬁ%’bgf"' ”FF@H”f%al'g t“f’er‘tfg‘teéﬂvetﬂ‘il ps used |n Syst ems (ChipT)
shoul d hav®s.2 heGuesdigEheigy edlacki t set during progranm ng, and aut hentication

chips used in @@%m%@spogmmﬁgn aheuld shﬁp\&eéésitﬁeh& rm'fa%TgH&teﬁ&Lgm. kept

clear (by storing O in Vi a command durin rogranmn ere is
no cBbnmmandt 8>*Pge%(ery BYSSilE pnges; H@“F%Tﬁ“dé?bé?ﬂ“ th key-d s éc«ievva' ‘THhe bl]ﬂ&sgq'%,eértack
security odescribe abave e 2 Cakteroms moki jo ndaasforats0arhaice o8 bugcesiosbtdide r andommess

Of K and KZ anﬂ'\CE%ﬁCC? Bfrsglﬂg}lbm JIX %Q%ngwgeg%kﬁe }ﬁﬂ )’qofl‘OtPl?){ comg?ns? %Vg]réll%cean

attacker from buil a sparse e 'securi
aut hent i caqfﬁwwowm'wlralt@éopd@p@nw Sotiatg lterst aadh bringdd! leRbrpigbining héhelsmeectav renlpd  al |

Systens. What [749 Thwh&cmamﬁeohesguésknag thaﬁtha,ttrcaa@karp uwsrt thé¥Rke (O R 1302'€ Wien@educe

what, val f t he n
at35 a uecsomgal rable to two peop?e c?oosmg gactly 1% ?a(.?ineaeitog\s Ilom a chonce of all the atoms in the Earth i.e.

extremely unlikely.
5.5.3  Quantum computer attack

To break K,, a quantum computer containing 160 qubits embedded in an appropriate algorithm must
be built. As described in Section 3.8.1.7, an attack against a 160-bit key is not feasible. An outside estimate of

40 the possibility of quantum computers is that 50 qubits may be achievable within 50 years. Even using a 50



12 AUGUST 2004 - 68 Systens. As such R should be programmed with a

physi cal | y generated random nunber, gathered froma physically random
phenonenon. R n:ust NOT be generated witle a conputer-run rar: ntamuaumbher
generator. The generation of R nust not be determnistic. For exanple, to
generate an R for use in a trusted Systeg.chip, a person can toss a fair
coin 160 tines, recording heads as |, and tails as 0. O is the only non 5
val i d i ni tquaik qLMﬁihrhleonprﬂ’er a"%twsusﬁeeﬁuﬁdiu&,@kém btinhae/ hsiThibginadabirti biich 50 ot be
set). 7.6 ' b [ | e

register hcglflg\( h‘ gg—g?ca?& %%lovuty % %s\}egﬁgt%gse Ond tolrr]r%he Csf{renwvdé [e%l #a%s)qlﬂémg
aut hent i cabd "’GhWELH‘i ke arperageefy &pilliopFdsmat i on | s K, K~ and R A client
cannot di res | yoama&sont)haaﬁl Witten bit. Instead, it is cleared via the
Sﬁﬁpgfmpggﬁ\ghnémétac%er cAn lalgl(g;t} ae?;%ﬁéex!%ngﬁd clr< 8.1}1% b )monl\tNlm ca@%&&an%élnﬁrﬂit ecdagllggr
command ( readabuinedisriggfcalisiieRaadhndd eWH%VP‘en);lvertthreaIBhW ¢ails By rgyied! thie slaet@tt as

aut onat i Cawle]ll)és thé\hafslkw‘ﬂglh oFhd Staifidxk, e lalidbk WAMd RQGK B mediifto MUShgePBrmriatidcR Dy

t oget her V\Q | to ensure that an attacker cannot generate their
own randon ﬂw"n%ée?texée 'in order to obtain chosen R Sh,[R] pairs. The Sl
Witten st®us Knawniphinieedttdsy al | functions that access K,, KZ, or R If
the,;§l Witten lbfs%as&t%c&ln@@glogll%a‘y%%tﬁeaéohécttogbmen M\BSysBHQnd lﬁpgltl1-gr§-£atfi‘aﬁe

interpreted as cal M nTi cks There are two nechani sns for
prevent i nd&n “ﬁfhfrﬁE%‘?"“?rr”Erﬂ"Q@ﬁ‘?faaT}l T vof g B i Klopa pligiextand thgfgshggorm
functi ons dfrhealanlrer Yhigheri baefat bd iseeo lalke a fmoms blaing@xtanak aakstlbbtAict anagl,.har dwar e

conmponent t hat ”R)rlgt\(lg%sdttzrcp%gafngtl(ernglﬂh_‘(zéigg 509@119? I%Si l%gnaaé (wf?th ﬁ]gg%qo ggre

than a particul ar maxi num econ anismis
32-bit M nfFPidRIEE uggised. @pd the\;\m'ewq%ﬂga% Bead§pé&thiyhlm)h®15rﬁ -‘r‘i‘?"ﬁ’il}fﬂwuhber of
cl ock ti Ck:ﬁqu'ﬁlhhg'the afksker fbh@t@?@&h b%&ﬁéﬁ@tﬁlheﬁﬁdaﬂl(ﬁl chif atd@)oRasH0R aflthleﬁhﬁ&ah&fb&p e

M nTi ck h b t
0 T ok LRk S AL 40,0 e 05 G SR, LA G oo oot

bi t patterfnrftlﬂ’fimanﬂlez&pﬁresents which bits of MnTicks are to be set. The

practical eff etheg&sﬂidﬂ%seéi& h@\x/ Fn%lfﬁl:s nfu@be Qd?lleéfedw&(%rnﬁ:%r%ﬁﬂ Qﬁckvtébfylgun'clﬂed with

M nTi cks (since 2 SMT f on only bits). I'n addition, there is
no functi ofi® Pro¢! GEEP'e afaalaﬁtaaWha r“cﬂé‘lrelsé?”e‘f“B“ ?féjéta oy H@‘SE%H“@}‘FES ‘%/%‘Tf%%‘t‘ﬂf this
regizét er. chipenaimlsyee dctidvl STz L Kswdepdadse anknbheatagesgainitisgAdlpekrspeed and
the noti onrpdsyshiak iERNSK ursf%ﬁﬁe - AEAINARL G LI e betueen key-based functi on

calls (appllca i'on specl f uration of a single tick depends on the.
operating cl ockN‘gi)té%B‘O“’?‘Phcé ‘ﬁr@tst‘ﬁ%"“f%‘ﬁiﬂarﬁﬁ‘ﬁtedfa“ﬁ%e i nput cl ock speed and the
aut henti cat3d.On Chvsqd' praidékt ade:eRK- 11 m ting hardware. For exanple, the

authent i cati on &QlhcPuelffkald M BODRTGMAL S0l D86l bR M L 19

not changeable) e’ 1 nput |s case, ue of 1
ticRSis bagwts Garevioysexmengentsnibtis dpgn rapartial form pithg adpive s Riainiens atpgk, Nhigh is

i nstead oOfcedai M‘Zstmﬁé’éﬁfohﬁﬁéf'@l@ac@fbadastrh;ﬂ%l‘chbs@n ;hzﬂr&@@iatf%k 10 MHz (since the clock
speedlsllmte/g p ték 3 F q% ql atlckfls@govm f)hEe

M nTi cks val ue c%}ﬁsef(gal'fg‘(sa ' 'ST‘P\é’OWQ © G Wicﬁ P& R0 Y Torfsalies o it Rm
nunber of whidiksdpeiguit reld Reodopdwstiddtnedniucab s pioddd theredob yt osgedvitRB)and TST
functions.zsfhe )(@alpu‘gchgse,a higRkeatthdi® nunber, and divided by the length of an
opergtl ng tick. Sukig)pwg e I nput cl ock sp eed mat ches t he nmaxi num cl ock

spedd of 10 MHZ™S ARt “Oémﬁ% g 3eaiRst b Slmceé%ef& Ausse e Brehese laintgxhariaeks:
based f unciiaveres,,a palid faralofihis Ricack Wbesdible kesinkt K. Sepetially oinde®oB OG5t 0D d cdBamsbleker an

at tacker agré t?;m%w{ Mllatbfg tcptgé elttg&gr (Pﬁe S !@m[n?él an @é :Iv§|lagl¥ toctﬁel Jtthc'ﬂg‘ 1mmpmst59esaﬂlgh TST

mul tiple tines M nTicks 40 value 1s set such he anount
tinme betmé@ﬁ“&&f?@”to TST is | second, then each pair requires | second to
12 AUGUST 2004 The HMAC construct provides security against all forms of chosen plaintext attacks [7]. This is

35 primarily because the HMAC construct has two secret input variables (the result of the original hash, and the
secret key). Thus finding collisions in the hash function itself when the input variable is secret is even harder
than finding collisions in the plain hash function. This is because the former requires direct access to SHA-1
(not permitted in Protocol C1) in order to generate pairs of input/output from SHA-1.

The only values that can be collected by an attacker are HMAC[R] and HMAC[R | M]. These are not

40 attacks against the SHA-I hash function itself, and reduce the attack to a differential cryptanalysis attack (see



-69 generate. To generate 2z5 pairs (only requiring |.25 GB of storage), an
attacker requires nore than | year. An attack requiring 2~4 pairs would
require 5.84 x 10" years using a single chip, or 584 years if 2124iduBT29p
chi ps were used, making such an attack conpletely inpractical in terns of
time (not to nention the storage requiresrents!). 5 Wth regards to K,, it
shoul d be noted that the M nTicks variable only sl ows down an attacker and
causes t heSeaton ASK3X exaoindp starbrice! diffanmees bétwato egleaaitdats t@yen diat trdrd iaokdfferengalng

mul tiple lhel . v T - on
K2 more ATy RalE Rk e B SR MR ol O R85 JE S A0EhATRY
random r eaifadshNptedit Hytoco] &3 ispiescepplq tatiiserack di fferential at t ack, mnimlly
di fferent ssmutﬁnrwsaureeq)uhm&d and this can only be achieved with a si ngI e
g???g::rgglt el I{\gg?@%&g&k%%a@pﬂﬁ un 1Catp|ur\égi(e>{11 &%na%%e 1tf%§f:s§]ar]%fReadgfunwlons Si ce,&[]‘reB CkS
causes t hehqy&¥ ftﬂfc“%s@thgllldéte@’rﬁlﬂﬂgit"tﬁ”b%‘e!és} owed down. If it takes a year just
to get the dat athlObOSIIth’TestSaﬁcaR&hlfuﬂ@loﬁsozf0 waieusq}mdtldad bergénfbr@fdﬂiuf ih @ @iptid-ab

?;[ J;rgcgftgl fﬁlithg{qlg{ocn%ﬁcgnﬁlstlgen ICO iti lr}lttlhegfm}e?%%. tOBlOdUé‘:?]tqg&léoult is 111(§ge11iq§1f;altjtl}éeugqgt Erent
conmuni catgenatheatackirao afrhaian phopttwhish bigkhiwsts wiena: a si npl e oper ati on commnd
set . gThis sectl,;‘)?u gﬁéfalel-r&a&&ﬁls%];eﬂﬁéﬁ&tQEETT'B.ndS and paraneters necessary for'
i npl ementation o otocol C 1. The authentication chip is defined here as
conmuni catﬁ'l% t%"aSSVégtaé‘ﬁf‘\/l a a serial interface as a mninuminpl enmentation.
It is a trivialAnydtrineif claiping efackessuanes teeg the wedseato be hasjredtidtatr sopel décks oaer a

wi der i nt ef u@&%a&leﬁg&rlo%o@be gepTPerHN%ZC @HR?AIgorﬁ% E@HGOQP %nl& §ﬁgﬁdtsﬂep§d by

3-bit opcode. The interpretation e can dep en e current
val ue of t¥PelelSsrpiRipckat afine: %Pﬁtfq‘teﬁ%ycéﬂ‘i”?ge‘%‘fﬁc“vﬁ?'ﬁ?ép‘{ﬁ%‘b'??ﬁém%tgwoic?'tcén bit. The
foI liow ng Pper aBirteds atthek def i ned: Tabl e 13. Authentication Chip CommndsOp"

" TW Mhl nput Qut o dALd AR I el 0)
160] - SerSecret A ar st 50T or ey a0 RSBk e e
secur el y0101isirNrthebeh fun%m]ﬁé#ﬂdﬂwerﬂwmamsl@}ntawaltf@ mitingly 1poTSR a6,
160] [ 1 ] TremtidldoRl &AMA32hh8@t SekdaPaaassolbEabimbGhdahddiGae cohSol bieshedl
10-1 SMT[ 32 - Set hM nTi cks" Opcode IsTrusted value | sWitten val ue Mienonic
a[n] = 5ag i sda&ui ed for parameter 12 AUGUST 2004 -70 Any conmand
not 2@Ief| ned i n Rritb®! € biskschaghing ks aefwanftigitab pgode. The Bystem)sends a hutber ot etiebe as NOP
(No Oper at; 1h<%ﬂ90rate]h1'tc§thé Rspbre Fr&]gﬁa‘ﬂb ﬁﬁ%ntf&ﬁno% Plﬁp 'S§JJ tHeSatuﬁ%QmQJnoJl émWMsFr@JBo \éa| ge

and i ncl udes aqé opcode ot her
opcodes f ot RS MNBU@F%WH@O%%{%“ '%‘t ‘éwé Rt‘hf'eb”(q}ﬂ&yoaéfé%‘ *SrfBPP%Wlf‘aﬁ'eis ’TST The
actual 5 ceraenic nfesagepodifcetedpilptdyotenigheraepeadendi Ad andepend iorad Recicdra ent

val ue of tJ&ﬁlSlbr?rI«gs%é ﬁg h‘t%#nés t&tﬂésa#ngma%e al &Wtbﬁu O'neS ¢ s))n WlWLﬁE{I& J?‘Bm‘h gf USt ed

bit is clear, uncti ons WI e ca ere Truste
is 2&t, RN\D andTh?s*?"erﬁhﬁéftUFté*ﬁsefqm qitpmpg o f&’é?f‘%“""t‘ﬁe“f‘h#‘@éi@h 6&Rz@mﬁfa?ﬁars are
mut ual |y eMgfidisitheaaretasmaeine isl‘l—l{l&tlﬂ}jH&\Melﬂl&m}ité’rmalﬂﬁﬂlcﬂbﬁ he;nddes:@t fe@al tBi PS,

and the Sacrgﬁ%fgﬁ)ag‘l?ﬂﬁl% I(.tﬁglf]egtrfun% ontorr{'lI ?et rrn%ll%'é {) 9 nE NO\%aé%fr tﬁ)e hash value i5 Foneafs s

exam ned in se sec thns 10
are speci fTf@@fowh%r@kwghefcﬁnéle&:@u%lecweﬁéﬁh M@émﬁwrdﬁrsto ﬁ@wprkbdorﬂ @rto tﬂﬁ@ogate a
| pl ement %dl anheafﬁcamramycﬂu%lrh@the/@)ﬁb@bin@snea@ tolupbded v anEhifeARe libiRiHent-oNG RS

congl et el v SHIEETRE O Bl GFea T e E joscil SRR Vi

i ncl udes adtkal keysnabln defge afeapting tif foxd padliisom, Thaelcestvendeutbiotes pitachrdargt attle dat a.

After the "Pe%t@ﬁH&an@ﬁera sBJ@&s gqanﬁ%mme C(ﬁamﬁHE Q%Q%'a&@&kmyﬁm poanlaLle)bR ina
programmuabl e state, been fresh % manufactured. It ‘can be

r epr ogr armisee (R Fragh; ﬁé%“ﬁ@? ahpNg: tpketigregr thay theylifstipng iverafn Wjhit @seoher i npl y
t he CLR commmemnidktiojpcode. Since the authentication chip is 20 serial, this

m"St35 be transf eIBJe%jthQ%ﬁ&m Jtﬁ%& gg‘khgrlnggfa hﬂf\%alm 1§n£ﬁ)ersg?eal c'ozEstnﬁ%dﬁ gt blyBB for each

command conpo refore of the CLR
opcode. A gerIntedfthere ippqroingfopa ¢iong Aapustaplet latihickim K a¥and can be cal | ed
directly ads.anySdbktitBtion with a complete lookup table

The random number seed in each System is 160 bits. The worst case situation for an authentication
chip is that no state data is changed. Consequently there is a constant value returned as M. However a clone

40 chip must still return Si;[R | M], which is a 160 bit value.



The order of erasure is inpooant. SI Witten nust be cleared first, to

di sable further calls to key access functions (such as RND, TST, RD and

WR). If the AccessMbde bits are cleared before SI Witten, an 25Asusanber

coul d renove power at sone point after they have been cleared, and

mani pul ate M thereby have a better change of retrieving the secret

information with a partial chosen text attack. The CLR command is

i mpl ement ed W t Assinkig & 1@b- biDWbl(mg ofsd I@Nltleg_tﬁbthﬁlel}ﬁhesﬁewg bykes, GLR6 x 1037 terabytes,

Zg?;ggﬁg&gc@e‘ﬁ%n?glgﬁge an is f%aﬁd)le eﬂfe n?,] F{ubet‘hrlls dCf ou’rlggcaas h({t eveglvge naaycﬁo%nl; the

reprogr amﬁ"%‘g’d afﬁr@llqcemgs@ Vab!\esﬁwa*rﬂ{{%h|Ap$0mslet9f00km tahlsés thegef@Ocommlemtvtimperegyle. si nce

al though tdep cbstRiaWenan ar%&ﬂ,dﬂﬁp fa6le M (M can be read fromand witten

to), key based%unct an |nfor tion as K, and Kz w ||
I

ns
be. | Poorrect 1 G haE bl soul Ry T o e s AU P L B OB EY | 1
CLR i s caldr@gtablesrathanhangcadely oner t han CLR. An attacker will sinply have

to RESET the Chiyrandfd€nihBaRODsctRH whipd! uhmwga#%oln%mm[ %mﬁéagdehotmtawah} secr et
i nformati on has been destroyed, making the chip usel €ss an attacker.

12 AUGUST r%ﬁlﬂ eve-?tlT e I?noggfmbllltyg‘gtta C@&F‘@t"fa[;th' 9P Vi VA “PerPﬁijtb!e range of Rois for all
Checksum sterfisl e bdch bif hai GQuntplateg chah@Of byiifigs ,or 60 bi ts] Qut put: None Changes:

K,) IKZ Checks Whce Be ra§£ev(yf lRtlﬁ ﬁ]@ystém% -iI; JH@JL)\QQ 1t$s n-ghp%ss%%l to glﬁgtd sp%%g To%l%rp &L')le til(at

| nformati on) command 1S used nd assocl at e
vari abl e, Phee wedjnsl] sysyms, Thﬁﬁﬁ‘e‘@bﬂ’%&‘o"@i‘wq'*’c'ﬁ @HeféWGOtlaW@§ﬁ%kf | ags for
later calls to M, frﬁ&smmoﬁd’mbnmﬁ&mndﬁnowmﬁﬁ rarg© BATBIR tbr § P0G S§dtéin. OF

E Eg ESl Cogmg%ﬁrgbe apconr}?hsheai%hlloa ”9% L&)élr{té HF@%%%%E%%M ancgh' o as%‘etcgag)%gﬁlit gl’ Ieg in
serial . t iusentipasion thép'stResdesffexicacknd iveatios tomanurabet dfiimes iMih éhe Bittre. dfitdeis ding, aL SB t 0

|\/BB]§OI’ € &la@ma%e(‘bgim@le@ﬂl onl;QonﬁrhtI%S‘lesp&QMQQtﬁa&c&lmeﬁ’nﬁimRe eS@RbMaS
bits 0-2 o e new val ue for

b
R 0 e R A N G R R A
Checksum isfaahafieniathe ROMI Tig a@dk &9 wiftherdiee sedd fludid wiid fudrentRatioAcliiping lcalof o643
bits are tganshevdigd, gfhe 1<,, Kz, Checksum R, SIWitten, and |IsTrusted
registers are all cleared to 0 with a CLR command. They can only be set
using the SSI CORRREHAS clons avcaricessgn chip pAYNA lisesurpakls f Hig Py q Ynelensatsforst or e
t he2é act tshatatidaiba oha@snebiea and igsadiexdo fia Révofulcgnsufable. Sneads Uis@ndie Roulll fhekfoe S1
IV\:]ISE ? 32'[ ?‘gﬂ dI t§g_({]l'i§1t %90&2{@93%%5{? atgolng)?ga%l E%‘m%a S r;[dre]l%heg\f’ica??nabff%ﬂ tlaﬂéwegal ues.
I f either GPvSa@ahlesT'seefio’rst eire RN eorjsine entigea Far fufl gndgBttialyeusegl comsuiales foCR Rvee hammaind

bei ng exeaudtiad of ﬁlst&ﬁﬂ-l(ﬂ/mey a@fidabthaAGda8dn B nAl beﬁsemeaeﬁteme i@6Hnat¥a Uh@beat t enpt
to change k eys. 9 W t hout ca

random se
comand alfé0™s lised i Ee PIPST ugfg'e%i]esf‘/ft%ona/é’ﬁc’dﬁ‘iffﬁ Vn'ﬁest es"?f%le lff’%”?%&“#fq“'feg R =
0, £hen tHé» bmS[ﬁZOi%léééﬁanMeH@cbythqwmbstMrfﬁerhy valggs for vh Enegtfrpraken o PrildstieeRPM

remai ns atgefbndd dh tlR amio it ofli h)@@nﬂgra‘,@ bEER cAIf 1 FRRGT dered trustworthy, and
therefore IsTrus ,%? Eﬂ]thé“?efo to Note that the setting of the IsTrusted bit

only occurs dur? $ “ec'Baerﬁﬁ‘ﬁe‘ TUpt RO BRHEY ST OB - piacehs cp.
reused, théb@diRg themimd thefist pldsecapaimeexkizlecgtsumabla Thk elyis: npaufadn@nbidhesh @

safely reppagrs m&qsygngea]e&%lﬁgreﬁ@mnd and fresh state |nf ormation | oaded
|nto M using the SAM commands. The SSI command is inplenmented with

the3% ol | owi ng st&HEe anfgpst tery depends enfbe sizg 0@3@“86%%6@@5%&%'5%&@% mugt_
Read 160 Wietmgorpsraen i6 the @okipKZA additldeadusidlcidik t@isidntabIER OMi neust bé Gtk GlsdiMeach Bead

160 bits fe%&%ﬁlein?ﬂh ?Bffgfent%%qllt&eggcagéntcﬁipﬁnmgm l?sle(i f%lnetagnl §§/st‘gn|$(iﬁ~ orggr to provide the
full and partially used data). The use of an authentication chip in a System must therefore be examined to
determine whether or not this kind of attack is worthwhile for a clone manufacturer,

35 As an example, of a camera system that has about 10,000 prints in its lifetime. Assume it has a single
Decrement Only value (number of prints remaining), and a delay of | second between calls to Read. In such a
system, the sparse table will take about 3 hours to build, and consumes 100K. Remember that the construction
of the ROM requires the consumption of a valid authentication chip, so any money charged must be worth

more than a single consumable and the clone consumable combined. Thus it is not cost effective to perform
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SK,[X] _[160 bits, 160 bits] Qutput: M SKZ[X ~ M _ [256 bits, 160 bits]
Changes: R 5 The RD (Read) conmand is used to securely read thezsmust moL256
bits of state data (M froma non trusted authentication chip. Only a valid
authentication chip will respond correctdsy to the RD request. The out put
bits fromthe RD conmand can be fed as the input bits to the TST conmand on
a trusted tmuﬁhemh Fog abihgcofiingbld (Olesy@E ¢lére Garlsin@ble soMehdw dohi@indd thesduiddit &i ts (M
stored for_|af eau h%'n%?cénfsun(a@t% we hope) TST returns 1. Since the

aut henti cat h I'S serlgt t he conmand and i nput paraneters nust be
transferred oneIf bF'?ner@mI@tum isgpingylofep feuhe Pl ¢Sibyildiye d stomeR QNSRRI each WBRF dfar

each co mT’BS}ﬁerﬁ Qﬁpﬁﬁﬁd@bloaoﬁwaﬂd BOpURIAE Sys&mtt@&fn@feﬁl’yegnorté|tl{e$thengcaQ$n cttiﬂ.eFoRQor_e
opcoge, florm gln L bcl tnslog.}<4l 59 of X, and bits 0-159 of S,;i [X]. 323 bhits
are transfewed h fté? and SK,[X] are obtained by calling the trusted
aut henti cat i on @dmequesthRMID attaskivaprdible TvepeB20Btehiatask, v grlatisitymustie ntadapboue the

chip's RNQh%mngocG@nngtfmrgﬁtp§ @terp@orts@rQabchlﬁQha i, rl"FfE:th?anTcg.'\? Il@%n()tJnlﬂl§tc§§tlof
chip's R be staqred stem The

ese hits to
RD cormandtﬁec%?ﬂsuﬂi’%li/angé“t}tfgtécat'%]é!hs @ﬁ@“&%‘h 5&'}? Fge eBhEiteiPE ’sm?’i%l(‘/%“ ‘ggen et :
Sl Wi tt encomsumhatilqythe G@¢ fakey td deedratdchg RGM,) theGlive oCthesresmitanRIONR, dndwietioe@soses willp vi a

the §SI commmbgi t@ndiont %Jﬁuﬂﬁht‘éﬁor Feflls th@ﬂfs&tﬁé §amgc|5£%hlﬁgb p is not trusted
since it is_not per mtted to generate random nunber sequences; In addi tion,

cal I's to RP-husPiffiEsntial fryptapalsiSng nTi cksRenmi ning register to reach 0. Once
it has done so,Exidigg diffgéngil @ttacksrerhedvopdbpehdant drithddirtichir€ s bhaes,.anssdd i@ DiERaid a

i ni ti . - R has
ot g ), POSE IS SRR b 5 80,0065 M) GBI gL s
have not bRoss: 1afasky et upgeftake a‘if’rﬁfP@miab“kaé‘@é‘fﬁmli“éeﬁéﬁhglﬁwli“ﬁatl aehes ofy gener at| ng

S[ Kis~ Kz] and conmpagsinthi- &mmhpt@t%hwmrre}rﬂ%cﬁng&eaag ation and conparison
nmust take the same anpunt of rine regard] ess of whel her the keys are

correct or not.®|f tHE"Na-fiFerengy %“t*?’t'tita“t’ [Relr cosrpRonding gt acker can gai n
i nf ormat i on abold lawchlabbEiRk bi thisnagui€ seksrv€ dputeaput pdi muidde dondced rMak colledtiod fredit 1 on

fails, t hePrgfb'ng &Pé}%é ﬁpkno %gh ‘ax?%kﬁgn géﬁ%ﬁhy %laplmg %ho?_eg 1nfe)r<}fa9 ck ng&fyq}%?as h

effectlvely destroy are s as nu eve
menory, thé“ef’GF‘Pg‘iJi‘ﬂ%e‘t |WJ‘|‘§>\ﬁe>I'elth%tsh val ues shoul d be used for the

veri2bi cation pr mmfs@algoﬂ&tneacée@faj ustes@rh,e toﬂddbe@i@ttmtuﬁmtretnﬁal EIQB/E@SENI ival i d
val ues. For

ef fectivelX ”ggﬁmg bteén sgem Halgﬁtsretng}{eé‘ed FPF é’gy ?y tl]eag% o ex?ans'?" %5&6% 6§S° t&‘f‘lqce t he
i nternal krey@"abd«@rqnmmnnuewhenlbmcege outes mvwmﬁdmtr civebekas bit posisiers (¢ofmparere

i nput Far attrgiksaftsta%uné&n@rle_aaaaloh,dhe irt%htnauinﬁonea&qmt h Slrb@td;l—w} ,ttht/etlrt,gt@tet Yue to
generatin 1.n en conparin r u agal

t he |nputgt *%I”hf’%% q H@Eﬁ'}%ﬁ‘%ﬂ%%ﬁﬂéﬁﬁ?sggwwg‘g :1}1@8 %W%“"bvéilﬁ% m)unt
of &fme r elga)r i g sesgf of vitrdathay thanhehashedowith apepramretie@pen aive Sioe hegtackerdopotor | f
the times @bl Qlorel Mfie S8 Re re&ﬂoﬂkéiﬁ&'ﬁ&‘sh t&%ug%drtutpmt REATBIHA QR ABAHIwnMNT Ch

bits of SK (X| are_incorrect. |y way for the I nput paraneters to be
invalid is™ wgétYr%fFFéeat?éat@%@axgme{y&a@wng the wrong bits), a case of the
Wr ong consumabl "Eheferetn @nomi @ 1igreDiasdtadis againhd HA LI ol EMAC- SHA- I54][g €] nB\l’eﬁltfitH’kgio&ad

pairs), ?&a&%k%gm%’{m&%l @y{apgpatﬁlo%%lwaua%pm%ﬁ thelfiohlR %'%kenvalqu gh 0 is

returned araneters are or to be
ret 4P ned nRigtecobed viHe Hglaﬁethtsetraclaptd ‘bth‘tiefi’rﬁﬁﬂ%"eso that attackers can |l earn
not hi ng about whatiolMaEg isAvleldehailed discussion of minimally different inputs and outputs from the

authentication chip based on Protocol Cl.
5.5.13.1 Minimal Difference Inputs
This is where an attacker takes a set of X, Six[X] values where the X values are minimally different,

35 and examines the statistical differences between the outputs S¢[X]. The attack relies on X values that only

differ by a minimal number of bits.

The question then arises as to how to obtain minimally different X values in order to compare the Si[X]

values,

K, With K, the attacker needs to statistically examine minimally different X, Sy ,[X] pairs. However the

40 attacker cannot choose any X value and obtain a related S [X] value. Since X, Sg,[X] pairs can only



12 AUGUST 2004 - 73 Once the input paraneters have been verified the

out put values are cal cul ated. The 256 bit content of Mare transferred in
the following order: bits 0-1 S of MO], bits 0-15 of M1 ], th2zaueyhT 2004
bits 0-15 of M I §]. SKZ[X ~ M is calculated and output as bits 0-159.
The Rregister is used to store the X vajque during the validation of the X
SKI[X] pair. This is because RND and RD are nutual |y exclusive. The RD
comand i s i nplenerted bytalig thhRakieh floslomgh styeps autikicltob kigp, 1 atdke pastcal RD

comandSt epAct i I 2

S et WAL RTELD 00 B ST ML RS Dl
this operation thi@ﬁerteékéueé&ﬁgtomhtmwmﬁb dfrept wivede R@F“%&hﬁ@'@“ca‘ analysis of the
det er m neanyt hi igxpkmidd. t he val i di ty of partl cular bits of Hash.5IF

ok ¥ Rk PE R a8 By bdefFskar Bty AR SR SRR e, on

rrust t ake const\aﬂw%mwmgﬁ Sl Xhpairg 8 e the Raasrigctickevidehrpradedso Pl toha Qf/eﬂtYhel r
guess is correcs, 9 Eur(m)e@& WM PRfmddhd St efand\(hetéaargédb@%ﬁ&mwmsezm bits

of O to clientlQHa SKZ[R.~ M 11| t 160 bit

Chsh (o ol | ont BIRERESSLY T G 1 Sio0h oGOt B et e s R Rt
None Qutput: R TlSHirSE W}y of ll@ltlmnbitatcbers ¢h6ige ipiotlslit YCkiaae Gest redioesen ifibeg oRNDormat
(Ranglom ce @Qw]dmmglsd&ghdoaé.r@an% FeGdty oi;tgnéabfoﬁm R%nasﬁlfmt.d% it §h<pl R rRRAb& T or

use in a sub sequent aut hentication via Commn S. Since there
are no i np‘iﬁ‘f"’stﬂ&r"‘&r’?ﬁ%cé‘?%a” oxbf PRKiFF @Bmﬁd‘fﬂ@ ltayfé}b@fnéq’ tée @Prﬁﬁ]l?f MBI fram Gamloms 1 he
RND opcodeuor if they RnoMIGLUISEaid 0K apprdpgtiate phiefrdrNRAncOmFgIes Caute Dtk yealdl Kuseidg Mhien

the follo : i n KI,
3 Ghebk a8 AR A5k on W g GRS RS
i ndi cat | ng? kAW teH piRck: & itapihiRandeagcap énlﬁg@ﬁé'ieéﬁ@“%“aﬁﬂefﬁrﬁmﬂ( seouemceEsss 5 RND
retusns bosylétechra@dn&sfoEﬂnowropatrmnseaéeh@arted mT;IshaanaSS bit output of the RND

command can be ’Fled St rwaél gﬂlmlt an at?ack I echci;llgn tto IIIH%R/FOI a(f easrt)lh LBQe WPL ch 5 he
Y q ¥Or St Or'e mYat S‘I’F

i nput paraneters. SFREEY o5 TG HEE fivent
si nce t heyMalhe limising ofdd)isideredty alganmommméf R‘taldl@“lTSW cttf&mm‘n@aw alutlhelmﬂltlyn

succeed i feplphgd BQMQﬁgﬁMfﬁb%{em%@ﬁ?@hb ﬁéa@OEl@%arB@ﬂQQﬁUmn&m%% dpRkaihegdnfirst
fromthe RND comma sRNDrmI ple times, the

same R S, WNpHRraigns p’ i qopld [3%‘“‘?"6‘138?%8‘&‘ aé%%ﬂ ”t”l’kﬁ'é? bajgh W”PbFrsd’ﬁlai}dOabW&‘H% % the
nextor andOIDﬁcI’thlb@hlylpm’tstohM ngeqiie i en ahdkerto gy sdifeas I tity ce@dnlly deOerﬂ’eS‘I’thosS%ts TST

for nore | &}fI\PJ rﬁ%y ﬁﬁf‘ &iﬁec?eﬁw‘l{miy%g‘ts‘%gwl ha\l%fbge[nq?dﬁléeg%ﬂ tT‘l(Eg %ﬁL\IBn o(?

checks to ensure t ave en ta cal cu atl ng
S[K, ~ K2]c<hansed @@wﬁ%ﬁaﬂf&*f@aa@mtﬁ@'ﬂmmge@smwdeﬁ1*nem%‘é briglesReptmy %@HSW'élr‘?f)er ed 1
~with thedlﬁdw&ck&um wevidus hudhehticamtdl cKipfRdas Ofla bdr@dls, tHds RARHE arddiyckKi@ Wbility to

i nformatiop, iL fon 804G, Kz are stored as nultilevel Flash menory, the full
nufti-level Efash values shoul d be used for the verification process

i nst?éad of j ust $MeqsIhswRtiagkes aenoply et Wit pumpsl df ehajess i elwosimpieluesfeping M. f
2-bit rruftgsi:sezvlakm.ﬁmmrénseoagas K, and Kz are effectively 320 bits each

i nstead of |60 a tota ted with

the ol | ow ng_ sUBHs ettt ol s AT TR ARt BRTVBEN
Cal cul at e dRerfrK and-exiuife@ QK sthistiqaHiinences Oheerk S vaNest Eretehrak retitrios S Eyaiues

nust take GRNBFAR a (;,,hlrﬂ:glﬁgb@gf@tgtacker cannot determ ne anythi ng about the
vaI i dlty of "parti cuI ar bits of Hash, (~AO <) GOTO CLR4AQut put 160 bits of

t 3%¢l i ent Hash"oF boties) 306 Kaghsreds no, Rjosmtffmf (o0 T Bie FEE BV BT e 20

8 5 TST - sbewtild violate the fact that S is a one-way function (HMAC-SHAT1). Consequently the only way for an
attacker to mount an attack of this nature is to record all observed X, Sg[X] pairs in a table. A search must
then be made through the observed values for enough minimally different S¢[X] values to undertake a
statistical analysis of the X values. Given that this requires more work than a minimally different input attack

35 (which is extremely limited due to the restriction on M and the choice of R), this attack is not fruitful,

5.5.14 Message substitution attacks
In order for this kind of attack to be carried out, a clone consumable must contain a real authentication chip,
but one that is effectively reusable since it never gets decremented. The clone authentication chip would

intercept messages, and substitute its own. However this attack does not give success to the attacker.



Input: X, Sh2[R ~ X] _ [256 bits, 160 bits] Qutput: | or O = | bit]
Changes: M R and M nTicksRenmaining (or all registers if attack detected)
25 The TST (Test) conmmand is used to authenticate a read of M fizamuar 2004
non-trusted authentication chip. The TST (Test) command consists of the TST
command opcode fol |l owed by input parametgrs: X and SKITR ~ X]. Since the
authentication chip is serial, this nust be transferred one bit at a tine.
The bit order izSclb:féluthmledEEBt cﬂt(prmaeambseﬁamrﬂiMn@Waﬁlhndtoth&.%a]Auﬁdﬁaﬁn&O04 -
75 A TST T wed by
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5 gr}%!%h
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LFSR is the sane a hown in attetlrre or 0to
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| nput: Mhew = [256 bits] Qutput: None Changes: M A WR (Wite) command is
used to update the veritable parts of Mcontaining authentication chip | 5
state data. The WR conmand by itself is not secure. It nust be1#8ldugnestk by
an authenticated read of M(via a RD command) to ensure that the change was
made as specified. 12 AUGUST 2004 _77.56Lhe WR command is called by

passi ng the WR command opcode foll owed by the new 256 bits of data to be
witten to M Swhigat dnjnérraoit peddtionCititdaltonib bfhighS/ola@é ¢oBdumatildzas aneost seadive for M
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on dlfferent cycl es, |t | eaves the possibility of attack open. An attacker

can renpove” power’ & FER aé"raé§‘tﬁ?/ée°°'5‘i§‘tby5‘é1°'8? BOBFYRTimi ng wi th the new val ue.
However, tdere thsattackeadyvaaiafardvaluanf Rl Kaelia tobéirechadetg th| s: 15 A

Read/ Wite Mn] lfﬁﬁ%ﬂ&?g putepsggé/ms thFr%al 10 tger.'lslooninhmmgv%%or?‘go 110 Qﬁxev\g@%ere lh ad

attacker coul d have Wit ue using

Only M n] reolaagees feree @ bigentthit sanm’-,veah@eralﬂhewsgr@mnlazjqflawhqmmvonmemese@xq inpai r
(whese theSeMdﬂ]‘) b iP sspaﬁ.mvmthaﬁ&eﬁrdrgd.mlany@ip@@f)oanf&g. dedoWédBeeise M n]

val ues, KS reareayO so no information is given. 20 A Decrenent
only I\/[n] Qf’ 4Wed to 0 sinply speeds up the time in which the consumable is
used up. |t doeBhertl ofiicneitypynsnibisvkinhbionarisivoimatly adevisah fadk Systdansumsblag t he

consumabl € \M@xuso%e gl!ic}éedcco:dm%?o M@Jhggg&emcgs The WR command is inplenmented
Wlththefollovvlngstes Table 19. Steps In

conmandst epAct i o i’B@E'Eri‘cf?ﬂfﬁ’f‘@Pé'ﬂaVé” ‘@Eﬁ'ﬁﬁ%i‘)‘tﬁ?ﬂ cbqfékﬂkexs oRulacturpd. soHR Aperson Re g d
16 bdts ficanrg@kiaeet BAM be nhdcsEMIEE HowdvEoipalbes thopoteha| @h@kone St theadnti@ LT ~

T <
V- ) oved AR P SRS v LR o s Sy
LT) ) 7Dec ErféGitkes fogapkekeys Prauy aewiBR) Ofigoyrse) t mle(ee Agiabase NpFHRIZY Pisqbéém@tfé ittt ed)
V((AM = NMofder key Eﬁﬁ&ﬁl@b&&tcafaﬁd]uﬂbd;-&)ﬂéﬁtﬁfw emmrertred kéy pbiti AMtogetl\@R)r aaeﬁ@ noV ( ( AM

= NMSR) n E Enc dvance to the next d wit
the new M cns ?eppowall ca ei%l.ﬁn a(RﬂE) Eal car thTVf 1S nT My to mq<e adcl.}(%ng kel;ﬁﬂ ?ro]neo) GOTO
2 827 SAM hecc@@tlosm blé%%demll hpato remwsgmw@wm {thLhnmltfss] cackeypikis is not
AccessMdenetesiadié aBhd silatiGhanges: AccessMbde The SAM ( Set Access Mode)

command is used to set.the 32 of the Accesshbde re ter, and is only
avai | abl e for uDePHse Bﬁﬁﬂ%{'ﬁf’gs‘ﬁ PSR SPETeE e 98 ke watigds WS"é‘f?rGEted
flag = 0).Syftres BAM @owmmatng. Cestaialalfine backp opths siynig kdph eherSAMo b omaneitl keyptogbenf

fol | oned b[}{e l@y %gd ttﬂéfooPé @r!) H&clli p@(}SSlb’l}p H'o§¢vgrs§r% t;a9<u§ quatBh Iis%otl cfgsntalngfofb‘gc%ﬁﬁl%%ge

register. Since the authentication chip 1s serial ta nust
tr andf ewedugi Msictrtridges.4ings ifhe keyfdospomast qgasumithies pagpse ﬂ‘édel\féB Mg HacgiERE H’Ot&‘é mrand
conponent . théef@AMep @ BATRIPCHS the kdylresr@htdn @ sedaial Gart€) wherod cebthi® nunfAM cfﬁp&@ﬁﬁhustf ol | oned

?yt b: ts 0- tggekhelocompmé t%enI portll?)ﬁs 3 ?etleai tHe fﬁﬁﬁe@ rﬁ'l\@lgnon 'l%?s ngy Ee re&llird & a@er%ﬁe c%r red in

programming station needs to be reloaded.
In any case, none of these attacks are against Protocol C! itself, since no humans are involved in the
35 authentication process. Instead, it is an attack against the programming stage of the chips. See Section 9 and
[85] for more details.
6 HMAC-SHA1
The mechanism for authentication is the HMAC-SHA1 algorithm, acting on one of:

. HMAC-SHAI (R, K,), or



12 AUGUST 2004 - 79 The AccessMbde register is only cleared to O upon
execution of a CLR command. Since an access node of 00 indicates an access
node of RW(read/wite), not setting any AccessMdde bits after '"2aACURT #@ans
that all of Mcan be read fromand witten to. The SAM comrand only sets
bits in the AccessMbde register. Consequgntly a client can change the 5
access node bits for Mn] fromRWto RO (read only) by setting the
appropri ate bi tiSMAQ-SHABZR Ptk word, and calling SAMwith that 32-bit val ue
as the I nput pafh?s;ﬁlr%&mﬁ&hh&[@k%@%lSlg(gitl‘ﬁ)r{igglre?tm%lgthﬁlfcm;epe%s ﬁpgéds degglgeg bi ts
i mes, perhaps at differént stdg the ‘manuf acturing
process. FHPPENzZHP] & theplgerithre taf resirey frahaamd ey e 4an Heoigiekdedhtiano duri ng
the initiad1 keydpmaegr anmm ng stage, while allowi ng a second programm ng
stage for ite .serj al rs. 10. Since, th VM command
onl ygeset S bi t;n,sr ht% %@Ae %)g'ﬁ\ %ﬁé;&%%l)egl"f%\?\}'ot%ﬁgqgg@g@maﬁ%gléerﬁ?etfgnoévcl)n rdgﬁf];ll\)ﬂ'cc)’ﬂsdi ng
to Mn] tdlprogress fr dnhRpungion(enMPSRERIA-NVSR, or RO. It shoul d be noted

t hat En acgess rmﬁe of n?}fﬁﬁrmns@@)uﬁmgf @%f tGOfJR@AbutzsﬂakderMDsgl d notdhel p an
attacker, gince_the au tjcation ter' a wite to a doctore

aut hent i cah?i on chip V\ottﬂeggﬁllé)t“ E:Ct'R’FNEﬁC fjf\'/llhcgo'\/{/srtlotb%ap\ﬁ/ﬁgéj not successful and
hence abor¥ t he ~oper at ittgnecreTkeg stwest by thgtwofparbiést s corresponds to the way t hat
Fl agh menopyy works bestysgleeddisa@nby way to clear bits in the Accesshde
register, for exanple to _change a Decrenent Only M n] to be Read/ Wite, is
to use the"p@f{_R command P FHEPEFRABithand not only erases (clears) the
AccessMde r egi BeeéiMAMadoridinsoasddlieas:s t he keys and all of M Thus the.
AccessMode]| n] bj , i : . useful Iy be changed once
bet ween Cl_ll['? co%ﬁ%g%éﬁg%g@%‘lﬂc%%ﬁl srﬁ)gl&f?ﬂésf*t he new val ue of the
AccessMde* r egi £P%he phestring preated g b ikdde bits have been set due to the

i npus par aet er AppetAyia@ ateat Moto AN Witd dring Breatdtnt2) par anmet er of 0, AccessMde
will not pr Cha&‘g’?qf 0 r%q _tamer]ef. e Ehe current val ue of AccessMde will be
returned to the &aller. The “SANC

at different tine n es o :

Siitand is i npl emented with the foll ow ng
st eps; Tabl e 20XORsthe phbyierstrBanrasdrimdhdidtaspiAct i on1Tenp ~ Read 32 bits from
client2Set@i t s(AGeRSRVPRGH: rHRAMD)IREAMYEe sBs Rlulifg #im AgcessMbde to client 25
8.8 AT -dGet lcéﬁwite'd Inpu¥' %ﬁge O.‘!ltpu : IsT%usted = [ 1 bit] Changes:
None The G'T (CMPMIEPAISIRYYT CoHA8HR "s™tWed to read the current val ue of
the2psTrusthed bit on the 30 authentication chip. If the bit returned is 1,

the authentication chip is QMRF@t%ﬂpﬁé?Eﬁ?'ﬁgﬁgﬁ%@L@“ on chip. If the bit

returned is 0, the authenticat . aut henti cation chip.
A G T com@MaCehnspleershmob sigiprpiMAG Wit Far SHA&dmmand opcode. Since the

aut henticagdion stdp is serial, this nust be transferred one bit at a tine.
The bit order | o..MSB f.or .each, co nd copponent.. A G T command is
Cherof or e sent 08 SHA E8g S gy SRG sSSP R RRRE ety § ST

t r adsf er r el-3.3, andxomplelE ey [278 OheTtgoritimTs soymeriertheies i npl enmented with the

fol I owi ng step; NikeDLi cdkiantShre BSinddn Eblk 3CPHBRBILRRAS hideORIAHIRULe dhdidihyst ed
bit toclient 8 M nTi cks Input: MnTicks"ew. _ [32 bits] 5

.9 SMI - Set.
Qut pui + - NOBRARHERS i e

Table 3. Constants used in SHA-1

Initial Chaining Values Additive Constants

hl 0x67452301 vl O0x5A8273995
h2 OxEFCDAB89 y2 Ox6EDSERAL
h3 0x98BADCFE y3 0x8F1BBCDC
h4 0x10325476 y4 0xCA62C1D6
hs 0xC3D2E1FC

Non-optimized SHA- requires a total of 2912 bits of data storage:
30 ¢ Five 32-bit chaining variables are defined: H,, H,, H;, H, and Hs,
e Five 32-bit working variables are defined: A, B, C, D, and E.

e One 32-bit temporary variable is defined: t.



The SMI (Set M nTicks) command is used to set bits in the MnTicks register
and hence define the m ni mum nunber of ticks that nust pass in between
calls to TST and RD. The SMI command is called by passing the S\MuavsTzoaNnd
opcode followed by a 32-bit value that is used to set bits in the MnTicks
register. 10 Since the authentication chigh is serial, the data nust be
transferred one bit at a tine. The bit order is LSB to MSB for each command
]E:oln})onegt b. AglgaMf}Bl@ﬁmdyie§|stﬁrh@régécf'@£oexo7bi tﬁ/l 0-2 (lzf t he SMT opcode,

ol | owed by bit ! S t S i,n nTicks. 35 bits are
transferred in Qonsmngrhmgms dof(sg%gl}mster is only cleared to O upon
execut i on bled. Rinoesomsan®A-A val ue of 0 indicates that no ticks need to
pass bet Wegmpem 1S O] B&¥gi@scd functions: The functions may therefore be
called as| |5 frequent|y as the clock speed limting hardware allows the
chip to rlUf?™eef'HUE t he' SMI conmand only sets bits, the efflect is to allow a
client to set a val ue| Aamtdnmndlu}bz'”ncr ease the time delay 1f| further calls
are made. ~get;ting—a by ro—effeet{ and setting a
bit that l§ggl ear onl ﬁesm{@Eostdtlﬁ%mselﬁgﬁ'&%%?%hﬁ&ﬂ'%r&f wn further. The setting of
bits correfé)bd’né)s to th@N\?é)MtﬂaiZ)Fl ash menory works best. 20 The only way
to clear 7R tThe W T T for—exanpte to change a val ue of 10
ticks to gé({(/z 52 of 4 (IIXPA {)C\}(é(l sﬁ?)o$uAsg the CIL.R command. However the CLR
command cfl &% 4 he M nTck® Zr egi ster to 0 as well as cleariing all keys and

M It is therefore usetess for am attacker—Thus the_MmTicks register can
only usefully bﬁe@ﬂﬁﬂ?ﬁ%r@ﬂ%nsﬂ%tomﬂ Qdﬁg% NELSsace b6 i IMEBNELs 43
n

| rrpl ment ed. t

St o i ainere et S Ty e HQFJ&%"&SIS*}%HN?E&'P%FSP%MA‘7rﬁ*i s ")
25 9 Pr ogrtammgwaﬂutaluebm:mmmﬁnﬂm(ﬁhu\plse Audhlve it t@atdnaion ohhgxbainiStariiides: H1 |
progr am"redeMHt hilagi cally secure information in a physically secure
envi ronnent’. aonse uentlé t he progranm ng procedures cover both | ogical and
physi cal secur i Ty stepsgine SHA-d algerithng e pow qppingdrimEeees dsfl ensuring that K,, K-,
R, and thesz.andsep Mprprotakings are gener at ed 30 by a phy5| cally random
(F;; gggslsn \?‘mn:jcﬂo%hel?%(st s"%%)fo??ﬁkltl 5, to %adtthf:I Sputamegsa%a to u%pfﬁ)?Sﬁ bl[i as%‘”’o zglfitt hat the
secure. 'l‘Ea‘W«U@EBTW“%@@ab‘m PhyS| cal securi ty is the pr ocess of ensurl ng

that the p qrgﬁ@grme@go ﬁtl@xkgﬂphésgﬁw@ug@éswe Secure, so that K~ and KZ renain
secret. bo durina th n\/ gener ation-st ] i i » of the

and during -the lifetin
st orage of Fﬁéhel%wgmesfaﬁe addi tion, f“ﬁ%enf)?ba'r'ﬁmﬁ”ﬁﬁagoet ation nust be resistant
to physical attenpts to obtain or |d@sdnd Oyitstsied tHeeyslengthhoé thabidbeintessagt | on chi p
has its own security nechanisns for ' t , and Checksum are
kept 5 secret, but the Programm ng ‘Sggﬁg%‘%@%ﬁ‘s”nﬂ%\“ ! Eﬁso K, and KZ|safe.
The physical security of the progrM“ﬁg645'219\@Iueﬁpnia5"nﬁﬁﬁﬂqnﬁh@@ltmf‘t@fIy her e,

but has an|entire document of its:Qwhnd ﬁgjtmesgagl SQ{@thélpeﬁgWa@\anﬁr manuf act ure,
an aut hentication chip nust be pro used. Infall

chips valugs for K, and Kz nust beé g‘é%‘F%Edb“g %uéhto ]efaStlSﬁ'BPC(‘?W%B i s destined to
be a Syst eimrtiatitvatetchadrang vorablhi p, t| e < hi B &b, H1LO- M&huehi Br<R; must be
det er m ned.—t+f—the—chip—t+s—destined—tobe—a—consurmable—authent+eat+on chip,
R must be set to O, and initial values for Mand AccessWbde nust be set up.

The fol | oty s&tag?eé’roafsemz herefore identified: 0. Manufacture | . Determne

| nt eraction betmgﬁudwlsguem&sa@@@nm&tmals@s 15 2 Det ermi ne Keys for

Syst? and urrabl eﬁﬁ‘; 3. Deter :314 EDﬁM nTi ck R5}/ste nd Consunpbl es
ogr am Key ePfﬁ?FEFd TSSERF N RAZFPIOLK'S %fﬁlaﬂ Qlé?&l‘ nghe f‘ﬁ?‘d’g}ﬁa’fﬁ@‘%‘fo SDat a

and Accesswﬂ\ﬁmhems(llmevmm)es consunmabl e or systemis no |onger required, the
attached aut hentication chip can be reused. 20 This is easily acconplished
by reprogrammed the chip staging at Stage 4 again. Each of the stages is
exam ned in the subsequent sections. 9.2 Stage 0: Mnufacture



Al t hough the manufacture of authentication chips is outlined in Section 10,
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15

chip storage space must be reduced where possible.

The optimization is based on the fact that although the original 16-word message block is expanded

into an 80-word message block, the 80 words are not updated during the algorithm. In addition, the words rely

on the previous 16 words only, and hence the expanded words can be calculated on-the-fly during processing,

as long as we keep 16 words for the backward references. We require rotating counters to keep track of which

register we are up to using, but the e

ffect is to save a large amount of storage.

Rather than index X by a single value j, we use a 5 bit counter to count through the iterations. This

can be achieved by initializing a 5-bit register with either 16 or 20, and decrementing it until it reaches 0. In
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-84 9.3.4 Exanple 4 Consider a printer consumabl e containing 3 inks: cyan,
magenta, and yell ow. Each ink anmpbunt can be decrenented separately. The 256
bits of Mcould be divided up as follows: Table 26. Printer's 258/QVsT 2004
bitsMn] ! AccessDescription0 ROSerial nunber ( 16 bits)1ROBatch nunber (
16 bits)2MSRCyan Remaining (32 bits, hil4;a) 3NVSR4 | MSRvVagent a Remai ni ng (32
bits, hi/ | o0)5NVSR6NMSRYel | ow Remai ning (32 bits. hi/l o) 7NMSR8-1 | ROFor
future expansi dfheinc@mébidg BN, SY.lddd NoRORaR@odmObd | Adiabmiofdb A oitysg impleBlerdatibt age
2: Det ermmldrsemcrén%t@rs;lmtamqm@aﬂfrm%ae&m@& éshﬁoug@rrr ﬁ)r)n@'au hasndgen
made as to which Systens and consunables are to s are e sa keys, those
keys must ‘Hgbfj@?‘i?ﬂﬁﬂa' vEIHEs: Regienresof haggwape mayr«zshémrbrr%@raF46%%6@%@%%@% on
Checksum masttol tobier ef ore be determ ned. 10 In npbst cases, K, and K~ will be
genet at ed umabl es that have to work
toge% her (Igdca)ﬁ(ﬁoJr?g\[?\?%lﬁ]hleyﬁ%”eﬁkﬂfu%r]gr)k%ﬁq?ete%ﬂggg%oz\%e”the sane K, and Kz

val ues. K,%and WMAGTHAL herefore be kept secret since the entire security
mechani sm f or tlh@eﬁﬁ%%{rmﬁrﬁuﬁm&ﬂeﬁiamm HNAC-ORAL ﬁnrtﬂﬁﬂ@ve\/&irﬂrnlsfhasmﬂgfork@}ds

ﬁLrerbg?ng; qgafgﬁld?%r!s g{hugrgkg and gr{ gﬁ%grpr%dg n%rr?c%gre rnglt}{. are &hrgac estartn étns ratherr}g
r epr ogr anmiéee MYAR aWéHMb%S@MP@m%edhlkévs can pgconbpned 4ng the haydwapd opeimized. The

photigcopi QHMNCIShATI QQ%Ese%ECFIBéd(ig@ﬁeng E%%lé’r\@[laymﬂ@eﬁ%m valid hat a cl one
manuf acturer co ?ﬂrdgen manuf ac henti cati on chips

worse, buy t he g PEe '“csrﬂ%EStW 't(ﬁ | P‘Fré S‘IQ'%%H Oe§d thedgpgth Pﬁ@%m?s%@r t
theminto i rrﬁerssalﬁwmsme Hstudiféeleh esessagds wilt helogasesarod afiar ;mecrngws:hda we afily Realgith 2each

car has a t?ﬂeggﬁﬁe@s@ées%@rtpaMmgiﬁgyb%conHaﬁt%sleads to two possible general
scenarios. The first is that after the car and car-keys are g%ogramred with

the keys, K, and a%‘OKZhea{’rp%m‘a@IVé’f”é'HOfé}tﬁ SHG- Iradsetithe isgeed; Whsreronly 4 p Baslit werds akcept |
nmeand ng t hatd forheriperahystorge Wagse 1 Oregl aIPrORABEditctlydn the K,Zrm.id@vmmsm hamdivere.
car-keys can b C

it hent 1 catton TRE % cohlils 1€ 3a V0t LR, SBORTID: B MR sl Reeps
K, and |<@dV3aHEFfﬁ‘édee‘N“Péeﬁﬁmﬁié’"rrade for the car. A conpronise of K, and

| <Z means that seaReVBtG HMABKEA D rGaifes K@Y sMeRitid erahk MobQr a particul ar
car. 25 The keyFs random %@ta uﬂfﬁ in the aut henti cati on chi ps nust
n EFe® e Hf"

therefore be ge e@é%&ahaﬁvgéﬂ HistondnHe@f 8 i ni stic (a conpletely
conmpuit er gener atied2ps suding vaaslameidfiisera, sanmotndike used because it 12
AUGUST 2004 - 8[§ve3b%tvarra Kk Bufh?@ generator's seed

istic - kno
gi ves all Future na ?lesrp?{qema?o@rylzm'%%a W“E‘Fq%’““ enerated by a physically
random pr ocess Ofaﬁélbln@mpdwy wrigdnipdafiesd; t. However, random bit generators based

on natural, sourg;,e&ngj b,r@ggpﬂpgg&@gred&”@ fct to influence by external
factors and also to nmal functi on. 1S i eratrve t hat such devi ces be

tested peri odi cH’FIf‘SIIO‘I‘”Eﬁtw§15%ff“i’”§f"?5ffé1?F ‘hSStFpéﬁ‘HH}erﬁ‘t"s%Pes A cgl|s ppotiMAGSHAs ef ul
sourkge of xndamRpKnbers is the Gavarand OO syst em fromSGE [55]. This
generator uses [ﬁthglcegle B%Lodﬁc%@%%e{eghﬁﬁgft]gulng[zh th orr%ma mgutrlaﬁ g% Rersvecrok/stcingw

m nutes. Lava | anps containc Ic tur e resultan
digital i n‘ﬁ@@é’f éﬁoémf ¢ CFfo‘%ef‘ﬁPntawyaﬂtagﬂrﬁéFheﬁrﬂ?h@”a't‘g BeceratRaperdn ded Xas 7- way
hash, r e?] Wutingte firfl pat KER-hiat1 alite, \telrrerngergegeeuym thy &y f)dm'l?)%fhab her el g: tized
inage The t 4 te yte value is
fed into a%ﬁgée%(ﬁésrs g OCk &%gee f%@%? i ﬁ‘e pffu‘%)oc%jefaws O%F EOTOW'P Y ®etion on the

Bl um Bl um Shub generator) to position the start of the output bitstream
The output 160 bits fromthe BBS woul d be the key or the authentication
chip. An extreme exanple of a non-determnistic random process i s sonmeone
flipping a coin 160 tinmes for K, and 160 tinmes for Kz in a clean room Wth
each head or tail) a 1 or O is entered on a panel of a Key 15 Programrer
Devi ce. The process mnmust be undertaken with several observers (for
verification) in silence (soneone may have a hidden m crophone). The point
to be made is that secure data entry and storage is not as sinple as it
sounds. The physical security of the Key Progranmer Device and acconpanyi ng
Programm ng Station requires an entire docunent of its own [85]. Once keys
K, and Kz have been determ ned, and the checksum cal cul ated, they nust be
kept for as 20 | ong as authentication chips need to be made that use the
key. In the first car/car-key scenario K, and K~ are destroyed after a
single Systemchip and a few consunabl e chi ps have been progranmmed. In the
case of the photocopier / toner cartridge, K and Kz nust be retained for
as long as the toner-carrtridges are being nade for the photocopiers. The
keys must be kept securely. See [85] for nore information. 9.5 Stage 3:

Det erm ne M nTicks For Systens and Consumabl es 25 The val ue of M nTi cks
depends on the. operating clock speed of the authentication chip (System



specific) and the notion of what constitutes a reasonable tinme between RD

or TST function calls (application specific).
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6. Set bits in X corresponding to appropriate M n] with physically random
data 7. WR[X] 35 8. Load Y (32 bit register) with 0 9, Set bits in Y
corresponding to appropriate Mn] with Read Only Access Mdes 19aucBsMoYq
[1. SMI[MI1TICI CS~onsum~-bl e] The non-trusted consumabl e chip is now ready
to be programmed with the general state_glata. 12 AUGUST 2004 87 _If the
aut hentication chips are stolen at this point, an attacker could performa
limted chosen text attack. In the best situation, parts of Mare Read Only

(0 and ra@WW—Wrg—&e&&i—n&e&eHwﬁﬁﬂ%ﬁhesen by an
attacker |(\Va the. “ﬁ éo ifd) . A nunmber of RD calls by an attacker obtains

FKZ[ M i R]|Stéor| Bestriptioked M | n t heAdionst situation, M can be conpletely
chosen by AM al ACk®T o (=i NCe al I 256 DT s akF5 Used for state data). In
bot h cases_however %e attacker lcannot’choose any value for Rsince it is
supplied |p¥ calls to RND from a Sy&tlmoaiﬁph:énti cation chip.|The only way to
obtain a gfiosen RTs by @ brute fot Q_ﬁlI[[aCK tt—shoutd be hoted that if
Stages 4 jand 5 are carried out on the same Programmng Stat|on (the
preferred and jdeal situation), autrentiiesktion chips cannot|be renoved in
bet ween the stages Hence there 1s no poss| bi ||ty of thé aut hentication
chi ps bei rg—st pe.. at M"' s—potnt{+JFhe—deetsten—toprogramthe

aut henti clati on| 18°°€hi’ ps at one or ){ ?l nmes depends on the requirenents of
t he Systend Consumabl e manuf act ur erx, Jhing decision 1s examned nore in Stage

5 and in 7[85}. O—7-St-age—5—FF cg*:—f?cm—St—?A—e—Deea—&Hd—Aeeess—Vbdes Thi s stage
is only rlequiried for consumabl e aut'héfti cation chips, sincelMand
AccessModes regj sters cannot be al 'tmced Banak System aut henti cation chips. 15
The f ut ur ggyuse—and—+andomvalues u]L V|_‘_ have—al+eady—been—progranmed in
St age 4. e riemai ning state data VaPy gsneed to be programred and the
associ at ed Accless Mdde values need to be set. Bear in mnd that the speed
of this stgge Wil ted by tie vat d—nthe—™MmnTi cks register.
Thi s st ageﬂ‘)i S se'%égsrsat eabfprom St age *4 on- %gﬁ%agéccof the differences either
in physicall |ocation or in tinme bexmeermx¥tt€f@/ . when St age 4 |s perforned,
and wher evptren—Stage—5—is performeg._tgeatt+y,—Stages4—and—20 5 are
performed_at the sane time in the ‘éme 'Programing_Station. | Stage 4
produces \vBl i dl authentication chi p‘soceﬁ@t‘Odeoes not load themwth initial
state valges (pther than 0) . This| s to attow the programming of the chips
to coincide-wilth production line runs of consumables.  Although Stage 5 can
be run mul ¥i pl gPeSeiv@EYiolsddf ti me S8ttt hgPa di fferent state data val ue and

Access Modg value, 1t is nore TiKeky, L@ beé run a single tine, setting al

t he remai jping—st i ni ng Access
Mbde val ue¥.  For exanpl e, a product?sH 39%e can be set up where the batch
nunber and serj al nunber of the duthentlcatlon chip is produced according
to the phy i—cat Ge\f},llla"lglllnlﬂ e—bei (a19) Thi-s—ts—rmuch—tharder to match if
t he state dat g ?oaded at a phy ﬁ ﬂlfferent factory The Stage 5
process involves flrst checking to ensure the chip is a valid consunabl e
chip. which |nch9§§{% e RRg}iQ gather the data fromthe authentlcatlon chip,
foll onwed by a of the i mtial data values, and 30 then a SAMt

per manent |y set EAPhRREAPR PP SPaIIIBSMe Merolitils pEmery B oFit tp elé e rf’éta'ées rqquired

| sTreist ed by Asthéfticatdn Plofocdl IC$.Tr ust ed) , eX|t with error (wong kind of chip!)
3. Call RND on I a valid input pair 4. Call RD on
chip to be progﬁW%gkgggga §?§% %ﬁﬁﬁg Ille%put pair 35 5. Load X (256 bit
register) with results froma RD of authentication chip 6. Call TST on
valid Systemchip to ensure X and consunmable chip are valid 7. If (TST
returns 0), exit with error (wong consunable chip for systemnm
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aut hent i cadsisiof regitkkr. T¥WUSdatcRHastPRentoRSvaSBdWBy b bihGral opERiowECE hee&lsahydo Bl1dw thld. 1. 1
St andard Process 5 The authenticat’ion chip should be inplenented with a

standard ﬁﬁﬁﬁfaoturlng process (such as Fl ash).

l. Read the entire N bit value into a general purpose register;

7.1

2
3.
4

This is necessary

Perform the operation on the general purpose register;

Erase the Flash memory corresponding to the variable; and

A RESET of the authentication chip has no effect on these non-volatile variables.

M and Accessmode

to:

Set the bits of the Flash memory location based on the bits set in the general-purpose register.

Variables M[0] through M[15] are used to hold consumable state data, such as serial numbers, batch numbers,

and amount of consumable remaining. Each M[n] register is 16 bits, making the entire M vector 256 bits (32

15

as M, is read or written in a single logical access.

bytes). Clients cannot read from or written to individual M[n] variables. Instead, the entire vector, referred to

M can be read using the RD (read) command, and written to via the WR (write) command. The

commands only succeed if K, and K, are both defined (SIWritten = 1) and the authentication chip is a

consumable non-trusted chip (IsTrusted = 0).



allow a great range of manufacturing |ocation options take advantage of
wel | -defined and wel | - behaved technol ogy reduce cost 10 Note that the
standard process still allows physical protection nmechani sns. 1DAUBUST 2004

M ni mum si ze The aut hentication chip nust have a | ow manufacturing cost in
order to be included as the authenticatign nmechanismfor | ow cost
consunmables. It is therefore desirable to keep the chip size as | ow as
reasonabl y possAltibeeh M m& ceatgina aurtbbrexfitifferatt dontyghitey diéfeponly @sth@6itdpetraisswhs.
non- vol at 'lia@h cﬂﬁr[%r&éan ai%y%d&aﬁ'(ﬁ@mtﬂﬁt &%%@9925"6%93%& @eqntgrgrreteﬁmtahm %ﬁjosen

HVAC- SHAI is 10 he renmai nder ofthe chip ( te machi ne rocessor,
CPU or whabdirétent: Qh%%@éﬁﬁ'tfaoﬁ Mﬁ'leé%ﬁtonqﬂm'ﬁ&fm of én sma*jermﬂts@ér%moﬁo a
m ni mum i rse@urldeas deshated tnfSectmmsrﬁedsdnfﬁefrem watnsmsts@cmam sutlietinma@ed: and t hus t he

cost per chipd S WhilhlhAgth: The circuit—areas—that—process—the)secret key
i nformati op_or cou é reveal information about the key should also be
m ni m zed (se®28dypt on| 10. | .8 for 20 AsprecMede data paths). 10/1.3 O ock

Filter The[auhhemny 1 cat [ 0% Ll B writerldl LTy 1S designed tO operate wthin a
speci fic clogk-speed+range.—Si-nce the user directly supplies the clock

peoT—

signal, it vgfa‘b\%étgl bl e| FBFAE BrFEBIEr t o at t enpt to introduce
race- condi t ilEasmennOblpe| Canronlyibe waittedito iStheinivialoe i iebsaan chdoldrvglur ocessi ng. An
exanple of [this is wher r he circuitry
is designed for) may pr g%%ﬁght?ﬁ]ygg%&?re%%\%@ @hgr%rbéttagﬁ'{g b%ﬁcélﬁld of the two
inputs, the first may aPsfay®uIHRe pfdfbisned. These styles of transient fault
attagks can be very efficient at recovering secret key information, and

have been dOCUfTHﬂi:&)d\pildﬁ tf{efp}oteaﬁ’lﬁl rdquited Jfor whibig, JlBSlS@Ebsirﬁodbeatheaﬁd’eﬂ&d friem t hi s

i s that th@ u cIo S rust ed S he i nput cl ock
signal cani i Efto lovnn dacfegrtesthe m?erpbe?agl?n o?tl 2%% ccc):e%ggclieatlt athed to a maxi mum 30

frequency. Tilthlesncan be achi eved a nunber of ways. In clock filter 100 an

edge det ecl g SFT PASSRRriRiRUTC T Alid i laRen SEHARW HRRomAE T T Tt Ur N
enabl es a gatell03 s hat the clockisignal 1s a to pass fromthe input

port 104 t 0% ha "3Vt put Reﬂ)‘gf“e Fi gure 1( T§ﬁ'&?\)\’/§61bﬁéal'€|'b"é‘|%ayf:fv'l”feéf‘%Mh“he del ay
shoul d be set sovMsrhat| bhemsawhpum cl 0dke speaeditvBueds @Q/Mrltt@lUdoM[ ]fnrnequency

(e.g, about 4 35 M—Iz) thig.del i it is
fixed. The|filtered cl ‘\“%tss?g f woul c'isqgséﬁ%(nudry%‘ﬁ@?&ﬁgvﬁgeg nt 5rlsnal |y as
requi red. [L0. 1.4 Noi seRe@eher at or Each ugedfdiassess ek Mast S}tﬂlfpa@h@bjmf contain a

noi se generator that generat es conti NY@d&eddn! G fumB@i s€. The noi sel wil |
interfere wthlotherlelectromagneticlem ssions frogmthe chip' s regular

activities| shd |2 Rof REremen OnX(ResT | T 1§81 yiueoalyvayese gHRIT Pl acenent
of the noi se gener at orthd MosnBigni@anti SSye(on] edn aaateheinti. CR{NMSR ahisp due to the

llength ofthe em ssion yaygl engths. The, BOjISE 1%%% Rlon ba?ue%‘&% b;[S gener at e
el ectroni c| noige, nmultiple state changes each cloc a source

C ,
of pseudo-fandom bits| for the Tanper | PPEISHIMUEReR5{d® Béi@é?‘i‘e@ﬁ"tm rcuitry
(see Section | (RO T .[S9ead Gaigi npl e 1 nplTeE®ALIaDLIt 0MUGT ig@rddOVImEisGRNEr ator is a
64-bit max| mal |period LFSR seeded wt an%anrégon

The 16 sets of access mode bits for the 16 M[n] registers are gathered together in a single 32-bit
AccessMode register. The 32 bits of the AccessMode register correspond to M[n] with n as follows:
10 MSB LSB
15 14 13 12 11 10 |9 8 7 6 5 4 3 2 1 0

Each 2-bit value is stored in hi/lo format, Consequently, if M[0-5] were access mode MSR, with
M[6-15] access mode RO, the 32-bit AccessMode register would be:
11-11-11-11-11-11-11-11-11-11-01-01-01-01-01-01
15 During execution of a WR (write) command, AccessMode[n] is examined for each M[n], and a
decision made as to whether the new M[n] value will replace the old.
The AccessMode register is set using the authentication chip's SAM (Set Access Mode) command.
Note that the Decrement Only comparison is unsigned, so any Decrement Only values that require

negative ranges must be shifted into a positive range. For example, a consumable with a Decrement Only data



zero nunber. The clock used for the noise generator should be running at
the maxi mum cl ock rate for the chip in order to generate as nmuch noi se as
possi ble. 10.1.5 Tanper Prevention and Detection circuitry A setAusfusT 2004
circuits is required to test for and prevent physical attacks on the

aut hentication chip. 10 However what is.gctually detected as an attack may
not be an intentional physical attack. It is therefore inportant to

di stingui sikmbaignesn b hesest tanotht e shitdd ialiettac k®. The Sgaenatitshibntittaptd tenagho p:
wher e you b aQGel 61@'56] T\IOEQ‘ljtat fdos |n¥e§t|<:e§%LDﬁFeh1gﬁ6n18% gl%%rtg 6@0 thm% nG rahge
cannot be certain at a physical attac as occ The two types of
det ect i on Wif¥fF@fed n what is perforned as a result of the detection. In the
first case, | 5Fdﬂl[)€d’r©tehlf‘(&l)(ﬂafa€tbﬂ1§, frsangzaliv dixe incodet ﬂinﬂm&shﬁgmtaarﬁ Eou&stﬂfgyﬁi:aﬁtaJ
gét ?gﬁ h??‘ tc%lﬁlgn tles’framhﬁ olhv?z\t,\ﬁtl"hé:e!c?eﬁsem%if H)D{hX{nos?X%ancarﬂ grEs(s?orecf n]gsﬁ ?lagk
has occur rigdst t¢ HeR.dhp rmaining jegisers Ml MIs et hfihh‘dd hovothgr acget magies smjeNMlﬁé

taken, but the m%dn%slﬁh%IWﬁOh.tm atsheat@rmgorptacmmete KeWill Rt akaRsd ON.
Aswtable e second case is a chip RESET. If what was

det ect ed wﬁep%{‘ﬂe"é’(t”%t%aﬁ hﬁé[’tg YL PRSP IRRERYTS" damaged the chip, the sane
condi ti ons wi | | Exauplesrof pléagating Mrapd Agvehsiddetbitecae bd fpundiinl JectRESET again. 1f, on

t he 19t her fipnd, gwhat vvas det ect ed vvas part of the nornal operati ng

envi ronmen fh %ag’ | By 2 RESET Wi | notl . ood exa | e of
an event thdt "EIPIUPEFY ¥ 4R B RRE Rl?HBv%I‘éectét e”él‘t‘:?BEltp“’t gl K 'gBRREFm'BTdi %Ch. The
gl i t ch maywithe<.abheckadneat iRovid theatthaatdationahip e APt (Bar §ecteoInfopvapiah) cormhapd ri@tce BN about
the key. '%usﬁ&%ept@é&’é@&%t’sciﬂﬁot%&tlrr@a%‘ﬂt of a faulty connection, or sinply
the start of ower -down sequence. It is therefore best to onI RESET t he
chip, 25 and no hegpraraady thas mrksypse af K1 4rpBNE RIGRIMANDBWRTA Rt RaBWR] whest Risdg i s
Iostlshlf tda.&ioﬁ)ﬁsﬁtl&mwme litauhal&sanoeg,ept eﬁirﬁlﬁﬁb‘ﬂs wi Il cause the consumer to
get t eSystem e LS s

good exanpl e of ag mq\ekfvﬁ ?”e a}rg 1{s'llcmcan gg@lgh% W‘étah"éF %mmmd“tthe
cutting ofaydathegehirped wdphlnmﬂlteheathﬁmdﬁom lafphytsiad iy r@ﬁqnamtknqmn(mdﬁwh@wweect ed,
it could ophXabew Jc%ﬁtHJttI'r-rQlfl rddddritbyr g:ehérhw( mas&t&%me DB thlps Qpedid
attack. In 3ther e erasure of nformatjon is a sensible

Step to taRd oS RSB AL LHEHT T ERL L EHPE. SHOGI AP E 3 T Amper
Det €8t i on fair persi60 tioperefadingdedds ad 1t endadils adks, and one for possible attacks.
Connected to these, ARGy [k &ld Bbh kb O\M)@ilgcohﬁtaﬁd RYUIRRGH b0hrodiARR& N0 a
Detection test units, each testing for different forns of tanpefing. In
addi tion, WEZERMUedy heSSifPEM®Mat t he Tanper Detection Lines and Gircuits

t hensel ves7.zannkt al so be tanpered wi sh. At one end of the Tanper Detection
Line 1 10 is a éoy{h%%o%flt sét?e‘?wgseé?oﬂﬂf?#&n?'ﬁ R c!urlJt &%%;ﬁ?&%.ﬂgﬁot%o %250 gh
speed conpared t eneral “operating circuit nerator
cir@dit deyesrmyed dappov l‘isCha%S@d@aﬁewté elﬁtee@awrh ip'gEridicatett blrstipass
through t é@méiadd sm@rltz nhabhﬁeprse@aelltmsleznnetafreciueseaa ke ori gi nal data and the

.Ot her 1 13 carr eescommands tpz;{%ral&euseoc}ct Kt eeRBaa'rEdal’ST l&Dle?&/ltlsg??_llplaSSS i ﬁ)elileq;?w
inverter 1 14. e "Wres carry Hese™bits are Bove™ iR

general chpgsetinpen ofthe t(afamptelemhppﬂ%funqtlhre THErvavings antNhSckdy Rhmm hpurbuatwhem R

circuitry 4Gbtined & tWaﬁﬁ&tn%%ch@s%ﬂD%\é@Jn t he random bi t gener at or The
bits are reconbined at a nunb es Vvia

t he
bi ts%are differ &nit "t HAY %Yﬁ?)ﬁﬂedvablég)s'“ f”?f“P" H’%‘”‘Stﬂ*éut”‘s s%fhéf S}tPé'@&’e ngrf"ﬂ'@ed it
parti cul araphysi@ihAsdaiBed 20104 nuBikr, gatinirdd fiphe phyixalypdndgm gacmenut KutusbV@T fer om a
menmory r ea%n?rb@&'ktﬁt rpc%nAIngn mnhtbn LJMb'ér gnzht;ratytall'l%%écurl laﬁthé zitt[h9§lczftloh]a1l ;Js )ﬁep@ﬂﬁe

t oget her a nennr Erase clrcuit, where a conplete erasure 1s
triggered W<'aK2C§‘“‘I‘?B?t‘i‘&&ﬁ'e¢'Wa‘¢€t>t“§b' FBRY dEgmintike. Fangeampis, 18 ¢ B @Frsop Fan toss a
triggers, fiacdin thotieed, iet@difg R ad Caldtakback on the chip. Each trigger has
overgi ze nMOS t I .

Det e%tl on Line fi%%#o%%gﬁ{a@y (a%gg Wﬂ'ﬁ%‘%ﬁh‘mﬁb E%EE@&%&%{' ?gﬁsﬁng P;!;Er’e{'?ﬁ,f!d t?’ua
test fail stonizpie valyeibygesSaumen. t he Tanper Detect Line to becone 0. The XOR
test will thereéperufai | on either this clock cycle or the next one (on
average)) thus T|n or_geras chi u | ust rat

basic circuit ryﬁg gk sf”' Bt 861% Eelfl”??gpowe't' P‘ugta @a?fﬁ'fﬂﬁte "SO%FPeitf%%bytaB
ei t her theatIErkars@heolrSUIRESEE)Erammled:ak@mgWh Kl, 8, fid& Wihnpenthddatagatchiph SBi (8e Seaet go
throggh t hﬁtfoﬂ‘hz@tbrﬂ cbmidid! %ﬁnc@@he%&rplhtlst LJI@E&%&&& Qfients célnﬁotfdggctly RafthliGst., as
illustrated by Figure 12: It is not possible to break the Tanper Detect
Line since this would stop the flow of I s and Gs fromthe random source.
The XOR tests would therefore fail. As the Tanper Detect Line physically
passes through each test, it is not possible to elimnate any particul ar
t est W|thout br eaki ng the Tarrper Det ect Li ne. 15 It IS |rrportant that the

N 7 NN a1 o r I 1 o — ~ 2 "



The destination of the RESET and Erase |ine and associated circuitry is
very context sensitive. It needs to be protected in nmuch the sane way as
the individual tanper tests. There is no point generating a 25 1RESEFT PN se
if the attacker can sinply cut the wire |leading to the RESET circuitry. The
actual inplenentation wll depend very mch on what is to be cleared at
RESET, and how those itens are cleared. The Tanper Lines cover the noise
gener at or ci r cuTHerymmdndd thee melriuge. of Theeksge A mattat meke dseNOK, gpd Ke- iamely BINDORIR,

I |, wh
18"? 5 br :)z{ngg%t}?e%ﬁe@@&atr\%%ﬁ?&g@d&?& g%éggfﬂ O@Kégétwl%irsﬁp&vr% ahd¥€, 19&&@1‘5@& é%drrpl y

store secr@mrarskagpivehths ﬁwedo@heﬁwgraaﬁm Thp ehscksn Ricylatrd Firpioyoit "T'H%S[Fll dsh menory
and RAM nust berfpr@tje:ctredorfedr@mﬂuanbvatﬂaacokearm\A/\Anefummlndevartmaemtuetmom)wufseyr (or
set)sa parkl S ATPllyal. PUOALAM. FUR GLHBY I QLPLIFL AN, The, mechani sm
(descri bed abov‘él)ecksweartvm%'fa“mtlrareddr0rmee@eﬂt'mqf@ﬁLMomr@anéd@a‘reﬂxhrrat t he
Tanper Det@@granm:dkdmn@@&&aﬁbﬂlhéeﬁtcbrym@bove each 35 Flash or RAM bit. This
ensures th.?% an_ at er cannot probe the contents of Flash or RAM A
breach of the c%% re is a break in the Tanper Detection Line. The
breach causes tfheaEﬁ(als;erarsiogmahbet@ectiéatSetogramhncr*sal@elwfelt Kregd EnyittcbnSe(es of t he

mempy.  Thechi igmfaliGH HEHEMd. rt%é%@evetm KIRRRRY, S,E&trﬁeglregrteé?l @ earetssra yRbscures
passi ve observation. The second part of the solution is to use

muf ti -1 evefNa&tmagt Wﬁﬁvé”‘ﬁtlft becfﬁ"l‘“ﬁedt"a'yr?%@e autherfisation oy aogonot Sﬁbtgé“yrfh‘rst‘l e
| evel s f orbyaaklied bit represent ations. Normally, when nufti-Ilevel Flash

storage is usedR rs"i‘lseﬁld %]e TS%gon%m-gnnggt%t the 1 ffom Thls 9:‘34? !)Js]gal]g@kﬁD I&Q! 1g§d {fore

than one bit. For exa% 4-vol tgﬁg -state transistor can represent two
bits. AssuSFI¥RE He S| Ht"é?rttdthﬁ’éﬁ@rtt‘r'ﬁ yBenticayen hipgFEREnBthRNBendalvd are oply
respect i velsyd in triveed aivkentidatiahl cBipy@hibages represent OL and 10. In the

2|urt’lglegt IbICtatl gﬂdfc{é(‘%ﬁé& isa l- brff%élflelsggter tpa%{jetermmes \\ﬁlret‘tegyr}%nva%i Sntrtc%)troir ggﬁfrus ed
attacker athirdffie’®: t o for ce the state of a bit one way or the other by

cl osing or, CUttffnrglsﬁ'h@tecg@ﬂtl?seﬁth@l::}{uﬂs”c&nsrd% tb BEVaatluEtgd c\mBl '}n@g&cé@t@ﬁ& Q?&@QND
invalid state) resul The second part of the solution for Mis to use a
parity bit. Theandé{tsyuﬁ‘é{'r"tls(t}ft”?tl‘rgof d¥ster can be checked agai nst the parity
bi t 20whi che Wi | | IrmetsTrwECH! ifléa€ kheahip ambtasds)dere&ﬁhee foisics. m@érbnangraemsFrt ash and
(I?érl\lﬂngg?ezjh?{)ez ﬁ{uﬁctrgnes cé{n%!)tliagg‘ (g(b%l) an |on ctrt%]; can$fs_lr§allu nltsﬁead)(%g?m ?:ver needs)
circui hy woul d ¢38 RiNpeor fi§F @ttheloensembéwmqey clprrrechtaatoetd EJ@BIS@SU”I htO@ulglhtIO(ttsmss

st oppi ng an at t aekedd afcbRiAMGHLL fogNhe dat alines). Wile the multi-Ievel

Fl ash protection i secr e i nformat.| h ogram
code. R and M PR SRERe PR bR R PRRLT b el TRt B THE R S MM e
att d&ker achthinablp bxcanratiaskertyer still gaittain the aeegBe of thaokptiRntBatfn ptosrrolr@mbeeeritdrﬁqg a
singl e bitgQR; t&rs aﬁtmcrteheqt@rte a@yggﬁitﬁtehﬂ@at%ﬁ%hu‘j%i@mrsFnor%‘é; Je X Bnd A€ red P ET

Det ecti on Li »Taﬁ ey bért must have been a O. oes activate the
Tanper Det B{SH at‘_i f‘l&o” Y¥%'%ust have 15 been a 1. For this reason. all other
non-vol ati | e neRoh § aggie lslrtsted att are tibeedTadrpehe QR @oma@nTHey me potbwutittel(fo tand Kz
must not jand
2 Aot nacare o e ETE T Bk TR | LB TREEI T BLi et o
160 3Bi ts femmaztR myst bKnonaZﬁ@ tacbe)a vplid LGSR etete. é@i“"sasrﬂﬁl'“t ReorRIgUR {s chappggaead 60-

agai nst t hgt kxe@aksuioa LARYiA@Ps fedite 6] 2CRiRISSand isGhgdd odlly b ducde@iul tanforgmat i on.
10.1.7 Boo{whgrrerc]:s%tt]r for | oadi ng program code 20 Program code shoul d be
kept in nu [ evel ?_‘ash_ instead of ROM since ROMis subject to being
altered i n a nofutheatatdsl chipyggstinedo bopistegrel praipdddmeyistems (ekip Bfshouéd haeeghdiir ed t o
| oad the pfsﬂﬂft@l%t@@d@rm‘g@lo@rarﬁnﬁ  Rnd R BHatibi &l@pﬁhseﬁ'ﬁ@ﬁ%mhbﬁes'@hr@ﬂ should have

d t t t i
rov> st s BB et e PO GRS LR P S epRak ik SRt M58 oul d be
m)dl fied |¢vrraranctmcbe¢i gotrigihedlsTesied bR Birefiye boot circuitry nust erase all Flash

nmenory, check t @hqug%élrs@cut @%fiﬁg ﬁl@t‘éﬁt@atMEﬂfF&es r@["(grlytrg?ﬁ'poh %Qj’dngtﬂﬁles@'&ﬂg‘ Ak code.
Fl ash menory nust be eraséed before | oading %ram code. O herw se an

attacker ci‘i‘t‘]l“‘ti sineth e [AMHSHAL 8letrifen- %Brf"eéttaatatéac"eé o puidiRe ¢ BAE 'BPKuR Eaf code
t hat si npl e @xdrityad the duthedngcaoni cBip kiBgdek@ysan thElgSEfRt @erigCitime ofAVSystatssWha heck
to epsure Eem}

attg@ker hgg%n{g@liséﬁf énaaﬁgk rase “Xtrb?%’i th&‘jP cgﬁJe]gtlvgig |°ﬁR(h%rﬁé‘%2§\f§°§?J83’r?°tJH1&gode
30 The | oadi ng of program code nmust be undertaken by the secure Programm ng
Station before secret information (such as keys) can be | oaded. This step
must be undertaken as the first part of the programm ng process descri bed
|n Sectron 9 6 IO 1 8 Specr aI |rrpl errentatron of FETs for key dat a pat hs

o - a — g—— - Y 2 o o S R AN 1 ey



40 Light is emtted during the short circuit, and can be viewed through the
silicon substrate (silicon is transparent 12 AUGUST 2004 - 93 to
infrared light). A small amount of light is also emtted duri ng2AUgysT 2004
charging and di scharging of the transistor gate capacitance and

transm ssion |ine capacitance. For circuggt.ry that mani pul ates secret key
information, such information nust be kept hidden. An alternative

non- f | ashi SygeEVASsuk R shop begregndnariell @nh spiptidady tdnered ademibemhes gathdrarfroalal dat a
pat hs t hat Eﬁ_m I at that is
based on tﬁ?zs' aw%ﬁ@‘&é@%? E;,y\f\g{; %@brf %g'%/eé%ﬁ')hx c&ﬁ,lufep ‘ﬁ' rg'glo%{'%%etz can
provi de a 4BHPT %etﬁe'?f’&‘“ﬂ‘b‘tfﬁd‘i’ﬁs@ﬁﬂbedetTmP"é“‘?:B?fr?é@tP togepergtedn B Sdsednt @sed1 of
al I nMOS tsyaas cisf, @ p&soh 6, tosa il chirtd@n 1@ tiads) re@tieghehdd adl, seiagRds @atsahe B naf- al |
pPM3Sstrans pl ace in conbination

Wi t h t he \iaﬁé q{tl?légl@e foratn.Fte&ﬁ%%%é‘ttﬂquﬁ'rﬁgﬁblggig?ﬁ tat.)g‘ge?)ng, the pMOS and nNMOS
transi st ors® wi | $IWitenhave a si nmul t aneous internedi ate resistance. The 10

setup i s sSheWwiitten Fe@et lﬂ-f@nmaﬁ"dhd’htuh@)i W@Q&%Sldﬁﬁ\@@?@m%@se&%tgnforﬂn%onEﬂ.of&a-l ly,

regul ar 0Si |one r crjtical non-Flashing CMOS
corrponen?:q?uﬁwtpeau{he"?ca%'o?g" pheﬁ oul d 1Ake" isﬁé rzal}dndput signal fromthe Tanper

Det ecti on Li ne Ablsvieanng) direaly advess Tia fyéitteDeit fsttddoinis Eleauel virgler @ Rewmnmgrdi(ivigéhe

timgs fastgp cren@n kg%d'k@gﬂﬂeﬁ’-fhe%Qﬁtﬁ&tﬁoﬂghlﬁ:lsrﬁ)ﬁ)?ﬂa%ﬁﬂdwﬁ\@&réﬁ@ys ShtR6dm Mnlbbr be a
hi gh rate of ursts next to_eac

no nent. Since a
O o Pt B R e i o o Y, B SR SRS i
observer R [sktriclytnotrecrafit reust @ walietracdethutvarh Ks widtiG i engyreaipe sredithadersambige@eur 1 i ng
in the chiy eupJvRF?ﬁBOm Jhpr%%r%ecfdﬁ‘rg(&%he@[o o%{mhds%uc' ngi ?ﬂ[\é‘ || also effectively

i ncrease the anount circult noise e SNR and obscuring usef ul
EM . There are Hesiiitisn siaps bifiguseddypbdpgiogr it pegess ReKu gk GFtherRd Wrifsinae iy ey
CMOS5  Thenhafchieed Rvovs A& afTsT bR itdpred & cliedua®d by twice the rise tinme of
t he cl ock per cl{,l cycI e. This is 20 not a problemfor an authentication
chip. The amount™ '8 current drawn by the non-Fl ashing CMOS i s reduced
(since the shorthegiaredue meshatismar Prevseting in atipicioay genardipgmiléplofafige TShyndie use
of regul arfufdesSid d“s\ﬂ&{ ]Seﬂ&ﬁof timEaws fitGs iock hrﬁmﬁé IREKBre oMo RABRS pl‘éWnQ tha irfe@nal
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40 holding a particular bit, this will force the bit to have no charge or a
full charge. These are both invalid states 12 AUGUST 2004 - 98 for the
aut hentication chip's usage of the nmulti-level Flash nmenory (on?AaURB2004\0

m ddl e states are valid). Wen that data value is transferred from Fl ash,
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either of the herefore fruitless. 15

10, 21 6 Gal e PR B L P LD Chtoa BRSO AT RO AEY DS PRTSreb HeY
abi ity ofandfi Btlr@ckienedby cativditfeyruacdsithglietigahd's RODecausadt The 3Lhipotimt yev eal

i nformati ofe glidfeh BGRES bR cal IBWEYE be f@&‘éﬂne&!y iGHIRE Foh-thullEf cn R RDRYLALASyRECT et
information is covered by one of the two Tarper Prevention and Detection

lines. If 'é’l“F‘h*éc?”'??Fett'tﬁ@sbéStPrF‘i’ﬂé‘/éyFt%“ broken (in the process of destroying a
gat @y the att ackhewn dombenddat @itbe dsedivhdd Ghadsiotag cartitlorks hae Bdeh pet | | ei t her
RESET (continu or, 20 erasg t he S ch this
ki nd of attackaé gﬁ&tg‘[tacker glcafmgrth%}é gﬁecrhgcésu@nan‘?ﬁgaevf ?eﬁgﬂ ”%V‘atlhaw
determi ne which gates) shoul d peompgk gdt ed. Once the | ocation of the target
gates has peen dglgimged, the, gLARCKEhi MUt rRleEHe itRGORMBRNDeclRIPET
Detection line, stop the Erasure of Kl ash nmenory, and sonehow rewire the
conponents that rely on the ChiPPfeR "PTRFEIUEESHi ring the circuitry cannot be
doneo wi t hout sihiadditivg, chiv@o RDimpst wainfdr @y RIimTicksRiehai@die regiddr ¢ rbeh dlame: it fahdonact of

slicing t hs% ﬁ”e? térq)s rglgaldls.d \Llﬁ\ﬁlkﬁﬁﬁolt(!de eﬁ]:lat hlnhl%u% tg%%&ll'i Qélpﬁet tllgvegrn:%ﬁsquBat terns

in the nonvo Wé hat &» g

fruitless. 10. ZO'TE? W@% meigingap BReR refRAdeg wh ihinTcks, de R éwﬂm@wwewﬁt Bekeyg
abl e to setavd noelbedd dmpelredb\mh Srh@fis abmpi@w B oM s[g: t @ardlc@WpaBhSagMat Ue.
oot Coy S ORRL M A0k A0SR BrvpSorl ol 12 1 SINERLL 0030 EGALD G ALK, A
att d&ks (ame expkar medf thatineds ere pot the squeecan apeskes eantgpio mdrmatigp hﬂoutn*dmchbw@ceeed due

to the us eln&)f*rectt Nethei 1ﬁtgﬁgrvelﬁfc§}6ﬁ mﬂé 91@ C8R %n@%ﬁ QChieon cgalr af ltHekE)Mnf%ﬂgnmhth(
i nes. attacker is able to so ccess the bhits of

Fl ash and ﬁé?‘ﬁ? 253&5'6% “%CB‘B ‘g’éta"f‘ fretrgutre %B‘I“'(Elieh“d;F'éShgﬁ‘EP“f"ﬁc‘lﬂ fav MPFevelThFs wi | |
force the Wius sthmlldia\tlsedrﬁ@tt@herrf'galomploaassflusltehd athar tyesubsthesieo @preseipotiil valnasalior d
states for.tha. aUtRGRIEAT HAR Gk %nyléaageeeﬁ@&w&yhﬁom dadriihsE¥ELr 160 B volRROT Y
(onlg the two mddle states are 35 valid). Wen that data value is

trar&f err ef'Pim Fl ash detection circuit ry will cause the Erasure Tanper
Det ection Li ne Omelhne 1ritdfnaglge§‘£mj<newrtth6¢‘QfeytheRlanm‘mgndcﬂheckﬁ er®iintkeinpuopardnieash
menory and, h ) ed
val ues reaé%ﬁgﬁhﬁ%ﬁzgﬁlfﬂp‘!dgﬂ'sneeﬂltaf]y gﬁg fo the %%ext %ngtl on(}%Lp(i?rrh(§ttﬁ%rmﬁIF

tri gger ed. aganst B &wyirSi 4%l Biit sgegatipand h‘@rr@lfwm @usﬁ fﬂﬁﬁ 4 serggamountppling sex9BHesO Y04 -

99 10. 2. 13nMei s Mpiki FIBRENCH. é‘%)trteégknaf\nﬁ&hé’bﬁ{el(&rgﬁbt e Gl B hSackk cRpNh W t hin t he
aqugs nticatjon Ch'b?«ﬁ”%ﬁ E gL ? Farrt of the authentication keys when
po isr@ 8?1”‘ SRR RChy REYF LEEFY and RAM woul d continue to hol d the
i nformati on forTieeni wey frethaihpue paranizeersitebromalid ipdn qoromseys. Sydtdm fphseingthe wrovgehite),
sliced so éa?ctofghgﬁfrcﬂg&ﬁ@nﬁgle e \A5ong@9§teﬁ1t gﬁa%/tl&?émcw@fg%ne%@é}l% galrs%rtaiﬂgﬂtgck

di

di scharging t t he data coul d probabl Vi ewe rectly using an
STM The f‘i’"rtgeta“@‘é"f“é‘"‘rﬁ‘g‘é"h&’aﬁ R SR T AR e “ilfe“tthee“%‘é%a&‘ﬂeiﬁ'ts WY Td‘éf @ﬁse
agai nst powen f@gbitd lehetabtddackde tho\kgm fqpelead irpgts scahuteckersadn learegihbiebat wind RAM
are 4l eareg,;j Mgt as the RESET condition causes a clearing of nenory. 10
The chances then, are less for this attack to succeed than for a reading of
the Fl ash nenory. RAM charges (by nature) are nore easily lost than Flash
menory. The slicing of the chip to reveal the RAMw || certainly cause the
charges to be lost (if they haven't been |lost sinply due to the nmenory not
being refi~eshed and the tine taken to performthe slicing).



This attack is therefore fruitless. 15 10.2.19 Chip theft attack There are
distinct phases in the lifetinme of an authentication chip. Chips can be
stol en when at any of these stages: After nmanufacture, but befipagsUST 2004
progranmm ng of key After programm ng of key, but before programm ng of
state data 20 After progranm ng of statf.data, but before insertion into
the consumabl e or system After inserrtion into the systemor consunmable A
theft in betweebnct tmeu@hipaarﬁmwa&cﬁew\eﬁﬁeamd oftp10 G4 FeE R agcu&teatﬂhensé\wubrdenml y
PLgV;gleet o a%&r;glhsgerr I Cg} ?qlowrggrdé’rw btltpo glr}b{)ﬁplsrfﬁii o{lﬂti throu 1tC(P[g‘)(ﬁmﬁes
aut hent i caﬁ"txp[éfrthchﬁisltlat@am:@tptlmblﬁrodé?amn ng station is the only nechani sm
with 25 consurmhiee ragwkrssyn§et1&r&dwtﬁdncatnuelﬁebﬁfg,thea«alwhmefﬂﬁanLsfmt;sanermswml;édsenot
be apl e t rﬁR%mtemlﬁua?l XEES]V\enth the correct key. C one manufacturers
woul d progra m &% BT ank chi ps for their own Systens and
Consumabl es buthelRﬂ)qmmP'tsl l&JeP'dmtnfeﬁ@uhﬂtefOBOVphgaﬁ@esthese items on the market
wi t hout del§Rdid BNStept IR E&RAARE T Or m of theft cam onty happen im a situation
where an awthenticati-oh—chip passes through two or nore distinct

progranmi ng pifBses. This is possible) BYOUnlikely. In any case, |the wor st
situation is130 wher®idmakseabigingdatya has been progranmmed, so all of Mis
read/ w-rite. If th' §T§ere the case, an attacker could attenpt to|launch an
adapti ve chosen tle tack on the chip. The HVAC-SHA | algorithmis
resistant {o2such Mtntra:ksl&ematﬁmge—mmcl«snf ormation see Section 5.5.|The third
form of theft—woyt ace—trbetween—theprogranmnyg station
and the inst gl | atli gar‘tSht‘_acatl%ﬁrj{/e Sa%lﬁ'e'ﬁétut henti cati on chi ps would already be
programed| f ér ugeOKRr- elager Cliccabrgr system or 35 for use in a particul ar
Consurrabl €. The an te H§t€hl£ gr%t?on(’h llstﬁ)ﬁ( ytgﬂl nge ah magjer Jaﬁtot&:em] ﬁ‘ece them I nt 0
a clone System or one sumab one Sys tem; are \rrelevant |- a cloned
Syst em woul d not ei‘)@t‘?‘“ﬂé‘tj’ﬂﬁt?eeva%fhfyaiﬁah‘élﬁt‘|bt§%ttfﬁé%l‘i chi p. For clone
Consumabl es$, ssuc ﬂ:(Lbﬁjt woul d TTmt tThe nunber of cloned products to the

nunber of c¢hips stgl enL single theft should not create a supply constant
enough to provide PB‘R& Franuf acturers with a cost-effective busi ness. 12
AUGUST 2004 6 IOC R EhReali 11 60dits freri tne@f theft i's where the System of
Consurmb| e al c ctanl on \WAQ en fhn f!ﬂnff oceuUrs—at the rranufa:t ur er

C\f"'

physi cal sec rlty a?sgﬁg%‘fuéaterﬁﬁ% be enhanced. If the theft occurs anywhere
else, it is & matteK@tHagoﬂwlmoaalmefcmnt)t he owner of the itema d t he
police or insuranc curit rrechan the

aut henti cation chi ﬁ"tﬁglggh'sygrﬁ% MU tit(?( &l esor%?)t}aa‘ r%ﬁ“&?se% ‘are in the
hands of the publ|i @W@@hsfehﬂjéntswcorﬁetw ng them st ol en makes no dlffer ence
to the secUlrigly ctlpt(t)e) Keys. 10.2.20 Trojan horse attack A Trojan horse
attack involves a 34% nsehtl ng a fake authentication chip|{into the
programm ng stati oﬂ“tﬁ‘ﬁ the same chip after it has been
programed|{w t h t/hBLSkecr et key |nformation The difficulty of these two

t asks depends on b@tt%b%ltggflmgggmphym cal security, but is an expensive
attack - the 10 gttac has to manufacture a false authentication chip,
and it will ORIy bBashsefatulagiferdR Mhe effort is worth the gain. For exanple,
obt ai ni ng thg se rﬁ.{(ok§y tor a speciti T car S auttienticatiom cimp i S nost
likely not {worth |an att s .efforrts, while the key for a printer's ink
cartridge may be VQF%}‘“\}%H Wéﬁ”f’;“h t*Tf"l'@“‘probl em arises ifthe program ng
station is|unable EsiRell a Trojan horse authentication chip froma real
one - which is theoprahbadn ofo @Mlhenticating the authentication ¢hip. 15
One solutiaon to tlhe authentication problemis for the manufacturer to have
a programmng station attached to the end of the production line. Chi ps
passi ng t h&4 mnrANBCR@®MQA tests are programed with the manufacturer's
secret key infoymation. The chjp can therefore be verified by the C |

aut henti cation prpot ocol, and qgi V6 information such as the expected batch
nunb@r, serial Qutirier et cR. SEHRI i A6ritee6q il can be verified and recor ded,
and the valid chifag&an then benggprogramed with the System or Consumabl e
key and state 20 data An attacker uld have to substjtu

aut henti cati on }Fﬁ%‘wwo@) ArEIRRHS ¥6¢ B BrbGPaARE IRt Fr: [ﬂ{‘ﬁt%a"%ﬁ'ﬁ'ﬁ?'%t urer's
secr et keysubsafuentrrethdndeatiends toofdh &d TRAt@imandsnier thd@taa nb inpmpérivectsre AR

aut henti c 0j j RRESd if the manufacturer's secret key
is conpr o?néos “f?ﬁgefﬁ;egg’"?‘sybﬁﬂg%g%‘éf regdulp(gdrgl y and not known by a human) or
if the physical security at the manufacturing plant is conprom sed at the
end of the manufacturing chain. 25 Even if the solution described were to
be undertaken, the possibility of a Trojan horse attack does not go away -
it rrerely |s rermved to the manufacturer S phy5|cal Iocatlon A better

I 1 I N 1 - o, b1 o, o T . ——
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Output: None
Changes: M

A WR (Write) command is used to update the writable parts of M containing authentication chip
15 state data. The WR command by itself is not secure. 1t must be followed by an authenticated read of M (via a

RD command) to ensure that the change was made as specified.
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random data can be written to during the initial key programming stage, while allowing a second
programming stage for items such as consumable serial numbers.

10 Since the SAM command only sets bits, the effect is to allow the access mode bits corresponding to
M[n] to progress from RW to either MSR, NMSR, or RO. It should be noted that an access mode of MSR can
be changed to RO, but this would not help an attacker, since the authentication of M after a write to a doctored
authentication chip would detect that the write was not successful and hence abort the operation. The setting
of bits corresponds to the way that Flash memory works best.

15 The only way to clear bits in the AccessMode register, for example to change a Decrement Only
M[n] to be Read/Write, is to use the CLR command. The CLR command not only erases (clears) the
AccessMode register, but also clears the keys and all of M.

Thus the AccessMode[n] bits corresponding to M[n] can only usefully be changed once between
CLR commands.

20 The SAM command returns the new value of the AccessMode register (after the appropriate bits

have been set due to the input parameter). By calling SAM with an input parameter of 0, AccessMode will not

be changed, and therefore the current value of AccessMode will be returned to the caller.
The SAM command is implemented with the following steps:
Table 20. Steps in SAM command

Step Action

l Temp « Read 32 bits from client

2 SetBits(AccessMode, Temp)
3 Output 32 bits of AccessMode to client
25 8.8 GIT - Get IsTrusted
Input: None

Output: [sTrusted = [1 bit]
Changes: None
The GIT (Get IsTrusted) command is used to read the current value of the IsTrusted bit on the
30 authentication chip. If the bit returned is 1, the authentication chip is a trusted System authentication chip, If
the bit returned is 0, the authentication chip is a consumable authentication chip.
A GIT command consists of simply the GIT command opcode. Since the authentication chip is
serial, this must be transferred one bit at a time. The bit order is LSB to MSB for each command component.

A GIT command is therefore sent as bits 0-2 of the GIT opcode. A total of 3 bits are transferred.
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Step Action

1 Temp « Read 32 bits from client

2 SetBits(MinTicks, Temp)
25
9 Programming Authentication Chips
Authentication chips must be programmed with logically secure information in a physically secure
environment. Consequently the programming procedures cover both logical and physical security.
Logical security is the process of ensuring that K, K, R, and the random M[n] values are generated
30 by a physically random process, and not by a computer. It is also the process of ensuring that the order in

which parts of the chip are programmed is the most logically secure.
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Although the manufacture of authentication chips is outlined in Section 10, a number of points can

be made here.

25

The algorithms and chip process is not special, and requires no special security. Standard Flash

processes are used.

At the end of the manufacturing stage, the authentication chips are tested by being programmed with

particular test programs. There is no JTAG test mechanism,

A theft of authentication chips between the chip manufacturer and programming station would only

30 provide the clone manufacturer with blank chips. This merely compromises the sale of authentication chips,

not anything authenticated by authentication chips. Since the programming station is the only mechanism

with consumable and system product keys, a clone manufacturer would not be able to program the chips with

the correct key. Clone manufacturers would be able to program the blank chips for their own systems and

consumables, but it would be difficult to place these items on the market without detection. In addition, a

35 single theft would be difficult to base a business around.

9.3

Stage 1: Determine Interaction Between Systems and Consumables

The decision of what is a System and what is a Consumable needs to be determined before any

authentication chips can be programmed. A decision needs to be made about which Consumables can be used

in which Systems, since all connected Systems and Consumables must share the same key information. They
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The 256 bits of M could be divided up as follows:

Table 23. Car’s 256 M bits
Minj Access Description
0 RO Key number (16 bits)
1-4 RO Car engine number (64 bits)
5-8 RO For future expansion = 0 (64 bits)
9-15 RO ; Random bit data (112 bits)

If the car manufacturer keeps all logical keys for all cars, it is a trivial matter to manufacture a new
physical car-key for a given car should one be lost. The new car-key would contain a new Key Number in
30 M[0], but have the same K and K as the car's authentication chip.
Car Systems could allow specific key numbers to be invalidated (for example if a key is lost). Such a
system might require Key 0 (the master key) to be inserted first, then all valid keys, then Key 0 again. Only
those valid keys would now work with the car. In the worst case, for example if all car-keys are lost, then a

new set of logical keys could be generated for the car and its associated physical car-keys if desired.
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9.3.3 Example3
Consider a Polaroid camera consumable containing 25 photos. A 16-bit countdown is all that is
required to store the number of photos remaining.
The 256 bits of M could be divided up as follows:

Table 25. Camera 256 M bits
M(n] Access Description
0 RO Serial number (16 bits)
1 RO Batch number (16 bits)
2 MSR Photos Remaining (16 bits)
3-6 RO For future expansion = 0 (64 bits) .
7-15 RO Random bit data (144 bits) |
15
The Photos Remaining value at M[2] allows a number of consumable types to be built for use with
the same camera System. For example, a new consumable with 36 photos is trivial to program.
Suppose 2 years after the introduction of the camera, a new type of camera was introduced. It is able
to use the old consumable, but also can process a new film type. M[3] can be used to define Film Type. Old
20 film types would be 0, and the new film types would be some new value. New Systems can take advantage of

this. Original systems would detect a non-zero value at M[3] and realize incompatibility with new film types.
New Systems would understand the value of M[3] and so react appropriately. To maintain compatibility with
the old consumable, the new consumable and System needs to have the same key information as the old one.

To make a clean break with a new System and its own special consumables, a new key set would be required.
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void if the keys are compromised. If the keys are compromised, the damage depends on the number of
systems and consumables, and the ease to which they can be reprogrammed with new non-compromised keys:
15 . In the case of a photocopier with toner cartridges, the worst case is that a clone manufacturer could
then manufacture their own authentication chips (or worse, buy them), program the chips with the
known keys, and then insert them into their own consumables.
. In the case of a car with car-keys, each car has a different set of keys. This leads to two possible
general scenarios. The first is that after the car and car-keys are programmed with the keys, K, and
20 K; are deleted so no record of their values are kept, meaning that there is no way to compromise K,
and K;. However no more car-keys can be made for that car without reprogramming the car's
authentication chip. The second scenario is that the car manufacturer keeps K, and K, and new keys
can be made for the car. A compromise of K; and K, means that someone could make a car-key
specifically for a particular car.
25 The keys and random data used in the authentication chips must therefore be generated by a means

that is non-deterministic (a completely computer generated pseudo-random number cannot be used because it



&10%&R& () - 93y#3"10% #& ()- 9 "10%&R& ()- 9 %0%& ()-smooppp| [: bU4l0! 9

94S#10%&R&' () - 933"10%&R& ()- 9 @4109%&R&' () - 93010%&R&' ()- f+%0Y%SUCE () -

+9%40%C&C&' () -pYaqgrrrrrr|obU410! 9$L109%2&& ()-10&10&10& 9; @ OY&R&2 fYGUST 2004

OF9! 10%9&' ()- 937 10%&& ()- 9FL6 109%&& ()-rrt6tuw [: bU410! 9

3%40% V_& ()-M 93%0%R2&&" ()-M 3%40% 2&s&' ()-M 93%40%.& ()-M

390N %% & ()-M 9yl1l09%R&& () -wyyHzned{|[: bU410! 9 3%10%02&9& ()-M

9394096, (i darminBhe-(9g veledeRdfthe-chieraBVH Qo give Rl Ytu/munX@e B94n2 & &lo( i) bddenerated

394.0% 2&[ &y(a) hMcﬁilMtHdorM&)}elss{ and‘lvl»ﬁbW@on'fp@e;lO%/V& ()- 5@10%2&.& ()- 95@
109%& () - 30/(1 % A& 3%0%2&& 391.0% ~If& %% ;{}e}h Y~v~~bA410VV9

G Y0 ()- 0}(1‘%)’67 j"‘d°© hﬁgefﬁf@)%{&b%s%d ongEyoucee pirandomnes

9$L10%&R& (waﬂ.r@m(@Wd-\ﬂE(Hp i LfudbONAMS imp&aDY@Eia s)ieh de\&ibﬁ)%&&'teﬁ))erlod&i]l@%?c&at(s)iea]

+ &199& (rllndogh {510%& ()- 9 %WOoYC¥& ()-09|[: A410W9 9" %WOR& ()-m

% 0%&R& () - &10%v é + &10% Y& a 9’ &10%%

* &10%UC>CE! () an%y F'B‘B'EJM B ToRi50Ezngm LUET@)MG&"W&W@WM frgm SEASH 0L () -

0&0%0%YR&' deherat&M946E O @it Jamed|td phiotoddih s& 1aveRAOIREY (e)v-mi QAR QIFTEEDs (c)ntain chaotic

93f ! 10%&& (u)o lergl}g%ﬁég‘ﬁlg resqugﬁFdl t]apl@é%pﬁ‘e ée)i 1nto a%%lllg %lgr)lené%ltlaat ?%1‘& a97 -way

VA0%&' ()-p 9YAOYVE ( o8&, &z

10%8&’ () - c*&?&@{efu“b‘%aol 6@‘)5&&1@&@&@&@(& byg#&@é%d'g Zid)'magﬁs&fmwf (§0.bits total

#8100&' () - 140 BBV RE' 1640 by VAL ORI  BES' dhdratordsbO8e8@on/3B L0 S if formalidnlddde! & ( )

A iﬁo‘fﬁ‘f; O ]ur{]%é.lg %gg/‘%z(g Yo %;Dgs/?od}gé@% roﬁg%é%/ﬁ;&(eégﬁgﬁﬁg‘@ﬁy scglo[m]ngﬁ%s

9310%R& ()Woutﬁ[bethf(bom‘fw)ﬂutheg@czmmmp() 9 ,10%R& ()-- 9Z%0%&R& () -
93f 310%&&' () - OCh{ exﬁéﬂ@e&&%le&ﬂh n&ﬂ&?@@m(tl):mnd&m%@s%&o&ﬁ}) lrll\é'a%mlo%g@&wé)’m

%40%% 9 93].! 109 VK
59 "ovea 8K "ﬁﬁ@fg‘% ‘éa'“aﬁéa%/f Fou af(ﬁ* @%‘&iﬁﬁ AT ecseredgnapamﬂ@? Tk

"109&&' () - kbgrimma POREOTha PAEG)/HEHE' U(lf)eﬂﬁkeﬂ.olﬂ.mﬂ‘d&ﬂ-l&is(ryﬂs (fo@ ves DZeAiOYRSsilfnce O/ Z
1098& () - Qoniedfd ¥ nivk » nddh 7n ?{&fg‘) ﬁ"ﬂe \n] fo Bt M%%Qha@ég’me @a@% né )tonaoe is not as
9y109R&& () - 9$L1 ‘VQ&%EF% 0&10& 39! 10%&&/@%; "()-2z8 |[:vU410
9 &10%/ & ')‘p % 183'5¢ yeicalgecgre o Yy PreRpeideRicy 3”“ ECCRET‘@%‘ RPYNE
T&10% 2& &St(tl)on Rqdifef amelrd GocBmen8IfOYR&R8E]) - 29 &109R2&& () - 29 &10%d$d& () -2
&109R8&& ()-2 &19%. ﬁegy&l((e)na %, h?ath/éE’nAfde?Lﬁ?ﬁq b lh'«e"EtleElcsﬁ’nlrJ%ilcQIa@d QR AN B8R 1605 29
8109%28&+& () - 29 81004 | & () -

&1098. +&' ('Plegs %ﬂefbttﬂatm C@&@f%’o}&@ Tf)de TET#&“G%‘G#@P ‘Q%Iiré‘i%&a‘('?ﬂ sengrip g mdKe yre 2
&10%104& (c)estr'zby&i aRdrQHRI¢ pysi2ar chi [)arl’.dldéfévﬁcogsum%f&s Gave Bden PEIUBSEd( htHYRasO Eﬁhe

1095 (-0 om0 LS i AR (oo SR

994.0%&& () ) fonkoq P“’WEEOT*@ kgys RIDY8 igPi(syurely g3ee O KfO 'yorgmfo&ne@%& ()- 9"&10%&R& () -
"&1090%&' (9.5 9LStHkQYB&er(mine mtrwslnbb%ﬂe%s%ﬁd&%/&&b(e) 10QBQLOQBQLOBQO

;g‘ég &0%}2&; E g g’Fh%]V %«be QmTlcks c}epends c|)_1!&he(c)perat|ng &Iog(ospeegg% tée) autten%aLlon c%](gystem

specific) and the notion of what constitutes a reasonable time between RD or TST function calls (application

ject to influence by

specific). The duration of a single tick depends on the operating clock speed. This is the maximum of the
input clock speed and the authentication chip's clock-limiting hardware. For example, the authentication chip's
clock-limiting hardware may be set at 10 MHz (it is not changeable), but the input clock is | MHz. In this
30 case, the value of 1 tick is based on I MHz, not 10 MHz. If the input clock was 20 MHz instead of 1 MHz, the
value of 1 tick is based on 10 MHz (since the clock speed is limited to 10 MHz),
Once the duration of a tick is known, the MinTicks value can be set. The value for MinTicks is the
minimum number of ticks required to pass between calls to RD or RND key-based functions.
Suppose the input clock speed matches the maximum clock speed of 10 MHz. If we want a minimum
35 of 1 second between calls to TST, the value for MinTicks is set to 10,000,000. Even a value such as 2 seconds
might be a completely reasonable value for a System such as a printer (one authentication per page, and one
page produced every 2 or 3 seconds).
9.6 Stage 4: Program Keys, Random Seed, MinTicks and Unused M
Authentication chips are in an unknown state after manufacture. Alternatively, they have already

40 been used in one consumable, and must be reprogrammed for use in another. Each authentication chip must be



109&&' ()-9 93! 109%& ()- 93! 10%R& ()- 9 3410%&R& ()- 9y10%&& ()- Bm+|[: bU410 9
994095&' ()- 9MOY%R&L ()-9 Y%0YR& ()-- 9MLOYR&' ()- 9F10%&& ()- 9

z1098& ()-+% W [: bU410 9 93y2109R& ()- - %0%&& ()-9 9- 9AOYRBRAYGUST o4
+109%8& () - b9%0%&>& ()- 9%40%&& ()-| 0bU410 9$9109&& () - 10&10&10&9

9389M 109R&' ()-- 9 7109&R&' ()- 95" 10%R&' (J6-- 9 3109%&& ()-Ul|[:bU410 9

3&10% 6$! & ()-f5 3&LOUCCE ()-f59 38&10%#>& ()-f5 9| 3&10%&&' ()-f5

3&10%>! %o-&bhyicaflybvaOdaled UBSis(rk it isHR{ ZObjMibBe aNBRLOMBEN K ) sef SHtiok3 8LOILKSTefl )and 55
3810%HEH Kag efnmd%ﬂ-pe%'l\[e sla[\d ﬁ?éw(s)atefd§a 3&10%&H& ()-f5

3&10UCYCE. ( bUATO | 938100&& ()-f5 38109 : [& ()-15 3&1098& ()-15
V3810%&&! () f5 ‘é"’&fﬁ%Ctey““ﬁsndss&?fwm‘%f?mff"% of puhenticationhipRie tele-Plast 1 OSBRR: () -
9$9109R28& FrperdBiliogDatOB & 08Rieqt) Scb B5) BRAGLBBfalioif et He phywickd dure OF t810% / & () - 9

9] &109%&' 0 :

&llOO [& ( ;aro?ar?m ﬁEQV/ﬁor{ﬁfen( )F’or tﬁls &%t%t{qgfhe(l) granﬁ%ﬂr%@/\/@n glmmdeﬁd pl\bsmally secb%& ()- 9
&109R&& ()26} 5 Rrreyspypine)a Trum’cﬁww &“(hy"tl(@q" Chip102& 95&109R2&8&' () -nd
5&10%R&Q& () - N thk bifA 19 WD W& udted-Siatdh dipLOSBLERIuE Jor R Tudi QU@ Red )t must be a random

of 1008 ()" ‘%%g?ﬁ?/i;% Py SR e P ARG bt sl ey W e ()

93|_I 10% YRendgrakengogh dapiewing ord%n@m%&ureymg'@mmm&"qn)wsa[ A4102&

9' *910YK& () - O9BYSETEHREE ()- 9 YAO%EE ()- 93, &@LOYE& ()- 9 $10%&& ()-
93y #f 10%&&, () - Vi[; A4102& 92L10%8& ()- 93F1! 10%&& () - 9/ 10%&& ()
9.: $10%&R& () - 9& GLOY%R&' ()- 93+3109%&&' ()-y| obU410 9$L109%R&& () - 10&10&10&
93" 910%&& 1) - 9L<8¢M%9L&it (cpisterd 3B HIPYRRY R)domABB#10%RS () - n: E| [ : bU410 9
93! 109%R&&' £) - m@@@smﬂ WA0% $& ()- DUWO0%REL' () - 933F"109R&& () - @
9y 1092 8& ( %( 1109 9%0%&& ()-S %0%n& ()-S %0%i& ()-S
9% 0%& () O/<10 R ¢5egloyz 100288 ()-8 [[: bUA10 9 #&1098& ()-9
MHEIOIREL () -9 PHAEIBIB&NI(r)chD ish@d DML ieex(ipn BroA&IBIR (Ys-b8en completely
%4.0%lr %l &' §rg s Q?@[ 1 - 410"9 9s610% & () - & $610% i & ()-& s610% 2& & ()-&
S610%QQ&' () - & IN#&10%B& éw -9 -#&10%&' () - 9@\BQXgbA410"9 9 G $10%R& ()- r
$109& ()- r $1OYAESYSeM yhargerpian (yps argwm 'PEYIL 3 glong apyfagiurer goaigsaghem to
%.0%>&' () geterat@® YRR pairshin yiddr O/ & nBICRknOYn $xt°z(&z{aﬁ/&&©180r(t<) us$f099M]:ﬁlB@a§pa(t)aHy

waooni () ROV o 600 B o B Rl K B el

Y4 0FE&CE (Yusthd alGoRCHOR i The 830)41@%&5 ) LB O OTEBRA (thentralopOugo s ydgiET|

| | [: NALO1@nRhAMPEK, )dK,9: $109R2&& () - 9@L0%R&& ()- 033Y"109R&& () -

9f 109288’ () : . 939109R&&’ ()< |] 4101 A09B& (- YA0YD28&9E () -
o100 () 151 - BRpmaR e N i s | O ORIT 00D

bod 0% 2& & () - Ydhedhip Bgwpe@yon- w@%&&ﬂa@yauﬂ@nmﬂm@a&t}(e)proggslmms&ag(ﬂy
93109R8&’ ( differendfoltiiat dFLRQUerocSey SAOUGURIchtlon Bip<BinsRid OBl el fhr RBh DB AUGE hiv} - @

Ve-+8& YOV
O .28 0o e e ST 3 A P st s TS MBS LSS
9$9100&&' (9 1h@ I OOVES st YTt dDBRIED iR 2 (dom3BE TDRMO Vi) S (BRRBEB1 BHRE t(Ren, 3BBA 0VRE.
' () - 3L&3&LAMRSE: é(&desggd@;g@ggbg%mr@%,@mg@&lom& () - 3L&3&I0YRE () - 33&10%R&
'()-3La&t\ <4103&L0%EE () - 3L&3&I0YEK! () - 338&10%8&! () - 3L&3&10%8&! () - 3381098 ()
- 3BCFsW4103&108%% (1188810088 () - 3L&( 3&10%ERE () - 33&109%&&' () - 3L&3&L0YR&' () -
S X@ 101 &3&10PKRR () - 33&10%8&' () - 3L&3&LOYRS&' () - 33&109&&’ () - 3L&PX<4103&10%
&&( - 3L&3810% ) L&3&10%&&" () - 33&10%&&' () - 3YK) Z[ *sW4103&10
VRS ) SS&SZIQ.LO(V&iéb ké@ﬁ%@é&@ 6”33&10%& ()-3L&3&I0%R&E ()- 3

[\ xX@ 10L&B8&10uEHIK )Kzﬁ&&keml() 3L&3&I0YR& () - 33&10%&&" () - 3L& ! "#pX<4103&
10988&' () - 34 &3&I0MEE ($36-3 2R EOHERN ¢ ) - 3L&I&L0YRE' () - 33&10%&R&E () - 3#SW4103&109&

() ssatonke () SPRIETOUER S LI e () s ssanovas

() - 33810%&R%&' () - YRE®L109R&' () - 33&109&&’ () - 3engsV\74103&10%&& () - 33&10%&& () -
3L&3&10%&&4.( ) - 33&&@0(&%.1@@5&@&3&1;@)/&& ()-39:

XX@10L&3&10%& S109&& () - 3L &3&10% %% L &#$INOQPX<4103&1
0%&&' () - 3L 3&13‘5}&“ Y SaeRgbang | 3""‘3!32%&%1&? “8%8%%‘%%‘@ ?35 3QsXK>1010&108&3
&109&& () - &&3&&0@&& () - 338&10%&&" () - 3L&3&10%&&' () - 3v(ON-> @O%&& ()- 1

33" 109%8& () MLOYBR 1(1)|ck5339| 09R& ()- f10%&& ()- $910%&&' ()-10&('|[:->

3: 109R& GaImEns 0Y&, 3! 109R& C109%8& () -

$10% & & (%) @Dl eyt ed‘;on@“a% i éﬁéﬂ” 19,45 P"’%@B)@&‘%(Qh)‘%-ge‘gﬁ?raéﬁfﬁwg- () -
594096&d& () - YA0%& ()- 0%A0% $i & () - l HHSSU [ -> @ 72940%RE () -

| 1109%8&' ()- A\' Y%40%&' ()- ' 9A0%K#& ()- 7f' Y40%&& ()

&L10%&&E ()- % &P&&S' % & ' ' 6' | obU4 $91098&' ()- 10&10&10& : " 10%&& () -

9109&& ()- ,8f 109&& ()- 7b2%A0%R& ()-6' =" (*)**a, |[:bUs Yd0WB& ()-

[94098& ()- 3 !1098& ()-M $1098& ()- 33Y"1098& ()

f1099& ()-a,,,.,..6/|[:bU4 3y#s! 1008& ()-- 3" 1099& ()- : 10%& ()-

AN A NI -—. NN IO ~~AaAlr 1.1 12 1 A PINAAMNIOL



77777~bF*7nn10%& () -.nNn10%W& ()-.nnl10%& ()-.nnl1l0%W& ()-.nNnl0%W& ()-.Ao[t$
Bl 77777737N. 7nn10%&' ()-. Ao[t $BlI nn10%& ()-. 1nn10%& ()-.nNnl1l0%& ()-.nnl10%%
& ()-.$7% &7 7(7) 7*7+7t X<nn1lnnlO0%&' ()-.Nn10%& ()-.nNnl0%& () -12 AvElevedes () -
. 1nn109%8& () -.nnl10%& ()-.nNnl0%& ()-.+7,7-7"7_7 7a7fJ. <nn10%& ()-.nNnl0%&
"()-.nNn10%& ()-.nn10%& ()-.Ao[t3$BI nn10§R& ()-.a7b7c7d7e7f 7g7t 2<Ao[ t $BI nnl
0%& ()-.1nnl10%& ()-.nNnl10%& ()-.nNnl10%& ()-.nNnl10%W& ()-.97h7q7899: cB<Ao[t
$ (%09 ()- - (9dewsheqtjcatich%HiO4RE fojen at this point, an attacker could perform a limited chosen text

- (Y09 (auaa(nmm"é%& &,auon Qés%%@&re(aead om' 0and @ﬁf%%@ wigr RO
y1099& ()- $L109& ()- 10 1 10& g};/d.O 2(9 % <=?7=@|[:v
41099&' () - CO@%%@S@)‘W@ eI &W%mma“d@wm%*}%a 'aby an atjaglsytqins Fm[M
FlOWe& () REOGAEBRGEN|M. Tviaorst s b(e):ompléiﬂ)o(%)@%(& o httacRdl B M&BaI1(25 6 bits are

10%?/ Y %41 ob
SL1030¢! ()§°‘f’ld byl X%‘Q/%git%% ﬁggsg/i %%'Q%W {ije itis supplied by
% OYX Ux &' (<)al'% RY Rlﬁmwl_slzqtmtbawcat'omfm/@s&n(y)way o303 9@igSI)R is by a brgefge pack.

éW%O%& E g Z%Q\%ﬁﬂ’&%o{e}i 111 if $tARODMd 6 hre LANOMAMEINMN e [sank W rammdlg IR e ) -
1090&

GLOYY& ( ) _pr %/ﬁ/% it atlgw tﬁ%@caﬁ %[rbwq%‘pa(] /(%/e lﬁl&%v&/g/qﬁ bftween tl]e ftdgfg/éjetuje there is no
3F" 1098&' (Hossibilinofig ap en*uca)wJM(vm&lg@tPlew(ﬂPmSFﬂq {ecibjemipprogrytn 1t @UALRLIqalan

| 3+&b 10W@&:h(p)s at‘on@dr&l'cﬂ-@ﬁé&de(p}xrds onﬂE&&M}Mts 0) the %ﬂw@mmib)e manwdafurer, This decision

"1098& ( VWV%%[S 5 3 mLO%/&' () - 3610%9& ()-- 3610% & ()--

0/<100/$& ( )ls e"a'? 58 B Sipe > a“d7'7‘ $2008 & () - YWOX: X X<XKXPX_Y| YWU4A " 10%
& ()-G AV YR ESthde-SCProp @R DYta aBDAGLE N ofigs- 1094094 0%

P &10984& () - - | YZMs't'éké s brﬁly %%Aﬁ foflc@&r(ﬁétﬁ’e Mhenl%pdﬁgﬁg‘ s(n):e M ahdL KBS Lk 7 6@51:6[5
F$109%88& () - )&é && ()-G \] MAT |, 39 0YBYE () -
yH#H10%8& ( )Ca““f] ‘Pe‘aﬁ“mb y{ym 1“"3&“%‘%6%?& ()-t nTLO%&& ( ) 4940%&’ () - Kaaa:
cc| [IsvUAA  3&I0%BB&e (s andAlirtdoYdO0BEL M)} haBs dlrOLRBEe( brﬂgram‘lyedll@%fg&4("§he remaining
9* 109%&& () state fva % e 2 n cobes B L ee I'in min
S0l 8 Tat Odgz S’é‘@’% é&d@b %@g&%@da‘ 4 ths\éé-J%d% f M 5@5&1 s 3%%{%%&3@2 d
F1098& () -! %Fhfew.gﬁg?f(ﬂ)'s sgse &Mﬂzew&&d(’y the va‘%e@mm(t eMi (‘j&

@PA0% L& () - [ i THig skage is Belphrated Mot Stkge 4 YA QYRR of Jhe diFdQLEeRhd )lrp‘-hysEEllﬂ;&Q%&r Q) ->

1%%& ( % . ﬁ,ﬁelbgbag% }&e@hen%égggﬁ%@Tﬁangggga%g;@ag&s pe& B3 0TER, §dges Pand

"ol GRS ()¢ @egfgwé piithelsame inBIDYRIME ProgiymovgRation- $1L.109%8&' () - 10&10&810&
n7GQA0%&& () - thg@%@Q)%@seS(\)ahc[ AusMRMWMids ) DAIUAs not 1880 Withinindl s{gegv@&@s (Other

E 50954 110 Dpduaalely PO o e L BgRe S P FEXOR b 1 i imavis

109%&&' () - | Arl}h})ugh [Stage45_|_®&be r@?{hﬂ_]ﬂ@l&&he(s)each tiHREDURE d{ffprent ate Ya ) 4B afd) Access Mode
7+0/d-0%3 ok \(a)u'e it is %Q%ﬁﬁ%ly(t)’ be run?i J:n %1915 tu( a‘l Fthebe%la;ln ta@@(é—@ﬂ@g&mﬁ );e'ttlﬂf g () -

(Vég’/@/e& 5%6%0?5%%%%)/&@5; o(rjzxam E,(%{_J m( ne c n be se]f(u);g& wl?e%lthe batc

serial number of the authentication chip is produced according to the physical consumable being produced.

ber and

This is much harder to match if the state data is loaded at a physically different factory.
The Stage 5 process involves first checking to ensure the chip is a valid consumable chip, which

includes a RD to gather the data from the authentication chip, followed by a WR of the initial data values, and
30 then a SAM to permanently set the new data values. The steps are outlined here:
IsTrusted = GIT(]
If (IsTrusted), exit with error (wrong kind of chip!)
Call RND on a valid System chip to get a valid input pair
Call RD on chip to be programmed, passing in valid input pair
35 Load X (256 bit register) with results from a RD of authentication chip
Call TST on valid System chip to ensure X and consumable chip are valid
If (TST returns 0), exit with error (wrong consumable chip for system)
Set bits of X to initial state values
WR[X]
Load Y (32 bit register) with 0
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. Standard process
30 . Minimum size (if possible)
) Clock Filter
. Noise Generator
. Tamper Prevention and Detection circuitry
. Protected memory with tamper detection
35 . Boot circuitry for loading program code
) Special implementation of FETSs for key data paths
. Data connections in polysilicon layers where possible
. OverUnderPower Detection Unit

L No test circuitry
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whatever is chosen to implement Protocol C1) must be kept to a minimum in order that the number of
transistors is minimized and thus the cost per chip is minimized. The circuit areas that process the secret key
information or could reveal information about the key should also be minimized (see Section 10.1.8 for
20 special data paths).
10.1.3 Clock Filter
The authentication chip circuitry is designed to operate within a specific clock speed range. Since the
user directly supplies the clock signal, it is possible for an attacker to attempt to introduce race-conditions in
the circuitry at specific times during processing. An example of this is where a high clock speed (higher than
25 the circuitry is designed for) may prevent an XOR from working properly, and of the two inputs, the first may
always be returned. These styles of transient fault attacks can be very efficient at recovering secret key
information, and have been documented in [5] and [1]. The lesson to be learned from this is that the input
clock signal cannot be trusted.
Since the input clock signal cannot be trusted, it must be limited to operate up to a maximum
30 frequency. This can be achieved a number of ways.
In clock filter 100 an edge detect unit 101 passes the edge on to a delay 102, which in turn enables a
gate 103 so that the clock signal is able to pass from the input port 104 to the output 105.
Figure 10 shows the Clock Filter;
The delay should be set so that the maximum clock speed is a particular frequency (e.g. about 4
35 MHz). Note that this delay is not programmable - it is fixed.
The filtered clock signal would be further divided internally as required.
10.1.4 Noise Generator
Each authentication chip should contain a noise generator that generates continuous circuit noise.

The noise will interfere with other electromagnetic emissions from the chip's regular activities and add noise
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may be an intentional attack, attempting to reveal information about the key. It may, however, be the result of

a faulty connection, or simply the start of a power-down sequence. It is therefore best to only RESET the chip,
25 and not erase the key. If the chip was powering down, nothing is lost. If the System is faulty, repeated

RESETs will cause the consumer to get the System repaired. In both cases the consumable is still intact.

A good example of an event that circuitry can have knowledge about, is the cutting of a data line
within the chip. I this attack is somehow detected, it could only be a result of a faulty chip (manufacturing
defect) or an attack. In either case, the erasure of the secret information is a sensible step to take.

30 Consequently each authentication chip should have 2 Tamper Detection Lines - one for definite
attacks, and one for possible attacks. Connected to these Tamper Detection Lines would be a number of
‘Tamper Detection test units, each testing for different forms of tampering. In addition, we want to ensure that
the Tamper Detection Lines and Circuits themselves cannot also be tampered with.

At one end of the Tamper Detection Line 110 is a source of pseudo-random bits 111 (clocking at

35 high speed compared to the general operating circuitry). The Noise Generator circuit described above is an
adequate source. The generated bits pass through two different paths - one 112 carries the original data, and
the other 113 carries the inverse of the data; it having passed through an inverter 114. The wires carrying
these bits are in the layer above the general chip circuitry (for example, the memory, the key manipulation
circuitry etc.). The wires must also cover the random bit generator. The bits are recombined at a number of

40 places via an XOR gate 1 15. If the bits are different (they should be), a | is output, and used by the particular
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It is not possible to break the Tamper Detect Line since this would stop the flow of 1s and 0s from
the random source. The XOR tests would therefore fail. As the Tamper Detect Line physically passes through
each test, it is not possible to eliminate any particular test without breaking the Tamper Detect Line.

15 It is important that the XORs take values from a variety of places along the Tamper Detect Lines in
order to reduce the chances of an attack. Figure 13 illustrates the taking of multiple XORs, indicated generally
at 130, from the Tamper Detect Line 110 to be used in the different parts of the chip. Each of these XORs 130
can be considered to be generating a ChipOK bit that can be used within each unit or sub-unit,

A sample usage would be to have an OK bit in each unit that is ANDed with a given ChipOK bit

20 each cycle. The OK bit is loaded with 1 on a RESET. If OK is 0, that unit will fail until the next RESET. If
the Tamper Detect Line is functioning correctly, the chip will either RESET or erase all key information. If
the RESET or erase circuitry has been destroyed, then this unit will not function, thus thwarting an attacker.

The destination of the RESET and Erase line and associated circuitry is very context sensitive. It
needs to be protected in much the same way as the individual tamper tests. There is no point generating a

25 RESET pulse if the attacker can simply cut the wire leading to the RESET circuitry. The actual
implementation will depend very much on what is to be cleared at RESET, and how those items are cleared.

The Tamper Lines cover the noise generator circuitry of the chip. The generator and NOT gate are on
one level, while the Tamper Detect Lines run on a level above the generator.

10.1.6 Protected memory with tamper detection
30 It is not enough to simply store secret information or program code in Flash memory. The Flash
memory and RAM must be protected from an attacker who would attempt to modify (or set) a particular bit of
program code or key information. The mechanism used must conform to being used in the Tamper Detection
Circuitry (described above).
The first part of the solution is to ensure that the Tamper Detection Line passes directly above each
35 Flash or RAM bit. This ensures that an attacker cannot probe the contents of Flash or RAM. A breach of the
covering wire is a break in the Tamper Detection Line. The breach causes the Erase signal to be set, thus
deleting any contents of the memory. The high frequency noise on the Tamper Detection Line also obscures
passive observation,
The second part of the solution for Flash is to use multi-level data storage, but only to use a subset of

40 those multiple levels for valid bit representations. Normally, when multi-level Flash storage is used, a single
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The boot circuitry must not be in ROM - a small state-machine would suffice. Otherwise the boot
code could be modified in an undetectable way.
25 The boot circuitry must erase all Flash memory, check to ensure the erasure worked, and then load
the program code. Flash memory must be erased before loading the program code. Otherwise an attacker
could put the chip into the boot state, and then load program code that simply extracted the existing keys. The
state machine must also check to ensure that all Flash memory has been cleared (to ensure that an attacker has
not cut the Erase line) before loading the new program code.
30 The loading of program code must be undertaken by the secure Programming Station before secret
information (such as keys) can be loaded. This step must be undertaken as the first part of the programming
process described in Section 9.6,
10.1.8 Special implementation of FETs for key data paths
The normal situation for FET implementation for the case of a CMOS Inverter 140, which involves a
35 pMOS transistor 141 combined with an nMOS transistor 142 as shown in Figure 14,
Fig. 15 is the voltage/current diagram for the CMOS inverter 140. During the transition, there is a
small period of time 150 where both the nMOS transistor 142 and the pMOS transistor 141 have an
intermediate resistance. The resultant power-ground short circuit causes a temporary increase in the current,
and in fact accounts for the majority of current consumed by a CMOS device. A small amount of infrared

40 light is emitted during the short circuit, and can be viewed through the silicon substrate (silicon is transparent
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pMOS transistors 164, The transition can only take place in combination with the clock. Since ¢1 and ¢2 are
non-overlapping, the pMOS and nMOS transistors will not have a simultaneous intermediate resistance. The
10 setup is shown in Fig. 16, and the impedance diagram in Fig. 17.
Finally, regular CMOS inverters can be positioned near critical non-Flashing CMOS components.
These inverters should take their input signal from the Tamper Detection Line above. Since the Tamper
Detection Line operates multiple times faster than the regular operating circuitry, the net effect will be a high
rate of light-bursts next to each non-Flashing CMOS component. Since a bright light overwhelms observation
15 of a nearby faint light, an observer will not be able to detect what switching operations are occurring in the
chip proper. These regular CMOS inverters will also effectively increase the amount of circuit noise, reducing
the SNR and obscuring useful EMI.

There are a number of side effects due to the use of non-Flashing CMOS:

. The effective speed of the chip is reduced by twice the rise time of the clock per clock cycle. This is
20 not a problem for an authentication chip.
. The amount of current drawn by the non-Flashing CMOS is reduced (since the short circuits do not

occur). However, this is offset by the use of regular CMOS inverters.

. Routing of the clocks increases chip area, especially since multiple versions of ¢ and ¢2 are

required to cater for different levels of propagation. The estimation of chip area is double that of a
25 regular implementation.

. Design of the non-Flashing areas of the authentication chip are slightly more complex than to do the
same with a with a regular CMOS design. [n particular, standard cell components cannot be used,
making these areas full custom. This is not a problem for something as small as an authentication
chip, particularly when the entire chip does not have to be protected in this manner.

30 10.1.9 Connections in polysilicon layers where possible
Wherever possible, the connections along which the key or secret data flows, should be made in the
polysilicon layers. Where necessary, they can be in metal 1, but must never be in the top metal layer

(containing the Tamper Detection Lines).

10.1.10 OverUnderPower Detection Unit

35 Each authentication chip requires an OverUnderPower Detection Unit to prevent Power Supply

Attacks. An OverUnderPower Detection Unit detects power glitches and tests the power level against a

Voltage Reference to ensure it is within a certain tolerance. The Unit contains a single Voltage Reference and

two comparators. The OverUnderPower Detection Unit would be connected into the RESET Tamper

Detection Line, thus causing a RESET when triggered.
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10.1.11 No test circuitry
Test hardware on an authentication chip could very easily introduce vulnerabilities. As a result, the
S authentication chip should not contain any BIST or scan paths.
The authentication chip must therefore be testable with external test vectors. This should be possible
since the authentication chip is not complex.
10.1.12 Transparent epoxy packaging
The authentication chip needs to be packaged in transparent epoxy so it can be photo-imaged by the
10 programming station to prevent Trojan horse attacks. The transparent packaging does not compromise the
security of the authentication chip since an attacker can fairly easily remove a chip from its packaging. For
more information see Section 10.2.20 and [85].
10.2 Resistance To Physical Attacks
While this part only describes manufacture in general terms (since this document does not cover a
15 specific implementation of a Protocol C1 authentication chip), we can still make some observations about
such a chip's resistance to physical attack. A description of the general form of each physical attack can be
found in Section 3.8.2.
10.2.1 Reading ROM
This attack depends on the key being stored in an addressable ROM. Since each authentication chip
20 stores its authentication keys in internal Flash memory and not in an addressable ROM, this attack is
irrelevant,
10.2.2 Reverse engineering the chip

Reverse engineering a chip is only useful when the security of authentication lies in the algorithm

alone. However our authentication chips rely on a secret key, and not in the secrecy of the algorithm. Our
25 authentication algorithm is, by contrast, public, and in any case, an attacker of a high volume consumable is
assumed to have been able to obtain detailed plans of the internals of the chip,

In light of these factors, reverse engineering the chip itself, as opposed to the stored data, poses no
threat,

10.2.3 Usurping the authentication process
30 There are several forms this attack can take, each with varying degrees of success. In all cases, it is
assumed that a clone manufacturer will have access to both the System and the consumable designs.

An attacker may attempt to build a chip that tricks the System into returning a valid code instead of
generating an authentication code. This attack is not possible for two reasons. The first reason is that System
authentication chips and Consumable authentication chips, although physically identical, are programmed

35 differently. In particular, the RD opcode and the RND opcode are the same, as are the WR and TST opcodes.
A System authentication Chip cannot perform a RD command since every call is interpreted as a call to RND
instead. The second reason this attack would fail is that separate serial data lines are provided from the System
to the System and Consumable authentication chips. Consequently neither chip can see what is being

transmitted to or received from the other,
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109&& () - 4l$ma1ﬂp/gg‘,&r((t()cbld(fl$nsures that the subsequent RD will detect that the WR did not occur. The System
will therefore not go ahead with the use of the consumable, thus thwarting the attacker. The same is true if an
attacker simulates loss of contact before authentication - since the authentication does not take place, the use
5 of the consumable doesn't occur,
An attacker is therefore limited to modifying each System in order for clone consumables to be
accepted (see Section 10.2.4 for details of resistance this attack).
10.2.4 Modification of system
The simplest method of modification is to replace the System's authentication chip with one that
10 simply reports success for each call to TST. This can be thwarted by System calling TST several times for
each authentication, with the first few times providing false values, and expecting a fail from TST. The final
call to TST would be expected to succeed. The number of false calls to TST could be determined by some part
of the returned result from RD or from the system clock. Unfortunately an attacker could simply rewire
System so that the new System clone authentication chip can monitor the returned result from the consumable
15 chip or clock. The clone System authentication chip would only return success when that monitored value is
presented to its TST function. Clone consumables could then return any value as the hash result for RD, as the
clone System chip would declare that value valid. There is therefore no point for the System to call the
System authentication chip multiple times, since a rewiring attack will only work for the System that has been
rewired, and not for all Systems. For more information see Section 5.2.4.
20 A similar form of attack on a System is a replacement of the System ROM. The ROM program code
can be altered so that the Authentication never occurs, There is nothing that can be done about this, since the
System remains in the hands of a consumer. Of course this would void any warranty, but the consumer may
consider the alteration worthwhile if the clone consumable were extremely cheap and more readily available
than the original item.
25 The System/consumable manufacturer must therefore determine how likely an attack of this nature
is. Such a study must include given the pricing structure of Systems and Consumables, frequency of System
service, advantage to the consumer of having a physical modification performed, and where consumers would
go to get the modification performed.
The likelihood of physical alteration increases with the perceived artificiality of the consumable
30 marketing scheme. It is one thing for a consumable to be protected against clone manufacturers. It is quite
another for a consumable's market to be protected by a form of exclusive licensing arrangement that creates
what is viewed by consumers as artificial markets. In the former case, owners are not so likely to go to the
trouble of modifying their system to allow a clone manufacturer's goods. In the latter case, consumers are far
more likely to modify their System. A case in point is DVD. Each DVD is marked with a region code, and
35 will only play in a DVD player from that region. Thus a DVD from the USA will not play in an Australian
player, and a DVD from Japan, Europe or Australia will not play in a USA DVD player. Given that certain
DVD titles are not available in all regions, or because of quality differences, pricing differences or timing of
releases, many consumers have had their DVD players modified to accept DVDs from any region. The
modification is usually simple (it often involves soldering a single wire), voids the owner's warranty, and

40 often costs the owner some money. But the interesting thing to note is that the change is not made so the
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0.2.6 Direct viewing of the non-volatile memory
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An SEPM attack can be simply thwarted by adding a metal layer to cover the circuitry. However an
35 attacker could etch a hole in the layer, so this is not an appropriate defense.
The Tamper Detection circuitry described above will shield the signal as well as cause circuit noise.
The noise will actually be a greater signal than the one that the attacker is looking for, If the attacker attempts
to etch a hole in the noise circuitry covering the protected areas, the chip will not function, and the SEPM will
not be able to read any data.

40 An SEPM attack is therefore fruitless.
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enough state changes each cycle to obscure any meamngful 1nf01mat10n in the Idd signal.

10 In addition, the special Non-Flashing CMOS implementation of the key-carrying data paths of the
chip prevents current from flowing when state changes occur, This has the benefit of reducing the amount of
signal.

10.2.11 Differential fault analysis

Differential fault bit errors are introduced in a non-targeted fashion by jonization, microwave

15 radiation, and environmental stress. The most likely effect of an attack of this nature is a change in Flash
memory (causing an invalid state) or RAM (bad parity). Invalid states and bad parity are detected by the
Tamper Detection Circuitry, and cause an erasure of the key.

Since the Tamper Detection Lines cover the key manipulation circuitry, any error introduced in the
key manipulation circuitry will be mirrored by an error in a Tamper Detection Line. If the Tamper Detection

20 Line is affected, the chip will either continually RESET or simply erase the key upon a power-up, rendering
the attack fruitless.

Rather than relying on a non-targeted attack and hoping that "just the right part of the chip is affected
in just the right way", an attacker is better off trying to introduce a targeted fault (such as overwrite attacks,
gate destruction etc.). For information on these targeted fault attacks, see the relevant sections below.

25 10.2.12 Clock glitch attacks

The Clock Filter (described above) eliminates the possibility of clock glitch attacks,

10.2.13 Power supply attacks

The OverUnderPower Detection Unit (described above) eliminates the possibility of power supply
attacks.

30 10.2.14 Overwriting ROM

Authentication chips store program code, keys and secret information in Flash memory, and not in
ROM. This attack is therefore not possible.

10.2.15 Modifying EEPROM/Flash

Authentication chips store program code, keys and secret information in multi-level Flash memory.

35 However the Flash memory is covered by two Tamper Prevention and Detection Lines. If either of these lines
is broken (in the process of destroying a gate via a laser-cutter) the attack will be detected on power-up, and
the chip will either RESET (continually) or erase the keys from Flash memory. This process is described in
Section 10.1.6.

Even if an attacker is able to somehow access the bits of Flash and destroy or short out the gate

40 holding a particular bit, this will force the bit to have no charge or a full charge. These are both invalid states
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Gate Destruction Attacks rely on the ability of an attacker to modify a single gate to cause the chip to

{
{
{
{

reveal information during operation. However any circuitry that manipulates secret information is covered by

one of the two Tamper Prevention and Detection lines. If either of these lines is broken (in the process of

destroying a gate) the attack will be detected on power-up, and the chip will either RESET (continually) or
20 erase the keys from Flash memory.

To launch this kind of attack, an attacker must first reverse-engineer the chip to determine which
gate(s) should be targeted. Once the location of the target gates has been determined, the attacker must break
the covering Tamper Detection line, stop the Erasure of Flash memory, and somehow rewire the components
that rely on the ChipOK lines. Rewiring the circuitry cannot be done without slicing the chip, and even if it

25 could be done, the act of slicing the chip to this level will most likely destroy the charge patterns in the non-
volatile memory that holds the keys, making the process fruitless.
10.2.17 Overwrite attack

An overwrite attack relies on being able to set individual bits of the key without knowing the

previous value, It relies on probing the chip, as in the conventional probing attack and destroying gates as in
30 the gate destruction attack. Both of these attacks (as explained in their respective sections), will not succeed
due to the use of the Tamper Prevention and Detection Circuitry and ChipOK lines.

However, even if the attacker is able to somehow access the bits of Flash and destroy or short out the
gate holding a particular bit, this will force the bit to have no charge or a full charge. These are both invalid
states for the authentication chip's usage of the multi-level Flash memory (only the two middle states are

35 valid). When that data value is transferred from Flash detection circuitry will cause the Erasure Tamper
Detection Line to be triggered - thereby erasing the remainder of Flash memory and RESETing the chip. In
the same way, a parity check on tampered values read from RAM will cause the Erasure Tamper Detection
Line to be triggered.

An overwrite attack is therefore fruitless.
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er program gramming of state data
20 . After programming of state data, but before insertion into the consumable or system
. After insertion into the system or consumable

A theft in between the chip manufacturer and programming station would only provide the clone
manufacturer with blank chips. This merely compromises the sale of authentication chips, not anything
authenticated by the authentication chips. Since the programming station is the only mechanism with

25 consumable and system product keys, a clone manufacturer would not be able to program the chips with the
correct key. Clone manufacturers would be able to program the blank chips for their own Systems and
Consumables, but it would be difficult to place these items on the market without detection.

The second form of theft can only happen in a situation where an authentication chip passes through

two or more distinct programming phases. This is possible, but unlikely. In any case, the worst situation is

30 where no state data has been programmed, so all of M is read/write. If this were the case, an attacker could
attempt to launch an adaptive chosen text attack on the chip. The HMAC-SHA algorithm is resistant to such
attacks. For more information see Section 5.5.

The third form of theft would have to take place in between the programming station and the

installation factory. The authentication chips would already be programmed for use in a particular system or

35 for use in a particular consumable. The only use these chips have to a thief is to place them into a clone
System or clone Consumable. Clone systems are irrelevant - a cloned System would not even require an
authentication chip. For clone Consumables, such a theft would limit the number of cloned products to the
number of chips stolen. A single theft should not create a supply constant enough to provide clone

manufacturers with a cost-effective business.
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15 One solution to the authentication problem is for the manufacturer to have a programming station
attached to the end of the production line. Chips passing the manufacture QA tests are programmed with the
manufacturer’s secret key information. The chip can therefore be verified by the C1 authentication protocol,
and give information such as the expected batch number, serial number etc. The information can be verified
and recorded, and the valid chip can then be reprogrammed with the System or Consumable key and state

20 data. An attacker would have to substitute an authentication chip with a Trojan horse programmed with the
manufacturer’s secret key information and copied batch number data from the removed authentication chip.
This is only possible if the manufacturer’s secret key is compromised (the key is changed regularly and not
known by a human) or if the physical security at the manufacturing plant is compromised at the end of the
manufacturing chain,

25 Even if the solution described were to be undertaken, the possibility of a Trojan horse attack does not
go away - it merely is removed to the manufacturer’s physical location. A better solution requires no physical
security at the manufacturing location.

The preferred solution then, is to use transparent epoxy on the chip’s packaging and to image the
chip before programming it. Once the chip has been mounted for programming it is in a known fixed

30 orientation. It can therefore be high resolution photo-imaged and X-rayed from multiple directions, and the
images compared against “signature” images. Any chip not matching the image signature is treated as a

Trojan horse and rejected.
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authentication chip, the protocol includes the steps of:

generating a secret random number and calculating a signature for the random number using a
signature function, in a trusted authentication chip;

encrypting the random number and the signature using a symmetric encryption function using a first
secret key, in the trusted authentication chip;

passing the encrypted random number and signature from the trusted authentication chip to an
untrusted authentication chip;

decrypting the encrypted random number and signature with a symmetric decryption function using
the first secret key, in the untrusted authentication chip;

calculating a signature for the decrypted random number using the signature function in the untrusted
authentication chip;

comparing the signature calculated in the untrusted authentication chip with the signature decrypted;

in the event that the two signatures match, encrypting the decrypted random number together with a
data message read from the untrusted chip by the symmetric encryption function using a second secret key
and returning it together with the data message to the trusted authentication chip;

encrypting the random number together with the data message by the symmetric encryption function
using the second secret key, in the trusted authentication chip;

comparing the two versions of the random number encrypted together with the data message using
the second key, in the trusted authentication chip;

in the event that the two versions match, considering the untrusted authentication chip and the data
message to be valid,;

otherwise, considering the untrusted authentication chip and the data message to be invalid.

2. A consumable authentication protocol according to claim 1, where the two secret keys are
held in both the trusted and untrusted chips and are kept secret.

3. A consumable authentication protocol according to claim 1, where the random number is
generated from an initial seed value only in the trusted chip, and the seed value is changed for generating a
new random number only after each successful validation.

4, A consumable authentication protocol according to claim I, where the data message is a
memory vector of the authentication chip.

5. A consumable authentication protocol according to claim 4, where part of the vector space is
different for each chip, part of it is constant (read only) for each consumable, and part of it is decrement only.

6. A consumable authentication protocol according to claim 1, where the encryption function is
held in both chips.

7. A consumable authentication protocol according to claim 1, where the decryption function is
held only in the untrusted chip.

8. A consumable authentication protocol according to claim I, where the signature function is

held in both chips to generate digital signatures.
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9. A consumable authentication protocol according to claim 8, where the digital signature is
between 128 bits and 160 bits long, inclusive.
10. A consumable authentication protocol according to claim 1, where a test function is held

only in the trusted chip to return an indication that the untrusted chip is valid and advance the random number,
if the untrusted chip is valid; otherwise it returns an indication that the untrusted chip is invalid.

11. A consumable authentication protocol according to claim 10, where the time taken to return
an indication that the untrusted chip is invalid is identical for all bad inputs, and the time taken to return an
indication that the untrusted chip is valid is identical for all good inputs.

12. A consumable authentication protocol according to claim 1, where a read function in the
untrusted chip decrypts the random number and signature, calculates its own signature for the decrypted
random number and compares the two signatures, then it returns the data message and a reencrypted random
number in combination with the data message if the locally generated signature is the same as the decrypted
signature; otherwise it returns an indication that the untrusted chip is invalid.

13. A consumable authentication protocol according to claim 12, where the time taken to return
the invalid indication is identical for all bad inputs, and the time taken to make a return for a good input is the
same for all good inputs.

14. A consumable authentication system for performing the method according to claim 1; where
the system includes a trusted authentication chip and an untrusted authentication chip; the trusted
authentication chip includes a random number generator, a symmetric encryption function and two secret keys
for the function, a signature function and a test function; and the untrusted authentication chip includes
symmetric encryption and decryption functions and two secret keys for these functions, a signature function
and a read function to test data from the trusted chip, including a random number and its signature, encrypted
using the first key, by comparing the decrypted signature with a signature calculated from the decrypted
random number, and in the event that the two signatures match, to return a data message and an encrypted
version of the data message in combination with the random number, encrypted using the second key; the test
function operates to encrypt the random number together with the data message by the symmetric
encryption function using the second secret key, compare the two versions of the random number encrypted
together with the data message using the second key, and in the event that the two versions match, considers
the untrusted authentication chip and the data message to be valid, otherwise, it considers the untrusted
authentication chip and the data message to be invalid.

15. A consumable authentication system according to claim 14, where the two secret keys are
kept secret.

16. A consumable authentication system according to claim 14, where the random number is
generated by the random number generator from an initial seed value only in the trusted chip, and the seed
value for generating a new random number is changed only after each successful validation.

17. A consumable authentication system according to claim 14, where the data message is a
memory vector of the authentication chip.

18. A consumable authentication system according to claim 17, where part of the vector space is

different for each chip, part of it is constant (read only) for each consumable, and part of it is decrement only.
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19. A consumable authentication system according to claim 14, where the signature function
operates to create digital signatures between 128 bits and 160 bits long.

20. A consumable authentication system according to claim 14, where the test function
advances the random number in the event of a match.

21. A consumable authentication system according to claim 14, where the time taken for the test
function to return an indication that the untrusted chip is invalid is identical for all bad inputs, and the time
taken to return an indication that the untrusted chip is valid is identical for all good inputs.

22. A consumable authentication system according to claim 14, where the time taken for the
read function to return the invalid indication is identical for all bad inputs, and the time taken to make a return

for a good input is the same for all good inputs.



