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PETECTI OWo Barkgtiound [0001], The present application desrusiazissyst ens
and techniques relating to network intrusion detection, for exanple,

i ntegrated network intrusion detection. [0002] A machine network is a
collection of nodes coupled together with wired and/or wreless

communi cati on H £ RSkl ' i radi o frequenc
bands. A nachi PRy e ﬁ' A9 Ré E})(h‘ection ofq Y
networks (e.g., an internetwork), and may use nultiple networking
protocols, including internetworking protocols (e.g., Internet Protocol

(1P)). These protocols define t@%ckgggﬂga I n"which information is prepared

for transm ssion through the n typically involve breaking data
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such as coax cable, fiber optics and radio frequency bands.
A machine network may be a single network or a collection
of networks (e.g., an internetwork), and may use multiple
networking protocols, including internetworking protocols
(e.g.,.Internet Protocol (IP)). These protocols define the
manner in which information is prepared for transmission
through the network, and typically involve breaking data
into segments generically known as packets (e.g., IP
packets, ATM (Asynchronous Transfer Mode) cells) for
transmission. A node may be any machine capable of
communicating with other nodes over the communication links
using one or more of the networking protocols.
[0003] These networking protocols are typically organized
by a network architecture having multiple layers, where each
layer provides communication services to the layer above it.
A layered network architecture is commonly referred to as a

protocol stack or network stack, where each layer of the
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03/ 067847 PCT/ US03/ 02185 stack has one O - r nore protocols that ~pt G206
specific services. The protocols nmay include shared-line protocols such

as in Ethexwigbsdegmor ks, connection-oriented switching pr h as
in ATM networ ks, and/or connectionl ess packet-sw tched prgkgggbgméﬁgh as

in IP. [00041 As packets.‘travel through a network, they are typically

encapsul agteacki hdw roms her mack el uaddlid el 1 dENGRsulati on enabl es
data to travel froma source process on one node to a Sstinati on process

on anot hezerotkeest hr 1eddddal £ i3 Si if ferent ot ocol s and
i by S R ﬁqn%nﬁfﬁ%ﬁﬁo Bout the

addr essi ng schenes, without the two end nodes knowng™a

i nt er medi Su@h akiries Sirtemohe RE Wit s | PLLRS C chi ne networks may
provi de powerful .. comuni-cati on capsbiIitiegkigﬁt%gggét%EySWﬁgFgégg t he
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data nore accessible. Mst networks are susceptible or i nproper

use, bot tpaaksh -iswsitdtheahbrocemieukside skhe,nepwor k. Attacks incl ude
attenpts to gain wunauthorized access to data, destroy or bring down a

conput er E\gRdEm p@ew@mbk@t@ek&abéQ”tﬁQBﬁ%ﬁian§t§¥§k?n£ﬁgg afllenpts to

take control of a system For exanple, some
typically encapsula;ed within other packets multiple times.
Encapsulation enables data to travel from a soﬁrce process
on one nod¢ to a destination process on anotﬁer node,
'through multiple networks using different protocols and
addressing schemes, without the two end nodes knowing
anything about the intermediate addressing schemes and
protocols.
[0005] Machine networks may provide powerful
communication capabilities, but also may increase the
difficulty of maintaining computer system security by making
systems and data more accessible. Most hetworks are
susceptible to attacks or improper use, both from inside and
from outside the network. Attacks include attempts to gain
unauthorized access to data, destroy or bring down a
computer system, prevent others from accessing a syétem and
attempts to take control of a System. For example, some
network intrusions exploit application anomalies to Qain

access to a system and infect it with a computer virus, such

as Code Red or Nimba.



network intrusions exploit application anomalies to gain access | ?H@ 2006
systemand infect it with a conputer virus, such as Code Red or Ninba. 2 1
AUG 2006 [00061 A conmon technique used to inprove network security is to
install a firewall, which restricts and controls the flow of traffic

bet ween networks, typically between an enterprise network and the

| nternet. rgig_ro%\@ql I's & taines] 10e iéa%gciu@cegn‘itr&g 183 ot gRIthG L af fic and

filter, irect, repackage and/ or ard packets. Afirewall may serve

as a proxy and, ey, anf oL Al Ongani Zatd 'S SeaWH ks gialdid @sq [ 0007]
Frequently, network adm nistrators enploy systens 10 to detect network

I ntrusions t?.lsi)rr&rso“c%é"eﬂlw K}§%¥£§fﬁiyc bkl TR NEE WAt 6 i D arusi on

det ection systens attenpt 0 exam ne every packet on a network in

order to defecl..d %%q;}%{%%g%éw%éyﬁ r@qerr%tgagrge,@' e, AS;

st andal one "systens work Fl'ight Recorder 15 pr ovi ded by
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31. Examjn%é%%%”géngcgg%xy and may enforce an organization’s security
policies.
[0007] Frequently, network administrators employ systems

10 to detect network intrusions to improve network security.
Traditional network intrusion detection (NID) systems attempt
to examine every packet on a network in order to detect
intrusions. These NID systems may be implemented as
standalone systems (e.g., NFR (Network Flight Recorder),

15 provided by Cisco Systems, Inc. of San Jose, California), or
they may be implemented as distributed node-based systems
(e.g., BlackICE, provided by Network Ice Corporation of San

Mateo California).

Summary of the Invention

20 Specific expressions of the invention can be found in -
claims 1, 13, 22, 24, 26 and 31.

Drawing Descriptions

[0008] FIG. 1 is a combined flowchart and state diagram
illustrating a method of monitoring network traffic to

25 detect intrusions.
[0009] FIG. 2A is a block diagram illustrating a system

implementing integrated network intrusion detection.
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[0008B1 FIG 1 is a conbined flowhart and state di agram illustraty %g azgm
fret hod of nmonitoring network traffic to 25 detect intrusions. [0009 EI
2A is a block diagramillustrating a system inplenenting integrated

net wor kK i nypusiemsdet ection. 3 1 AUG 20% WO 03/067847 PCHYMF0R5R2k85
[00103 FIG 213 is a block diagramillustrating another system )
i npl ementing integrated network intrusion detection. | [00111 FIG 3 is a

conbi ned §I0&Adhart Faed sBate di BYbER ak hhuskr @Mﬁgtfaffﬁflgogn n&E Vi cing
network requests in an application rule enforcer conponent of an

|t egr at ey Siemniol chentiagodsLeateaNnsyabaN 1h0RIZIoE! Gedolpo Combi ned
flowchart ‘and state diagram illustrating a nethod of filiering network

comuni cdt0ioddd i n FacneBwikkat eahbiBe@NEDHGEHALLNRRHE ' grated
network intrusion detection system [00131 FI'G SA ?s%atg%nﬁ]ar%%fl owchart

and st at é lduagramingl busttRbéngr aseBte8ngf ndel ek | Pg%ﬁé‘éﬁé'sir?narg’r el udes
and intrusions in a first detector conponent of an I htegrated network

i ntrusi oappétiection systeanfbOOd4 lobhSonsBy i éfaaﬁo%é%gagégvkg&a“%rs]gnd .
rus a secon

state diagram illustrating a nmethod of detecting iInt 1ons in
det ect or intmpetent deteanibnt egsased network intrusion detection system

[0012] FIG. 4 is a combined flowchart and state diagram
illustrating a method of filtering network communications in
a network traffic enforcer component of an integrated
network intrusion detection system.

[0013] FIG. 5A is a combined flowchart and state diagram
illustrating a method of detecting intrusion preludes and
intrusions in a first detector component of an integrated
network intrusion detection system.

[0014] FIG. 5B is a combined flowchart and state diagram
illustrating a method of detecting intrusions in a second
detector component of an integrated network intrusibn

detection system.

[0015] FIG. 6 is a block diagram illustrating an example
data processing system.

[0016] Details of one or more embodiments are set forth
in the accompanying drawings and the description below.
Other features and advantages may be apparent from the

description and drawings, and from the claims.




[00151 FIG 6 is a block diagramillustrating an exanple data pgchaig&ﬁ
system .[0016] Details of one or nore enbodinents are set forth in
acconpanyi ng drawi ngs and the description below other features and
advant agesvoayodygs7apparent fromthe description and draweonesosandsi rom t he
claims. 4 AUG M6 WO 03/067847 PCT/ US03/ 02185 Detail ed Description [00171
The systens and techni ques described here relate to integrated network
intrusion detection. The description that follows frequently discusses
intrusion detection in the penkeXxédobekPriptimnks, but the systens and
t echni ques described apply equally to multiple types of nmachi ne
comuni cdooan] net wrhkssaatenpesad | TerInysihen erdddbEnttere RG48E As used
herein, the term"application" means a software program which is a
col l ecti ap ofitegratedngetwPek aintonss eibaiitasbtiora s atheolddgtetipuebhons
(e.g., one or nore binary objects, one or nore scripts, and/or one or nore
i nterpretabtefpldgwansyequde: 1erdis e et rdiBas d@tesefibnare phregram
designed to operate with other conponents, arid/or applications. The term
"process'toneans af EBRenstwdigks SButvailee MAHAMB aHiE tie@hRige%acut i on
context" means a set of processing cycles given to a process, such as a
task in desoulibetiaakphy epesbly ngb Shisleipl Satybedn diwRiked nappl i cation  and
an i nvoked conponent are a separate process, even if :
communication networks and operating system environments.

[0018] As used herein, the term “application” means a
scftware pfogram, which is a collection of computing
operations embodied by a set of instructions (e.g.x one or
more binary objects, one or more scripts, and/or one or more
interpretable programs). The term “component” means a
software program designed to operate with other components.
and/or applications. The term “process” means an executing
software program. The term “execution context” means a set
of processing cycles given to a process, such as a task in a
multitasking operating system. Both an invoked application
and an invoked component are a separate process, even if
their functionality is interrelated and they share a single
execution context. For example, an applet and a Web browser
in which the applet runs are each a brocess. The tgrm
“applet” means a component designed specifically to be run
from within an application. The term “thread” means a part
of a software program that is given its own execution

context.



theit functionality is interrelated and they share a single executiAd§ 2006
context. For exanple, an applet and a Wb browser in which the applet runs
are each a process. The term "applet” nmeans a conponent designed

speci fi cal Wo bgodgg7run  fromw thin an application The ter%&%&&&&?Qﬁ neans
a part of a software programthat is given its own execution ext .

AUG 2006 WD 03/067847 PCT/ US03/02185 [001.91 The term "intrusion" neans an

attenpt tipdwElRk iThHeO taneh OLnkrSESOnd GRARY! hAJ-SYSLEM +LNEL LELM
"int?ﬁsion prel ude" nmeans comuni cation activities tﬁat typlcaFIy precede

an intrusimib aH&ydrehﬁgu@at&u%b@@u%hggaggeggmgfa@ﬁe @egﬂnngﬂhgﬁgggﬂ pattern

I dentified as corresponding to known I ntrusion, "1 nC I'ng

be
at t er ns grliudety me@nsf edfhulnl daRdbw dedlivRagket napdepathegrns that may
gleaned E?ro%ianalyzf%g nultiplg packets. [002% % 9gsen? ?nventor-

recogni zedrddwigefreAhitahus iagdvantrages e '“Eh@gﬁé‘ibﬂgsﬂgﬁﬁ‘é@%"fEEEEQ ng

information wth network intrusi on anal ysi's net wo

t ARQLAOLK thkeatf g eis t ¢8Mal I portion
o ety ComnAlcAAHODA cheat ieht 5 £33 LER %ﬁégegﬁgf}é??%r £308 i ntrusi on

Anal ysi s katowia ofbliegked by, alhbﬂﬁ&@hb ggegéEﬁEOEhQEeﬁggeg?nai ge

detected (including detection u3|ng fabri"cated responses ocke

net wor k riRAuRBtis) indldipakli gubREt80UhEe Pt PREVWRE K may be gleaned
from analyzing multiple packets.
[0020] The present inventor recognized the potential
advantages of integrating firewall filtering information
with network intrusion analysis. 1In typical network
environments, most network traffic is 1egitiﬁate and only a
small portion of network communications may contain
intrusions. By performing intrusion analysis on packets
blocked by a firewall, intrusion preludes may be detected
(including detection using fabricated responses to blocked
network requests), and particular sources of network
communications may be singled out for greater scrutiny.
Thus, an overall amount of network traffic that needs to be
monitored may be reduced, real-time intrusion detection may
be improved, and more information about an intruder and the
intruder‘s system and/or network may be obtained.
[0021] In addition, firewall functionality may be
integrated with intrusion detection on end nodes (e.g.,

servers and hosts) in a network, such as an enterprise

network, to further improve intrusion detection and network



communi cations may be singled out for greater scrutiny. Thus, an. vgi@hios
amount of network traffic that needs to be nonitored may be reduced,

real -tinme intrusion detection may be inproved, and nore informtion about
an i ntrudevoasieh784ie intruder's system and/ or networ k mayPO®USEBBIRISFed.
[00211 In addition, firewall functionality may be integrated with

i ntrusion detection on end nodes (e.g., servers and hosts) in a network,
such as sacusriter.pr Fse eretpbe K, a twetfwrtled magitive nayt rivsiladedanect i on and
network 6 1 AUG 2006 WO 03/067847 PCT/ US03/02185 security. For exanple, a
net wor kechtrashione deagct hehugdesaem thet uSirodt detecin @prisydsem t hat functi ons
in part as'a dynamc firewall for the networked nachine. [9022] The

i ntrusi ayreetiectionwaydt for maye i netwolekdédreechesrponent s. The first
conponent nmay be an application rule enforcer that authorizes network

service Jpa@edst s Theminappbicat detsct i kegs osm they nedsirdeethreehi ne and
identifies abnormal behavior by an invoked application. The second
conponerdonm@yehe sa N€heoEkrbt atdbmpowadiormey hdadn nappliorasc idmbaled net wor k
comuni cati ons and bl ocks those comunications that fail to correspond to
an aut harfzademetanr kuskovicesreguestk déevide rdequaganefiforay be an
intrusion detector that nonitors the bl ocked comruni cations and identifies

abnor malapgaifldatdbnen ihebrRedosnt dheehetwd rieed Wiesh bkl A d nisderitridfifdsc
nmonitoring is needed to detect an

abnormal behavior by an invoked application. The second
component may be a network traffic enforcer that monitors
inbound netwofk communications and blocks those
~communications that fail to correspond to an authorized
network service request. The third component may be an
intrusion detector that monitors the blocked communications
and identifies abnormal application behavior to determine
when additional traffic monitoring is needed to detect an
intrusion. Thus, the total number of communications (e.gf,
packets) that are examined may be reduced while intrusions
may be detected more effectively.

[0023] FIG. 1 is a combined flowchart and state diagram
illustrating a method of monitoring network traffic to
detect intrusions. The method begins by identifying one or
more applications invoked on a machine (100). This
identification may be performed for an application by
examining network communications generated by the
application, system records for the application, and/or a

set of instructions embodying the application.



intrusion. Thus, the total nunber of communications (e.g., packet?)l}hﬁhs
are exam ned may be reduced while intrusions may be detected nore AUG
effectively. [00231 FIG 1 is a conbined flowhart and state diagram

il lustratiwgosoesuhod of nonitoring network traffic to depe€giisisnbigasi ons.
The met hod begins by identifying one or nore applications invoked on a
machine (100) . This identification may be performed for an application by
exam ni ngotzéor k Nawtruani defa0lts gaiter atosd by ddtere@pplincahien, system
records for the application., and/or a set of instructions enbodying the

appl i cat inourdd 1t AKF PG (1 WD D3/ 10RNBAT rREWIIFOHMelB3 c60A24%)Naxy a def aul t
state 105 is entered, in which inbound traffic (i.e., inbound network

comuni catapiis) Editre $pdiding COf rLSRRA NG 10 Aokl tlor®l . ar engaai t or ed.
These network conmunications are nonitored'to detect an intrusion prelude

or an i nhetiedrk. cdhmeovest idhs td: editlredico MR iRJ 1 ARY-uRSon
i npl emented in the default nonitoring state 105. [00251 Wien a new

appl i cat bpslide idwd@dint NesTOW  MRRRARl Ol dipdentichicad (:00). Wen a
request is received for network service (i.e., a network input/output

(1/0) reeubssyidg afaroe nukeshaiidd aal ity R GhAGK ohi¥edenas to  whet her
the request violates a network policy (110). The network policy may
i ncl ude atstystros policy and/or an

[0025] When a new application is invoked, thé new
application is identified (100). When a request is received
for network service (i.e., a network input/output .(I/O)
request) from an invoked application, a check is made as to
whether the request violates a network policy (110). The
network policy may include a system policy and/or an
application-specific policy.

[0026] For example, the request may include information
such as destination IP address, destination port, source
port and type of request (e.g., bind, connect, accept,
listen, send, receive, etc.). The network policy may
include application-gspecific rules such as
Application=Internet Explorer, destination port=Any,
destination address=Any, source port=80, request=Listen,
action=Allow. This rule states that the network poiicy
allows any inbound traffic for the Internet Explorer
application from any remote server through port 80. 1In
addition to permissive rules that specify allowed

communications, the network policy may also include




application-specific policy. [0026] For exanple, the request may i %ﬂ
information such as destination |IP address, destination port, sourcé [ﬂ%ﬁ
and type of request (e.g., bind, connect, accept, I|isten, send, receive,
etc.). Thavoesnwesdk policy may include application-specifPCTrSha®R1g8suUCh as
Application=Internet Explorer, destination port=Any, destination

addr ess=Any, source port=80, request=Listen, action=Allow. This rule

st at es th@dtdher ined werlke spahaicc gpeat Eowaoamyni odolmgs t tid f | £rd atot he

I nternet Explorer application fromany renote server through port 80. In
addi ti omnal1oweed Mg .V e o ety blhatompeci fy allowed communications, the
network policy nmay al so include 8 AUG 20M WO 03/067847 PCT/ US03/ 02185

restrictijom7yl es thathes pREfiYeaoraynieeat Hoas hbatvaseavotthal | oned (e.g.,
a Deny.action). [00271 . |f,the..received request does not violate the

net wor kK fpslweyk gdiel dyequest ﬁeﬁ;u@@s&l geatedigfabed hesi Z€bhotddsdd. Then, a
communi cati on channel for the request is enabled (120), and nDnitoring

conti nues11§0028fhdRl &5 nffiurdicatd chhenhpahtty foul ehaboygueny be
dynam cally added to and renoved froma network filter driver to open and

cl ose cogmawi &at {1010 )chamie honiSeehing idoneinagstul es identify authorized

network flows associated with invoked applications. In an |IP network, a

Channel %0281 Rules similar to the policy rule above may be
dynamically added to and removed from a netwo;k filter
dr;ver to open and close communication channels.. Such
filtering rules identify authorized network flows associated
with invoked applications. In an IP network, a channel may
be created by specifying an open channel for a network flow
using five values: (1) source IP address, (2) source port,
(3) destination IP address, (4) destination port, and (5)
protocol. Additional and/or alternative values may be used
to specify an open channel.
[0029] Following the creation of an open channel, inbound
traffic that corresponds to the open Ehannel is allowed,
whereas inbound traffic that fails to correspond to an open
channel is blocked in the monitoring state 105. Moreover,
outbound traffic may also be monitored in the monitoring
state 105, and disabled channels may also be created, such
as by using the Deny action discussed above. Blockéd
traffic is monitored to detect an intrusion prelude, for
example, a system scan, a port scan and/or an operating

system (0S) fingerprinting. The blocked traffic may be




be created by specifying an open channel for a network flow using f1i Vﬁ
val ues: (1) source |P address, (2) source port, (3) destination IP AUG 2006
address, (4) destination port, and (5) protocol. Additional and/or '

al ternati veaygabyessay be used to specify an open channel.
Fol I owi ng the creation of an open channel, inbound traffi Ecﬁﬁgf?’%‘“

corresponds to the open channel is allowed, whereas inbound traffic that

fails to checksfoficr taitdier@Re thaGh L] nixﬁttilp‘i(‘ek%%u&nﬁ the %tori ng state
105. Moreover, outbound traffic may al so be moni tored i h the nmoni t ori ng

state 105anafdrdnsabl stk duiielit bR 3R ke 16 %}ngg, %ﬂagiﬁg by using the

Deny action di scussed above. Blocked traffic is ni'tore 0 detect an

i ntrusi onr@P £1 PdeTrddmi S B ntd 1Y Hr&P n, can and/or an
operating system (0OS) finger prinnti ng. Theo-%%ﬁogkgaglgr&%]g?i c may be AUG 2006

WO 03/ 06784qt B6J] ) a3 QL@ ohecked for patterns that span nmultiple
comuni cations and/or nultiple comunication channels (e.g., multiple

TCP/ I P (Treeseo] SSi oph&Gondy Ql QG0 r.n Rr l.) connections).
[ 00301 When an intrusion pr gltt?&%tlggl é’erjtegtél?eed?tsadggtﬁrgggd(ﬁf = PRBTFHt ?Esi on

prel ude ithé deftiddfch EkAuaeFas Q5RMRLG: R (12992 ggragg%ﬁﬁzgs may be

gxtracted froma packet that is part of the in .usipn p 'TRis source .
TN Lori ng Cont | nUSe A paErels From e Gear Fi BASKBh, ERRATSt nen
par;'of the intrusion prelude. This source is then added to
a watch list for increased monitoring (130), and monitorihg
continues. All packets from the identified source may then
be monitored and these packets may be checked for intrusion
gsignature(s). Additionally, multiple sourceé may be
associated with each other, both in intrusion prelude
detection and in subsequent intrusion detection, to counter
distributed attacks.
[0031] If a received request violates the nétwork policy,
the request is designated as unauthorized (135). A
determination is then made as to whether the application
that generated the unauthorized request is behaving
abnormally (140). This determination may be based on the
number of unauthorized requests and/or on the severity of
the unauthorized request generated by the application. For
example, in one implementation, a single unauthorized
request may be treated as abnormal behavior by an
application. If the requesting application is behaving

normally, monitoring continues.
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be nonitored and these packets nmay be checked for intrusion si gna_t)[:r% (7006
Additionally, multiple sources may be associated with each other, @tﬁ I'n
intrusion prelude detection and in subsequent intrusion detection, to
counter awWeOusIIBHt7ed attacks. [00313 If a received requesPCTUSIHREES t he
network policy, the request is designated as unauthorized (135) A
determ nation is then made as to whether the application that generated
t he unautddRilzed Woguesh epprbéhatiomy belbpmoeFredbyoxmai)y, Fhilevgdt @fni nation
may be based on the number of unauthorized requests and/or on the severity
of t he norHicrdnoz §drr heesprdenstdordi dyintrecappdi thtFlon.atBor  exanple, in
one inplenentation, a single unauthorized request may be treated as
abnor malndgeifariiog bpnganuespl i Eati exampiet hehe egppbi¢agiapmaycdson is
behaving normally, nonitoring continues. 10 1 AUG 2006 WO 03/067847
PCT/ USOFHBEBEc0e32atvhedist gpphinthtdoa pehidvesiadnof networka | evel of
monitoring for. the application is increased (145), and nonitoring
cont'i nuesomngyi catdwpise bothe tgpphidc Ardmnthayapel igaddednt o Bhisatch list to
initiate nonitoring of network conmunications both to and fromthe
appl i cattharitokiing mayniinediudg seprchéhadeackarehfoy pppkerat fayy-
application- specific intrusion signatures. 0 03 31 FIG 2A is a block
di agr am speaistircatintgusioysisdgnatures.

f0033] FIG. 2A is a block diagram illustrating a system

implementing integrated network intrusion detection. A

networked machine 200 includes a network stack, which is a

get of layered software modules implementing a defined

protocol stack. The number and composition of layers in the

network stack will vary with machine and network

architecture, but generally includes a network driver 205, a

network transport layer 210 (e.g., TCP/IP) and an

application layer 220.

[0034] An intrusion detection system (IDS) 230 may be

implemented between the network driver 205 and the network

transport layer 210 so that all incoming packets may be

monitored. Packet-level intrusion detection may be

implemented in an NDIS (Network Driver Interface

Specification) intermediate driver in a Windows environment.

In addition, the IDS 230 may have additional components 232
placed elsewhere in the network stack. System-level

intrusion detection may be implemented in one or more TDI

(Transport Driver Interface) filter drivers, and

11



i mpl ementing integrated network intrusion detection. A networked npchj n@os
200 includes a network stack, which is a set of |ayered software

i npl enenting a defined protocol stack. The nunber and conposition of

| ayers inwdae3nareimork stack. will vary with nmachine and mpetryaeoso218s
architecture, but generally includes a network driver 205, a network
transport |ayer 210 (e.g. , TCP/IP) and an application |ayer 220. [00341
An i nt r usbphidat ket i bavsysienris 2F) R3=amyobanay My amgiliadheiaveen t he
network driver 205 and the network transport layer 210 so that all

I nconi ngopacket sBonaycdeponemt ¢ o tePapket -beMal ddi/fdiSi Ak daiggideon may be
inplenented in an NDIS (Network Driver Interface Specification)

i nt er nedthe¢ eappl veztion al e d@e0 envig onrentpadttn G tiedwordkhe | DS 230 may
have additional coriponents 232 placed el seiwvhere in the network stack.

Syst em | exeérface rlshosrylet ecti on may be inplenmented in one or nore TDI
(Transport Driver Interface) filter. drivers, and 11 AUG 2006 WO 03/067847

PCT/ USO3{023Bb apprcatlmplwadldﬂulrdiséprbdi@&@ntofz3ﬂiﬁ>isb%s'e@|a%m9nt ed in
one or nore conponents placed just bel ow and/or just inside the

appl i catpant | aff erth@20Dg i 280, asetpisrk Werrieiardqudiceid library). [00351

If an application-|level conponent 234 is used as part of the IDS 230,

net wor k spplicatsi omes| et egb yo the application-level component 234
first. As a result, the application-level component 234
knows which application requested which network service. 1In
a Windows operating system environment, the application-
level component 234 may be implemented as a WinSock (Windows
Socket) Layer Service Provider (LSP) and/or as a TDI filter
driver. WinSock is an Application Programming Interface
(API) for developing Windows programs that communicate ovér
a network using TCP/IP.
[0036] Alternatively, or in addition, application-level
components 236 may be used for intrusion.detection. Such
components 236 load and run with eacﬁ new network
application 224 in an execution context 222 for that network
application. These components 236 may perform authorization
of network requests and application-specific intrusion
signature detection such that the processing time consumed
by these techniques affects only corresponding netwérk
applications.
[0037] The networked machine 2OQ is coupled with a

network 240 that may provide communication links to a

12



applications 224 go to the application-level conponent 234 fi rSt-'1?%Ga2006
result, .the application-Ilevel conponent 234 knows which applicatio
request ed which network service. In a Wndows operating system
envi r onmemtQ od/bweseppl i cati on- | evel conponent 234 may be P@pPUSIsEI’Sd as a
W nSock (W ndows Socket) Layer Service Provider (LSP) and/or as a TDI
filter driver. WnSock i.s an Application Programmng Interface (API) for
devel opisegruliingowspgrradgroansehhat 2é2nandcat pobertiala indimwdske id4ng TCP/ | P.
[ 00361 Alternatively, or in addition, application-level conponents 236 may
be used fWre isHqwsiton apetretf.boncesSbeh 2éanpenemsl®Bs d czehtaral run with
each new network application 224 in an execution context 222 for that
net wor k seapptimatsearverTheVerconpoadars 288ehaymaerboruseditirorilEati on  of
networ k requests and application-specific intrusion signature detection
such t hatDg &3 Qr ocBssienglerbelevadanwdy byippesehetagtireénpies affects only
correspondi ng network applications. [00371 The networked nmachine 200 is
coupl ed mértitarimetswatiesl4@atibat aaytpr owi be senturd cEite osedunkdy to a 12
AUG 2006 WD 03/067847 PCT/ US03/ 02185 security operation center 242 and a
pot ent | abpeérdrimerc@deer 2ERe seddpict ynopeéraki dnggemy erf 24@twexk i ncl ude a
central security server. Various alert, levels may be used in the IDS
230. Thesetatery, | byadslymepdypirggethhehghttensdal security server,

for later forensic analysis.

{oo38] The IDS 230 functions as a dynamic firewall for

the networked machine 200. The IDS 230 monitors network

traffic to block traffic that violates a network policy and

monitors blocked traffic to detect an intrusion prelude.

The IDS 230 monitors traffic from the potential intruder 244

when an intrusion prelude is detected. The IDS 230 may

track behavior of applications 224 using a network policy

that specifies behavior criteria (which may be application-

specific) to identify abnormal application behavior. The

IDS 230 may monitor traffic from an abnormally behaving

application 224a to identify an intrusion, including e.g. an

intrusion connected with a Trojan Horse in the application.

[0039] FIG. 2B is a block diagram illustrating a system

implementing integrated network intrusion detection. A

networked machine 250 includes a network stack, as described

above, and generally includes a network driver 255, a

network transport layer 260 (e.g., TCP/IP) and an

application layer 270. The networked machine 250 also

13



monitoring states, cause alerts to be sent to the security operatlog 2006
center 242, and/or initiate |ogging of network activity, locally an Pgr
with the central security server, for later forensic analysis. (0038] The
| DS 230 fumwopvonessss a dynanmic firewal |l for the networked pggaliyfei1890. The
I DS 230 nonitors network traffic to block traffic that violates a network
policy and nonitors blocked traffic to detect an intrusion prelude. The

| DS 230 rowiludes tnafihtzubiom ddicePoient spdtdmtdiede® 4t Warean i ntrusion
prelude is detected. The I DS 230 may track behavior of applications 224

usi ng a wetmornknpsl:i ey ihbatsseecddtestdehBei ora chdtwsia (¥ ch may be
application- specific) to identify abnormal application behavior. The IDS

230 nmay endotoert eakf i endlr am app Bhret ieh | yuhehavi fceBPR4 Cation 224a to
identify an intrusion, i ncluding e.g.”  an  intrusion connected with a Trojan

Hor se i n [0loa0dppl i whésencomi:@ﬁ@ﬁ)&s Fidsd, 2082 s @plr@%}( Hagiamd Iddystrating a

system inplenenting integrated networ k intrusion detection. A networked

machi ne 2@0girsetedeshannehines kst Bikdre afodlesed | beshy aboyug,and (ggneral |y
i ncludes a network driver 255, a network transport |ayer 2 Ot?]

TCP/ | P) andrasioapfbteatbon2iaytiy 2hk1Jde Detawidedimsiids 230« ai S0 13 1
AUG 2006 WD 03/067847 PCT/ US03/ 02185 i ncl udes an i ntrusion detection

fys]Efem diresdddsi hhoat Pieet HOAPONGM S Bk 'ﬁgﬂw&]@r\:%ﬁ% Unfefile 2 NELWOrK

raffic
282, and the intrusion detector 280 also may include a user
component that resides in a second module with the
application rule enforcer 284. Additionally, the
application rule enforcer 284 may be a component that is
invoked separately with each of multiple invoked
applications 274, as described above.
[0041] The networked machine 250 is coupled with a
network 290 that may provide communication links to a
central security server 292 and a potential intruder 294.
[0042] As each application 274 requests network I/O
service, the request is either authofized or rejected by the
application rule enforcer 284. If the request is
authorized, corresponding authorized communications 272 are
allowed to pass from the application 274 to the network 290,
and from the network 290 to the application 274. If a
request is rejected, this rejected request is communicated
to the intrusion detector 280.
[0043] If a request 276 is rejected, the intrusion

detector 280 may determine that an application 274a is
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enforcer 282, and an application rule enforcer 284. [00401 These con&gnents
280, 282, 284 mmy reside in fewer or greater than three software!

For exanple, the intrusion detector 280 may include a kernel conponent
that resivi@essansa first nodule with the network traffic eofaosesariss282, and
the intrusion detector 280 also may include a user conponent that resides
in a second nodule with«the application rule enforcer 284. Additionally,
the appkheathgnabubemedior cend 284e may: hes iare dgienanrir Lisat may thewoked
separately with each of nultiple invoked applications 274, as descri bed

above. [HRGARLmbhetroeingr seHeBehimen 2ok ichs @ etbmidHe auspetcwor k 290 t hat
may provide communication links to a central security server 292 and a

pot enti alppintkuden 294a. [0R42laddiebetsamprioadriony 28 requests network
1/0 service, the request is either authorized or rejected by the

appl i catdogfmunukareshsr ges @8¢. ihfolhe dpspieisig i for apglardaaedn-cor r espondi ng
aut hori zed comuni cations 272 are allowed to pass fromthe application 274

to the ngiamark c298trushénf Eoghibersel Wi ke Ihy dod heyeppldaddtyi on 274, 1f a
request is rejected, this rejected request is cormmunicated to the

i ntrusi apAriecen 288. cEAB433 btécarieguesivey@IB, rejected, the intrusion
detector 280 nmay determne that an application 274a is 14 1 AUG 20M WO
03/ 06784 2@/ USO3h8248Bwork traffic enforcer 282 monitors incoming

network traffic. If an inbound communication 262 fails to

qo;respond to an éﬁthorized request (i.e., the inbound

communication was ﬁot effectively pre-approved by the

"~ application rule enforcer), the communication is dropped

(i.e., blocked from passage to another layer in the network

stack). Additionally, the network traffic enforcer 282 may

monitor outbound communications in a similar manner. For

example, the network traffic enforcer 282 may check all

packets (both from'the network 290 and from the applications

274) to see 1f they match a channel opened by the

application rule enforcer 284.

[0045] Moreover, the network traffic enforcer 282 may

also drop other communications in a manner similar to a

firewall. For example, the network traffic enforceﬁ 282 may

drop malformed packets and packets used for system s%anning

(e.g., ICMP (Internet Control Message Protocol) echol

requests). Communications that are dropped by the network

traffic enforcer are sent to the intrusion detector 280.

15



behavi ng abnormal ly.,and the intrusion detector 280 may then

| oaded fromthe central security server 292. [0044] The ne

begi n
moni toring other communications 278 for the suspect application” 47466 2006
This additional nonitoring of comrunications 278 nmay invol ve checking 'for

applicatio i1 C intrusion signatures, which may be d ically
Db o8 FARELE HERERk

enforcer 282 nonitors incomng network traffic. If an inbound ( ]
conmuni cgid 262 fail.s to .correspond t n_authorized request .(i.e., the
i nbound ﬁ%%%ﬁunicaﬁ%n%%ﬁigsﬁSF g??%%??%eﬁgap?gggbﬁ?%vﬁgeb§933$edapplication
rule enforcer)., the co icati.on Ls, . dropped. (i.e., blocke [ om passage
to anotﬁ%?&ﬁ%gﬁﬁaqﬁ§thgEﬁgfﬁgrﬁorngggfrggdﬁﬁﬁgﬁéFFg,a?hénﬁﬁPﬁb?Q traffic

| KO- sPREKTSATARE PORaTTS, “Fheth
oxanp 6 PXREIET wiE (PRFLE oRF By 6r 9830 Hay BREER af PO PAEL

Le

n@nner. For
(both from

h l, i [ 274 h tch
channel SR i) CHETSa (st Bt BORST ol BOB SFERP 383 | 0BH8] SHBr cover .t he
ranner S\ HAGPEE D cud P T (EXBHBIBD £ nBChel aofkat AT T fc.enf or cer.

. |.f qr.ned K d K d t [ . 0.
T o (BT GO of TREGLRGE B B oBr) Beko il LcpetotR T 0 (9

Conmmuni cations that are droggeg_§¥ﬁghe networﬁe graffic egforcer -are sent
i

ome miss

to the iTHYULIh WFEETEG S A 26082

eps,

before an intrusion is launched. These operations may be

detected by the intrusion detector 280 as an intrusion

prelude.

[0047] Additionally, the intrusion detector 280 may

encourage these operations by generating fabricated

responses to the dropped communications to catch the

intruder 294. A fabricated response to blocked traffic may

be used to gain knowledge about a potential intruder and

their system for later use. For example, by selectively

generating one or more fabricated responses to blocked

inbound traffic, which would otherwise be blocked silently,

significant information concerning a potential intruder’s

system and network may be obtained for use in later forensic

analysis. 1If the potential intruder later turns out to be

an actual intruder, this collected information may be

associated with the detected intrusion and may be especially

useful, such as for use in prosecution of the intruder

and/or other legal action (e.g., legal action requiring an
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WO 03/ 067847 PCT/ US03/ 02185 [00461 The intrusion detector 260 exam quUé 9&]6
dropped. comunications to | ook for, patterns signaling an intrusion

prel ude. For exanple, the intrusion detector 280 may | ook for system scans
(e.g., pingP03H6T8H7 scans (e.g., TCP-SYN (synchronizati on)PCTIUSP3/§A18§
(finished), etc.), and OS fingerprinting. Frequently an intruder 294 w ||
perform scanning operations on a system or nmake sone m ssteps,
i nt rusi amtirsidextfrec HetherTless Seopécat Poaviday bESPHetectatk Betda® i nt rusi on
detector 280 as an intrusion prelude. [00471 Additionally, the intrusion
det ect ors\280 am\demnicgufagarehesewopkr aekvhsedytgeniee atngdebri cat ed
responses to the dropped communications to catch the intruder 294. A

f abri cat Bxb4&dspondthdro il dokedstpaf prelodyg ibedesedtéed, gahen know edge about

a potential intruder and their systemfor |ater use. For exanple,

bef ore an

by

sel ect i vielyruggenerddtiegroane sor theneifiebtifatedandspegsesetr® ®l ocked

i nbound traffic, which would otherw se be bl ocked silently, significant

i nf or matsaur corakire sy opdahentinakkubetr @dér asd bygiem examimingr k may be
obtained for . use in later forensic analysis. If the potential intruder

| ater turommuouicdioidres faromadctheasl sbatrcedéop, debhestcehl totezdsio or Y on may

be

associated with the detected intrusion and may be especially

usef ul ,

such as éxampis®e, |theriosendiicon detetheri RBOUdey wahdhotrafhiee fxymla action
(e.g., legal action requiring an 16
potential intruder to look for packet level exploits such as

launching intrusions using packet fragments (e.g., tear
drop, Boink, etc.). Thus, the intrusion detector 280 may
support packet reassembly to detect fragmentation related

intrusions.

[0049] If the intrusion detector 280 detects an intrusion

(e.g., a packet exploit), it may block the traffic and/or
report the intrusion to the central security server 292.
Additionally, the intrusion detector 280 may log the
communications associated with a detected intrusion and

intrusion prelude for foremsic analysis.

[0050] FIG. 3 is a combined flowchart and state diagram

illustrating a method of servicing network requests in an

application rule enforcer (ARE) component of an integrated

network intrusion detection system. The method begins when

an application and the ARE component are invoked (300).

The

ARE component then identifies the invoked application (305).

[0051] To do so, the ARE component may determine the full

path (directory and file name) of the loading application

17



| A UG 2006 WD 03/067847 PCT/US03/02185 intruder's Internet ServiCRig 2006
Provider (1SP) to take action, such as denying future network services to
the intruder). [0048] Wwen an intrusion prelude is detected, the intrusion

detector 2 Ldentifies and registers a source addre é; h
i ntruder Zgg) %%%Zgi ns exam ning communications fromt ha?ég 8&36@"%0
detect an intrusion. For - exanple, the intrusion detector 280 nay watch

traffic E%QB&@ébPQtEQt m “éﬁfﬂgﬁ%f&fﬂf%g%éﬁﬁﬁ???QgE Aﬁwel expl oits such

as launching 1 ntrusions’ usi tear drop, Boink,
CLec); T LALENS oD SRRSO 0 IR R oo gRg el Y 1O
rafiic sha SpPiRtatRl(ef P 'r‘:ﬁ RS o dadig) 28 s Brer 202
associ at SRR e Sl B A e AR e R SRR P s
anal ysi s¢ 1i80§9§?%%ﬁde§ iéf@rrﬁﬁ%l{'edst \A%l'?\ligg@{atmean%lsé 4l agL3

illustratin of "servicin requests in an - a Ilca ion rule
g

enforcer?&le netho E@%%Sw%ﬁglﬁggﬁ§g fH%t 4%t#%¥ é&vdetectlon

system e an a pI | C I on an corrponent are
Tioke L 0lldTe A EQUEOTEI e RSV Jpalsh el e o
generate a condensed representation (or hash value) of the
executable. This hash value may then bg compéred with
éfedefined hash values for known applications to identify
the invoked application.
[0052] The hash function may be a message digest
algofithm with a mathematical property that effectively
guarantees that for any size message, a unique value of a '
fixed size (e.g., 128 bits) is returned. The hash function
may be part of a standardized message digest specification
(e.g., Secure Hash Standard (SHA-1), defined in Federal
Information Processing Standards Publication 180-1).
[0053] Once the invoked application is identified, an
application-specific network policy is loaded (310). This
network policy information may be loaded from a 1océi
repository and/or from a remote repository of network policy
information (including dynamic loading from the remotu
repository to the local repository to keep the network
policy information up to date as network policies change) .

Then, the ARE component enters an idle state 315.
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path (directory and file nanme) of the |oading application 17 | AUG 2006 WO
03/ 067847 PCT/ US03/ 02185 executable (e.g., "C /Program Fil es/ Appl I cAHG &P
appl i cation. exe"), exam ne nachi ne i nstructions enbodying the application
(e.g., "apybiogae1s¢éh. exe") to identify the application, adrdiSoseaiss
crosscheck this identification with file properties information, such as
name, size and version -nunber. Exam ning the machine instructions may

i nvol ve [cQ84dlyi ng Waehashnétworkoh/©oredrecsippls cetde By Eeecut able to
generate a condensed representation (or hash value) of the executable..

Thi s haslpplalds: ey, thenrbguestpasedombihed priadefile hgEsicatalaes for known
applications to identify the invoked application. [0052] The hash function
may be aspesishge reitgesk palgoyi (BaOW t hIa tist heobtdcals prapierfiied hat
effectively guarantees that for any size nessage, a uniqué value of a’
fixed si@2y)e. & net@dbrii tepfifscr ehfionedr TWEEhasdmpamexit ais may be part of
a standardi zed nessage di gest specification (e.g., Secure Hash Standard

( SHA- 1) naleff el don dpedenakhahnédr tAB0DN Pror essampjl St andeesssageubl i cat i on
180-1). [0053] Once the invoked application is identified, an

appl i catman-spewErft cpeetidyikgpal Boyrtes [Dadédrés840)a Sduisce eimor ka pol i cy
information may be | oaded froma local repository and/or froma renote

reposi t algstfnatetororde pddiregs,i af deaatnam@nnpbnulatgﬂdg/mtmdqiadl ng from
the renote.!

for the opened channel.

;0055] If the ﬁolicy is not satisfied, an intrusion
detector component is notified of the rejected request
(335). Alternatively, the notice may be that the
application is behaving abnormally. For example, a single
violation of network policy may be considered abnormal
behavior for the application. Alternatively, the
application-specific network policy may be multi-tiered,
such that certain violations are logged, but repeated and/or
more severe violations of network policy constitute abnormal
application behavior. |

[0056] Such policies may include configurable thresholds
for one or more characteristics of network communications.
The configurable thresholds may be set directly by tﬁe
intrusion detector, and/or by a network administrator, after
analysis of communication statistics for the application.
Thus, network administrators may set the configurable
thresholds, such as by including them with intrusion

signatures provided by security service providers, and/or
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repository to the local repository to keep the network policy infaormation
up to date as network policies change). Then, the ARE conponent arkt APG 2006
idle state 315. 18 1 AUG 2Ms WD 03/067847 PCT/ US03/0218--, [00541 When a
network 1/0.r is made by the application, the request.is _conpared
with the d%SW?@Q@?%n- specific network policy (320). If tkﬁé?%?@@?ggs
satisfied (325), a network traffic enforcer (NTE) conponent is notified
to open channel (330).  For ex |l e nmessage he .sent specifying a
sour ce F%ea&8F3§§P§5%38uFggeﬁg??agamaﬁgg?i%%? 6ﬁoﬁggéﬁﬁﬁ%£%ﬁ %#E stination
port and ay rotocgl for the oEengd chaﬁnel. [OO%S#.If the $olicy I S not
satisfi 8%, “An "PALFOEEEY CHBFEBLGR EBHPoNEh P s*nBTFH7EH ot he rej ect ed
request ,g%ﬁg). Alternatively, the notice nay be that the application is
é\ll -

behavi n mal ly. For exanple, a single violation of network policy may .
be consi der abnormal behavior for_the applicatjon. A ternatively, the
applicat“%ﬁﬁgpeciW' TEWOPR 6 F898ﬁ3§sb88§ﬁ?§r-k?ﬁr%ﬁ$ CUTRIEHat certain

viol atiaons are l.ogged, -hut repeated and/
& N6F

. @r nDSe severe viol ations of
net wor k o Ro&yE e SabhOPHRP CBRRRELalPdR) behavi or. [00561 Such
I ncl ude configur

pol i ci es may abl e .t hreshol d for qQne or re

charactéEQ§g%£ off et ior#e éoﬁﬁﬂEFESFiSEQWCﬁ?ﬁE éﬂaf?bﬁF%gaéaﬁﬁ?%sholds my .

be Set'%ffﬁggfééyégiyamethod of filtering network communications in
a network traffic enfofcer (NTE) component of an integrated
network intrusion detection system. The method begins in a
monitoring state 400, where communications are monitored to
block unauthorized communications. When a notification of
an opened channel is received, the opened channel is added
to an authorization list (405), and monitoring continueé.
[0059] When an unauthorized communication is received, a
éopy of the communication is sent to an intrusion detector
component (410). Then the unagthorized communication is
blocked (i.e., dropped) (415), and monitoring continues.
When a notification of a closed channel is received, the
closed channel is removed from the authorization list (420),
and monitoring continues. Thus, network communications that
have not been pre-approved by the ARE component are blocked
and copied to the intrusion detector.
[0060] FIG. 5A is a combined flowchart and state diagram
illustrating a method of detecting intrusion preludes and
intrusions in a first detector component of an integrated

network intrusion detection system. The method begihs in an

20



intrusion detector, and/or by a network administrator, after analysi gcPhoos

communi cation statistics for the application. Thus, network adm nistrators

may set the configurable thresholds, such as by including themwth

i ntrusi on weugeasqres provi ded by security service provi deewpsandissr AUG

2006 WD 03/067847 PCT/US03/ 02185 the configurable thresholds may be

aut o- confi gurabl e, such as by nonitoring communi cations during a defined

time wiRdevstat&057d . Wigteran operkeliarraimund celtasad ist kectifredonponent  is

notified of this closing channel (340). [005 8] FIG 4 is a conbined

fl owchart apdceéeked diaaramridildistyrailiuee pateiehed afobil.t esiag net work

comuni cations in a network traffic enforcer (NTE) conponent of an

int egrab@éteﬁﬁémé%_ iRET s asy HaineGidaer) Pattemcathen@eosgod begins in a

noni toring state 400, where comruni cations are nonitored to bl ock

unaut horis zggdrgeimtithgat i ons. When a notification of an opened channel is

recei ved, the opened channel is added to an authorization |ist (405), and

moni t or H@@sﬁ?nti njesheck 0053 addhers e teiaiideoriz et GowruRiieat i on is

received, a copy of the conmmunication is sent to an intrusion detector

conponent-(440) i s THEAsERE U hori Z efbtCOomMuteaa 151G ragle Rbocked (i.e.,

dropped) (415), and nonitoring continues. Wen a notification of a closed

channel gegchReBEVEE, at Bespshoserk chaumeal i drrivumedd eMitieudethori zati on

list (420), and nonitoring continues. Thus, network communi cations that
(515). If so, a fabricated response is generated and sent '

to the potential intruder (520). Then, or if a fabricated
response was not needed, the present communication.activity

is logged for future use in detecting intrusion preludes

(525) .
[0062] If an intrusion prelude is detected, the source of
the intrusion prelude is identified (530). The identified

source is a potential intruder, and thus communications from
the potential intruder are monitored in an active monitoripg
state 535. This active monitoring may involve checking for
packet level exploits, such as intrusions using packet
fragments, as described above. When a blocked communication
is received, it is checked for intrusion prelude patterns,
as before (505). Thus, additional sources may be added to a
list of potential intruders to be monitored in the agtive
monitoring state 535. ,

[0063] If an intrusion is detected, a remedy is provided

(540). For example, the intrusion activity may be logged,
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have not been pre-approved by the ARE conponent are bl ocked and_pp i@dzbg
the intrusion detector. [00601 FIG SA is a conbined flowhart and state
diagram illustrating a nmethod of detecting intrusion preludes and

i ntrusions_i irst detector conponent of an integrated _network

i nt rusion ‘HQB’@@’{’{“% system The nethod begins in an 20 1 AS3/8¥EE21850

03/ 067847 PCT/US03/02185 idle state 500. When a bl ocked conmunication is

receivedq, it is.checked for intrusjion prelude patterns 05) ., Such
ot et nehemiF AR e Yepe: Slitsc BRETh P rREEHH R IR BCor| FERLRV Rt ng [ 00611
A check s de to.determine if an intrusion ,prelude |s presepnt_ (510). If
ot & GHEVOY SThadé o MadoPE: AFHE FP B FECHGHEE PECRBEIER FEUEREoUr age an
intruder.  (515). If so, a fabricated response i enerated and sent to the
potentieﬂoqqﬂhrudeﬁf(gzéF?’ﬁﬁéﬁFS% tEmg £ BPFSStEGg ﬁ@sbSﬁEElaéggnot needed,
the present comunication-activity, K is Iogged for future_use in_detecting
i nt rusi GPYHE udds METEEPTredo65EVEEYak orntRrGs FBH FRetGdéoPE et @kt ed, the
source of the intrusion prelude is identified (530). The identified
source S HAIYSHS i AALEER, SeNCenFPeCdfHEnMORLFERANEr ERY £RRE potenti al
intruder are nmonitored in an active nmonitoring state 535. This active
moni t or iFRPERE IHVFEETGRESkKi RSP or  1palkde FEvERSexpRbEi E9UTSEech as
i ntrusiQns, usi ng packet | ) i )

eing monitored in the active monitoring state 535, the.

method returns to the idle state 500.
[0065] FIG. 5B is a combined flowchart and state diagram
illustrating a method of detecting intrusions in a second
detector component of an integrated network intrusion
detection system. The method begins in an idle state 550.
When an unauthorized request occurs, the unauthorized
‘request is compared with one or more configurable thresholds
(555) . These configurable thresholds specify the type
and/or number of requests that constitute abnormal
application behavioxr. The configurable thresholds may be
set as described above.
[0066] A check is then made for abnormal behavior (560).
If the application is not behaving abnormally, the
unauthorized request is logged for 1ate: use (565). If the
application is behaving abnormally, monitoring parameters
for the application are loaded (570). These parameters may
include application-specific intrusion detection signatures.
[0067] Then, a monitoring state 575 is entered, in which

network communications for the application are monitored
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fragments, as descri bed above. Wen a bl ocked communi cation is received,
it is checked for intrusion prelude patterns, as before (505). Thu$,AUG 2006
addi ti onal sources may be added to a |ist of potential intruders to be
noni t or ed wanos/gseicti ve nonitoring state 535. [00631 | f @CTIUSS/0EBDN | S
detected, a renedy is provided (540) For exanple, the intrusion activity
may be | ogged, 21 1 AUG 2006 WO 03/067847 PCT/US03/02185 the traffic may
be cut, uedust eharasuted payabhetenyl oyef an andfwsian Bd edetemtedie ssent to a
security operation center. [00641 If a pre-defined tine el apses for an

i dent i f rethedsyoukCproihdettioNE 80y ed Bot i ekbypler tihe moirwesidors | ogged for

| ater anal ysis, and the source-specific nonitoring for that source is

t er m naked i(545) maiyf behiisggsdt hehé astasbiicceay blee nguipni tored in the active
monitoring state 535, the method returns to the idle state 500. [00653

FI G BEcicunt ecohisnee st hawchar taked, séatidodi agrabert |thagtbatsent aaoret hod of
detecting intrusions in a second detector conponent of an integrated

net wor k al Blecusiiay opetectooncegseéem Thésmeehedybegynisein an idle state
550.  When an unaut hori zed request occurs, the unauthorized request is
conpar eédpltirapriermsrspeeiéiconf i gurabl e t hreshol ds (555). These
configurable thresholds specify the type and/or nunber of requests that
consti t utpmedinor malf =appkhdedtined behavelapsEbe tnnfhfichabbe threshol ds nmay

e intrusion is detected, the monitored communications for the
application are logged for later analysis (585). Then, the
method returns to the idle state 550.

[0069] Although FIGS. 3 to 5C show methods being
performed in four separate components, these methods may
also be combined into a single component or two or more
components. For example, a first component, being a
combination of the NTE component and the first intrusion
detector component, may perform a combination of the methods
shown in FIGS. 4 and 5A. A second component, being a
combination of the ARE component and the second intrusion
detector component, may perform a combination of the methods
ghown in FIGS. 3 and 5B.

[0070] Various implementations of the systems and
techniques described here may be realized in digital
electronic circuitry, integrated circuitry, specially
designed ASICs (application specific integrated circuits),
computer hardware, firmware, software, and/or combinations

thereof. These various implementations may include
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set as described above. [00661 A check is then made for abnornmal BehawiGo2006
(560). If the application is not behaving abnormally, the unauthorized
request is logged for later use (565). If tHe application is behaving -
abnor mal | y worosiedrgy7i ng paraneters for the application arepkqﬁgﬁ "4"?;70).
These paraneters may include application-specific intrusion detection
signatures. (00673 Then, a nonitoring state 575 is entered, in which

network ¢ geht 088 {0NoddeARRIdeL A | AYG 2006 WO
03/ 067847 BT o0 3 02160 12 ng t he |oade"gﬂlptgf terrtsa%le?kéﬁ F%tgr usion is

det ect edex@cut £HELYihSe PEAVE LS (RPQ) plRrdR & gy dlnl QEEgghgggeaCtiVity

may be | ogged, the traffic nay be cut, counterneasures nay n,

and/ or a SSRL ' OREY-ald ter. ks _remedy
may be aﬂ%pﬁ%ﬁ% %‘?ts)%emfinérﬁélflo%éj‘éflaalgféégﬁre eﬁa“fﬂng‘%"’tcﬁ%e |e§g§%sf’q‘i n whi ch
no i ntrys) ' e iy 0 | catq for, .t

appl i cat #%ﬂrl]@g?jésﬁ)‘ggéggﬁéﬁ‘ chmflgfeer anztﬁ%/cgeﬁsv%( %H %ﬁieﬁ'?l%tthrglatr#gﬁﬁod returns

0 the | ghonstahe £50-4A00N dlehauah HlBSucl 1, 5C shaw et hads bei ng

performed in four separate conponents, these nmethods ray “al'So~be conbined -

into a siNgl&mCoPONERtt O5nd W, e égﬁ?corgh@e&t ST el o?%gggik&%a first

conponent’, being a conbination™o E conponent and i ntrusion
device.
[0071] FIG. 6 is a block diagram illustrating an example

dapa processing system 600. The data processing system 600
includes a central processor 610, which executes programs,
performs data manipulations and controls tasks in the system
600,.thereby-enabling the features and function described
above. The central processor 610 is coupled with one or
more communication busses 615.

[0072] The data processing system 600 includes a memory
620, which may be volatile and/or non-volatile memory, and
is coupled with the communications bus 615. The system 600
may also include one or more cache memories. These memory
devices enable storage of instructions and data close to the
central processor 610 for retrieval and execution.

[0073] The data processing system 600 may include a
storage dévice 630 for accessing a medium 635, whicﬁ may be
removable. The medium 635 may be read-only or read/write
media and may be magnetic-based, optical-based or magneto-
optical-based media. The data processing system 600 may

also irnclude one or more peripheral devices 640(1)-640 (n)
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detect or conmponent, may perform a conbination of the nmethods showntixuGg 2006
FIGS. 4 and SA. A second conponent, being a conbination of the ARE
conponent and the second intrusion detector component, may performa

conbi nat i a¥D oF067E net hods shown in FIGS. 3 and 5B. [ 007RGI/USBI3LES

i npl enentations of the systens and techniques described here may be
realized in digital electronic circuitry, integrated circuitry, specially
desi gnedcABl €&t {aphy i cdevores ped)fi @ndnpagr atedioger €AREEPLleBaput er
hardware, firmwvare, software, and/or conbinations thereof. These various

i npl. emreahdf ponsdaplyet s cfod o3 iKiNgGinoesfane GRNe61807 - PCUNS03/ 412185

i npl ementation in one or nore . Conputer pro%égﬂs that are

execut alkehtat e 40 etapl be onddi prayglashabpaes fievdeesnenddinggiaads| east one

progranmabl e processor, which may be special or general purpose, coupled to
recei veddataibed abheveucoties stoupge dnderdacesnswidt sgarasanynihstructi ons
to, a storage system at |east one input device, and at |east one out put
devi ce. ipp0T1de¥iGes 6angd/ ar bbwakutdideyiaesi-l | ustrating an exanpl e data
processi ng system 600. The data processing system Goo includes a central
processdn0632D, whibé exetcemes0prioy fvethegeiherlvsled st gompEREELPBNs and
controls tasks in the system 600, thereby enabling the features and

f unct i oindes€aibeds0abwhich Taklawntscllt wamse @sxbda@ 0 tios beoupl ed with one or

transferred, in the form of signals 654 over alchannel 652,
bg;ween the systeﬁwsoo and external devices, networks or
information sources. The signals 654 may embody

" instructions for causing the system 600 to perform
operations. The communication interface 650 may be a
network interface designed for a particular type of network,
protocol and channel medium, or may be designed to serve
multiple networks, protocels and/or channel media.
[0075] The system 600 represents a programmable machine,
and may include various devices such as embedded controllers
and Programmable Logic Devices (PLDs). Machine instructions
(also known as programs, software, software applications or
code) may be stored in the machine 600 or delivered to the
machine 600 over a communication interface. These
instructions, when executed, enable the machine 600 to
perform the features and function described above.
[0076] As used herein, the term “machine-readable medium”
refers to any medium or device used to provide machine

instructions and/or data to the machine 600. The various
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nore comruni cati on busses 615. [00721 The data processing system60‘01 AUG 2006
includes a menmory 620, which may be volatile and/or non-volatile nenory,
and is coupled with the communi cati ons bus 615. The system 600 may al so

i ncl ude ongyyés3/dEHse cache nenories. These nenory devices FE’?RJIS gy age of
instructions and data close to the central processor 610 for retrieval and
execution. (00731 The data processing system 600 nay include a storage

devi ce 63 1OheRCHESH ' Lah a he medi um
635 nayG%gDreéa-onl;ﬁgfq¥§§%$$¥#$3&§§§h?%h%hgggéyngségggétP -gg ed,

opt i cal -asath (1 dRG08Y 0-arkPlidtahshased siadi anllte daig.processing system

600 may al so i'nclude “one or nore peripheral devices (1)-640(n) 24 1 AUG
2V6 O S OOIRAT S VBT €50 IREdev el crdeeba 8, 44) c1aiflone of
nmore controllers and/or adapters tor providing interface tunctions. The
devi ces 64Q may be additional storage, devices and nedia as described
above, other storage interfaces and storage units, input devices and/or

out put devices. [00741 The system 600 nay further include a conmmunication
interface 650, which allow software and data to be transferred, in the
formof signals 654 over a channel 6S2, between the system 600 and

external devices, networks or information sources. The signals 654 nmay
enbody instructions for causing the system 600 to perform
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operations. The comunication interface 650 may be a network interface
‘desi gned for a particular type of network, protocol and channel amgdiugreiier
may be designed to serve nultiple networks, protocols and/ or channel
medi a. [00751 The system 600 represents a progranmabl e nachi ne, and may
i ncl ude various devices such as enbedded controllers and Progranmabl e
Logi ¢ Devi cgI(M3L.Ds). Machine instructions (also known as prograns,
software, Ssoftware applications or code) nmay be stored in the nachi ne 600
or delivered to the machine 600 over a communication interface. These
i nstructions, when executed, enable the nmachine 600 to performthe
features and functi om destrirked rallewen (D 7@k el usegherieigr, the term
"machi ne -readabl e nmedium' refers to any medi um or device used to provide
machi ne i nstrugideons mndiPraratrrdied pphchitieor®; ckwenivaripus 25 1 AUG
2006 WD 03/067847 PCT/US03/ 02185 i npl enent ati ons descri bed above have been
present gd hyr wast rafcexanp| et yin@nthadintd kdd afdan.cakhisy; ot her
enbodi ments nay be within the scope of the following clains. 26 1 AUG 2006
CLAIMS 1. A machidesiivil e resyeds tetfod o s idwgimud idert i dry | gwgraircd sivoked
application by examning a set 5 of instructions enbodying the invoked
applicati ofrom the invoked application;
selectively designating each of the received requests
as authorized or unauthorized based on an application-—
10 specific network policy; and
monitoring inbound network communications, based on
the authorized requests, to detect an intrusion;
wherein monitoring of the network communications for
the invoked application comprises monitoring in an
15 intrusion detection system component invoked with the
invoked application; and
wherein the intrusion detection system component and
the invoked application run within a single execution
context.
20 2. The method of claim 1, wherein monitoring inbound
network communications comprises:
blocking the inbound network communications that fail
to correspond to an authorized request; and

monitoring the blocked inbound network communications

25 to detect an intrusion.
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receiving requests for network conmunication services fromthe invoked
application; selectively designating each of the received requests- {aguG 2006
aut hori zed or unauthorized based on an application 10 specific network
policy; and nonitoring inbound network comuni cations, based on the

aut hori zed requests, to detect an intrusion; wherein nonitoring of the

net wor k communi gat i oImhd afetHdae dfinvdkeith @pplwiheatdion meonprdrsesy mird t oring in
an 15 intrusion detection system conponent invoked with the invoked

appl i cat i om1 k@ deneiund he dwitrk Siceiuugeteatiions systamseenponent and the
i nvoked application run within a single execution context. 20 2. The
met hod of cl ai mekamthargj NI K ckiaty dinBaeurl ndteiory kit aaldmns
conprises: blocking the inbound network communications that fail to

correspond ti0 it it hor izt yL@teirelank ;noni tori ng the bl ocked i nbound
networ k conmmuni cations 25 to detect an intrusion. 27 - 1 AUG 2006 3. The

met hod ef cl ai miZentdienginy MEdAdNgEdhe hicackadd nhond inet Wkl ude ;
comuni cations conprises: exam ning the bl ocked i nbound networ k
conmmuni cati;@rs to detect an intrusion prelude; 5 identifying a source for
a detected intrusion prel ude;

initiating monitoring of inbound network

communications from the identified source.

10 4. The method of claim 3, wherein examining the
blocked inbound network communications comprises checking

for patterns spanning multiple communications.

5. The method of claim 4, wherein monitoring the
15 blocked inbound network communications further comprises
generating fabricated responses to the blocked inbound

network communications.

6. The method of claim 3, wherein the monitoring of
20 inbound network communications from the identified source
comprises checking the inbound network communications from

the identified source for packet-level exploits.
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and initiating nonitoring of inbound network comunications fromthe
identified source. 10 4. The nethod of claim3, wherein exanini ng=thauG 2006
bl ocked i nbound network communi cati ons conprises checking for patterns
spanning mul ti ple comuni cations. 5. The nethod of claim4, wherein
nmonitoring the 15 bl ocked inbound network communications further conprises
generating fabricated responses to the bl ocked i nbound network

comuni cations. 6. The nethod of claim 3, wherein the nonitoring of 20

i nbound net wor k 7conmiiec atd tdregd farfor ltahien ildenfiuftiled: sampoe. sic@pri ses
checki ng the inbound network comuni cations from the identified source for
packet - | evalnqaQiris.a 2@ rli tAUG PAEvel. fHhre metWwwotk aforedual imal; idns t her
conprising increasing a nonitoring |level for network communications for

t he i nvoked@applHeCaitdvrkdd dpgsipiorese dro ioneredpanyee to wrsltdwmaeed requests.
8. The method of claim7, wherein increasing a nonitoring |level for

net wor k5 commniteadd ionsd frasqudrecd nvoked application conprises initiating
nonitoring of the network 10 communications for the invoked application
usi ng an application-specific intrusion signature. 9. The nethod of claim
1, wherein exam ning the set of instructions conprises:

8. The method of claim 7, wherein increasing a
monitoring level for network communications for the invoked
application comprises initiating monitoring of the network

10 communications for the invoked application using an

application-specific intrusion signature.

9. The method of claim 1, wherein examining the set
of instructions comprises:
15 applying a hash function to the set of instructions to
generate a condensed representation; and
comparing the condensed representation with existing

condensed representations for known applications.

20 10. A machine-implemented method comprising:
identifying an invoked application;
receiving requests for network communication services
from the invoked application;
selectively designating each of the received requests
25 as authorized or unauthorized based on an application-~

specific network policy;
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15 applying a hash function to the set of instructions to generate a
‘condensed representation; and conparing the condensed representati-oh AUG P06
exi sting condensed representations for known applications. 20 10. A

machi ne-i npl enented net hod conprising: identifying an invoked application;
recei ving requests for network conmmuni cation services fromthe invoked
application; selfcidiiely idasigratrgtgreac codmirhie ateicei v echategieeist sco 25 as
aut hori zed or unauthorized based on an application- specific network
policy; 29 corkAlger00 41 aokihwy i zdaburshurattyor K communi cati ons that fai
to correspond to an authorized request; nonitoring the bl ocked inbound

net wor kK conmmuni ggdricitsrid® tet eftodted nimiusirah; nettwb vk idurinuat i d¥ge i t or i ng
of network comunications for the invoked application using an

appl i cati on=spRaiddic ad NSl Do g ure i n response to one or nore

unaut hori zed requests. 10 11. The nethod of claim 10, wherein nonitoring

the bl ecked i nhgund Stetv@rioGiBRIMEadf Qs WwRrdeesini exarsns Nt he
bl ocked i nbound network communi cations to detect an intrusion prelude;
identifyingra siowaed ap@l defecdredid g Ui oipgiretdidiesn - shfe @inel ¢

intrusion signature in response to one or more unauthorized

requests.

10 11. The method of claim 10, wherein monitoring the
blocked inbound network communications comprises:
examining the blocked inbound network communications
to detect an intrusion prelude;
identifying a source for a detected intrusion prelude;
15 and
initiating monitoring of inbound network

communications from the identified source.

12. The method of claim 11, wherein identifying the
20 invoked application comprises examining a set of

instructions embodying the invoked application.
13. The method of claim 12, wherein examining the

blocked inbound network communications comprises checking

25 for patterns spanning multiple communication.
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initiating nonitoring of inbound network conmmunications fromthe
identified source. 12. The nmethod of claim 11, wherein identifying §HtUG 2086
i nvoked application conprises exanmning a set of instructions enbodying
the invoked application. 13. The nethod of claim 12, wherein exam ning the
bl ocked i nbound network communi cati ons conprises checking 25 for patterns
spanni ng nul ti plig .comp#ineatHien.o B3¢ 1AUG 2006 whkke ithenoratdrad ref tHeai m 13,
wherein nonitoring the bl ocked i nbound network comruni cations further

conpri ses leR&Rt iitdpJalt iratwrd ¥ eshensgsdtd driite furatkad dodpaings net wor k
comuni cations. 5 15. The nethod of claim 12, wherein nonitoring of

i nbound netgapd LAMYINH il it d nBddie d dan itHe b 1suileae imeqrd ses
checki ng the i nbound network comuni cations from the identified source for
packet - | evele g 10idSnmukl i ke, met hod of cl ai m 15, wherein exam ning the
set of instructions conprises: applying a hash function to the set of
instrucgions to generate a condensed representation; and 15 conparing the
condensed representation with existing condensed representations for known

applications. 1745 Theryethath@f &f alrmike, 1 mhengife Mo mf dhe
inbound network communications from the identified source
comprises checking the inbound network communications from

the identified source for packet-level exploits.

10
16. The method of claim 15, wherein examining the set
of instructions comprises:
applying a hash function to the set of instructions to
generate a condensed representation; and
15 comparing the condensed representation with existing

condensed representations for known applications.

17. The method of claim 16, wherein monitoring of the
network communications for the invoked application
20 comprises monitoring in an intrusion detection system

component invoked with the invoked application.

18. The method of claim 17, wherein the intrusion

detection system component and the invoked application run

25 within a single execution context.
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net wor k commruni cations for the invoked application 20 conprises nnnitor%&g
in an intrusion detection system conponent invoked with the i nvokddAUG
application. 18. The nethod of claim 17, wherein the intrusion detection
syst em conmponent and the invoked application run 25 within a single
execution context. 31 1 AUG 2006 19. A system conprising: an application
network policy enf.orgersysMunthcaginiiesy: network requests from an
application invoked on a nachine, identifies the network requests that

fail to satisfy an prappidtcadd ofetspact ool gt warto add cywhiadtd dddentddd es
the network requests that satisfy the application-specific network
policy; a neteIkk treafdddsrenfrncern awp lohcdd ianksidvdiastndbn netwatkide af fi ¢
that does not correspond to the network 10 requests identified by the

appl i cati on eettworike PAHC he OIS 10 CRIqUASs tSAtt IRty | T 1t he> appli<o@f ian- specific
network policy; and an intrusion detector, which responds to the network
requests i dgiiiifdad hy-dhe- appd icad o eImank pold cdek iemfay agte as
failing to satisfy the application-specific network policy, and which

responds t g, diiR,din el waide dd@afdde dtlockad adihmnawrkidraffic
enforcer. 20. The systemof claim 19, wherein the intrusion 20 detector
CoNMpri ses: network policy;
a network traffic enforcer, which blocks inbound
network traffic that does not correspond to the network
10 requests identified by the application network policy
enforcer as satisfying the application-specific network
policy; and
an intrusion detector, which responds to the network
requests identified by the application network policy
15 enforcer as failing to satisfy the application-specific

network policy, and which responds to the inbound network

traffic blocked by the network traffic enforcer.

20. The system of claim 19, wherein the intrusion
20 detector comprises:

a first component that responds to the network
requests identified as failing to satisfy the application-
specific network policy by monitoring traffic for the
invoked application, wherein the first component shares a

25 software module with the application network policy

enforcer; and
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a first conponent that responds to the network requests identified as
failing to satisfy the application- specific network policy by nomi 1 Quuigngs
traffic for the invoked application, wherein the first conponent shares a
25 software nodule with the application network policy enforcer; and 32 A
U G 2006 a second conponent that responds to the bl ocked traffic by
nonitoring traffa gdaamdarcdngentdarfd edhasouresgooids d ititer Udicarkeat el ude
detected in the blocked traffic, wherein the second conponent shares a
sof t war e medulfeE iw tdy roriie metgwirda fifriaf ficr enf drdzert.if2kd Acystemt
conprising: means for servicing network requests froman application

i nvoked on za meahinigonl@reEante fdrt aitdwrirzithg the aietdwdrda fifeigquest s usi ng
an application-specific network policy; means for blocking traffic that
does not CceHeasHeNd Hed saivraltduparathtr euasts avearfs waore mrdutler iwig-tbl ocked
traffic to identify an 15 intrusion prelude and to identify abnormal

appl i casi onhbehavicyk s d enfteteating an intrusion in response to an
identified intrusion prelude; and neans for detecting an intrusion in
response to 20 identified abnormal application behavior.

21. A system comprising:
means for servicing network requests from an
application invoked on a machine;
10 means for authorizing the network requests using an
application-specific network policy;
means for blocking traffic that does not correspond to
an authorized request;
means for monitoring blocked traffic to identify an
15 intrusion prelude and to identify abnormal application
behavior;
means for detecting an intrusion in response to an
identified intrusion prelude; and
means for detecting an intrusion in response to

20 identified abnormal application behavior.

22. The system of claim 21, wherein the means for
detecting an intrusion in response to an identified
intrusion prelude comprises means for detecting packet-

25 level exploits for traffic from an identified source of the

identified intrusion prelude, and wherein the means for
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22. The systemof claim 21, wherein the neans for detecting a”ir“JYSMRPZMB
in response to an identified intrusion prelude conprises neans for
detecting packet 25 level exploits for traffic froman identified source of
the identified intrusion prelude, and wherein the neans for 33 AUG 2006
detecting an intrusion in response to identified abnormal application

behavi or cerpEEasgeRans frarudetredin e spappld ¢at iiaerspddidd abimtmesli on
signatures for traffic corresponding to an abnormally behavi ng

appl i cati opppiieats 3y Hegraviwn hesmpedrgerd siewgs Meansidterctgener ating a
fabricated response to blocked traffic to gain know edge about a potenti al
i ntruder; amglimRansi-Gpdaspendintgdsd on datpeited-dntfarsitomf £k 23. A

machi ne-r eadabl e nmedi um enbodyi ng machine instructions for causing one or
nmor e machi res: de@ Reidiaignt Oper aldrsddnpieiavgng deptlifodtnigran dhwoked
application; receiving requests for network comruni cation services 15 from
the inveked apRid catdtosr sdeotiissely: desi gnating each of the received
requests as authorized or unauthorized based on an application- specific
network policy; paaking ighaund inel wordaorgatyd ald s ddhato filidckan 20
correspond to an authorized request; nonitoring the bl ocked i nbound network
comuni cat ik fic to gain knowledge about a potential intruder; and

means for responding to a detected intrusion.

10 23. A machine-readable medium embodying machine
instructions for causing one or more machines to perform
operations comprising:

identifying an invoked application;
receiving requests for network communication services
15 from the invoked application;
selectively designating each of the received requests
as authorized or unauthorized based on an application-
specific network policy;
blocking inbound network communications that fail to
20 correspond to an authorized request;
monitoring the blocked inbound network communications
to detect an intrusion; and
initiating monitoring of network communications for
the invoked application using an application-specific
25 intrusion signature in response to one or more unauthorized

requests.
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to detect an intrusion; and initiating nonitoring of network conmuni gations
for the invoked application using an application-specific 25 intruSi ofiUG 20
signature in response to one or nore unauthorized requests. 34 1 AU G 2CQu
24. The machi ne-readabl e nedi um of cl aim 23, wherein nonitoring the bl ocked
i nbound networ k conmuni cati ons conprises: 5 exam ning the bl ocked inbound
networ k comruni cations to detect an intrusion prelude; identifying a
source for a detected intrusion prelude; and initiating nonitoring of
i nbound networ k 2410 crora e ctaitriedne ddaid heed identd f iccldh isolr e wizkee fihe
machi ne-readabl e nmedi um of cl ai m 24, wherein identifying the invoked
appl i cat i omcEOMYHiSES @M Ivdked irgeiuraf rdtsignictd onsureidzxadyairmg t he
i nvoked application. 15 26. The machi ne-readabl e nedi um of cl ai m 25,
wherei n  mydngriigeg 0f i nbound network communi cations fromthe identified
source conprises checking the inbound network conmunications fromthe
identifped sour ce:dndim ias kate lematke 2 Qi redqplrad treetwbic k Tdenachd aretsreadabl e
medi um of claim 26, wherein exam ning the set of instructions conprises:
to detect an intrusion prelude;
identifying a source for a detected intrusion prelude;
and
initiating monitoring of inbound network

10 communications from the identified source.

25. The machine-~readable medium of claim 24, wherein
identifying the invoked application comprises examining a
set of instructions embodying the invoked application.

15

26. The machine-readable medium of claim 25, wherein
monitoring of inbound network communications from the
identified source comprises checking the inbound network
communications from the identified source for packet-level

20 exploits.

27. The machine-readable medium of claim 26, wherein
examining the set of instructions comprises:
applying a hash function to the set of instructions to

25 generate a condensed representation; and
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appl ying a hash function to the set of instructions to 25 generate, a
‘condensed representation; and 35 A U G 2006 conparing the condensel AUG 2006
representation with existing condensed representations for known
applications. 28. A machine-inplenented nethod conprising: 5 blocking
i nbound networ k conmuni cations that fail to correspond to a network
policy; detectingpnpaatrenttited dortdarsiesh pretastn tfatomnt el tiblexckedingibound
net work comuni cati ons; selectively generating a fabricated response to the
10 det ect et qraieaidddl réprtadsi ot jovred uither, lamovir e Miawg iarfsor mat i on about a
potential intruder in response to the generated fabricated response;
wherein the detecting conprises detecting conmunication activities system
scans, port scans, and 15 operating systemfingerprinting. 29. The net hod
of claim 28, whergi n A headtetveorimp pahd retye & gt s scamp wippirigat i on- speci fic
network policy, the nmethod further conprising: 20 receiving requests for
net wor k5conmmuni Gstd i rser is®snd frietwark i dunaked appldreatilonr, Seikecid vel y
desi gnating each of the received requests as authorized or unauthorized
based on theapHdsa it0n-a spewidiic pwtyvwofk policy; 25 nmonitoring the
bl ocked i nbound networ k communi cati ons
detecting a potential intrusion prelude from the
blocked inbound network communications;
selectively generating a fabricated response to the
10 detected potential intrusion prelude; and
receiving information about a potential intruder in
response to the generated fabricated response;
wherein the detecting comprises detecting
communication activities system scans, port scans, and

15 operating system fingerprinting.

29. The method of claim 28, wherein the network
policy comprises an application-specific network policy,
the method further comprising:

20 receiving requests for network communication services
from an invoked application;

selectively designating each of the received requests
as authorized or unauthorized based on the application-
specific network policy:;

25 monitoring the blocked inbound network communications

to detect an intrusion; and
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to detect an intrusion; and 36 AUG 2006 associating the information about
‘the potential intruder with a detected intrusion. 30. The nethod of €IrAg8GN2006
29, wherein nonitoring the 5 blocked i nbound network comruni cations
conprises: exam ning the blocked i nbound network comuni cations to detect
an intrusion prelude; identifying a source for a detected intrusion

prel ude; and 1Qdsridiiaating theniitndicme tdfoni ribaurtd thet wertentderimuni cat i ons
fromthe identified source. 37

intruder with a detected intrusion.

30. The method of claim 29, wherein monitoring the
5 Dblocked inbound network communications comprises:
examining the blocked inbound network communications to
detect an intrusion prelude;

identifying a source for a detected intrusion prelude;

and
10 initiating monitoring of inbound network

communications from the identified source.
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